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© «/JlokTop Beb6», 2025. Bce npaBa 3aLyuLLeHbl

HacToAwmm AOKyMeHT HOCUT MHGOPMALIMOHHbIV 1 CNPaBOYHbIV XapakTep B OTHOLLUEHUN
yKa3aHHOro B HeM nporpaMmHoro obecrneyeHusa cemenctea Dr.Web. Hactoawmn gokymeHT
He ABNAETCA OCHOBaHWEM A1 MCYEPMbIBaOLLMX BbIBOAOB O Ha/IMUMWN AW OTCYTCTBUW B
nporpamMMHoM obecneueHnn cemenctea Dr.Web kaknx-1mb6o dyHKLMOHaNbHbBIX U/Mau
TEXHWYECKMX NapaMeTPOB 1 He MOXKET BbITb UCNOAb30BaH NPW ONpeAeNeHNN COOTBETCTBUA
nporpaMMHoro obecrneueHunsa cemencrea Dr.Web kaknm-1nb6o TpeboBaHMAM, TEXHUYECKUM
3af,aHMAM 1U/Man napamMeTpam, a Takke MHbIM AOKYMeHTaM TPeTbUX WL,

MaTtepwanbl, NpYBeAeHHbIE B JAHHOM AOKYMEHTE, ABAAOTCA COOCTBEHHOCTBIO

OO0 «[lokTop Beb» 1 MOryT 6bITb MCMNOb30BaHbl UCKIKOUUTENBHO AN INYHbIX LieNen
npuobpeTtatens npoaykra. Hukakaa yacTb J@aHHOTO AOKYMeHTa He MOXeT BbITb CKOMMPOBaHa,
pa3MellieHa Ha CETeBOM pecypce UAuM nepesaHa no KaHaiam CBA3M U B CPeACTBaX MacCOBOW
nHbOpMaLMM UAM UCMOIb30BaHa tobbIM ApyrMM 06pa3omM KpomMe MCNOoAb30BaHUA A4
JINYHBIX Liener 6e3 CCbIIKM Ha UCTOYHMK.

ToBapHble 3HaKu

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA n norotun Dr.WEB
ABNAKOTCA 3apPErMCTPUpPOBaHHbIMU TOBapHbIMK 3Hakamn OO0 «JokTtop Beb» B Poccun n/mam
Apyrux ctpaHax. VIHble 3apernctpypoBaHHble TOBapHble 3HaKW, 1OrOTUMbI U HAMEHOBaHWA
KOMMaHWN, yNOMAHYTble B AJaHHOM JOKYMEHTe, ABAAOTCA COOCTBEHHOCTLIO X BAajeNbLEB.

OrpaHqul-me OTBeTCTBEHHOCTU

Hwv npwu kaknx obctoatenscteax OO0 «/[Joktop Beb» 1 ero nocraBwmkn He HecyT
OTBETCTBEHHOCTM 3a OLWMOKN N/ yNyLLEeHWA, AONYLLEHHbIE B JAHHOM JOKYMEHTE, U
NMOHeCeHHbIe B CBA3M C HUMMW yObITKM NprobpeTtatens npoaykTa (MpAMble Ui KOCBEHHbIE,
BKIHOYUAA YMYLLEHHYIO BbIrO4y).

Dr.Web Security Space ana mobunbHbix ycTpoiictB (ABpopa)
Bepcua 3.3

PykoBoacTBO nosb3oBatens

31.03.2025

OO0 «JlokTop Beb», LleHTpanbHbI odunc B Poccmn

Agppec: 125124, Mocksa, ya. 3-a Amckoro Mons, 4. 2, kopn. 12A
Cawr: https://www.drweb.com/

TenedoH: +7 (495) 789-45-87

NHbopMaLmio 0 permoHanbHbIX NPEACTaBUTENBCTBAX U OPUCaXx Bbl MOXKETE HAUTU Ha
odvLMaNbHOM canTe KOMMaHUWN.


https://www.drweb.com/

000 «AlokTop Be6»

KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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O pokymeHTe

1. O pokymeHTe

PyKkOoBOZCTBO NMPM3BaHO NMOMOYb aZAMUHUCTPATOPAM M MONb30BaTENAM YCTPOUCTB MOZ
ynpaBJeHVeM OnepaTUBHOM CUCTEMbI «ABpPOpa» YCTaHOBUTb U HACTPOUTb MPUNOXKEHME
Dr.Web Security Space ans MObUAbHbIX YCTPOMCTB, @ Tak)kKe 03HAaKOMUTLCA C er0 OCHOBHbLIMMU

byHKUMAMN.

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHblE 0603HaUYeHUs:

O6o03HaueHue

/N,

AHMusuUpycHas cemeo
<IP-address >

CoxpaHuTb

CTRL

/home/user

[Mpunoxexue A

KommeHTapwii

I'Ipe,u,ynpe>|<p,eHV|e O BO3MOXHbIX OLLINOOUHbIX CUTyaLmAax, a Takxke Ba>XXHbIX
MOMEHTax, Ha KoTopble cneayeT 06paTutb 0cob0e BHUMaHWe.

HoBbii TEPMWH NIN aKUEHT Ha TepMWHE B ONMUCaHUAX.
Mons ANA 3aMeHbl q)yHKLI,I/IOHaJ'IbeIX Ha3BaHWM q)aKTMHeCKMMM 3HavYeHnaAMWN.

Ha3BaHwus 3KPaHHbIX KHOMOK, OKOH, NYHKTOB MEHKO U APYrX 31€MEHTOB
nporpamMmHoro uHtepderica.

O603HaueHVs KnaBuLL KiaBuaTypbl.
HavmeHoBaHus dalinoB 1 kaTanoros, GparMeHTbl MPOrpaMMHOTO KoZa.

nepereCTHble CCbINIKN Ha rnaBbl AJOKYMEHTa UMK TUNepCcCcbiIKM Ha BHELLHWE
pecypcbi.

PyKOBO,CLCTBO nosab3oBaTenda
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O npoaykTe

2. O npoaykre

Dr.Web Security Space ana MmobunbHbIx ycTpolicTB (aanee — Dr.Web) 3awpiiaeT ot BUPYCHbIX
yrpo3 MobuibHble YCTponcTBa, paboTatoLime nog ynpaBaeHnMem ornepaLoHHOM CUCTEMBI
«ABpopa».

B npuaoxeHnn npuMeHeHbl pa3paboTku 1 TEXHONOrMK KoMnaHun «loktop Be6» no
OBHapy>XeHNIo 1 06e3BPeEXMBaAHNIO BPEJOHOCHbLIX OOEKTOB, KOTOPbIE NPEeACTaBAOT Yrpo3y
MHPOPMaLMOHHOM 6€30NacHOCTN YCTPOICTBA U MOTYT NOBAWATL Ha ero paborTy.

Dr.Web ncnonb3syet texHonoruto Origins Tracing™, koTopas HaXxoAnT BPeAOHOCHbIE
nporpaMmmbl AN pasanydHbix naathopm, Bkirodas OC «ABpopa». ITa TEXHONOrMA NO3BOASET
onpeaensTb HOBble CEMENCTBA BMPYCOB Ha OCHOBE 6a3bl 3HaHWI 06 yXKe HalAeHHbIX U
N3YYEHHbIX yrpo3ax.

2.1. OcHOBHble PYyHKLUN

Dr.Web BbinonHsaeT cnegyrowme QyHKUMN:

e npoBepseT Bce Gpaisibl B NaMATV UK OTAebHble daliabl MO 3anpocy Nonb3oBaTens;

e NpoBepseT apXuBhbl;

yAanset obHapyXXeHHble yrpo3bl 6€30MacHOCTM MU NepeMeLLaeT UX B KapPaHTUH;

obHoBAsAET BUpYCHble 6a3bl Dr.Web uepes nHtepHer;

BEZET CTaTUCTUKY aKTUBHOCTM NpuaoxeHus (cobbitns CkaHepa, 06HOBNEHME BUPYCHbIX 6a3,
AeNCTBMA HaZ OOHapPY>KEHHbIMU Yrpo3amMu), a TakKe >XKypHaa COBbITUR.

2.2. CuctemHble TpeboBaHuNA

Mepes ycTaHOBKOW NpOBepbTe, UTO Ballle YCTPOMCTBO COOTBETCTBYET CNEAYIOLLMM
TpeboBaHMAM N peKOMEHAALMAM:

Mapametp Tpe6oBaHusa

OnepaunoHHas cuctemMa ABpopa 4.0.2 update 2 n 6onee nosgHve cbopku Bepcum 4
ApxuTekTypa npoueccopa ARMvV7

CBobogHas onepaTvBHas NamsaTb He meHee 512 Mb

CBoboOAHas OCHOBHas NMamMsaTb He meHee 20 Mb (419 xpaHeHNa AaHHbIX)

PaspeLlueHne skpaHa He meHee 800x480

Mpouee VHTepHeT-coeanHeHWe (o159 O6HOBAEHUS BUPYCHbIX Ha3)

PyKOBO,CLCTBO nosab3oBaTenda
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YcraHoBka Dr.Web Security Space ana Mmo6u/bHbIX ycTpoiACcTB

3. YcraHoBka Dr.Web Security Space gns mobunbHbIX ycTpoincrs

YcraHoBka Dr.Web mMo>eT 6bITb BbIMOAHEHA BPYUHYHO.

PyuHasa ycraHoBka Dr.Web

Pyl-IHaf-I YCTaHOBKa MPUNOXKEHNA BO3MOXHa TOJIbKO MNP Haan4ynMm npaB agMMHNCTPaTOopa.

Yr106bI ycTaHOBUTL Dr.Web BpyuHyto

1. CkayaiTe ycTaHOBOUYHbIN Parin Dr.Web nau ckonupyinTe ero Ha ycTpomncTBoO.
2. Ha 3kpaHe NpuaoxeHnin oTkpoinTe npunoxerHune «Parinbi».

3. Hangute yctaHOBOUYHbIN darin Dr.Web u kocHuTech ero.

4. B AnanoroBoM OKHe HaXXMuTe YCTaHOBUTbD.

B cnyuae ycnewHom ycTaHOBKM BBEPXY 3KpaHa 0TOOpa3nTCA COOTBETCTBYHOLLEE YBEAOMIIEHME.
MpunoxeHune DrWeb Takke NoSBUTCA Ha 3KpaHEe MPUNOXEHMIA YCTPOMCTBA MNOb30BaTENs.

Ans panbHerwen paboTbl HEOBXOAMMO aKTMBMPOBATL KOMMEDPUYECKYHO UK
LEMOHCTPALMOHHYIO TNLEH3UHO.

PyKOBO,CLCTBO nosab3oBaTenda
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Ypanenune Dr.Web Security Space ans MobuabHbIX ycTpoiicTB

4. YpaneHne Dr.Web Security Space ans Mo6unbHbIX yCTPOMUCTB

1. OTKpoWTe 3KPaH NPUNOXKEHWNI.

2. KocHuTechb 3kpaHa NPUIOXKEHUA 1 yaep>KnBaTe ero A0 NOABAEHMA 3HAUKOB ),

X

3. KocHutech Ha 3Hauke Dr.Web, utobbl yaanmte npuaoxeHue.

PyKOBOACTBO nosb30BaTena

8
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Nutepdeiic

5. UHTepdemnic

Ncnonb3ylite cneaytolime anemeHTbl MHTepdeinca, Ytobbl HacTpameaTtb M ynpaeaate DrWeb:

® XKeCTbl

e KHOMKa BO3BpaTa
e MeH0 AeNCTBUN,

® KOHTEKCTHOE MEeHIO,

e MepekntoyaTeb,
e NaHe/ b ONOBELIEeHUN,
e TaliMep OTMEHbI,

e 06/10XKY NPUNOXKEHUA.

XecTtbl

YT06b! OTKPBITE MPUAOXKEHME, HAa AOMALUHEM 3KpaHe YCTPOMCTBA NPOoBeAMTe CHM3Y BBEPX. B
OTKPbIBLUEMCS 3KpaHe NpuaoxeHuin Bbibepute Dr.Web.

Ecnv Bbl XOTUTE CBEPHYTb MPUIOXKEHME N BEPHYTHCA Ha AOMALLHUIA 3KpaH YCTPOMUCTBA, B
OTKPbITOM MPUIOXKEHNM NPOBEAUTE OT JIEBOTO UM NPABOro Kpas K cepeanHe. Ha goMaluHewm
3KpaHe oTobpasmTca obaoxka DrWeb.

Ecan Bbl xOoTNTE BEPHYTbCA K 3KPaHY I'IplAJ'IO)KeHI/IIZ, B OTKPbITOM NPpUAOXKeEHUN NpoBegnTe OoT
HUXXHETO KpaAa BBEPX.

KHonka Bo3Bpara

B Dr.Web HekoTOpble KOMMOHEHTbI MHTEPECa HAXOAATCSA BO BJOXEHHbIX CTPAHMLLAX.
OTAMUMTENbHBIN 31EMEHT TakoW CTPaHMLbl — KHOMKa BO3BpaTa B BUAE CBETALLENCA TOYUKMN B
neBoM BepxHeM yray (cm. PucyHok 1). KOcHUTECh TOUKM, UTOObI BEPHYTLCA Ha NpeablAyLLyto
CTPaHWLY C COXpPaHEHWEM BCEX BHECEHHbIX NU3MEHEHUN.

INuueHsnsa

PucyHok 1. KHonka Bo3BpaTta Ha npeabiayLLyto CTpaHULy

Bbl Takke MOXeTe BEPHYTbCSA Ha NpeAblAyLLyo CTPpaHWULY, MPOBeAsA CleBa HanpaBo Ha
BJIOXKEHHOW CTpaHuLLe.

PyKOBOACTBO nosab3oBaTenda
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MeHio pencreumn

MeHto fecTBUIA OTKpbiBaeT MeHto Dr.Web. Takke OHO N0O3BO/AET BbINOAHUTL AEUCTBUS Ha
TeKyLLen cTpaHuLe.

Ha Hannume Takoro MeHHo yka3biBaeT CBETALLAACA FOPU30OHTaNbHaA NOJA0Ca B BEPXHEN YacTu
3KpaHa NPUAOXKEHUA.

Bbl MOXeTe OTKPbITb MEHIO AEUCTBUIA OAHUM U3 CNEAYHOLLIMX CMOCOHO0B:

® CMaXHWUTE 3KpPaH Pe3KOo BHU3;
® HE OTpPbIBaACb, NpoBeAMNTE MO 3KPaHYy OT CeEpELNHBI BHU3.

UYT06bl B OTKPbIBLUEMCS MEHHO BblOPaTh HYXHbIV MYHKT, BOCMONb3YNTECH OAHUM U3
cnepyrowmx cnocoboB.:

e CMaxHUTe 3KpaH pe3Ko BHU3. BbibepurTe HY>XHbIW MYHKT MEHIO UM KOCHUTECh MOSBUBLLENCS
KHOMKM.

e He oTpbiBasicb, NpoBeAMTE MO 3KPaHy OT CEPEAMHbI BHU3 Y MPOKPYTUTE A0 HY>KHOTO MyHKTa
MEHHIO Y KHOMKW. OTNyCTUTE 3KPaH.

KoHTekcTHOEe meHIo

KOoHTeKCTHOe MeHHO OTKpPbIBAeT CMUCOK AOCTYMHbIX AEACTBUA UAW AOMOJHUTENBHYHO
nHGopmMaumio, B 3aBUCMMOCTN OT BbIBPaHHOrO 31eMeHTa CTpaHuubl. Hanpumep, ¢ NOMOLLbHO
KOHTEKCTHOTO MEHHO Bbl MOXeTe MPOCMOTPETb CMUCOK AENCTBUIA AN OOHAPY>KEHHbIX Yrpo3

(cM. PucyHok 2).

YT0bHbI OTKPbITb KOHTEKCTHOE MEHHID, KOCHNTECb HY>KHOTO 3N1€MEHTa CTpaHULUbI A y,u,ep>|<|/|Ba|7|Te
ero.

PyKOBO,CLCTBO nosab3oBaTenda
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Untepddeiic

EICAR Test File (NOT a Virus!)

BpenoHocHas nporpamMma

BocctaHoBUTb
Ypoanutb

MoppobHocTun

PucyHok 2. KoHTeKkcTHOe MeHto
Mepekntouarenn

HaCTpOI/IKI/I I'IpVIJ'IO)KeHI/IFl M3MEHAKOTCA C MOMOLbHO nepeKnmaneneM nMeruwnx asa

MONOXeHNA: bl — onuna BKJIKOYEHaA, -— onuna oTkKnKo4eHa. YTO6bI BKAKOUMTL UK
OTKJIKOUNTb OMUMH, KOCHUTECH MNMepekarYaTend.

MaHenb onoBeLweHN

MaHenb onoBeleHn (CM. PUCYHOK 3) NOABASETCA B HUXKHEN YacTh CTPaHWLbI, KOraa rno
3aBepLleHnmM npouecca TpebyeTcs AencTBMe Nosb3oBaTens. Hanpumep, naHeab ONOBELLEH W
NosSBAAETCS, €CNN B pe3y/bTaTe NPOBEPKM OblNN HaWAEHbl YrpOo3bl.

KocHuTech, 4TobObI

o6e3BpeuThb

PucyHok 3. MNaHenb onoBeL,eHuin

KocHuTecb naHenwu, YTOObI I'lepel‘/JITI/l Ha CTpaHuLuy C AOCTYMHbIMUA AeVICTBMﬂMM.

PyKOBO,ELCTBO nosab3oBaTenda
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Tavimep oTMmeHbI

Tavimep oTMeHbI (CM. PucyHok 4) nosiBAseTcs B BEPXHEW YacTU CTPaHMLbl MOC/e 3anycka

AencTBuma (Hanpumep, copoca HacTpoek). YTobbl OTMEHUTb AeNCTBUE, KOCHUTECH TaiMepa
OTMEHbI.

KocHuTEeCh Ons OTMEHDI

Cbpoc HacTpoek

PucyHok 4. Talimep oTMeHbI

0O6n10)xKa NnpunoXkeHnsa n ocraHoska Dr.Web

Ecau Bbl cBepHeTe Dr.\Web, npoBess No oTKPbITON CTpaHULE NPUIOKEHUSA BAEBO UAWN BNPaBO,

Ha JOMallUHel cTpaHuLe yCTpocTBa oTobpa3ntcs 06a0Ka NpuaoxeHms (CM. PucyHok 5).
KocHuTecb 06105KM, UTOObI CHOBa OTKPbITh MPUAOXKEHME.

Ecnv Bbl cBEpHETE NpUAOXKEHME BO BPEMA NPOBEPKMN YCTPOMCTBA, Ha JOMAaLLUHeN cTpaHuLe
0TO6pasnTcsa 06105KKa C MPOrpPeccom NpPoOBePKMU.

PucyHok 5. O6s10)kKa npnio>XeHus

PyKOBOACTBO nosab3oBaTenda
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Nutepdeiic

YT06bI NONHOCTLIO OCTAHOBUTL PAabOTy NPUNOXEHNUS U 3aBEPLUMTL CBA3aHHbIE MPOLLECCHI,
BOCMOJ/Ib3yNTECH OAHUM W3 CAeAYHOLLMX CMOCOHOB:

e B OTKPbITOM MPUIOXKEHNM KOCHUTECH OAHOTO U3 BEPXHMX YrN0OB 3KpaHa 1, He OTPbIBAACh,
npoBeAnTe BHU3 MO 3KPaHy.

e BbinonHUTe creaytolme AeNCTBUS:
1. B OTKpbITOM NPUIOXKEHUN MPOBEANTE BAEBO UM BMPaBO.

2. Ha gomaluHen cTpaHuLe yCTporcTBa KOCHUTECh 0610k Dr.Web u yaep>xunBaniTe ee,

MOKa He NMoABUTCA 3Ha4OK X

3. KocHuTech 3Hauka.

Ecnv Bbl MOIHOCTBIO OCTaHOBUTE PaboTy NPUAOXEHNA BO BPEMSA MPOBEPKW, MPU CaeayroLem
3anycke NPUAOXEHWA Ha raBHOM CTPaHMULE Bbl YBUANTE OMOBELLEHME O KOANYeCTBe
0bHapy>XeHHbIX yrpo3 (cm. PucyHok 6) . Ecam yrpo3bl He 661 06Hapy>KeHbl, OnoBeLLeHne He
nosBuUTCA. YTo6bl NPOCMOTPETb pe3yabTaTbl MPOBEPKM B 3TOM Cyyae, MOBTOPHO OTKPOMTe
CTpaHuLy BblIbpaHHOro paHee TMna NpPoOBEPKY.

@ Yrpo3s obHapyxeHo: 5

PucyHok 6. OnoselleHne o KosimyecTtBe o6Hapy>KeHHbIX yrpo3

FnaBHasa ctpaHuua

Ha rnaBHon cTpaHuue npuaoxeHuns (cM. PucyHok 7) pacrnonaraeTcs CMcok OCHOBHBbIX
komnoHeHTOB Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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Dr.WEB

CkaHep
[Mowck yrpos

CtaTucTtuka
PeaynbTaTbl NpoBEpPOK W cOBbLITUA
NPUNoXeHWs

KapaHTuH
dalinbl B KapaHTUHe

PucyHok 7. TnaBHbIN 3KpaH NPUIo)KeHUsA

Untepddeiic

YT06bI yBMAETb OCTabHble QYHKLMWN U HACTPONKM, CMaxHUTE FNaBHYHO CTPaHMLY Pe3ko BHU3
WK, He OTPbIBaACh, MPOBEAMTE MO 3KPaHy OT CepeAnHbl BHUS.

C NOMOLLO OTKPbIBLLErocs MeHH (CM. PucyHok 8) Bbl MOXeTe:

O6HOBUTL BUPYCHble Ha3bl.
MNepenTn K HaCTPOMKaM NPUNOXKEHUS.
OTKpbITb 3KpaH C MHOGOPMaLMEN O NNLIEH3UN.

MpocMoTpeTb MHPOPMALMIO O MPUNOXKEHUM U OTKPbITb CNPaBKY.

14
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BupycHbie 6azbl

HacTtpoiikn

JTnueHsaus

O npunoxeHun

PucyHok 8. MeHto npuao>xeHus

Untepddeiic

PyKO BOACTBO NMNOJib30BaTeNd
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6. YueTHble 3anucm

BO3MOXHOCTb MCMO/Ib30BaHMA HekoTOpbIX GyHKUMI Dr.Web Security Space ana MobuabHbIX
YCTPOWCTB 3aBMCUT OT TUMa YYETHOW 3anucu: adMUHUCTPATOP UAM NONb30BaTEeNb.

B otanume ot AAMUHNCTPpaTOPa NoNb30BaTE/lb HE MOXET!

e NMpocMaTpuBaTb CTAaTUCTUKY;
e NPON3BOANTb AEVNCTBUS HaJ yrpo3aMu, MOMELLEHHbIMW B KAPaHTUH NMOA MHOW YYeTHOW
3anucblo.

Kak AAMUHUCTPATOPbI, TakK X NONb30BaTENN MOTYT HaXOAUTb U O6e3Bpe)KI/IBaTb Yrposbl
. TONIbKO B Tex obnacTax CNCTEMDI, K KOTOPbIM OHU MMEKOT AOCTYN Ha YTEHUNE N U3SMEHEHNE.

PyKOBO,CLCTBO nosab3oBaTenda
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JInueHsmpoBaHue

7. IlnueHsnpoBaHne

Ansa pabotel Dr.Web tpebyetca anueH3nsa. JInueH3ns no3BoaseT MCNoab30BaTb BCE QYHKLUN
MPUIOXKEHNS HA MNPOTAXKEHUN BCErO CPOKa AENCTBUA U PeryanpyeT npasa Nnoab3oBaTens,
YCTaHOBJ/IEHHblE B COOTBETCTBMM C MO/b30BaTENbCKAM AOTOBOPOM.

Ecnv nepea npnobpeteHremM AnLeH3MM Bbl XOTUTE O3HAaKOMUTLCA C MPOAYKTOM, Bbl MOXeETe
aKTMBMPOBaTb NPOOHbLIN NEPUOA,

7.1. CrpaHuuya JinueHsus

Ha ctpanuue JiueHnsusa (CM. PucyHoK 9) Bbl MOXeTe KYNUTb MAN aKTUBUPOBATb
KOMMEPUECKYH NIULLEH3MIO, @ TakoKe NOAYyUUTb NPOOHbIN NEPUOA.

Ytobbl NEeperTh Ha CTPaHULY, OTKPOMTE NPUIOXKEHNE U BbINMOJHUTE OAHO U3 CAeAyHOLMX
AENCTBUIA:

l CTpaHI/ILI,a C Npeaio>XeHnem 06 aKTBaLMN NNLIEH3MN OTKPOETCA Cpa3y nocie OTKPbITUA
Nnpuno>XeHua, ecan 'y Bac HeT aKTI/IBl/IpOBaHHOI;’I ,Cl,eMOHCTpaLI,I/IOHHOF/’I JINLEeH3 NN,

e CMaxHWUTe rnaBHy CTpaHWULY NPUIOXEHNSA Pe3KOo BHKU3. B noaBmBLLUEMCA MeHIO Bbibepute
NyHKT JlInueHsus.

e He oTpbIBasACh, MpoOBeANTE MO 3KPaHY OT CepeinHbl BHU3, MPOKPYTUTE MOABUBLLEECSH CBEPXY
MEHH A0 NyHKTa JInLeH3usA.

PyKOBO,CLCTBO nosab3oBaTenda
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InuenHsusa

&

Heobxogumo akTMBMpPOBaThL
CYLLECTBYIOLLYIO IMLEH3MIO UK
MOMYYUTb HOBYIO

E K\/I'IMTbJ'IVILI,eHEMEO
Q AKTMBMDOBGTI:J'IVILI,EHSMI-O

Mony4uTh NPo6HLIM Nepuog,

PucyHok 9. Crpanuvua J/InueHsunsa

Koraa nnueH3una aktmBHa, Ha cTpaHuue JinyeHnsma (cMm. PucyHok 10) Bbl MOXeTe MPOCMOTPETb
MHOOPMaLMIO O NNLIEH3MW: CEPUMHbBIA HOMEP, AaTbl Hayasa N OKOHYaHWA CPOKa AeNCTBUA
JNMLLEH3UU U KOIMYECTBO OCTaBLUMUXCS A0 HEro AHEMN.
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JnueHsuns

Q [MpoaykT
DrWeb Security Space ons
MOBMUMbHbIX YCTPOUCTE

CepuliHblii HOMep

U M LN—AW27—****_****

OcTanock aHeln

82

[aTa akTusaumm

04.03.2517:22

Nata okoHYaHWs

E KynuTe nmMueHanio

YKkasaTb CEePUHBIA HOMEp

PucyHok 10. Uudpopmauma o anueHsum

Ecav cpok fenctema ANMLEH3nN CKOPO 3aKOHUMUTCSA, Bbl MOXeTe Nprobpect HOBYHO 1
No/Ib30BaTbCA €W, He NepeycTaHaBANBaA NpuaoXeHue. [lna 3Toro kocHuTech NyHkTa Kynurb

JNIVILLEH3UIO U C/IeflyTe NHCTPYKUMAM 13 pa3genos [lokynka anieH3nm n AKtveaums
NNLIEH3NW.

7.2. MpobHbIn Nnepnog,

Ecnv Bbl XOTUTE O3HAKOMUTLCSA C GYHKLMAMU NPUNOXKEHUS Nepes NOKYNKOW NULLEH3UN, Bbl
MOXeTe aKTUBMUPOBaTb NPOOHbIN Nepuoa Ha 14 gHeln.

Yr1o6b1 aKTUBUpPOBaATb NPO6HBLIN Nepurog,

1. OtkpouTe npunoxeHune. Ecam y Bac HeT akTMBMPOBaAHHOW IMLLEH3UN, MOABUTCA IKPaH C
npeanoXXeHneM o Mokyrnke AmueH3nm (cM. PucyHok 11).
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InuenHsusa

&

Heobxogumo akTMBMpPOBaThL
CYLLECTBYIOLLYIO IMLEH3MIO UK
MOMYYUTb HOBYIO

E K\/I'IMTbJ'IVILI,eHEMEO
Q AKTMBMDOBGTI:J'IVILI,EHSMI-O

Mony4uTh NPo6HLIM Nepuog,

PucyHok 11. 9kpaH JlueHsna
2. Bboibepute Monyuntb Nnpo6bHbLIV Nepuog,.

3. YKaxwuTe BalM JINYHbIE AaHHble (CM. PucyHok 12):
e VMA 1 bamMuanio,
e NEACTBUTENbHbIN afpec 3NeKTPOHHOM MOYThl,
e CTpaHy.
4. To >xenaHuto yctaHoBUTe piaxkok MosyuyaTb paccbiZIKu Ha 3Ty NouTy.

5. KocHuTecb kHonkn AKTUBMpOBaThb. [1pobHbIV Nepuog byaeT akTMBMPOBaAH.
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E OTMEeHUTD AKTUBMPOBATH #

Y706bI NONY4YMTL MPOOHLIA Nepuog,
3anofiHnTe aTy GopmMy

WMeaH lNeTpoB

Mmsa 1 dammunns
username@example.com
SHeKTdeHaﬂ novTa

Poccus

CTpaHa unu permoH

# [NonyuaTb pacchifiki Ha 3Ty NOYTY

PucyHok 12. NMonyueHne npobHoro nepuoga

7.3. Nokynka nAnueHsnn

UT06b1 NPUO6pPECTN NNLLEeH3UI0

1.

Ha rnaBHoW cTpaHuLie NPUAOXKEHNA KOCHUTECH HUXKE CBETALLENCS MOMOChl U NPOBEANTE
BHM3. B MeHto genctBui BbibepuTte NyHKT JINL,eH3us.

Ecnm y Bac HeT akTMBMPOBaHHOW IMLLEH3MMN, SKPaH C NMPeANOXKEHNEM O MOKYMKe NLEH3UN
(cM. PucyHok 13) nosaBuMTCA cpasy nocae OTKPbITUA NPUIOXKEHMUS.
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E KyI'IMTb NUUEH3NIO

é [Ona busHeca

,Q [nsa npoma

PucyHok 13. Mokynka J/IuueH3nm

Bbibepute Kynutb anueHsuto. Ecam Bbl nonb3yeTecb AeMOHCTPALMOHHON NLIEH3NEN NN
y Bac HeT akTUBMPOBaHHOM ANLEH3MW, BblbepuTe Ana aoma. OTkpoeTcs cTpaHuLa
WHTepHeT-MarasnHa «/loktop Beb».

Bbl Takke Mo>XeTe nepenTy B MarasmH no ccolake https://estore.drweb.com/mobile/.
BbibepuTe CpoK AeVCTBMA TNLEH3UN N KOIMYECTBO 3alLMLLaeMblX YCTPOUWCTB.
Haxxmute Kynutb.

3anonHuTte GopMy NOKyrnkun n Haxmute Caenatb 3aKas.

MNMocne opopmMaeHns 3akaza CepuUiHbIi HOMep ByAeT BbICNIaH Ha YKa3aHHbIV BaMU ajpec
3NeKTPOHHOM NouTbl. Kpome Toro, Bbl MOXeTe BbIbpaTh BapUaHT NONyYeHNs CEPUNHOro
Homepa B Buge CMC-coobLueHns Ha ykasaHHbI HoMep TenedpoHa. Ha Baww agpec

3/IeKTPOHHOM MOUThI Takke ByaeT OTNpaBAeH AULEH3NOHHbIV KNtoYeBOW daiis. Bl moxeTe
NCMONb30BaTb €ro ANs akTUBALMN UAM BOCCTAaHOBNEHUA INLIEH3UN.

BepHuTech B npunoxeHue. Ha skpaHe JiuyeHsua BbibeprTe YKasaTb CEpUIHBIN HOMeEp
nan Ncnonb3oBatb kKnoUYeBOU daina.

Ecnv Bbl BbIOpann YKkasaTb cepuiiHbIiA HOMeEP, BBeAWTE NMOYYEHHbI CEPUMHbBIA HOMEp U
HaXXMunTe KHOMKy AKTUBMpPOBATb.

Ecnv Bbl BbIGpann Mcnonb3oBathb KitoueBow ¢aiin, HavamTe nanky, B KOTOPOUW NeXUT
kntoueBon ¢ann nam ZIP-apxme ¢ panisiom n BeibepuTe ero.

PyKO BOACTBO NMNOJib30BaTeNd
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Ecnv n3-3a BO3MOXHbIX TeXHNYeCcknx cboes JIMLUEH3NA HE aKTUBUPYETCA, O6paTI/ITer B

cnyx0y TexHnueckou noaaep>kku: https://support.drweb.com/.

7.4. AKTBauna ANLEH3NN

Mocne NOKYNKWN JTNLLEH3IUW BaM HeO6XO,£I,I/1MO €€ aKTMBMpPOBaThb.

ili HauuHas ¢ 01.09.2024, Dr.Web Security Space ans MOBWUbHLIX YCTPOWCTB He BXOAUT B
COCTaB NINLEH3MIN Ha NporpaMmMHble npoayktel Dr.Web ansa MK. Ecav Bbl nprobpenn Takyro

nvueHsno nosaHee 31.08.2024, ans pabotbl ¢ Dr.Web Security Space ans MobunbHbIx

YCTPOMCTB BaM NoTpebyeTca Npuobpectn OTAeNbHYHO NNLIEH3UIO.

YT106bI aKTUBMPOBaTb JINLLEH3UIO

e 3aperucTpmpymTe cepuiiHbli HOMep:
* 60 B NPUNOXKEHUN, €CIN Ha YCTPONCTBE C YCTAHOBNEHHBIM NPUIOXEHNEM eCTb
aKTUBHOE MHTEPHEeT-COeANHEHNE;

» 160 Ha cante KomnaHu «/lokTop Beb», ecnn Ha yCTPOMCTBE C YCTaHOB/IEHHbIM

NPUNOXKEHUNEM HET MHTEPHET-COEANHEHUNA.

e Vicnonb3ynte kntoveBou dan.

PyKOBO,CLCTBO nosab3oBaTenda
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Q AKTVIBVIpOBaTb JIMUEH3NIO

YkasaTb CepUiHbIA HOMEp

@f McnonbaosaTb KNo4eBon dain

PucyHok 14. AKTuBauma ANLeH3nu

Perncrpaumsa cepninHoro Homepa B NPUJIOXKEHUMN

UT06bI 3aperncTrpupoBaTh CEpUNHDLI HOMEP U aKTUBUPOBaTb JIMLLEH3UIO B NPU/I0XKEHUN

1. Ecam y Bac HeT aKTMBHOW IMLIEH3UK, 3KPaH C NpeanoxeHnem 06 akTMBaLumn NosBUTCA
Cpa3y nocne OTKPbITUSA MPUIOXeHMA. Ecan y Bac eCTb akTMBHaA MLEH3MA, CMaxHUTe
[IaBHYHO CTPAHULY MPUAOXEHMA PE3KO BHU3 WY, HE OTPbIBAACh, MPOBeANTE NO 3KPaHy OT
cepeamHbl BHM3. 3aTeM B MEHIO AeNCTBUI BbibepuTe NyHKT JIuL,eH3uA.

2. Ecam y Bac HeT akTMBHOW IMLLEH3UN, BbIbepUTe NYHKT AKTUBUPOBaThb JINLLEH3UIO U
KOCHUTECh NMYHKTa YKa3aTb CepUUHBbIA HOMep (CM. PucyHok 14). Ecam y Bac eCTb akTUBHas
NNLLEH3MA, KOCHMTECh MyHKTa YKa3aTb CepuiiHbIv HOMep.

3. Ha oTKpbIBLUENCA CTpaHWLEe BBEANTE CEPUNHBIA HOMEP, KOTOPbIV Bbl MOAYYUAW MOCNe
MOKYMKW.

4. Ecnv Bbl paHee He perncTpupoBann BBeAEHHbIV CEPUMNHbBIA HOMEP, YKaXkmTe Ballu NYHbIEe
JaHHble (CM. PucyHok 15):
e VMA 1 bamuanto,

e NEACTBUTENbHbIN aapec 3NeKTPOHHOM MOYThl,

e CTpaHy.

PyKO BOACTBO NMNOJib30BaTeNd
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5. Mo xenaHwuto yctaHoBMTe dpnaxkok MonyuaTb paccbi/iKu Ha 3Ty NouTy.

6. KocHutecb KHoMkn AKTMBMpPOBATD.

AKTUBMPOBaTH #

3anonHuTe aty GopMmy. ST gaHHbIe
NMOMOrYT BOCCTAHOBUTb CEPUMAHBINA
HoMEp.

WMeaH NeTpoB

MimMa 1 damununs

username@example.com
OneKkTpoHHag noYTa
Poccus

CTpaHa W1 pernoH

# TonyyaTb pacCbiNki Ha STy NOYTY

PucyHok 15. Perucrpauusa nmueHsum

OTKpOETCﬂ CTpaHuWuUa C AaHHbIMW O BAajebLe IMLEH3NN. BBepxy 3KpaHa NnoABUTCA
coo6u_|,eH|/|e O TOM, YTO JIMLEH3NA aKTUBMPOBaHa.

Peructpaymnsa cepumnHoOro Homepa Ha camTe

Ecnn Ha ycTpoICTBE C YCTaHOB/IEHHBIM NMPUNOXEHNEM HET MHTEPHET-COEANHEHMS, Bbl MOXETe
3aperncTpupoBaTb CEPUMHbBIA HOMEpP C MOMOLLbH APYroro YCTPONCTBA C aKTUBHbIM

NHTepHeT-coeanHeHreM. B aToM cnyyae Bam ByAeT BbiCIaH AULEH3NOHHbIN KNHOYeBOW hai
KOTOPbIV HYXXHO CKOMMPOBaTb Ha YCTPOMCTBO, UTOObI aKTUBMPOBAaTb ANLEH3MIO.

UT06b1 3aperncTpmpoBaTtb cCepuUiiHbI HOMep Ha caiite

1. 3anpunTe Ha canT https://products.drweb.com/register/.

BBeanTe cepuiiHbI HOMEP, MOAyYeHHbIV Npu nokyrnke Dr.Web.

Ykaxute pernctpaumnoHHbIe JaHHbIE Blaj€e/ibLa JIMLEH3NN.

W

JIvueH3noHHbIN KntoueBon dGainn byaeT BbicnaH B ZIP-apxvBe No ykazaHHOMY BamMu ajpecy
3/1eKTPOHHOM MOYThI.
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JINLEeH3NOHHbIN KAtoueBon paun
JIMLEH3MOHHbBIN KIHOUYEBOWN Galin CoOAepPXUT NpaBa MNob3oBaTeNs Ha UCMOJ/Ib30BaHMe

npogykta Dr.\Web.

®ann nmeet paclumpeHmne . key U COAEPXKUT, B YaCTHOCTH, CEAYHOLLY MHHOPMALUIO:

e Mepunoz, B TeYEHME KOTOPOro pa3peLleHO MCMO/b30BaHME MPUNOXKEHNS;
e NnepeyeHb KOMMOHEHTOB, Pa3peLUeHHbIX K MCMONb30BaHMIO;

® pyrve orpaHnyeHus.

ﬂMLLeHBMOHHbIVI KJHOUYEBOM ¢al7u1 ABNAETCA |£I,€l\/’ICTBl/ITeJ'IbHbIM npmn ogHOBpEMEHHOM
BbIMOJIHEHUWN CheayroLWnX yC}'IOBI/Il\/lII

® CPOK Ael‘/JICTBMFI JNUEH3NN HE NCTEK;]
® INLUEH3MA PaCNPOCTPaHAETCA Ha BCE NCMOJIb3yEMbIE NMPUNOXKEHUNEM MOAYNN;

® LLe/IOCTHOCTb IMLIEH3MOHHOrO K/toUeBOro daina He HapyLleHa.

Mpwu HapyLweHUn 1060ro U3 YCIOBUIA NULLEH3MOHHbBIN KIHOUeBOW Galin CTaHOBUTCA
HeAeNCTBUTENbHBIM, MPY 3TOM aHTUBUPYC NepecTaeT 06e3BpeXMBaTb BPEJOHOCHbIE
nporpaMmmeil.

| PefakTnpoBaHue NMLEH3MOHHOTO KIOUEBOro dalina AenaeT ero HefenCTBUTENbHBIM.
: Mo3ToMy He peKoMeHAyeTcs OTKpbIBaTb ero 6e3 KpaviHeh HEOHXOAMMOCTU B TEKCTOBBIX
pesakTopax BO M3beXaHWe ero ciydyariHoM Nopum.

Ucnonb3oBaHue karouesBoro ¢gaina
Bbl moXxeTe aKTnBnpoBaTb NNUEH3NHO C MOMOLBLHO KAHOYEBOTO q>a|7u1a.

| Mpwn HANNYUM aKTUBHOW JNLIEH3MWN UCMOJ1b30BaTh KAHOUEBON daiin Hesnb3s. [Joxantech
OKOHYaHWA CPOKa AEWUCTBUA NNLIEH3UN UAW UCMONb3YINTe CEPUNHBIN HOMED.

UTo6bI McNoNb30BaTh KAOUEBOW ¢ain

1. CkonupynTe KItOUeBOW Galin Ha Balle YCTPOWCTBO.

Bbl MOXeTe pacnakoBaTb apXMB U CKOMMPOBATb TONbKO Gaia C pacliMpeHMEM . key UK
nepeHecTn Ha yCTPONCTBO ZIP-apxmB LEennKoMm.

2. Ha ctpanuue /luueH3ns Bbibepute NyHKT AKTUBUPOBaTb JIML,EH3UIO.

Bbibepute nyHkT Mcnonb3oBatb katoueBon ¢aiin (cM. PucyHok 14).

4. Hanaute nanky, B KOTOPOW NeXnT kntoueBon dainn nam ZIP-apxme ¢ darinom u Boibepute

ero.

PyKOBO,CLCTBO nosab3oBaTenda
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KntoueBow dainn 6yaeT ycTaHOBAEH M FOTOB K MCMOAb30BaHM0. OTKPOETCA 3KPaH C AaHHbIMM
0 BAajenble MNLeH3MN. BBEpXY aKpaHa NosaBUTCA COOBLLEHME, UTO INLEH3MSA aKTUBUPOBaHa.

7.5. BocctaHOB1I€HUE NINLLEH3UN

BoccraHoBneHuMe NUEH3NN MOXeT I'IOHaAO6I/ITbCF|, eCin Bbl NepeyCctaHOBUIN MPUNIOXKEHNE
NN XOTUTe ncnonb3oBatb DrWeb Ha Apyrom yCTpOVICTBe.

Bbl MOXeTe BOCCTaHOBUTb INLEH3UIO ABYMS CMOCOHaAMMU:

® 3aperucTpupoBaTh CEPUIMHBIA HOMED,
e NCNONb30BaATh KAKOYEBOWN daii.

Y106bI BOCCTAaHOBUTb AE€MOHCTPaLLMOHHYIO JINLLeH3UIO
1. Ha oTKpbIBLIEMCA MOC/E 3anycka MPUIOXEHMA IKpaHe KOCHUTECh NyHkTa MonyunTtb
npo6HbIV nepuoga,
2. YKaXknTe BaluX INUHbIE JaHHbIE:
e VMA 1N bamuanto,
e [eMICTBUTE/IbHBIN apec 3NEeKTPOHHOW NOYThI,
e CTpaHy.
3. KocHuTecb KHOMkn AKTMBMpPOBATbD.

[leMOHCTpaUMOHHasa INLEH3NA NPUBA3aHa K yCTPOWCTBY. [Tpy cMeHe yCTPOMCTBa Bbl He
BOCCTaHaB/AMBaeTe JEMOHCTPALMOHHYHO NLLEH3MIO, @ MONyYaeTe HOBYHO.

PyKOBO,CLCTBO nosab3oBaTenda
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8. KomnoHeHTbl Dr.Web

Ha rnaBHowm CTpaHuLe NPUIOXKEHNA HaxoanTcA CMMCOK KOMMNMOHEHTOB!

e CkaHep NpoBepseT CUCTEMY MO 3anpocy Nosb3oBaTens. BO3MOXHbI TpU TMMNa NpoBepPKM:
6bicTpas, NnosHaa 1 BbIGOpOYHas.

e CratncTvka pernctpmpyet cobbitna CkaHepa Dr.Web, oc6HoBAeHMA BUPYCHBIX 6a3 m
AENCTBMA, MPUMEHEHHble K OBHapYy>KEHHbIM Yyrpo3am.

° KaQaHTl/IH NO3BONAET NPOCMOTPETb N O6pa6OTaTb Yyrpo3bl, nepemMeLlleHHble B KaPaHTUH.

8.1. CkaHep Dr.Web: npoBepka no 3anpocy nonb3oBartens

CkaHep Dr.Web npoBepsieT cuctemy no 3anpocy nosb3oBartens. Bel MoxeTe npoBectu
6bICTPYHO AN NONHYHO MPOBEpPKY GariNIoBOW CUCTEMBI, @ Tak)Ke MPOBEPUTb OTAeNbHbIe Galibl.

I AAMVIHVICTpaTOpr N NONb30BaTENN MOTYT HAXO4UTb U O6EBBpe>KVIBaTb Yrpo3bl TOJIbKO B TEX
obnacTax cucTembl, K KOTOPbIM OHN UMEKOT AOCTYMN Ha YTeHnE U USMEHEHME.

O\ CkaHep
~ Mowuck yrpos

~ bBbicTpas npoBepka
[MpoBepka ycTaHOBNEHHBIX
NPUNOXEHWUIA

E/ MonHas nposepka

[MpoBepka Bcex ¢painos

0= Bouibopo4Has NnpoBepkKa
¥ = [lpoBepka BbiBpaHHbIX paitnos

PucyHok 16. CkaHep Dr.Web

PyKO BOACTBO NMNOJib30BaTeNd
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KomnoHeHTtbl Dr.Web

YT06bI NPOBEPUTL CUCTEMY, HA [J1IaBHOW CTPaHULLE MPUNOXEHMA BblbepuTe NyHKT CkaHep,
3aTeM B OTKPbIBLUEMCS MNOAMEHI (CM. PucyHOK 16) BBINONHUTE OAHO U3 C/IeAYHOLLMX AeNCTBUIA:

e Y106bI 3aMyCTUTb CKAHNMPOBAHME TONLKO YCTaHOB/IEHHbIX MPUAOXEHWI, BblbepuTe NyHKT

BbicTpas npoBepka.

e YTO6bI 3aMyCcTUTb CKaHWpoOBaHWe Bcex $alinoB, Bbibepute NnyHKT MoaHaa npoBepka.

e Yto6bI NPpOBEPUTL OTAENbHbIE dalinbl WA Nanku, Bbibepute NyHKT BbibopouHas
npoBepKa, 3ateM BbibepuTe HeobxoanMble 06BbeKTbl B MOABMBLLEMCA CNNCKe O6BEKTOB
dannoBom cucteMbl. YTo0b6bI OTKPbLITH Nanky, KOCHUTECH ee. YToObl BbIOpaTh Namnky,
KOCHWUTECb 1 yaep>kunBauTe ee (cM. PucyHok 17). YTobbl BeIbpaTh pain, KOCHUTECH ero.

Mocne BbiIbOpa 06bEKTOB KOCHUTECH KHOMKM MoaTBEepAUTD.

OcTaHOBKa NpoBepkKu

YT106bI OCTAHOBUTD NpoBepPKYy, KOCHUTECb TOYKM B JIEBOM BEPXHEM YIy.

B
]
i
[
£
B
il
O

Desktop

15 ceHTAbpsa 2022

Documents
023

Downloads
15 aBrycta 2023

Music
15 ceHTAbpsa 2022

Pictures
8 aerycta 2023

Playlists

15 ceHTabpa 2022

Public

15 ceHTAbpA 2

Templates
: :

Videos

PucyHok 17. BbibopouHasa npoBepka

MoaTeepauTh 2 4

YT06bI OTMEHMTHL OCTAHOBKY MPOBEPKM, KOCHUTECH TaliMepa OTMeHbl B BEPXHEN YacTu 3KkpaHa

(cM. PucyHok 18).

PyKO BOACTBO NMNOJib30BaTeNd
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KocHuTech A15 OTMEHDI
OcTaHoBKa CKaHnpoBaHWA

357

06beKkToB
nNpoBepeHo

MoeT npoeepka...
Jusr/share/locale/bg/LC_MESSAGES/libc.mo

’v O6HapyxeHo yrpo3

Havano npoeepku

[lo koHUa NnpoBepKku

PucyHok 18. OctaHOoBKa npoBepKu

Hactpoitkn CkaHepa Dr.Web

Bbl MOXeTe nameHnTb HacTpoikm CkaHepa Dr.Web (cm. pasaen Hactponku CkaHepa).

Cratucruka CkaHepa

MpunoxeHne perncTpupyeT cobbiTns, cB3aHHble ¢ paboTtoin CkaHepa Dr.Web. OHu
oTobpaxatotcs B nogpasaesne CobbiTusa B paszgesne CTaTUCTUKa U B 3aBUCMMOCTU OT HacTpOekK
bunbTpaLmMmn oTCopTUPOBaHbI IM6O NOo AaTe, AMH0 No andpasuTy (cM. pasgen CTaTncrunka).

Pe3synbtathbl NpoBepKun

MNMocne 3aBeplueHNsA NPOBEPKM Bbl MOXeTe MPOCMOTPETb pe3y/bTaThl MPOBEPKM, KOCHYBLUMCh
naHenn KocHurecb, utobbl 06e3BpeauTb (CM. PrcyHok 19) nam ToUkn B 1€BOM BEPXHEM YIy.

Ecan Bbl CBEpHYAN NpunoxeHne Bo Bpemsa nposepkn CkaHepom Dr.Web, kocHuTeCh
06.10>KHM, UTOHbI BEPHYTLCA Ha cTpaHuuy MpoBepka 3aBepLueHa, C KOTOPOW Bbl MOXeTe
nepenTn K pesyabtatam NpoBepPKMU.

PyKO BOACTBO NMNOJib30BaTeNd
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Ecnv Bbl NONIHOCTBIO OCTaHOBWM PaboTy NPUAOXKeHMs BO BpeMs npoBepkn CkaHepom
Dr.Web, npwu cnegyroem 3anycke NpuaoXXeHUa Ha raBHOW CTPaHWULLE Bbl yBUANTE
onoBeLLeHne 0 KonmuectBe obHapy>XeHHbIX yrpo3. KocHUTech ero, 4tobbl NepenTu K
pe3ynbTaTam npoBepkun. Ecav yrposbl He 6binn 0OHapy>KeHbl, ONOBELLEHME He MOABUTCA.
YT06bI NPOCMOTPETb pe3yabTaTbl MPOBEPKM B 3TOM C/lyyae, MOBTOPHO OTKPOMTE CTPaHULLY
BbIGpaHHOro paHee T1na NpPoBEPKM.

Bbi6opoyHas npoBepka

34

obbekToB
NPOBEPEHO

[poBepka 3aBeplieHa

f OBHapyXeHo yrpos

Ha4ano npoeepku

OnutenbHocTb

KocHuTech, 4TobbI
o6e3BpeauThb

PucyHok 19. NMpoBepka 3aBeplueHa

O6e3BpexnBaHue yrpos

Pe3ynbTaTbl NpoBepKM 0TOHpaxaroTCA Ha CTpaHuLe Yrposbl, rae Bbl MOXeTe O3HaKOMUTLCA
CO CMNCKOM Yrpo3 n obesBpeanTb UX.

O6e3BpeXxnuBaHue BCex yrpo3 og4HOBPEMEHHO

UYT06b1 yAaNUTL cpasy Bce yrposbl

1. CmMaxHuTe cTpaHuLuy Yrpo3bl pe3ko BHU3 WK, HE OTPbIBAACH, MPOBEAUTE MO 3KPaHy OT
cepeamHbl BHUS.

2. Boibepute Ypanutb Bce (cM. PucyHok 20).

PyKOBO,ELCTBO nosab3oBaTenda
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YT06bI nepemMmecTtutb B KapaHTUH Cpa3y BCe Yyrpo3bli

1. CMaxHuTe cTpaHuLy Yrpo3bl pe3Ko BHU3 UK, He OTPbIBasACh, MPOBEAMTE NO 3KPaHy OT
cepeamHbl BHU3.

2. Bblbepute Bce B kapaHTUH (CM. PucyHok 20).

ii CuCTEMHbIe YrpO3bl HEBO3MOXHO YAANUTb WM NEPEMECTUTb B KaPaHTUH, TaK Kak 3TO MOXET
OTpa3uTbcA Ha paboTe ycTpoWCTBa.

Bce B kapaHTWH

YoanuTb Bce

PucyHok 20. O6e3Bpe>xmBaHue yrpos

O6e3BpeXxxnBaHue yrpos no o4HoOu

YT06bl NPOCMOTPETb AENCTBUSA, JOCTYMHbIE A/1S YTPO3bl, KOCHUTECh UMEHW Yrpo3bl. Boibepute
O/IHO 13 AEeNCTBUIA:
e B kapaHTUH, uTOObLI NEpPeMecTUTb Yrpo3y B M30MPOBAHHYHO Nanky (cMm. pa3gen KapaHtuH).

e Ypaanutb, uTo6bl MONIHOCTBLIO YAANUTL YTPO3Y U3 NamMATK ycTporcTBa. Ecam yrposa
obHapy>keHa B yCTaHOB/JIEHHOM MPUOXEHWN, yAaieHNe AN Hee HEBO3MOXHO. B aTowm
cnaydae onums Yaanutb HeAOCTyMHa.

e WNrHopupoBatb, UTOObl BDEMEHHO OCTaBUTb YrPO3Yy HETPOHYTOWN.

PyKO BOACTBO NMNOJib30BaTeNd



A R4

Rl
o

KomnoHeHTtbl Dr.Web

¢ Moapo6HocT, UTOHbLI OTKPLITL CTPAHULLY C ONMUCcaHVeM ObHapy>XeHHOro obbekTa Ha canTe
kKoMnaHun «JJoktop Beb».

8.2. CtaTuctuka

Dr.Web pernctpupyet octaHOBKY UV 3aBepLUEHME BCEX TUMOB MNPOBEPOK, OOHOB/IEHNA
BUPYCHbIX 633 1 AeNCTBMA, NPUMEHEHHbIE K OBHapY>XeHHbIM Yrpo3am.

,ﬂ'J'IFI NnpPoCcMOTpPa CTaTUCTUKN Ha [1aBHOW cTpaHuiLe Bbl6epl/ITe MYHKT Cratucruka.

| Monb3oBaTeNsiM AOCTyMNHa ToAbKO onuus CoxpaHuUTb XXypHan. Ytobbl npocmaTtprBaTh
CTaTUCTUKY, Bbl AOMKHBI 061a4aTb NpaBaMy agMUHUCTpaTopa (CM. pasgen YueTHble 3anucy).

NMpocmoTp craTucTUKM
Ha ctpaHuue CraTucTuka HaxoasaTcs ABa MHPOPMaLMOHHbBIX pasaena (cM. PucyHok 21):
e Bcero cogepxunt nHdopmaumio 06 obem komyectBe NpoBepeHHbIX Ganios,
0BHapy>XeHHbIX 1 06e3BPEXXEHHbIX YrPO3.
e CobbITnA OTpaxkaeT CesyHoLLyo MHGOPMaLMIO:
e 3aBepLUEHME NN OCTaHOBKA MOJIHOW, 6bICTPON, BBIBOPOUHOM NPOBEPOK,;
® yauHOE UM HeyaauHOe OBHOB/IEHME BUPYCHbIX 6a3;

e eiCTBUA, MPUMEHEHHbIE K OBHapY>XEHHbIM Yrpo3am — yAaneHue, nepemMelleHe B
KapaHTWH, UTHOPUPOBaHME yrpo3bl.

PyKOBO,CLCTBO nosab3oBaTenda
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Ctatuctuka

®annos
NpPOoBEPEHD

O6Hapy>xeHo
yrpos

HelTpanu3oeaHo

CobbiTnsa

Mowck
BupycHble 6asbl 06HOBMEHbI
14.08.23 151

BupycHble 6a3bl 0OHOB/EHDI
11.08.23 16:14

BupycHble 6a3sbl He Bbinn 06HOBI...
11.08.23 16:13

PucyHok 21. Cratuctuka

MpocmoTtp nHpopmaumm o cobbiTum
KocHyBLINCb UMeHW COBbITUSA, Bbl MOXETE MPOCMOTPETL UHPOPMALMIO O COBLITUM:

e TN CcOBBITUS,
e faTa v BpemMs cobbiTus,

® MHMLMATOP COBBITUA.
B 3aBMCMMOCTM OT TMNa cobbITUA MOXKET BbITb 4OCTYNHA AOMNONHUTENbHAA UHPOPMaLMSA:

® KONMYeCTBO OOHapY>XXeHHbIX Yrpos,
e CTaTyC CObbITUS,

® KO/NIMYECTBO NPOBepPeHHbIX Gaios,
e TN OBHaPY>XEHHOW Yrpo3bl,

e MA OOHapPY>KEHHOW Yrpo3bl,

® M BpefoHOCHOro danna,

e NyTb K hanny.

34



A7

-
¢

g
),
A

KomnoHeHTtbl Dr.Web

Mouck no cobbiTuam
Bbl MOXeTe nckatb MHTEpECYyoLmne Bac cobbITuA:

e M0 VIMEHW CObbITUS,

e M0 AaTte cobbITUA,

e MO BPEMEHWN COObITUS,
e MO VMEHW yrpo3b,

® NO NMEHWN BPEJOHOCHOTO c|)a17|na.

YT106bI MCKaTb MO COBOBLITUAM B CTAaTUCTUKE, BBEAWTE 3anpoc B cTpoky Mouck B pa3aene
CobbiTna (cm. PucyHok 21).

CopTupoBka cobbiTni

CobbITUA B CTAaTUCTMKE MOXHO copTnpoBaTb No Aate Nau aJ'ICI)aBI/ITy.

UT06b1 COpTMpPOBaTbh CO6LITUA NO AaTe unu andaButy

1. CmaxHuTe cTpaHuuy CTaTUCTMKa Pe3KO BHWU3 UK, HE OTPbIBAACh, MPOBeANTE MO 3KpaHy OT
cepeamHbl BHUS.

2. B nosBmBLIEMcA MeH0 Bbibepute NyHKT @unbTpauma cobbitni (cM. PucyHok 22).

3. Ha oTkpbiBLIelica cTpaHuLe B NyHkTe CopTupoBaTtb Mo Bbibepute cnocob dpuabTpaLmu.

Takke Bbl MOXeTe NPOCMOTPETb TONbKO ONpeseeHHble COObITUA, €CNN Ha CTPaHULLEe
®dunbrpauua cobbiTuii BbibepuTte Ntoboe cobbiTne B NyHkTe MokasaTe.

PyKOBO,CLCTBO nosab3oBaTenda
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®unbTpauma cobbiTuin

OYUCTUTb CTATUCTUKY

CoxpaH1Tb XypHan

PucyHok 22. MeHio CtaTtuCTUKMN

Ouucrka CTaTUCTUKU

Y1o6bl YyaanuTb BCto COBpPaHHYIO CTaTUCTUKY PabOTbl MPUNOXKEHMSA, CMaXHUTE CTPaHNLY
CraTncTuka pesko BHU3 MU, He OTPbIBaACh, MPOBeANTE NO 3KPaHy OT CePeaMHbI BHU3 U
BblbepuTe NyHKT OUNCTUTB CTAaTUCTUKY (CM. PucyHok 22).

CoxpaHeHue >XypHazsa cobbiTui

Bbl MOXeTe COXpaHUTb XypHan cOBbITUI MPUNOXKEHMUA ANA aHaNn3a B C/lyvae BOZHUKHOBEHUSA
npobsem npu paboTte C NPUNOXKEHMEM.

1. CmaxHuTe cTpaHmuy CTtaTUCTMKa Pe3Ko BHU3 UM, HE OTPbIBaACh, MPOBEANTE MO 3KPaHy OT
CepeaVHbl BHU3.
2. Bbibepute nyHkT COXpaHUTb YXypHan.

3. XKypHan coxpaHseTtca B paine Drieb Log.txt, pacnoNoXXeHHOM BO BHYTPEHHEeW NaMAaTu
yCTpOWNCTBa B nanke /home/<user>/Documents/drweb/, rae <user> ob6o3HauvaeT
TekyLLlero nosab3oBaTtens.

PyKOBO,ELCTBO nosab3oBaTenda
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8.3. KapaHTuH

O6Hapy>keHHble Yrpo3bl MOXHO NMepemMecTuTb B KapaHTUH — 0COobyro nanky,
npesHa3HaYeHHY0 A4 N30A9LUMN N 6e30NacHOro XxpaHeHus yrpo3s (cM. PucyHok 23).

B npaBom BepxHeMm yray ctpaHuupbl KapaHTuH otobpakaetcs obwmin pasmep Gpanios,
nepemMeLLeHHbIX B KAPaHTUH.

KapaHTuH

O6wwit paamep: 204.00 balita
EICAR Test File (NOT a Virus!)

BpegoHocHas nporpamma

EICAR Test File (NOT a Virus!)

BpenoHocHas nporpamMma

EICAR Test File (NOT a Virus!)

BpenoHocHas nporpamMma

PucyHok 23. KapaHTuH

MpocmoTtp cnucka 06bLEKTOB B KapaHTUHE

Y106l NPOCMOTPETL CANCOK YrPO3, MepeMELLEHHbIX B KAPAHTWH, Ha [1aBHOW CTpaHuLLe
KOocHMTeChb NyHkTa KapaHTuH.

OTKpOETCﬂ CMNCOK BCEX YTPO3, HaxXo4AWWNXCA B KAPaHTUHE.

NMpocmoTp nHpopmaumm 06 yrposax
KOCHYBLUIMCb MMEHM Yyrpo3bl B CNUCKE, Bbl MOXETe MPOCMOTPETb C/IeAyHoLyo MHGOPMaLMIO:

e VMA panna,

® TN yrpo3bl,
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e NyTb K hanny,
e faTa M Bpems nepemMeLleHns B KapaHTUH.

AocTynHble onuum

Y106l NPOCMOTPETb OMNLMN, KOCHUTECh YTPO3bl B CMIUCKE U yAepXXnBanTe ee.

[na yrpo3 goctynHel ciegyrowme onumm (cMm. PucyHok 24):

¢ BoccraHoBUTL — AN15 BO3BpalleHusa darina B Ty nanky, B KOTOpow daiin Haxoauacs Ao
nepemetleHuma. NMonb3ynTecb 3TON GyHKLMEN, TONBKO €CNN Bbl yBEPEHbI, UTO Gain
6e3onaceH.

° YAaIIMTb—AJ'IFI yaaneHnaA q)al‘/’ma M3 KapaHTUHa N U3 CUCTEMDbI.

¢ MoppobHOCTM — A/19 NPOCMOTPa ONMUCAHMA YrPO3bl Ha calTe KOMMNaHuUK «[JokTop Beb».

EICAR Test File (NOT a Virus!)

BpenoHocHas nporpaMMa

BocctaHoBUTb

Ynanutb

MoppobHocTn

PucyHok 24. lenctBua ansa yrposbl

YpaaneHune Bcex 06beKTOB M3 KapaHTUHA

YT06bI yAanaunTb BCe OG'bEKTbI, nepemMelleHHble B KaPpaHTUH

1. CmaxHuTe cTpaHuLuy KapaHTUH pe3ko BHM3 UKW, HE OTPbIBasCb, MPOBEAMTE MO 3KPaHy OT
cepeamHbl BHU3.

PyKO BOACTBO NMNOJib30BaTeNd
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2. KocHuTecb nyHkTa Ypaanutb Bce (CM. PrucyHok 25).

3. MNoartsepanTe yaaneHue.

YT106bI OTMEHUTL ydaneHne, KOCHUTECb Ta|7||v|epa OTMEHbI B BerHeI‘/JI 4acTu 3KpaHa
npunnoXxeHnAa.

YnanuThb Bce

KapaHTuH

06w pasmep: 204.00 bainTa
EICAR Test File (NOT a Virus!)

BpenoHocHas nporpamMma

EICAR Test File (NOT a Virus!)

BpenoHocHas nporpaMma

EICAR Test File (NOT a Virus!)

BpepoHocHasa nporpamma

PucyHok 25. YaaneHue Bcex yrpos u3 KapaHTUHa

PyKO BOACTBO NMNOJib30BaTeNd



N
< > Hactpoiiku | 40
\@,

9. Hactpowiku

UTobbl MepenTn K HaCTPOMKaM MPUNOXKEHNUS, CMaXHUTE [JIaBHVHO CTPaHULLY NMPUIOXKEHUS BHU3
WK, He OTPbIBasACb, MPOBEANTE MO 3KPaHy OT cepeanHbl BHU3 1 BbibepuTe NyHKT HacTpoiku

(cM. PucyHok 26).

BupycHbie 6a3bl

HacTpoiikn

JnueHsus

O npunoxeHun

PucyHok 26. HacTpoiiku

Ha ctpaHunue Hactpoiiku f0CTynHbI Cresytolume pasaensbi:

o 06I.U,Me HaCTpOFIKVI — NO3BOJIAET BKIHOUYNTb N OTKNIHOUNTb 3BYKOBbIE€ OMNMOBELLEHWA.

e CKaHep — NO3BO/IAET HAaCTPOUTb KOMMNOHEHT CkaHep, KOTOPbIN NPOBepsAeT YCTPONCTBO MO
3anpocy nonb3osaTtens (cM. pasgen Hacrporikn CkaHepa).
e BupycHbie 6a3bl — No3BOASET yPaBAATb aBTOMATUUYECKMM OOHOBIEHNEM BUPYCHbIX 6a3 U

MCNOAb30BaHNEM MOBUNBHOIO MHTEPHETA AN OOHOBAEHMS (CM. pa3aen Hactponku
0BHOBAEHUN).

PyKOBO,ELCTBO nosab3oBaTenda
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HacTtpoiiku

9.1. O6wme HaCTpPOUKM

B pa3sene O6uime HaCTPOMKU Bbl MOXKETE HAaCTPOUTL 3BYKOBbIE OMOBeELLEHMSA 06

o6Hapy>Keva| yrpos, nx yaaneHmnm nan nepemMeLlleHnn B KapaHTnH (-— onuna OTKJIKOYEHa,

gl — onuma BItOYeHa).

Mo YMOYaHWKO 3BYKOBbIE OMNOBELLEHWNA BKJIHOUYEHDI.

9.2. Hacrpouku CkaHepa

Paszen CkaHep No3BOASET 3a4aTb NapaMeTpbl MPOBEPKM, BbinosHseMon CkaHepom Dr.Web.

e YTOObI BKNHOUNTL NPOBeEPKY haoB B apxmBax, B pa3gene CkaHep KOCHUTeCh noas dainbl

B apXVIBaX( — onuna OTKJIIKO4YEHa, bl — onuuna BKtOYeHa). o YMOIYaHWIO NPOBEPKa

apX1MBOB BKIHOYEHa.

e YTOObI BKNHOUNTL/OTKAKOUNTL MPOBEPKY CUCTEMBI Ha HaAnuMe pekiaMHbIX MPOrpamMm v
NoTeHLMaAbHO OMacHbIX NporpamMm (B TOM 4ncie, NporpamMm B3/siOMa, NPOorpaMm-LyToK,
nporpamMmm J03BOHa W YA3BUMbIX MPOrpamMmMm), KOCHUTECh Noael PeknamHble nporpammbi v

MoTeHUManbHO OoNacHble NPorpaMmmbl COOTBETCTBEHHO (- — onuusa OTKIHUEHA,
onuua BkatoyeHa). Mo ymonuaHuio obe onumm BKIKOYEHDI.

9.3. Hactpoukmn obHOoBAEHUI

B pa3aene BupycHble 6a3bl Bbl MOXETE pa3peLllnTb AN 3anpeTuTb OOHOBAEHME BUPYCHbIX
6a3 ¢ ncnonb3oBaHMEM MOBUABHOrO Tpaduka, a Takke HaCTPOUTb MNapameTpsbl
aBTOMaTM4eckoro o6HoBNeHUs 6as.

UT06bI pa3pelunTb UK 3anpeTUTb UCNO/Ib30BaHNe MOGUIbLHOWM CeTU Npu 3arpyske
obHoOBNEeHUMN

¢ B pa3gene BupycHbie 6a3bl kocHMTeCh Noas O6HoBAATL Tonbko no Wi-Fi (- — onumsa

oTktoueHa, il — onuua BkaroueHa). Mo yMoAYaHMIO ONUMA BKAKOYEHA.

Ecnn aktmBHble cetn Wi-Fi He 6yayT o6Hapy>KeHbl, Bam 6yAeT NpeasioKeHO N3MEHUTb
HacTpownky. VIaMmeHeHme 3TOM HaCTPONKN He BAUSET Ha MCMO/b30BaHNE MOBUABHOW CceTu
OCTaNbHbIMU QYHKLMUAMUN NPUNOXKEHNA N MOBUABHOTO YCTPOMCTBA.

' Mpwn 06HOBAEHUN MPOUCXOAUT 3arpy3Kka AaHHbIX MO CeTW. 3a nepeady AaHHbIX MOXET
B3MMaTbCs JOMOJIHUTE/IbHAA MiaTta. YTOUHsAWTe NoAPOOHOCTM Y Ballero MobuabHOro
oneparopa.

PyKOBO,ELCTBO nosab3oBaTenda
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YT06bI paspewnTb Uin 3anNpeTuTb aBToMaTnuyeckoe o6HoB/NIEeHUe BUPYCHbIX 6a3

e B pa3aene BVIpyCHbIe 6a3bl KOCHMTECb Nons ABTOMaTUuyeckoe o6HOBeHne (- — onuuAa
OTKJIKOYEHa, ] — onuna BK/tOUeHa). Mo YMOJIHaHUIO ONUMA BKAKOYEHA.
,ﬂ,OI'IOJ'IHI/ITeJ'IbHO Bbl MOXeTe N3SMEHUTb Caejyroline HaCTpOIZKM obHOBNEHUSA:

e YTOObl N3MEHUTbL MEPUMOAMYHOCTb MPOBEPKN Ha yCTapeBaHMe BUPYCHbIX 6a3 n mx
0b6HOBNEHUNSA, KOCHUTECH Nons UHTepBan o6HOBAEHUA 1 BbibepuTe HYXKHOE BaM 3HaueHue
13 JOCTYNHbIX B BbiNagarowem cnucke: 30 muHyT, 1 vac, 4 yaca, 8 yacos nan 1 aeHb. 10
YMOJIYaHUIO MPOBEpKa Ha ycTapeBaHue 6a3 n aBToMatnyeckoe obHOBeHME ByayT
NPON3BOANTLCA Kaxkable 4 yaca.

e YTOObl N3MEHUTbL MPOTOKON NOAK/IOUEHNA K CepBepy OOHOBAEHWNSA, KOCHUTECH NOAS
CoeauHeHue 1 BbibepuTe TN YCTaHaBIMBAEMOTO COeAMHEHNA B BbiNajatoLwem Crncke:
3awmuweHHoe (HTTPS) nan HesawuwenHoe (HTTP). O6HoBNeHMe BUPYCHbIX 6a3 byaeT
NPON3BOANTLCS TONIbLKO MO BbiIBpaHHOMY NpoTokoay. [1o ymonyaHuto obHoBAeHMe bByaeT
BbINO/JIHATLCA NO npoTtokony HTTPS.

9.4. C6poc HacTpoek

Bbl Mo>eTe B 11060 MOMEHT COpPOCUTb NONb30BaTENbCKME HACTPOVKM MPUIOXKEHMA U
BOCCTaHOBUTb HACTPOMKM MO YMOAYAHUIO.

YT106b1 COPOCUTL HACTPOWKHN

1. CmaxHuTe cTpaHuuy HacTpoiku pe3ko BHU3 UK, HE OTPbIBAsACh, MPOBeAUTE MO 3KPaHy OT
cepesvHbl BHU3.

2. KocHutecb nyHkTa COpoc HacTpoek (CM. PvcyHok 27).

3. MoaTBepanTe BO3BPAT K HACTPOMKAM MO YMOJYAHUIO.

Y106bl OTMEHUTL COPOC HACTPOEK, KOCHNTECH TallMepa OTMEHbI B BEPXHEWN YacTy
NPUNOXKEHNSA.

PyKOBO,ELCTBO nosab3oBaTenda
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Cbpoc HacTpoek

HacTpoiiku

OBLme HaCTPOMKK

3BYyK

Bknwo4vnTe 3BYKOBble yBe4OMNEHKA

®daiinbl B apxmMBax
MpoeepsTb ¢aiinbl B apxmeax

PeknamHble nporpamMmb
Mp ATb Ha HaNM4YMe pekrnamHbIX
nporp

[MoTeHuUWanbHO onacHble

nporpamMmbi
PATb Ha Ha

PucyHok 27. C6poc HacTpoek

HacTtpoiiku

PyKO BOACTBO NMNOJib30BaTeNd

43



A7 L4
X

-
¢

O6HoBNEeHNe BUPYCHbIX 6a3

10. O6HOB/IEHNE BUPYCHbIX 6a3

[Ana obHapyxeHus yrpo3 6e3onacHoctn Dr.Web ncnonb3yet cneymanbHblie BUpPYCHble 6a3bl, B
KOTOPbIX COAEPXMTCA MHPOPMaLma 060 Bcex MHPOPMaLMOHHBIX yrpo3ax A8 YCTPOWUCTB NOA
ynpasaeHnem OC Android n ABpopa, n3BeCTHbIX cneunanmcTam kKomnaHum «JJokrop Beb».
Ba3bl TpebyroT neprogmyeckoro o6HOBAEHNSA, MOCKO/IbKY HOBble BPEeJOHOCHbIE NPOrpaMmbl
NoABAAOTCA PeryaapHo. [lna 3Toro B MpUIOXeHUN peasn3oBaHa BO3MOXHOCTb OOHOBAEHMA
BMPYCHbIX 633 yepe3 NHTepHeT.

O6HoBNEeHue

Mo yMonuaHuo BUPYCHble H6a3bl 06HOBAAIOTCA aBTOMaTUYecku. OTKIHOUNTL aBTOMATMYECKOe
O6HOB/IEHNE VAN N3MEHWUTb €r0 YacTOTY U TUM COEANHEHNS, YCTaHaBANBAEMOTO C CEPBEPOM
OBOHOBNEHWNI, MOXHO B HAaCTPOMKax MPUAOXKEHNA B pa3jene HacTpONKkN 0BHOBAEHWS.

Ecan aBTOMaTnyeckoe 06HOBAEHNE OTKIHOYEHO, MPUNOXKEHME BbINMOJHAET MPOBEPKY Ha
yCTapeBaHWe BUPYCHbIX 6a3 ¢ NepuogMYHOCTbIO, 3aJlaHHOM B HacTpolkax. [1o ymMonyaHuto 310
Kaxkaple 4 yaca.

Ecnv BupycHble 6a3bl ycTapenu, B MPUIOXKEHNW NOSBUTCA COOTBETCTBYHOLLEE OMOBELLEHNE B
HUXKHEN YacTn akpaHa. OnoBelyeHne byaeT oTobpaXkaTbCa A0 Tex Mop, MokKa BUPYCHble Ha3bl
He 6yayT 06HOB/eHbl. KOCHMTECh ONOBeLLeHNSs, YTO6bl OBHOBUTL BMPYCHbIE Ha3bl BPYUHYHO.
Bbl Takoke MOXeTe 3anycTTb O6HOBEHWE U3 pa3gena MeHo BupycHble 6a3bl.

' Cpa3y nocsie ycTaHOBKW MPUIOXKEHUS PEKOMEHAYETCA BbINOJHUTE OOHOBAEHNE BUPYCHBIX

& 6a3, utob6bl Dr.Web mMor ncnosb3oBaTb caMyto CBeXYH MHGOPMaLMO 06 M3BECTHbIX
yrpo3sax. CurHaTypbl BUPYCOB, MHPOPMaLWs 06 VX MpU3HaKkax U MOAENAX NOBeseHUs
O0BHOBAIAOTCA CPa3y e, KakK TOJIbKO CreLyanncTbl BUPYCHOWM 1abopaTopmy KOMMAaHWM
«[lokTop Beb» 0BHapyxXVBatOT HOBbIE YrpoO3bl, UHOTAA AO HECKO/MbKVX pa3 B yac.

UYT106b1 3anycTUTL O6HOB/IEHME

1. CMaxHuTe [JIaBHYIO CTPaHWLYY NPUIOXEHWUA BHU3 UIN, HE OTPbIBAACH, MPOBeAUTE MO
3KpaHy OT cepeAnHbl BHU3.

2. B oTkpbiBLIEMCA MeHHO BbibepuTe BupycHbie 6a3bl.

3. B oTKpbIBLIEMCA OKHE Bbl YBUAMTE CTaTyC BUPYCHbIX 6a3 1 gaTy nocneaHero obHoBAeHMA.
Ecaun BupycHble 6a3bl ycTapenn, 0To6pa3nTcs COOTBETCTBYHOLMIA CTaTYC.

4. CmaxHuTe cTpaHuLy BupycHble 6a3bl pe3ko BHM3 UK, HE OTPbIBasAChb, MPOBEAUTE MO
3KpaHy OT cepesnHbl BHU3.

5. KocHutecb nyHkTa NMpoBeputb 06HOBAEHUSA (CM. PucyHok 28).

ObHoBAeHMe 3a nyCcTnTCA aBTOMaTnN4eCKN.

PyKOBO,CLCTBO nosab3oBaTenda
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PucyHok 28. O6HOB/1IeHMe BUPYCHbIX 6a3

O6HOBNIeHUEe BMPYCHbIX 6a3

PyKO BOACTBO NMNOJib30BaTeNd
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11. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

1. O3HaKOMbTECb C MOC/NEAHUMU BEPCUAMU ONUCAHUIN N PYKOBOACTB NO agpecy
https://download.drweb.com/doc/.
2. MpouwnTarite paszgen 4acTo 3aZaBaeMbiX BOMPOCOB MO ajpecy

https://support.drweb.com/show_faq/.
3. Mocetute dopymbl koMmnaHum «[JokTop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

1. 3anonHuTe Be6-OGOpPMy B COOTBETCTBYHOLLEN CeKumnmn pasgena https://support.drweb.com/.

2. Mo3BoHuTe no TenedoHy B Mockse: +7 (495) 789-45-86 nam no 6ecnaatHOM AMHUN Ans
Bcen Poccmm: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

PyKOBO,CLCTBO nosab3oBaTenda
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