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© «/JokTop Be6», 2019. Bce npaBa 3aLuLLeHbl

MaTtepwvanbl, NnpuBeAeHHbIe B AaHHOM JJOKYMEHTE, ABNAOTCA COBCTBEHHOCTbIO «/JokTOp Beb» 1
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ncnosib3oBaHa tobbIM ApyruM 06pa3omM KpOMe NCNOAb30BaHNA 418 INYHBIX Lenen 6e3
CCbIIKM Ha MCTOYHUK.

ToBapHble 3HaKun

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA n norotun Dr.WEB
ABNAKOTCA 3aPErMCTPUPOBAHHBIMU TOBAapPHbIMU 3Hakamu «[loktop Beb» B Poccum n/mam
Apyrux ctpaHax. VIHble 3apeructpupoBaHHble TOBapHble 3HaKW, JIOrOTUMbl U HAMEHOBAaHWUA
KOMMaHWW, yNOMAHYTble B AJaHHOM JOKYMEHTe, ABAAOTCA COOCTBEHHOCTbIO NX BAajeNbLEB.

OrpaHqul-me OTBEeTCTBEHHOCTUA

Hwv npwu kaknx obctoatenbcreax «/loktop Beb» 1 ero nocraBLmMK/ He HECYT OTBETCTBEHHOCTU
3a OWKMOKM /AN ynyweHua, JoNyLleHHble B AaHHOM JOKYMEHTE, N MOHECEeHHbIe B CBA3N C
HUMK yObITKM NprobpeTtaTtens NpoaykTa (MpAMble UM KOCBEHHbIE, BKAKOYaA YNyLLEHHYHO
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«[lokTop Be6>»

«[loktop Beb» — poccuiickmii paspaboTumk cpesacTB MHGOPMaLMOHHOM Be30nacHOCTH.

«[loktop Beb» npeanaraet 3pdeKkTMBHbIE aHTUBMPYCHbIE N aHTUCMaM-PELLUEHUS KaK ANs
roCyAapCTBEHHbIX OpraHmM3aunii U KPYMHbIX KOMMAaHWI, Tak U AN YaCTHbIX NOJIb30BaTENEN.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pPe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHoCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl Nosib3oBaTeNAiM 3a NOAAEPIKKY pelueHni cemeiictea Dr.Web!
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Dr.Web CureNet! gns iOS

1. Dr.Web CureNet! gnsa iOS

OCHOBHbIe XapaKTepUCTUKN

Dr.Web CureNet! ans iOS npegHa3sHayeH 418 aHTUBMPYCHOW NPOBEPKN YAaNEHHbIX
KOMMbHOTEPOB (fanee — CTaHLMI) U CEPBEPOB MOJ yrpaBieHNeM OrnepaLvOHHOW CUCTEMbI
Windows, koTopble HaxoAATCA B OAHOM CeTU C BalUMM YCTPOMCTBOM. [poaykT He TpebyeT
YCTaHOBKM U BbIMOJIHAET MPOBEPKY N leveHe 06Hapy>KEHHbIX BPeLOHOCHbIX 06bEKTOB, Aaxe
€C/IN Ha CTaHLMAX YCTaHOBJ/IEHbl aHTUBMPYChI APYrux NponssoauTenei. [poBepky MOXHO
NPOBOANTb axKe B CeTAX, MOJHOCTbH N30AMPOBAHHBIX OT CETU VIHTepHeT.

Ncnonb3oBaHme Dr.Web CureNet! ansa iOS npegocTtaBaser BaM caefyrolime npevmyLLecTsa:

e LleHTpannsoBaHHas npoBepka cTaHUuii nog ynpasaeHnem Windows B ceTw.

° LLeHTpa}'IMBOBaHHOE ynpasneHune peammeﬁ Ha 06Hapy>|<eH|/|e BPEAOHOCHbIX MPOrpaMm.

JleueHne 3apa>keHHbIX OO BEKTOB.

MNMpoBepka NouToBbIX GParinoB 1 GanaoB B apxmMBax U KOHTENHEPAX.

PerynspHoe o6HOB/EeHNE BUPYCHbIX 6a3 1 koMnoHeHToB Dr.Web.

e CO0Op CTaTUCTUKN @aHTUBUPYCHOW MPOBEPKM.

e CoxpaHeHMe oTyeTa O NpoBepKe yAaNeHHbIX CTaHUMi B popmaTe CSV.

Dr.Web CureNet! ans iOS He npesHa3HauyeH AN NOCTOAHHOW 3alUMThl JOKaAbHOW CETU UK
OTAE/IbHbIX CTaHLMIA, TaK Kak B MPOMEXYTKax Mexzay NpoBepkaMu OHU MOTYT HbiTb 3apa>keHbl

BPELOHOCHbIMY MporpaMmamu. [ina NOCTOSHHOW 3alLnTbl CTaHLMIA UCNOAb3YNTE Apyrne
aHTMBUpPYCHbIe NpoaykTel Dr.Web.

CucremHble TpeboBaHUA ANA YCTPOMCTBA
¢ OnepaumoHHasa cucrema: iOS 8.0 nnm 6onee No3aHAA BepcKa.

e Tun ycrpoiicTBa: iPhone 4s, iPod touch 6 nan 6onee Nno3aHne Moaenn 3TMX NPOAYKTOB.

CucrtemHble TpeboBaHUA ANA CTaHUNIA

CraHumMa fo/kHa BbITb NOAKNOYEHA K TOM Xe CeTu, K KOTOPOWN NOAKIHOUYEHO YCTPOMCTBO C
yctaHoBieHHbIM Dr.Web CureNet! ans iOS.

e Mpoueccop: NonHaa Noajep>Kka CMcTeMbl KOMaHZA npoueccopa 686 n ctapuue.
e CBo6oagHaa onepaTMBHaA NamMATb: He MeHee 360 Mb.

e MecTo Ha >XecTKOM AUCKe: He MeHee pa3mepa BUpPYCcHbIx 6a3 u moaynen Dr.Web CureNet!
ana i0S (He meHee 200 MB).

¢ OnepauMoHHasa cucrema:
[na 32-pa3pagHbiX onepauyoHHbIX CUCTEM:

= Windows XP ¢ naketoM o6HoBAeHUM SP2 nnu Bbille;

PyKOBOACTBO aZMUHWCTpaToOpa
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= Windows Vista ¢ naketom obHoBAeHUN SP2 nau BbliLLE;

= Windows 7;

= Windows 8;

= Windows 8.1;

= Windows 10;

= Windows Server 2003 ¢ naketom o6HoBAeHuM SP1;

= Windows Server 2008 ¢ nakeTom o6HOBAeHUI SP2 nau BbiLe.
[nsa 64-pa3pagHbiX ornepaunmoHHbIX CUCTEM:

= Windows Vista ¢ naketom obHoBAeHUN SP2 nau BbliLLeE;

= Windows 7;

= Windows 8;

= Windows 8.1;

= Windows 10;

= Windows Server 2008 c nakeToM o6HoBAeHUI SP2 nan Bbille;
= Windows Server 2008 R2;

= Windows Server 2012;

= Windows Server 2012 R2.

Dr.Web CureNet! gns iOS

PyKOBOACTBO aZMUHWCTpaToOpa
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JInueHsmpoBaHue

2. JiuyeHsnpoBaHue

MpuobpeTteHne nnueHsum

Ans pabotbl Dr.Web CureNet! ans iOS tpebyetca nvueH3ns, KoTopas NO3BOAAET MOJHOLLEHHO
MCNOAb30BaTh BCE BO3MOXHOCTU NpuaoxeHus. Nprobpectn IMLeH3nto Bbl MOXeTe Kak Ha
cante «/loktop Beb», Tak 1 B CaMOM NPUAOXKEHUN. JINLEH3MA NMeeT ABa OrpaHNYeHmnA: CPOK
AEeNCTBUA N KONMYECTBO CTaHLMI, KOTOPblE MOTYT OblTb O4HOBPEMEHHO BblOpaHbl A/1s
npoBepkn. Konnyectso ycTpourcTB, Ha KOTOPbIX pa3pelueHo ucrnosib3zosaTb Dr.Web CureNet!
ansa 10S, He orpaHunyeHo.

AKTVIBaU,I/ISI JINLEH3nNN

Mocne Toro kak yctaHoBOuYHbIV nakeT Dr.Web CureNet! ans iOS 6yget 3arpy>keH Ha Balle
YCTPOWCTBO, YCTaHOBKa BbIMOJHWUTCA aBTOMaTuyecku. lNocne 3anycka NpuaoXKeHUs Bbl yBUAKTE
3KpaH NpuBETCTBUSA. BBeaNTE CepMiiHbI HOMEP Ha OAHOM W3 3KPaHOB NpUBETCTBUSA. Ecan Ha
3TOM 3Tarne BO3HWKHeT olnbka, obpaTntech K pasgeny CoBeTbl N0 YCTPAHEHWUIO HENoAa0k,
rae NnpuBeseHo onmncaHme BO3MOXHbIX MpobiemM 1 cnocoboB Mx peLleHus.

MpoaneHne nnueHsumn

Mocne TOro Kak CPOK AeNCTBMA NNLLEH3UN 3aKOHUUTCA, MPW 3anycke nporpammbl 6yaert
Moka3aHO COOTBETCTBYHOLLEE YBeJOMAEHME. B 3TOM yBegoMAeHM BaMm ByaeT NpeasioxXeHo
BBECTU HOBbIN CEPUIHbIA HOMep. Bbl MOXeTe NonyumTb ero B AMYHOM KaburHeTe nocne
NPOANEHNN 3aKOHYMBLLIENCA NMLEH3NN UAN NMOKYNKN HOBOM.

PyKOBOACTBO aZMUHWCTpaToOpa
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YcTtaHOBKa NpPUJ/IOXKEHUA

3. YcTraHOBKa NpUIoXKeHUsa

Mocne Toro kak Dr.Web CureNet! ansa iOS 6yaeT 3arpyeH Ha Balle yCTPOMCTBO, OH
aBTOMAaTNYeCKM BbIMOJHAT CBOO YCTAaHOBKY, Y Ha 3KpaHe Ballero yCTpOnCTBa NOABUTCS
3Hayok CureNet!l. Nocne 3anycka NpuAOXeHUA Bbl YBUAMUTE dKpPaH NpuBeTcTBMA. Ha ogHOM 13
3KpaHOB BaM OyAeT NpeasioKeHO aKTMBMPOBaTb CEPUNHBIN HOMep. Mocne ycnewwHon
aKTMBaLMM HeOHXOAMMO 3arpy3unTb C cepBepoB «lokTtop Beb» BMpYycHble 6a3bl U
CKaHMpyoLmMe Moayan npoaykTa. Ha akpaHe Bbl yBMANTE COOTBETCTBYHOLLYO MOACKA3KY U
pa3mep dannos. Kak ToNbKO BCce He0bxoaMMble dalibl ByAyT 3arpy>KeHbl, Bbl CMOXeTe
NPUCTYNUTb K aHTUBUPYCHOM NPOBEPKE CTaHLNN.

ili Bo n3bexxaHve nosiaeHns olWnboK, Npy NepBOM 3anycke He 3aKpblBanTe U He
CBOpauuBanTe NPUIOXEHWE, KOr4a NPOMCXOAUT 3arpy3ka 0H6HOBAEHUI.

Ecnv npu BBEAEHWM CEPUIMHOTO HOMEpPa BO3HUKHYT OLWNOKK, obpaTuTech K pasgeny
CoBeTbl M0 YCTpaHeHWO HeNnoaaA0kK, rae NPUBEAEHO ONMMCaHNEe BO3MOXHbIX NPobaemM u
CNOCOobOB MX peLleHns.

PyKOBOACTBO aZMUHWCTpaToOpa
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MoarotoBKa cTaHUMIA

4. NMoAaroToBKa CTaHUUMA

Ana aHTUBMPYCHOW NPOBEPKM CTaHLNIA TpebyeTca OAHOBPEMEHHOE BbINOAHEHWE CNEAYHOLLIMX
YCNOBUNA:

e CTaHUMA AONXKHa ObITb AOCTYNHa MO CETU.

° |/|CI'IOJ'Ib3yEMaH ANA NOAKNHOYEHNWA YUETHAA 3anMnCb OIXKHaA CYyLLeCTBOBATb U O6f|a,£l|aTb
H€O6XOAVIMbIMVI npaesamMmu.

e Ecam ANA 3alNTbl YAaJIEHHOIO KOMMbHOTEPA UCMOJIb3YyeTCA 6paHgmay3p, HeO6XOAI/IMO
npoeect 4ONONHUTENIbHbIE HaCTpOI\/JIKI/I.

Mpw ncnonb3oBaHnn 6paHamayspa Windows B ero HacTponkax nepenanTte Ha BKIaAKy
[ ononHutenbHble Nnapametpsbl, BbibepuTe MpaBuna Ana BXoAALWMNX NOAK/IIOUEHUNA U
BK/IFOUMTE Caeayrolime nckitodeHunsa: Cnyx6ba Bxoaa B cetb (NP-In) 1 O6wmin goctyn K
daiinam n npuHtepam (SMB-In). VicknroueHunsa AoXHbI BbITb BKAKOUYEHbI AN Npoduas
6paHamayapa Private. Ecav ctaHumMA HaxoaMTCA B AOMEHE, NCKIHOYEHNA JOKHbI ObITb

BKJIOYUEHbI Ana npodunsa Domain.

Mpw ncnonb3oBaHun Apyrnx 6paHamay3poB HeobxoaAMMO OTKPbITb 445 nopT.
e [lonkHa 6bITb BbINOHEHA JONOAHUTENbHAA HAaCTPOWKA.

MNepea Havanom paboTbl ybeanTech, UTo y Bac MMeeTca nHGopmMauma 0b yueTHbIX AaHHbIX
aZAMUHMCTPATOPOB Ha BCEX CTaHLMAX, MOANEXALLMX MPOBEPKE.

| Bce pelictBus Mo noAroToBKe onepaumoHHONM CUCTEMbI CTaHUMK K npoBepke Dr.Web
CureNet! ans iOS Heo6Xx0ANMMO NPOBOAUTL MOJ YUETHOW 3aNUCbio C MpaBaMu
aAMUWHMCTpaTopa.

Bbl Takoke MOXeTe NPOBOAUTL CKaHUPOBaHMe CTaHUMin, ncnonbdysa VPN. [asa atoro
Heobxoanmo obecneunTb JOCTYN K JI0KaAbHOW ceTn vepe3 VPN-cepBep 1 ncnoab30BaThb
cTaHzZapTHble HacTponku Dr.Web CureNet!.

[DononHntenbHaa HacTpouka

ﬂ'flﬂ npoeeaeHnAa NpoOBEPKU CTaHLI,I/II‘/JI Tpe6yeTc9| OAHOBPEMEHHOE BblINONHEHWE CAEAYHOLLNX
AONOJIHNTENIbHbIX yC.ﬂOBVIl‘/IIZ

e OrpaHunyeHus cucTembl KOHTPOAA yyeTHbIX 3anuncer (UAC) AokHbl 6bITb OTKIKOUEHbI, €CAN
cTaHUwmA paboTaeT nog ynpasneHnem onepaumoHHon cuctembl Windows Vista nam 6onee
nosgHen. Ecav Bbl paboTtaete Noj BCTPOEHHbIM akkayHTOM aAMWHUCTPATOPa, TO 3Ty
HaCTPOMKYy NPOBOAUTb He HY>XHO. [NepenanTe K cneaytoweMy NyHKTY.

1. OTkpoKTe pesakTop peectpa onepaLMoOHHON CUCTEMDI.

PyKOBOACTBO aZMUHWCTpaToOpa
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2. Hangute n Boibepute BeTky:

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\-
POLICIES\SYSTEM

3. Ecan B BeTke oTcyTcTByeT Kiatoy LocalAccountTokenFilterPolicy, co3aaiite ero:

1. B meHto MpaBka BbibepuTe koMaHay Co3aatb, a 3aTem Bbibepute Mapamerp
DWORD.

2. Beeaute B kauecTBe MeHwn kitova LocalAccountTokenFilterPolicy.
B koHTekcTHOM MeHto Ktoya LocalAccountTokenFilterPolicy Bbibepute U3meHUTD.
B none 3HaueHune Beeaute 1.
Haxxmute kHonky OK v BbIANTE U3 pejakTopa peecTpa.

I'Iepe3a rpysmTe CTaHuUuio.

®© N o A

nOBTOpI/ITe onepayunto ana Bcex CTaHLl,MVI, nognexawnx npoBepkKe.

| Onepaunto pekoOMeHAYeTCA BbIMONHATb TOIbKO aAMUHUCTPATOPY UK OMbITHOMY

A Mo/Jb30BaTENtO CUCTEMbI. HeBEpHble AeACTBUS MPU M3MEHEHWUN peecTpa MOTYT Cepbe3HO
noepeanTb cuctemy. Cneupanuctsl koMmnaHum Microsoft pekomeHaytoT nepes
M3MeHeHMeM peecTpa Co3jaTb Pe3epPBHYH0 KOMUIO BCEX BaXKHbIX JaHHbIX, UIMEIOLLXCA Ha
KOMMbloTepe.

e Bce HeO6XO,C|,I/IMbIe ana pa6OTbI CetTn Cﬂy)K6bI AOJIDKHbI ObITb YCTaHOBJ/IEHbI N HACTPOEHDI.

MpoBepka ceTeBbIX HAaCTPoOeK

1. 3anycTtute NaHenb ynpaBaeHUA Ha CTaHLUMN.

e [pu HacTpoiike nogaep>xxmBaeMbix cuctem ctaplue Windows Vista, Bbibepute pasgen
CeTeBble NOAK/IIOUEHUA (€CW pa3jes OTCYyTCTBYET, HaXXmMuTe kKHonky Mepeknrountbes
K CTaHAAPTHOMY BUAY).

e Mpwn HacTponke Windows Vista Bbibepute pexxum NnpocMoTpa no kateropuu. B
kateropun CeTb n NHTepHeT BbiGepnTe NMpPOCMOTp cOCTOAHMNA ceTH 1 3ajay >
YnpaBnieHue ceTeBbIMU NOAK/IIOUEHUAMMN.

e Mpwn HacTpoike Windows 7 nan Microsoft Windows Server 2008 Bbibepute pexum
npocmoTpa no kateropuu. B kateropnmn Cetb u UHTepHeT BbibepuTe MpocmoTp
COCTOAAHMA CeTU U 3ajau > Mi3ameHeHne napameTpoB ajanTtepa.

e [Mpun HacTporike Windows 8, Windows 10 nau Microsoft Windows Server 2012 B
kaTeropmu CeTb u NHTepHeT BbibepuTe LLeHTp ynpaBieHusa cetamMmu u oéwum
Aoctynom > UsmeHeHue napameTpoB aganTtepa.

2. WenkHnTe npaBo KHOMKOW MbILM MO HEOOXOAUMOMY MOAKIOUEHUIO U BblOepuTe NYHKT
CBoWucTBa.

3. MpoBepbTe, UTO ANA BbIOPAHHOIO MOAKNOUYEHNA YCTAHOB/IEHbI U HACTPOEHbI CeaytoLue
CNyx0bl:

PyKOBOACTBO aZMUHWCTpaToOpa
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e KnaneHT ana ceten Microsoft.
e Cnyxba goctyna Kk parinam n npuHTepam ceter Microsoft.
e [1poTokon NHtepHeta Bepcuun 4 (TCP/IPv4) nan Bepcum 6 (TCP/IPv6).

4. CoxpaHuTe N3MEHEHWNs 1 3aKpOoMTe OKHO HaCTPOeK.

° I'Iapalvleprl o6u.|,ero AOCTyrna AOJIXKHbI 4OMYCKaTb PaClUMPEHHYHO HaCTpOVIKy.

Hacrpoiika obuiero goctyna

1. 3anyctute MaHenb ynpasieHUsa Ha CTaHUMN.

e [Mpun HacTporike Windows XP nan Windows Server 2003 Bbibepute nyHKT BpaHamayap
Windows (ecnu pa3gen oTCyTCTBYeT, HaXXMuTe KHOMKy Mepeknrountbea K
CTaHAapTHOMY BUAy).

e [1pun HacTporike Windows Vista BbibepuTe pexxnm npocmoTpa no kateropuu. B
kaTteropun CeTb n MHTepHeT BbibepnTe HacTpoiika obuiero gocrtyna k ¢painnam.

e [Mpun HacTporike Windows 7 nan Windows Server 2008 BbibepuTe pexnm npocMoTpa no
kaTeropmun. B kateropun Cetb u MHTepHeT BbibepuTe LLeHTp ynpaBaeHusa ceTamMu u
o6wumm aoctynom 1 3ateM Bbibepute M3MeHUTb AONONAHUTENbHbIE NapaMeTpbl
obwero gocryna.

e [Mpun HacTpotike Windows 8, Windows 10 nan Windows Server 2012 B kateropun Cetb 1
MHTepHet BbibepunTe LLeHTp ynpaBsieHMa ceTAMMU N 06LWMM AOCTYNOM 1 3aTeM
BbibepuTe M3MeHUTb AONONHUTENbHbIE NapaMeTpbl obLiero goctyna.

2. B OTKpbIBLUEMCS OKHE BbIMOJHUTE O4HO U3 CeAyHOLLMX AeCTBUIAL

e [Mpn HacTporike Windows XP nau Microsoft Windows Server 2003 nepenante Ha
Bkiaaky McknroueHus v Bkitounte Hactponky O6wmn goctyn K panam m
npuHTepam.

Mpn HacTpoike Windows Vista yctaHoBMTe CeTeBoe o6Hapy)keHue 1 Bbibepute
O6wuit goctyn K paiinam.

e [Tpn HacTpolike Microsoft Windows Server 2008, Windows 7, Windows 8, Windows 10
nnn Microsoft Windows Server 2012 Bbibepute Bkarountb cereBoe o6Hapy>eHue 1
Bxsitountb 06w goctyn K paziam v NpuHTEpPaM.

3. CoxpaHuTe N3MEHEHMUA M 3aKPONTE OKHO HacTpOeK.

o ,D'}'IFI JIOKa/ZIbHbIX YYETHbIX 3anucemn AOJ/DKHa NCNONb30BaThbCA 06OblYHas MOoaeNb COBMECTHOTO
AOCTyrna n 6e3onacHoOCTu.

HacrpoﬁKa MopAae/sin COBMeCTHOro gocryna 6e3onacHocTn

1. 3anyctute lMaHenb ynpaBieHUsa Ha CTaHUMN.

e [Npwn HacTpoiike nogaep>kmBaembix cuctem ctapuie Windows Vista BbibepuTe NyHKT
AAMUHUCTPUpOBaHMe (eCIn pa3jen OTCYTCTBYeT, HaxxMuTe KHonky Mepexkntountbea K
CTaHAApTHOMY BuAy) 1 3anyctute ytnanTy JlokanbHaa noautuka 6esonacHocTy.

PyKOBOACTBO aZMUHWCTpaToOpa
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e [pun HacTporike Windows Vista n 6onee no3gHuX cnctem BbibepuTe pexmmMm NpocMoTpa
no kateropuu. B kateropun Cucrema u 6esonacHocTb BbibepuTe rpynny
AaMUHUCTpUpOBaHue 1 3anycTuTe yTuanTy JlokanabHas noauTuka 6e3onacHocTu.

[ns 3anycka yTWanTbl MO HACTPOMKE NOKaNbHbLIX MOAUTMK 6e30MacHOCTU Bbl TakKe MOXKeTe
HabpaTb B NoJsie novcka onepaumoHHon cuctembl Windows komaHgy secpol.msc v
HaxaTtb knasuwy ENTER.

2. B gepeBe koHconn BbibepuTe rpynny JlokasbHble MOAUTUKY, a 3aTeM — rpynny
MapameTtpbl 6e3onacHoCTH.

3. WenkHnTe NpaBol KHONKOW MbllwK No napameTpy CeTeBoi AOCTyn: MoaeNb
COBMECTHOrO ocTymna 1 6e30nacHOCTU A1 1I0KaNbHbIX YYEeTHbIX 3anucei, Bbibepute
nyHkT CBOMcTBa M 3ajaiTe 3HaveHe O6bluHaA — IoKabHble NO/Ib30BaTeNu
YAOCTOBEPAIOTCA KaK OHU caMMm.

' Mo ymonuaHUo NOAKIOYEHWE K YAaNEHHOMY KOMMbOTEPY HE MOXET ObITb YCTaHOBNEHO,

& ecnun ncnosb3yemas yyeTHasa 3anmucb COAEPKUT MyCTOM Naposb. ITO OrpaHuyeHue
HaknaZAblBaeTCcA COOTBETCTBYHOLLEH MONTMKON Be3onacHOCTH. YToObl CHATL OrpaHnYeHve,
B OTKPbIBLUEMCS OKHe LLieNKHWTe NPaBoOi KHOMKOM MbILW M MO NapameTpy YueTHble
3anucu: paspeLnTb UCNOIb30BaHMe MYCTbiX Napo/iei TONbKO MPU KOHCO/IbHOM
BXoge, Bbibepute nyHKT CBOMCTBaA U 3ajaiiTe 3HaueHne OTK/IIOUEH.

4. 3akpoliTe KOHCO/b.

PyKOBOACTBO aZMUHWCTpaToOpa
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5. 3anyck npoBepku

Mepepa 3anyckom npoBepKu

° y6eAMTer, YTO CTaHUNW NOATOTOBAEHLI K MPOBEPKE.

e OTKNIOUMTE aBTOMATUYeCKOe OOHOBNEHME ONEePaLIMOHHON CUCTEMbI Ha CTaHLMAX, YTO
nomMoxeT n3bexaTb NnpepbiBaHna pabotel Dr.Web CureNet! ans iOS.

3anyck npoBepkun

1. 3anyctute npuaoxeHue.

2. Bbibepute CTaHumMm 1 HaxkmuTte 3Hauok noucka. Dr.Web CureNet! gna iOS HauHeT nonck
CTaHUMI B CETU, K KOTOPOM NMOAK/IHOUEHO Balle YCTPOMCTBO.

3. BbibepuTe cTaHuMK, Nnoanexalme nposepke. Ecam B npouecce noncka Hy>kHas CTaHUMA He
6bina HareHa, fobaBbTe ee BPYYHYHO, HaxkaB [imanasoH. Bbl MoXeTe yka3aTb OTAeNbHbIe
IP-appeca, anana3oH IP-aspecoB, ceTeByt0 Macky MW MMeHa CTaHLUNA.

4. [lobaBbTe yueTHble AaHHbIE aAMUHNCTPATOPOB AN AOCTyNa K MPOBEPSAEMbIM CTaHLUAM.

Bbibepute pexxmm npoBepku. NpoBepka HauHeTCs aBToMaTuyecku. [Mpn HeobxoanMocCTy
M3MEHUTE NapaMeTpbl MPOBEPKM, 3aZaHHble MO yMONYaHuo. [JlencTBumA, 3ajaHHble No
YMOJIYaHUIO A1 KaXKA0ro TUMna BPeAOHOCHbIX MPOrpaMm, BASHOTCA ONTUManbHbIMU A5
H6ONbLINHCTBA NPUMeEHeHUI. He nameHsanTe nx 6e3 HeobxoanmMocCTu.

| [nsa pabotbl Dr.Web CureNet! gns iOS Heob6x0AMMO, UTOObI MPUIOXKEHNE OCTaBasOCh
akTMBHO. Mpwu NonbiTke NepeBecT! paboTy NPUNOXKEHMS B GOHOBBIV PEXUM Ha dKpaHe
NosIBASAETCA COOTBETCTBYHOLLLEE NMPeaynpeXAeHVE.

PyKOBOACTBO aZMUHWCTpaToOpa
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6. O6bHOBNIEHME

HacToAaTenbHO pekomeHayeTca ycTaHaBAMBaTb BCE OOHOBIEHWS, BblMyCcKaeMble KOMMaHWewn
«[JokTtop Beb». O6HOBNEHMSA BUPYCHbIX 6a3 MO3BO/IAIOT OOHapPY>KMBaTb paHee HEeN3BECTHbIe
BMpPYCbl, 610KMPOBaTb MX PacCNpOCTPaHEHWNE, a B psje CyyaeB — U3NeunBaTb paHee
Heunsneunmble 3apaxKeHHble dalinbl. BpeMsa oT BpeMeHn coBepLUEHCTBYHOTCS aHTUBUPYCHbIE
aNropuTMbl, peaan3oBaHHble B BUAE UCNOAHAEMbIX GaiioB 1 MpOorpaMMHbIX 6BubanoTek.
Bnarogaps onbiTy akcnayaTauum aHtmsmpycos Dr.Web ncnpasnstorcs obHapy>keHHble B
nporpamMmmMax olwmn6bKn, 06HOBAAETCA CMCTEMA MOMOLLM U AOKYMEHTaLMA.

Mpwn ycTapeBaHuu BUpYycHbix 6a3 Dr.Web Ha 3kpaHe oTobpaxkaeTcs COOTBETCTBYHOLLEE
npeaynpexaeHue. [lnsa 3arpy3ku 1 ycTaHOBKM 0H6HOBEHMS, HaxXMuTe O6HOBUTL. ECan Bbl

Bb|6epeTe Mo3xke, npouecc 06HOBNEHNA MOXET ObITb 3anyLlieH B yﬂ,O6HbII?1 Ana BaC MOMEHT.

[Ans 3TOro Ha rnaBHOM 3KpaHe NPUIOXKEHUNS BbI3OBUTE KOHTEKCTHOE MEHHO (HaXkaB
COOTBETCTBYHOLLYH KHOMKY B IEBOM BEPXHEM Yy WU MPOBEASA BNPABO MO 3KPaHy) 1
HaXXmMunTe OGHOBUTD.

PyKOBOACTBO aZMUHWCTpaToOpa
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7. MapameTpbl NpoBepKU

Ana Kaxaomn ceccumn NPoBePKN Bbl MOXETE M3MEHMWTb NapaMeTpbl, YCTaHOBAEHHbIE MO
yMOYaHu1o. 3aZlaHre NapamMeTpoB MPOU3BOANTCA BPYUYHYIO HEMOCPEACTBEHHO Nepes
3aMyckoMm NpoOBEpPKM, Nocae Bbibopa CTaHLMI U NOC/e yKa3aHWS YUYeTHbIX AaHHbIX
aAMUHNCTPATOPOB.

Mo 3aBepLUEHNN NPOBEPKN N3MEHEHHbIE MapaMeTPbl COXPAHAROTCA TONAbKO ANA 3TON Ceccuu,
K KOTOPOW Bbl MOXeTe BEePHYTbCA M3 INaBHOMo 3KpaHa npuaoxeHusa. MNpu 3anycke HOBON
npoBepku 1 Bbibope HoBbIx cTaHUmi Dr.Web CureNet! ansa iOS ncnonb3yeT napameTpeb,
3a/laHHble MO YMONYaHWIO, KOTOPbIE Bbl TaKXKe MOXeTe CKOppPeKTMpoBaTb Npu
HEeobXoAMMOCTH.

Pe>xum npoBepku

Dr.Web CureNet! gns iOS no3BonsieT npoBoAUTb aHTUBUPYCHYHO NPOBEPKY BblOpaHHbIX
CTaHUMI B OZHOM M3 Tpex pexxvmoB: bbicTpas npoBepka, NMonHas npoBepka 1 BoibopouHas
nposepkKa.

B pexxume BbicTpasa npoBepKa CKaHVPYHOTCA TONbKO KPUTUYECKU BaxkHble 06bekTbl Windows:

° 3arpy30l-|Hb|e CEKTOpPbI BCEX ANCKOB.

° OI'IepaTMBHaH namMmaTb.

KopHeBas nanka 3arpy3o4Horo gucka.

CuctemHasa nanka Windows.

Manka Mou [JokyMeHTblI.

BpemeHHble dainnbl.
e TOUKM BOCCTAHOBNEHWNA CUCTEMBI.

e Hannume pytkuToB.

B pexxnme MonHasa npoBepka CKaHUPYETCA onepaTvBHaA NaMATb W BCE XECTKNE ANCKN
(BK/ItOUAA 3arpy304Hble CEKTOPbI), a TakXke OCYLLEeCTBAAETCA NPOBEpPKa Ha Haanumne pyTKUTOB.

B pexxvme BbibopouHas npoBepka CKaHMPYHTCA TO/IbKO BblOpaHHble 06BEKTbI.

ili MosHas npoBepka Bcex GaliioB Ha CTaHLUM MOXKET 3aHUMaTb MPOAOIXKUTESIbHOE BPEMS.
: Mpw BbIGOPE 3TOro pexrma ybeanTech, YTo BCe CTaHUMM BYAyT JOCTYMHbI MO CETU A0
3aBepLUeHUs NPOBEPKU.

MapameTtpbl npoBepku

Dr.Web CureNet! gna iOS Takke No3BONSET U3MEHUTL CeAytoLme napaMeTpbl MPOBEPKU:

PyKOBOACTBO aZMUHWCTpaToOpa
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BtounTb nam oTkIrouMTh OTOHpaxkeHre yBeAOMAEHNI Ha NpoOBepAeMbIX CTaHUMAX. [1o
ymonuaHuto Dr.Web CureNet! ans iOS yBegomasieT nonb3oBaTens o Havane aHTMBUPYCHOWN
NPOBEPKM Ha CTaHLUUW.

BkntounTb MK MCKIOUUTL U3 MPOBEPKM apXMBbI U MOYTOBbLIE daiibl. BkatoueHne 3Tmx
HacTpoek 3aMea/iseT NPOLLeCC MPOBEPKM M MOBbLIWAET Harpy3Kky Ha CUCTEMHbIE PeCcypcbl
yAaNeHHOM CTaHLUUMN.

Bkntountb 610kMpPOBKY cOeAMHeHUI No ceTn IHTepHeT 1 10KaibHOM ceTW. JTa HacTpouika
no3BossieT 610KMPOBaTb BUPYCHbIE ANMAEMMM, a Takke NpeAoTBpaLLaeT MoBTOPHOE
3apaxkeHune CTaHLmMK.

Hactpoutb peakuyunto Dr.Web CureNet! ansa iOS npn o6bHapy>xeHnn BpeAOHOCHbIX
nporpaMm. [lencTBus, 3aZaHHble MO YMONYAHMIO ANS KaXA0ro TMna BPeAOHOCHbIX
nporpamMm, ABASKOTCA ONTUMaNbHbIMU A8 6ONbLIMHCTBA NPUMEHEHWI. He nameHsinte mux
6e3 HeobXxoAMMOCTH.

HacTponTtb ncnoab3oBaHMe pecypcoB NPOBEPSEMON CTaHLMK. DT HaCTPOMKa NO3BOAET
ONTMMaNbHO MCMONb30BaTb PECYPChl CTaHLMK BO BPEMS MPOBEPKY.

Bbl6paTb AeIZCTBMe, npnMeHaemMoe K CTaHUMK, NoCNe OKOHYaHNA NPOBEPKN.

PyKOBOACTBO aZMUHWCTpaToOpa
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8. XXypHanbl npoBepok

B paszene XXypHanbl otobpaxkatoTcsi BCe aHTUBUPYCHbIE MPOBEPKK, KOTOPbIe Hbian
3anyLleHbl Ha ycTpourcTBe ¢ MOMeHTa yctaHoBku Dr.\Web CureNet! ans i0S, He3aBUCMMO OT
TOro, YAQUHO I OHW 3aBEPLUUANCE UMK C OLUMOKON. Bbl MOXeTe MOCMOTPEeTb CTAaTUCTUKY
NpoBepKM, Nepe3anycTuTb NPOBEPKY, IKCMOPTUPOBaTL NpoBepkKy B danie popmata CSV nam
yAANUTb faHHbIe O MPOBEpPKeE.

NMpocmoTp cTaTUCTUKM NpoBepKuU

BoibepunTe MHTEpPECYHOLLYHO BaC MPOBEPKY, UTOObI OTKPbITh €e CTaTUCTUKY. [TpoBeauTe no
3KpaHy BMNpaBO WM BAEBO, YTOObI MEPEKIHOUNTLCA MEXAY BKAaAKaMUN CTaTUCTUKN.

MNMepe3sanyck npoBepkun

BbibepuTe MHTepecytoLLyto Bac NpoBepky. Ha rnaBHOM BkiaZke HaXKMMTe KHOMKY MOBTOPHOTO
3anycka NpoBepku 1 BbibepuTe ee Tu.

Bbl Takke MOXeTe 3aZaTb NapaMeTpbl MPOBEPKUN, OTIUYHbIE OT NEPBOHAaYaNbHON. [ns 3TOro
HaXMWTe 3HaUOK 1 B NpaBOW BEPXHEWN YaCTU 3KpaHa N 3ajaniTe HEODOXOAMMble NapameTpbl.

JKCNopT NPOBEPKMU

Bbl MOXeTe akcnopTMpoBaTh JaHHble NpoBepku B paine popmata CSV. Mo ymonyaHuto
3KCNOPT BO3MOXEH TpeMs cnocobamu:

e Kak BnoxeHue B email.
e Kak 3anucb c BnoxeHnem B 3ametkax (ana iOS 9 v BbiLLe).

e CoxpaHeHM1e Ha KOMMbIOTEP C MOMOLLpHO iTunes.

YT06bI 3KCMOPTMPOBATL JaHHbIE MPOBEPKM, MPOBEANTE BAEBO MO CTPOKE C HY>KHOW
nposepkoi, BbibepuTte Moaenutbces, a 3ateM cnocob skcnopTa.

YAaI'IEHVIe AaHHbIX O NpoBepkKe

YT10bbI YyAaNNTb AaHHble O NpoBepke 13 pa3gena XXypHanbl, NpoBenTe BAEBO MO CTPOKE C
HY>KHOM NPOBEPKOW 1 Bbibepute Yaanureb.

PyKOBOACTBO aZMUHWCTpaToOpa
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9. MpocmoTp MHPpopmaL U 0 NNLEH3UN

MapameTpbl NMLLEH3UW ONpPeAeNstoT KONNYECTBO CTaHLUMIA, pa3peLleHHbIX 415 MPoBepKM
NPUIOXEHNEM 3a OAWH CEAHC, a TakKe Nepuoy, B TEYEHNE KOTOPOrO paspeLLeHo
ncnonb3oBaHne Dr.Web CureNet! ana iOS.

Ans TOro, ytTobbl NPOCMOTPETL NapaMeTPbl NLEH3MM, OTKPOWNTE NaBHbIV 3KPaH NPUAOXKEHNS
1 BbI30OBUTE KOHTEKCTHOE MEHHO (HaxkaB COOTBETCTBYHOLLYIO KHOMKY B JIEBOM BEPXHEM Yray UAN
nposeas BNpaBo Mo 3kpaHy). MiHbopmaums 06 ncnonblyemon nmueH3nm otobpasmnTcs B
BEPXHEMN YacTu 3KpaHa.

PyKOBOACTBO aZMUHWCTpaToOpa
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10. CoBeTbl NO yCTpaHEHUIO HEMO/1aA0K

Ha npoBepsiemoi cTaHLM NMOJ/Ib30BaTe/lb He MOXKET NOAKIIOUUTLCA K ceTu MIHTepHeT nam
OTKPbITb Kakou-nnbo ceTeBoil pecypc

MNpurumHa

Ecnm cooTBeTcTBYHOLLAs HacTpoika BkatoveHa, Dr\Web CureNet! ans iOS 610kupyet Bce
COeAMHEHMA MO NOKaNbHOW U BHELLHEN CeTV BO BPeMS MPOBeEpPKM. ITO No3BofeT nsbexarb
NMOBTOPHOTO 3apaXeHUs AN pacnpoCTPaHeHMs BPeAOHOCHbIX MPOrpaMm Ha apyrue
CTaHUMM BO BPeMS MPOBEPKMU.

Peuienue

[oXanTecb OKOHYaHUA NPOBEPKN, MOC/E YEro CoeAMHEHNs No ceTn VIHTepHeT 1 no
NOKaNbHOM CeTN CHOBa ByayT pa3peLleHbl Ha CTaHUMK. 10 yMOAYaHWIO HacTpoKa
oTkntouveHa, noatomy Dr.Web CureNet! ans iOS He 6a10kmpyeT coeAMHEHNSA Ha NPOBepPAEMbIX
CTaHUMAX, eCN aAMUHUCTPATOP HE YCTaHOBUT 3TOT PEXMM BPYUHYHO Mepes 3amnyCckom
NpoBepKM.

CepuniiHbI HOMep AeUCTBUTENEH ANA apyroro npoaykra Dr.Web

MNprymHa

YKa3aHHbIV BaMW CEPUNHBIN HOMEep ABNAETCA KOPPEKTHbIM, HO MpeAHa3HauveH A4
aKTMBaLMKW 4PYroro aHTMBMPYCHOrO NpoaykTa kKoMnaHun «/loktop Beb».

Pewenwve

Ecnv Bbl He MOXeTe HaWTK cepuinHbIN HoMep ana akTuBaumn Dr.Web CureNet! ana iOS,
obpaTtnTech B CAYKOY TeXHMYECKOW NOAAEPXKKUN. byabTe roToBbl NpeaocTaBMTb BaLUn
nepcoHasbHble JaHHble, yKa3aHHble MPWU perncTpaLmm Ha cante U NoKynke ANLLeH3NN.

Uucno akTuBauuii NpeBbICUNO NINLLEH3MOHHOE orpaHuueHune. ObpaTurecb B cny>x6by
TeXHNUYECKOW NoAAEePIKKN

MNprymHa

AKTMBaUMNA C OAHMM N TEM Xe CEPUNHBIM HOMEPOM JonyckaeTtcs He 6onee 25 pas.
Pewienue

Obpatutech B Caykby TexHMYECKOW NoAAePXKM (B 3anpoce cnegyeT nogpobHO onvcaTtb
CUTYauMIo 1 yKa3aTb NepCOHabHble JaHHble, BBEAEHHbIe NPU perucTpaLmmn Ha cante).

PyKOBOACTBO aZMUHWCTpaToOpa


https://support.drweb.com/
https://support.drweb.com/

A
d
A

A\

CoBeTbl No YyCTpaHeHU 0 HenoJiagoK

HepencrBUTENbHDbIN CEPUIHDBINA HOMEpP

MNpurynHa

[JonyuieHa ownbka Npn BBOAE CEPUMHOTO HOMepa, IMbO yka3aH CepUHbIA HOMEp He OT
npogaykta KoMnaHum «/loktop Beb».

Pewenwve

I'Iposepre npaBnabHOCTb BBEAEHHbBIX BaMW AaHHbIX.

Cpok AeiACTBUA Ballueil anueH3nn uctek. O6HOBUTe INLLEH3UIO ANA AaJibHeWLlero
MCNo/sib30BaHUsA

Peuienue

Bbl MOXXeTe NpoaAnTb NNLIEH3MIO Ha Ballelr NepCcoHalbHOW CTPaHWULLE Ha CalTe KOMMaHu
«[loktop Beb». IHpopmaLmio 0 NMLEH3MN, B TOM YACE CPOKE ee AeNCTBUS, Bbl MOXETE
NPOCMOTPETb B KOHTEKCTHOM MEHIO, BbI3BaB €ro 13 rM1aBHOMo 3KpaHa MpuioXKeHus.

KonunuectBo craHL M NPeBbICU/IO /INLLEH3MOHHOE orpaHuyeHue. Bbl moXkeTe Npoao/mHKUTL
NpoBepKy CTaHLMIA, Ha KOTOPble Y)Ke CKONMpPOoBaHbl ¢aiinbl, IM60 OTMEHUTb NPOBEpPKy

[MpnunHa

JNnueHsns ana DrWeb CureNet! ansa iOS nmeeT 2 orpaHMYeHns: Ha CPOK AENCTBUSA NNLLEH3NN
M Ha KONNYECTBO CTaHLMI, KOTOPble MOXHO OAHOBPEMEHHO BblOMpaTh A1 NMPOBEPKW.

Peuienue

Bbl MOXeTe NPOBEPUTb TO/IbKO YacCTb CTAHLUMI, @ 3aTeM 3anyCcTUTb OTAENbHYH NPOBEPKY ANs
Tex CTaHLMM, Ha KOTOpbIX ckaHupyrowwme cayxbbl Dr.Web CureNet! ans iOS He 6biau

pa3BepPHYTbI.

CraHUMA He MoXKeT 6bITb NpoBepeHa M3-3a NPeBbILEeHUA JINL,EeH3MOHHbIX OrPaHUUYeHU

MNpurymHa

JNnuersnsa ana Dr.Web CureNet! anqa iOS nmeet gBa orpaHMYeHUA: Ha CPOK AEUCTBUA
NNLLEH3UU U Ha KOJIMYECTBO CTaHLMUI, KOTOPble MOXHO OAHOBPEMEHHO BbIOUpaTh A5
NpPOBEPKM.

Peuienue

Bbl MOXeTe NPOBEPUTb TO/IbKO YacCTb CTAHLUMI, a 3aTeM 3anyCcTUTb OTAENbHYH MPOBEPKY ANS
Tex CTaHLMM, Ha KOTOpbIX ckaHupyrowwme cayxbbl DrWeb CureNet! ans iOS He 6biau

pa3BepPHYTbI.

PyKOBOACTBO aZMUHWCTpaToOpa
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CeTb U3MeHeHa Wan coeAuHeHUe npepBaHo. MoaKnunTeCh K TOM XKe CeTU U NOBTopUTe
NonbITKY

MNpurymHa

BO3MOXHO, UTO NoAKNOUEHME K CETU BbIN0 NOTEPSAHO UAM M3MEHUACA OAMH U3 NapaMeTpoB
cetn (UMA cetTn UM Naponb).

Pewienue

MoaxkntoumTeCh K CETU 3aHOBO.

Owwubka 3anucu ¢aiina. CoeamHeHne NpepBaHO WU HEAOCTaTOUHO MecTa Ha Aucke

MNpurynHa

A. CTaHUMs HeZOCTyMHa Mo CEeTU: OHa MOXET BbITb OTKNHOUEHA MW IOKAaNbHOE COeANHEHNE
Ha Helr npepBaHo.

B. HepoctatouHO cBOOOAHOrO MecTa Ha CTaHLNN.

Peuienue

A. ﬂpOBepre, dKTUBHO N NOAKNHOYEHNE NIOKaNbHOW CeTU Ha CTaHUMW.

B. YbeaunTechb, UTo Ha NPOBEPAEMON CTaHLMM AOCTaTOYHO MecTa ANA pa3BepTbiBaHWA CAyX6
Dr.Web CureNet! ansa iOS. O3HakKOMUTBLCA C 3TUMU U APYTUMUN CUCTEMHbBIMMW
TpeboBaHMAMYN Bbl MOXeTe B pa3gene Dr.Web CureNet! ans iOS.

HeB0O3MOXXHO NOAK/IIOUNTBLCA K CTaHLUMW. YKa3aHbl HEMpaBW/ibHble yYeTHble AaHHble
aAMUHUCTpaTOpa WK CTaHLUA HeAOoCTyNnHa
Peuienue

ﬂpOBepre NpaBnIbHOCTb YKa3aHHbIX BaMW AaHHbIX. Y6ep,|/|Ter, yutoy MCHOﬂbByeMOVI AanAa
noakKaro4veHumA yl-IETHOl\/II 3anncnm JOCTaTO4YHO NpaB 4s4a A0CTyna. Ecan AAaHHbI€ YKa3aHbl
BEPHO, NpoBepbTeE AOCTYNMHOCTb CTAHLIMW MO CETU.

HeT poctyna k aucneruepy cny>x6 Ha ctaHL MK

MNpurymHa

A. YueTHas 3anucb, ykazaHHas BaMu A8 AOCTyNa K CTaHUWUK, He MMeeT A0CTaTOYHO npas
Aana 3anycka cny>k6ol Dr.Web CureNet! gna iOS.

B. HaCTpOVIKM CTaHUMW OTrpaHMYMBAOT AOCTYM K Ancnetyepy CJ'Iy)K6.

Pewienue

A. MpoBepbTe NPaBUAbLHOCTb YKa3aHHbIX BaMW JaHHbIX. Y6eanTeChb, YTO Y UCMONb3yeMOoWn
ANA NOAKIOUYEHNSA YYETHOM 3aMncK AOCTaTOUHO NpaB ANs JOCTyna.

PyKOBOACTBO aZMUHWCTpaToOpa
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B. Y6eaunTech, uto BbiOpaHHbIe K MPOBepKe CTaHLMN HAaCTPOEHbl NpaBuabHO. [ns

NoJlyYeHUs JONONHUTENbHbBIX CBEAEHMIA O HacTpPOMKe CTaHUMIN cM. pa3gen [loarotoska
CTaHLUWNW.

CraHuuMn He HavaeHbl. M3meHnTe ananasoH IP-agpecoB nav oTMmeHUTe NPoBepKy

MNpurymHa

B 3azaHHbIV AnanasoH He BXOAUT HN OAMH IP-agpec cTaHLMM UAN HU OZHA CTaHLMs,
HaliAeHHas B AManasoHe, He OTBEUAeT Ha 3aMpPOCkl MPOBEPKM CBA3W.

PeweHve
N3meHuTe ananas3oH IP-agpecoB nav npoBepbTe JOCTYMHOCTb CTAHLMIA MO CETW.

CoeanHeHue npepBaHoO

[MpnunHa

Bo3MOXHO, NoAK/IHOUEHWE K NTOKANbHOM CETU HbINIO MOTEPSAHO Ha CTAHLMN.

Pewenwve

MpoBepbTe AOCTYNMHOCTb CTAHLMM MO CeTU.

PyKOBOACTBO aZMUHWCTpaToOpa
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11. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAeAHNMUN BEPCUMAMU ONMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NMpoumnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHum «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumu pa3gena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM TMHWM AN1A BCeN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.
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12. MpunoxxeHue. JinueHsum

MpunoxxeHue. JinueHsuu

B paszene npuBeseH CNMCOK CTOPOHHUX MPOrpaMMHbIX 6UBANOTEK, KOTOPbIE NCMOb3YeT
Dr.Web CureNet! gna iOS, nHdopmaLma No nx MMLEH3NPOBAHUIO N agpeca NPoeKToB

pa3paboTku.

CTopoHHsAA 6ubanoreka

ARC Helper

Boost

CocoaAsyncSocket

Cocoalumberjack

GOST implementation

JVAlertController

Libcurl

MDS5 implementation

minizip

Objective-Zip

SH2 implementation

SWRevealViewController

UlIScrollSlidingPages

zlib

JinuyeH3na

http://www.zlib.net/zlib_license.ht

ml*

http://www.boost.org/users/licens

e.html*

https://github.com/robbiehanson/
CocoaAsyncSocket/wiki/License*

https://raw.githubusercontent.co
m/Cocoalumberjack/Cocoalumb
erjack/master/LICENSE txt*

© SSH Communications Security,
Finland*

MIT License*

http://curl.haxx.se/docs/copyright.

html*
© Aladdin Enterprises*

© Info-ZIP*

https://github.com/gianlucabertan
i/Objective-
Zip/blob/master/LICENSE.md*

© Aaron D. Gifford*

https://raw.githubusercontent.co
m/John-
Lluch/SWRevealViewController/m
aster/LICENSE txt *

MIT License*

http://www.zlib.net/zlib_license.ht

ml*

* - TEeKCTbl INLEH3UI NPUBEAEHBI Janee.

URL npoekrta

http://www.zlib.net

http://www.boost.org/

http://www.ssh.com/

http://curl.haxx.se/libcurl/

http://www.winimage.com/zLibDIl/
minizip.html*

http://www.zlib.net/
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MpunoxxeHue. JinueHsuu

12.1. ARC Helper

/* zlib.h -- interface of the 'zlib' general purpose compression
library
version 1.2.8, April 28th, 2013

Copyright (C) 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any
purpose, including commercial applications, and to alter it and
redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must
not claim that you wrote the original software. If you use this
software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must
not be misrepresented as being the original software.

3. This notice may not Dbe removed or altered from any source
distribution.

Jean-loup Gailly Mark Adler
jlouplgzip.org madler@alumni.caltech.edu
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12.2. Boost

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or
organization obtaining a copy of the software and accompanying
documentation covered by this license (the "Software") to use,
reproduce, display, distribute, execute, and transmit the Software,
and to prepare derivative works of the Software, and to permit
third-parties to whom the Software is furnished to do so, all
subject to the following:

The copyright notices in the Software and this entire statement,
including the above license grant, this restriction and the
following disclaimer, must be included in all copies of the
Software, in whole or in part, and all derivative works of the
Software, unless such copies or derivative works are solely in the
form of machine-executable object code generated by a source
language processor.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE
DISTRIBUTING THE SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER
LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

12.3. CocoaAsyncSocket

Public Domain License
The CocoaAsyncSocket project is in the public domain.

The original TCP version (AsyncSocket) was created by Dustin Voss
in January 2003.

Updated and maintained by Deusty LLC and the Apple development
community.
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12.4. Cocoalumberjack

Software License Agreement (BSD License)

Copyright (c) 2010-2016, Deusty, LLC
All rights reserved.

Redistribution and use of this software in source and binary forms,
with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Neither the name of Deusty nor the names of its contributors may
be used to endorse or promote products derived from this software
without specific prior written permission of Deusty, LLC.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

12.5. GOST implementation

gosthash.h
21 Apr 1998 Markku-Juhani Saarinen <mjos@ssh.fi>

GOST R 34.11-94, Russian Standard Hash Function header with
function prototypes.

Copyright (c) 1998 SSH Communications Security, Finland
All rights reserved.
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12.6. Libcurl

COPYRIGHT AND PERMISSION NOTICE
Copyright (c) 1996 - 2016, Daniel Stenberg, daniel@haxx.se.
All rights reserved.

Permission to use, copy, modify, and distribute this software for
any purpose with or without fee is hereby granted, provided that
the above copyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder
shall not be used in advertising or otherwise to promote the sale,
use or other dealings in this Software without prior written
authorization of the copyright holder.
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12.7. MD5 implementation

Copyright (C) 1999, 2000, 2002 Aladdin Enterprises. All rights
reserved.

This software is provided 'as-is', without any express or implied
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any
purpose, including commercial applications, and to alter it and
redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must
not claim that you wrote the original software. If you use this
software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must
not be misrepresented as being the original software.

3. This notice may not be removed or altered from any source
distribution.

L.. Peter Deutsch
ghost@aladdin.com

12.8. minizip

Decryption code comes from crypt.c by Info-ZIP but has been greatly
reduced 1n terms of compatibility with older software. The
following is from the original crypt.c.
Code woven in by Terry Thorsen 1/2003.

Copyright (c) 1990-2000 Info-ZIP. All rights reserved.

See the accompanying file LICENSE, version 2000-Apr-09 or later
(the contents of which are also included in zip.h) for terms of
use. If, for some reason, all these files are missing, the Info-ZIP
license also may be found at: ftp://ftp.info-
zip.org/pub/infozip/license.html ["]

crypt.c (full version) by Info-ZIP. Last revised: [see crypt.h]

The encryption/decryption parts of this source code (as opposed to
the non-echoing password parts) were originally written in Europe.
The whole source package can be freely distributed, including from
the USA.

(Prior to January 2000, re-export from the US was a violation of US
law.)
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12.9. MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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12.10. Objective-Zip

Copyright (c) 2009-2012, Flying Dolphin Studio All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

e Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

e Neither the name of Flying Dolphin Studio nor the names of its
contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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12.11. SH2 implementation

FILE: sha2.c
AUTHOR: Aaron D. Gifford - http://www.aarongifford.com/ ["]

Copyright (c) 2000-2001, Aaron D. Gifford
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in Dbinary form must reproduce the above
copyright notice, this 1list of conditions and the following
disclaimer in the * documentation and/or other materials provided
with the distribution.

3. Neither the name of the copyright holder nor the names of
contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTOR(S) ~ "AS
IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTOR (S) BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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12.12. SWRevealViewController

Copyright (c) 2013 Joan Lluch <joan.lluch@sweetwilliamsl.com>

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Early code inspired on a similar class by Philip Kluz
(Philip.Kluz@zuui.org)
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12.13. zlib

/* zlib.h -- interface of the 'zlib' general purpose compression
library
version 1.2.8, April 28th, 2013

Copyright (C) 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any
purpose, including commercial applications, and to alter it and
redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must
not claim that you wrote the original software. If you use this
software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must
not be misrepresented as being the original software.

3. This notice may not Dbe removed or altered from any source
distribution.

Jean-loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu
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