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FnaBa 1. BBegeHue

FnaBa 1. BBeaeHue

1.1. Ha3HaueHue poKkymeHTa

[laHHOe pyKOBOACTBO AB/AETCA YacTbto MakeTa AOKYMEHTaLUW afMUHUCTPATOPa aHTUBMPYCHOW
CeTW, OMUCbIBatOLLEN AeTanu peannsaunm KOMMNIeKCHON aHTUBMPYCHOW 3alLMTbl KOMMbIOTEPOB Y
MOBW/IbHBIX YCTPOMCTB KOMMNaHMK ¢ nomoLbto Dr.Web Enterprise Security Suite.

PykoBOACTBO afpecoBaHO afAMUHUCTPATOPY aHTUBUPYCHOW CETU — COTPYAHMKY OpraHu3aumm, Ko-

TOPOMY MOPYYEHO PYKOBOACTBO aHTUBMPYCHOM 3aLLMUTON pabounx CTaHLUMIA N CEPBEPOB 3TON Ce-
.

B pykoBogactBe npuseseHa MHPOpPMaLMA O LeHTPasM30BaHHOM HacTpoike aHTuMBMpycHoro 1O
paboumx CTaHUMKW, OCYLLEeCTBASEMON aAMUHUCTPATOPOM aHTUBMPYCHOW ceTn udepe3 LleHTp
ynpasneHusa 6esonacHoctbto Dr.Web. PykoBoacTBO onmcbiBaeT HaCTPOMKM aHTUBUPYCHOTO pe-
weHuna Dr.Web ana Android n ocobeHHOCTV LieHTpasM30BaHHOIO ynpasaeHns gaHHbiM 0.

[Ans nonyyeHus JONOAHUTENbHOW MHPOPMaLMKM obpallanTecs K CleAyroL MM pyKOBOACTBAM:

¢ PykoBoacTBO nosb3oBaTensa aHTMBMPYCHOro pelleHuns Dr.Web ans Android copep>XuT uH-
dopmauuto 0 HacTporike aHTMBMpPYcHOro MO, ocyLwecTBASEMON HEMOCPEACTBEHHO Ha CTaHLUN.

e lokymeHTaumMAa agMUHUCTPaToOpa aHTMBUPYCHOW ceTn Dr.Web Enterprise Security Suite
(BkitoyaeT PykoBoacTtBo agmMmuHucTtpatopa, PykosoactBo no ycraHoske v lMpunoxxeHusn)
COAEPXKNT OCHOBHYH MHOOPMaUWMIO MO YCTaHOBKE W HaCTPOWKe aHTMBWUPYCHOW CeTV U, B
yacTHocTu, no paborte ¢ LleHTpom ynpaeneHuns 6esonacHoctbio Dr.Web.

MNepes npouteHMeM AOKyMEHTOB ybeauTecb, UTO 3TO MOCNEAHAS BepCUA PYKOBOACTB. Pyko-
BO/ZCTBa MOCTOSAHHO OOHOBAAKOTCA, N MOCNAEAHIOI WX BEPCUMIO MOXHO HanTh Ha oduumanbHOM
Beb-canTe komnaHum «Jloktop Beb» https://download.drweb.ru/doc/.

PykoBOACTBO agMMHUCTpaTOpa
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1.2. YcnoBHble 0603HaueHus

B AaHHOM PyKOBOACTBe MCNOJIb3YHOTCA Ciegyrowne yCioBHble 0603HaveHus:

O603HaueHne KommeHTapwii
@ Ba>kHoe 3ameyaHve nan ykasaHue.
.;_"[": MpeaynpexzaeHre 0 BO3MOXHbIX OLUIMOOYHbIX CUTyaLMsX, a TakKe BaXKHbIX MOMEH-
. Tax, Ha KOTopble CiesyeT 06paTnTb 0coboe BHMMaHMe.
AHmusupycHas HoBbI TEPMWH MK aKLIEHT Ha TEPMUHE B OMMUCAHUAX.
cemso
CoxpaHutb Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYyHKTOB MEHIO U ApYrvX 3N1EMEHTOB MPOrpamm-

HOro nHTepderica.

CTRL O603HaueHna kKnaBuLL KNaBMaTypbl.

C:\Windows\ HavmeHoBaHus dalinoB 1 Katanoros, ¢parMeHTbl MPOrpaMMHOro Koza.

MNpwunoxenune A MepekpecTHble CCbIIKM Ha rNaBbl AOKYMEHTa UM TMMNEPCChIIKMA Ha BHELLUHUE pecyp-
Cbl.

PykoBOACTBO agMMHUCTpaTOpa
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FnaBa 2. Dr.Web Enterprise Security Suite

2.1. O npoaykre

Dr.Web Enterprise Security Suite npegHasHaueH Ans opraHu3aunmn 1 ynpaBaeHUs eAnHON 1 Ha-
AEXHON KOMMIEKCHOW aHTMBMPYCHOW 3alMTOM Kak BHYTPEHHEW CeTU KOMMaHWK, BKAKOYas Mo-
BunbHblE YCTPOMCTBA, Tak U JOMAaLIHUX KOMMbIOTEPOB COTPYAHWUKOB.

COBOKYMHOCTb KOMMbIOTEPOB Y MOBUABHBIX YCTPOWCTB, Ha KOTOPbIX YCTaHOBJ/IEHbI B3aUMOJEN-
cTBytoLme koMmnoHeHTbl Dr.Web Enterprise Security Suite, npeacraBaseT cobom eamHyo aHmusu-
PYCHYH cemeb.

( 1 1 1 1
oo

Cepsep Dr.Web = === HTTP/HTTPS

LleHTp ynpaBneHus 6e30MacHOCTbHO

Dr Web CeTb Ha ocHoBe TCP/IP

MobunbHbIN LEHTP  ynpaB/ieHus Mepesaya o6HOBNEHMI udepe3 HTTP/
Dr.Web HTTPS

O = 4] W

3awmuaemas ctaHUus E BCO Dr.Web

Jlornueckas cTpykTypa aHTUBMPYCHOW CeTU

PyKkOBOACTBO aAMMUHUCTpaTOpa
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FnaBa 2. Dr.Web Enterprise Security Suite

AHTMBMpYCHas ceTb Dr.Web Enterprise Security Suite vmeeT apxutekTypy kiueHm-cepgep. Ee
KOMMOHEHTbI YCTaHaB/AMBAOTCA Ha KOMMbHOTEPbl U MOOWAbHbIE YCTPOWCTBA MOJIb3OBaTENEN U
aAMVHUCTPATOPOB, a TakXKe Ha KOMMbIoTepbl, BbinosHAwWwwme dyHkunn cepeepos JIBC. Komno-
HEHTbl aHTUBUPYCHOM ceTu 0BMeHMBaKOTCA MHPOPMaLMEN, UCNOb3ya ceTeBble NPOTOKobl TCP/
IP. AHTmBMpycHoe MO Ha 3awmuiaemMblie CTaHUMM BO3MOXHO YyCTaHaBAMBaTb (M BNOCAeACTBUU
ynpasaatb nmu) kak vyepes JIBC, Tak n uepes NHTepHeT.

2.2. 3awmnTa CTaHLUN CeTn

3awmTta paboumnx CTaHLUMUIA OCYLLECTBASETCA aHTUBMPYCHbIMU nakeTamu Dr.Web, pa3paboTaHHbI-
MW AN COOTBETCTBYHOLLMX ONEPALMOHHBIX CUCTEM.

G 3alyLLaemMblil KOMMbIOTEP C YCTAHOBJ/IEHHBIM aHTUBUPYCHbIM MakeTOM, B COOTBETCTBUU C €ro

: OYHKUMAMM B aHTUBMPYCHOW CETWU, UMeHyeTcs paboyeli cmaHyuel aHTUBUPYCHOW ceTu. He-
06X0ANMO MOMHUWTb, YTO MO CBOUM GYHKLIMAM B JIOKaJAbHOM CETWU Takol KOMMbIOTEP MOXET
6bITb Kak paboyen cTaHLMeNn UaM MOBUAbHBIM YCTPOMCTBOM, Tak U CEPBEPOM JIOKaNbHOW ce-
™.

AHTUBMPYCHbIE MakeTbl YCTaHaB/MBAKOTCA Ha 3alyMLLaeMblx CTaHUMAX 1 nogkatodatotca K Cepse-
py Dr.Web. Kaxaas ctaHUMA BXOAUT B COCTaB OAHOW UM HECKOJIbKUX TPYMI, 3aperncTpupoBaH-
HbIx Ha 3Tom CepBepe. MNepegaya nHGopmaummn mexay craHume n CepBepoM OCyLLLeCTBAAETCA
Mo MPOTOKOAY, NCNOb3yeMOMy B IokanbHon cetn (TCP/IP Bepcuu 4 nan 6).

YcTraHoBKa

NokanbHas ycTtaHoBKa aHTMBMpYcHoro naketa ans OC Android ocyuectBasieTcs Ha MOBUABHOM
YCTPOMCTBE MOJIb30BaTENS HEMOCPEACTBEHHO. MOXET NPOU3BOANTCSA Kak aAMUHUCTPATOPOM, TaK
¥ NoNb30OBaTENIEM.

@ MoapobHoe onucaHve MpoLesyp YCTaHOBKW aHTUBUPYCHbIX MakeToB Ha paboune cTtaHuuu
npveeseHo B PykoBoACTBe NO yCTaHOBKE.

YnpaBneHue

Mpwn nogaepxke casasn ¢ Cepsepom Dr.Web agmunHMcTpaTOpy AOCTYMNHbI CieaytoLine BO3MOXXHO-
CTW, peannsyemble aHTUBUPYCHbIM MakeToOM Ha CTaHLUW:

e LleHTpann3oBaHHas HacTpoika AHTMBMpPYca Ha pabouwx cTaHuumsx npu nomolwm LleHTpa
ynpasaeHus.

|-|pl/1 3TOM aAMUHUCTPATOP MOXET KaK 3anpeTunTb, TaK N OCTaBUTb BO3MO>XXHOCTb NMOJ1Ib30BaTENHO
CaMOCTOATE/IbHO N3MEHATb HaCTpOP’IKM AHTVIBVIpyca Ha CTaHUWMK.

e MNMosyyeHne CTaTUCTUKN CKAaHUPOBaHWA W Mpoyein MHPopmaumm o paboTe aHTUBUPYCHBIX
KOMMOHEHTOB U O COCTOSIHUM CTaHLMM.

PykoBOACTBO agMMHUCTpaTOpa
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FnaBa 2. Dr.Web Enterprise Security Suite

O6HoBNIeHUue

Cepeep Dr.Web 3arpyxaeT 06HOBAEHNS 1 PacnpOCTPaHAET UX Ha NMOAKNHOUYEHHbIE K HEMY CTaH-
unn. Taknm 06pa3om aBTOMATUUYECKU YCTaHABAMBAETCS, NOAAEPXKUBAETCA U PeryanpyeTcs onTu-
MaJsibHas CTpaTervs 3almTbl OT Yrpo3 HE3aBUCKMMO OT YPOBHSA KBaaudMKaLum noab3oBaTenen pa-
BouUnx CTaHLUMA.

B cnyuae BpeMeHHOro oTk/itoueHus pabouen CTaHUUWM OT aHTUMBMPYCHOW ceTn, AHTUBMPYC Ha
CTaHLMN UCMONb3yeT NOKaNbHY KOMWKO HACTPOeK, aHTUBMPYCHas 3alimTa Ha pabouyen cTaHLUM
coxpaHsaeT CBOH OYHKLMOHANbHOCTb (B TeYeHMEe CPOoKa, He MpeBblLaloLLEero CpokK AenNCTBUS
NO/Ib30BaTENbCKOW NnLLeH3UK), HO obHoBAeHMe 1O He npousBoauTca. Ecam ana ctaHumm paspe-
WweHo dyHKLMoHUpoBaHue B MobuseHoM pexume, Npw notepe cBa3n ¢ Cepepom byaeT gocTyn-
HO 0BbHOBAEHME BMPYCHbIX 6a3 HenocpeacTBeHHO ¢ cepeepoB BCO.

@ MpuHLMN paboTbl CTaHLUWI B MOBUABHOM pexrMe onvcaH B PykoBoacTBe agMUHUCTPATO-
pa.

PykoBOACTBO agMMHUCTpaTOpa
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Fnasa 3. Dr.Web ana Android

Dr.Web ana Android HageXHO 3alymiiaeT MOBUAbHbIE YCTPONCTBA, paboTatoLimne nog ynpasie-
HVYem onepauynoHHon cuctembl Android™, a Takke TeneBU30pbl, MeAnanpourpbIBaTes v U Urpo-
Bble KOHCOAM, paboTatowme Ha naatpopme Android TV™, OT passiuHbIX BUPYCHBIX Yrpo3, Co-
3fj@aHHbIX CMeunanbHO ANS 3TUX YCTPOWNCTB.

B npunoxeHun npumeHeHbl Hanbosiee nepesoBble pa3paboTku n TexHonorum «Joktop Beb» no
OBHapYXXEHUIO U 06Ee3BPEXMBAHNIO BPEAOHOCHLIX OBBEKTOB, KOTOpPble MOTYT MPEeACTaBAATb
yrpo3sy GyHKLMOHNUPOBaHMIO YCTPOMCTBA U ero MHGOPMaLMOHHONM 6e30MnacHoCTL.

Dr.Web ana Android ncnonbs3yet Origins Tracing™ for Android — yHVKanbHyt0 TEXHONOTUIO AeTek-
TUPOBaHUA BPeAOHOCHbIX NporpamMm Ans naatdopmbl Android. [laHHas TexHonorvs nossonset
onpesensTb HOBble CEMENCTBA BUPYCOB Ha OCHOBe 6a3bl 3HaHWI O NpeapblayLmx yrpo3ax. Origins
Tracing for Android cnocobHa pacno3HaBaTb Kak MepeKOMMUAMPOBaHHbIE BMPYChl, Takne Kak
Android.SMSSend, Android.MobileSpy, Tak n npunoxenus, 3apaxeHHble Android.ADRD,
Android.Geinimi, Android.DreamExploid. Ha3zBaHusa yrpos, obHapyeHHbIx npu nomowmn Origins
Tracing for Android, umetot Bug Android.VirusName.origin.

3.1. KomnoHeHTbl Dr.Web ana Android

Ana 3awutbl ctaHumr nog OC Android npesocTaBAsatoTCA Cneayrowme aHTUBUPYCHbIE KOMIMOHEH-
Tbl:

CkaHep Dr.Web, Dr.Web Agent CkaHep

CKaHMpoBaHMe MOBUNBHOrO YCTPOMCTBA MO 3ampocy MO/b30BaTeNs, a TakXe COrnacHoO
pacnucanuto. Takxke nojAepXunBaeTcs BO3MOXHOCTb 3arycka yAaneHHOW aHTUBUPYCHOMN
NpOBepKM CTaHUuiA 13 LieHTpa ynpaBaeHus.

SplDer Guard

MNocTosHHas npoBepka $anioBON CUCTEMbI B pexXMMe peanbHOro BpemeHu. CkaHMpoBa-
Hue Bcex GannoB NP NOMbITKE UX COXPaHEHWS B NaMATU MOBUABHOTO YCTPOWMCTBA.

®@unemp 380HK08 U cO0bLeHULU

OunbTpaums SMS-coobueHnn 1 TenedoHHbIX 3BOHKOB NMO3BOASET HAOKMPOBaTb HeXXena-
TeNlbHble COOBLLEHMS N 3BOHKW, HAaMpUMep, pekaaMHble PaccblikK, a TakKe 3BOHKU U CO-
06LLEeHNs C HEN3BECTHbIX HOMEPOB.

AHmuseop

O6Hapy>KeHVe MeCTOMOJIOXKEHUS UAN onepaTuBHas 610KkMpoBka GYHKLMIA MOBUABHOrO
YCTPOWCTBA B C/ly4ae ero yTepu Uan Kpaxw.

PykoBOACTBO agMMHUCTpaTOpa
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Fnasa 3. Dr.Web ana Android

Cloud Checker

URL-bunbTp no3BossieT orpaanTtb Noib3oBatesns MOBWUIBHOIO YCTPOWCTBA OT HeXenaTeNb-
HbIX NHTEPHET-PeCypCoB.

bpaHomaysp (Hacmpoulku docmynHsl Moa6KO Ha MobuU/IbHOM ycmpoticmee)

3awmTa MOBUIBHOrO YCTPOMCTBA OT HECaHKLMOHUPOBAHHOIO AOCTyNa W3BHE W MpesfoT-
BpaLLeHME YTeUKM BaXKHbIX AaHHbIX Mo ceTh. KOHTPO/Ib NOAKAOUEHUS U Nepesayn AaHHbIX
no cet NHTepHeT n 6A0KMPOBKa MOAO3PUTENbHBIX COEAUHEHUA Ha YPOBHE MakeToB U
NPUNOXKEHNIA.

Aydumop 6ezonacHocmu (Hacmpoliku docmynHel MoJibko Ha MobubHOM ycmpolicmee)

[lvarHocTrka 1 aHann3 6e30nacHOCTM MOBUABHOrO YCTPOMCTBA U YCTPaHEHWE BbIABAEHHbIX
npobaemM 1 yasBumMocTen.

®Puemp npuaoxeHut

3anpert 3anycka Ha MOBWAbHOM YCTPOWCTBE TeX MPUNOXEHMWM, KOTOPbIE HE BKOUYEHbI B
CMMCOK pa3peLUeHHbIX a4MUHNUCTPATOPOM.

3.2. Hactpowka Dr.Web gna Android

YT106bI NPOCMOTPETHb MM U3MEHUTb HAaCTPOMKM aHTUBUPYCHbIX KOMIMOHEHTOB Ha pabouen
CcTaHUMMK:
1. BbibepuTte NyHKT AHTUBMpPYCHasA ceTb rMaBHOro MeHo LieHTpa ynpasaeHus.

2. B OTKpbIBLIEMCA OKHE B MepapXM4yeckOM CruCKe HaXMuTe Ha Ha3BaHue cTaHuuu nog OC
Android vau rpynnbl, cogepkallen Takme CTaHuun.

3. B oTkpbiBlIemca ynpaBasatowem MeHio B pasgene Kondwurypaumsa, B nogpasgene Android
BblbepunTe TPebyeMbli KOMMOHEHT:

e Dr.Web ansa Android

e CkaHep

SplDer Guard
AHTMCNaMm

AHTMBOP

OUAbTP NPUNOKEHNM

Cloud Checker

il*: AZMUHUCTPATOP MOXEeT 3anpeTuTb pejakTMpoBaHWe HacTpoek B pasgesne lMpaBa LieHTpa

~_ ynpasieHus. Mpu 3TOM MO/b30BaTeNb HE CMOXET M3MEHUTb HACTPOWKM Ha MO6UAbHOM
YCTPOWCTBE, N pefakTMpOoBaHVe HacTpoek ByAeT BO3MOXHO TONbKO aZMUHUCTPATOPOM Yepe3
LleHTp ynpaBneHus.

4, OTKpOGTCFI OKHO HaCTpOeK COOTBETCTBYHOLLLETO aHTUBNPYCHOIoO KOMIMOHEHTa.

PykoBOACTBO agMMHUCTpaTOpa
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YnpaBneHne HacTponKaMu aHTUBUPYCHBIX KOMMOHEHTOB Yepe3 LleHTp ynpaBaeHns nmeer He-
KOTOpble OTANYMA OT yNpaBieHNA HacTpOMKaMun HemocpeACTBEHHO Yepe3 COOTBETCTBYOLLMe
KOMMOHEHTbI aHTUBMPYCa Ha CTaHLUW:

® /1A ynpaBaeHUAa OTAe/IbHbIMU NMapaMeTpamMm VICI'IOJ'Ib3yVITe KHOMKMW, pacCno/ioXKeHHble CripaBa
OT COOTBETCTBYHOLLMX HAaCTPOEK:

# YCTaHOBUTb B Hauya/lbHOEe 3HauUeHWe — BOCCTAHOBWUTb 3HauYeHME, KOTOPOe MapameTp
“Men A0 pefakTMpOBaHWs (MOCNeAHEe COXPAaHEHHOE 3HaYeHMe).

# C6pocuTb B 3HaUE€HWE MO YMOJIUAHUIO — YCTaHOBWUTb ANsl MapaMeTpa 3HaueHwe Mo
YMOJUAHUIO.

® N4 yNpaBAeHNAa COBOKYMHOCTbIO BCEX MapaMeTpoB pasjena UCnosib3yriTe KHOMKM Ha naHe-
JIN IHCTPYMEHTOB:

@ YcraHOBUTDbL BCce napameTpbl B Ha4daJibHbleé 3HaY€HUA — BOCCTAHOBUTb 3HAaY€HWNA, KO-
TOpble BCE NapaMeTpbl AaHHOIO pasgesa UMeNn A0 TEKYLLEro peaaktnpoBaHUA (nocnep,—
HWE COXPaHEHHbIE 3HaYeHuns).

‘@ YctraHOBUTDb BCe napameTpbl B 3HaYe€HNA MO YMOZTHaHUIO — YCTaHOBUTb A4 BCEX Na-
PaMeTpoB AaHHOIO pa3jena 3Ha4eHWnA, 3ajaHHbl€ MO YMOAYaHUIO.

T4 PacnpocTpaHuTb 3T HaCTPOKM Ha APYrov o6bekT — CKOMMPOBaTb HACTPOWMKK U3
[AaHHOTO paszena B HaCTPOMKW APYron CTaHUUW, TPpynnbl UM HECKOAbKMX TPYMMn U CTaH-
LA,

# ycranoeutnb Hac/ieAoBaHWe HAaCTPOEK OT NePBUUHON Fpynnbl — YAaAUTb NepCcoHasb-
Hble HAaCTPOVKM CTaHLMI U YCTAaHOBUTb Hac/lej0BaHMe HaCTPOeK JaHHOTO paszena oT nep-
BMYHOM rpynnbl.

o CkonupoBaTb HaCTPOMKM U3 NEePBUUYHON FPyrMbl U YCTAaHOBUTb UX B KauecTBe nep-
COHaJIbHBIX — CKOMUPOBAaTb HAaCTPOWMKW JaHHOTO pa3gesia U3 NepBMUYHON Fpynnbl U 3a4aTb
UX AN BbIOpPaHHbIX CTaHUMIA. HacnesoBaHne npy 3TOM He YCTaHaB/MBAETCS, U HaCTPOMKM
CTaHLMM CYMTAIOTCS MEePCOHA/IbHBIMMU.

) JKcnopTMpoBaTb HAacCTPOMKU U3 AaHHOro pasgena B pahn — COXpaHWTb BCe Ha-
CTPOVIKM U3 faHHOrO pa3gena B dain cneyunansHoro dopmarta.

¥ MMnopTupoBaTbh HaCTpPOKM B AaHHbI pa3aen u3s ¢paina — 3aMeHUTb BCe HACTPOM-
KW B J@aHHOM pasfene HacTponkamu n3 danna cneumnanbHoro popmara.

5. MNocne BHeCEHMM KaKMX-IMBO M3MEHEHWI B HACTPOWKW Mpu nomowm LleHTpa ynpaBneHus,
NS NPUHATUA 3TUX U3MEHEHUW, Haxmute kHorky CoxpaHuTb. Hactponku 6yayT nepesaHbl
Ha cTaHuun. Ecam ctaHumm 6bin OTKNKOYEHBI B MOMEHT BHECEHWA N3MEHEHWN, HaCcTPOMKK By-
AyT nepesaHbl B MOMEHT NOAK/OYEHNA cTaHumin kK Cepepy.

3.2.1. Dr.Web pna Android

O6wme HacTponkun Dr.Web ans Android n HacTponkn obHOBNeHUI 3agatoTca B pa3gene Dr.Web
ana Android.

PykoBOACTBO agMMHUCTpaTOpa
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O6wue

YcraHoBuTte dpnaxok MpoBepATb ¢paiinbl aBTo3anycka, YTOOblI NPOBEPATH NaMATb YCTPOWCTBA
Ha Hannuune dannos aBto3anycka Windows. [laHHas HacTpoiika OTHOCUTCA W K aHTUBWUPYCHOM
nposepke, ocyuiecteasemort SplDer Guard B pexunme peasbHOro BpeMeHU, N K CKaHMPOBAHWIO
CMCTeMbI MO 3amnpocy Noib3oBaTens.

e YcTaHoBMTE $axkok Bkaountb 3ByKOBble YBeAOM/IEHUsA, YTOObI BKAHOUWTb UCMO/b30BaHNE
3BYKOBbIX YBEAOMAEHWNIA MPU OBHAPYXXEHUW YrpO3bl, €€ yAaNeHUW UK NepeMELLEHNN B KapaH-
TWH.

e YcTtaHoBuTe dnaxkok OTobparkatb 3Hauok Dr.Web, utobbl BkIHOUNTL OTOBpakeHve 3Hauka
NPWIOXEHNA B CTPOKE COCTOAHMA Npu BKAoYeHUn SplDer Guard.

e YcraHoBMTE dnaxkok OTCcneXMBaTb MeCTOMOJIOXKEeHUe, UTOObl pa3pellnTb NPUIOXKEHNUIO MO-
nyyaTb MHGOPMALIMIO O TeKyLMX KOopAMHaTax ycTpoicTBa. B cnucke MepuoagnuHoctb nepe-
Aaum GPS-koopauHaT BbIGEPUTE BPEMEHHON MPOMEXYTOK, C KOTOPbIM YCTPOMCTBO OyaeTt
nepezaBaTtb NPUIOXKEHWNIO TeKyLLMe KOOPANHATI.

O6HoBNEHMA

e YctaHoBuTe draxok He ncnonbzoBatb Mo6nabHbI MHTEpPHET, UTOObI He NCMOAb30BaTb NpW
3arpy3ke obHOBAeHMN MObuabHble ceTu. Ecam aktmsHble cetn Wi-Fi He ByayT obHapy>eHsbl,
BaM OyZeT NpeAnoXxeHO BOCNob3oBaTbcA ceTaMu 3G mam GPRS. VIameHeHWe gaHHOM HacTpon-
KN He BAMAET Ha MCMOAb30BaHNE MOOWbHBIX CeTer OCTalbHbIMU GYHKLMAMU NMPUAOXKEHNS 1
MOBUNBHOTO YCTPOWCTBA.

e YcraHoBuTe dpnaxxok ABTomMaTuyeckoe obHoBsieHUe, YTOObl OOHOBNEHMSA 3arpy>Kaancb B aB-
TOMaTUYECKOM pexxmme.

e YcraHoBuTe pnaxok MNMpoBepATb HanMumne HOBOW BepcuM, UTOObI BKIOUUTL MPOBEPKY A0-
CTYMHOCTW HOBOW BEPCUU MpU Kaxz0oM 06HOBAEHUN BUPYCHbIX 6a3 npuaoxeHua. MNMpu nossne-
HVMW HOBOWN BEPCUM MPUNOXEHUA Bbl NONyUNUTE CTaHAAPTHOE YBELOM/EHME N CMOXETE ee one-
PaTUBHO 3arpy3unTb N YCTaHOBUTD.

3.2.2. CkaHep

CkaHep Dr.Web ocywectBnser 6bICTpyr0 nan NosHyt0 NpoBepky $arNoBOW CUCTEMBI, @ Takxke
npoBepseT oTAesbHble Gannbl U Nanku.

Hactpowkn CkaHepa Dr.Web 3asarotcs B pasgene CkaHep.

O6wue

e YcraHoBuTe dnaxok MpoBepATb apXxmBbl, UTOObLI BKIOUKUTL NPOBepPKy dannoB B apxmBax. 1o
YMOIYaHWNIO NPOBEpPKa apXMBOB BblK/ItOUeHa. BkatoueHne npoBepkn apxMBOB MOXKET CKa3aTbCA
Ha ObICTPOAENCTBUN CUCTEMBI U YBEAUYUTb pacxos 3apasa batapen. [Npu 3Tom, oTkatOUeHMe
NPOBEPKM apXMBOB He CKa3blBaeTCA Ha ypOBHe 3aLmTbl, nockonbky CkaHep Dr.Web nposepser
yctaHoBouHble dannbl Android (.apk) B ntobom cnyyae, He3aBUCMMO OT YCTaHOBNEHHOTO 3Ha-
YeHWa JaHHOro NapameTpa.

PykoBOACTBO agMMHUCTpaTOpa
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JonosHntenbHO

e YcraHoBuTe/cHUMUTE ¢Paxku MpoBepATb Ha HanAnume peknamMHbiX nporpamm v lMpose-
PATb Ha Ha/ZMuMe NOTEHLMA/IbHO OMacCHbIX NMPOrpamMm, YTo6bl BKAHOUNUTL/OTKAKOUNTL NPO-
BEPKY CUCTEMbl Ha Haanyme peknaMHbIX MporpaMm M MOTeHLMasbHO OMnacHbIX nporpamm (B
TOM UKnCNE, MPOrpPaMm B3JI0Ma 1 NPOrpaMmm-LIyTOK).

3.2.3. SplDer Guard

SplDer Guard ocyLuecTBasieT MOCTOAHHYHO NpoBepky GansoBON CUCTEMbI B PEXUME peanbHOro
BPEMEHW, CKaHWpyeT Bce dainibl NPWU MOMbITKE UX COXPaHEHMA B NMaMATW YCTPOMCTBA, 3allumLLan
TeM CaMbIM CUCTEMY OT MOSABAEHUA Yyrpo3 6e3onacHoCTL.

Hactpowikn SplDer Guard 3agatotcsa B pa3gene SplDer Guard.

e YcTtaHoBuTe/CHUMUTE dnaxok Bkarountb SplDer Guard, utobbl BKAHOUNTL/OTKAOUNTL SplDer
Guard. MNpw BkatoyeHumn SplDer Guard HaumHaeT 3awmwatb cuctemy. OH npogoskaeT pabo-
TaTb HE3aBMCMMO OT TOrO, 3anyLLeHO MPUIOXKEHME AN HET.

e YcraHoBuTe dnaxok MpoBepATb apXxmBbl, UTOObLI BKIOUKUTL NPOBepPKY danioB B apxmBax. 1o
YMOIYaHWNIO NPOBEpPKa apXMBOB BblK/tOUEeHa. BkatoueHne npoBepkn apxMBOB MOXKET CKa3aTbCA
Ha ObICTPOAENCTBMM CUCTEMbI U YBEIUYUTL pacxos 3apsaga H6atapeun. [pu 3TOM OTKAKOUeHMe
NMPOBEPKM apXMBOB He CKa3blBaeTCA Ha ypOBHe 3almTbl, nockonbky SplDer Guard nposepset
ycTaHoBouHble dannbl Android (.apk) B ntobom cnyyae, HE3aBUCMMO OT YCTaHOBNEHHOTO 3Ha-
YeHWa JaHHOro NapameTpa.

e YcraHoBuTe ¢naxok NMpoeepaTb SD-kapThl, 4TOOLI BK/IOUMTL NPOBEpPKy SD-kapTbl Npu Kax-
AOM ee MOAKNOYEHUN K YCTPOMCTBY.

e YcraHoBuTe/cHUMUTE ¢paxku MNMpoBepATb Ha HanAnume peknamMHbiX nporpamm v lMpose-
PATb Ha Ha/ZMuMe NOTEHLMa/IbHO OMacCHbIX NMPOrpamMm, YTobbl BKAHOUNUTL/OTKAKOUNTL NPO-
BEPKY CUCTEMbl Ha Haanyme peknaMHbIX MporpaMm v MOTeHLMasbHO OMacHbIX nporpamm (B
TOM UKnCNe, NPOrpaMm B3JI0Ma 1 NPOrpaMmm-LIyTOK).

3.2.4. AHTUCNaMm

OyHKuMa GuabTpaLmm 3BOHKOB 1 SMS no3BosisieT 610KMpOBaTb HeXenaTeNbHble 3BOHKN 1 CO06-
LLeHUs, HanpuUMep, PeKIaMHble PacCbIKK, a TakKe 3BOHKU M COOBLLEHMS CO CKPbITbIX HOMEPOB.

Hactpoiikn ¢unbtpaumm 3BoHKOB 1 SMS 3agatotcs B pa3gene AHTUCNaM.

B cnucke Tekywmii npodpunb Boibepute pexkum puabTpauum:
e MpuHumMaTb Bce. [laHHbIN pexxnMm OTKIoYaeT uUAbTPaLIMIo, B pe3y/bTaTe Yero Bce BXoAdAline
3BOHKM U SMS-coobuieHunsa byayT NpUHATHI.

e broknpoBartb Bce. B faHHOM cnyyae Bce Bxogslime 3BOHKM 1 SMS-coobueHna byayT 3abno-
KMPOBaHbI.

e KopnopaTMBHbIA 4epHbIA cnucok. [pu Bbibope gaHHOro pexuma OyayT 3aba0KMpOBaH®bI
BXOZAALLME 3BOHKM U SMS-coobLLeHna ToNbKO C HOMePOB, f0baBAEeHHbIX B YePHbIV CMMCOK.

PykoBOACTBO agMMHUCTpaTOpa
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e KopnopatnBHbi 6enbii cnucok. [pun Bbibope JaHHOro pexunma 6yayT nponyLeHbl BXOAA-
e 3BOHKN 1 SMS-cooblLueHns TOIbKO C HOMepPOB, A06aBNEHHbIX B 6enblii CMMCOK.

Mpw BbIGOpE pexnma KopnopaTuBHbIA yepHbIi cnucok nan KopnopaTuBHbiii 6enbiii cnncok
poctyrneH ¢naxok CKpbiTble HOMepa 3amnpelieHbl, NPy YCTaHOBKE/CHATUM KOTOPOTO MOXHO
3anpeTuTb/paspeLLmnTb BXOAALLME 3BOHKMU U SMS CO cKpbITbiX HOMEPOB.

3.2.5. AHTnBOp

AHtBOp Dr.Web no3Bonsier obHapy>XuTb MeCTOMONOXEHNE UAN OMepaTUBHO 3abJ0KMpPOBaTb
bYHKLUMM BaLlero MObuabHOro yCTPOMCTBa B C/lyyae ero noTepu Uan Kpaxm.

Hactpowikn AHTBopa Dr.Web 3azatotcsa B pa3zgene AHTUBOP.

¢ B none Maponb BBeAnNTE Napob (OH AONXKEH COAep>XKaTb He MeHee 4 cMMBOJIOB). [aHHbIN na-
ponb byAeT mcnonb3oBaTbCA A/A ynpasaeHua Bcemu yHKumaMu AHTMBOpa Dr.Web. Mpw
HeobX0ANMOCTH, Bbl MOXETe BKAKOUMTb OMNLMIO MPOCMOTPa CUMBOIOB NPV BBOAe napoas. s
3TOro HaXXMWTE Ha 3HAYOK ‘& cnpaBa OT No/s BBOAA.

e YcraHoBuTe dnaxok baoknpoBaTb nocne nepesarpyskm, 4To6bl 3a610KMPOBaTh YCTPOMCTBO
B C/ly4ae ero nepesarpysku.

e YcTtaHoBuTe ¢naxkok BnokupoBatb npu 3ameHe SIM-kapTbl, 4TOobbl B Clydae cMmeHbl SIM-
KapTbl Balle YCTPOWCTBO 6bIN0 3a610KMPOBaHO.

e YcTaHOBUTE GlaxkoK Yaanutb AaHHble nocae 10 owm6b60oK npu BBOAE Napons, Ytobbl NOAHO-
CTblO CTepeTb Bally JNYHYH MHPOpMaLMto ¢ ycTporcTtea nocne 10 owmbok npu BBOAE Napons.

e Haxmute TekcT Ha 3kpaHe 3a6si0kMpoBaHHOro TesnedoHa W BBeAWUTE TeKkCT (Hampumep,
KOOPAMHATbI /1 CBA3M C BaMU /15 BO3BPALLEHWUSA BaM MOTEPSHHOrO MOBUIbHOTO YCTPONCTBA),
4TOObI 33/aTb TEKCT, KOTOPbIN ByAeT 0TobpaXKaTbCs Ha IKpaHe 3a610KMPOBAHHOTO YCTPOWCTBA.

e B cnucok Cnucok apy3en go6aBbTe TenedOoHHblE HOMEPA, A1 KOTOPbIX MOXHO HaCTPOUTb OT-
npaBKy Ha ycTponcTBo SMS-komaHg 6e3 ykazaHua naposs. Kpome Toro, ¢ aTux HOMepoB MOX-
HO OoTnpaBuTb SMS-komaHay oTtkatoueHna AHTuBopa Dr.Web un cbpoca yctaHoBnAeHHOro ans
Hero naposs.

e YcraHoBuTe ¢dnaxok Coobwntb Apysbam o 3ameHe SIM-kaptbl, 4TOObI MHPOPMMpPOBaATHL
Apy3en o cmeHe SIM-kapTbl Ha MOBUABHOM YCTPONCTBE.

e YcraHosuTe ¢axxok MpuHnmatbe SMS-komaHabl 6e3 napons, 4To6bl paspewnTs OTAPaBKY
SMS-komaHg ¢ TenedOHOB BalMX Apy3ein 6e3 yKasaHWa Napons, yCTaHOBAEHHOro Ans AHTUBO-
pa Dr.Web. HezaBucnmo ot toro, yctaHoBaeH an ¢pnaxok MpuHumare SMS-komanpabl 6e3
napons, Apy3ba MOryT OTNPaBUTb KOMaHay #RESETPASSWORD# 6e3 napons. [laHHaa KkomaHAa
CNY>XUT Ana pa3baoKnpoBKM yCTporcTBa U cbpoca naposns AHTneopa Dr.Web.

3.2.6. PunbTp NPpUNOIKEHUN

B pazgene ®unbTp NPUIOKEHUI Bbl MOXeETe 3aAaTb CMMUCOK MPUNOXEHWIN, KOTOpble MOryT
3anyckaTbCa Ha MOBWbHBIX YCTPOMCTBAX, MOAKIOUYEHHbIX K aHTUBUPYCHOW CETU.

PykoBOACTBO agMMHUCTpaTOpa
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il*: Mpy “cnonb3oBaHWUN JaHHOW OMLMN BCE OCTasibHblE MPUIOXEHWS (38 UCKIFOUEHVNEM CUCTEM-
HbIX), He BXOAALLME B 3afaHHbIN CMIUCOK, HE CMOTYT 3amnyckaTbCsi Ha MOOGUABHOM YCTPOWCTBE
nosb3oBaTens.

UYT06bI HACTPOUTbL CMUCOK pa3peLleHHbIX NPUJIOXKEHWUIA:

1.

Ha ogHOM 13 MOBW/IBHBIX YCTPOWCTB, MOAKAOUYEHHbIX K CepBepy, 3ajaiTe CNMCOK pa3peLleH-
HbIX MPUIOXEHWNI:

a) Ha rnaBHom 3kpaHe npunoxenus Dr.Web, yctaHOBN€HHOrO Ha MOOGW/IBHOM YCTPOWCTBE,
oTKpouTe pasgen AAMUHUCTpaTOP.

b) Bbibepute npunoxeHuns, kotopble ByayT JOCTYMHbI Ha YCTPOWCTBE.
c) Haxmute kHonky PaspewmTb BbibpaHHbIe.

Mpw coxpaHeHUW HaCTpPOeK Ha YCTPOMCTBe, OHM ByayT nepesaHbl Ha CepBep 1 COXpaHeHbl Kak
nepCcoHaNbHble HACTPOMKM A8 JAHHOTO YCTPOMCTBA.

B LleHTpe ynpaBaeHusa oTkpouTe pasgen ®uabTp npunoxxeHuin (cM. Hactporika Dr.Web ans
Android) ana cTaHLMW C NepCOoHaNbHbIMW HacTPOMKaMK, 3aZaHHbIMK Ha ware 1.

B pa3zene PaspelwieHHble NpunoXKeHUsa OyaeT 3asaH CNUCOK MPUAOXKEHWI, NONYUYEHHBIN C
yCTpoicTBa. MNpuUaoxeHns onpeaenstoTcs Nno CieayroLmM napameTpam:

e /IMa npuaoxeHus

e //IMa naketa

e MD5 npunoxeHus

Yepes HacTpownku B LieHTpe ynpaBaeHns He pa3peLuaeTcs:

e [106aBNATb NPUNOXKEHNA B CMNCOK pa3pelueHHbIX. [o6aBnTb NPUAOXKEHNE MOXKHO TONbKO
yepes3 HaCTPONKN MOBUABHOTO YCTPOUCTBA.

e PesakTpoBaTth NapaMeTpbl MPUIOXKEHWUM B CMUCKE Pa3peLlEeHHbIX.

Yepe3s HacTpoviku B LieHTpe ynpaBaeHnsa Bbl MOXeTe:

a) YAanaTb NPUNOXKEHMS M3 CIMCKa paspeLleHHbIX. s 3TOro HaXMuUTe KHOMKY — HanpoTWB
COOTBETCTBYHOLLETO MPUIOXKEHWS.

il*: Ecav Bbl yaanuTe BCe MPUIOXEHMSA M3 CMUCKA pa3pelleHHblX, HO caM PuabTp NpUAOKeHWUN
OCTaBUTE BK/IOYEHHBIM, H/ OAHO NMO/Nb30BaTE/IbCKOE MPUIOXKEHNE HE CMOXKET 3aMmyCTUTHCA Ha
MOBW/ILHOM YCTPOWCTBe.

b) Paspewatb Te >e NPUNOXEHWS ANS APYroro MOBWIBHOrO YCTPOWCTBA WAW TPyMMbl
YCTPOWCTB aHTUBUPYCHOW CeTU. [lna 3TOro HaXmuTe Ha MaHenn WHCTPYMEHTOB AaHHOrO
paszenia KHomnky o PacnpocTpaHuTb 3T HaCTPOMKM Ha Apyrom obbekT. OTKpoeTcsa OK-
HO C epeBOM aHTVBUPYCHOW CeTu, BbiIbepuTe OANH UM HECKONbKO OOBEKTOB ANA pacnpo-
CTPaHEeHWA HacTPoeK 1 HaxXmute KHonky CoxpaHuUTb.

c) Otkntouatb GuabTp NpuaoxeHUn. ns 3toro cHumMuTe dnar Bkarouuts ¢uabtp npuno-
YKEHUM.

PykoBOACTBO agMMHUCTpaTOpa
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ObpatnTe BHUMaHMWE: ecin nepBoHayanbHO OUAbTP MNPUIOXKEHUI Bbla OTK/IHOUEH Ha CTaH-
LMK, Bbl MOXeTe BKJIKOUUTb ero B HacTporikax B LieHTpe ynpaBaeHuns, ogHako He CMOXeTe 0-
6aBUTb NMPUIOXKEHUA B CMINCOK Pa3peLLUEHHbIX. [1p1 3TOM HM OAHO MOJIb30BaTEIbCKOE MPUIO-
>KEHME He CMOXKET 3aMyCTUTbCA Ha MOBMIBHOM YCTPOMCTBE.

Ecam uenbto dunbTpauum He sBASETCH 3amnpeT BCEX MOJb30BaTENbCKMX MPUIOXKEHWUN, peKo-
MEHAYETCA HauMHaTb HAaCTPOWKY Ha MOBUIBHOM YCTPOMCTBE, Kak OnucaHo B ware 1 gaHHOW

npoLeaypbl.

5. Mocne pepakTMpoBaHUa HacTpoek HaxxmuTe CoxpaHuTb. VI3meHeHns ByayT nepegaHbl Ha Mo-
H6unbHOe yCTpOnCTBO.

3.2.7. Cloud Checker

URL-¢unbTp Cloud Checker no3ssonset orpagutb nosb3oBaTesns MOOUABLHOIO YCTPOUCTBA OT He-
XenatenbHbix MHTepHeT-pecypcoB. C nomowbio Cloud Checker moxHO 3abnokmpoBatb JOCTyN K
Pa3/IMUYHbIM KaTeropusamM HEPEKOMEHJOBaHHbIX K MPOCMOTPY WM MOTEHLMaNbHO OMacHbIX Beb-

CanToB.

Hactpowkn Cloud Checker 3agatotcsa B pa3gene Cloud Checker.

UT06bI 326/10KMpPOBaTh AOCTYN K CaliTaM MO KaTeropusam:

1. YcraHoBuTte dnaxkok bnoknpoBatb NO KaTeropmam.

2. YctaHoBUTe GiaXkKKM HaMpPOTMB TeX KaTeropuin CauToB, AOCTYN K KOTOPbIM HY>HO 3ab/10KMpo-

BaThb.

@

B npogykte Dr.Web ana Android HaumHas ¢ Bepcumn 10.0.0 6onee He Mcnonb3lyeTcs onums
610knpoBkM Kateropuv M3BecTHble UCTOUHMKU BUPYCOB. /I3MeHeHWe cocTosHus dnara
LleHTpa ynpaBneHns MCTOUHUKM pacnpocTpaHeHUs BUPYCOB WIHOPUPYETCs, HacTpoWka
CymTaeTCs BCersa BKIHOYEHHON.

[aHHas onuus MOXeT OblTb OTK/AHOUYEHA TONbKO Mpu OTKAtUeHUn Bcero moayns Cloud
Checker.

PykoBOACTBO agMMHUCTpaTOpa
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MpunoxxeHue A. TexHnueckaa noagepixkka

MpunoxxeHune A. TexHunueckasa noaaeprxka

MNpwn BO3HMKHOBEHUWN MPO6aemM C yCTaHOBKOW MM paboTor NpoAyKTOB KOMMaHUK, Npexae Yem
obpaLLaTbCa 3a MOMOLLBIO B CNY>XOY TEXHUYECKOWN NOAAEPKKM, MONPOBYINTe HaNTK pelueHme cne-
Ayrownmmn cnocobamm:

e 03HAKOMbTECh C MOCAEAHUMMN BEPCUAMM ONMUCAHUI N PYKOBOACTB MO ajpecy
https://download.drweb.ru/doc/;

e MpouMTanTe paszesn u4acTo 3aZaBaeMblXx BOMPOCOB Mo agpecy http://support.drweb.ru/
show faqg/;

e nocetute Gopymbl KomnaHmm «Joktop Beb» no agpecy http://forum.drweb.com/.

Ecav nocne 3Toro He yaanoch pewwmnTb Npobaemy, Bbl MOXeTe BOCMOAb30BaTbCA OAHUM U3 Caesy-
FOLLMX CNocoboB, UTODObLI CBA3ATHCA CO CYXXKOON TEXHMUYECKOW MOAAEPXKKN KOMMaHuW «[okTop
Beb»:

e 3anosHuTe Be6-hopMy B COOTBETCTBYHOLLLEW cekLn pa3gena http://support.drweb.ru/;

e HanuwinTe 31eKTPOHHOE NMCbMO MO agpecy support@drweb.com;

e No3BOHUTE Mo TenepoHy B Mockse: +7 (495) 789-45-86 nam no 6ecnaaTHOW NNHUN ANS BCEW
Poccun: 8-800-333-7932.

VHdopmaumto o permoHanbHbIX MpeAcTaBUTENBCTBAX U oducax KomnaHmm «oktop Beb» Bbl MO-
XeTe HaWTU Ha opuLManbHOM caTe no agpecy http://company.drweb.ru/contacts/offices/.

PykoBOACTBO agMMHUCTpaTOpa
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