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FnaBa 1: Dr.Web Enterprise Security Suite

BeepeHue

Ha3HaueHue AOKyMeHTa

B gokyMeHTauum agMmnHUCTpaTopa aHTMBUpYcHon cetn Dr.Web Enterprise Security Suite npuse-
[eHbl CBeJeHWs, ONucbiBaroLme Kak obLime NpvHLUMNbIL, Tak U AeTaan peannsaum KOMMNaeKCHOM
aHTUBMPYCHOM 3aLLMTbl KOMMbFOTEPOB KOMMaHUK ¢ nomolbro Dr.Web Enterprise Security Suite.

JokymeHTauma agmMuHUCTpaTopa aHtnsBupycHou cetn Dr.Web Enterprise Security Suite coctouTt
V3 CNeAyHOLLIMX OCHOBHBbIX YacTel:

1. PykoBogcTBO no ycraHoBke (daivin drweb-esuite-10-install-manual-ru.pdf)
2. PykoBopacTBO agMuHucTpaTtopa (daiin drweb-esuite-10-admin-manual-ru.pdf)
3. Mpwunoxkenuns (parin drweb-esuite-10-appendices-ru.pdf)

MpunoxeHns cogepxkat TeEXHNUYECKYH MHGOPMaLMIO, OMUCLIBAOLLYHO NMapaMeTpbl HACTPOMKM
KOMMOHEHTOB AHTUBUPYCA, a Tak)Ke CUHTaKCUC U 3HAYEHUS UHCTPYKLUWUWA, UCMOAb3YEMbIX Npw
paboTe C HUMW.

i | 2 B AOKYMEHTaUMW NMPUCYTCTBYHOT NepeKpPeCcTHble CCbUIKU MeXAay nepevyncieHHbiMU JOKYMEHTa-
MW. |_|pl/l 3arpyske AOKYMEHTOB Ha JIOKa/IbHbIN KOMMbHOTEP, MNEepPEKpPeCTHble CCbIJIKU 6yAyT
q)yHKLI,I/IOHI/IpOBaTb TOZIbKO B TOM Cay4dae, eCart AOKYMEHTbl Pacrnoso>KeHbl B O4HOM KaTtaJsiore

N NMEKT N3HaYaibHble Ha3BaHUA.

B gokyMeHTaumn agMUHUCTpaTOpa He OMUCbIBArOTCA aHTMBUPYCHble nakeTbl DrWeb anda 3awwm-
LaeMbIX KOMMbIOTEPOB. 3a COOTBETCTBYHOLWMMMN CBeAeHUAMU obpaluaiitecb k PykoBoacTBam
nosib3oBaTenA aHTVBUPYCHOro pelleHna Dr.Web ana cooTBeTcTBytOLLIEN OMEPaLMOHHOW CUCTe-
Mbl.

MNepes npouteHneM AOKyMEHTOB ybeauTecb, UTO 3TO nociefHas Bepcua PykoBogcts. Pyko-
BOZCTBa MOCTOAHHO OOHOBAAKOTCA, U MOCNAEAHIOI WX BEPCUMIO MOXHO HanTh Ha oduumanbHOM
Beb-canTe komnaHum «Jloktop Beb» https://download.drweb.ru/doc/.

MpunoxeHuns
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FnaBa 1: Dr.Web Enterprise Security Suite

YcnoBHble 0603HauUeHUsA N COKpaLL,EeHNA

YcnoBHble 0603HaueHUnA

B aaHHOM PykoBoAcCTBE MCMONb3YHOTCA 0603HAaUeHMs, NpuBeseHHble B Tabanue 1-1.

Ta6banua 1-1. YcnoBHble 0603HaueHUnA

O603HaueHne

G
VA

AHMusupycHas
cemeo

<IP-address>

CoxpaHuTtb

CTRL

C:\Windows\

[Mpunoxenve A

CokpauweHus

KommeHTapwii

BaxxHOe 3ameuaHune nam yKasaHune.

MpeaynpexaeHne 0 BO3IMOXHbIX OLUIMOOUHbIX CUTYaLIMsAX, @ TakKe BadKHbIX MOMEH-
Tax, Ha KOTopble ciesyeT obpatnTb 0cob0e BHUMaHMeE.

HoBbin TEPMUH NAN aKLLEHT Ha TepMUHE B ONCaHUAX.

Mons ANnAa 3aMeHbl CI)yHKLI,I/IOHaJ'IbeIX Ha3BaHuUI q)aKTI/ILIeCKI/IMI/I 3HavyeHnamMmn.

Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYyHKTOB MEHIO U ApYrX 3N1eMEHTOB MPOorpamm-
HOro nHTepdeica.

O603HaueHna kKnaBuLL KNaBMaTypbl.
HanmeHoBaHWs paiinoB 1 KaTanoros, GparMeHTbl MPOrpaMMHOro Koga.

neperECTHble CCbUJIKM Ha rnaBbl AOKYMEHTA UM TUNEePCCbINIKN Ha BHELWHNE pecyp-
Cbl.

B TekcTe PykoBoacTBa ByAyT ynotpebasTbcs 6e3 pacluimdpoBKM CaesyroLine CoOKpaLLeHns:

e ACL - cnuckun koHTpons goctyna (Access Control List),

e CDN - cetb gocraBku koHTeHTa (Content Delivery Network),

e CPU - ueHTpanbHbin npoueccop (Central Processing Unit),

DFS — pacnpegeneHHas dannoas cucrtema (Distributed File System),

e DNS — cucrema gomeHHbix nmeH (Domain Name System),

GUI - rpaduueckmii nonb3osatenbckuii MHTepdeic (Graphical User Interface), GUI-Bepcus npo-

rpamMmbl — Bepcus, ncnonbsyrowas cpeacrea GUI,

e NAP — Network Access Protection,

e MTU — MakcuManbHbIM pa3Mep noaesHoro 61oka gaHHbix (Maximum Transmission Unit),

e TTL — Bpems xwu3HM naketa (Time To Live),

MpunoxeHuns
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FnaBa 1: Dr.Web Enterprise Security Suite

UDS - someHHbI cokeT UNIX (UNIX Domain Socket),

b, CYB/[, — ba3a [aHHbix, Cnctema YnpasneHus bazamu [laHHbix,

BCO Dr.Web — Bcemnpras Cucrema O6HoBneHn Dr.Web,
e JIBC — JlokanbHasa BbiumncantenoHasa CeTb,
e OC - OnepauwnoHHasa Cuctema,

e [10 — MNporpammHoe ObecneyeHue.

MpunoxeHuns
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FnaBa 2: NMpunoxxeHns

MpunoxxeHue A. MonHbi cNUCOK NogaepkuBaemMbix Bepcmin OC

Ana Cepsepa Dr.Web

OC cemenctBa UNIX

ALT Linux School Server 5.0

ALT Linux School Server 5.0 x86_64
ALT Linux School 6.0

ALT Linux School 6.0 x86_64

ALT Linux CMT 6.0 ceptnoumumpoBanHbin GCTIK
ALT Linux CIMT 6.0 ceptudunumposaHHbii PCTIK x86_64
Debian/GNU Linux 6.0 Squeeze
Debian/GNU Linux 6.0 Squeeze x86_64
Debian/GNU Linux 7.0 Wheezy
Debian/GNU Linux 7.0 Wheezy x86_64
Debian/GNU Linux 8.0 Jessie
Debian/GNU Linux 8.0 Jessie x86_64
FreeBSD 8.1

FreeBSD 8.1 amd64

FreeBSD 8.2

FreeBSD 8.2 amd64

FreeBSD 8.3

FreeBSD 8.3 amd64

FreeBSD 8.4

FreeBSD 8.4 amd64

FreeBSD 9.0

FreeBSD 9.0 amd64

FreeBSD 9.1

FreeBSD 9.1 amd64

FreeBSD 9.2

FreeBSD 9.2 amd64

FreeBSD 10.0

FreeBSD 10.0 amd64

F'naBa 2: NMpuno>keHns

MpunoxeHuns
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FreeBSD 10.1

FreeBSD 10.1 amd64

FreeBSD 10.2

FreeBSD 10.2 amd64

FreeBSD 10.3

FreeBSD 10.3 amd64

openSUSE Linux 11.4

openSUSE Linux 11.4 x86_64
openSUSE Linux 12

openSUSE Linux 12 x86_64
openSUSE Linux 13

openSUSE Linux 13 x86_64
openSUSE Linux 13.2

openSUSE Linux 13.2 x86_64
RedHat Enterprise Linux 5
RedHat Enterprise Linux 5 x86_64
RedHat Enterprise Linux 5.3
RedHat Enterprise Linux 5.3 x86_64
RedHat Enterprise Linux 6
RedHat Enterprise Linux 6 x86_64
RedHat Enterprise Linux 6.1
RedHat Enterprise Linux 6.1 x86_64
RedHat Enterprise Linux 7
RedHat Enterprise Linux 7 x86_64
RedHat Fedora 16

RedHat Fedora 16 x86_64
RedHat Fedora 17

RedHat Fedora 17 x86_64
RedHat Fedora 18

RedHat Fedora 18 x86_64
RedHat Fedora 19

RedHat Fedora 19 x86_64
RedHat Fedora 20

RedHat Fedora 20 x86_64
RedHat Fedora 21

RedHat Fedora 21 x86_64

F'naBa 2: NMpuno>keHns

MpunoxeHuns
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RedHat Fedora 22

RedHat Fedora 22 x86_64
RedHat Fedora 23

RedHat Fedora 23 x86_64
RedHat Fedora 24

RedHat Fedora 24 x86_64
RedHat Fedora 25

RedHat Fedora 25 x86_64

SUSE Linux Enterprise Server 10
SUSE Linux Enterprise Server 10 x86_64
SUSE Linux Enterprise Server 11
SUSE Linux Enterprise Server 11 x86_64
SUSE Linux Enterprise Server 12
SUSE Linux Enterprise Server 12 x86_64
Oracle Solaris 10 x86

Oracle Solaris 10 Sparc 32bit
Oracle Solaris 10 Sparc 64bit
Oracle Solaris 11 x86

Oracle Solaris 11 Sparc 32bit
Oracle Solaris 11 Sparc 64bit
Ubuntu 10.04

Ubuntu 10.04 x86_64

Ubuntu 12.04

Ubuntu 12.04 x86_64

Ubuntu 14.04

Ubuntu 14.04 x86_64

Ubuntu 15.04

Ubuntu 15.04 x86_64

Ubuntu 16.04

Ubuntu 16.04 x86_64

Ubuntu 16.10

Ubuntu 16.10 x86_64

Linux glibc2.13

Linux glibc2.13 x86_64

Linux glibc2.14

Linux glibc2.14 x86_64

F'naBa 2: NMpuno>keHns

MpunoxeHuns
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Linux glibc2.15

Linux glibc2.15 x86_64
Linux glibc2.16

Linux glibc2.16 x86_64
Linux glibc2.17

Linux glibc2.17 x86_64
Linux glibc2.18

Linux glibc2.18 x86_64
Linux glibc2.19

Linux glibc2.19 x86_64
Linux glibc2.20

Linux glibc2.20 x86_64
Linux glibc2.21

Linux glibc2.21 x86_64
Linux glibc2.22

Linux glibc2.22 x86_64
Linux glibc2.23

Linux glibc2.23 x86_64
Linux glibc2.24

Linux glibc2.24 x86_64
Astralinux 1.2 x86_64
Astralinux 1.3 x86_64
MCBC 5.0 x86_64

OC Windows
- 32 bit:

Windows XP Professional ¢ SP3
Windows Server 2003 ¢ SP2
Windows Vista

Windows Server 2008
Windows 7

Windows 8

Windows 8.1

Windows 10

F'naBa 2: NMpuno>keHns

MpunoxeHuns
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- 64 bit:

Windows Vista

Windows Server 2008
Windows Server 2008 R2
Windows 7

Windows Server 2012
Windows Server 2012 R2
Windows 8

Windows 8.1

Windows 10

Windows Server 2016

F'naBa 2: NMpuno>keHns

Ona Arenta Dr.Web v aHTUBUpycHOro nakera

OC cemenctBa UNIX

Linux ana nnatdopm Intel x86/amd64 Ha ocHOBe siapa ¢ Bepcuer He Huke 2.6.37, ncnosb3ytoLuas
PAM n 6ubnnoteky glibc Bepcun 2.13 n Bbiwwe.

ilf B cnyuae ncnonb3loBaHus 64-6UTHOM BEpCMM OMEPALMOHHOW CUCTEMbI, AOJIXKHA bbITh 06s3a-
TeNbHO BKIOUEHa MNOAAEP>KKA UCMONHEHUS 32-OUTHBIX MPUAOXKEHWI.

PaboTocnocobHOCTb MporpaMMHOro NPoAykTa NpoTecTMpoBaHa Ha CleayroLmx ANCTpubyTreax
Linux (gna 32- n 64-6utHou naatdopm):

HasBaHue paucrpubyru-
Ba Linux

Debian

Fedora

Mint

Ubuntu

CentOS

Red Hat Enterprise Linux

SUSE  Linux Enterprise
Server

Bepcumn
8.0-86
24
18

12.04, 14.04, 16.04, 16.10

511,6.6,6.7,7.1,7.2

511,6.6,6.7,7.1,7.2

11 SP3, 11 SP4, 12

Tpebyembie aononHUTeNbHble 6UbNOTEKU
AnaA 64-6utHoi Bepcun OC

libc6-i386
glibc.i686
libc6-i386
libc6-i386
glibc.i686

glibc.i686

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

Mpouve anctpnbyTmebl Linux, cOOTBETCTBYIOLME ONUCAHHBIM TPebOoBaHUAM, He NPOXOAUAN Te-
CTUPOBaHVE Ha COBMECTUMOCTb C AHTUBUPYCOM, HO MOTYT 6bITb COBMECTUMBI. [Tpy BO3HWKHOBE-
HUM Npobnem C COBMECTMMOCTbIO C BalUM AUCTPUOYTMBOM, 0bpaTuTech B TEXHUYECKYHO MOA-
AepxXky: http://support.drweb.com/request/.

G

OC Wind
- 32 bit:

Ecnm k Dr.Web Enterprise Security Suite nogknto4aroTcs KOMNOHEHTLI BEPCUM 6, AN nosyde-
HWSA MHOOPMALIMM O CUCTEMHbIX TPEHOBaHMAX 06PaTUTECh K JOKYMEHTaLMK MO COOTBETCTBY-
FOLLLEMY KOMMOHEHTY.

ows

Windows XP Professional ¢ SP2 v BbiLe

Windows S

erver 2003 c SP2

Windows Vista

Windows S
Windows 7
Windows 8
Windows 8
Windows 1

- 64 bit:

erver 2008

N
0

Windows Vista ¢ SP2 u BbiLwe

Windows S
Windows S
Windows 7
Windows S
Windows S
Windows 8
Windows 8
Windows 1
Windows S

A

erver 2008 c SP2
erver 2008 R2

erver 2012
erver 2012 R2

N
0
erver 2016

Mpwn yctaHoBke AreHToB Dr.Web Ha crtaHumn, dyHkumoHupyrowme nog OC Windows Vista
nnam OC Windows Server 2008, pekomeHAyeTcs yCTaHOBUTb OBHOBeHWe SP2 ana cooTBeT-
CTBYHOLLEN OMepaLYOHHOW CUCTEMbI. B MPOTMBHOM ciayyae MOryT BO3HWKaTb OLUMOKMW, Bbl-
3BaHHble OCOBEHHOCTAMM PaboTbl OnepaLMOHHOW CUCTEMbI C aHTUBUPYCHbIM 0.

YaaneHHas yctaHoBka AreHToB Dr.Web HeBo3MoxHa Ha pabouve CcTaHLWW NoZ yrpaBieHneM
OC cemetictBa Windows pesakuuii Starter n Home.

MpunoxeHuns
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OC Novell NetWare
Novell NetWare 4.11 SP9
Novell NetWare 4.2
Novell NetWare 5.1
Novell NetWare 6.0
Novell NetWare 6.5

oS X

OS 10.7 (Lion)

OS 10.7 Server (Lion Server)

OS 10.8 (Mountain Lion)

OS 10.8 Server (Mountain Lion Server)
OS 10.9 (Mavericks)

OS 10.9 Server (Mavericks Server)
OS 10.10 (Yosemite)

OS 10.10 Server (Yosemite Server)
OS 10.11 (El Capitan)

OS 10.11 Server (El Capitan Server)

OC Android
Android 4.0
Android 4.1
Android 4.2
Android 4.3
Android 4.4
Android 5.0
Android 5.1
Android 6.0
Android 7.0
Android 7.1.
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MpunoxxeHue B. Hactpoiikn gna ucnonnsosaHusa CYBA.
MNMapametpbl apainBepoB CYB/,

| Crpyktypy b/ Cepeepa Dr.Web MoxHO nonyumTb Ha ocHoBe sqgl-ckpunTa init.sgl, pacno-
- JIOXXeHHOro B MojAkaTanore etc Katanora ycraHoku Cepsepa Dr.Web.
B kauecTtBe 6a3bl gaHHbIx Cepepa Dr.Web moxeT ncnosb3osarbcs:

e BcTpoeHHas CYB/;

e BHewHAs CYB/.

Bcrpoennas CYb/

Mpw HacTpowke obpalyeHns kK BCTpoeHHo CYB/, ansa xpaHeHWs 1 06paboTkuM AaHHbIX NCMOb3Y-
FOTCA MapamMeTpbl, NPUBEAEHHble B Tabanue B-1.

Ta6auua B-1. BctpoeHHas CYB/, (IntDB)

Nma 3HaueHue no ymon- OnucaHue
yaHuIo
DBFILE database.sqglite MyTb K paiiny 6asbl AaHHbIX
CACHESIZE 2000 Pa3Mep K3La 6a3bl aHHbIX B CTPaHMLLAX
SYNCHRONOUS  FULL PeXVM CMHXPOHHOW 3anvcu M3MeHeHWn B 6ase JaHHbIX Ha
AVICK:

e FULL — nONHOCTBIO CMHXPOHHAA 3anunchb Ha AUCK,
e NORMAL — CMHXpOHHas 3anncb KPUTUYHBIX JaHHbIX,

e OFF — acMHXxpOHHas 3anunch

B kauectBe BcTpoeHHbIX CYB/, npesoctaBaaroTcs:

¢ IntDB — mogndmumpoBaHHas Bepcus SQLite 2.

e SQLite3 — CYB/, noaaep>xxvnaemas CepBepoM, HaunHasa ¢ Bepcumn 10. SQLite3 obnagaet psagom
npevMyLLecTB nepea npeapiayluen sepcuert SQLite2, B yacTHoCTM:

o 6osee KOMNaKTHbIV Gopmat paina 6a3bl JaHHbIX;

o yBeAWYEHWe Pa3pAfHOCTM AaHHbIX: NOoAJepXKa 64-OUTHbIX MAEHTUOUKATOPOB CTPOK, NOA-
Aep>KKa TeKCTOBbIX AaHHbIX Kak B ¢opmaTe UTF-8, Tak n UTF-16;

o noagep>kka gaHHbIx Tuna BLOB;
o pacWMpeHHbIN GYHKLMOHaN napannenbHbix obpalieHni Kk bJ;

o UTA

MpunoxeHuns
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PekomeHayeTcs ncnonbsoaHve SQLite3 npu Beibope BCTpOeHHOW 6a3bl AaHHbIX.

BHewHaa CYb/[

B kauectBe BHelwHel 6a3bl gaHHbIx CepBepa Dr.Web moxeT ncnonb3osatbcs:

e CYB/ Oracle. OnucaHuve HacTporiku npueeseHo B [NpunoxxeHnn B2. Hactpoika gpavisepa b/l

ana Oracle.

e CYB/, PostgreSQL. OnuncaHne Hactpoek, Heobxoanmbix ans CYB[, PostgreSQL onucaHo B
Mpunoxenun B3. Vicnoab3oeanne CYB/ PostgreSQL.

e Microsoft SQL Server/Microsoft SQL Server Express. Ans goctyna kK gaHHbiM CYB/, MoxeT mc-
nonb3oBaTbcd ODBC-apainsep (Hactpomnka napametpoB ODBC-apansepa ana OC Windows

npusegeHa B Mpunoxennn B1. Hactponka ODBC-apaniBepa).

A

Mpw ncnonbszosaHum Microsoft SQL Server 2005 Tpebyetcs ODBC-apaliBep, NocTaBasieMblin ¢
AaHHown CYB/.

Moanep>xuBaetcs ncnonbloaHne Microsoft SQL Server 2005 (SP4) u Bbiwe.

B, Microsoft SQL Server Express He peKoMeHAyeTcs 418 pa3BepTbiBaHWA aHTUBMPYCHON CeTu
¢ 60/bWINM KOoNMYyecTBoM cTaHumi (o1 100 v BbiLwe).

Mpun noaknroueHnn Microsoft SQL Server B kauectBe BHeluHel b/l kK CepBepy, paboTatoLiemy
nog OC cemeictea UNIX, koppekTHas paboTta uepe3 ODBC c FreeTDS He rapaHTupyetcs.

Mpwn noakntoyeHun Microsoft SQL Server B kauecTBe BHellHeln b/l HEO6XOAMMO MCMONbL30-
BaTb COPTMPOBKY, COOTBETCTBYHOLLYHO A3biKy CepBepa Dr.Web.

Mpy BO3HUKHOBEHWMW NpeaynpexaeHui nam owmnbok B pabote Cepeepa DrWeb ¢ CYB/,
Microsoft SQL Server uepe3s ODBC cnesyeT y6eanTbCs, UTO Bbl UCMONb3YETE MOCAEAHION A0-
cTynHyro Bepcuto CYB/J, ansa faHHOW pesakLmm.

C Tem, KaK onpeaenvTb Haanuve OBHOBAEHWI, Bbl MOXETE O3HAaKOMWUTbCS Ha CaeayroLLeit
cTpaHuue koMmnaHmun Microsoft: https://support.microsoft.com/en-us/kb/321185.

CpaBHUTeNbHbIE XapaKTepPUCTUKN BCTPOEHHbIX 1 BHewHux CYB/,

A

Vicnonb3oBaHue BcTpoeHHoW bJ, sonyctmo npu noakntoveHun k Cepsepy He 6onee 200-
300 craHumin. Echm nossosseT annapatHas KoHOMrypauus KOMMbrOTEPA, Ha KOTOPOM YcTa-
HoBneH Cepep Dr.Web, 1 Harpy3ka no npoymMm 3agayaM, BbIMOJHSEMbIM Ha [JaHHOM
KOMMbIOTEPE, BO3IMOXHO noakatoueHue 2o 1000 ctaHumK.

MpunoxeHuns
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B npoTrBHOM cyyae HEOOXOAMMO MCMOb30BaTb BHELIHIOH b/,

Mpu ncnonb3oBaHuM BHewHen b, 1 noakntoueHun k Cepeepy 6onee 10000 cTaHUMI peko-
MeHZYeTCs BbINOJIHEHVE CNEAYIOLLMX MUHUMabHbIX TpeboBaHWIA:

e npoueccop ¢ Yactotom 3w,

e onepatvBHasa namatb — o1 4 I'b ana Cepeepa Dr.Web, o1 8 I'b — ana cepsepa b/,

e OC cemenctea UNIX.

Mpw BbIGOpe MeXAy BCTPOEHHOW W BHellHelk Ha3aMu cnefyeT yvecTb HeKOTOpble napameTpbl,
npucywme kaxgon ns CYb/:

e B 6onblwimx aHTMBUPYCHbIX ceTax (cBbiwe 200-300 cTaHUMM) pekOMeHAyeTCs WMCMoab30BaTb
BHeLwHtow b/Jl, bonee yctonumeyto kK c6osm, Yem BCTPOeHHbIe B/,

e [Ipn wncnonb3oBaHUM BCTpoeHHoW b/l He TpebyeTca ycTaHOBKA KOMMOHEHTOB CTOPOHHUX
npowusBoauTenen. PekoMmeHayeTca npy TUMUYHOM UCMO/Ib30BaHUW.

e BctpoeHHas 6a3a faHHbIX He TpebyeT 3HaHMW agMuHncTprpoBanuna CYB/ n aBaseTca xopoLmm
BbIGOPOM A1 aHTUBUPYCHOW CETU Manoro n cpesHero macwutaba.

e BHelwHIO0 6a3y MMeeT CMbICA MCMOAb30BaTh B TOM C/lyyae, eciv NoApas3yMeBaeTcs CamoCTosA-
TenbHas pabota ¢ CYB/, Tpebyrowan npsamoro goctyna Kk 6ase. MNpu 3ToM MOryT NCNoab30BaThb-
ca ctaHgapTHble APl ana pgoctyna k 6a3am gaHHbix, Takme kak: OLE DB, ADO.NET nan ODBC.

B1. HacTtpoiika ODBC-gpaviBepa

Mpu HacTpoike obpalleHns K BHelwHen CYB/ ans xpaHeHus n 06paboTku faHHbIX NCMONb3YHOT-
€A NapameTpsbl, NpMBeAeHHble B Tabanue B-2 (KOHKpeTHble 3HaUeHWsA NpUBeAEHbI ANS NpUMepa).

Ta6bauua B-2. MapameTpbl gna ODBC-noakitoueHus

Nma 3HaueHue OnucaHue

DSN drwcs ms Habopa AaHHbIX

USER drwcs Ima nonb3osatens

PASS fUgRbrmlvI Maponb

TRANSACTION DEFAULT Bo3MOXHble 3HaueHUs napameTpa TRANSACTION:

e SERIALTIZABLE

READ UNCOMMITTED

READ COMMITTED

REPEATABLE READ

DEFAULT

MpunoxeHuns
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Nma 3HaueHue OnucaHune

3HayeHne Mo ymon4yaHuto DEFAULT O3HayaeT "MCnonb30BaTh yMoOaya-
Hne SQL-cepsepa”. MMogpobHee 06 YpPOBHAX M3ONALUWM TPaH3aKLWA
CMOTpUTE B JOKYMeHTaLuUn no cootsetcTeytoLlen CYB/.

ili‘ Y106bI MCKAHOUNTL MPOBAEMBI C KOAVPOBKOW, HEOOXOANMO OTKAKOUMNTL CAeAytoLLME NapameT-
: pbl ODBC-apawnBepa:

e Ncnonb3oBatb HalLlMOHaAJIbHbI€e HaCTpOﬁKVI — MOXXET BbI3BaTb OLLUMOKMN npu q)OpMaTI/IpO-
BaHUN YMCNOBbLIX NapaMeTpPOB.

e BbINONHATL NepeBoA CUMBOJIbHbIX AAaHHbIX — MOXET BbI3bIBaTb HEKOPPEKTHOE OTObpa-
>KeHWe cMMBOJIOB B LleHTpe ynpaBieHns Ansa nmapaMeTpoB, NMpULLEAWNX 13 6a3bl JaHHBbIX.
OH ycTaHaBAMBaET 3aBMCUMOCTb OTODOpaXKeHWs CMMBOJIOB OT A3bIKOBOrO MapameTpa Ans
nporpamm, He ncnoab3ytowmx Unicode.

Cama 6a3a AaHHbIX co3zaetcs npeaBapuTenbHo Ha SQL-cepBepe ¢ mapameTpamy, ykasaHHbIMU
BbILLE.

Heobxoanmo Takxke HactpouTb napameTpbl ODBC-gpaiBepa Ans KOMMbiOTEPA, Ha KOTOPBIN
yctaHoBsieH Cepsep Dr.Web.

@ VHdopmaumto no Hactporike ODBC-gpansepa nog OC cemenctea UNIX MOXHO HanTu Ha
. http://www.unixodbc.org/ B pa3gene Manuals.

Hactpoitika ODBC-pgpainBepa ana OC Windows

Ana HacTpoiikn napameTpoB ODBC-apaiiBepa:

1.

Ha Manenn ynpaeBnenna OC Windows Bbibepute nyHKT AAMUHUCTPUPOBaHUE, B OTKPbIB-
lwemMcs OKHe ABaxAbl WwenkHuTe rno 3Hauky UcrtouHumkm gaHHbix (ODBC). OTkpoeTtcs OKHO
AaMUHUCTPaTOP UCTOYHMKOB AaHHbix ODBC. MNepenianTe Ha Bknagky Cuctemubivi DSN.

Haxxmute kHonky [lo6aButb. OTKpOEeTCA OKHO BblibOpa ApaviBepa.

Bbibepute B cnncke nyHkT, cooTtBeTcTBYtowmn ODBC-gpavBepy ans gaHHow b/, n Haxmute
kHonky FoToBo. OTKPOETCA NepBOe N3 OKOH HAaCTPOMKM JOCTyrNa K cepBepy 6a3 AaHHbIX.

ili‘ Mpwn ncnonb3zoBaHuy BHewHen CYB/, HeobXoAMMO yCTaHOBUTb mocnesHtoro Bepcnto ODBC-

: ApaviBepa, noctaBasemyto ¢ gaHHon CYB/. VicnonbzoBaHne ODBC-gpaliBepa, NoCTaBAseMoro
BMecte ¢ OC Windows, He pekomeHgoBaHo. VckntoueHvem sasnatotcs b/, moctaBnsemble
Microsoft 6e3 ODBC-gpaliBepa.

YKaxkute napamMmeTpbl 4OCTyNa K UCTOYHWUKY AaHHbIX, COBNajaroLime C napametTpamu, 3ajaHHbl-
MK B HacTpoikax Cepsepa Dr.Web. Ecim cepep B/, HaxoAWUTCA He Ha TOM >Xe KOMMbHOTEpE,
yto n Cepsep Dr.Web, ykaxute B none Cepsep IP-agpec nav nmsa cepsepa BA. Haxmute
kHonky Aanee.

MpunoxeHuns
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BbibepuTte onumio npoBepka NOAJIMHHOCTM yueTHOM 3anucu SQL Server v 3ajarite Heobxo-
AMMble yYeTHble JaHHble Noab3oBaTens Ana goctyna k bJl. Haxmute kHonky [anee.

B Bbinagatowem cnvcke Mcnonb3oBatb Mo ymMoauaHuto 6a3y gaHHbIX Bbibepute 6a3y gaH-
HbIX, ncrnosb3yemyto Cepeepom Dr.Web. Mpu 3TOM 0653aTe/bHO AOKHO ObITb YKa3aHO MMS
6a3bl faHHbIX CepBepa, a He 3HauyeHve Default.

Y6eauntech, UTO yCTaHOB/EHBI Ceaytoline daarv: 3aKloueHHble B KaBblUKU uaeHTUdMKa-
Topbl B popmarte ANSI, 3Hauenus null, LLa6bnoHbl 1 npeaynpexaenunsa B popmate ANSI
Haxmute kHonky Aanee.

@ Ecnv npu Hactporike ODBC-gpaliBepa MMEETC BO3MOXHOCTb M3MEHUTb A3bIK CUCTEMHBIX CO-
. obuweHn SQL-cepBepa, HEOHXOANMO YCTaHOBUTb aHIIMNCKUIA A3bIK.

Mo OKOHYaHUK HaCTPOMKM HaxmMmuTe KHomnKy FoToBo. OTKPOeTCs OKHO CO CBOAKOM 3aflaHHbIX
BaMu napameTpoB.

Ans NpoBepKn MPaBWUIBHOCTU HAaCTPOEK HaxXmuTe KHOMKy MpoBepuTb UCTOUHUK AAHHBIX.
Mocne coobuieHns 06 ycnewHoCT! NPoBEPKM HaxkMuTe KHorky OK.

B2. HacTpowka apaiiBepa b/, pna Oracle

O6uwee onucaHue

Oracle Database (nan Oracle DBMS) — obbekTHO-pensumonHas CYB/[,. Oracle moxeT 6bITb mcC-
nosib30BaHa B KauyecTBe BHelwHen b/, ans Dr.Web Enterprise Security Suite.

I Cepsep Dr.Web moxet ncnonbsosate CYB/, Oracle B kauecTBe BHelUHeln 6a3bl Ha BCex naat-
: ¢dopmax, kpome FreeBSD (cm. n. YcTaHOBKa 1 NoAAepXnBaeMble BepCum).

Ana ncnonbzoBanusa CYB/J Oracle Heo6xoaumo:

1.

YcraHoBuTb 3k3emnasap b/, Oracle ¢ HacTpolikamu KOAMPOBKM AL32UTF8. Takke MOXHO UC-
No/b30BaTh CyLLeCTBYOLWMIA 3k3eMnaap b/l ¢ ykazaHHOW KOAMPOBKOW.

Hactpowutb apanBep B/l Ha ncnonb3oBaHWe COOTBETCTBYHOLLEW BHeLHeW 6a3bl. ITO MOXHO
caenatb B KOHGUrypaurvoHHoM danae nam npy nomowm LleHtpa ynpasneHmsa: meHro Konou-
rypauus Cepsepa Dr.Web, Bknagka basa gaHHbIX.

":I\: Ecam Bbl MnaHMpyeTe MCnonb3oBaTb B KayecTBe BHelWHel 6a3bl gaHHbix b/l Oracle yepes

: ODBC-noakntoyeHue, To Npwu yctaHoBke (06HoBeHMN) CepBepa, B HAaCTPOMKax MHCTaNIATopa
OTMEHWTe YCTaHOBKY BCTPOEHHOro kauveHta ais CYB/J Oracle (B pa3gene Moaaepikka 6a3
AaHHbIX — [lpaiiBep 6a3bl AaHHbIX Oracle).

B npoTnBHOM cnyuyae pabota c b/l Oracle yepes ODBC byaeT HeBO3MOXHa 13-3a KOHMAWKTa
6rnbanoTek.

MpunoxeHuns
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YcraHOoBKa n nogaep>xmBaemMbie Bepcnmn

Ana Bo3aMOXHOCTK ncnonbszoBanua b/l Oracle B kauecTBe BHellHei 6a3bl HEOHXOAMMO yCTaHO-
BUTb 3k3emnaap b/l Oracle v HacTpouTb Ana Hero koaMpoBKy AL32UTEF8 (CHARACTER SET
AL32UTF8 / NATIONAL CHARACTER SET AL16UTF16). 9TO MOXHO cAenaTb Caefyrolmnmm
cnocobamu:

1. Mpw nomowm wHctannatopa b/l Oracle (Mcnonb3ynTe paclIMpPEHHbI PEeXWM YCTaHOBKW W
KOHbUrypuposaHus B/1).
2. Mpw nomowm SQL-KOMaHAbl CREATE DATABASE.

Bonee noapobHas MHPopmaLmsa O co3gaHmm U KoHoUrypaumm b/l npuBeseHa B 4OKyMeEHTaLUmM K
b/ Oracle.

ilf B ciyyae ncnosib3oBaHus KOAMPOBKM, OTAMYHOW OT YKa3aHHOW, HaLMoHaAbHble CUMBOJIbI BY-
JyT 0TObpaxKaTbCs HEKOPPEKTHO.

KnneHt ans goctyna k B/l (Oracle Instant Client) BxoauTt B coctaB yctaHoBO4YHOro naketa Dr.Web
Enterprise Security Suite.

Mnatdopmbl, noaaepxmaemble CYB[ Oracle, npuBeseHbl Ha caliTe MPOU3BOAUTENS
http://www.oracle.com/technology/software/tech/oci/instantclient/index.html.

Dr.Web Enterprise Security Suite nogaep>xusaet cneayrowme Bepcum CYB/: Oracle9i Database
Release 2:9.2.0.1 — 9.2.0.8 v Bbiwe.

Mapametpnbi

Mpu HacTpoike obpalteHns Kk CYBJ Oracle ncnonbsyroTcs napaMeTpsbl, OnuvcbiBaemble B Tabauue
B-3.

Ta6auua B-3. NMapametpbl CYB/, Oracle

Mapametp OnucaHue

drworacle Vims apansepa

User Nms nonb3osatens b/l (06a3aTenbHblin)

Password Maponb nonb3osatesia (06A3aTeNbHbI)
ConnectionString Crpoka coeanHeHmnsa ¢ 6a3ou JaHHbIX (06A3aTeNbHbIN)

®opwmart cTtpoku coeamHennn c CYB/L Oracle cnepyrowmi:

/ /<host>: <port>/ <service name>

MpunoxeHuns
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roe:
e <host> — IP-agpec ambo nms cepsepa Oracle;

e <port> — NopT, KOTOPbIA "caywaet" cepsep;

e <service name> —vumMs b/], K KOTOpOW HEOBXOAMMO MOAKIOUUTLCS.
Hanpuwmep:

//myserverl111:1521/bjava2l

rae:

e myserverlll — ums cepsepa Oracle.

v 5

e 1521 — nopT, KOTOpbIK "cayllaeT" cepsep.

e bjava2l — uMa B/, K KOTOPOA HEOBXOANMO MOAKIHOUNUTHCS.

Kondurypauua apansepa CYB/ Oracle

Mpwv ncnonb3zoanun CYB/, Oracle Heo6Xx0AMMO M3MEHUTL ONpeaeneHne N HaCTPOWKK ApanBepa
b, ogHMM K13 cnepytowmx cnocobos:

e B LleHTpe ynpaBaeHus: nyHKT AAMUHUCTPUPOBaHME M1aBHOIO MeHto — MyHKT KoHdurypa-
uuna Cepsepa Dr.Web ynpasastowero meHo — Bknagka basa gaHHbix — Bbibpath B BbiNaja-
towem cnucke basa gaHHbIX TN Oracle, ycTaHOBUTL HacTpoWkn cornacHo ¢opmarty, npuee-
AEHHOMY BblLLE.

e B koHburypaunonHom danne Cepsepa.

B3. Ucnonb3osaHue CYB/J, PostgreSQL

O6uwee onucaHue

PostgreSQL — obbekTHO-pensymoHHasa CYB/. Asnsetca cBOO6OAHOW anbTepHaATMBOW KOMMepYe-
ckor CYB/, (takmm kak Oracle Database, Microsoft SQL Server n ap.). B 60abwWnXx aHTUBUPYCHBIX
cetax CYBJ, PostgreSQL moxeT ObITb Mcnonb3oBaHa B kaudectBe BHewHen b ana Dr.Web
Enterprise Security Suite.

Ana ncnonbsoBaHus PostgreSQL B kauectBe BHewHel B/l Heo6xoanmo:

1. YcraHoBuTb cepsep PostgreSQL.

2. Hactpoutb Cepsep Dr.Web Ha ncnonb3oBaHune COOTBETCTBYHOLLEN BHeLIHeN H6a3bl. 9TO MOXHO
caenatb B KOHOUrypaumMoHHOM darane nanm npu nomowm LleHtpa ynpasneHuns: B MeHto KoH-
¢urypaumsa Cepsepa Dr.Web, Ha Bknagke ba3a gaHHbIxX.

,a_" E Ecav Bbl MnaHMpyeTe MCnosib30BaTh B KayecTBe BHelLHen 6a3bl gaHHbix b/l PostgreSQL yepes
ODBC-noakntoueHune, To Npwu yctaHoBke (06HoBeHMN) CepBepa, B HAaCTpOMKax MHCTaNIATopa
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OTMEHUTe YCTaHOBKY BCTPOeHHOro kaveHTa ana CYB/[ PostgreSQL (B pa3szene Moapepixka
6a3 gaHHbIX — [lpaiiBep 6a3bl AaHHbIX PostgreSQL).

B npoTtvBHOM cnyuae pabota c b/l PostgreSQL uepe3s ODBC 6yaeT HEBO3MOXHa 13-3a KOH-

dankTa 6nbanoTex.

Mpw nogxntoyeHnn k b PostgreSQL mMoxeT 6biTb MCMNONb30BaHa TOILKO aBTOpM3auma trust,
password 1 MD5 (Kerberos, GSS n SSPI He noazep>kuBatoTcs).

YcTraHOBKa 1 noaaep>kuBaemMble BEpcum

1. 3arpy3uTe camyro nocnefHo Bepcuto  becnnatHoro npoaykta PostgreSQL  (cepeep
PostgreSQL n, echn Heobxogmmo, cooTeeTcTBytowmi ODBC-apariBep) nauv, no kpanHen mepe,
He MCMonb3yinTe BEPCUIO MajLle yem 8.4.

2. Cospavite 6a3y gaHHbIx PostgreSQL ogHUM 13 cneayroLmx cnocobos:

a) Mpw nomowwm rpapuryeckoro nHtepdenca pgAdmin.

b) Mpwn nomowm SQL-koMaHAbl CREATE DATABASE.

,a_"l': baza gaHHbIX AoHa ObITb co3zaHa B koamposke UTF8.

MNepexoa Ha BHewHoo b/l onucan B n. Cmexa tvna CYB/, Dr.Web Enterprise Security Suite.

Mapametpnbi

Mpu Hactpoiike obpaweHns Kk b PostgreSQL ncnonb3lyrotca napamMmeTpbl, ONUCbiIBaemble B Ta-

6anue B-4.

Ta6bauua B-4. PostgreSQL

Nma

host

port

dbname

user

password

3HaueHue
YMOJIUaHUIO

</JlokanbHbIl
UNIX-cokem>

drwcs

drwcs

drwcs

no OnwucaHue

XocT cepBepa PostgreSQL

MopT cepeepa PostgreSQL wan pacwmpeHne wnmeHwu
darina coketa
ViMa 6a3bl AaHHbIX

VIms monb3oBatens

Maponb

MpunoxeHuns

24



T,

A
)
-\ﬂ

s
$

F'naBa 2: NMpuno>keHns

Nma 3HaueHue no OnucaHue

yMo/l4yaHUIo
options Onuunn oTNaZKN/TPacCUPOBKM A/1S OTMPaBKU CepBepy
requiressl e 1 ana 3anpoca yctaHoBkM SSL coeamHeHns

e 0 ana oTCyTCTBMA 3anpoca
temp_tablespaces MPOCTPaHCTBO UMEeH ANA BpeMeHHbIX TabawLy

default transactio

: : Pexxum wm3onaumu TpaH3akumm (CM. AOKyMeHTauuo K
n_isolation

PostgreSQL)

TexHnyeckyto NHPOopMaLmto MOXKHO TaKxe HanTK no aapecy
http://www.postgresgl.org/docs/manuals/.

Bsanmopencreue Cepsepa Dr.Web c b/l PostgreSQL uepes UDS

Mpu yctaHoBke Cepsepa Dr.Web n B/l PostgreSQL Ha oAHOM MallMHe BO3MOXHa HacTpoKrKa UX
B3anmMogencteua yepes UDS (gomeHHbIn cokeT UNIX).

Ana HacTpoviku paboTbl uepe3 UDS Heobxoaumo:

1. B koHdurypaumoHHom damne bl PostgreSQL postgresqgl.conf nponucaTb CAeAyHOLYyHO
anpektoputo ana UDS:

unix socket directory = '/var/run/postgresqgl'

2. Mepe3sanyctutb PostgreSQL.

MpunoxxeHue C. AyteHTdPpUKauma agMUHNCTPATOPOB

@ basoBas MHGopMaLma no ayteHTUdUKaUuMm agmmnHmctpatopos Ha Cepsepe Dr.Web npusese-
. Ha B PyKkoBoACTBe agMMHMCTPATOPa, B N. AyTeHTUOUKALMNA aAMUHUCTPATOPOB.

C1. AyteHtTudpunkauusa npu ucnosn3soBaHmnm Active Directory

KoHduryprpyeTcs ToNbKO paspeLleHne NCMo/b30BaHWs U MOPAAOK B CMMCKE ayTEHTUPUKATOPOB:
T3MN <enabled/> U <order/> B auth-ads.xml.

MpuvHuyMn pabortbi:

1. AAMUHUCTpaTOp 3aZaeT UMSA NOb30BaTeNA U MapoJib B OAHOM U3 caeayroLimnx GOpmMaToB:
e Username,
e domain\username,

e username@domain,

MpunoxeHuns
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e | DAP DN nonb3oBatens.

2. CepBep perucTpupyercs ¢ 3TUM UMEHEM W MapOJieM Ha AOMEHHOM KOHTPOAEpe MO yMOoaYa-
HUIO (UM JOMEHHOM KOHTPOJNEPE ANS AOMEHA, YKa3aHHOTO B MMEHM MOJIb30BaTeNs).

3. Ecam He ypanoch 3apernctpupoBathbCs, OCYLLECTBAAETCA Nepexos K cneayroliemMy MexaHu3my
ayTeHTUdUKaLmK.

4. Onpegensetca LDAP DN 3aperncrpmpoBaHHOro nosb3oBaTens.

5. ¥ obvekta c BbluMcaeHHbIM DN umtaetca atpubyt DrWebAdmin. Ecim oH yctaHoBAEH B
FALSE — HeycCnex 1 nepexos K cieayroLieMy MexaHu3mMy ayTeHTUGuUKaLmm.

6. Ecnv Ha aTom 3Tane kakme-nnbo atpnbyTbl He onpesesieHbl, NX MOUCK OCYLLIeCTBAAETCA B rpymn-
nax, B KOTOpble BXOAWT JAaHHbIN Mosb3oBaTeNb. [na KaXAOW rpynnbl MPOCMaTPUBAIOTCA ee
poauTenbckue rpynnbl (CTpaterna noncka — Briay6b).

@ B cnyyae ntoboii oMBKM OCyLLEeCTBAAETCA NepPexos K CledyrolwemMy MexaHu3mMy ayTeHTuduKa-
Lmn.

Ytunnuta drweb-esuite-modify-ad-schema-xxxxxxxxxxxxxx-windows—-nt-xYY.exe
(noctaBnseTca oOTAeNbHO OT auctpmbytmBa CepBepa) CO3jaeT HOBbIM  KaacC O6bEKTOB
DrilebEnterpriseUser ana Active Directory n onucbiBaeT HOBble aTpubyTbl AN JAHHOTO Kaac-
Ca.

ATpunbyTbl uMetoT cneaytowme OID B Enterprise npocTpaHcTBe:

DrWeb enterprise OID "1.3.6.1.4.1" // iso.org.dod.internet.private.enterprise
DrWeb DrWeb OID DrWeb enterprise OID ".29690" // DriWeb

DrWeb EnterpriseSuite OID DrWeb DrWeb OID ".1" // EnterpriseSuite

DrWeb Alerts OID DrWeb EnterpriseSuite OID ".1" // Alerts

DrWeb Vars OID DrWeb EnterpriseSuite OID ".2" // Vars

DrWeb AdminAttrs OID DrWeb EnterpriseSuite OID ".3" // AdminAttrs

// 1.3.6.1.4.1.29690.1.3.1 (AKA
iso.org.dod.internet.private.enterprise.DrWeb.EnterpriseSuite.AdminAttrs.Admin)

DrWeb Admin OID DrWeb AdminAttrs OID ".1" // R/W admin

DrWeb AdminReadOnly OID DrWeb AdminAttrs OID ".2" // R/O admin
DrWeb AdminGroupOnly OID DrWeb AdminAttrs OID ".3" // Group admin
DrWeb AdminGroup OID DrWeb AdminAttrs OID ".4" // Admin's group
DrWeb Admin AttrName "DrWebAdmin"

DrWeb AdminReadOnly AttrName "DrWebAdminReadOnly"

DrWeb AdminGroupOnly AttrName "DrWebAdminGroupOnly"

DrWeb AdminGroup AttrName "DrWebAdminGroup"

PepakTpoBaHuWe CBOWCTB nosib3oBaTenent Active Directory ocylectBaseTcs BpyUYHyr Ha cepeepe
Active Directory (cm. B PykoBoAcCTBe agMUHUCTpaTopa, B M. AyTeHTMOUKaLMS aAMVHUCTPATO-

poB).

HasHaueHue npaB agMUHMUCTPATOPaM OCYLLECTBAAETCA COrIacHO obLiemMy NpUHLMNY HacaesoBa-
HUS B MepapXMUeCcKon CTPYKType rpynmn, B KOTOPbIE BXOAUT aAMUHUCTPATOP.

C2. Aytentudpunkaumsa npm ncnonbsosaHum LDAP

HacTpowkn npusogsatcsa B darine koHourypaumm auth-ldap. xml.

MpunoxeHuns
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OCHOBHbIe Tern KOHPUrypaLMOHHOro parina:

® <enabled/> W <order/>— aHaJOrM4YHO BapuaHTy ans Active Directory.
e <server/> 3aflaeT agpec LDAP-cepBepa.

e <user-dn/> ONpeAenseT npasuna TpaHcaaumm nmeH B DN ¢ ncnosb3oBaHvem DOS-noso6HbIX
MacoK.

B Tere <user-dn/> JJONYCKaeTCA MCMOAb30BaHME CUMBOJIOB NMOACTAHOBKM:
o * 3aMeHsAEeT MNOC/NeA0BaTENbHOCTb NHOObIX CUMBOJIOB KpoMe ., = @ \ 1 Npob6enos;
o # 3aMeHsEeT NOCNeA0BaTEbHOCTb NHOOLIX CUMBOJIOB.

e <user-dn-expr/> OMpejenseT npasuaa TpaHcIAUMM MMeH B DN ¢ ncnonb3oBaHnem perynsap-
HbIX BbIPaXXeHWN.

Hanpumep, 0gHO 1 TO Xe NpaBuIO B pa3HbIX BapnaHTax:

<user-dn user="*Q@example.com" dn="CN=\1l,DC=example,DC=com" />
<user-dn-expr user="(.*)@example.com" dn="CN=\1l,DC=example,DC=com"/>

\1..\9 onpeaendaroT MecTo NoACTaHOBKM B labaoHe 3HaUeHNn *, # nan BblpaM(eHl/IVI B CKOOKax.

Ncxopa w3 gaHHOro  npuHUMna:  ecan  yKasaHo WMmA  Noab3oBaTens B BUAE
login@example.com, TO nocse TpaHcAaunn noay4mnTCs DN:
"CN=login, DC=example, DC=com".

® <user-dn-extension-enabled/> pa3speluaet BbINOJIHEHWE Lua-ckpunTa
ldap user dn translate.ds (M3 Katanora extensions) ANA BbINOJHEHNA TPAHCAALNN
nMeHn nonb3osatens B DN. [laHHbIM CKPUAT BbINOJHAGTCA MNOC/IE NOMbITOK MPUMEHEHUA BCeX
npaBun user-dn, user-dn-expr B C/ly4ae, eCN He HaWAEeHO HN OAHO NOAXOAALLLee NpaBuiIo.
Y ckpunta ognH napameTp — BBeAeHHOe nMmsA nosb3osatens. CKpunT BO3BpaLlaeT CTPOKY, CO-
Aepxatuyro ambo DN, anbo Huyero. B ciyyae, ecam He NOAOLWINO HM OAHO MPaBWAO, U CKPUMT
He paspeLleH UaM He BepHY HNUYero, To BBeleHHOe NMA MoJib30BaTeNsd UCMo/b3yeTcsa Kak ecCTb.

o Atpunbyt LDAP-o6bekTa ana DN, nosyyeHHOro B pesysnbTate TPAHCAALUKU, N €0 BO3MOXKHbIE
3Ha4eHna MoryTt ObITb nepeonpeaeneHbl CegqyroumnmMm Tarom (yKa3aHbI 3Ha4YeHnAa no yMmonyva-
HWO):

<!-- DrWebAdmin attribute equivalent (OID 1.3.6.1.4.1.29690.1.3.1) —-->
<admin-attribute-name value="DrWebAdmin" true-value=""TRUES" false-
value=""FALSES" />
B kauectBe 3HaueHuUM napameTpos true—value/false—value 3a4ak0TCA peryaapHble Bblpa>ke-
HNA.

e Ecam octanncb HeonpeaeneHHble 3HaueHua aTpnbyTa agMUHNCTPATOPa, TO B CAy4Yae 3ajaHnsa B
KOHCI)VIpraLI,l/IOHHOM c|)a17me T3ra <group-reference-attribute-name value="memberOf"/>, 3Ha-
yeHue aTpubyta memberOf paccmatpuBaetcs kak cnvcok DN rpynn, B KOTOpble BXOAUT AaH-
HbI aAMUHNCTPATOP, N NMOUCK HYXHbIX anl/I6yTOB no 3TUM TrpynnamMm BEAETCA TakXe, KakK B Cny-
yae ¢ ncnonb3oBaHuem Active Directory.

MpunoxeHuns
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Ta6smua C-1. Cnucok npaB agMUHNCTPATOPOB N NX 0COH6EeHHOCTH

N2

Mpaso

OnucaHune

YnpaBneHue rpynnamMu ctaHLin

Paspen
ynpassieHuA

LleHntpa

‘]*

2*

MpocmoTp cBOWCTB
rpynn craHuuii

PepakTtnpoBaHune
CBOWCTB rpynn
cTaHUuu

Mpocvotp KOHOM-
rypauum rpynn
cTaHUuu

PepakTtnpoBaHune
KOHpurypaumv
rpynn craHuumii

MpocmoTp cBOWCTB

cTaHUuu

PepakTtnpoBaHune
CBOWCTB CTaHL U

Cnuncok mnosib30BaTeNbCKUX TFPYMM, KOTO-
pble aZAMUHUCTPATOP BUAWT B aHTUBUPYC-
HOW ceTu. Bce cucTeMHble rpynmbl Takxe
0TOHPaXaroTCs B AepeBe, HO B HUX BUAHbI
TOJIbKO CTaHLMW W3 yKa3aHHOro Crucka

rpynn.

Cnuncok mnosib30BaTesIbCKUX TPYMM, CBOK-
CTBa KOTOPbIX aAMWHUCTPATOP MOXET pe-
[,aKTMPOBaTh.

[lonxeH cogepxkaTb rpynnbl M3 Cnmncka
npasa 1.

Cnncok nonb3oBaTenbCkux rpynn, KOHGU-
rypaums KoTopblxX JOCTyMHa A8 NPOCMOT-
pa agMuHUCTpaTopy. Takxke agMWHWUCTPa-
TOpPY AOCTyMHa AN MPOCMOTPa KOHOUry-
pauuvs CTaHUMK, A8 KOTOPbIX TPyMnbl 13
Cnmcka ABASIOTCA MNEPBUYHBIMU.

[lonxeH cogepxxaTb rpynnbl M3 Cnmncka
npasa 1.

AHaNOrMyHo Npasy 3, HO C BO3MOXHOCTbHO
peAakTMpoBaHUS.

[lonxeH cogepxxaTb rpynnbl M3 Cnmncka
npasa 3.

Cnuncok nosib30BaTeNbCKUX TFPYyMM, KOTO-
pble ABAAIOTCA NMEPBUYHBIMU ANA CTaHLUNA,
CBOWCTBa KOTOPbIX MOXHO MPOCMaTpuBaTh
aAMVHMCTPaTopy.

[lonxeH copepxxaTb rpynnbl M3 Cnmncka
npasa 1.

B Tom umncne ACL, 61oknpoBku, fonycka u
T.A.

AHTVBUpPYCHas ceTb

AHTUBMpPYCHas ceTb — O6-
wme — CBoWcTBa

AHTUBUPYCHaA ceTb
AHTMBUpYCHas ceTb — O6-
Wwne — 3anyLieHHble KOMMO-

HEHTbI

AHTMBUpYCHas ceTb — O6-
wne — KapaHTuH

CrpaHuubl n3 pasgena Kon-

durypaumsa ynpasasroLero
MEHH0

AHTVBMpPYCHas ceTb

AHTUBMpPYCHas ceTb — O6-
wme — CBoWcTBa
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10

11

12*

MpaBso
MomeweHue cTaH-
UMA B Trpynnbl W

yAaneHue CcraHuumii
13 rpynn

YaaneHue craHumin

YpaneHHaa WHcTan-
NAUMA N AenHCTan-
nauuna AreHToB

Ob6beguHeHUe CTaH-

uni

Mpocvmotp  cratu-
CTUUYeCKunx Tabnauy,

OnucaHune

AHaNorMyHo Npasy 5, HO C BO3MOXHOCTbHO
peAakTMpoBaHUS.

[lonxeH copepxxaTb rpynnbl M3 Cnmncka
npasa 5.

Cnurcok nosib3oBaTeNbCKMX rpynn.

[lonxeH copepxxaTb rpynnbl M3 CAmUcKa
npasa 1.

CnnCcoK MONb30BaTENbCKUX TPYMM, ABJSANO-
LMXCA MEPBUYHBIMU AN CTaHLMUIA, KOTO-
pble aAMUHUCTPATOP MOXET YAaNUTb.

[lonxeH cogepxxaTb rpynnbl M3 Cnmncka
npasa 1.

Cnucok nonb3oBaTeNbCKMX TPynn, AnA
CTaHLUMIN KOTOPbIX afMUHUCTPATOPY AOCTY-
neH 3anyck yAaneHHON yCTaHOBKN AreHToB
¢ Bbl6paHHbIMK ID. [JaHHble rpynnbl 4OAX-
Hbl ObITb MEPBUYHBIMU ANS YCTaHaBAMBae-
MbIX CTaHLWN.

[lonxeH copepxxaTb rpynnbl M3 Cnmncka
npasa 1.

Echm  ectb  3anpelleHHble 06beKTbl, TO
MYHKT B MEHIO HE OTOBpaXkaeTcs.

YcTtaHOBKa MO CeTM BO3MOXHA TOJbKO
n3 /esuite/network/index.ds npu ycnosuu,
yTO NpaBo 16 paspeLueHo.

Cnncok NoJsib30BaTeIbCKMX TPYMM, CTaHLUK
N3 KOTOPbIX MOXHO 06beAnHUTb. [aHHble
rpynnbl AOJKHbI GbiTb MEPBUYHBIMU ANS
CTaHUMA. [ocTyrnHa MKOHKa 0b6beauHeHUs
CTaHLUMIN Ha MaHenn NHCTPYMEHTOB.

[lonxeH cogepxxaTb rpynnbl M3 Cnmncka
npasa 1.

Cnncok MnoJsib30oBaTeNbCKUX FPYyMM, MO KO-
TOPbIM  aAMUHUCTPATOPY AOCTyreH Mpo-
CMOTpa CTaTUCTUKW.

F'naBa 2: NMpuno>keHns

Pasgen
ynpaBaeHus

AHTVBUpPYCHas ceTb

AHTVBUpPYCHas ceTb

LlenTpa

CTpaHULUbl N3 pasjena Cratn-
CTUKa yripasadarowero MeHo

MpunoxeHuns
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N2 nMpaso

23 PepakTMpoBaHue
NVLEeH3NpPOBaHMA

OnucaHune

MpaBO faeT BO3MOXHOCTb CO34aTb 3aja-
Hue B pacnucaHun CepBepa Ha Noay4veHve
nepuoanyeckux otyetos. Mpu 3ToM 3asa-
€TCA CMWUCOK MONb30BaTENbCKUX TPYMM, KO-
TOpble aAMWHWUCTPATOP MOXET yKasaTb B
3TOM 3ajaHuu (rpynn, Ans CTaHUUN U3 KO-
TOpbIX BYyAYT NPUXOAMTb OTYeTbl). Ecim 3a-
faHa rpynna Everyone, 1o otuetbl 6yayT
NPUXOANTb MO BCEM rpynnam 13 crnucka.

[lonxeH copepxxaTb rpynnbl M3 Cnmncka
npasa 1.

Cnncok nosb30oBaTeNbCKMX TPYMM, ANS KO-
TOPbIX aAMUHUCTPATOP MOXeT fobas-
NATb/3aMeHATb/yAaNATb JNINLEH3VOHHbIN
KArou. [laHHble rpynnbl 4OKHBI BbITh Nep-
BUYHbBIMW ANS CTaHLMUN.

[lonxeH copepxxaTb rpynnbl M3 CnmMcka
npasa 1.

YnpaBneHue agMuMHUCTpaTopamMm

F'naBa 2: NMpuno>keHns

Pasgen
ynpaBaeHus

LlenTpa

25  CospaHve aaMMHM-
cTpaTtopoB, rpynn
aAMMHUCTPaATOpPOB

26 PepakTMpoBaHue
yueTHbIX  3anuceii
afMUHUCTPATOPOB

27 YpaneHwue yueTHbIX
3anuce  agMUHU-
CcTpaTopoB

Takke  CKpbIBAaeTC  COOTBETCTBYHOLLAS
MKOHKa Ha MaHeu NMHCTPYMEHTOB.

AzmuHuctpaTtop m3 rpynnbl Newbies Bu-
AWT  [epeBO  aAMWHUCTPATOPOB, KOPHEM
KOTOPOro sSBASIETCS rpynna, B KOTOPOMN OH
HaxoAauTca, T.e. BUAWUT aAMMHUCTPATOPOB
13 CBOEW rpynnbl 1 eé noArpynn. AAMUHK-
ctpatop 13 rpynnel Administrators suaut
BCEX APYTNX aAMUHUCTPATOPOB, HE3aBUCK-
MO OT WX rpynn.

AZMUHACTPATOP MOXeT pejakTMpoBaTb
yyeTHble 3anucu  aAMUHUCTPATOPOB U3
yKasaHHbIX rpynn. lpu 3TOM CTaHOBWTCA
[JOCTYMHa COOTBETCTBYHOLAA WMKOHKA Ha
naHenn MHCTPYMEHTOB.

AHanornuHo npasy 26.

AaMuUHUCTpUpoBaHue — KoH-
durypauma — AAMUHUCTPa-

TOpSI

MpunoxeHuns
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N2 T[paeo Paspen eHTpa
P OnwucaHune A Henrp
ynpas/ieHus
28 MpocmoTp ¢cBOWCTB B TOM uncie agMUHNCTPATOPOB B rpyrnnax
M KOHpUrypaumm W nogrpynnax.
rpynn agMuHUCTpa-
TopoB AZMWHUCTPATOP MOXET BblOMpPaTbh TONbKO
N3 MOArpynMnbl CBOEN POAUTENLCKOW Fpyn-
Mbl.
29 PepakTupoBaHue B TOM umncne agMMHWUCTPATOPOB B rpynnax
CBOWCTB M KOH}Ury- 1 noarpynnax.
pauuu rpynn agmu-
HUCTPaTOpPOB AZMWHUCTPATOP MOXET BblOMpaTbh TONbKO
N3 MOArpynMbl CBOEN POAUTENLCKOW Fpyn-
Mbl.
Ecan paHHOe npaBo 3anpelyeHo, TO gaxe
ecan nNpaBo 26 paspeLleHo A/a 3Tou rpyn-
Mnbl, aAMUHMUCTPATOP HE CMOXET OTK/IOUUTb
HacnefoBaHWe WM NOBbICUTb NMPaBa agMu-
HWUCTpaTopy B rpynne.
AonoaHntenbHo
7 Co3paHue ctaHumMii  [py CcoO3aHUM CTaHLMMK AOCTYNEH CAMCOK
rpynn ¢ npasom 8 (y rpynnbl, B KOTOPYHO
MOMeLLarTCA CTaHL MK, JOKHO ObITh Mpa-
BO 8).
AHTMBMpPYCHas ceTb
Mpw co3aaHUN CTaHLUW NEPBUYHOM JOMXK-
Ha CTaTb OAHa M3 AOCTYMHbIX MOJb30Ba-
TENbCKUX Fpynm.
13 TMpocmoTtp ayauTa AyauT pocTyrneH Ans  MNOAHOMPaBHOro
P P aya YA Aocty A P ALMUHNCTPUpPOBaHWE —
aAMUWHKUCTPATOPa, a TakxXke Ans 06bekToB C
XKypHanbl = XypHan ayanta
npasom 4.
16  3anyck CkaHepa ce- AHTMBMpPYCHaA ceTb
Ecnv mpaBo 3anpelleHo, TO ycTaHOBKa Mo
™ . )
cetm un3 /esuite/network/index.ds Hego-
AamuHucTpupoBaHme — Cka-
CTyrMHa.
Hep cetn
17  NMoareBepxxaeHue 8
HOBUUKOR [JocTtyneH cnucok rpynn n3 npasa 8.

[laHHOe NpaBo He MOXeT HbITb NpeaocTaB-
NEHO, eCNn afMUHUCTPATOpPy paspeLLeHo
yrnpaBieHne TONbKO HEeKOTOPbIMU rpynna-
MW, @ He BCEMU OBbeKTaMn aHTUBUPYCHOW
cetm. T.e. pgna npasa 1 (MpocmoTtp

AHTVBUpPYCHas ceTb

MpunoxeHuns
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18

19

20

MpaBso

MpocmoTp pacnuca-
HuAa CepBepa

PepakTtnpoBaHune
pacnucaHua Cepse-

pa

Mpocvotp KOHOM-
rypauum CepBepa u
KOH$urypauum pe-
nosuTopus

OnucaHune

CBOWCTB rpynn cTaHUMIA) 3asaH Habop
rpynn.

MpocmoTp Tabaunubl XKypHan BbinosiHe-
HUA 3a8aHUN.

Ecnm 3anpewenbl npasa 12 n 18, To npo-
CMOTP CTpaHuLbl ¢ pacnuncaHvem Cepsepa
3anpeLyeH.

Ecin paspeweHo 12 n 3anpeweHo 18, To
JOCTyNeH NPOCMOTP pacnucaHua Ans cra-
TUCTUKMW.

3ajaHve Ha OTnpaBKy OTYETOB AN KOH-
KpeTHOro aAMuHuCTpaTopa otobpaxkaerca
B 3aBMCMMOCTM OT Hannuma npasa 12 v Ha-
nmuna onoselleHna Meprnoauuecknii oT-
ueT, Jaxke ecan npaso 18 3anpeLleHo.

F'naBa 2: NMpuno>keHns

Pasgen
ynpaBaeHus

LlenTpa

AaMunHUCTpUpoBaHue — KoH-
durypauma — raHMpOBLUMK
3agaHuii Cepsepa Dr.Web

AZMVHNCTPUpPOBaHMe -
XKypHanbl — XypHan Bbinoa-
HeHWs 3a4aHWni

ApMuHncTpmposaHue — KoH-
durypauns — MnaHMPOBLLMK
3agaHunin Cepeepa Dr.Web

AaMunHUCTpUpoBaHue — KoH-

durypauma — KoHourypauumsa
Beb-cepBepa

AZMUHUCTPUpPOBaHMe — Pe-
nosutopuii — CoctosHue pe-
nosutopus

AZMVHNACTpUpOBaHne — Pe-
nosutopuii — OTNOXEHHbIE
obHOBEHUA

AZMUHUCTPUpPOBaHMe — Pe-
nosutopuii — ObLas KoHOU-
rypaums penosmtopus

AZMUHNUCTPUpPOBaHMe — Pe-
nosutopui =  [leTanbHas
KOoHUrypaumsa penosntopus

AZMUHUCTPUpPOBaHMe — Pe-
nosutopuii — Cogep>xxmmoe
peno3utopus

MpunoxeHuns

32



A
)
-\ﬂ

AT
‘go

21

22

24

30

31

32

33

34

MpaBso

PepakTtnpoBaHune
KOHpurypaumv
CepBepa n KoH}pU-
rypauvm penosmro-
pua

MpocvmoTtp wuH}OPp-
Mauum O JINLEH3N-
poBaHuUM

PepakTtnpoBaHune
KOHpurypaumv
OnoBeLeHn

Pa6bora uepez Web
API

MpocmoTtp meXxcep-
BepHbIX CBA3ei

PepakTtnpoBaHune
Me)KcepBepPHbIX
cBAsei

Ncnonb3oBaHue po-
MOJIHNUTE/IbHbIX BO3-
MO)XHOCTEMN

O6HoBNeHne peno-
3auTopus

OnucaHune

OrpaHnumBaeT JOCTYNn KO BCEM pa3genam
cekunv /flononHuTesbHble BO3MOMKHO-
CTU, KpOMe pa3zena YTUauTtbl, KOTOPbIN
[OCTYMNeEH Bceraa.

O6HoBNeHMEe peno3nTopus
BCO.

CepBepa ¢

F'naBa 2: NMpuno>keHns

Pasgen
ynpaBaeHus

LlenTpa

AgMUHNCTpUpPOBaHWe — Pe-
nosutopuii — lpoTokon 06-
HOBJIEHMI Peno3nTOpPUs

ApMuHncTprposaHue — KoH-
durypauns — lMonb3oBaTtens-
CKue npoLeaypbl

ALMUHNCTPUPOBaHME -
Cepsep DrWeb — Cnucok
BEpCUin

AgMUHUCTPUpPOBaHVe — Aga-
MUHUCTPUpPOBaHMe — MeHe-
LKep NNLEH3NI

ALMUHNCTPUPOBaHME -
OnoselweHna — KoHowurypa-
LMs OMOBELLEHUN

ALMUHNCTPUPOBaHME -
OnoBelweHns — Heotnpas-
NeHHble OnoBeLLeHns

ALMUHNCTPUPOBaHME -

OnoBeweHns — Onoselle-
HUA BEB-KOHCON

CeaAzu

CeAzn

AgMUHNCTpUpOBaHve — [lo-
NOJIHNTENbHbIE BO3MOXHOCTM

KHonka O6HOBUTL peno3u-
Topui B pa3gene CocroaHme
penosutopus

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

Pasgen LlenTpa
ynpaBaeHus

o
N Mpaso OnucaHune

42  PepaktupoBaHue . ApMuHncTpmposaHue — KoH-
MNpaBO M3MeHATb COBCTBEHHbIE HACTPOWKM

COBCTBEHHbIX  Ha- < durypauns — AgmMuHuUcTpa-
Yy4YeTHOW 3anncu agMmnHuUcTpaTopa.
cTpoek TOpbI

*MpaBa 1, 2, 8, 12 onpeaenaroTca A8 CTaHUWM MO CMUCKY TPy, B KOTOPble OHa BXOAWT, @ He No
NepPBUYHOW rpynne CTaHLUW.

Ecam ctaHuma BxoauT B rpynny, U AN 3TOW rpynnbl paspelleHbl Kakme-anbo 13 3Tux npas, TO
agMUHUCTpaTopy byaeT gocTyneH QyHKLMOHaN, COOTBETCTBYHOLWMNIA 3TUM NpaBaM, HE3aBUCUMO OT
TOro, ABNAETCA W pa3pelleHHas rpynna nepBuUYHON AN CTaHUUW. Tpn 3TOM paspelleHune fAB-
NAeTCA NPUOPUTETHBLIM: €CN CTaHLMA BXOAUT OL4HOBPEMEHHO B Pa3peLUeHHYHO M 3amnpeLLeHHYHo
rpynnel, agMuHUCTpaTopy byaeT focTyneH GyHKLMOHaA, COOTBETCTBYHOLWMIN NpaBaM pa3peLleH-
HOW rpynmnbl.

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

Mpunoxxenne D. Cucrema onoseweHunsn

G

baszoBas MHbOpMaLMsA MO HacTpoVke OMOBELLEHUM aAMWHWUCTpaTopa npuBeseHa B Pyko-
BO/CTBE aAMMHUCTPATOPA, B N. HacTporika onoBeLLeHWNN.

D1. OnucaHue npeponpeae/sieHHbIX ONMOBELLEHUN

[MepemeHHbIe,

G

Mcnosiblyemble Mpu pPesakTMpoBaHuK LabAOHOB OMOBELLEHWI MPUBEAEHbI B

MpunoxeHun D3.

HasBaHme onoBeLlye-
HUA

ApMUHUCTpaTOpPbI

MpuunHa oTnpaBKM onoBelle-
HUA

AononHutenbHaa Hpopmauma

Hewn3BecTHbI agMUHK-
cTpaTtop

Owwnbka aBTOpPM3aL UK
aAMUHWCTpaTopa

Apyroe

OTtnpaBnseTcs nNpu NomnbITke aBTo-
pusauun B LleHTpe ynpasieHus
aAMUHMCTpaTopa C HEW3BEeCTHbIM
PerncTpaLoHHbIM UMEHeM.

OnpaenseTca npu  HeycnewHown
asTopu3aunn agMuUHUCTpaTopa B
LleHTpe ynpasieHua. [lpnunHa
OWNbKM aBTOpPU3aLIMN MPUBOANT-
€Al B TEKCTe OrnoBeLleHus.

Owwbka 3anucn Xyp-
Hana CepBepa

Owwbka poTauumn xyp-
Hana CepBepa

CoceaHuin CepBep faB-
HO He noaktoyancs

OnpaBnseTcs npv  BO3HUKHOBE-
HMM oWWBKM B MpoLecce 3anucu
nHbopmauum B XypHan paboTbi
Cepsepa. MpuumHa owmnbkn 3anu-
CW B XXYPHaJ MPUBOAMNTCA B TeKCTe
OMOBELLEHMS.

OnpaBnseTcs npyv  BO3HUKHOBE-
HUM owmnbkM B mpoueccec poTa-
UMM XypHana pabotbl Cepsepa.
MpuunHa oWwmbKN poTaLmn Xyp-
Hafla MPUBOAWTCS B TEKCTE OMOBe-
LEeHUs.

OTnpaBnseTcs CornacHo 3agaHuto
B pacnucaHun Cepsepa. Copep-
XUT MHGOPMaLUMO O TOM, YTO CO-

AnvtenbHOCTb Nepuoja, B TeueHne KOTo-
poro coceaHuii CepBep AO/IKEH He BbIXO-
AVTb Ha CBf3b, YTOObLI GbINO OTMpPaBAEHO

MpunoxeHuns

35



A
)
-\ﬂ

AT
‘go

HasBaHme onoBeLlye-
HUA

CTaTUCTNYeCKnii oTyeT

TecToBOEe coobuleHMe

AnNnMaemus B CeTn

HoBuuku

MpuunHa oTnpaBKM onoBelle-
HnA

cepHnin CepBep faBHO He MOA-
Katouyancs K paHHomy CepBepy.
[ata nocnegHero noAKAOUEHNs
NPUBOAUTCA B TeKCTe OrnoBeLle-
HUS.

OTtnpaBnsieTcs nociae reHepauuu
MepvoANYECKOrO OTYETa COrNacHo
3agaHuto B pacnucaHun Cepsepa.
TakXe B OMOBELLEHVNN MPUBOAUT-
€ MyTb, MO KOTOPOMY MOXHO CKa-
yaTb dann oTueTa.

OTnpaBasetca  nNpu  Haxatuu
KHonku OTnpaBUTb TECTOBOE CO-
obuweHne B paszene AgMUHU-
crpupoBaHue — KoHdwurypauumsa
OMoOBEeLLeHUN.

OTtnpaBnseTcs npu obHapyKeHUu
ANVAEMUN B aHTUBUPYCHOW CETW.
DTO O3HayaeT, 4YTo 3a 3aAaHHbIN
NPOMEXYTOK BpeMeHn 6b1o0 06-
Hapy>XeHo 6onee uyem 3azaHHOe
KOJIMYECTBO Yrpo3 B CETU.

F'naBa 2: NMpuno>keHns

AononHutenbHaa Hpopmauma

onoBeLlleHe, 3asaeTca B 3agaHun Coceg-
HUWA cepBep AaBHO He MOAK/OYa/CA B
pacnucatmn CepBepa, HacTpaMBaeMOM B
pasgene AamuHuctpupoBaHue — [na-
HUpoBLKK 3aaau Cepsepa Dr.Web.

OrtueT co3aaetcs cornacHo 3agaHuto Cra-
TUCTMUECKNE OT4YeTbl B pacnucaHuu
CepBepa, HacTpavBaemMoM B pa3zene Ag-
MUHUCTpUpoBaHne — [MnaHMpoOBLMK
3apau Cepsepa Dr.Web.

YT0o6bl OTNPaBAATbL OMoBeLleHne 06 anu-
JEMUAX, HEOBXOAMMO YCTaHOBUTL dnar
OTcnexxmBaTtb 3NuaemMumn B pasgene Aa-
MUHUcTpupoBaHue - KoHdurypaums
CepBepa Dr.Web — O6uwue. MNMapameTpsl
no onpeAeseHno 3NMAeMUN 3a4aroTca B
TOM >e pasgene.

CraHuma oxXuaaeT noa-
TBEPXKAEHWS

CTaHLLI/IFI OTKJ/IOHEHa
aBTOMaTn4eckun

CTaHLI,I/IFI OTKJ/IOHEHa
AAMUHNCTPATOPOM

OTtnpaBnseTcs, ecan HoBas CTaH-
LUMa 3anpocuna MoAkNtoUeHne K
CepBepy, © agMUHMCTPaTOPY Tpe-
byetca BpPYyYHYHO MOATBEPAUTb
WA OTKasaTb CTaHLMW B JOCTYMe.

OTnpaBnseTcs, ecay HoBas CTaH-
LUusa 3anpocuna MoAKAUeHMEe K
CepBepy, ¥ Oblna OTK/JIOHEHa
CepBepoM aBTOMaTUYECKW.

OTnpaBnseTcs, ecay HoBas CTaH-
LUusa 3anpocuna MoAKAUeHrEe K
CepBepy, ¥ Oblna OTK/JIOHEHa
aAMVHUCTPATOPOM BPYUHYHO.

CuTyaumsa MOXeT BO3HUKHYTb, €CIn B pas-
Aene AaMmuHuctpuposaHue — Kondury-
pauuna Cepsepa Dr.Web — O6wue a5
HacTpoikn Pe)xum perncrpaumm HOBUY-
KOB YyCTaHOB/JeHO 3HaueHuve [MoaTBep-

XKAATb JOCTYN BPYUHYIO.

CuTyaumsa MOXeT BO3HUKHYTb, €CIn B pas-
Aene AaMmuHuctpuposaHue — Kondury-
pauuna Cepsepa Dr.Web — O6wue a5
HacTpoikn PeXxum perncrpaumm HOBUY-
KOB  YCTaHOB/JEHO 3HauyeHue Bcerpa
oTKasblBaTb B AOCTyne.

CuTyaumsa MOXeT BO3HUKHYTb, €CIn B pas-
Aene AaMmuHuctpupoBaHue — Kondury-
pauuna Cepsepa Dr.Web — O6wue a5
HacTpoikn PeXxum perncrpaumm HOBUY-

MpunoxeHuns

36



A
)
-\ﬂ

HasBaHme onoBeLlye-
HUA

JinyeH3un

MpuunHa oTnpaBKM onoBelle-
HnA

F'naBa 2: NMpuno>keHns

AononHutenbHaa Hpopmauma

KOB YCTaHOB/EHO 3HayeHue Mopreep-
YKAATb AOCTYN BPYYHYIO, I aZMVHUCTPa-
TOp BblOpan Ans CTaHUWMW BapvaHT AHTU-
BUpYCHas ceTb — L. HenoarBepixaeH-
Hble cTaHuun — ‘& OtkasaTtb B gocTyne
BbI6GpPaHHbIM CTaHLUAM.

[locTurHyto orpaHude-
HMe no nepejaHHbIM
NNLEH3MAM

[ocTurHyto orpaHude-
HWe Mo CTaHuuAM B ce-
™

Victek cpok nepegauu
NNLEH3U

OkoHuYaHwue cpoka Aew-
CTBUSA  INLEH3NOHHOTO
KAroYa

MpeBbIlEHO orpaHnye-
HVMe no CTaHUuMAM B

rpynne
Mpunbanxaerca  orpa-
HWYeHWe Mo CTaHLMAM
B rpynne

OTnpaBniseTcs, ecan Ans BblAauu
CoCefHUM Cepsepam 66110
3anpolleHo 6osblle  NNLEH3NNA,
4yeM AOCTYMHO B JIMLEH3VOHHOM
KAroYe.

OTnpaBaseTcs, ecan npu NoAKIIO-
YyeHumn ctaHumm k CepBepy obHa-
PY>KEHO, UTO KOIMYECTBO CTaHLIWM
B rpynmne, B KOTOPYH CXOAWUT MOZ-
KNtoYaemas  CTaHUMs,  JOCTUIIO
OorpaHVyeHnss B JIULEH3UOHHOM
KNtoYe, Ha3zHauYeHHOM AnA 3TOW
rpynnsi.

OTnpaBnseTcs, ecan UCTeK CPOK
BblJaun  JIMLEH3UA  coceaHemy
CepBepy M3 INLLEH3NOHHOTO KJItO-
ya gaHHoro Cepsepa.

OTtnpaBnseTcs, ecan Cpok Aei-
CTBUWA NNLIEH3MOHHOTO K/toYa yxe
ncTek.

OTtnpaBnseTcs, eciv Npu BKIOYe-
Hun CepBepa OBHapy>XXeHo, 4TO
KO/IMYEeCTBO CTaHL MM B HEKOTOPOM
rpynne yxe MpPeBbICUAO KOAMYe-
CTBO /IMLEH3UI B JIMLLEH3MOHHOM
KJtOUe, Ha3HAaUeHHOM Asd 3TOW
rpynnsi.

OTtnpaBnseTcs, ecinm KoNMyecTBo
CTaHUMIA B rpynne npubanxaercs
K NULLEH3MOHHOMY OrpaHUYyeHuto
B KJtOYe, Ha3HaYeHHOM ANs 3TOU
rpynmbi.

Cpok Bblgauu nvueH3nin cocegHum Cepae-
paM 3asaeTcs B pa3gese AAMUHNCTPUPO-
BaHne — KoHdurypauma Cepsepa
Dr.Web - JlnueHsum.

KosnnuectBo cBOBOAHbIX INLEH3NIA, OCTaB-
LUMXCH B KJIKO4Ye, MpU KOTOPOM OTnpas-
NseTcs onoBelleHue: MB0 MeHblue Tpex
NVLEH3U, Mbo MeHble 5% oT obuiero
yncna ANLEH3NIM B KNKOYe.

MpunoxeHuns
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HasBaHme onoBeLlye-
HUA

Penosutopui

MpuunHa oTnpaBKM onoBelle-
HnA

F'naBa 2: NMpuno>keHns

AononHutenbHaa Hpopmauma

AkTyasbHOE COCTOAHME
npoAykTa B Pernosunto-
pun

3anyweHo obHoBNEHWE
NpoAyKTa penosutopus

HeapocratouHo ceo60z-
HOro MecTa Ha AWCKe

O6HoBeHNE MNpoayKTa
B perno3utopum 3amo-
POXeHO

Owmnbka o0BHOBAEHMUA
NpoAyKTa B PEnosuTo-
pun

MpoaykT B penosnto-
pun obHOBNEH

OTtnpaBnseTcs, ecav npu  npo-
Bepke OBHOBNEHWI peno3nTopus
6b1710 0BHapY>KeHO, UTO 3anpaLum-
BaeMblli MPOAYKT HAaXOAUTCA B aK-
TyanbHOM cocTosHun. O6HOoBNe-
Hue 3Toro npogykta ¢ BCO npwm
3TOM He Tpebyertcs.

OTnpaBnseTcs, ecay npu  npo-
Bepke OBHOBNEHWI peno3nTopus
66110 OBHapyXeHo, 4TO  ANd
3anpaluviBaeMbix NMPOAYKTOB Tpe-
byetca obHoBneHue. [lpu 3TOM
3anyckaetcs obHoBneHune ¢ BCO.

OTnpaBnseTcs, e Ha Ancke, Ha
KOTOPOM  pacro/ioXeH KaTaior
CepBepa var, 3akaHUMBaeTCs CBO-
6oaHOe MecTo.

OTtnpaBnseTcs, eciv NpoaykT B
penosutopmn  Bbln 3aMOPO>KEH
agMuHucTpatopoM. O6HOBAEHMe
npogykta ¢ BCO npu 3tom He ocy-
LeCcTBAAETCS.

OTtnpaBnseTcs, ecan npuv o6HOB-
neHun ¢ BCO kakoro-nmbo u3
NPOAYKTOB Peno3nTopus Mpoun3o-
wna owwnbka. HaseaHve npogykTa
M KOHKPETHas MpuYMHa OLINOKM
0BHOB/IEHNA MPUBOASATCS B TeKCTe
ornoBeLleHNs.

OTtnpaBnseTca npu yaayHom o6-
HoBeHWM peno3utopusa ¢ BCO.

HexBaTka mecTa Ha Aucke onpegensercs,
ecinm octanocb MeHbwe 315 MB  umam
MeHble 1000 Hogos (ana OC cemelicTBa
UNIX), ecnm 3T 3HaveHusa He nepeornpe-
JAeneHbl nepemMeHHbIMN OKPY>KEHMA.

YnpasieHneM MNpoayKTamu penosnTopus,
B TOM 4MC/e 3aMOPO3KOM WU CHATUEM 3a-
MOPO3KMW, OCyLLecTBAAeTCA B pasjene Af-
MWHUCTpUpoBaHue — [leTasibHasA KOH-
¢urypaumua penosmtopms.

CraHuum
ABapuiiHbI pa3pbiB  OTnpaBaseTca nNpu  aBapuinHOM
COesMHeHNs pa3pbiBe COEAMNHEHWUS C KIVEHTOM

(cTaHumAa, wHCTannatop AreHTa,
cocepHunin Cepaep).

MpunoxeHuns
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HasBaHme onoBeLlye-
HUA

Kputnueckas owmnbka
0BHOBNEHUSA CTAHLMN

HewnsBecTHas ctaHuMA

O6Hapy>xeHa
6e3onacHoCTK

yrposa

Owwnbka aBTOpPM3aLUN
CTaHLMM

Owwbka ckaHMpOBaHUs

Owwnbka co3jaHus
YUYETHOW 3anucu CTaH-
Lum

CTaHumMs  JaBHO  He
noAakaroYanach K
CepBepy

MpuunHa oTnpaBKM onoBelle-
HnA

OTnpaBnseTcs, ecav co CTaHuuu
noJsiy4eHo onoseLleHnn o6 owmnb-
Ke B mpoLiecce OOHOB/IEHUS aHTVW-
BMPYCHbIX KOMMOHeHTOB ¢ CepBe-

pa.

OTtnpaBnseTcs, ecay HoBas CTaH-
LUus 3anpocuna MOAKAHOUEHME K
CepBepy, HO Oblna He AonyLleHa
40 PacCMOTPEHUs MOATBEPXKAE-
HWS WAN OTKa3a B perncrpauum.

OTtnpaBnseTcs, ecav co CTaHuuu
MoJly4eHo onoBeLLeHnn 06 obHa-
py>XeHun yrpos. B onoseLleHmm
aAMVHMCTpaToOpy TakXke MpvBO-
anTca  nogpobHas unHbopmaums
06 0BHapy>KeHHbIX yrpo3ax.

OTnpaBnseTcs, eciv Npu NonbiTke
nogkaroueHns Kk Cepeepy CTaHLmS
NpesoCTaBUNa HEBEPHbIE YYETHblE
JaHHble. [JanbHelnlive AencTeus,
3aBUCALLME OT MOJANTUKM MOAKIIHO-
YeHWs CTaHLWIW, Takxke NpUBOAAT-
Csi B OMNOBELLEeHNN.

OTnpaBnseTcs, ecav co CTaHuuu
noJsiy4eHo onoselleHne 06 owmnb-
Ke, BO3HWKLUEN MpPW CKaHMPOBa-
HUW.

OTnpaBnseTcs, eciv HEBO3MOXHO
co37aTb HOBYHD YUETHYH 3amnucb
ctaHumm Ha Cepsepe. MogpobHo-
cTM 06 owwnbke npuBOAATCA B
danne xypHana Cepsepa.

OTnpaBnseTcs cornacHo 3afgaHuto
B pacnucaHun Cepsepa. Coaep-
XUT MHOOPMALMKO O TOM, YTO
CTaHLMS AaBHO He MOAKIYaNCcs K
faHHomy Cepsepy. [aTta nocnes-
Hero NoAKNHOUYEHNS NPUBOAUTCS B
TeKCTe OMnoBeLLeHUA.

F'naBa 2: NMpuno>keHns

AononHutenbHaa Hpopmauma

Monntka NOAKIOYEHUS CTaHUMUWA 3ajaeT-
Cs B HacTpoiike Pexknm perncrpawmm Ho-
BUUKOB pa3jesa AAMUHUCTPUpPOBaHMeE
— KoHdurypauna Cepsepa Dr.Web -
O6wue.

JnvtenbHoCTb nNepuoja, B TeyeHne KOTOo-
poOro CraHUMA AOMXKHa He BbIXOAWTb Ha
CBA3b, YTOOLI ObIIO OTNpPaBAEHO OnoBe-
LeHve, 3agaetca B 3agaHuy CraHUmA
AaBHO He MoAKJ/roUasacb B pacnucaHum
CepBepa, HacTpavBaemMoM B pa3zene Ag-
MUHUCTpUpoBaHne — [MnaHMpoOBLMK
3apau Cepsepa Dr.Web.

MpunoxeHuns
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HasBaHme onoBeLlye-
HUA

CraHuua nopaTBepxae-
Ha aBTOMaTNUECKMN

CraHuua nopaTBepxae-
Ha aAMWUHNCTPATOPOM

CraHuua yxe 3aperu-
CTpupoBaHa

Cratnctmka ckaHmpoBa-
HUA

Tpebyetcsa nepesarpys-
Ka cTaHuum

YcraHOBKM

MpuunHa oTnpaBKM onoBelle-
HnA

OTtnpaBnseTcs, eciv HoBas CTaH-
UMa nogana 3anpoc Ha MOAKHO-
yeHne k Cepepy, 1 b6blna noa-
TBepxaeHa CepBepoM aBTOMaTu-
yeckm.

OTtnpaBnsieTcs, ecay HoBas CTaH-
LUus mnofjana 3anpoc Ha MOAKIHO-
yeHne k Cepepy, 1 b6blna noa-

TBEPXAEHa aAMUHUCTPATOPOM
BPYUHYO.
Onpasnsetca, ecam k Cepsepy

NbITAETCA MOAKNOUNTLCA CTaHLMA
C  VAeHTMOMKATOPOM, KOTOpPbIN
coBnagaer ¢ WAeHTUOMKATOPOM
CTAHUMN  y>XKe MOAKNFOUYEHHOW K
faHHowmy CepBepy.

OTnpaBiseTcs, ecam co CTaHLuu
MoJlyYeHO OMOBELLEHNM O 3aBep-
LWeHWUN ckaHMpoBaHus. B onose-
WeHMN aAMMHUCTpaTopa  TakXke
NpUBOAMTCA KpaTkas CTaTUCTVKa
CKaHMpOBaHMs.

OTnpaBnsieTcs, ecav co CTaHuuu
MOJIyYEHO OMOBELLEHVME O TOM,
YTO MPOAYKT BblN YCTAHOBAEH WM
obHoB/eH, N TpebyeTcs nepesa-
rpy3ka cTaHuuu.

F'naBa 2: NMpuno>keHns

AononHutenbHaa Hpopmauma

CuTyaumsa MOXeT BO3HUKHYTb, €CIN B pas-
aene ApmuHuctpupoBaHue — KoHdwury-
pauua CepBepa Dr.Web — O6wwue a5
HacTpoukn Pexxum permcrpaumm HOBUU-
KOB YCTaHOBJEHO 3HayeHne ABTOMaTu-
YecKn paspelunTb JOCTyn.

CuTyaumsa MOXeT BO3HUKHYTb, €CN B pas-
aene ApmuHuctpupoBaHue — Kondwury-
pauua CepBepa Dr.Web — O6wwue a5
HacTpoukn Pexxmm permcrpaumm HOBUU-
KOB YCTaHOB/JeHO 3HaueHve [MopaTBep-
XKAaTb AOCTYN BPYUHYIO, Y aMUHUNCTPa-
TOp Bblibpan AnA CTaHUUWM BapuaHT AHTU-
BMpYCHaa ceTb — " HenoparBepxaeH-
Hble CTaHUUK — PaspewuTtb goctyn
BbIGpaHHbIM CTaHLMAM W Ha3Ha4uUTb
nepBUYHYIO rpynny.

YcTtaHOBKa Ha CTaHuuum
He BbINOJIHEHA

OTnpaBaseTca B Clyvae BO3HWK-
HOBEHUS OLIMBKN NpPWU yCTaHOBKe
AreHTa Ha ctaHuuto. KoHkpeTHas
NpuYMHa OWMBKM NPUBOAUTCA B
TEeKCTe OMOBELLEHNA.

MpunoxeHuns
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Ha3sBaHne onosewe- [MpuunHa oTnpaBkn onoselye-
HUA HnA

YctaHoBKka Ha ctaHuum OTnpaBnfeTca B Ciayyae ycnew-
YCMeLIHO BbIMOJHeHa HOW yCTaHOBKWM AreHTa Ha CTaH-
Luko.

F'naBa 2: NMpuno>keHns

D2. OnucaHue napamMmeTpoB cMcTteMbl ornoBeLleHnA

AononHutenbHaa Hpopmauma

Cucrema onoBeLeHns 0 CObbITUAX, CBA3aHHbIX C PabOTOM KOMMOHEHTOB aHTUBUPYCHOW CETH, UC-

NoNb3yeT cnejyrowme T1unbl OTNPaBKK OI'IOBelJ.I,eHl/I[/JII

e OMOBeLLEHMA MO NEKTPOHHOM NouTe,

e ornoseLeHua ¢ ncnosb3oBaHem Windows Messenger,
e ornoBeLleHns, oTobpaxkaemble B Beb-koHconn,

e onoseLleHns yepe3 SNMP,

e Push-onoBeLleHus.

B 3aBMCMMOCTM OT MeToza OTMPaBKMN OMOBELLEHUA TpebytoTcs pa3nyHble Habopbl NapamMeTpoB
B BUZE KIOY — 3HaueHue. [Ins KaXKAoro MeToAa 3a4aroTcs CieaytoLme napameTpbl:

Ta6bauua D-1. O6wme napameTpbl

Mapametp OnucaHue
TO MHOXecTBO agpecaToB  OMOBELLEHNS,
passfeneHHbIX CUMBOJIOM |

ENABLED Bk/toUeHMe MAn BbIKIOYeHWe ornoBelle-
HUA

_TIME_TO_LIVE  KoamuecTBO MOMLITOK MOBTOPHOM OT-
NpPaBKku OMOBELLEHNA B Clydae Heyaaum

_TRY PERIOD Mepvioa B CekyHAax Mexay MOombiTKaMu
MOBTOPHOM OTNPaBKM OMOBeLeHNA

3HaueHMe nNo ymosnua-

HUKO

true uam false

10 nonbITOK

5 MuH., (oTnpaBka He
yalie pasa B 5 MuH.)

O6sa3aTenb-
HbIN

aa

aa

HET

HET

ﬂ,anee npmBeAEHDI Ta6J'|l/ILI,bI CO CNMUCKamMun napaMeTpoB 4N1A4 pPas/INYHbIX MEeTOA40B OTMPaBKKM ONO-

BELLEHWN.

MpunoxeHuns
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Ta6bauua D-2. OnoBewweHus No 3/71IeKTPOHHOM nouTte

Mapametp

FROM

TO

HOST

PORT

USER

PASS

STARTTLS

SSL

AUTH-CRAM-MD5
AUTH-PLAIN
AUTH-LOGIN
AUTH-NTLM

SSL-
VERIFYCERT

DEBUG

OnucaHune
AZpec fLMKa SNEKTPOHHOM NOYTbI OTNPaBUTENS

AZpeca fLIMKOB 3/1eKTPOHHOW MOuUTbl MoJjyYa-
Tenemn

Appec SMTP-cepsepa

Homep nopta SMTP-cepBepa

MNMonb3oBatens SMTP-cepBepa

MNMaponb nonb3oBatens SMTP-cepBepa

Ona wudpoBaHHOro obmeHa AaHHbIMKU. [Mpu
3TOM MepekNtoYeHne Ha 3alluLeHHoe coeaunHe-
HMe OCyLLEeCTBNSETCA Yepe3 KOMaHay STARTTLS.
Mo ymonuaHuo ANs COefVHEHWs npeaycMaTpu-
BaeTca ncnonb3oBaHue 25 nopra.

Ana wudpoBaHHOro obmeHa AaHHbIMKU. [Mpu
3ToM OyfeT OTKPbLITO OTAeNbHOe 3alliMLleHHOe
TLS-coegunHeHue. o ymonyaHuo Ana coeamHe-
HUA npesycMaTpMBaeTca UCMoib3oBaHne 465
nopra.

Vicnonb3osatb ayteHTUduMKauno CRAM-MD5
Vcnonb3oatb ayteHTndumkaumro PLAIN
Vicnonb3osatb ayteHTMdumKaunto LOGIN

Vicnonb3oBatb ayteHTUduMKaumno NTLM

MpoBepATb KOppPeKTHOCTb SSL-cepTndukarta cep-
Bepa

BkAOUMTL OTNAA0OYHBIN PEXUM, Hampumep, Ans
pa3bopa cuTyaL i C HEBO3MOXHOCTbH aBTOPU-
3aumm

F'naBa 2: NMpuno>keHns

3HaueHMe No yMO/IUaHUIo

drwcsd@S$ {mmMmsa xocTa}

127.0.0.1

e 25, ecan napametp SSL npu-
HVMMaeT 3HaveHne no

e 465, ecan napametp SSL npu-
HMMaeT 3HaueHue yes

ec/n 3afaH, TO TpebyeTcs BKKO-
YyeHMe XxoTs Obl OAHOrO MeToAa
aBTOpM3auMy, WHaye rnouta He
byzeT nepesaHa.

yes

no

no
no
no
no

no

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

AT
‘go

Ta6auua D-3. OnoBeweHus ¢ ucnonbzosaHnem Windows Messenger (gpaiiBep
drwwnetm), Tonbko B Bepcumn ana OC Windows

Mapametp OnucaHune 3HaueHuMe No yMmosi4aHuo

TO CeTeBOE UMs MaLUVHBbI -

I Cuctema onoseleHuii no cetn Windows dyHkumoHunpyet tonbko Ha OC Windows ¢ noa-
aepxkon cepsuca Windows Messenger (Net Send).

OC Windows Vista 1 ctapLue He noagep>wparot cepemc Windows Messenger.

Ta6bnuua D-4. OnoBeweHus yepes Be6-koHconb

Mapametp Onucanwne 3HaueHue no ymosua-
HUIO

TO

UUID agMUHUCTpaTOpOB, KOTOPbIM OyAeT OTrnpaBieHo
AaHHoe coobLueHne

SHOW_PERIOD  Bpems xpaHeHWsi coobLUeHUs B CeKyHAaX, HaunHas ¢ Mo- 86400 cekyHa, T.e. OAWH

MeHTa nojyvyeHunA COO6LLI,EHI/IF! AEHb.

Ta6aunua D-5. OnoBeweHnsa uepes SNMP

Mapametp OnuncaHune 3HaueHue no ymosua-
HUIO
TO MpuHumatowas cywHoctb SNMP, Hanpumep, IP-agpec -
DOMAIN JdowmeH e localhost pana OC
Windows,
e "" — ina OC cemelicTBa
UNIX.
COMMUNITY SNMP-06LHOCTb UAY KOHTEKCT public
RETRIES Ko/MuecTBo MOBTOPHBIX MOMbLITOK OTNPABKY OMOBELLEHWS, 5 MOMbITOK
npeanpuHumMaembix API
TIMEOUT

Bpems B cekyHgax, nocne kotoporo APl npegnpumet no- 5 cekyHs,
BTOPHYIO NOMbITKY OTMPaBK/ OMoOBeLLeHNs

MpunoxeHuns

43



A7

-
&

A
)
-\ﬂ

F'naBa 2: NMpuno>keHns

Ta6bnuuya D-6. Push-onoBeweHusa

Mapametp OnucaHue 3HaueHMne no ymonva-
HUIO
TO ToKeHbl YCTPOWCTB, KOTOPbIe MPUAOXKEHUSA MOAyYatoT nNpu -
permctpauum Ha cepBepe MNpPOM3BOAUTENSA, HampuMep
Apple

SERVER_URL  URL relay cepsepa, uepes KOTOPbIii ONOBeLIeHNs nepecki- -
NatoTCA Ha cepBep MPOV3BOAUTENS

D3. MapameTtpbl Wab/10HOB cMCTeMbl OMOBeLLeHUS

TekCTbl COOOLLEHNI reHepunpyroTcs KoMnoHeHToM CepBepa, UMeHyeMbIM NPOoLEecCcopom Wwabo-
HOB, Ha OcHOBe ($aioB WabAOHOB.

I Cucrema onoseleHuii no cetn Windows dyHkumoHunpyet tonbko Ha OC Windows ¢ noa-
aepxkon cepsuca Windows Messenger (Net Send).

OC Windows Vista 1 ctapLue He noagep>uparot cepsmc Windows Messenger.

®ann wabsoHa COCTOUT U3 TEKCTa U MepPeMEHHbIX, 3aKIH0UYEHHbIX B GUrypHbole ckobku. Mpu pe-
AaKTMpoBaHuM $Garnos WabaoHOB MOXHO MUCMO/Ib30BaTb NEPeUYNCIEHHbIE HUXKE NePeMEHHbIE.

@ I'Ipou,eccop WabsIOHOB He BbIMOHAET PeKypCnBHbIX NOACTAHOBOK.

MepemeHHble 3anUcbIBalOTCA B O4HOM U3 ceaytowmx ¢popm:

e {<VAR>} — noacTaBUTb HEMNOCPEACTBEHHO 3HAYEHMNE NepeMeHHoN <VAR>.
e {<VAR>:<N>} —nepBble <N> cMMBO/IOB nepemeHHOW <VAR>.

o {<VAR>:<first>:<N>} — <N> cumBONIOB nepemMeHHou <VAR>, cnepyrowmx nocne <first>
nepBbIX (HauMHaa ¢ <first>+1-ro CMMBO/A), €CIN OCTaTOK MEeHbLLEe — JOMNOHAETCA Npobenamm
cnpasa.

o {<VAR>:<first>:-<N>} — <N> cumBonoB nepemeHHoln <VAR>, cnepyrownx nocne <first>
nepBbIX (HauMHas ¢ <first>+1-ro CMMBO/A), €CIN OCTAaTOK MEeHbLLEe — JOMNOJHAETCA npobenamm
cne.a.

o {<VAR>/<originall>/<replacel>[/<original2>/<replace2>]} — 3aMeHa yKa3aHHbIX CUMBO-
NnoB nepemMeHHou <VAR> Ha 3afjaHHble 3HaUeHWA: CUMBOJbI <originall> 3aMeHSATCA Ha CUM-
BOJIbI <replacel>, Npn HaIMUNUN CUMBObI <original2> 3ameHATCA Ha CUMBOABI <replace2> n
T.4.

OrpaHuYeHuit Ans Yncaa nap NOACTaHOBKM He CyLLecTByeT.

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

Ta6bauua D-7. ®opma 3anmucu nepemeHHbIX

MepemeHHasn 3HaueHue Bbipa)keHue Pesynbrar
SYS.TIME 10:35:17:456 {SYS.TIME:5} 10:35
SYS.TIME 10:35:17:456 {SYS.TIME:3:5} 35:17
SYS.TIME 10:35:17:456 {SYS.TIME:3:-12} °°°35:17:456
SYS.TIME 10:35:17:456 {SYS.TIME:3:12} 35:17:456°°°
SYS.TIME 10:35:17:456 {SYS.TIME/10/99/35/77} 99:77:17:456

YcnoBHble 0603HaueHus

® — NpobenbHbIN CMMBO.

NepemeHHble OKPY>KEeHUA

Ana dopMmnpoBaHUs TEKCTOB COOBLLEHMI Bbl MOXETE MUCMOAb30BaTh NEPEMEHHbIE CPeabl OKPY-
»eHua npouecca Cepeepa (Nonb3osaTtenb System).

MNepeMeHHble cpesbl OKPY>KEHUA AOCTYMHbI B pejakTope coobuieHnn LieHTpa ynpaBieHus, B Bbl-
nagatoem cnvcke ENV. Obpatute BHYMaHMe: nepemeHHble HeobxoaMMO yKasbiBaTb ¢ fobaBe-
Huem npedukca ENV. (Npedukc 3akaHUMBaAETCA Ha TOUKY).

CucreMHble nepemMeHHblie

SYS
SYS
SYS
SYS
SYS
SYS
SYS
SYS
SYS
SYS

.BRANCH — Bepcusa AreHToB 1 CepBepa,

.BUILD — gata cbopku CepBepa,

.DATE — TekyLlaa cMCTeMHas AaTa,

.DATETIME — TeKyLUune cucTeMHas gata 1 Bpems,

.0S — Ha3BaHWe onepaLoHHOWN CMCTEMbI Ha KOMMbIOTEPE C yCTaHOBAEHHbIM CepBepom,
.PLATFORM — nnatdopma Cepaepa,

.PLATFORM. SHORT — KpaTKl/Il‘/JI BapuaHT SYS . PLATEORY,

. SERVER — Ha3BaHue npoaykta (Dr.Web Server),

. TIME — TekyLlee CMCTeMHOe Bpems,

.VERSION — Bepcusa Cepsepa.

O6w e nepemMmeHHble ANA CTaHLWUIA

e GEN.LoginTime — BpeMs NOAKNOYEHNA CTaHL NN,

e GEN.StationAddress —ajgpec CTaHUUN,

MpunoxeHuns
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F'naBa 2: NMpuno>keHns

e GEN.StationID - UUID ctaHuuuy,
e GEN.StationName — M4 CTaHLUWW,
e GEN.StationPrimaryGroupID — |D nepBu4HOM rpynnbl CTaHLUW,

e GEN.StationPrimaryGroupName — Ha3BaHWe NEPBUYHOWN rPyMnbl CTAHLUW.

O6wme nepemMmeHHblIe AN Ppeno3nTopus

e GEN.CurrentRevision — TEKyLMA MAEHTUHMKATOP BEpCUH,
e GEN.Folder — KaTasor pa3MeLleHns NpoayKTa,

e GEN.NextRevision — MaeHTUGMKATOP OBHOBNEHHOM Bepcuy,

e GEN.Product — onncaHme npoaykTa.

NMepemeHHble MO TMNaM coobLeHun

AaMUHUCTpaTOPDI
CoobueHune MepemeHHble OnucaHue
HewnsBecTHbIN agMuHucTpa- MSG.Login PErmcTpaLmMoHHoe NMs
TOPp
MSG.Address ceTeBol agpec LleHTpa ynpasneHus
Owmbka aBTopu3zaumm MSG.Login PErmcTpaLmMoHHoe NMs
agMUHUCTpaTopa
MSG.Address ceTeBol agpec LleHTpa ynpasneHus
MSG.LoginErrorCode UMCNIOBOM KOZ OLINGKM
Apyroe
CoobueHune MepemeHHble OnucaHune
Owmnbka 3anucy >xypHana MSG.Error TeKCT OLIMBKY
Cepsepa
Owmnbka poTtaumn xypHana MSG.Error TeKCT OLIMBKY
Cepsepa

CocegHuii CepBep pgaHo MSG.LastDisconnectTime  ppemgq, korga CepBep 6bin MOCAEAHNIA

He NoAKAroYancs pa3 NoAKoUEH
MSG.StationName Ha3BaHve cocegHero Cepsepa
CTaTUCTUUeCKmiA oTueT MSG.Attachment nyTb K OTUeTy

MpunoxeHuns

46



A7

-
&

A
)
-\ﬂ

CoobuweHne

TecToBOEe coobLleHMe

AnNuaemus B CeTn

JInueHsumn

CoobuweHne

[ocTurHyTo orpaHnyeHve
Nno nepefaHHbIM NNLEH-
3nam

[ocTurHyTo orpaHnyeHve
no CTaHUMAM B CETU

VicTek cpok nepesaun nuv-
LeH3u1l

JINLLEH3MNOHHBIN KU aB-
TOMaTUUYeckn obHOB/EH

F'naBa 2: NMpuno>keHns

MepemeHHbIe OnucaHue

MSG.AttachmentType MIME-Tun

GEN.File nms paina otyeta

MSG.TestMessage TEKCT TeCTOBOro COObLLeHUs

MSG.Action KOMYeCTBO OBHapy>KeHHbIX yrpo3

MSG.Infected NpeAnpUHATOe JeiicTBMe

MSG.Virus VN yrpossi

MepemeHHblIe OnucaHue
OTtnpaBnseTcs Npv NOnbITKe PacnpocTpaHuTb Ha coceaHnin Cepeep 6onblue
JNLEH3UI, YeM eCTb B IMLLEH3VOHHOM KJItOYe.

MSG.0ObjId ID MMLLEH3MOHHOTO KAtOUa
OTNpaBafeTcs, KOrja HoBas CTaHLMA He MOXeT 3aperncTpupoBaTbCA Ha
CepBepe 13-3a INLEH3NOHHbBIX OrPaHUYEHNIA.

MSG.ID UUID cTtaHumu

MSG.StationName Ha3BaHWe CTaHUMN

Takoke JOCTYMNHbI 06LMe NepeMeHHble 418 CTaHLWM, MPUBEAEHHbIE BbiLLE.

OTtnpaBnseTcs, ecIv Bpems pacrnpoCTPaHEHUS JIMLEH3WN Ha COCeAHWUN
CepBep ucrekno.

MSG.ObjId ID MMLEH3MOHHOTO KitoYa

M3G.Server Ha3BaHve cocegHero Cepeepa

OTnpaBaseTcs, ecnn NNLEH3MOHHBIN KatoY 6bl1 aBToMaTnyeck obHOBAEH.
MpK 3TOM HOBBbIN KJIHOY YCMELLIHO 3arpy>KeH 1 pacnpocTpaHeH Ha Bce 06bek-
Tbl CTAPOrO JIMLEH3VOHHOTO KJtO4a.
MSG.Keyld ViaeHTMdUKaTOp CTaporo AuLeH-
3MOHHOrO KJIH0Ya

M3G.KeyName /IMA cTaporo MLEH3MOHHOTO KK~
ya

MpunoxeHuns
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CoobueHune MepemeHHble OnucaHune

MSG.NewKeyId /laeHTMdUKaTOp HOBOrO  AMLEH-
31IOHHOTO K/t

MSG.NewKeyName IMA HOBOFO NMULEH3UOHHOTO KO-
ua

JIMuEeH3MOHHBIM Koy He OTMNpaBAseTcs, ecan NNLEH3UNOHHbBIN KUY He MOXET ObiTb aBTOMaTUYeCKM

MOXET ObITb aBTOMaTMye- OBHOBJEH, MOCKOJbKY COCTaB JIMLEH3MPYEMbIX KOMMOHEHTOB Y TeKYLLEro u

CKV OBHOBJEH HOBOFO KJ/IOUEN OTJMYAETCA WM Y HOBOTO JINLLEH3MOHHOTO KkoYa MeHbLUe
JINLLEH3UI, YeM Y TEKYLLEro JNLLEH3UMOHHOTO Ktoya. [py 3TOM HOBbIV KAHOY
YCMeLHO 3arpy>KeH, HO He PacrnpoCTPaHeH Ha BCe 06beKTbl CTaporo NNLLEH-
3MOHHOrO K/ItoYa. He06XOANMO 3aMeHWTb JIMLEH3VOHHBIW KJTHOY BPYUYHYHO.

MSG.ExpirationDate JaTa OKOHUYaHUs NNLLEH3MM
MSG.Expired e 1 — CpPOK OKOHYaHWA yXe HacTy-
nun

e 0 — CPOK OKOHYaHUA eLle He Ha-
cTynun

MSG.Keyld ViaeHTMdUKaTOp CTaporo AuLeH-
31IOHHOTO K/1tOUa

M3G.KeyName IMA cTaporo MLEH3MOHHOTO KK~
ya
MSG.NewKeyId /laeHTMdUKaTOp HOBOrO  AMLEH-

3MOHHOTIO K/1Ko4a

MSG.NewKeyName IMA HOBOFO NMLLEH3UOHHOTO KO-
ua
MSG.KeyDifference MpuumHa, MO KOTOPOW KAKOU He

MOXKET BbITb OBHOB/EH:

e 1 — coctaB JMLEH3VPYyEMbIX
KOMMOHEHTOB Y TeKyLlero u Ho-
BOrO JINLLEH3MOHHbIX KNtOYel OT-
Nnyaetcs

e 2 — Yy HOBOTo /MUEH3NOHHOrOo
KNKO4Ya MeHbLUe J'II/ILI,eHBI/II‘/II, yem y
Tekywero JIMUEeH3NOHHOTo K-
ya

OKOHYaHWe cpoka Aeii- OTNpaBAseTcs, eciu NpUBAMXKAeTcs OKOHUaHWe CpoKa AEWCTBUA AMLeH-
CTBMS  JIMLEH3MOHHOTO  3MOHHOTO KAtoUa, a aBTOMATUUeckoe OBHOBAEHNE MLEH3UN HEAOCTYMHO.
Kntoua

MSG.ExpirationDate e /1aTa OKOHUAHWA INLEH3NN

MpunoxeHuns
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CoobuweHne

MpeBbieHO  orpaHuye-
HWe MO CTaHUMAM B rpyn-

ne
Mpubanxaercs  orpaHu-
YyeHVWe MO CTaHUMSM B
rpynne

HoBunuku

MepemeHHbIe

MSG.Expired

MSG.KeyId

MSG.KeyName

F'naBa 2: NMpuno>keHns

OnucaHune

e 1 — CPOK OKOHYaHWA yXe HacTy-
nun

e 0 — CPOK OKOHYaHMA eLle He Ha-

cTynun

NaeHTtndunkatop
Katoua

JIMUEH3NOHHOIo

Vimsa JINLUEH3NOHHOIO KNkKo4a

OTnpaBnseTcs, Korga KOJMUYECTBO 3aperMcTpupoBaHHbIX CTaHUUA Mpubam-
XKAETCA K JINLLEH3MOHHOMY OTrPaHNUYEHNIo, @ UMEHHO: OCTal0Ch HENCMO/b30-
BaHHbIM MeHee 5% NNLEH3VOHHOIO IMMUTA UV MEHEE ABYX CTaHL NN

MSG.Licensed

MSG.Used

GEN.StationPrimaryGroupID

GEN.StationPrimaryGroupName

pa3peLleHo NULLEH3NEN
KOJINYECTBO CTaHLUMN B HBaze
ID nepBuUYHOM rpynnbl

Ha3BaHWe NepBUYHON FPynmbl

OtnpaBnsetca npu kaxgom 3anycke Cepsepa B ToM cnydae, ecam Cepsep
3anyLeH C KAHYOM, JNLEH3VPYIOWNM MeHbLUee YMCIO CTaHUUW, YeM yxe

noakntoveHo Kk Cepsepy.

MSG.Licensed

MSG.Percent

MSG.Used
GEN.StationPrimaryGroupID

GEN.StationPrimaryGroupName

pa3peLleHo NULLEH3NEN
NPOLLEHT CBOBOAHbIX JTNLLEH3NI
UMCNo CTaHUWI B base

ID nepBuUYHOW rpynnbl

Ha3BaHWe NepBUYHON rpynmMbl

[ns coobLeHnin JaHHOM rpynnbl Tak>Ke AOCTYMHbI 06LLMe NepeMeHHble AN CTaHLMWI, NPUBeLeH-

Hble BblLlE.

CoobuweHne

CraHums  oXxwunaaet
TBEPXKAEHUA

noa-

MepemeHHbIe

nepemMeHHble OTCyTCTBYHOT

OnuncaHue

MpunoxeHuns
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CoobuweHne

CTaHuMs OTKJIOHEHa aBTO-
MaTNYECKN

CTaHuMA OTKJIOHEeHa agmu-
HUCTPaTOPOM

Penosutopuin

F'naBa 2: NMpuno>keHns

MepemeHHbIe OnucaHue
MSG.AdminAddress ceteBol aapec LleHTpa ynpasneHus
MSG.AdminName MMA agMUHUCTpaTOpa

[Ans coobLLeHMI faHHOM FPynMbl TakXKe JOCTYMHbI OOLLMe NepeMeHHbIe /s PEno3nTopus, Npu-

BeleHHble Bbllle.

CoobuweHne

AKTyanbHoe COCTOAAHME
npoayKTa B peno3ntopun

3anyuieHo obHoBIEHNE
NPoAyKTa B peno3nTopumn

HepoctatouHo cBObGOAHO-
ro MecTa Ha Aucke

O6HOBNEHNE NpOAYyKTa B
perno3nToprn  3aMopoXe-
HO

MepemeHHbIe OnucaHue

nepemMeHHble OTCYTCTBYHOT

OTnpaBnseTcs, eCan HefoCTaTOYHO CBOBOAHOrO MecTa Ha AMCKe C AVHAMM-
YeCKUMU AaHHbIMN.

ObLwme nepeMeHHble AN PENO3UTOPUS, MPUBEAEHHbIE BbiLLE, HEAOCTYMHbI.

MSG.Freelnodes umncno cBoboAHbIX GaliNoBbIX AeCKpUn-
TopoB inodes (MMeeT CMbICA TOAbKO
ANA  HEKOTOPbIX CUCTEM CeMelicTea

UNIX)

MSG.FreeSpace cBobOAHOE MecTO B HaiTax

MSG.Path nyTb K KaTasory ¢ MaibiM 06bemMoM na-
MATK

MSG.RequiredInodes HeobxoaVMoe ans paboTbl YMCAO CBO-

604HbIX inodes (MMEeT CMbIC/ TOJbKO
AN HEeKOTOpbIX CUCTEM CEMeNcTBa
UNIX)

MSG.RequiredSpace HEO6XoANMBIV Ans paboTbl 06beM CBO-

604HOM NaMATK

nepemMeHHble OTCYTCTBYHOT

MpunoxeHuns
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CoobuweHne
Owwnbka o6HOBAEHWS NPO-

JyKTa B perno3ntopmm

Mpoaykt B penosutopum
obHoBNEH

MepemeHHblIe

MSG.Error
MSG.ExtendedError

MSG.Added

MSG.AdddedCount

MSG.Deleted

MSG.DeletedCount

MSG.Replaced

MSG.ReplacedCount

F'naBa 2: NMpuno>keHns

OnucaHue
coobueHne 06 owwmnbke
noApobHoe onvcaHme oLWnobKK

cnucok aobasneHHbIX dannos (Kaxzgoe
HanuMeHOBaHWe Ha OTAE/IbHOW CTPOKE)

KOAMYecTBO J06aB/EHHbIX GaliioB

CNUCOK yAaneHHbix ¢annos (Kaxzgoe
HanMeHOBaHVe Ha OTAE/bHOM CTPOKe)

KONIMYECTBO yAaneHHbIX Gaiaos

CMUCOK 3aMeHeHHbIX $annoB (Kaxzaoe
HaVMeHOBaHWe Ha OTAENbHOM CTPOKE)

KONINYECTBO 3aMeHeHHbIx dalisoB

@ MNMepemeHHble WabnoHa AKTya/llbHOE COCTOAAHWE MPOAYKTa B PENO3UMTOPUM HE BK/IOYAIOT
. dannbl, MOMEYEHHble KaK U2HOpUpyeMble Npu onosewjeHusx B KOHOUrypaLvoHHOM daline
npoaykra, cM. F1. CuHtakcnc darina koHourypaumm .config.

CraHuumn

[ns coobLeHnin JaHHOM rpynnbl TakKe AOCTYMHbl 06LLMe NepeMeHHble AN CTaHLMI, NPUBeLeH-

Hble BblLlE.

CoobuweHune

ABapuiiHbIA  pa3pbiB  CO-
eAnHeHns

Kputnueckasa owmnbka o6-
HOB/IEHUSA CTaHLUK

HewnsBectHas ctaHuMA

MepemeHHbIE

MSG.Reason
MSG.Type
MSG.Product

MSG.ServerTime

MSG.ID

MSG.Rejected

OnucaHne

NpWYMHa 3aBepLLeHNs
AN KANEHTa
06HOBAEMbBIN NPOAYKT

MeCTHOe BpeMs MoyyYeHns coobLieHns
CepBepom

UUID Hewn3BeCTHOM CTaHL N

3Ha4eHunAa:

e 0— L40OCTYyN AnA CTaHUMK 3anpeLteH

e 1 — MHMUMMPOBaAHa onepauusa nepe-
BOJa CTaHUMW B COCTOSIHME "HOBMU-

HOK

MpunoxeHuns
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CoobuweHne

O6HapyxeHa yrposa 6e3-

OornacHoOCTn

Ownbka
CTaHLU MK

aBTOpM3aLUM

Owwnbka ckaHMpoBaHMs

Owwnbka co3gaHus ydet-
HOW 3aMuncK CTaHLmK

MepemeHHblIe

MSG.StationName

MSG.Action

MSG.Component
MSG.InfectionType
MSG.ObjectName
MSG.ObjectOwner

MSG.RunBy

MSG.ServerTime
MSG.Virus
MSG.ID

MSG.Rejected

MSG.StationName
MSG.Component
MSG.Error
MSG.ObjectName
MSG.ObjectOwner

MSG.RunBy

MSG.ServerTime
MSG.ID

MSG.StationName

F'naBa 2: NMpuno>keHns

OnucaHue
Ha3BaHWe CTaHUMn

LeucTBME, NpeanpuHaToe npy obHapy-
KeHUn

MMsl KOMMOHEHTa

TVN yrpo3sbl

M5 MHOULIMPOBAHHOrO 06bekTa
BrageneL, MHOMLMPOBaHHOro obbekTa

nonb3oBartesib, OT
3anyweH KOMMNOHEHT

MMEHN KOTOpPOro

Bpems noayyeHus cobbitns, GMT
MMA yrpo3bl
UUID craHumn

3Ha4YeHnA:

e 0 — IOCTYN ANS CTaHLMM 3anpeLLeH

e 1 — VHMUMMpPOBaAHa ornepauus nepe-
BOJa CTaHUMW B COCTOSIHME "HOBMU-

yok"
Ha3BaHMe CTaHLMK
NM$i KOMMOHEHTa
cooblieHre 06 ownbke
nMsA obbekTa

BAageseL, obbekTa

nonb3oBaTeNb, OT WMEHW KOTOPOro
3anyLieH KOMMOHEHT, OOHapy>KMBLUWIA

yrposy
Bpems noayyveHuns cobbitna, GMT
UUID ctaHuwnm

Ha3BaHWMe CTaHUNU
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CoobuweHne

CTaHuMs JaBHO He noa-
knrouvanacb k Cepsepy

CraHuyms NoATBEP>XKAEHA
aBTOMaTLYECKN

CraHuyms NoATBEP>XKAEHA
aAMVHUCTPaATOPOM

CraHumsa yxe 3aperucrpu-
poBaHa

Cratnctnka ckaHm poBaHnA
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MepemeHHblIe OnucaHue

ObLme nepeMeHHble ANS CTaHUWUIA, MPUBEAEHHbIE Bbille, HEAOCTYMHbI.

MSG.DaysAgo KONIMYECTBO AHeli C MOMEHTa MOC/ieA-
Hero noaktouerus K Cepsepy

MSG.LastSeenFrom ajpec, ¢ KOTOPOro CTaHuuA B nocies-
HWN pa3 noakntoyanack kK Cepsepy

MSG.StationID UUID craHuumn

MSG.StationName Ha3BaHwWe CTaHLMK

nepemMeHHble OTCYTCTBYHOT

MSG.AdminAddress ceTeBol agpec LleHTpa ynpasneHus
MSG.AdminName MMA agMUHUCTpaTOpa

OTnpaBnseTcs, ecan CTaHUMA B HacToALLee BpeMs yXe 3apernctpupoBaHa
Ha 3Tom uan apyrom Cepsepe.

MSG.ID UUID craHuumn

MSG.Server ID Cepsepa, Ha KOTOPOM CTaHLMsA 3a-
perncTpupoBaHa

MSG.StationName Ha3BaHWe CTaHUMn

MSG.Component MM#A KOMMOHEHTa, NPOBOAMBLLErO CKa-
HVWpOBaHue

MSG.Cured KOJIMYeCTBO BblleYeHHbIX 06 bEKTOB

MSG.DeletedObjs KOZIMYeCTBO yJaneHHbIX 06bekToB

MSG.Errors KOJIMYECTBO OLIMBOK CKaHNMPOBaHUA

MSG.Infected KOANYeCTBO MHOULMPOBAHHLIX 06bek-
TOB

MSG.Locked KONN4YeCTBO 3ab610KMPOBaHHbIX 0bbek-
TOB

MSG.Modifications KONMUYECTBO OOBEKTOB, MHOULMPOBAH-

HbIX MOANDUKALIMSMUN BUPYCOB

MSG.Moved KONNUECTBO O6BHEKTOB, NepemeLLeHHbIX
B KapaHTUH

MpunoxeHuns
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CoobueHune MepemeHHble OnucaHune
MSG.Renamed KONMUECTBO NeperMeHOBaHHbIX 06bek-
TOB
M3G.RunBy nonb3oBaTenb, OT VMEHW KOTOPOro

3anyweH KOMMNOHEHT

MSG.Scanned KONN4eCcTBO NPOCKaHMPOBaHHBbIX
06beKToB

MSG.ServerTime Bpems noayyeHuns cobuitua, GMT

MSG. Speed cKkopocTb 06paboTkm B KB/c

MSG.Suspicious KOJNMYECTBO MOA03PUTE/bHbIX O0bbek-
TOB

MSG.VirusActivity

Tpebyetca  nepesarpyska MSG.Product 06HOBAAEMbI NPOAYKT
CTaHuuUM
M3G.ServerTime MECTHOe Bpems NoayYeHns coobLeHus
CepBepom
YcTaHOBKM

[ns coobLeHnin JaHHOM rpynnbl Tak>Ke AOCTYMHbl 06LLMe NepeMeHHble AN CTaHLMIA, NPUBeLeH-
Hble BblLLe.

CoobueHune MepemeHHble OnucaHue
YcTaHOBKa Ha CTaHUMM He Bbl- MSG.Error cooblLLeHve 06 olnbke
nonHeHa

YcTaHOBKa Ha CTaHLMK YCMewHOo MepeMeHHble OTCYTCTBYHOT
3aBeplueHa

MpunoxeHuns
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MpunoxxeHue E. Cneundpuxkaunsa cereBoro agpeca

B aaHHOM cneundmKaunm NPUHATLI Clegytowme o603HaYeHus:

e nepemeHHble (MNoss, NoANexXalle 3aMmeHe Ha KOHKPeTHble 3HaYeHWsA) 3aKI0YatoTCa B Yr10Bble
CKOOKM M MULLYTCA KyPCUBOM,

® MOCTOSAHHbIA TEKCT (COXpaHFIFOLLI,MVICﬂ nocne I'IOACTaHOBOK) nmweTca MOHOWNMPWUHHBIM LLIqu)-
TOM,

e HeobsA3aTe/IbHble 3/IEMEHTbI 3aKAHOYaOTCA B KBajpaTtHble cKobKY,

e C/1IeBa OT NOC/Ie0BaTEIbHOCTM CMMBOJIOB 1= pacroiaraeTca onpeAenseMoe noHAT1e, a crpasa
— onpegeneHue (kak B dopme bakyca-Haypa).

E1. O6wnin popmar agpeca

CeTeBOW afpec UMeeT CneayroLLnii BUA;

[ <protocol>/] [ <protocol-specific-part>]

Mo ymonuaHuto <protocol> nmeet 3HaueHne TCP. 3HayeHUs No ymonyaHuto <protocol-specific-
part> onpeaensatoTcsa NPUIOXKeHNEM.

Appeca cemeiictBa IP
e <interface>: :=<ip-address>

<ip-address> moxeT 6biTb DNS-MmeHem nan IP-agpecom, passeneHHbIM ToUKamMu (Hanpumep,
127.0.0.1).

e <socket-address>: : =<interface> : <port-number>
<port-number> ponxeH bbiTb 3afaH AECATUUYHBIM YMCIOM.

Mpumepsi:

1.tcp/127.0.0.1:2193

O3HayaeT NPOTOKOA TCP, NOPT 2193 Ha UHTepderice 127.0.0. 1.

2.tcp/[::1:2193
O3Hauaet NPOTOKON TCP, nopt 2193 Ha IPv6-nHTEpderice
0000.0000.0000.0000.0000.0000.0000.0000

3. localhost:2193

TO Xe.
4. tcp/:9999

3HaueHve Ans cepBepa: MHTepdENC NO YMONYAHWMIO, 3aBUCALLMIA OT NPUIOXKEHNs (0BbIUHO BCe
AOCTyMNHble MHTEPdENCbI), NOPT 9999; 3HaUeHMe A/1A KNNEHTA: CBA3b C XOCTOM MO YMOJYaHUIO,
3aBMCALLMM OT NpuaoxeHusa (06blYHO localhost), NopT 9999.

5. tcp/

npotokon TCP, nopT No ymoa4vaHuio.

MpunoxeHuns
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Appeca cemeictea UDS

e OpueHTMPOBaHHbIA Ha COeANHEHNE NPOTOKO:
unx/<file_name>

e OpVEeHTUPOBaHHbIV Ha AerTarpamMmmy NpPOTOKO:

udx/<file_name>

Mpumepsi:
1. unx/tmp/drwcsd:stream

2.unx/tmp/drwcsd:datagram

OpueHTMpPOBaHHbIN Ha coeANHEeHUuEe NPOTOKO

<protocol>/ <socket-address>

rae <socket-address> 3azaeT IOKaAbHbIV afpec COKeTa AN CepBepa WM yAaneHHbI cepBep Ans
KNNEHTa.

OpureHTMpOoBaHHbIW Ha AeUTarpaMmMy NPOTOKOJI

<protocol> / <endpoint-socket-address > [ - <interface> ]

Mpumepsi:
1.udp/231.0.0.1:2193
O3HayvaeT ncnonb3oBaHne multicast-rpynnbl 231.0.0.1:2193 Ha 3aBUCALLEM OT MPUIOXKE-

HWA MHTepdence Mo YMOAYAHUIO.
2.udp/[££18::231.0.0.1]:2193

O3HauvaeT ucnonb3oBaHve multicast-rpynnbl [££18::231.0.0.1] Ha 3aBMCAWEM OT NpU-
NOXeHWA nHTepdence Mo yMONYAHMIO.
3. udp/

3aBUCALLMM OT MPUNOXKEHUA MHTEPDENC 1 KOHEeYHas TouKa.
4. udp/255.255.255.255:9999-myhostl

MCNONb30BaHNE LIMPOKOBELLLATENbHbIX COObLWEeHMI Ha NOPT 9999 Ha nHTepdence myhostl.

Appeca cemeictBa SRV

srv/ [<server name>] [@<domain hame/dot address> ]

MpunoxeHuns
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E2. Appeca CepBepa Dr.Web

Mpuem coeanHeHnmn

<connection-protocol>/ [ <socket-address > ]

Mo ymon4aHuto, B 3aBUCMMOCTU OT <connection-protocol>:

e tcp/0.0.0.0:2193

YTO O3HauaeT "BCe MHTepdEeNChbl (3a MUCKIHUYEHMEM TeX, KOTOPbIM NMPUCBOEeHbI IPv6-aapeca),
nopt 2193%

e tcp/[::1:2193

yTO O3HayaeT "Bce IPv6-uHTEepderichl, mopt 2193".

Cnyxx6a o6Hapy>xeHus Cepsepa Dr.Web

<datagram-protocol>/ [ <endpoint-socket-address> [ - <interface>1] ]

Mo ymonuaHuto, B 3aBUCMMOCTU OT <datagram-protocol>:

e udp/231.0.0.1:2193-0.0.0.0

YTO O3HayvaeT ncnosib3oBaHwe multicast-rpynnel 231.0.0.1:2193 Ha Bcex UHTepdenicax;

e udp/[ff18::231.0.0.1]1:2193-[::]:0
YTO O3HayaeT ncnonb3oBaHme multicast-rpynnbl [££18::231.0.0.1:2193] Ha BCEX UHTEp-
dbencax.

E3. Agpeca AreHta Dr.Web/ UHctannatopa

Mpamoe coeanHeHmne c Cepsepom Dr.Web

[ <connection-protocol>] / [ <remote-socket-address> ]

Mo ymon4aHuto, B 3aBUCMMOCTU OT <connection-protocol>:

e tcp/127.0.0.1:2193

rae 127.0.0.1 — loopback, 2193 — nopt;
e tcp/[::1]:2193

rae [::1] —loopback (IPv6), 2193 — nopr.

MpunoxeHuns
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NMouck CepBepa <drwcs-name>, NCNoJib3ylOLWUU YKa3aHHOe ce-
MeMNCTBO MPOTOKOJ/IOB U KOHEUHYHO TOUKY

[ <drwcs-name>] @ <datagram-protocol>/ [ <endpoint-socket-address > [ - <interface>] ]

Mo ymonuaHuto, B 3aBUCMMOCTUN OT <datagram-protocol>:

e drwcs@udp/231.0.0.1:2193-0.0.0.0

nounck CepBepa ¢ umeHem drwcs gaa TCP-coegnHeHus, ncnosb3ytowero multicast-rpynny
231.0.0.1:2193 Ha BCex UHTepdencax.

MpunoxeHuns
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MpunoxxeHune F. YnpasneHune penosutopuem

@ PekomeHayeTca oOCylwecTBAATL YyNpaB/JeHNe peno3vTOpueM 4Yepes COOTBETCTBYHOLME Ha-
: cTpovikn LleHTpa ynpasaeHus. MogpobHee cm. B PykoBoacTBe agMUHUCTpaTopa, M. Ynpas-
JeHvie peno3sutoprem Cepeepa Dr.Web.

HacTpolikn peno3utopus CoxpaHsatoTcs B cegytoline daliibl KOHOUrypaLmm penos3ntopus:

e Oblme darabl KOHQUIrypaLum pacnoNoXeHbl B KOPHe KaTaaora peno3ntopua 1 3ajatoT napa-
MeTpbl cepBepOB OOHOBAEHW.

o Daiinbl KOHOUIYpPaLUUM MNPOAYKTOB PacnoNOXeHbl B KOPHE KaTaJloroB, COOTBETCTBYHOLLNX KOH-
KPETHbIM NMpPOAyKTaM pPeno3uTopus, 1 3aJaroT cocTaB GpanioB U HACTPOMKM OBHOBAEHUI NpO-
AyKTa, B KaTafore KOTOPOro OHW HaXxOAATCA.

@ Mocne pepakTnpoBaHusa Gannos koHbUrypaumnm tpebyercs nepesanyck Cepepa.

ilf Mpwn HacTponke MexXcepBepHbIX cBsizel (cM. B PykoBogcTBe agMUHUCTpaTopa, n. OcobeH-

. HOCTV CeTV C Heckonbknmu CepBepamu) ANA 3epKanivpOBaHWA NMPOAYKTOB CielyeT UMeTb B
BUAY, YTO KOHOUIYypaLMOHHble halibl HE ABASHOTCA YacTbio MPOAYKTa 1 He obpabaTbiBaroTcs
CMCTEMOW 3epKannpoBaHus. YTobbl n3bexatb cboeB B paboTe cncteMbl 06HOBAEHMS:

e 14 paBHOMpPaBHbIX CepBepoB COXpaHANTe KOHGUTypaLMiO MAEHTUUYHOMN,

e AN NoAuUMHeHHbix CepBepoB OTK/IOUMTE CMHXPOHM3ALMIO KOMMOHEHTOB MO MPOTOKOAY
HTTP nnn coxpaHsaite KOHPUrypaLumo NAEHTUYHOW.

F1. O6wume Ppaitnbl KoHPpUrypaumm

.servers

®ain .servers COAEPXMUT CMNCOK CepBepoB Ansa obHOoBAeHMA KomnoHeHToB Dr.Web Enterprise
Security Suite B penosutopun Cepsepa Dr.Web c cepsepos BCO.

CepBepbl B CMMCKE OMpPaLIMBAOTCA MOCNEAOBATENbHO, MPK ycriexe OBHOBAEHMs MpoLeaypa
ornpoca 3aBepLuaeTcs.

Hanpumep:
esuite.geo.drweb.com
esuite.msk3.drweb.com

esuite.msk4.drweb.com

esuite.msk.drweb.com

MpunoxeHuns
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esuite.us.drweb.com

esuite.jp.drweb.com

.url

®ann .url cogepxut 6a3osbin URI 30HbI 06HOBAEHMA — KaTanora Ha cepBepax 0OHOBAEHWI, CO-
Aep>kalLero o6HOBAEHMA KOHKPETHOro npoaykta Dr.Web.

Hanpuwmep:

update

.auth

®alin .auth coaepXuT napaMeTpbl aBTOPM3aLMN NOJIb30BaTENS HA CepBEPE OOHOBAEHWIA.

MapameTpbl aBTOpM3aLMK 3a4at0Tcs B cregytowemM dopmare:

<UMA noJsib3osamesia>

<napose >
Mma nonb3oBatens — oba3aTtesibHbIV NapaMeTp, Napo/b — ONLMOHANbHbIN.
Hanpuwmep:

admin

root

.delivery

®ain .delivery COAEPXUT HACTPOMKKN Ans nepesaun obHoBaeHWI ¢ cepeepoB BCO.

Mapametp BosmorkHble  3Haue- OnucaHue
HUS
cdn on | off Vicnonb3osaHue Content Delivery Network npu 3arpyske pe-
nosuTopms:

e on — ucnoab3osaTb CDN,

e of f — He ucnosb3zosatb CDN.

MpunoxeHuns
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Mapametp BosmorkHble  3Haue- OnucaHue
HUS
cert drweb | valid | [lonyctimble SSL-cepTUdmKaThl cepeepoB 06HOBEHUS, KOTO-

any | custom .
pble 6yayT aBTOMaTUYECKU MPUHUMATLCS:

e drweb — NpuUHMMaTb TOAbKO SSL-cepTudukaT KOMMAaHUM
«[lokTop Beb»,

e valid — NpVHUMaTb TOMBKO AelcTBUTeNbHble SSL-ceptu-
dukaTbl,

® any — NMpMHMMaTb nobble CepTI/ICI)I/IKaTbI,

e custom — MPUHUMaTL CePTUPUKAT, KOTOPBLIV yKasan nosb-
30BaTesib.

cert-path MyTb K MONb30BaTENLCKOMY CepTUdMKATY, ECAN YKa3aH PEXMM
custom Ana napameTpa cert.

ssh-mode pwd | pubkey PexuM aBTOpU3aLIMM NPY NCMONL30BaHUM NPOTOKONOB SCp W
sftp (0cHOBaHbI Ha SSh2):

e pwd — aBTOPM3aLMs NO PErncTpaLMoHHOMY UMEHM MoJb30-
BaTeNsA W NapoJito,

e pubkey — aBTOpM3aLKMA NO KAKOYaM LLNPPOBaHNA.
p y

ssh-pubkey MyTb K OTKPbITOMY Ssh-k/touy cepBepa OOHOBEHWUIA.

ssh-prikey MyTb K 3aKpbITOMY Ssh-katovy cepeepa 06HOBAEHMIA.

F2. ®ainbl kOHPUrypaumm NnpoayKToB

.description

®ainn .description 3agaeT uma npoaykra. Ecam dann otcyTcTByeT, B KauyecTBe MeHW MpoAyKTa
MCNO/Ib3yeTCcA MMA COOTBETCTBYHOLLErO KaTasora NpoAyKra.

Hanpumep:

Dr.Web Server

.sync-off

®aiin oTkntouaeT obHoBAEHME npoaykra. COAGp)KMMOG HE NMEET 3HaYeHUA.

MpunoxeHuns
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®dainsibl CKAOUEeHU Npyn obHoBAeHUM peno3utopus CepBepa ¢
BCO

.sync-only

®aiin .sync-only COAEPXMUT perynsipHble BblpaXeHus, onpeaenstolime cnucok danaos peno-
3UTOpUsA, KOTOopble ByAyT CMHXPOHU3MPOBATLCA NpU O6HOBAEHUW peno3uTopus ¢ BCO. Darinb
peno3nTopus, He 3afaHHble B . sync-only, CUHXPOHM3NPOBATLCA He ByayT. Ecam dann . sync-
only OTCYyTCTBYET, TO BYAyT CUHXPOHU3MPOBATLCA BCe daliibl peno3nTopus Kpome daiiios, uc-
KNFOUEHHBbIX COrJIacHO HacTpoikam B daine . sync-ignore.

.sync-ignore

®alin . sync-ignore coaepXxuT B GopmaTe peryaspHbiX BblpaxkeHW CnMcok ¢panioB penosmTo-
pusi, KOTOpble BYAYT NCKAFOUEHbI U3 CUHXPOHM3aLMM Npu 06HoBAeHMM peno3utopus ¢ BCO.

Mpumep ¢aina c ucknroUeHNAMMU

~“windows-nt-x64/
~“windows-nt/

~“windows/

Mopapok ucnonbzoBaHna pannos KOHGUrypauum

Ecam ana npoaykta NnpucyTcTByHOT daiabl . sync-only U . sync—ignore, UCNOAb3YeTCA Caesy-
toLlas cxema AencTBum:

1. CHayana npumeHsetcs .sync-only. ®ainbl, He NepeyYncineHHole B .sync-only, He obpa-
baTbIBarOTCA.

2. K ocraBlumMmcs darinam NpyMeHseTcs . sync-ignore.

®dainnbl nckaroueHnin npm obHoBneHun AreHtoB ¢ CepBepa

.state-only

®aiin . state-only COAEPXUT perynspHbie BblpaXKeHWs, onpesenstoLine cnmcok Gpanios, KoTo-
pble ByayT CUHXPOHM3NPOBaTbCA Npu obHoBAeHMM AreHToB ¢ CepBepa. Qainbl peno3nTopus, He
3afjaHHble B .state-only, CUHXPOHM3NPOBATLCA He ByayT. Ecam dann .state-only OTCyT-
CTBYeT, TO ByAeT CMHXPOHM3MPOBATLCA BCe dalnbl peno3nTopus KpoMe dainnoB penosnTopus,
NCKNHOYEHHbIX COrNacHO HacTpovkaM B panne . state-ignore.

MpunoxeHuns
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.state-ignore

®dalin .state-ignore COAEPXMUT PEryaspHble BblpaxkKeHWs, onpeaenstowme cnmcok Gannos,
KOTopble ByAyT MCKAHOUEHbI N3 CUHXPOHU3aLMK Npu obHoBAeHUW AreHToB ¢ CepBepa.

Hanpuwmep:

e He TpebyeTcA NosyyaTb HEMELKUIN, MOAbCKMM U UCMAHCKUIA A3bIkKM MHTepdenca (ocTanbHble —
noay4atb),

e He TpebyeTca NoayyYeHne KOMMNOHEHTOB, NpeAHa3HauYeHHbIX Ana 64-6utHbix OC Windows.
;fcommon/ru-.*\.dwl$ sTO GymeT OOHOBJIEHO
~common/de-.*\.dwls$
~common/pl-.*\.dwl$
~common/es—.*\.dwl$
“win/de-.*
“win/pl-.*

“windows-nt-x64\.*

OuepegHOCTb MpUMeHeHWs .state-only M .state-ignore aHalOrMM4yHa .sync-only W
.sync—ignore

Hactpounku oTnpaBku onoBeL,eHUun

dainbl rpynnbl notify NO3BOAAIOT HACTPOUTb CUCTEMY OMOBELLEHNA NPW YAauHOM O6HOBAEHNN
COOTBETCTBYHOLLMX MPOAYKTOB PEMNO3UTOPUA.

@ ﬂ'aHHbIe HaCTpOI;IKVI OTHOCATCA TOJIbKO K ONOBELEHNHO I1po,qu'r o6HoBAeH. Ha ocTanbHble
ThMbl OHOBeU.I,EHMIZ NCKNKOYEHUA HE PacnpoOCTPaHAROTCA.

HaCTpOVIKI/I CnCTeMbl onoBeLleHna onncaHbl B PyKOBOACTBe aAAMUWHUCTPATOPa, I. HaCTQOI;I-

Ka ornoeeLlleHnn.

.notify-only

®ann .notify-only COAEPXWUT CMMCOK GalNoB PEMO3UTOPUSA, NMPU U3MEHEHUM KOTOPBIX OT-
npaBaAeTca ornoBeLleHue.

MpunoxeHuns
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.notify-ignore

®alin .notify-ignore COAEPXUT CNNCOK GanNoB pPeno3nTopus, NPu M3MEHEHUN KOTOPbIX He
OTNPAaBASATCSA OMOBELLEHWS.

Mopsaaok ucnonb3oBaHna painioB KOHPUrypauum:

Ecan ans npoaykta npucyTcTByroT paisbl .notify-only M .notify-ignore, ncnonbsyerca
cnesyrollas cxema AencTBUN:

1. Mpw obHoBAeHUW npogykTa dannbl, obHoBAeHHble ¢ BCO, cpaBHMBAIOTCA CO CAMCKaMu UC-
KNHOUYEHUI.

2. CHauvana nckntoyatotca Gansbl, BKIKOYEHHbIE B CMUCOK .notify-ignore.
3 ocTaBlumxca GparinoB MCkAroYatoTca Garnbl, He Nognajarolime B CNMcok .notify-only.

4. Ecan octanncb dansibl, He UCKIOYEHHble Ha MpeAbiAyLUMX Larax, TO OMoBELLeHNs OTnpas-
NAKOTCA.

Ecam ¢annbl .notify-only M .notify-ignore OTCYTCTBYIOT, TO OonoBeLleHns ByayT oTnpas-
nAaTbCcA BCerga (eCc/M OHW BKAKOYeHbl Ha cTpaHuue HacTpoukm onoBeweHun B LleHTpe
ynpasJjieHus).

Hanpuwmep:

Ecnm B davine .notify-ignore 3asaHo UCKAtOYeHWe ~.vdb.lzma$, TO B cay4yae, ecam obHo-
BWJIMCb TO/IbKO daiinibl BUPYCHbIX 6a3, ornoBellieHne oTrnpaeaeHo He byaeT. Ecam nomumo 6a3 06-
HOBWIOCb AAPO drweb32.d11, TO onoBeLleHne byaeT OTnpaBaeHo.

Hactpovikn 3amopo3ku

.delay-config

®ann .delay-config COAEPXUT HACTPOWMKMN 3anpeTa NepekaryeHns NpPoayKTa Ha HOBYHO pe-
BM3WNtO. Peno3utopuii npogosixaeT pacnpocTpaHeHWe npeapiaylien peBu3nuv, CUHXPOHM3aLMA
b6onee He ocyulecTBaseTCs (COCTOAHME NpoaykTa “"3amopaxuBaetcsa”). Ecav agmmHucTpatop co-
yTeT NPUHATYIO PEBU3MIO NMPUTOAHOWN AR PACMPOCTPaHEHWA, OH AOJKEH Pa3peLlnTb ee pacnpo-
CTpaHeHwue B LleHTpe ynpasaeHua (cM. PykoBoACTBO agMUHUCTpATOpa, N. YrpassieHve penosn-
Topuem Cepeepa Dr.Web).

®arin COAEPXKUT ABa NapaMeTpa, HE3aBUCUMbIX OT PETNCTPa N pasfesieHHbIX TOUKOW C 3anATON.

®opwmar Panna:

Delay [ON|OFF]; UseFilter [YES|NO]
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Mapametp

Delay

UseFilter

Hanpuwmep:

Delay ON; UseFilter NO

.delay-only

Bo3mo)KHble
3HaueHuA

ON|OFF

YES |NO

F'naBa 2: NMpunoxxkeHna | 65

OnucaHune

e ON — 3aMOpO3Kka OOHOB/EHMI NPOAYKTa BKAtOUEHa.

OFF — 3aMOpO3Ka OOHOBAEHWI NPOAYKTa OTKIFOUEHa.

e Yes — 3amMopaxuvBaTb OOHOBJEHMA TONbKO €CIM OBHOB/EHHble
dainbl COOTBETCTBYIOT CMMUCKY WCKIOUEHUA B daiine
only.

.delay-

e NO — 3aMOpaXuBaTb 06HOB/IEHUNS B HOOOM cnyyae.

®aiin .delay-only COAEPXUT CNUCOK GaIOB, MPU U3MEHEHUN KOTOPbIX NMEPEKOYEHME MPO-
AyKTa Ha HOBYH peBuM3nto 3anpelyaetcs. Cnvcok darnos 3agaetcs B dopmaTte perynspHbIX Bbl-

Pa>keHWN.

Ecav daiin n3 obHOBNEHMS pPeno3uTopus COBMaZaeT C yKasaHHbIMWM Mackamu, WU HacTpovika
UseFilter B daine . sync-only BKIKOUEHa, TO peBU3ns ByseT 3aMOpPOXKEHa.

.rev-to-keep

®alin .rev-to-keep COAEPXKUT KOMUYECTBO XPaHUMbIX PEBU3NIA MPOAYKTA.

Hanpuwmep:

3
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MpunoxxeHue G. KoHpurypaumoHHblie Ppaitibl

B aaHHOM paszgene onucbiBaeTcs popmart cieayrolmx ¢haros:

e KOHPUrypaumoHHbliin darin Cepepa Dr.Web drwcsd. conf;
e KOHUrypaumOoHHbIN darin LieHTpa ynpaBaeHns webmin. conf;
e KOHPUrypaLUMOHHbIN Garin download. conf;

e KOHPUrypaLmoHHbIN darin MNpokcn-cepepa drwcsd-proxy.xml.

ilf Ecan Ha koMnbloTEpE C COOTBETCTBYHOLMM KOMMOHEHTOM YCTaHOB/EH AreHT CO BK/IHOUEHHOW
Camo3alLMToN, TO nepes W3MeHeHVeM GanoB KOHPUrypauum HeobXOAMMO OTKIOUUTH
KOMMOHeHT caMo3aluTel Dr.Web yepe3 HacTpoliku AreHTa.

Mocne coxpaHeHWsi BCEX BHECEHHbIX W3MEHEHWU PEeKOMEHAYeTCA BK/IHUUTb KOMMOHEHT
camo3awutbl Dr.Web.

G1. KonpurypaumoHHbin ¢paitn Cepsepa Dr.Web

KoHurypaumoHHbii ¢pann Cepsepa DrWeb drwcsd.conf no ymonuaHuto pacnosnaraercs B
nogkatanore etc kopHesoro katasora Cepsepa. lNpu 3anycke Cepsepa Npy NoMoLM napameTpa
KOMaHJHOW CTPOKWN MOXET 3aAaBaTbC HeCTaHAaPTHOE PacrnoNoXKeHMe U HauMeHOBaHWe KOHPK-
rypaumoHHoro danna (nogpobHee cMm. MpunoxeHune H4. Cepeep Dr.Web).

Mpy Heob6xoaMMOCTM pyuYHOro peaakTUpoBaHUA KOHpuUrypaumoHHoro ¢anna Cepsepa
Dr.Web, BbinonHute cnepyowme AeicTBuA:

1. OctaHoBuTte Cepsep (cM. B PykoBopacTBe agMuHUCTpaTopa n. 3anyck v octaHoB Cepeepa
Dr.Web).

2. Otknrounte caMo3salnty (B cayyae Hananmyma Ha KoOMnbHoTEpE AreHTa C aKTMBHOW caMo3aln-
TOW — B KOHTEKCTHOM MEHHO AreHTa).

3. BHecuTe HeobxoAMMble N3MeEHEHNS B KOHOUIypaLMoHHbIA dann Cepsepa.

4. 3anyctute Cepsep (cMm. B PykoBoacTBe agmuHucTpatopa n. 3anyck n ocraHoB Cepsepa
Dr.Web).

®opwmat KoHpurypaumoHHoro ¢auna Cepsepa Dr.Web

KoHdpurypaumoHHbiin dparin Cepepa npeacraBneH B popmate XML,

OnucaHue napameTpoB KOH$UrypaumoHHoro ¢aina Cepsepa Dr.Web:

<version value='"'>

Tekywas Bepcusa KOHPUIypaLMOHHOTo dalina.

® <name value='"'/>

MpunoxeHuns
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Ha3eaHwne CepBepa Dr.Web naun knactepa Cepsepos Dr.Web, no kotopomy 6yayt obpawiatbcs
npw noucke AreHTbl, MHCTaNAToOpbl AreHToB Man LleHTp ynpasneHuna. OctaBbTe 3Ha4eHne na-
pameTpa nyctbiM (' — MCNONb3YeTCs NO YMOAYAHWIO), UTOObI MCNOAb30BaTh UMSA KOMMbIOTEPA,

Ha KOTopoMm ycTaHoBneH Cepaep.

® <id value='"'/>

YHukanbHbI naeHtndukatop CepBepa. B npeablayLumx Bepcmax cogep>kanca B ANLEH3VIOHHOM
kntoye CepBepa. HaunHasa ¢ Bepcun 10 xpaHUTCH B KOHPUrypaumnoHHom darnne Cepsepa.

® <location city=""
organization=""

country=""
province=""

department="" floor=""

room='"' street='"'/>

leorpadmueckoe pacnonoxeHne Cepsepa.

OnucaHve aTpnbyTOoB:

ATtpunbyr OnuncaHune

city lopog,

country CrpaHa

department HasBaHwve nogpasgenexHus
floor dTax

latitude Lnporta

longitude [JonroTa
organization HasBaHwne opraHuzauum
province HaseaHue obnactn
room Howmep koMHaThl
street

® <threads count='"'/>

HasBaHwue yauubl

latitude=""

longitude=""

Konnuectso notokoB ans ob6paboTkm AaHHbIX, MOCTynarowmx ot AreHToB. MUHUManbHoe 3Ha-
yeHune — 5. Mo ymonuanuto — 5. laHHbIN NapameTp BAMAET Ha Npou3BoanTenbHOCTL CepBepa.
He cneapyet n3meHATb 3HauYeHVe napameTpa 6e3 pekoMeHaaumm cy>Kbbl NoaAep>KKU.

® <newbie approve-to-group=""

default-rate='"' mode="'"'/>

PeXx1M AocTyna HOBbIX CTaHLWNA.

OnwucaHwe aTtpnbyTOB:

Aonyctumbie

3Ha-

ATpnbyT OnucaHue Mo ymonuanuio
yeHus
approve lpyrnna, koTopas byaeT HasHaueHa [lycToe 3HauyeHwe, 4TO
ve-
to-group MO YMOJYaHMIO B KauecTBe Mep- O3HayaeT HasHauaTb nep-

BUYHO 4N1a HOBbIX CTaHUWUW Npu

BMYHOM rpynny Everyone.
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ATpubyTr

default-
rate

mode

Jonyctumsbie
yeHuA

3Ha-

open — aBTOMaTu-

yecky paspeLuatb
foctyn,
closed - Bceraa

oTKasblBaTb B JO-
cTyne,

approval - nog-
TBEPXAaTb AOCTYnN
BPYYHYHO.

OnuncaHue

pexxvme ABTOMaTU4YeCKu paspe-
waTb AOCTYN (mode="open").

Ana AV-Desk. lpynna, kotopas 6y-
[eT Ha3HayeHa Mo YMOJYaHUIO B
KauectBe TapUOHON AN HOBbIX
CTaHuMW npu pexunmve ABTOMaTH-

yecku paspewarb  gocTyn
(mode="open").

Monutnka NOAKAKOUEHUS HOBbIX
CTAHLNRA.

F'naBa 2: NMpuno>keHns

Mo ymonuanuio

MNycTtoe 3HayeHWe, 4TO
O3HauyaeT HasHayaTb Ta-
pudHon rpynny Dr.Web
Premium.

MNoapobHee cM. PykoBOACTBO agMMHMUCTPaTOpa, N. [1oantrka NOAKNHOYEHNA CTAHLMN.

<unauthorized-to-newbie enabled='"'/>

MNonnTtnka AeUCTBUIN Haj HEaBTOPM3OBaAHHbIMU CTaHUMAMK. [lonycTUMble 3HauyeHusa aTpubyTa

enabled:

o yes — CTaHLUMV, He nMpollejlive aBTopm3aumio (Hanpumep, B ciy4vae noBpexaeHusa 6asbl
AaHHbIX), ByAyT aBTOMaTMYeCKN NepeBOANTLCSA B COCTOSAHNE HOBUYKOB,

o no (MO YMOJ/IYAHWIO) — HOPMaJibHbIN pPexuM paboTsbl.

<maximum-authorization-queue size=''/>

MakcrManbHOe KONMYECTBO CTaHUWIM B oyepean Ans aBTopusauum Ha Cepsepe. He cneayet
M3MEHATb 3HaYEHWe NapameTpa 6e3 pekoMeHAaLUM CNy>KObl NOAAEPXKKN.

<reverse-resolve enabled='"'/>

3ameHnTb IP-agpeca DNS-nmeHammn komnbioTepoB B daiine xypHana Cepsepa Dr.Web. [ony-
CTUMble 3HayeHuA aTpubyTa enabled:

@ yes — Nnoka3sbiBaTb DNS-nmeHa.

@ no (N0 ymMoONuaHWio) — nokasbiBaTtb IP-agpeca.

<replace-netbios-names enabled="'"'/>

3ameHaTb NetBIOS-umeHa komnbroTepoB DNS-umeHem. [lonycTumble 3HayeHusa atpubyta

enabled:

o yes — nokasbiBatb DNS-nmeHa.

@ no (MO ymMonyaHuto) — nokasbiBatb NetBIOS-nmeHa.

<dns>

MpunoxeHuns
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Hactpowkn DNS.
<timeout value='"'/>

Tanm-ayT B ceKyHAax Ana paspelueHusa npambix/obpatHbix DNS-3anpocos. OctaBbTe 3HaueHve
MyCTbIM, YUTOObI He OrpaHNYMBaTL BPEMSA OXWUAAHUA 4O OKOHYAHWA pa3peLleHus.

<retry value=''/>

MakcrmanbHoe KomM4ecTBO NoBTOPHbIX DNS-3anpocoB npu HeycnewHoM paspeweHnm DNS-
3anpoca.

<cache enabled='"' negative-ttl='"' positive-ttl='"'/>
Bpemsa xpaHeHus B kawe oteetoB OT DNS-cepsepa.

OnucaHve aTpnbyTOoB:

ATpunbyt [onyctumble 3HaueHnsa OnucaHue

® yes — XPaHUTb OTBETbI

B K3LLe,
enabled Pe>xxnm xpaHeHus OTBETOB B K3LUe.
® Nno — He XpaHWTb OTBe-

Tbl B K3LLUE.

Bpema xpaHeHusa B kawe (TTL) oTpuLaTe/bHbIX OTBETOB

negative-ttl -
oT DNS-cepBepa B MUHyTax.

Bpemsa xpaHeHna B kawe (TTL) NOAOXNUTENbHBIX OTBETOB

positive-ttl -
oT DNS-cepBepa B MUHyTax.

<servers>

Cnuncok cepsepoB DNS, 3aMeHSAOWUA CUCTEMHbBIA CMUCOK MO yMon4daHuto. Coaep>XUT OAMH
WIN HECKOJIbKO AOYepPHUX 3JIEMEHTOB <server address=""/> B KOTOPbIX MapaMeTP address
onpegenset IP-agpec cepsepa.

<domains>

Cnucok gomeHoB DNS, 3aMeHSHOLWMNI CUCTEMHBIA CMIMCOK MO yMoayaHuto. Coaep>XUT OAMH
NN HECKOJIbKO JOYEPHUX I1EMEHTOB <domain name="">, B KOTOPbIX NAapPaMeTp name ONpeAens-
eT MMS JOMEHa.

<cache>

Hactponku kawmpoBaHms.

DNEeMEHT <cache /> COAEPXMUT CleAytoLme oUYepHNE SNEMEHTbI:
8 <interval value=''/>
MeprnoANYHOCTb MOJIHOW OYMCTKM K3LLa B CEKYHAAX.
8 <quarantine ttl=''/>

MeproanyHoCTb yaaneHmsa dannos B kapaHTuHe CepBepa B cekyHzax. 1o ymonyaHumo —
604800 (OAHaA Heaens).

o <download ttl="'"'/>

MNeproANYHOCTb YaaneHNsa nNepcoHaNbHbIX MHCTAMNALNOHHbBIX NakeToB. [10 ymonuyaHuto —
604800 (O4Ha Hepens).

MpunoxeHuns



A7 7

-
.

yAY

F'naBa 2: NMpuno>keHns

8 <repository ttl=''/>
MeproanyHOCTb yaaneHus Gannos B Kale peno3mTtopus CepBepa B CEKYHAAX.
v <file ttl="'/>

MeproanYHOCTb OUMCTKN GalNoBOro Kala B cekyHAax. [1o ymonyaHuto — 604800 (O4Ha He-
aAens).

® <replace-station-description enabled='"'/>

CrHXpOHM3MpoBaTb onucaHus ctaHumin Ha Cepeepe Dr.Web ¢ nonem Computer description
Ha cTpaHuLe System properties Ha cTaHLMK. [lonyCTUMBblE 3HaUEHUs aTpUbyTa enabled:

8 yes — 3aMeHATb ONnMcaHMe Ha CepBepe onncaHmne Cco CTaHUUWN.
® no (No yMonanmm) — UTHOPWMpPOBATb ONMCaHKe Ha CTaHUUW.
® <time-discrepancy value='"'/>

[onyctumas pasHuuy mexay cucteMHbiM BpeMeHeM Cepeepa Dr.Web un AreHto Dr.Web B
MUHyTax. Ecam pacxoxaeHune 6osblie ykaszaHHOro 3HauyeHwus, 3To ByaeT oTMeyeHO B CTaTyce
ctaHumn Ha CepBepe Dr.Web. Mo ymonuaHuto gonyckaeTcs pasHuua B 3 MUHYThI. [ycToe 3Ha-
yeHune nam 3HaveHne 0 o3HayaeT, UTo NpoBepka He HByaeT NPOBOANTLCS.

® <encryption mode='"'/>
PexxuMm wndposaHna Tpaduka. Jonyctmmele 3HaueHns aTpmbyTa mode:
o yes — MUCMOJb30BaTh WNPPOBaHME,
9 no — He UCMOAb30BaTh LWKNPPOBaHUE,
o possible — WMdpPOBaAHME JOMYCKAETCA.
Mo ymOn4aHuio yes.

MoapobHee cM. PykoBOACTBO agMUHMCTpATOpA, M. /cnonb3oBaHne WrdPoBaHWS U CxKaTus
Tpaduika.

® <compression level='"' mode="'"/>

Pexxum oxatuna Tpaduka.

OnucaHuve aTpubyTOB:
ATpunbyT Jonyctnmble 3HaueHun OnucaHue

level Llenoe uncno ot 1 5o 9. YpoBeHb cxkaTus.

e yves — NUCNO0JIb30BaTb CKaTuKeE,
mode ® NO — He UCMO0JIb30BaTb CXKaTuHe, Pexxum oxatums.

e possible — CKaTue JonyckaeTcs.

MNoapobHee cMm. PykoBoacCTBO agMUHMUCTpaTopa, N. Vicnosib3oBaHWe WNdpoBaHusa 1 cxkaTtus
Tpaduka.

® <track-agent-jobs enabled=''/>

Pa3pelwunTb OTCAeXMBaTb W 3anucbiBaTh B 6a3y gaHHbix CepBepa pe3y/abTaTbl BbINONHEHWS 3a-
AaHWM Ha cTaHumax. JJonycTumMble 3HaveHns aTpmnbyTa enabled: yes WK no.

® <track-agent-status enabled='"'/>
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Pa3peLunTb OTCAEXMBATb M3MEHEHNA B COCTOAHMMN CTaHLMIM 1 3anMcbiBaTb MHPOpMaLmto B Hasy
AaHHbIx CepBepa. [lonycTumble 3HaYeHUs aTpubyTa enabled: yes WK no.

<track-virus-bases enabled='"'/>

Pa3pelintb OTCNEXMBaTb M3MEHEHWA B COCTOSHUWM (COCTaBe, M3MeHeHMM) BUPYCHbIX 6a3 Ha
CTaHUMAX 1 3anunceiBaTb nHGopmaumio 6asy gaHHbix Cepsepa. Jonyctumbie 3HaveHmsa aTpuby-
Ta enabled: yes WK no. [lapaMeTp UTHOPUPYETCH, €C/IN <track-agent-status enabled='no'/>.

<track-agent-modules enabled="'"'/>

Pa3pelunTb OTCEXMBATb BEPCUU MOAYNEN CTaHUMUIA 1 3anucbiBaTb MHPOpMaumo B 6asy jaH-
Hbix CepBepa. [lonycTumble 3HaUeHUs aTpnbyTa enabled: yes WK no.

<track-agent-components enabled='"'/>

Pa3peLunTb OTCAEXMBATH CMINCOK YCTAHOBAEHHbIX Ha CTaHLMAX KOMMOHEHTOB 1 3aMunCbiBaTh UH-
dopmauumto B 6a3y gaHHbIx CepBepa. JonycTMMble 3HaUeHWs aTpubyTa enabled: yes UK no.

<track-agent-userlogon enabled='"/>

Pa3pelwunTb OTCNEXMBaTb CECCUM MOAb30OBaTeNeN Ha CTaHUMAX U 3anucbiBaTb MHGOPMaLUIO B
6a3y gaHHbix CepBepa. [lonycTumble 3HaueHWs aTpubyTa enabled: yes WU no.

<track-agent-environment enabled='"/>

Pa3peUJMTb OTC/IEXMBaTh COCTaB amnnapaTtHOro U nNporpaMmMHoOro obecneueHus Ha CTaHUMAX N
3anuncblBaTb VIHCI)OpMaLI,l/IPO B 6a3y AaHHbIX CepBepa. ,CI,OI'IyCTMMbIe 3HayeHnA anl/I6yTa enabled:
yes WIN no.

<keep-run-information enabled="'"'/>

Pa3pewwntb oTCNeXMBaTb MHPOPMaLMIO O 3anycke W 3aBeplueHMn paboTbl aHTUBMPYCHbIX
KOMMOHEHTOB Ha CTaHLMAX 1 3anucbiBaTb MHGOpMaLmio B 6a3y gaHHbix Cepsepa. Jlonyctumble
3HauveHns aTpubyTa enabled: yes UAN no.

<keep-infection enabled="'"/>

PazpelunTb oTcnexmnBaTb 0OOHapy>KeHMe Yyrpo3 Ha CTaHLMAX 1 3anucbiBaTb MHOpMaLMIO B Ha3y
AaHHbIx CepBepa. [lonycTumble 3HaYeHUs aTpubyTa enabled: yes WK no.

<keep-scan-errors enabled="'"'/>

Pa3pelwunTb OTCAEXMBaTb OLWNOKN NPU CKaHUPOBaHUW CTaHLMIK 1 3anncbiBaTb MHOGOPMaLIMIO B
6a3y gaHHbix CepBepa. [lonycTumble 3HaueHns aTpubyTa enabled: yes WU no.

<keep-scan-statistics enabled=""'/>

Pa3pelnTb OTCAEXMBATbL CTaTUCTUKY CKaHWPOBAHWI CTAHLMIA W 3anucbiBaTb MHGOPMaLMIO B
6a3y gaHHbix CepBepa. [onycTuMble 3HaUeHNs aTpmbyTa enabled: yes WM no.

<keep-installation enabled="'"'/>

Pa3pelwwunTb oTCciexmBatb MHGOPMaLMIO 06 ycTaHOBKax AreHTOB Ha CTaHLMN 1 3anncbiBaTb UH-
dopmaumto B 6a3y gaHHbix CepBepa. [lonycTumble 3HaueHWs aTpubyTa enabled: yes WM no.

<quarantine enabled='"'/>

Pa3pewwnts OTCIEXMUBATL MHOOPMALMIO O COCTOSIHMM KapaHTWMHa Ha CTaHLMSAX W 3amnucbiBaTh
nHbopmaumto B 6asy gaHHbix Cepsepa. [JonycTrMble 3HaUeHWs aTpubyTa enabled: yes WM no.

<update-bandwidth queue-size='"' value=''/>
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MakcrMManbHas WnpuHa Noiockl NponyckaHma cetesoro Tpaduka B Kb/c npu nepesave o6-
HoBneHW Mexxay CepBepoM 1 AreHTamu.

OnwucaHwe aTpnbyTOB:

onycTumblie 3Haue-

ATtpunbyr Aony

HUA

e LleIoe  MOJIOXUTEb-
queue= HOe umnco,
size

e unlimited.

e MakCMMasibHas  CKo-
value poctb B KB/,

e unlimited.

® <install-bandwidth queue-size='"

OnuncaHue

MakcnmanbHOe AOMyCcTMMOe KONMYEeCTBO CeCCuid
pa3zauv OOHOBIEHWN, 3anyLlLeHHbIX OAHOBpe-
MeHHO ¢ CepBepa. Npy JOCTUXKEHUM YKa3aHHOTO
orpaHnyeHuns 3anpocbl OT AreHTOB pa3meLLlaroTca
B ouepeamn oxuaaHus. Pasmep ouepesan oxuaa-
HWA He OrpaHnyYeH.

MakcrmanbHOe 3HaueHVe CYMMapHOW CKOPOCTK
npw nepesave o6HOBAEHWI.

value=""'/>

Mo ymonua-
HUIO

unlimited

unlimited

MakcrMasibHaa WrprHa Noaockl nponyckaHua cetesoro tpaduka B Kb/c npu nepepave paH-
HbiX ¢ CepBepa B npoLjecce yCTaHOBOK AreHTOB Ha CTaHLMAX.

OnwucaHwe aTpnbyTOB:

onycTuMmblie 3Haue-

ATtpunbyr Aony

HMA

e Lie/loe MOJOXUTENb-
queue= Hoe uncho,
slze

e unlimited.

e MaKCMManbHas CKO-
value poctb B KB/Cc,

e unlimited.

® <geolocation enabled=""

OnucaHune

MakcrmanbHoe JOMYyCTUMOE KOIMYECTBO CECCUi
YCTaHOBKM AreHTa, 3anyLleHHbIX OAHOBPEMEHHO
¢ Cepsepa. lNMpn [OCTUXKEHMM YKa3aHHOrO orpa-
HUYeHMA 3anpocbl OT AreHTOB pasMeLLatoTca B
ouepean oxuaaHuns. Pasmep ouepesmn oxugaHusa
He orpaHunYeH.

MakcrMManbHOe 3HauyeHne CyMMapHOW CKOPOCTU
npu nepegaude JAaHHbIX B MpoLiecce yCTaHOBKM
AreHToB.

startup-sync="'"/>

Mo ymonua-
HUIO

unlimited

unlimited

PaspelwmnTb CMHXPOHM3aLMIO reorpaduyeckoro pacrnosioXeHns cTaHuun mexay CepBepamu

Dr.Web.

OnwucaHwe aTpnbyTOB:

Aonyctumblie 3Haue-

ATpunbyT
puby HMA
e yes — pa3spentb
CUHXPOHM3aLMIO,
enabled

® NO — OTKNKYNUTb CUH-
XpPOHU3auuto.

OnuncaHue

Pexxnm CUHXPOHM3aunn.
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AOI‘IyCTVIMbIe 3Hauye-
HuUA

ATpubyTr OnucaHue

KonnuectBo ctaHumin 6e3 reorpapuueckux koopauHat, Hpop-
MaLMa O KOTOpPbIX 3arnpallnBaeTcsa Mnpu yCTaHOBAEHUU COoefnHe-
Husa mexay Cepepamu Dr.Web.

startup Lenoe nonoxurenbHoe
-sync yncno.

<audit enabled='"'/>

Pa3peLLll/lTb oTCnexXunBaTtb onepaunn agMUHUCTPATOpPa B LI,eHTpe ynpaBieHnA 6e30MacHOCTbIO
Dr.Web v 3anucbiBaTtb I/IHq)OpMaLI,I/II-O B 6a3y AaHHbIX CepBepa. ,ﬂ,OI‘IyCTVIMbIe 3HaueHuA anI/I6y-
Ta enabled: yes WIN no.

<audit-internals enabled='"'/>

Pa3spelwntb oTcnexuvBaTtb BHyTpeHHWe onepauun Cepsepa Dr.Web u 3anucbiBath MHbOpmMa-
unro B 6a3y aaHHbix CepBepa. [lonycTuMble 3HaYeHMs aTpubyTa enabled: yes WM no.

<audit-xml-api enabled='"'/>

PaspewunTb oTcnexwusaTb onepauun yepe3s Web APl 1 3anuceiBate nHPopmaumto B 6asy gaH-
Hbix CepBepa. [JonycTnmble 3HaYeHna aTpmbyTa enabled: yes VAN no.

<proxy auth-list='any' enabled='no' host='' password='' user='"'/>

MapameTpbl nogkaroueHmii kK Cepeepy Dr.Web uepe3 HTTP npokcu-cepsep.

OnwucaHwe atpnbyTOB:

ATpubyTr Aonyctumble 3HaueHUsA OnucaHue

e none — He MUCMO/Ib30BaTb aBTOPYU-
3auuto,

e any — noboin mMeTon M3 noazep-
>KMBaAEMbIX,

e safe — nNobor 6e3onacHbIn Me-

TOZ V3 NOAJEPKMBAEMBIX,
Twn aBTOpPM3aLMKM Ha Npokcn-cepeepe. No ymo-

auth-list o cp n MeToabl m
cneaytolme eTOABl, €M e tany

HecKo/JbkO, TO YyKasblBaTb BCe
HeobxoaMMble Yepes npoben:

o basic
@ digest
o ntlm

©® negotiate

® yes — MCNoab30BaTb NMPOKCN-Cep-

Bep,
enabled p Pexxum noaknrouerHns k Cepsepy uepes HTTP
® no — He WCMoNb3oBaTb MPOKCKU- MPOKCN-CEPBEP.
cepsep.
host - AZpec npokcn-cepeepa.
Maponb nonb3oBaTens NpPokCU-cepBepa, eciv Ha
password -

npokcu-cepBepe TpebyeTcs aBTopU3aLus.
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ATpunbyt AonycTumble 3HaUeHUA OnucaHue

ViMa nonb3oBatens npokcu-cepBepa, €Can Ha

user -
NpoKcu-cepBepe TpebyeTcs aBTopusaLm.

@ Mpw 3agaHnK cnvcka JOCTYMHbIX METOLO0B aBTOPM3aLUK A/ MPOKCU-CEPBEPA BO3MOXHO UC-
: nosb3oBaHWe MeTkM only (f06aBiseTCs B KOHLLE Crivcka Yyepes3 npoben) Ans M3MEHEHWs a-
ropvTMa BbIbOpa MeToZ0B aBTOpU3aLImN.

MoapobHee cm. https://curl.haxx.se/libcurl/c/CURLOPT HTTPAUTH.html.

® <statistics enabled='"' id='"' interval='"'/>

MapameTpbl OTAPaBKN CTAaTUCTUKN MO BUPYCHBIM COBbLITMAM B KOMMaHuio «okTop Beb» B pas-
aen stat.drweb.com.

OnucaHve aTpnbyToB:

Mo ymonua-

ATpubyTr Aonyctumbie 3HaueHus OnucaHune Huto

® yes — OTNpaB/ATb CTa-

TUCTWKY, PeXKM OTMPaBKM CTAaTUCTUKM B KOMMAHWIO
enabled _
e no — He otnpaeaate «HoKTOp Be6».
CTaTUCTUKY.
id - MD5 nnueH3noHHoro katoya AreHra. -
interyal Lenoe nosoxurensHoe VHTepsan OTMpaBku CTAaTUCTUKM B MUHY- 20

Yncno. Tax.

® <cluster>

MapameTpbl knactepa CepsepoB Dr.Web ana obmeHa nHpopmaumen npu MHOroCEPBEPHOW
KOHbUrypauum aHTUBUPYCHOWN CETU.

COAGp)KVIT OAVH WU HEeCKONbKO AOYEPHUX SNEMEHTOB <on multicast-group="" port=""

interface=""/>.

OnucaHve aTpnbyTOoB:

ATpunbyr Onucanwne
multicast- IP-agpec multicast-rpynnel, yepes kotopyto CepBepbl 6yAyT OCYLLECTBAATL OOMeH
group nHdopmaLmei.

port Homep nopta ceteBOro mHTepdeica, K KOTOPOMY MPUBA3bLIBAETCA TPAHCMOPTHbI
NPOTOKON ANA Nepesayun nHPopmaumm B multicast-rpynny.

IP-agpec ceteBoro nHTepderica, K KOTOPOMY MPUBA3LIBAETCA TPAHCMOPTHBIN NPO-
TOKOA ANA nNepejayun nHPopmaumm B multicast-rpynny.

interface

® <mcast-updates enabled="">
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Hactpovika nepesauv rpynnoBbix 06HOBAEHNA Ha paboune ctaHumm no multicast-npoTokony.
[lonyctuMble 3HaveHMsa aTpubyTa enabled: yes WM no.

DNEMEHT <mcast-updates /> COAEPXWUT OAVH WAN HECKONbKO JAOYEPHMX 3/1€MEHTOB <on

multicast-group="" port="" interface=""/>.

OnwucaHwe aTpnbyTOB:

ATpubyTr OnucaHue
multicast- IP-agpec multicast-rpynnbl, Yepes KOTOpyK CTaHUMK OyAyT nosay4datb rpynnoBble
group O6HOBAEHUSA.

Howmep noprta ceteBoro nHTepdeinca Cepsepa Dr.Web, k koTopomy npuBs3biBaeTcs
TPaHCNoOPTHbIN Multicast-npoTokon ana nepesaym 06HOBAEHNA.

port o . .
@ [Ans rpynnoBbix OOGHOBNEHNA HEOOXOAMMO 3asaBaTh 060N CBOOOAHBLIN
. MopT, B YaCTHOCTW, OTJINYHbIA OT MOPTa, KOTOPbIA Ha3HaUYeH B HaCTPOW-

Kax Ans paboTbl TPaHCMOPTHOrO NPoTokKoJia camoro Cepeepa.

IP-agpec ceteBoro wuHtepdenca Cepsepa DrWeb, k koTopomy npwuBsA3biBaeTcs
TPaHCNOPTHbIN multicast-npoTokon ana nepesaym 06HOBAEHNA.

interface

DNieMeHT <mcast-updates /> COAEePXKUNT AO‘-IepHMVI 3N1IeMEHT <transfer datagram-size=""
assembly-timeout="" updates-interval="" chunks-interval="" resend-interval=""

silence-interval="" accumulate-interval="" />.

OnucaHve aTpnbyTOoB:

ATpnbyT OnucaHue Mo ymonua-
HUIO
Pasmep UDP-pararpammbl — pasmep B bavitax UDP-gatarpamm, mc-
noab3yemblx multicast-npoTokonom.
dgtagram— 4096
size Jonyctmbli gnanasoH 512 — 8192. Bo m3bexkaHnn pparmeHTaLmmn
pekoMeHAyeTCcA 3agaBaTb 3HaudeHWe wMeHbwe MTU (Maximum
Transmission Unit) nucnosnb3yemoli cetu.
Bpemsa nepepaum ¢aiina (Mc.) — B TeyeHne 3aflaHHOro MHTepBana
ocyLecTBNfeTCA Nepejaya OAHOro dainna 06HOBAEHUA, Nocae Yero
assembly- CepBep HauMHaeT oTnpaBky cieaytollero daina. 180000
timeout
Bce dainbl, KOTOpble He yAanoch nepesaTb Ha 3Tarne 06HOBAEHWSA MO
multicast-npotokony, 6yayT nepesaBaTbCi B NpoLiecce CTaHAapPTHOrO
obHoBNeHuna no npotokony TCP.
AnvTenbHOCTb rPynnoBbix O6HOBAEHUN (MC.) — AIMTENbHOCTb
npouecca obHoBeHMA No multicast-mpoTokoany.
jpdates y 600000
interval Bce dainbl, koTOpble He yAanocb nepeAatb Ha 3Tarne 0H6HOB/EHMs MO

multicast-npoTtokony, 6yayT nepesaBaTbCca B NpoLecce cTaHAapTHOrO
obHoBNeHUa no npotokony TCP.
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OnuncaHue

MNutepBan otnpaBku nakeToB (MC.) — MHTEpBaa OTNPaBKM MakeToB
B multicast-rpynny.

Manoe 3HaueHue MHTepBasa MOXET MPMUBECTM K 3HAUUTENbHbIM MO-
TepAM Mpu nepesaye NMakeToB 1 neperpysnTb ceTb. He pekomeHayeT-
€Sl U3MEHATb 3TOT NapamerTp.

NutepBan mexxay 3anpocaMmm Ha NOBTOPHYIO nepegauy (Mc.) — ¢
JAHHBIM MHTepBanoM AreHTbl OTMPaBASIOT 3anpocbl Ha MOBTOPHYHO
nepegady NOTepPAHHbIX NaKeToB.

Cepsep Dr.Web HakanivBaeT 3Tv 3anpochkl, NOc/ie Yero nepecoliaet
noTepsiHHble 610KM.

NutepBan “TMwmHbl” Ha AvHuUM (Mc.) — B C/lyyae 3aBeplueHuA
nepegauv Gana Jo MCTEYEHUA OTBEAEHHOrO BPEMEHW, eC/in B Tede-
HWe 3aJaHHOro WHTepBasa “TULWWHbBIY OT AreHTOB He MOCTynwuao
3anNpoCoB Ha MOBTOPHYI Mnepejady noTepsHHbIX naketos, Cepsep
Dr.Web cuunTaet, uto Bce AreHTbl ycrnewHo noayumam danibl 06HOB-
NleHUs, N HauMHaeT OTNpaBky cneayrolero darna.

MNutepBan HakomneHNA 3anpocoB Ha NOBTOPHYIO Nepegauy (Mc.)
— B TeYeHMe ykasaHHOro mHtepsana CepBep HakanaMBaeT 3anpochbl
OT AreHTOB Ha MOBTOPHYO Nepesayvy NOTepPAHHbIX MaKeTOB.

AreHTbl nepesarnpawmnBaroT NOTEPAHHbBbIE MaKeTbl. CepBep HaKan/anBea-
€T 3TV 3anpocCbl B Teé4YeHNe yKa3aHHOro BpemMeHu, nocie 4yero nepe-
Cblna€eT NoTepAaHHbIE B610KN.

® <database connections='"'>

Mo ymonua-
HuUIO

20

1000

10000

2000

OnpegeneHve 6asbl faHHbIX. [lapaMeTp connections 3afa€T KOAMYECTBO COEAMHEHWIA 6a3bl
AaHHbIX ¢ CepBepoM. o ymonuaHuto 2. He cnesyet nsmeHsATb 3HaueHve napameTpa 6e3 peko-
MeHZaLmMKn Cy>6bl MOAAEPXKKM.

DNEMEHT <database /> COAEPXUT OAMH U3 CAEAYHOLLNX JOYEPHUX 3/1€MEHTOB:

I JNeMeHT <database /> MOXET COAEpP>KaTb TOJbKO OAUH AOYEPHUI 3/1EMEHT, Onpeaensto-
LA KOHKPETHYHO 6a3y AaHHBbIX.

ATpunbyTbl 6a3 AaHHbIX, KOTOPblE MOTYT MPUCYTCTBOBaTb B LabsoHe KOHOUrypaLMoHHOro
dalna, HO He MpuUBEAEHbl B OMUCaHUAX, He PEKOMEHAYETCH U3MEHATb 6e3 cornacoBaHus Co
CNY>KOOM TEXHUYECKON NMOAAEPXKKM KOMMaHWN «/JokTop Beb».

® <sqglite dbfile="database.sglite" cache="SHARED" cachesize="2048"
readuncommitted="off" precompiledcache="1024" serialyze="yes" synchronous="FULL"

openmutex="FULL" debug="no" />

OnpegenseT BCTpoeHHyto 6a3y gaHHbIx SQLite3.

OnucaHve aTpnbyToB:

mmapsize="0"
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Aonycwlele 3Hauve-

ATpubyrt
prby HUA
dbfile
cache SHARED | PRIVATE
. Llenoe nonoxurens-
cachesize
HOe uuncno.
. Llenoe nonoxuntenb-
mmapsize
HOe uuncno.
precompiledcache Llenoe nonoxurene-
HOe uuncno.
e TRUE wman FULL -
CUHXPOHHbI
e FALSE nnn
synchronous NORMAL — 06blu-
HbI
e OFF — aCUMHXPOH-
HbI
® <intdb dbfile="database.dbs" cachesize=

F'naBa 2: NMpuno>keHns

Mo Mova-
OnucaHne y
HUIO
Vimsa daiina 6a3bl faHHbIX.
Pexxum kawmpoBaHus. SHARED
Pazmep Kaww-namaTv 6a3bl AaHHbIX (B
P A ® 2048

1,5 K6 cTpaHuuax).

MavKCMMaanbu?l pasmep B 6va|7|Tax e ans OC UNIX
dalina 6asbl faHHbIX, KOTOPbIA A0-

- 10485760

nyckaetca oTobpaxaTb Ha ajpecHoe

npocTpaHcTBO npoliecca 3a oguH * A7 oC
Windows - 0

pas.

Pa3mep Kala npesKoOMNUAVPOBaH- 1024

HbIX sgl-onepaTopoB B knnobawTax.

Pexxnm 3anuncy JaHHbIX. FULL

"2048" synchronous="FULL" />

Onpegaenset BCTpOeHHYto 6a3y aaHHbIX InitDB (ocHoBaHa Ha SQLite?2).

OnwucaHwne atpnbyTOB:

Jonyctumbie 3Haue-

ATtpunbyr . Onucanwne Mo ymonuaHuto
dbfile Nms daiina 6asbl JaHHbIX.
cachesize Llenoe nonoxutens- Pasmep Kaw-namatn 6asbl JaHHbIX 2048
HOEe uuncso. (8 1,5 K6 cTpaHumLax).
e TRUE wan FULL -
CUHXPOHHbIN
e FFALSE mam NORMAL
synchronous . Pexxnm 3anncm gaHHbIX. FULL
— 0ObIYHbI
e OFF — aCUMHXPOH-
HbI
® <pgsqgl dbname="drwcs" host="localhost" port="5432" options="" requiressl="" user=""
password="" temp tablespaces="" default transaction isolation="" debugproto ="yes"/>

Onpegaenset BHeLWHO 6a3y gaHHbIX PostgreSQL.

OnwucaHwe aTpnbyTOB:
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onycTumMble  3Ha- Mo Mo-
ATpubyTr Aony OnucaHune y
yeHwus YaHuIo
dbname Nms daiina 6asbl JaHHBIX.
host Azpec cepsepa PostgreSQL naun nyTb K
foMeHHoMmy cokety UNIX.
Homep nopta cepBepa PostgreSQL
port nan pacwmpeHve nmern daina UNIX-
cokerta.
MapameTpbl KOMaHAHOW CTPOKW Afis
OTNpaBKu Ha cepBep 6a3bl AaHHbIX.
options
MogpobHee cm. B rnase 18
http://www.postgresql.org/docs/9.1/st
atic/libpg-connect.html
o 1 | 0 (uepes
LlenTp e 0
npasaeHus
. ynp ) Vicnonb3osatb TOMBKO SSL-coeanHe- © Y
requiressl
ey | n HUA. e yes
e yes no e on
e on | off
user Vims nonb3oBatens 6a3bl AaHHbIX.
password Maposnb nonb3oBatens 6a3bl AaHHbIX.
temp tablespaces MpOCTPaHCTBO MMEH ANl BPEMEHHbIX
- TabavL, 6a3bl JaHHBIX.
e read
uncommitted
default transacti ©® read committed . read
on_isolation YpoBeHb M301ALMM TPaH3aKL WA, committed

e repeatable
read

e serializable

® <oracle connectionstring="" user="" password="" client="" />
Onpep,enﬂeT BHELUIHOH 6a3y JaHHbIX Oracle.

OnwucaHwne atpnbyTOB:

ATtpunbyr Onucanwne

Crpoka, cogepxalas Oracle SQL Connect URL mnam Oracle Net napbl
KJIOY-3HaUeHue.

connectionstring
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ATtpunbyr
user

password

client

<odbc dsn="drwcs"

OnucaHune

F'naBa 2: NMpuno>keHns

Perl/lCTpaLl,I/IOHHOE nMA nosb3oBaTena 6asbl AaHHbIX.

I'Iaponb noab3oBaTens 6asbl AaHHDbIX.

MyTe Kk kAneHTy ans poctyna k bl Oracle (Oracle Instant Client).
Cepeep Dr.Web nocraensetca ¢ Oracle Instant Client Bepcun 11. Og-
Hako, B C/yyae mcnosb3oBaHus cepepoB Oracle 6osee HOBbIX Bep-
cn, anbo Hanmums owmnbok B noctaBasemom aparsepe b/, Oracle,
Bbl MOXETe cKayaTb COOTBETCTBYIOLUMIA JparBep C canTa KOMMaHuu
Oracle 1 yka3aTb NyTb A0 3TOrO ApaliBepa B JaHHOM MoJe.

—_nn

user=

pass="" transaction="DEFAULT" />

OnpegenseT NOAKNOYEHMNE K BHeLHeln H6a3e gaHHbIx yepe3s ODBC.

OnwucaHwe aTpnbyTOB:

ATpunbyr

dsn

user

pass

limit

transaction

® <acl>

AOI‘IyCTVIMbIe 3HaYeHuA

Llenoe nonoxntenbHoe 4ncno.

e SERTALIZABLE — ynopagouu-
BaeMOCTb

e READ UNCOMMITTED - uTe-
HWe He3a¢I/IKCI/IpOBaHHbIX AaH-
HbIX

e READ COMMITTED — uJTeHue
3apUKCMPOBAHHbBIX AaHHbIX

e REPEATABLE READ — NOBTO-
PAEMOCTb YTEHUA

e DEFAULT — paBHOCW/IbHO " —
3aBucut ot CYB/.

OnuncaHue

Nms ncrouHmnka gaHHbix ODBC.

PerncrpaumoHHOe UMS NOJb30-
BaTens 6a3bl JaHHbIX.

Maponb nonb3oBatens 6asbl
JAHHBbIX.
Mepenoaknrouatecs Kk CYB/

noc/ie yKasaHHOro KoJsimyecTsa
TpaH3aKLUN.

YpoBeHb u30nALMM
LN,

TpaH3ak-

Hekotopble CYBJ, noasep>u-
BatOT TONbKO
READ COMMITTED.

Mo
HUIO

ymMmonua-

drwcs

drwcs

drwcs

0 - He nepe-
noAKArYaTbCA

DEFAULT

Cnnckn KoHTpona goctyna. [103BoAAK0T HAaCTPOUTb OrPaHMYEHNa Ha ceTeBble apeca, C KOTO-
pbIX AreHTbl, CeTeBble MHCTaANATopbl U apyrue (cocegHue) Cepsepbl Dr.Web cmoryT nonyuats
Aoctyn K gaHHomy Cepsepy.
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DNEMEHT <acl /> COAEPXWT Clefyloline AOYEpHWEe 3/IeMeHTbl, B KOTOPbIX HacTpavBaoTCs
OrpaHVyYeHns A/ COOTBETCTBYHOLLMX TUMOB COEAMHEHWIA:

o <install /> — CMWCOK OrpaHnyeHnn Ha IP-agpeca, ¢ KOTOPbIX MHCTaANATOPbI AreHTOB
Dr.Web moryT nogkntouatbcs Kk gaHHoMy CepBepy.

o <agent /> — CMMUCOK OrpaHnyeHun Ha IP-agpeca, ¢ kotopbix AreHTbl Dr.Web moryT nog-
KAruaTbCa K gaHHoMy Cepsepy.

o <links /> — CMWUCOK OrpaHnyeHun Ha IP-agpeca, ¢ kotopbix cocegHune Cepsepbl Dr.Web
MOryT noAkato4aTbcs K gaHHoMy Cepsepy.

o <discovery /> — CMWCOK OrpaHMyeHunii Ha IP-agpeca, ¢ KOTOPbIX MPUHMMAIOTCA LUMPOKO-
BeLLlaTesIbHble 3anpockl cyx6ol 0bHapyxeHus Cepesepa.

Bce fouepHme 3nemeHTbl cogepXaT OAMHAKOBYH CTPYKTYPY BAOXEHHbIX 3/1EMEHTOB, 3ajato-
WMX CAesytoLe orpaHnyeHuns:

8 <priority mode="">

MprOpUTETHOCTb CMNCKOB. JlONyCTUMbIe 3HayeHua aTpubyTa mode: "allow"™ WAWU "deny™.
Mpw 3HaYeHWM <priority mode="deny">, CMUCOK <deny /> MMeeT Honee BbICOKUI MPUOpU-
TeT, YeM CMUCOK <allow />. AApeca, He BKNHOYEHHbIE HU B OANH U3 CIUCKOB AW BKAKOYEH-
Hble B 06a, 3anpeLlatoTca. PaspeluaroTcs TONbKO afpeca, KOTOpble BKAKOUEHbI B CMNCOK
<allow /> W He BKNHOYEHbIl B CMNCOK <deny />.

5 <allow />

Cnucok TCP-agpecoB, C KOTOPbIX AOCTYN pa3pelleH. DNeMeHT <allow /> COAEPXUT OAUH
WAV HECKONbKO AOYEPHUX 3/IEMEHTOB <ip address="" /> AJIf 3a[aHUA pa3peLLeHHbIX aj-
pecoB B popmate IPv4 n <ipé address="" /> ANA 3afaHNA pa3peLleHHbIX agpecoB B dop-
marte IPv6. B aTpnbyTe address 3agatoTca ceTeBble agpeca B popmare: </P-adpec>/ [ <npe-
dukc>1].

B <deny />

Cnucok TCP-agpecoB, € KOTOPbIX AOCTYN 3anpeLeH. D1eMeHT <deny /> COAEPXUT OAUH
WAV HECKONBbKO AOYEPHUX 3/IEMEHTOB <ip address="" /> AJIf 3afaHUA 3arnpeLleHHbIX aj-
pecoB B popmate IPv4 n <ipé address="" /> ANA 3afaHNA 3anpeLLeHHbIX agpecos B dop-
maTte IPv6. B aTpnbyTe address 3agatoTca ceTeBble agpeca B dopmare: </P-adpec>/ [ <npe-
dukc>1].

® <scripts profile='"' stack='"' trace='"'/>
HacTtpoiika napameTpoB npoduapoBaHns paboTbl CKPUMTOB.

OnwucaHwe aTpnbyTOB:

AtpnbyT Aonyctumbie Onucanme Mo ymon-
3HaueHus YaHuto
3anucbiBaTbh B XYypHan nHGopmMaumio o npodbuanpoBaHmnm
. yes, paboTbl ckpuntoB Cepsepa. [aHHbIi NapaMeTp UCMoJb3y-
profile eTca cny>kboKr TeXHMYECKON MoAAepXKW 1 paspaboTumka- no
¢ no MU. He pekoMeHayeTca U3MeHATb ero 3HaueHne 6e3 Heob-
XO4MMOCTW.
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Jonyctumbie Onncanme Mo ymon-

ATPMGYT 3HaYeHuA YaHUO

3anucbiBaTb B >XXypHan WMHGOPMaLMIO U3 CTeKa Bbl30BOB
npu pabote ckpuntoB CepBepa. [aHHbIA NapameTp uc-

stack nonb3yetcs Cy>K6OM TeXHUUYECKOW MOAAep>KKW W pa3pa-
6oTunkamun. He pekoMeHAyeTCs W3MeHATb ero 3HayeHue
6e3 HeobxoaMMOCTH.

3anucbiBaThb B XypHan nHopmMaLmio o Tpaccnposke pabo-
Tol ckpuntoB CepBepa. [aHHbIM MapaMeTp WMCMosb3yeTcs

trace CNYy>K60M TEXHUYECKOW MOAAEPXKKM 1 pa3paboTunkamu. He
peKoMEeHAYeTCs1 U3MEHATb ero 3HayeHne 6e3 HeobxoaUMO-
cTn.

® <lua-module-path>

MNytn ans nHTepnpetatopa Lua.

@ Mopsaaok 3agaHns NyTel MMeeT 3HaUYeHwe.

D/IEMEHT <lua-module-path /> COAEPXMUT CNeAytoLne JOUepHMEe INEMEHTbI:

o <gcpath root=''/> — MyTb 0 KaTajora ¢ 6MHapHbIMU MOAYAsAMU. [,oNyCTUMble 3HaUYEHWS
aTpmnbyTa root: home (MO YMONYAHWUIO), var, bin, 1ib.

B <path value=''/> — NYTb A0 KaTajora CO CKpuUnTaMu. Echn He ABndetca Ao4YepHUM ana
3/IeMEHTa <jobs /> WU <hooks />, TO OTHOCKTCA K 0bowmm. [yTuy, 3asaBaemMble B aTpuby-
T€ value ABJAKOTCA OTHOCUTE/IbHbIMW OT I'IyTe[/JI, 3a4aHHbIX B anl/I6yTe root 3JIEMEHTA
<cpath />.

o <jobs />— MyTW ANA 3aZaHWi 13 pacnucaHus Cepsepa.

DNEeMEeHT <jobs /> COAEPXMT OAWH WAM HECKONbKO JAOYEpPHUX 3/EMEHTOB <path
value=""/> ANS 3aZlaHNS NYTW A0 KaTasora co CKpunTamm.

o <hooks /> — MyTWU AN NONb30BaTeNbCkUx npoueayp Cepsepa.

DNIeMEHT <hooks /> Co4epP>XnT OAWMH WIN HECKOJIbKO JAOYEPHUX 33N1EMEHTOB <path
value=""/> ANi4 3ajaHNA NYTN 4O KaTaaora Co CKpunTamMu.
® <transports>
HaCTpOVIKa napamMeTpoB TPaHCNOPTHbIX MPOTOKOJI0OB, NCMNOAb3YyEMbIX CepBepOM ana coeanHe-
HNA C KANEeHTaMW. COAGp)KVIT O4AVH WA HeCKOJIbKO JAOYEepPHUX 3SN1EeMEHTOB <transport

discovery='"' ip='"' name='"' multicast='' multicast-group='"' port='"'/>.

OnucaHve aTpnbyToB:

Aonyctumbie Mo ymonua-

ATpubyTr OnucaHune O6s3aTeNnbHbIN
3HaueHus HuUIO

discovery Onpegenset, 6yseTr AM UC- HeT, 3afaeTcs TO/NbKO yes, no no
nonb3oBaTbCs cyxba obHa- BMmecTe C aTpUbyTOM ip.
py>xxeHusa Cepsepa.

MpunoxeHuns
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ATpubyTr

e unix

name

multicast

multicast
-group

port

® <protocols>

OnucaHune

Onpepenser cemeicTBO WC-
NoAb3yeMblX MPOTOKOJIOB W
3ajaeT agpec uHTepdeiica.

3agaer umsa Cepsepa ansa
cny>x6bl obHapy>xeHus
Cepsepa.

Onpegenset,  BXOAWUT /U

Cepeep B multicast-rpynny.
3asaeT agpec multicast-rpyn-
Mbl, B KOTOPYH  CXOAWT

Cepsep.

MpocnylwmBaemMblli NopT.

F'naBa 2: NMpuno>keHns

. onycTumbie
0O6a3aTeNbHbIN Aony

3HaueHus
Aa -

HeT -

HeT, 3ajaetca TONbKO yes, no

BMecTe C aTpubyToM ip.
HeT, 3afaeTcid TONbKO

BMecTe C aTpubyToM ip.

HeT, 3afaeTcid TONbKO
BMecTe C aTpubyToM ip.

Mo ymonua-
HUIO

¢ 0.0.0.0

drwcs

no

e 231.0.0.1

o [ff18::231.
0.0.1]

2193

CnncoK OTKNHOUEHHbIX HpOTOKOﬂOB.COAepMOﬂ'OAMH NN HECKOJIbKO AOYEPHUX 3/IEMEHTOB

<protocol enabled=""

name=""/>.

OnucaHve aTpnbyToB:

ATpubyTr

enabled

name

® <plugins>

JonycTumbie 3HaueHusA

® yes — MPOTOKO/ BK/IKOYEH,

® NoO — MNPOTOKON OTKJIKOYEH.

OnucaHune

Pexxum mncnonb-
30BaHVA MNpoTo-
Kona.

e AGENT — npoTokosn B3aumogelicteus Cepsepa ¢

AreHtamu Dr.Web.

e MSNAPSHV — npoTokon B3avmogencteus Cepsepa
C KOMMOHEHTOM MpPOBEPKM PaboTOCNOCOBHOCTM
cuctembl Microsoft NAP Validator.

INSTALL — nNpoToKO/ B3anumogencteus Cepsepa ¢

HaseaHve npo-
TOKONA.

nHctannstTopamu Arentos Dr.Web.

CLUSTER — MpPOTOKOJ B3aUMOZAENCTBUA MeXAY

CepBepamu B KNacTepHOW cuCTeMe.

SERVER — npoTokosn B3aumogencteus Cepsepa

Dr.Web c gpyrumun Cepsepamu Dr.Web.

Mo ymonua-
HUIO

no

CnmcoK OTKAKOUEHHbIX pacmmpeanZ. CO,EI,EP)KVIT O4AVH NN HECKOJIbKO AOYEPHUX 3JIEMEHTOB

<plugin enabled=""

name=""'/>.

OnwucaHwe aTpnbyTOB:

MpunoxeHuns
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ATpubyTr

enabled

name

FnaBa 2: NMpunoxxkeHnsa | 83

Mo ymonua-
JonycTumble 3HaueHUsA OnucaHue

HUIO
Pexxum wncnonb-
30BaHMA pacluv- no
peHus.

e yes — paclMpeHe BKIOYEHO,

® No — pacwmpeHne OTKIHYEHO.

e WEBMIN — pacwupeHve LleHTpa ynpaBneHwus

6e3onacHocTbto Dr.Web pna ynpasnerHus Cepse-

POM U  aHTUMBMPYCHOW ceTbto 4yepe3 LleHTp
HassaHwne

yrnpaB/ieHus. -
pacLmpeHus.
e FrontDoor — pacwupeHve DrWeb Server

FrontDoor, no3Bonstowero NoAK/JOUYEHNE YTUANTDI
AVCTaHLMOHHON aAmarHocTnkmn Cepepa.

® <license-exchange>

Hactpolikn pacnpoctpaHeHus avueHsnii mexay Cepsepamu Dr.Web.

DNIEMEHT <license-exchange /> COAEPXMUT CNeAytOLMNE JOUEPHUE INEMEHTSI:

U <expiration-interval value='"'/>

8 <prolong-preact value='"'/>

0 <check-interval value='"'/>

OnvcaHve 31eMeHTOB:

3HaueHusa aTpunby-

dnemeHT OnucaHue Ta value no ymon-
YaHUIO, MUH.
Cpok AeiicTBUA BbiAaBaeMbIX JIMLLEH3UW — Nepuos Bpeme-
expiration- HW, Ha KOTOPbIA BbIAAKOTCA NULIEH3UM U3 KAHOYa Ha AaHHOM 1440
interval CepBepe. Hactpoika ncnonb3yetcs, ecan faHHbin CepBep Bbl-
JaeT amueHsunm cocegHm Cepeepam.
Mepwuopa AnA NpoaseHUA NoayYaeMbiX JIMLLEH3UUN — NEPUOS
[0 OKOHYaHWS CpoKa AEeNCTBUA NULLEH3UW, HauMHas C KOTOPO-
prolong- ro faHHbli CepBep MHULMNPYET NPOANEHME NUNLLEH3UW, MONY- 60
preact yeHHoU oT cocegHero CepBepa. Hactpolika ucnosnb3syetcs,
ecv fdaHHbli CepBep MoAyyaeT JWLEH3UM OT COCEeAHMUX
CepBepos.
ek Mepuop CMHXPOHM3aALUM JINLEH3NIA — NEPUOANYHOCTb CUH-
cneck—
interval XPOHM3aLMn MHPoOpMaLMM O BbiaBaeMblX aMLEeH3MAX Mexay 1440
CepBepamu.
® <email from="" debug="">

Hactpoikn napameTpoB OTMpaBKW 31eKTPOHHOW MoYThl U3 LleHTpa ynpaBaeHuns, Hanpumep, B
KayecTBe OMOBeLLEHU aZMMHNCTpaTOpa UAN NPWU PacCbiike MHCTaNNALMOHHBIX NakeToB CTaH-

L.

OnucaHve aTpnbyTOoB:
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ATtpn- onycTumble 3Haue-
P Aony OnucaHue Mo ymonuaHuio
6yT HUA
AZpec sLlmKa 31eKTPOHHON NoYTbl, OT UMe-
from - HW KOTOporo 6yayT oTnpaesatecs 3nek- drwcs@localhost
TPOHHbIe M1CbMa.
e yes — WCMNOAb30-
BaTb  OT/IaZl0YHbIN .
peXMM Vicnonb3oBatb OTAaAOYHBIA  PEXUM  ANA
debug NoNydYeHUs JeTanbHOro >XypHana SMTP- no
e no — He VICI'IO}1b30: ceccum.
BaTb  OT/Iaf0OYHbIV
peXxXuM.
DNIEMEHT <email /> COAEPXMUT CeytoLlme JOYepPHNE SNeMeHTbI:
B <smtp server="" user="" pass="" port="" start tls="" auth plain="" auth login=""
auth cram md5="" auth digest md5="" auth ntlm="" conn timeout=""/>

Hactpoiika napametpoB SMTP-cepBepa A1 OTNpPaBKW 3NEKTPOHHOM MOYTbI.

OnwucaHwe atpnbyTOB:

ATtpunbyr

server

user

pass

port

start tls

auth plain

Aonyctumble 3Haue-
HnA

Llenoe nonoxurtens-
Hoe uuncho.

e yes — WCNO/b30-
BaTb  3TOT VM
ayTeHTuburKaumu,

® No — He UCNosb30-
BaTb  3TOT VM
ayTeHTuburKaumm.

OnucaHune

Appec SMTP-cepBepa, koTopbIn Hy-
[T WCMoNb30BaThCA A/ OTMNpPaBKu
3/1eKTPOHHOW MOYTHI.

Vima nosnb3oBatens SMTP-cepBepa,
ecnn SMTP-cepBep TpebyeT aBTOPU-
3auun.

MNMaponb nonb3osatens SMTP-cepse-
pa, ecim SMTP-cepBep Tpebyet aB-
TOopW3aLmn.

MopT SMTP-cepBepa, KOTOpbIA Oy-
[T WCMoNb30BaThCA A/ OTMNpPaBKu
3/IeKTPOHHOW MOYTHI.

Ana wudposBaHHOro obmeHa paH-
HbiMK. [pK 3TOM nepekntoyeHne Ha
3alMLLEeHHOe COeAVHEeHMEe oOcylLle-
CTBNAETCA  4Yepe3  KOMaHAy
STARTTLS. 10 ymon4aHuo Ansa co-
eAVHeHNa npeaycMaTpuBaeTCa WUC-
nonb3oBaHue 25 nopra.

Vcnonb3oBaHue plain text ayteHTU-
dvKaLumMm Ha MOYTOBOM CepBepe.

Mo ymonua-
HuUIO

127.0.0.1

25

yes

no
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Aonyctumble 3Haue- Mo ymonua-

ATpubyTr OnucaHune
HuA HUIO
auth login Ncnonb3osanve LOGIN ayteHTUdU- no
- KaLuu Ha MOYTOBOM CepBepe.
auth cram md5 Wcnonb3osanme CRAM-MD5 ayteH- no
- - TdMKaLMM Ha MOUYTOBOM CepBepe.
Vcnonb3osaHue DIGEST-MD5
auth digest md5 ayTeHTUdMKaLMM Ha NOYTOBOM cep- 1O
Bepe.
auth ntlm Wcnonbsosanne AUTH-NTLM ayteH- no
- TdMKaLMM Ha MOUYTOBOM CepBepe.
conn timeout Llenoe nonoxutenb- TalMm-ayT coeamHeHuna ¢ SMTP-cep- 180
- Hoe umncio. BEPOM.
B <ssl enabled="" verify cert="" ca certs=""/>

Hactpolikn napametpos SSL-windppoBaHus Tpaduka nNpu OTNpaBKe MUCEM MO 31EKTPOH-
HOW nouTe.

OnucaHve aTpnbyTOoB:

onycTumMble 3Haue- Mo ymon-
ATpubyTr Aony OnucaHune y
HUA YaHuIO
e yes — UCMO/b30BaTb
SSL, - -
cnabled Pexxum umcnonbzosanus SSL-wimdppo no
e no — He wucnonbso- BaHWA.
BaTb SSL.
e yes — npoBepaTb
. SSL-ceptuduxar, MNposepATb NpaBUIbHOCTL SSL-cepTu-
verify cert no
- e no — He npoBepsaTh PuKaTa NouTOBOrO CEpBEpA.
SSL-cepTndunkar.
ca certs ) MyTe K KOopHeBOMYy SSL-cepTudpukaty
- Cepsepa Dr.Web.
® <track-epidemic enabled='"' period='"' threshold="'"'/>
Hactpolika napameTpoB OTCAEXMBaHUSA BUPYCHBIX 3NUAEMUNA B CETU.
OnwucaHwe atpnbyTOB:
Mo ymon-
ATpunbyr [onycTtumble 3HaueHNA OnuncaHune
yaHuIO
e yes — BK/IOUUTb OTC/Ie-
enabled KMBaHWe 3N1aeMUIA 1 OT- PeXM OmMoBelleHns agMWHUCTpaTopa o

npaBAsaTb eAVHOE OMOBe-  C/IyYasax BUPYCHbIX SNUAEMUIA.
LLLleHWe 06 yrposax,
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ATpubyTr JonycTumblie 3HaueHusA OnucaHue flo ymon-
YaHuIo
e no — OTKNHOUWTb OTC/IE-
XNBaHWE 3NMUAEMUN N OT-
NpaBAsTb  OMOBELLEHWS
06 yrposax B 06blYHOM
pexume.
MpomexyTok BpeMeHU B CeKyHZax, 3a KO-
TOPbIN AOKHO NPUATU 3afaHHOe Konye-
period CTBO COOOLLEHUA O 3apaxkeHusx, 4UTobbl 300
Cepsep Dr.Web otnpasasn agmunHucTpaTo-
py eAvHOe yBeZOMAeHWEe 06 3nNuaeMun Ha
Lenoe nonoxuTenbhoe oo AN SAPAXEHNA.
ymcno. .
KonnuectBo coobLieHNn O 3apadkeHusx,
KOTOpble JAOJ/KHbI MPUATU 3a 3aZaHHbliA
threshold NMPOMeXYyTOK BpemeHK, uTobbl CepBep 100

Dr.Web oTtnpaBasn agMWHUCTpaTOPY eau-
Hoe yBeAOM/JeHVe 06 3nuaeMuMnm Ha Bce
C/lyyan 3apaxkeHus.

e <default-lang value=""/>

A3bIK, KOTOPbIA NCMOAB3YeTCAa MO YMOAYaHMIO KOMMOHeHTaMu 1 cuctemammn Cepsepa Dr.Web,
eCNN He yAanocb NONyYNTb HACTPOKKM A3blka M3 6a3bl gaHHbix CepBepa. B yacTHOCTU ncnonb-
3yeTtca ana LleHTpa ynpaeneHuns 6e3onacHocteto Dr.Web n cuctembl onoBeLLeHnin agMuHu-
cTpaTopa, ecan 6asa AaHHbIX Oblia NOBpPeXAeHa, N MOAYUYNTb HAaCTPOMKM A3blka He MpescTaB-
NAETCA BO3MOXKHbIM.

G2. KoHpurypaumoHHbin ¢paiin LleHTpa ynpasneHus
6e3onacHocTbio Dr.Web

KoHpurypaumoHHbiin darin LieHTpa ynpaBaeHus webmin.conf npeactasneH B ¢opmate XML u
pacnosaraeTca B nogkaTanore etc KopHeBoro katanora Cepsepa.

OnucaHne napameTpoB KoHpuUrypaumoHHon ¢anna LieHTpa ynpaBneHna 6e3onacHoOCTbiO
Dr.Web:

<version value="">

Tekywas Bepcus Cepeepa Dr.Web.

® <server-name value=""/>
HassaHune Cepsepa Dr.Web.

3apaetca B dopmarte:

<IP-adpec unu DNS-umsa Cepsepa> [ : <nopm>]

MpunoxeHuns
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Ecan agpec Cepsepa He 3a4aH, TO UCNOJIb3YyeTCA MMA KOMMbIOTEPA, BO3BpalLlaemMoe onepauu-
OHHOW cncTeMon uam ceteson agpec Cepsepa: DNS-nmsa, ecam AoCTynHO, B NPOTUBHOM Cayyae
- IP-agpec.

Ecan Homep nopTa He 3asaH, UCMOAb3yeTcA MOPT, 3aZaHHbIA B 3anpoce (Hanpumep, npu o6-
paweHumn k Cepepy un3 LleHTpa ynpaBneHus nam yepe3z Web API). B yactHocTn, npu 3anpoce
n3 LleHTpa ynpaBieHns — 3TO NOPT, 3ajaHHbI B afpPeCHON CTpoke Npu noakatoveHunn LieHTtpa
ynpasneHus k Cepsepy.

<document-root value=""/>

MyTb K KaTanory Beb-cTpaHmL. 10 yMONYaHWIO value="webmin".
<ds-modules value=""/>

MyTb K KaTanory Mmogynen. Mo yMoA4aHuIO value="ds-modules".
<threads value=""/>

KonnuectBo napannenbHbix 3anpocoB, obpabatbiBaembix Beb-cepBepoM. [aHHbIN napameTp
BAMAET Ha MPOM3BOAUTENBHOCTb cepBepa. He pekomeHayeTcs M3MeHATb ero 3HaudeHue 6e3
HeobXxoAMMOCTH.

<io-threads value=""/>

KonnuectBo notokos, obpabaTbiBatoLmx AaHHble, NepesaBaemMble NO ceTW. [aHHbIM napameTp
BAMAET Ha npousBoauTenbHocTb CepBepa. He pekomeHAyeTcs M3MeHATb ero 3HaudeHue 6e3
HeobxoAMMOCTH.

<compression value="" max-size="" min-size=""/>

HacTporikn cxxatus Tpaduka npu nepesave AaHHbIX MO KaHany CBA3W C BeG-cepBepoM vepes
HTTP/HTTPS.

OnwucaHwe atpnbyTOB:
ATpubyTr OnucaHue Mo ymonuaHuio

YpoBeHb ckatns gaHHbIX OT 1 40 9, rae 1 — MMHMMabHbINA YPOBEHb,
a 9 — MaKkCcMMabHbIN YPOBEHb CXKaTUA.

value

9

MakcumanbHbln pasmep HTTP-oTBeTOB, KOTOpble BYAYyT CKUMATLCA.
max-size  3apante 3HauyeHue 0, UTOBbI CHATb OrpaHMyeHre Ha MakcumanbHbld 51200 Kb
pa3mep HTTP-oTBeTOB, NoAAeXaLLMX COKaTUH.

MuHManbHbIN pazmep HTTP-oTBeTOB, KOTOpblE BYAYT CKUMATLCA.
min-size 3apaite 3HauveHume 0, UTOBbI CHATb OrPaHUUYEHUE HA MUHUMaNbHbLIA 32 6anT
pa3mep HTTP-oTBeTOB, NOoAAeXaLLMX CKATUHO.

® <keep-alive timeout="" send-rate="" receive-rate=""/>

Moaanep>xwunate HTTP-ceccmnto akTuBHOW. [103BONIAET HAaCTPOUTbL MOCTOAHHOE COEAMHEHWe Ans
3anpocos no npotokoay HTTP Bepcum 1.1.

OnwucaHwe aTtpnbyTOB:

MpunoxeHuns
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ATtpunbyr OnuncaHune

Taim-ayT HTTP-ceccun. Mpu MCNONb30BaHWUN MOCTOAHHBIX COeNHe-
timeout HuA CepBep pa3pblBaeT COeAWHEHWe, ecii B TeueHWe yKasaHHOro

BPeMeHM OT K/IMeHTa He MPUXOAAT 3anpochl.

MuWHMManbHaa CKOPOCTb OTMPaBKW AaHHbIX. Ecan mcxopawas cko-
send- pPOCTb NnepeAayn Mo CeTM HWMXe JaHHOrO 3Ha4eHWs, B COeAMHEHWNN
rate byzeT oTkasaHo. 3asaliTe 3HaueHue 0, UTODObI CHATb AaHHOE OrpaHu-

yeHue.

MuWHMManbHaa CKOPOCTb MOAyYeHus AaHHbIX. Ecam BxogdAwas cko-
receive- poCTb Mepefayn MO CETU HUXKE AAHHOTO 3HaYeHWs, B COEMHEHUM
rate byseT oTKasaHo. 3asaliTe 3HaueHue 0, UTOObI CHATb AAaHHOE OrpaHu-

yeHue.

® <buffers-size send="" receive=""/>

HacTporika pasmepos 6ydepoB oTnpaBky 1 NpuemMa AaHHbIX.

OnwucaHwe aTpnbyTOB:

ATpubyTr

send

receive

OnucaHue

Pasmep 6ydepoB, mMcrnoablyembix Mpu OTNpaBke AaHHbIX. [JaHHbIN
napameTp BAMSAET Ha NpounsBoanTensHocTb CepBepa. He pekomeHay-
€TCA U3MEHSATb ero 3HayeHne 6e3 HeoHXoAMMOCTH.

Pasmep 6ydepoB, ncnonb3yemMbix Mpu MOJYYEHUN AaHHbIX. [aHHbIN
napameTp BAMSAET Ha NpounsBoanTensHocTb CepBepa. He pekomeHay-
€TCA U3MEHSATb ero 3HayeHne 6e3 HeoHXoAMMOCTH.

® <max-request-length value=""/>

MakcnmanbHO gonyctumblin pasmep HTTP-3anpoca B Kb.

® <reverse-resolve enabled="no"/>

Mo ymonuaHuto

15 ¢

1024 b/c

1024 b/c

Mo ymonuaHuio

8192 6aunt

2048 6ant

3ameHaTb IP-agpeca DNS-umeHamn komnbtotepos B daine xypHana Cepsepa. [onycTvmMble
3HauveHna aTpubyTa enabled: yes WK no.

® <script-errors-to-browser enabled="no"/>

Moka3biBaTb owWMbKKM ckpunta B bpaysepe (500 owwnbka). JaHHbIA NapameTp WUCNOb3yeTcs
cny>xbon TeXHNYeCKoM NoAAepPXKN 1 pa3paboTunkamun. He pekomeHAyeTCs U3MEHATb ero 3Ha-
YyeHne 6e3 HeobHXOAMMOCTH.

® <trace-scripts enabled=""/>

BkOUMTb TpaccMpoBKy paboTbl cKpUNTOB. [JaHHbIA NapaMeTp MCMoAb3yeTcs CNy>K60M TexHU-
4eCKOoW NoaAep KKK 1 paspaboTumkamu. He pekomMeHayeTcs N3MeHATb ero 3HaueHne 6e3 Heob-
XOAMMOCTW. [JlonycTMble 3HaueHus aTpubyTa enabled: yes WK no.

® <profile-scripts enabled="no" stack="no"/>

YnpasneHve npopunnpoBaHvem. OcyLLeCTBAAETCA N3MepPeHMEe MPON3BOAUTENBHOCTU — BpEMe-
HW MCNosHeHVA GYHKLMI 1 cKpunToB Beb-cepBepa. [laHHbIM NapaMeTp UCMOob3yeTca Cay>K6om
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TEXHUYECKOW MOAAEP>XKM U pa3paboTumkamum

HEeobXoAMMOCTN.

OnwucaHwe aTpnbyTOB:

AtpubyTr

enabled

stack

JonycTumblie 3HaueHUsA OnucaHue

e yes — BKJIOUYNTb Npoduamnpo-
BaHWe,

F'naBa 2: NMpuno>keHns

. He pekomeHzyeTcs naMeHsTb ero 3HaueHve 6e3

PexxnM npoduanpoBaHna CKPUMOB.

e no — OTKAUNUTL Npoduanpo-
BaHwe.

e yes — 3anucbiBaTb JaHHble B
XypHan,

PexxunmM 3anucy mHGopMaumm o NpoPuanpoBaHMM

(napameTpbl GYHKLMM 1 BO3BPaLLaeMble 3HaYeHWs)

® no — He 3anuncbiBaTh JaHHble B
XypHan.

® <abort-scripts enabled=""/>

B >ypHan Cepsepa.

PaspewunTtb npepbiBaHWe paboTbl CKPUMTOB, €CAN COeAMHeHWe OblIo MpepBaHO KAMEHTOM.
[laHHbIN NapameTp MCNoAb3yeTca CNY>XO0N TeXHNYeCKON noaaep Kk 1 paspabortumkamu. He
peKkoMeHZAyeTCA U3MeHATb ero 3HaveHve 6e3 HeobxoammocTu. [lonycTumMble 3HaveHnsa aTpuby-
Ta enabled: yes WIN no.

® <search-localized-index enabled=""/>

Vicnonb3oBaTb IOKaAN30BaHHbIE BEPCUN CTpaHuL. Ecam pexunmM paspeLlleH, cepeep 6yp,eT nc-
KaTb 1OKa/IN30BaHHYO BEPCUIO yKa3aHHOI7l CTpaHULbl B COOTBETCTBMWN C MPUOPUTETOM A3bIKOB,
YKa3aHHbIX B MNOJIe Accept-Language 3aloJIOBKa KAWEHTa. AOHyCTMMbm 3HayeHnA anM6yTa
enabled! yes WJIN no.

® <default-lang value=""/>

A3bIk JOKYMEHTOB, BO3BpallaemMbix BebO-CcepBepoOM MNpu OTCYTCTBUWM 3arosioBKa Accept-
Language B HTTP-3anpoce. 3HaueHus aTpmbyTa value — ISO kog s3bika. [0 yMOnUYaHmo — ru.

® <ssl certificate="" private-key="" keep-alive=""/>

Hactpowikn SSL-cepTndmkarTa.

OnwucaHwne aTpnbyTOB:

ATpubyTr

certificate

private-key

keep-alive

OnuncaHue

MyTb Kk panny SSL-cepTndukara.
MyTb K dpanny 3akpbiToro karoya SSL.

Vicnonb3oBaTb MOCTOAHHOE COeAWMHeHWe AnA
SSL. YcrapeBlune Bepcun 6pay3epoB MOryT
HeKOppeKkTHO paboTaTb C MOCTOSHHbIMKU SSL-
coeanHeHuamn. OTKNKOUUTE 3TOT napametp,
ecnn BO3HMKarT npobnembl ¢ pabotor no
SSL-npoTokony.

Aonyctn-
Mble 3Haue-
HUA

e yes,

Mo ymonuaHuio

certificate.pem

private-key.pem

yes
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® <listen>
HacTpolikn napaMeTpoB A5 NPOCAYLWINBAHUS COEANHEHWI.
DNeMEHT <listen /> COAEPXUT CAeAytoLme J0UYEepPHNE INEMEHTI:
o <insecure />

Cnncok nHTepdencos, KoTopble ByayT NPOCAYLIMBATLCA AN NMPUEMA He3aLMLLEHHbIX CO-
eanHeHu no npotokony HTTP. Mo ymonuaHuo ncnonbsyetcs nopt 9080.

DNIEMEHT <insecure /> COAEPXKNT OANH NN HECKOJIbKO AOYEPHUX IJIEMEHTOB <endpoint
address=""/> ANA 3aflaHVA pa3peLLeHHbIX agpecoB B dopmate IPv4 van IPv6. B atpubyte
address 3aJa0TCA ceTeBble agpeca B dopmarte: <[Ilpomokon>: //<IP-adpec>.

0 <secure />

Cnuncok nHTepdencos, KoTopble ByayT NPOCAYLWINBATLCA ANA NPUEMa 3aLUULLEHHbIX COeAN-
HeHuK no npoTokoay HTTPS. Mo ymonyaHuio ncnosblyetca nopt 9081.

DNeMeHT <secure /> COAEPXUT OAUH WAN HECKONbKO AOYEPHUX 3/1eMEHTOB <endpoint
address=""/> ANf 3afaHNA pa3peLleHHbIX agpecoB B dopmate IPv4 nam IPv6. B atpmnbyte
address 3aJ,at0TCA ceTeBble agpeca B dopmarte: <[Ipomokon>: //<IP-adpec>.

® <access>

Cnnckn KoHTponsa goctyna. [o3BoAsAOT HacTPOUTL OrpaHMYeHVsa Ha ceTeBble agpeca, C KOTO-
pbix Be6-cepBep npuHmumaet HTTP n HTTPS 3anpochl.

DNEMEHT <access /> COAEPXWUT CleAytolMe AOUYEpPHME SNEMEHTbI, B KOTOPbIX HaCTPamnBaroTCS
OrpaHNYeHns ANA COOTBETCTBYHOLLMX TUMOB COeANHEHWI:
B <secure priority="">
Cnuncok nHTepdencos, KoTopble ByayT NPOCAYLINBATLCA ANA NPUEMa 3aLUULLEHHbIX COeAN-
HeHuK no npoTokoay HTTPS. Mo ymonuyaHuio ncnonblyetca nopt 9081.

OnucaHve aTpnbyTOoB:

Jonyctumsbie Mo ymonua-

ATpubyTr OnucaHue
3HayeHusA HUIO
MpuopwuTteTHOCTb pa3pelleHns aaa HTTPS — agpe-
allow Ca, He BK/IHOYEHHble HU B OfVH W3 CMUCKOB (Man
BKJIFOUEHHble B 06a), pa3peLuLuatoTcs.
priority deny

MpuopwuTteTHOCTb 3anpeTta ana HTTPS — agpeca, He
deny BKJIFOUEHHbIE HU B OAWH W3 CMWUCKOB (MW BKJHO-
YeHHble B 06a), 3anpeLLaroTcs.

DNIEMEHT <secure /> COAEPXKNT OAUH NN HECKONBKO ChedyroWnMX JOYEPHUX SNEMEHTOB!

<allow address=""/> W <deny address=""/>

OnvcaHve 31eMeHTOB:

3HaueHus aTpubyra

dnemeHT OnucaHue
address no ymonuaHuio

Ajgpeca, C KOTopbIX byAeT pa3pelleH AoCTyn No npo-
Tokony HTTPS ans 3alumLLeHHbIX COEAVHEHNA.

allow tcp://127.0.0.1
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3HaueHusn aTpubyTta

dnemeHT OnucaHne
address no ymonuaHuio

Agpeca, ¢ KoTopbIx BygeT 3anpeLleH 4OCTyn Mo nNpo-

den
Y Tokony HTTPS ans 3alMLLeHHbIX COeAVHEHWIA.

B <insecure priority="">

Cnuncok nHTepdericos, KOTopble ByayT NPOCAYLIMBATLCA AN NPUeMa He3alULWEHHbIX CO-
eanHeHnr no npotokony HTTP. Mo ymonuaHuto ncnonbsyetca nopt 9080.

OnucaHve aTpnbyToB:

[onyctumsbie Mo ymonua-

AtpubyTr OnucaHue
3HaueHusA HUIO
MpuoputeTHOCTb paspewenua ana HTTP — agpeca,
allow He BK/IFOYEHHbIe HM B OAMH U3 CAUCKOB (MW BKJIHO-
YeHHble B 06a), paspeLuatoTcs.
priority deny
MpuopwuteTHOCTb 3anpeta ana HTTP — agpeca, He
deny BK/IFOYEHHbIE HM B OAMH W3 CMWUCKOB (MAW BKJILO-

YeHHble B 06a), 3anpeLLaroTcs.

D/IEMEHT <insecure /> COAEPXKNT OANH NN HECKOJIbKO Chefyrolwnx 40YEPHUX SINEeMEHTOB!

<allow address=""/> W <deny address=""/>.

OnvcaHve 31eMeHTOB:

3HaueHus aTpubyra

dnemeHT OnucaHue
address no ymonuaHutio

Agpeca, C KOTOpbIX ByAeT paspelueH JOCTyn Mo npo-
Tokony HTTP ana He3alwmMLLEHHbIX COEAMHEHUN.

allow tcp://127.0.0.1

deny Aapeca, ¢ KoTopbIx byaeT 3anpelleH AocTyn no npo-

Tokony HTTP ana He3almMLLEeHHbIX COEAMHEHUN.

G3. KoHpurypaumoHHbin painn download.conf

HasHaueHue ¢daitna download.conf:

1. Mpw co3gaHmm 1 CcNonb3oBaHUK kKnactepHon cuctembl CepepoB Dr.Web nossonset pacnpe-
AenvTtb Harpysky mexgay CepBepamu KnactepoB Mpu MOAKAOYEHUU BOAbLIOTO KOo/AMYyecTBa
HOBbIX CTAHLIMA.

2. B cnyyae ncnonb3osanuna Ha Cepeepe Dr.Web HecTaHgapTHOro nopra, No3BoaseT 3ajaTb 3TOT
nopt npy GopMrpoBaHun daina HCTaALNN AreHTa.

®ann download.conf ncnonbsyerca npu GopmmpoBaHmum darna nHcTaanaumm AreHTa ana Ho-
BOW CTaHLMM aHTMBUPYCHOWN ceTw. MNapameTpbl AaHHOTrO daina No3BonatoT 3agaTb agpec Cepse-
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pa Dr.Web v nopT, ncnosnb3yemblie ans NoAKNHOUYEHNUA MHCTannsTopa AreHta k Cepeepy B popma-
TE!

download = { server = '<Server Address>'; port = <port. number> }

rae:

e <Server_Address> — IP-agpec nam DNS-nms Cepsepa.

Mpn dopMmnpoBaHNM MHCTaNNALMOHHOIO nakeTa AreHta agpec CepBepa nsHavanbHO bepetca
n3 panna download.conf. Ecam B parine download.conf agpec CepBepa He 3ajaH, TO UC-
noNb3yeTcs 3HayeHVe napameTpa ServerName M3 danna webmin.conf. MHaue — ums
KOMMblOTEpa, BO3BpaLLaemMoe onepaLnoHHON CUCTEMON.

e <port_ number> — nopT AnA NOAKNOYEHMA NHCTannaTopa AreHTa k CepBepy.

Echn B napametpax ¢avna download.conf MOPT He yKasaH, MO YMONYAHWIO UCMOb3yeTCA
nopt 2193 (HacTpavBaetca B LleHTpe ynpasneHuns B pa3gene AamuHucrpupoBaHune — KoH-
¢urypauusa Cepsepa Dr.Web — Bknagka Cerb — Bkiagka TpaHcnopr).

Mo ymonuaHuto napameTp download B dpavne download.conf 3aKOMMEHTUPOBaH. 14 ncnonb-
30BaHuA ¢arna download.conf HEOBXOANMO PacKOMMEHTUPOBATb AaHHbIM MapameTp, ybpas
"—-" B Hayane CTPOKW, 1 3ajaTb COOTBETCTBYIOLLME 3HaUeHMa agpeca n nopta Cepsepa.

G4. KondurypaumoHHbin Ppainn NMpokcn-cepeepa

KoHdpurypaumoHHbiin ¢pann Mpokcn-cepeepa drwcsd-proxy.xml NpeactaBaeH B popmate XML
W pacrnoJsiaraeTcsa B cnefyrolem KaTtanore:

e OC Windows: C: \ProgramData\Doctor Web\drwcsd-proxy\

e OC Linux n OC Solaris: /var/opt/drwcs/etc

e OC FreeBSD: /var/drwcs/etc

dnemeHT <listen />

KopHeBOW 31€eMeHT <drwesd-proxy /> COAEPXXUT OAWH UAN HECKONbKO 0bA3aTe/IbHbIX 31EMEHTOB
<listen />, OMNpPeAeNAoWMX OCHOBHbIE HACTPOWKN ANS NpuemMa coeanHeHn NMpokcn-cepeepom.
DNEMEHT <listen /> COAEPXUT €4MHCTBEHHbIA 06A3aTeNbHbIV aTPUBYT spec, CBOMCTBA KOTOPOro
onpesensaloT Ha KakoM nHTepdence "caywaTb” BXOAALLME NMOAKIHOUYEHUA KIMEHTOB M 3anyckaTb
2N Ha 3TOM MHTepdeice pexnm discovery.

ATpnBYT spec COAEPXMUT CNeytoLine CBOMCTBa:

® IpOTOKOJ — TUM MPOTOKOA ANA MPUEMa BXOAALLMX COeAVMHEHWI. B kauecTBe napametpa yka-
3bIBaeTCA aZpec, NpPoc/ayLIMBaemblin MNpokcn-cepBepom.

e opT — HOMEp MOpPTa, MPOCAYLLINBAEMOro MNPoKCK-CcepBEPOM.

e pexyM uMMTauvy — pexum mMmutaumm Cepsepa. lNo3sonsetr CkaHepy ceTn obHapyXuBaTb
Mpokcun-cepsep B kavectBe Cepaepa Dr.Web.
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® peXMM MyJIbTUKACT — PEXWUM "MpocaylinBaHua" cetn And rnpuema LMpOoKOBeLLaTe/IbHbIX
3anpocos [1pokcn-cepsepom.

® MYJIETMKACT-TPyNna — MHOroaZpecHas rpyrnna, B KOTOpon pacnonaraetcs MNpokcu-cepsep.

3Ha4eHna CBOWCTB aTpubyTa spec 1 UX NapameTpbl NpuBeseHsl B Tabavue G-1.

Ta6bauua G-1. CBoMcTBa 3/1IeMeHTa spec

- Jonyctumble 3Ha- MapameTpbl 4ONYCTUMbIX 3HaYEHU

CBOWCTBO O6sa3artenbHoe

yeHusA

Aonyctumbie Mo ymonuanuio

NpoToKon Aa ip 0.0.0.0

unix -
nopt HeT port 2193
PEXVM UMUTALMM  HeT discovery yes, no no
PEXMM MyAbTW-  HeT multicast yes, no no
KacT
My/AbTUKACT-TPyn-  HeT multicast-group 231.0.0.1
na

[££18::231.0.0.1]

ATpl/l6yT spec CoAepXnT o4HO obs3aTeNbHOE CBOWCTBO — NIPOTOKOJ U YeTblpe Heobsa3aTeNbHbIX
CBOWCTBA: MOPT, PEXMM MMUTAUMVY, PEXMM MyJbTUKACT W MyJibTUKACT-Tpynna. B 3aBucu-
MOCTW OT 3HayeHUd, NMPUHMMaeMOro CBOWCTBOM IIPOTOKOJI, CMUCOK Heobsa3aTeNbHbIX CBOVICTB,
yKa3blBaeMblIX B anl/I6yTe spec, NamMeHaeT CBOW COCTaB.

B Ttabnvue G-2 npuBeseH CnNmncok HeobsizaTesibHbIX CBOWCTB, KOTOpPble MOryT ObiTb 3ajaHbl (+)
WAN He MOTYT BbITb 3asaHbl (—) B aTpubyTe spec B 3aBUCUMMOCTA OT 3HaUeHWs NapameTpa npo-
TOKOJI.

Ta6snua G-2. Haanume Heobs3aTeIbHbIX CBOWCTB B 3aBUCMMOCTM OT NPOTOKOJ/IA

MpoTtokon Hanwnuwue cBoiictB

port discovery multicast multicast-group
ip + + + +
unix + - - -

@ BratoueHve pexuvma discovery HeobxoaMMO ykasbiBaTb SBHO B Nt06OM caydae, Aaxe ecau
y>Xe Bk/toueH pexxkum multicast.
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dnemeHT <compression />
DNIEMEHT <compression /> OMNpPEAENSeT NapaMeTpbl cKaTus Tpaduka:

® J/IeMEHT <compression /> B KaUeCTBe JOYEPHEro ANA 3/eMeHTa <forward /> OMpejenseT na-
pameTpbl cxaTtna Ha kaHanax Cepsep — [Tpokcn-cepsep.

e JleMeHTa <compression /> B KauecTBe JOYEPHEro AN dNeMeHTa <listen /> ONpejenseT na-
pameTpbl CKaTuA Ha KaHanax kameHT — [Tpokcn-cepsep.

Ta6bauua G-3. ATpnbyTtbl 31emeHTa <compression />

Aonycwlele 3Ha-

AtpubyTr OnucaHue Mo ymonuanuio
ueHuA
yes oKaTuve BKJIKOUEHO

mode no oKaThe OTKIHOUYEHO possible
possible oKaTne BO3MOXHO

level uenoe ymcao ot 1 4O ypoBeHb CkKaTuA. TONbKO ANA KaHajta KAVUEHT —

9 Mpokcu-cepsep

dnemeHt <forward />

Hactponkn, onpegenaioline nepeagpecaunio BXOAALWMX COEAVHEHWM, 3ajaeT 3eMeHT
<forward />, ABNAOLINACA AOUYEPHUM A4 INEMEHTA <listen />. DNEMEHT <forward /> COLEPXKMUT
OAMH WM HECKONbKO 0bsA3aTenbHbIX aTpUByTOB to, B KauecTBe 3HaYeHUs KOTOPbIX 3aJat0TCs aj-
peca CepBepoB Dr.Web, Ha oavH n3 KOTOpbIX OyaeT nepeHanpaBieHO coeauHeHue. Agpec
CepBepa Dr.Web 3agaeTcs B cOOTBETCTBUM CO cneumbukaLMe CeTeBoro agpeca, B 4YacTHOCTY, B
dbopmate tcp/<DNS_name>: <port>.

DNeMeHT <forward /> ABAAETCA 0bA3aTeNbHbIM. [1py 3TOM 371eMEeHT <listen /> MOXET COAep-
XaTb HECKO/IbKO 31€MEHTOB <forward />.

Anroputm nepeagpecauum npu Haamumm cnucka Cepsepos Dr.Web:

1. MNpokcu-cepBep 3arpy>kaeT B onepaTnBHyo namsatb cnmucok Cepeepo Dr.Web 13 koHpurypa-
UMoHHoro ¢anna drwcsd-proxy . xml.

2. K Mpokcn-cepsepy noakatouaetca AreHT Dr.Web.

3. Mpokcn-cepsep nepeagpecyet AreHta Dr.Web Ha nepsbii Cepeep Dr.Web u3 cnvcka B one-
paTMBHOW NaMATH.

4. Tlpokcu-cepBep POTUPYeT CMMCOK, 3arpy>KeHHbIA B OMepaTUBHYHO MNaMATb, U NepemeLlaeT
Cepsep Dr.Web 13 nepBoro anemeHTa cnvcka B KOHeL, crnmcka.
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@ MpoKcu-cepBep He COXpaHAET N3MeHEHHbIN Nopssok CepBepoB B CBOW dai KOHPUTypaLmu.
. Mpwn nepesanycke Mpokcu-cepsepa cnuncok CepepoB Dr.Web 3arpy>kaetcs B onepatuBHYyHO
namaTb B MepBOHaYasbHOM BUJE, B KOTOPOM OH XpaHWUTCA B daine KoHbUrypaumum.

5. Mpwn nogkntoueHun cneayrowero AreHta K Npokcn-cepsepy npolesypa noBToOpsAeTcs, Hauu-
Had ¢ wara 2.

6. Ecnim Cepsep Dr.Web oTtkitouaeTcs OT aHTUBMPYCHOW CeTU (Hanpumep, Npw BbIKAKOYEHUN UK
oTkase B 06cny>KmBaHMK), AreHT MOBTOPHO Nogkatovaetca Kk Npokcn-cepBepy 1 npoueaypa
MoBTOPAETCA HauMHadA ¢ wara 2.

dnemeHT <cache />
KOpHeBOVI 3/IEMEHT <drwcsd-proxy /> MOXET COAeP>XaTb 3/IEMEHT <cache />, B KOTOPOM 3a4atoT-

€A HAaCTPOWKKM K3lwa peno3utopus Mpokcn-cepsepa.

Ta6anua G-4. ATpubytbl anemeHTta <cache />

ATpnbyT [Aonyctumbie 3HaueHna OnucaHue Mo ymonuanuto
yes K3LWMpOBaHMe BKAHOYEHO

enabled yes
no K3LWNPOBaHME OTKNHOYEHO

Ta6baunuya G-5. dnemeHTtbl <cache />

dnemeHT Atpu- [fonyctumbie [Mo ymon- OnucaHue
6yT 3HaueHuA YaHuIO
<repo-root />
- - BPEMEHHBIN MyTb K KaTanory kawa [Mpokcn-cepse-
KaTanor pa
nosib30Ba-
Tena OC
<maximum-revision-
queue /> size uenoe NoaoXu- 3 KOJNIMYECTBO XpaHUMbIX PEBU3UIA
Te/lbHOe YnCno

<clean-interval />

value uenoe nonoxu- 60 BPEMEHHOW WHTepBan mexay
TeNlbHOe UnCno OUMUCTKAMWN CTapbiX PEBU3UIA B MUHY-
Tax
<unload-interval />
value  uenoe nonoxwu- 10 BPEMEHHOW MHTepBaa MeXAy BbIrpys-
TeNlbHOe UnCno Kamy M3 NamAaTU  Hemcrnosb3yembix

bannoB B MUHyTax

<repo-check /> , .
mode  idle/sync idle npoBepka LEeNOoCTHOCTM Kawa An6o

npwu 3anycke (MO)KeT 3aHATb NPOoAOoA-
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AnemeHT Atpn- [Oonyctumbie [o ymon- OnucaHue
6yt 3HaueHus YyaHuro

XUTeNbHOe BpeMs), b0 B GOHOBOM
pexunme

dnemeHT <core-dump />

KopHeBOW 3/1€MeHT <drwesd-proxy /> MOXET COZep>XKaTb 3NEeMEHT <core-dump />, B KOTOPOM 3a-
AatoTca pexvM cbopa v KONMYeCTBO JaMMOB NaMATV B Clyyae BO3HMKHOBeHMA SEH-unckatove-
HUA.

":I E Hactpoiika gamnoB namsati goctynHa Tonbko ans OC Windows.

[Ansa coopa gamna namsatn OC gonxHa cogepxkatb bubanoteky dbghelp.dll.

Jamn coxpaHsaetcsa B katanore: $A11 Users\Application Data%\Doctor Web\drwcsd-
proxy-dump\

Tabnuua G-6. ATpnbyTtbl 3n1emeHTa <core-dump />

Jonyctumble 3Ha- Onncanme Mo ymonua-

ATPMGyT YyeHunA HUO

ves C6op famnoB BKIOYEH
enabled yes

no C6op famnoB OTKArOYUEH

Lenoe nonoXumtesb- MakcrmanbHoe Koan4ecTtso AaMNoOB. bonee cTa-
HO€e 4ncno pble yaanAaroTCA

maximum

10

Mpumep koHPpurypaumoHHoro ¢paina drwcsd-proxy.xml

<?xml version="1.0"?>
<drwcsd-proxy>

<!-- property: ip, unix: protocol family and adapter address -->

<!-- property: port: port to listen. Default is 2193 -->

<!-- property: name: Proxy name in discovery mode. Default is 'drwcs' -->

<!-- property: discovery: enable discovery mode (yes/no). Allows detection of the
Proxy as Dr.Web Server. Default is 'no' -->

<!-— property: multicast: enable multicast mode (yes/no). Allows network listening
to receive multicast requests. Default is 'no' -->

<!-- property: multicast-group: address of a multicast group to be included.
Default is 231.0.0.1 for IPv4 or £f18::231.0.0.1 for IPv6 -->

<!-- For example -->

<!-- Listen on IPv4: IN ADDR ANY, port 2193; run discovery on 231.0.0.1 -->
<listen spec="ip(), discovery(yes), multicast (yes)">
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<forward to="tcp/serverl.isp.net:2193">

<compression mode="no" /> <!-- Compression between proxy and Server -->
</forward>
<compression mode="possible" level="4" /> <!-- Compression between proxy and
client -->
</listen>
<!-- Listen on IPvé6: IN6 ADDR ANY, port 2194, run discovery on £ff18::231.0.0.1 -->
<listen spec="ip([fc0l::1]), port(2194), discovery(yes), multicast(yes), multicast-

group ([££18::231.0.0.27)">
<forward to="tcp/serverl.isp.net:2193"/>
<forward to="tcp/server2.isp.net:2193"/>
</listen>

<!-- Listen on unix -->

<listen spec="unix (/tmp/drwcsd-proxy.sock)">
<forward to="tcp/serverl.isp.net:2193"/>
<forward to="tcp/server2.isp.net:2193"/>

</listen>

<cache enabled="yes">
<repo-root>C:\var</repo-root>
<maximum-revision-queue size="3" />
<clean-interval value="60" />
<unload-interval value="10" />
<repo-check mode="idle" />

</cache>

<core-dump enabled="yes" maximum="7" />
</drwcsd-proxy>
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MNMpunoxxeHue H. MapameTpbl KOMaHAHOW CTPOKMU NpoOrpamm,
Bxoaawmx B coctaB Dr.Web Enterprise Security Suite

H1. BBepgeHune

MapameTpbl KOMaHAHOM CTPOKM MMetoT 6oaee BbICOKUA MPUOPUTET, YEM HACTPOMKKN MO yMOonYa-
HUKO VAN WHble MOCTOSIHHbIE HACTPOWMKWU (3agaHHble B KoHburypaumoHHoMm davine Cepsepa,
peectpe OC Windows u 1.n.). B psage cnyyaeB 3agaHHble Npu 3anycke napameTpbl Takxke nepeo-
npeAenatoT MOCTOAHHbIE HACTPOWKMW. Takme Cyyaun OnumcaHbl HUXeE.

Mpw onvcaHWMK CUMHTaKCMCa NapamMeTPOB OTAE/bHbIX NPOrpaMM Heobs3aTeNbHas YacTb 3akaroua-
eTca B KBagpaTHble CKObKkM [ ... ].

I OcobeHHOCTM, onmcaHHble HWXXe B pasgene H1, He OTHOCATCA K CETEBOMY WHCTaANATOPY
AreHTa.

YacTb NapameTpoB KOMaHZAHOM CTPOKM UMET KJtoUeBY0 GOpMY — HaumHatoTcs ¢ gedpuca. Takue
napameTpbl TakKe Ha3blBAKOTCA KJIOUaMMU.

MHoruve kUM MOryT 6biTb NpeACcTaBaeHbl B Pa3IMUHbIX 3KBMBANEHTHbIX dopmax. Tak, Kawouw,
KOTOpble MoApa3yMeBatoT IOrMyeckoe 3HayeHve (4a/HeT, 3anpeTuTb/pa3peLlnTs), UMErT OTpU-
LaTeNbHbIN BapyaHT, Hanpumep, kay —admin-rights MMeeT napHbln —-no-admin-rights ¢
NPOTMBOMO/IOXKHbIM 3HauYeHeM. OHM XKe MOryT AaBaTbCs C ABHbIM yKa3aHWeM 3Ha4yeHus, Hanpwu-
Mep, —admin-rights=yes M -admin-rights=no.

@ CVHOHMMAaMM 3HaUeHUa yes ABAAKOTCA 3HavyeHUs on, true, OK. CAHOHMMaMM NO SBAAHOTCA
off, false.

Ecam 3HaueHme kitoyva cogepXxut npobensl nam Tabynaumio, BeCb MapamMeTp HY>KHO 3akIH0uUnUTb B
KaBblUKK, HaNpuUmep:

"-home=c:\Program Files\DrWeb Server"

@ HasBaHus katouelrt MoryT ObiTb cokpalleHbl (OT6pacbiBaHWeEM MOCneAHuX OykB), ecan npw
. 3TOM COKpalleHHOe Ha3BaHMe He CoBMajaeT C HayabHOW YacTblo Kakoro-anbo Apyroro Kito-
ya.

H2. CeteBOM nHCTannaTop

®dopmaT KOMaHAbl 3anycka:

drwinst.exe [<K/IHO4YU> ]
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Knroun

@ Kntoun KoMaHAHO! CTPOKM AeNCTBUTENbHbI MPU 3anycke BCEX TUMOB MHCTAaNNALMOHHbIX
—  dalinos AreHra.

Knroum 3anycka ceTeBOro nHctannstopa AreHta 3agarotcs B dopmate: / <kmoy> <napamemp>.

Bce 3HaueHne napameTpoB ykasbiBatoTcs yepes npoben. Hanpumep:

/silent yes

Ecam 3HaueHve kntoua CoaepXXuUT Npobenbl, TabynfLuno UM CUMBOA \, BECb MapaMeTp HY>HO
3aKNHUNTB B KaBbluku. Hanpumep:

/pubkey "C:\my folder\drwcsd.pub"

ﬂ,OI’IyCTVIMbIe Karouu:
e /compression <pexum> — pexunm okKaTtnAa Tpacbvn(a C CepBepOM. I'IapaMeTp <pexum> MO-
XKET NPUHMMaThb Ciedyrouine 3Ha4YeHNA:
8 yes — NCNOJIb30BaTb CKaTwue.
8 no — He UCNoNb30BaTb CKaTuHe.

o possible — ckaTie BO3MOXHO. OKOHYATEIbHOE PeLleHne NPUHYMAETCS B 3aBUCUMOCTY OT
HacTpoek Ha cTopoHe CepBepa.

Ecam kntou He 3aZiaH, NO YMOJIYaHWNIO NCMOb3YyeTCa 3HaUeHMe possible.

e /encryption <pexum> — pexum wunpposaHusa Tpadpuka c Cepsepom. NapameTp <pexum>
MOXET MPUHUMATb CnefyroLme 3HauYeHns:

o yes — UCNONb30BaTh WUNPPOBAHME.
9 no — He UCMo/b30BaTh LWUNPPOBaHMeE.

o possible — WWppoBaHMe BO3IMOXHO. OKOHUYaTeNbHOE peLleHNe MPUHMMAETCA B 3aBUCK-
MOCTU OT HacTpoek Ha cTopoHe CepBepa.

Ecam kntou He 3aZiaH, NO YMOJIYaHWNIO NCMOb3YyeTCA 3HaUeHMe possible.

e /excludeFeatures <KOMNOHeHMbI> — CMUCOK KOMMOHEHTOB, KOTOPble HEOHXOANMO MCKIIHO-
YMUTb NPWU YCTaHOBKE Ha CTaHUuW. MNpu 3aaHnM HECKONbKUX KOMMOHEHTOB UCMOJb3yWTe 3HaK
", " B KauectBe pasgenuntend. JocTyrnHble KOMMOHEHTbI:

o scanner — CkaHep Dr.Web,

o spider-mail — SplDer Mail,

o spider-g3 — SplDer Guard,

o outlook-plugin — Dr.Web ans Microsoft Outlook,
o firewall — bpaHgmayasp Dr.Web,

o spider-gate — SplDer Gate,

MpunoxeHuns
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o parental-control — OPUCHBIN KOHTPOIb,
o antispam-outlook — AHTMcnam Dr.Web ans komnoHeHTa Dr.Web ans Microsoft Outlook,
o antispam-spidermail — AHTMcnam Dr.Web ans komnoHeHTa SplDer Mail.

[Nns KOMMOHEHTOB, He YKa3aHHbIX HanNpPsMYyr, COXPaHAETCA CTaTyC YCTaHOBKW, 3ajaHHbIA ANA
HWX MO YMOJIYaHWIO.

e /id <udeHmugukamop_cmaHyuu> — naeHTMOMKaToOp CTaHLMKW, Ha KOTOPYHO YCTaHaBAMBaeTCA
AreHT.

Kntou 3agaeTcs BMecTe € kKntouoMm /pwd A8 aBTOMaTMyeckor aBTopm3aumm Ha Cepsepe. Ecan
napameTpbl aBTOpPMU3aLMM He 3ajaHbl, peleHne o6 aBTOpM3aLMM MPUHUMAETCA Ha CTOPOHe
Cepsepa.

e /includeFeatures <KOMNOHEHMbI> — CMUCOK KOMMOHEHTOB, KOTOpble HeO6XO,£I,l/IMO YCTaHO-
BWTb Ha CTaHUWW. |-|pl/l 3aj4aHNN HECKOJIbKNX KOMMOHEHTOB VICI'IOIIb3yVITe 3HaK "," B KauecTBe
pasagenntena. |Cl,OCTyI'IHbIe KOMTMOHEHTDI:

o scanner — CkaHep Dr.Web,

o spider-mail — SplDer Mail,

o spider-g3 — SplDer Guard,

o outlook-plugin — Dr.Web ans Microsoft Outlook,

o firewall — bpaHgmayasp Dr.Web,

o spider-gate — SplDer Gate,

o parental-control — OPUCHBIN KOHTPOIb,

o antispam-outlook — AHTMcnam Dr.Web ans komnoHeHTa Dr.Web ans Microsoft Outlook,
o antispam-spidermail — AHTMcnam Dr.Web ans komnoHeHTa SplDer Mail.

[Nns KOMMOHEHTOB, He YKa3aHHbIX HanNpPsMYyr, COXPaAHAETCA CTaTyC YCTaHOBKMW, 3ajaHHbIA ANA
HWX MO YMOJTYaHWIO.

e /installdir <kamasoe> — KaTaaor yCTaHOBKMW.

Ecam knou He 3agaH, Mo yMOJ/lYaHUIO YCTaHOBKa OCYyLecTBAAeTCA B KaTajor "Program
Files\DrWeb" Ha CUCTEMHOM AucCKe.

e /installtimeout <8pemsa> — MpejenbHOe BpPeMsa OXWAaHWA OTBeTa OT CTaHLUW B Cay4vae
yAaneHHOW yCTaHOBKM, 3anyLleHHon n3 LleHTpa ynpaBaeHunsa. 3ajaetca B CeKyHAaXx.

Ecam kntou He 3afiaH, N0 YMOJIHaHUNKO NCMNONb3YyeTCA 3Ha4YeHne 300 CEeKyHA.

e /instMode <pexum> — PexuMm 3anycka UHCTaANaTopa. NapaMeTp <pexum> MOXET MPUHU-
MaTb C/efytoLlee 3HaUeHUe:

o remove — YAaNUTb YCTAaHOBAEHHbIA NPOAYKT.

Ecam kntou He 3ajaH, NO YMOAYaHNKO UHCTaINIATOP aBTOMaTUYECKN onpeaenaeT pexxmnm 3anyc-
Ka.

e /lang <k00_f3blka> — A3blK MHCTAANATOPA M YCTaHaBAMBAEMOro NpoaykTa. 3agaetcs B popma-
Te ISO-639-1 ana koga fA3blka.

Ecam knrou He 3ajaH, N0 YMOJYaHNIKO NCNONb3YEeTCA CUCTEMHbIN A3bIK.

e /pubkey <nyme> — MOJHbIN NyTb K dainy oTkpbiToro katouva Cepsepa.

MpunoxeHuns
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Ecan oTKpbITBIA KIHOY He 33jaH, MO YMONYaHUIO MPW 3amnycke JI0KaJbHOW YCTaHOBKWN UHCTaNNA-
TOp aBTOMaTUYeCKkn NoAxsBaTbiBaeT OTKPbITbIA KoY drwcsd. pub M3 KaTasora CBoero 3anycka.
B cnyyae pa3smelyeHvs paina OTKPLITOro Kako4a B KaTanore, OTAMYHOM OT KaTajiora 3arnycka
WHCTannAaTopa, He06XoAMMO BPYUHYHO 3aAaThb MOJHbIV NyTb A0 danina OTKPLITOro Karoya.

|-|pl/1 3anycke MHCTa/NIAUMOHHOIO naketa, CoO34aHHOro B I_I,eHTpe yrnpasaeHums, OTKprTbIVI KoY
BXOAWT B COCTaB MHCTaNNALMOHHOIO naketa, N AOMNOJHUTENIbHOE YyKa3aHune q>a|7u1a OTKPbITOTO
KNKO4Ya Yepe3 KA4n KOMaHAHOVI CTPOKKN He Tpe6yeTc;|.

/pwd <naposie> — naposb AreHta ass goctyna k Cepepy.

Kntou 3apaetca BmecTe € kaoyoM /id Ana aBTomMatnyeckoun aBTopm3auumm Ha Cepsepe. Ecan
napameTpbl aBTOpPM3aLMM He 3aaHbl, peleHne o6 aBTopu3auuu MPUHMMAETCA Ha CTOPOHe
Cepsepa.

/regagent <pexum> — onpesenset, OyaeT M 3aperncTpupoBaH AreHT B CriMcke YCTaHOBAEH-
HbIX NporpamMm. MNapameTp <pexum> MOXEeT NPUHUMATL CleAytoLLMe 3HaUeHWS:

B yes — 3aperncTtpmpoBatb AreHT B crnncke YCTaHOBAEHHbIX MPOrpamMmm.
" no — He perncTtpnpoBatb AreHT B cnncke YCTaHOBAEHHbIX MPOrpamMm.
Ecam kntou He 3afaH, N0 YMOJIHaHUNKO NCMONb3YyeTCA 3Ha4YeHWeE no.

/retry <Ko/AU4eCcmeo> — KOAMYeCTBO MOMbITOK noucka CepBepa MOCPEACTBOM OTMNpPaBKM
multicast-3anpocos. [Mpwu oTcyTcTBUM OTBeTa OT CepBepa Mo UCTEYEHUN 3aJaHHOIO KOMYEeCTBa
nonbITOK, cunTaeTcs, uto CepBep He HaAeH.

Ecam kntou He 3afaH, N0 YMOJIHaHUNKO OCYLLEeCTB/IAETCA 3 MOMbITKM NouncKa CepBepa.

/server [<npomokon>/]<adpec_cepsepa>[:<nopm>] —aapec CepBepa, C KOTOPOro byaet
OCYLLECTB/IATLCA YCTaHOBKA AreHTa 1 K KOTOPOMY Moc/e YCTaHOBKM MOAKAOUNTCA AreHT.

Ecam knrou He 3asaH, Mo yMOAYaHUIO ocyllectaseTcs nomck Cepeepa NocpeacTBOM OTNPaBKM
multicast-3anpocos.

/silent <pexum> — onpeaenset, byAeT M UHCTaANATop 3anyleH B GOHOBOM pexumme. [Ma-
pPaMeTp <pexum> MOXET NPVHUMaTb CeytoLne 3HaUeHNs:

o yes — 3anyckaTb UHCTaNNATOP B POHOBOM pexmme.
o no — 3anyckaTb UHCTAANATOP B rpapuyeckoM pexxmMme.

Ecam kntou He 3asaH, MO yMOYaHUIO yCTaHOBKA AreHTa OCyLLeCcTBAAeTca B rpaduyeckom pe-
XMMe MHCTannatopa (cM. PykoBoAcCTBO no ycraHoBKe, Nn. YcraHoBka AreHta Dr.Web npwu no-
MOLLWN MHCTaANATOPA).

/timeout <g8pems> — npejenbHOe Bpems OXUAaHWs Kaxzaoro oteeTa npu nouvcke Cepsepa.
3apaeTcs B cekyHaax. [prem OTBETHbIX COOBLLEHWNIA NPOAOIXKAETCS, NMOKa BPeMS OXUAaHUS OT-
BETa He MNpeBbIlIaeT 3HaueHve TaiMayTa.

Ecam kntou He 3afiaH, N0 YMOJIHaHUNKO NCNONb3yeTCA 3Ha4eHne 3 CeKyHAbI.

101

H3. Arent Dr.Web ana Windows®

dJopma'r KOMaHAbI 3anycCKa:

dwservice.exe [<K/IHYU>]
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AT
‘go

Knroun

Kaxkablil 13 KNtOUen MOXET 3ajaBaThCsl B OAHOM U3 cieayrowmx dopmatoB (popmatbl paBHO-
3HAYHbI):

—<KOpOMKUU_KAY> [ <apaymeHm> ]
nan
——<O/IUHHBIU_K/II0Y > [ =< ap2yMeHm > ]

Kntoun MOTYT NCNONb30BaTbCA OAHOBPEMEHHO, B TOM YNC/1€ KOPOTKNE N ASINHHbIE BEPCUN.

,a_"l‘: Ecav aprymeHT cosepXXnT npobesibl, OH JOMXKEH ObiTb 3aKNHOYEH B KaBbIYKM.

Bce kntoum BbIMOAHAKOTCA BHE 3aBUCUMOCTM OT Nnpas, pa3peLleHHbIX Ana CTaHUUWN Ha CepBe-
pe. T.e. Jaxe eC/in rnpaBa 4719 USMeHeHe HaCTpoek AreHTa 3anpeLeHbl Ha CepBepe, Bbl MO-
>XKeTe UBMEHUTb 3TU HaCTpOI\/’IKI/I npun noMoLiun KAroUen KOMaH,CI,HOI\/’I CTPOKW.

ﬂ,Ol’IyCTVIMbIe Karouu:

e [TokasaTb crnpaBsky:
o -7
o —-help
¢ 3meHuTb agpec CepBepa, K KOTOPOMY NOAKAOYAETCA AreHT:
o —e <Cepsep>
o —-esserver=<Cepsgep>
Ytobbl 3agaTb cpa3y Heckosbko CepBepoB, HEOOXOAMMO NMOBTOPUTL Yepe3 Npoben ki ans

Kaxxgoro agpeca Cepsepa, Hanpumep:

dwservice -e 192.168.1.1:12345 -e 192.168.1.2:12345 -e 10.10.1.1:1223

nnn

dwservice --esserver=10.3.1.1:123 --esserver=10.3.1.2:123 --
esserver=10.10.1.1:123
e [106aBUTb OTKPbITbIA KNHOY LINGPOBAHUS:
8 —p <K/IHOY>
o ——addpubkey=<k/i04>

OTKpbITbIA KNHOY, YKa3aHHbIA B KauyecTBe apryMeHTa, KonupyeTtca B katanor AreHta (no ymon-
YaHWIO 3TO KaTanor %$ProgramFiles%\DrWeb), nepenmMeHoBbiBaeTcA B drwcsd.pub (ecam
MMSA OT/IMYANOCh) N NepeYmnTbiBaeTCcA cepBUCOM. [Npn 3TOM npeabiayLmii Gann oTKPbITOrO KAHo-
Ya, ecM TakoBOW Hbln HalAeH, NnepenMeHoBbIBaeTCA B drwesd.pub.old.
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Bce oTKpbITbie KHOUM, UCMOb30BaHHbIE paHee (B TOM UMC/IE KAOUM, KOTOpble Bblav nepesaHsbi
c CepBepa 1 XpaHATCA B PeecTpe), OCTakTCA U MOTYT ObITb UCMO/b30BaHbl NPU HEOHXOANMO-
cTn.

e /I3MeHUTb YPOBEHDb A€Tann3alunmn XypHania AreHTa:
o -1 <yposeeHb>
B --loglevel=<yposBeHsb>

JlonycTMble 3HaueHMe YPOBHA AeTanv3auunn XypHana: err, wrn, inf, dbg.

H4. CepBep Dr.Web

CyLLecTByeT HeCKOIbKO BapuaHTOB KOMaHg 3anycka CepBepa, 419 YA06CTBa OHM OMUCHIBAOTCA
OTAENbHO.

KomaHgbl, npuBeseHHble B nn. H4.1. YnpasaeHve Cepeepom Dr.Web — H4.5. PesepBHoe konupo-
BaHWe KPUTUYHbIX AaHHbIXx CepBepa Dr.Web, asaatoTca kpoccnaathopMeHHbIMW: MOTYT ObITb UC-
nosb3oBaHbl kak nog OC Windows, Tak n nog OC cemenctea UNIX, ecniv He ykazaHo obpaTHoe.

H4.1. YnpaBneHue Cepsepom Dr.Web

drwcsd [<kmo4u>] — 3ajaTtb HacTponku pabotel CepBepa (kntoum nogpobHee ONMCbIBArOTCA
HMXe).

H4.2. basoBble KOMaHAbI

e drwcsd  [<kmoyu>] dumpimportdb <@aun bf]> [<¢aiun SQL>  [<duremp_ma-
6auy>11 — 3anucatb B dann xypHana Cepsepa nan SQL-pann nogpobHyto nHbopmMauno o
BCTPOEHHOW MW BHeLHeW 6a3e AaHHbIX.

@ VIMnopT 1 3kcnopt 6a3bl AaHHbIX NPY BbIMNOJAHEHUM KOMaHAbl dumpimportdb He NPOU3BO-
: ANTCA.

o <¢patn_b/]> — dann akcnopta 6a3bl AaHHbIX, MHGOPMaLMA O KOTOpOK ByaeT 3anmcaHa B
xypHan Cepsepa wam B <gatin_SQL>. ®ann skcnopta MOXeT 6bITb MONYYEH MPY MOMOLLM
KOMaHAbl exportdb; Takke BO3MOXHO MCMOAb30BaHWe daliia, Noay4YeHHOro npu peseps-
HOM KonupoBaHuM 6a3bl gaHHbIX. XML-dann, nonyyeHHbI MNPy MOMOLLM KOMaHZAbI
xmlexportdb He MPUHUMaETCA.

o <ghatn_SQL> — dann ana 3anucn Bcex SQL-3anpocos, koTopble ByAyT BbIMOJHATLCA B C/TY-
yae umnopTa 6asbl faHHbIX U3 daina, ykasaHHoro B <galin b/>. Ecnm SQL-dpaiin He yka-
3aH, 3anucb ocyllecTeaseTcsa B XypHan Cepsepa (B BuAe cnucka tabauy n nx nonen). Ecam
dalin ykasaH - 70 Tobko B SQL-dainn.

o <gpunemp_mabauy> — cnncok Tabamy, 6a3bl gaHHbIX, UHPOPMaLMA O KOTOPbIX ByaeT BbiBe-
AeHa B <¢palin_SQL>. Cnncok Tabavy HeobxoaMMO yKasblBaTb yepes3 3ansaTyro. HasBaHus
AO/KHbI  COOTBETCTBOBATb  Ha3BaHuMAM Tabsvy B 6ase  gaHHbix. Hanpumep:
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admins, groups, stations. ®uabTp Tabauy, aenctBuTeNEH TOAbKO Npw BbiBoge B SQL-
dann.

e drwcsd reconfigure — nepeuntatb KOHOUIypaLMOHHbIN daln 1 nepesanyCcTUTbCs (BbIMO-
HsleTcs bbicTpee — 6e3 cTapTa HOBOrO MpoLiecca).

e drwcsd restart — caenatb MOJHbIN nepesanyck cayx6bl CepBepa (BbIMOMHAETCA Kak napa
stop u 3aTem start).

e drwcsd start —3anyctutb Cepsep.
e drwcsd stop — HOpManbHO 3aBepwunTb paboty CepBepa.

e drwcsd stat — BbIBOA B pann XXypHana ctaTuctnkm pabortol: Bpemsa CPU, ncnonbsoBaHue na-
matn n 1.n. (nog OC cemencrea UNIX — aHanor komaHabl send signal WINCH wam kill
SIGWINCH).

e drwcsd verifyakey <nyme_K_k/o4y> — NMpOBepPKa KOPPEKTHOCTU danna NNLEH3MOHHOrO
Karo4a (agent . key).

e drwcsd verifyekey <nyme_K_K/o4y> — NMpOBepKa KOPPEKTHOCTU danna NANLEH3MOHHOIO
kntoua CepBepa (enterprise. key). ObpaTute BHMMaHWe, NMLEH3MOHHBIN katou Cepeepa 60-
Nee He ncnosb3yeTtcs, HaumHas ¢ sepcum 10.

e drwcsd verifyconfig <nyme_k_¢aliny> — npoBepka CUHTaKCMCa KOHOUrypaLMOHHOro
darna Cepsepa (drwcsd. conf).

H4.3. KomaHabl ana ynpaBsieHna 6a3oin gaHHbIX

MHnumanusauymna 6asbl gaHHbIX

drwcsd [<kmo4u>] initdb </AUYEH3UOHHbIU_KAY> [ <ckpunm_B/J> [<ini_¢gain> [<na-
posab>]11 — vHuumanmsauma 6a3bl JaHHbIX.

o <JIUYEH3UOHHLIU_K/AY> — MNyTb K NULEH3NMOHHOMY Kkatody DrWeb agent.key (yka3sbiBaTb
o0653aTeNbHO).

e <ckpunm_b/1> — ckpunT nHnuymanmsauun b/l. CneumanbHoe 3HauyeHue - (MUHYC) O3HayaeT He
NCNONb30BaTb CKPUMT.

e <ini_gaun> — npegBapuTesbHO CPOPMUPOBaHHBIM Pann B dopmaTte drweb32.ini, KOTOPbIU
byaeT 3asaBaTb HauyanbHYHO KOHPUrypaumo komnoHeHToB 10O Dr.Web (ans rpynnel Everyone).
CneumanbHoe 3HaueHue - (MUHYC) O3HaYaeT He MCMOJIb30BaTb Takown Gan.

® <NApo/sb> — HayanbHbIA Napoab agMuHuctpatopa Cepsepa (MMa admin). o ymonyaHuto
root.

@ 3HaK MUHYC MOXET OMnycKaTbCs, eCav CeAytoLive 3a HAM napaMeTpbl OTCYTCTBYHOT.
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3apgaHMe napamMmeTpoB MHULMann3Lum 6asbl AaHHbIX

Mpu ncnonb3oBaHMM BCTPOeHHOW B/l napameTpbl MHUUManM3auMnm MOryT 3ajaBaTbCA Yepes
BHeLWHMW dann. [lna 3Toro Cy>Xut KomaHaa:

drwcsd.exe initdbex <response-file>

<response-file> — dann, B KOTOPOM 3anucaHbl NapameTpbl MHUUManun3auum bJl, noctpoyHo, B
TOM XXe NopsAaKe YTo W napamMeTpbl KOMaHAbl initdb.

®opwmar davna:

<nyme_k_cpaliny_karo4a>
<nyme_k_cpaliny._initdb.sql>
<nyme_k_cpaliny_drweb32.ini>

<napo/ss_adMuHucmpamopa>

@ Mpwu ncnonb3zoaHum nog OC Windows response-dalina BO3MOXHO MCMO/b30BaHWeE NHOObIX
: CMMBOJIOB B MapoJie ajMUHUCTPaTopa.

XBOCTOBbIE CTPOKK, cnegyrouimne 3a HeO6XOAMMbIM B KOHKPETHOM Chydae napamMeTpomMm, HeobsA3a-

TenbHbl. ECn cTpoka npeactaBaseT cobon "-" (0AMH 3HaK MUHYCa), TO UCMOb3YeTCs 3HaUYeHME No
yMOYaHuo (Kak B initdb).

O6HoBeHue 6a3bl gaHHbIX

drwcsd [<kmo4yu>] updatedb <ckpunm> — MPOU3BECTM Kakyro-AMbo maHunyaaumio c Ha-
301 JaHHbIX (HanprMep, obHOBAEHME NPU CMeHe Bepcun), BbinoaHMB SQL-onepatopsbl 13 daina
<ckpunm>.

O6HoBNeHMe Bepcum 6a3bl AaHHbIX

drwcsd upgradedb <kamasoz> — 3anyctutb CepBep AN OGHOBAEHMS CTPYKTYpbl 6a3bl faH-
HbIX NPV Nepexoae Ha HOBYHO BepCUto (CM. KaTanor update-db).

SKcnopt 6a3bl AaHHbIX

a) drwcsd exportdb <galsn> —3KcnopT 6a3bl AaHHbIX B YKa3aHHbIA danin.

MpunoxeHuns
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Mpumep ana OC Windows:

C:\Program Files\DrWeb Server\bin\drwcsd.exe -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all exportdb "C:\Program Files\DrWeb Server\esbase.es"

Moa OC cemeiictea UNIX gelicTBMe BbINONHAEGTCS OT MMEHW No/b30BaTensd drwcs:drwcs B
kaTanor $DRWCS VAR (kpome OC FreeBSD, kotopas no ymonuaHuto coxpaHsaet danin B An-
PeKTOpMIO, U3 KOTOPOW 3anyLleH CKPUMT; eCau yKasaTb MyTb AABHO, TO AVMPEKTOPUA JO0JIXKHA
6bITb C NpPaBaMK Ha 3anNnCb AN <N0/16308aMeJsA> : <2pynNnbl>, KOTOPble BblIN CO34aHbl Mpu
YCTaHOBKE, MO YMONYaHWNIO — drwes : drwes).

drwcsd xmlexportdb <xml-¢patin> — 3kcnopT 6a3bl AaHHbIX B yKa3aHHbIA xml-dann.

Ecnun ykasaTtb pacwmperue danna gz, To npu akcnopte dann 6asbl gaHHbIX ByaeT ynakoBaH B
apxvB gzip.

Ecam paclwimpeHve He ykasaTb WK yKaszaTb pacluMpeHue, OTAMYHOe OT gz, TO dalin akcrnopTa
He ByAeT apxMBMPOBATLCA.

Mpumep ana OC Windows:

e [1na axcnoprta 6a3bl gaHHbIX B Xml-darn 6e3 oxatusa:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-
root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log xmlexportdb database.db

e [1ns s3kcnopta 6a3bl JaHHbIX B Xml-daiin, ynakoBaHHbIV B apXuB:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-
root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log xmlexportdb database.gz

Mpumep ana OC cemencrea UNIX:

e [1ns s3kcnopTa 6a3bl JaHHbIX B Xml-dainn 6e3 cxatus:

/etc/init.d/drwcsd xmlexportdb /es/database.db

e [1na axcnoprta 6a3bl JaHHbIX B Xml-dalin, ynakoBaHHbIV B apXuB:

/etc/init.d/drwcsd xmlexportdb /es/database.gz

MmnopT 6a3bl gaHHbIX

a)

b)

drwcsd importdb <galin> — umnopt 6asbl JaHHbIX U3 yKasaHHOro danna (ctapoe cogep-
xunumoe b/l ctnpaetcs).

drwcsd xmlimportdb <xml-gaiin> —vmnopt 6a3bl AaHHbIX U3 yka3aHHoOro xml-danna.
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MpoBepka 6a3bl gaHHbIX

drwcsd verifydb — 3anyctute CepBep A/ npoBepkn 6a3bl gaHHbIX. [0 OKOHYaHUKU Mpo-
Bepkn CepBep BbIBOAUT MHPOpPMaUMIO O pesynbTatax B daiia XypHana (Mo ymoauyaHuio
drwcsd. 1og).

YckopeHue 6a3bl JaHHbIX

drwcsd [<kK/IYU>] speedupdb — BbINOAHUTb KOMaHAbl VACUUM, CLUSTER, ANALYZE And
yckopeHnus pabotbl ¢ b/,

Ouncrka 6a3bl gaHHbIX

drwcsd cleandb — ounctuTb 6asy gaHHbIx CepBepa, yaanme Bce Tabanubl.
H4.4. KomaHabl ana ynpassieHUA peno3ntopmem

ilf Mepes 3amyckoM KOMaHJ, syncrepository, restorerepo U saverepo Heobxoanmo obs-
: 3aTe/IbHO ocTaHoBUTL CepBep.

e drwcsd syncrepository — MPOM3BECTM CMHXPOHM3aUuto peno3utopusa ¢ BCO Dr.Web. Ko-
MaHZAa 3anyckaeT npouecc Cepepa, Npu 3ToM npouncxoamt obpaueHve k BCO n nocneayto-
Lwee obHOB/IEHME PEMO3MTOPUSA B CIyYae Haan4mMa O6HOBAEHWNN.

e drwcsd rerepository —nepeunTaTb Peno3nTOpPUM C AMCKa.

e drwcsd [<K/MOYU>] restorerepo <Nyme_K_apxusy> — BOCCTAaHOBUTb PEMO3UTOPUNA
CepBepa 13 3aaHHOTO Zip-apXunBa, CO34aHHOIO MPW MOMOLLMN KOMaHAbl saverepo.

e drwcsd [<KMOYU>] saverepo <Nyme_K_apxusy> — COXpPaHWUTb BeCb peno3utopun Cepse-
pa B yKa3aHHbIM zip-apxuB. [MosyyeHHbI apxMB MOXeT BbiTb MMNopTpoBaH Ha Cepsep npwu
MOMOLLM KOMaHAbl restorerepo.

@ ApXVIBbI, MCNoJib3yeMble KOMaHAaMn restorerepo N saverepo He COBMECTUMbI C apXmMBa-
- MW, NCNOAb3YyEMbIMU AJ1A 3KCNOPTa N MMNOPTa PENO3NTOPUA Hepes LLEHTp ynpaBieHuUA.

H4.5. PesepBHOe KonmpoBaHue KPpUTUUYHBbIX AaHHbIX CepBepa
Dr.Web

Pe3epBHaa KOMWUA KPUTMUHBIX AaHHbIX CepBepa (IMLEH3MOHHBIX KAO4Yer, cofep>KMmoro 6asbl
AaHHbIX, 3aKPbITOro Katoya WwndpposaHusa, KoHourypaumm Cepsepa v LieHTpa ynpaeaeHus) co-
34,@eTCA C MOMOLLbIO CesytoLlein KOMaHabl:

drwcsd —-home=<nyme> backup [<kKkamaszaoe> [<Ko/iu4ecmso>] ]

e KpuTnuHble saHHble CepBepa KOMUPYHOTCA B YKa3aHHbIA <kamasoz>.
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e Kntou —~home 3agaeT katanor ycraHosku Cepsepa.

e [lapameTp <ko0/U4ECMB0> — KONMYECTBO COXPaHAEMbIX KOMWUIA OA4HOrO 1 TOro xe danna.

Mpumep ana OC Windows:

C:\Program Files\DrWeb Server\bin>drwcsd -—-home="C:\Program Files\DrWeb
Server" backup C:\a

Bce dalinbl N3 pe3epBHON KOMUK, KPOME COAEPKMMOTO 6a3bl AaHHbIX, FOTOBbI K MCMOJIb30BaHMIO.
PesepBHas konus 6a3bl JaHHbIX COXpaHAeTcs B dopmaTte . gz, COBMECTUMOM C gzip U APYrnmu
apxuBaTopamu. Cogepxxnmoe 6a3bl JaHHbIX MOXXHO MMMOPTMPOBATb U3 Pe3epBHOWN KOMWUK B pa-
6ouyto 6a3y aaHHbix CepBepa M TakMM 06pa3oM BOCCTaHOBUTL AaHHble (CM. M. BocctaHoBaeHne
6a3bl gaHHbIx Dr.Web Enterprise Security Suite).

B npouecce pabotbl CepBep Dr.Web perynsipHo coxpaHsieT pe3epBHble KOMUWU BaXKHOW MHOp-
Mauuu B CeAyroLL X KaTanorax:

e a1 OC Windows: \var\Backup (OTHOCUTENbHO KaTanora yctaHoBku CepBepa)
e ana OC Linux 1 OC Solaris: /var/opt/drwcs/backup
e 115 OC FreeBSD: /var/drwcs/backup

Ans BbINONHEHWs GYHKLUWM pe3epBHOTO KOMMpPOBaHUA B pacnuvcaHve CepBepa BKAKOUEHO exe-
AHeBHOe 3asaHwve. Ecm Takoe 3afaHvie B pacnuncaHnm oTCyTCTBYeT, PeKOMEHAYEeTCs CO34aThb ero.

H4.6. KomaHgabl, goctynHblie Tonbko nog OC Windows®

drwcsd [<kmo4u>] install —ycTaHOBUTb Cy>K6y CepBepa B cucTeme.

drwcsd uninstall —yganauTb cnyx6y CepBepa 13 cuctemsl.

drwcsd kill — aBapuiHO 3aBeplumnTb ciy>xby Cepsepa (B cnyyae, eCiv HOPMaabHO He yAa-
nocob). [laHHyrO KOMaHAy He peKOMeHAyeTCa NCNoab30BaTb 6e3 KpalriHer HeobXoAMMOCTU.

e drwcsd silent [<onyuu>] <komMaHOa> — 3anpeTuTb BbIBOJ cooblieHnin ot CepBepa npw
3anycke KOMaHZbl, 3aflaHHOW B MapameTpe <komMaHoa>. lcnonb3yeTcs B 4acTHOCTM B KO-
MaHAHbIX dalrinax Ans OTKAHUYEHNS MHTEPAKTUBHOCTU paboTbl CepBepa.

H4.7. KomaHpabl, goctynHbie Tonbko noa OC cemenictBa UNIX®

e drwcsd config — aHanor komaHabl reconfigure wam kill SIGHUP — nepe3anyck Cepse-
pa.
drwcsd interactive — 3anyckaet CepBep, HO He NepeAaeT yrnpaBaeHne npoLeccy.

drwcsd newkey — reHepaLms HOBbIX Karouern WndpoBaHus (drwecsd.pri M drwesd. pub).

e drwcsd readrepo — nepeuynTaTb PEMNO3UTOPUN C Ancka. AHaNOTMYHO KOMaHAae
rerepository.
e drwcsd selfcert [<UMA_KOMhetomepa>] — TreHepauua HOBOro ceptudukata SSL

(certificate.pem) M 3akpbiToro karova RSA (private-key.pem). [lapameTtp 3agaet nmsa
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KOMMblOTepa € ycTaHoB/eHHbIM CepBepoM, A/ KOTOporo byayT reHepupoBaTbca Ganbl. Ecim
napameTp He 3afaH, M KOMMbrOTEPa NOACTAaBAAETCA aBTOMATUYECKWN CUCTEMHOMN PYHKLMEN.

e drwcsd shell <umA_gatna> — 3anyck ¢davn ckpunta. KomaHga 3anyckaeT $SHELL /-
60 /bin/sh, nepesaBas eMy ykasaHHbIA danin.

e drwcsd showpath — nokasaTb BCE MyT NPOrpamMmmebl, MPOMNUCaHHbIE B CUCTEME.

e drwcsd status —nokasaTb Tekylmin ctatyc CepBepa (3anyLyeH, OCTaHOB/EH).

H4.8. OnucaHue Karouen

KpoccnnargpopmeHHble Kaoumn

e —activation-key=<suy_ kaw4> — AVLEH3NOHHbIN kntou Cepsepa. Mo ymonuaHuto dann
enterprise.key, PacnosOXeHHbI B NOAKaTanore etc KOPHEBOro KaTanora.

ObpaTtute BHUMaHWeE, IMLEH3MOHHBIN Koy Cepsepa bonee He MCMONb3yeTcs, HaumMHasa C Bep-
cm 10. Kntou —activation-key MOXET MCMOAb30BaTbCA Npy 0bHoBAeHUN CepBepa ¢ npe-
AblAYLWMX BEPCUMI U NpU MHULManm3aummn 6asbl gaHHbIX: naeHTudukaTtop Cepeepa byaer B3AT
13 YKa3aHHOTO JIMLLEH3VOHHOIO KJItoYa.

o —bin—root=<KGmGﬂOZ_aﬂH_UCnOﬂHﬂeMle> — NyTb K MCNOJIHAEMbIM c|>a17|na|v|. Mo yMOJIHaHUNKO
rnogkaTanor bin KOpHeBOro Kartaaora.

e —conf=<koH@_palin> — NMA N pacrnosoXeHne KoHdurypaumoHHoro darina Cepsepa. Mo
yMonuaHuto paiin drwesd. conf B NoAKaTanore etc KOPHEBOrO KaTasora.

e —daemon — ana Windows-nnathpopm 03HauaeT 3anyck Kak cayxbbl; ana naatpopm UNIX: "ge-
MOHM3aUMA npouecca” (nepevT B KOPHEBOW KaTanor, OTCOEAVMHWUTbCA OT TepMuHana u
nepenTy B GOHOBBIN PEXMM).

e —db-verify=on — npwu 3anycke CepBepa BbINOJHATb NPOBEPKY LienoctHocTn bJl. 3HaueHne
no ymMOn4aHuHo. HactoatenbHo He PeEKOMEHAYETCA 3anyCKaTb C ABHbIM yKa3aHMEM NMPOTUBOMNO-
JIOXKHOTO 3HaueHMWd, 3a UCKIHYEHMEM 3arycka HEMeAJ/IeHHO nocne nposepku b/l komaHaoun
drwcsd verifydb, CM. Bblle.

e —help — BblAaTb CrpaBKy. AHaNOrMYHO OMMCaHHbIM BbiLLE nporpaMmmam.

e -hooks — pa3pelunTb BbINOJHEHNE CepBepOM Nosb30BaTE/IbCKUX CKPUMNTOB pacCllnNpeHna, Ha-
XO4AWKMXCA B KaTanore:

o ana OC Windows: var\extensions
o ansa OC FreeBSD: /var/drwcs/extensions
o ana OC Linux n OC Solaris: /var/opt/drwcs/extensions

kaTanora yctaHoBkn Cepsepa Dr.Web. CkpunTtbl npesHasHaueHbl A4 aBToMatn3auum paboTsbl
aAMUHUCTPATOpPa, YNpoLlas M YyCKOpsAA BbIMNOJHEHME HEeKOTOpbIX 3ajaHui. Bce ckpunTbl no
YMOJTYAHUIO OTKIFOYEHBI.

e —home=<kopeHb> — KaTanor yctaHoBku CepBepa (KkopHeBoW kaTanor). CTpykTypa AaHHOrO Ka-
Tanora onucaHa B PykoBoacTBe no ycraHoBke, n. YcraHoBka Cepsepa Dr.Web ans OC
Windows®. [To yMONYaHMIO TEKYLLMIA KaTaaor npu 3anycke.

e —log=<XypHan> — uMma darina xypHana Cepsepa. Bmecto nmeHn daiina MoxeT MCNoab30-
BaTbCA “MUHYC” (Tonbko ana Cepsepa Ha nnatdopmax UNIX), uTo 03HayvaeT BbIBOAUTL XypPHan
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Ha CTaHAapTHbIM BbIBOA. o ymonuvanuto: ana Windows-naatpopm drwesd.log B KaTanore,
yKa3blBaeMOM KAHUYOM -var-root, ana naatgopm UNIX 3azaetca kntoyom -syslog=user
(cM. HKXKE).

e —private-key=<3akp_ k4> — 3aKpbiTblid katou Cepsepa. Mo ymonyaHuto drwesd.pri B
noakaTtasore etc KOPHEBOro KaTtasora.

e —rotate=<N><f>, <M><u> — pexum poTauun xxypHana pabotsl CepBepa, rae:

Mapametp OnucaHue
<N> O6Lee KoNMYeCTBO GarinoB XypHana (BKatoYas TEKYLMIA N apXUBHbIE).
<f> ®opmat xpaHeHus GannoB >XKypHana, BO3MOXHbIe 3HAaYEHUS:

e 7 (gzip) — CKMMaTb Gaitbl, UCMONb3YETCA MO YMONYAHWIO,

e p (plain) — He ckumatb dalinbl.

<M> Pa3mep dalina xypHana 1Mbo Bpems poTaLmy, B 3aBUCMMOCTM OT 3HAUEHUS <U>;

<u> E,D,I/IHVILI,a n3mMepeHmna, BO3SMOXKHbIE 3HaYEHUA:

e /14 3afjaHNA poTaLMmM No pasMepy paina >XKypHana:
sk —KB6,
o m- M6,
s g-T6.
e [/11 3afaHNA pOTaL MM NO BPEMEHN:
= H - yvacsl,
o D — aHwu,

o W — Hepenn.

@ Mpwv 3afaHnn poTaLMmn MO BPEMEHU OCYLLECTBASETCA CUHXPOHMW3aLMA BHE 3aBUCUMOCTV OT

BPeMeHU 3anycka KOMaHAbl: A5 3HaveHWs H — cMHXpoHM3auus ¢ HayanoMm yYaca, and D — ¢

Havanom cytok, ans W — ¢ Hayanom Hegenw (00:00 B moHezeIbHUK) COFIacHO KPAaTHOCTY, yKa-
3aHHOW B MapamMeTpe <u>.

HauanbHasa Touka otcueta — 01 aHBapa 01 roga H.3., UTC+O0.

Mo ymonyaHuto 10, 10m, YTo 03HauyaeT xpaHutb 10 dparno no 10 merabainTt, MCNoOab30OBaThb
okatne. MOXHO TakXKe MCrnoab30BaTh CrneLuranbHbll dopmaT none (-rotate=none) — 3TO
O3HauaeT "He MCMo/b30BaTh POTALMIO, @ N1CaTb BCerja B OAUH M TOT Xe dai HeorpaHNYeH-
HOro pasmepa".

Mpn MCNONb30BaHUM peXnma poTauMu WUCMOob3yeTca cheayrolwmi GopmaT MMeHOBaHWA
davinos: file.<N>.log mam file.<N>.log.gz, rae <N> — nopaakoBbii Homep: 1, 2, 1
T.A.

Hanpumep, nycTb nms darina xxypHana (CM. Bbile K4 —10g) 3agaHo file. log. Torga:

o file.log — TekywWuin Gann (B KOTOPbIN UAET 3aNunCh),

o file.l.log— NpeablayLini,
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o file.2.log M Tak ganee — yeM bonblie uncno, Tem bonee crapas Bepcus.
e —trace — eTa/bHO NPOTOKONMPOBATb MECTO BO3SHUKHOBEHWNS OLLUMOKW.

e —var-root=<Kkamasnoz_0s_usMeHAeMbix> — NyTb K KaTanory, B Kotopbli CepBep nMeeT npa-
BO 3aMuncy 1 KOTOPbIV NpejHa3HayeH A1a XpaHeHUa n3MeHsaeMbix GpaioB (Hanpumep, XXypHa-
NoB, a Takxe $arnos penosntopus). o ymonyaHuo nogkatanor var KOPHEBOro Katasiora.

e —verbosity=<ypogeHb_nodpobHOCMU> — YypPOBEHb AeTanm3aunn XypHana. 1o ymonuaHuto
WARNING. ﬂ,OI'IyCTl/IMbIe 3HadeHwmAa:. ALL, DERUG3, DEBUGZ2, DEBUGl, DEBUG, TRACE3,
TRACE2, TRACEl, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.3HayeHus ALL W®
DEBUG3 — CMHOHUMbI (cM. Takxe [Npunoxenne K. Popmat dansos >kypHana).

I JaHHbIN KNtoY onpesenser cTeneHb NOAPOOHOCTU 3anucK XypHana B dalin, 3ajaHHbIn crepy-
- FOLLMM MOCAe HEero kAt4oM -log (CM. Bbile). B oAHONM KOMaHAe MOXeT ObiTb HeCKOJbKO
KNtOYeRn AaHHOTo TuMa.

Kntoun -verbosity 1 —1og NO3MLMOHHO-3aBUCUMBbI.

MpKn MCNONb30BAHUM 3TUX KIHOUEN OAHOBPEMEHHO, KIHOU —verbosity AOMKEH UATU nepes
KJOUOM -1og: KoY —verbosity nepeonpesenser YpoBeHb AeTann3aunm XypHaaos, pac-
MOIOXKEHHbIX MO MyTAM, CIeAYHOLLMM Aasiee B KOMaHAHOM CTPOKE.

Knroun, gocrynHsbie Tonbko nog OC Windows
e -minimized — (TONBKO €C/IN 3aMyCK He KaK CTy>XObl, @ NHTEPAKTUBHO) — MMHUMUW3MPOBATb OK-
HO.

e —screen-size=<pasmep> — (TONbKO €CAN 3aMNyCK He KakK Cy>Obbl, a MHTEPaKTUBHO) — pa3mep
B CTPOKax BUAMMOrO XYypHana B okHe Cepsepa, no ymondaHuto 1000.

Knroun, gocrynHsbie Tonbko noa OC cemerictea UNIX

e —etc=<path> - nyTb K AnpeKTopumn etc (<var>/etc).
e —pid=<gatin> - pann, B kotopbin CepBep 3anncbiBaeT MAaeHTMPMKATOP CBOEro npoLiecca.

e —syslog=<pexum> — MNPOTOKO/JMPOBaHME B CUCTEMHbIA >XypHan. Bo3mMOXHble peXumbl:
auth, cron, daemon, kern, lpr, mail, news, syslog, user, uucp, localO

- local7 n ana HekoTopbiX Naathopm — ftp, authpriv n console.

@ Kntoun -syslog u -log pabotaroT coBMecTHO. T.e. npu 3anycke CepBepa C KJHOYOM -
syslog (Hanpumep, service drwcsd start -syslog=user), CepBep 3anycTuTca C 3a-
AAHHbIM 3HAUEHWEM A1 KNtoYa —syslog U CO 3HaYEHMEM MO YMOAYAHWNIO ANA KatoYva —1og.

® —user=<n0/16308amesb>, —group=<epynna> — AoctynHel Toabko ans OC UNIX, npu 3anycke

OT UMEHW Noab3oBaTeNs root; 03Ha4YaroT M3MEHUTb MO/Ib30BaTENA AW TPYNMNy NpoLiecca 1 Bbl-
MONIHATLCA C MPaBaMM yKa3aHHOroO Mo/b3oBaTens (rpynmbl).
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H4.9. NepemeHHble, aocTtynHble nog OC cemeinnctBa UNIX®

[na obneryenus ynpasneHuns Cepsepom nog OC cemeinctea UNIX agMmuHUCTpaTopy npeaoctas-
NAKOTCA MepeMeHHble, KOTOpble pacnosiaratoTca B daisie CKPUNTa, XPaHALLErocs B Caefyrowem
KaTasore:

e [1na OC Solaris n OC Linux: /etc/init.d/drwcsd.

e /lnAa OC FreeBSD: /usr/local/etc/rc.d/drwesd. sh (cMmBOIbHasA cchlaka
Ha /usr/local/etc/drweb.com/software/init.d/drwcsd).

CooTBeTCTBME MEXAY NEePEMEHHBIMU N KNHOYaMW KOMaHAHOW CTPOKU Ans drwcsd NPUBEAEHO B
Tabauvue H-1.

Ta6bnuvuya H-1.

Knrou MepemeHHasn MapameTtpbl No ymonuaHuro

-home DRWCS HOME e /usr/local/drwcs — ana OC FreeBSD,
i e /usr/drwcs — ANns Bcex ocTanbHbIx OC.

-var-root DRWCS_VAR

-etc DRWCS_ETC $DRWCS_VAR/etc

-rotate DRWCS_ROT 10,10m

-verbosity DRWCS_LEV trace3

-log DRWCS_LOG $DRWCS_VAR/log/drwcsd.log

-conf DRWCS_CFG $DRWCS_ETC/drwcsd.conf

-pid DRWCS_PID

-user DRWCS_USER

-group DRWCS_GROUP

-hooks DRWCS_HOOKS

-trace DRWCS_TRACE

@ MepemeHHble DRWCS HOOKS M DRWCS TRACE He UMetoT napameTpos. INpu 3agaHny nepe-
. MEHHbIX COOTBETCTBYHOLME KIOUM A0HABAAIOTCA MPU UCMONHEHUM cKpunTa. Eciv nepemen-
Hble He 3ajaHbl, K1Y He byayT fob6aBaeHbI.

Mpouvre nepeMeHHble NpuBeseHbl B Tabanue H-2.
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Tabnuuya H-2.
MepemeHHan Mapametpbl no ymon- OnucaHune
YaHuto
DRWCS_ADDOPT
DRWCS_CORE unlimited MakcrManbHbIn pa3mep core-dainna.
DRWCS_FILES 8192 MakcrManbHoe yncno $GannoBbiX AECKPUNTOPOB, KO-
TOpOE CMOXKET OTKPbITb CepBep.
DRWCS_BIN $DRWCS_HOME/bin AnpekTopus, n3 kotopown byaeT 3anyckatbcs drwcesd.
DRWCS_LIB $DRWCS_HOME/lib AnpekTopus c bubamnotekamn Cepsepa.

3HayeHMa NapaMeTpoB MO YMOYaHUIO BCTYMNAtOT B CUJTY, €C/IN Takue NnepemMeHHble He onpejene-
Hbl B CKpuniTe drwcsd.

@ [MepemeHHble DRWCS HOME, DRWCS VAR, DRWCS ETC, DRWCS USER, DRWCS GROUP,
- DRWCS HOOKS y»e onpegeneHbl B Gpaitne ckpunta drwesd.

Ecam cywectByet daiin ${TGT ES ETC}/common.conf, TO 3TOT daiin byseT BKAOUEH B
drwcsd, UTO MOXET NePeOnpPeseNnTb HEKOTOPbIE NEPEMEHHbIE, OAHAKO, eC/N UX He SKCMop-
TUPOBaTb (MPY MOMOLLM KOMaHZAbl eXport), TO OHU HE OKaXyT BAVSHUSA.

Ansa 3apaHna nepemeHHbIX Heob6xoaMMO:

1. JobaButb onpeseneHne nepeMeHHon B panne ckpmnTta drwesd.
2. DKCNopTMpOBaTb NEPEMEHHYH NMPY NOMOLLM KOMaHAbl export (3a4aeTcs Tam Xe).

3. lMpw 3anycke elle OAHOro NpoLiecca 13 3TOro CKpuUMTa, 3TOT NPOLECC CYMTAET 3HaUYeHWs, KOTO-
pble 6b1 onpeaeneHbl.

H5. YTuanta agMMHNCTpUpPOBaHMA BCTPOEHHOU 6a3bl faHHbIX

MpefoCTaBAAOTCA CeAyrOLLME YTUANTBI aAMUHUCTPUPOBAHWS BCTPOEHHOM b/

e drwidbsh — ana b/l IntDB,
e drwidbsh3 — ana b/l SQLite3.

YTnanTol pacnono>XeHbl B ChefyroWwmnx ANPEKTOPUAX:

e ana OC Linux 1 OC Solaris: /opt/drwcs/bin
e nna OC FreeBSD: /usr/local/drwecs/bin
e nna OC cemenictBa Windows: <kamanoz_ycmaHoseku_Cepsepa>\bin

(no ymon4vaHuto katanor yctaHoBku Cepsepa: C: \Program Files\DrWeb Server).
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®dopmaT KOMaHAbl 3anycka:
drwidbsh <nyme_k_¢alny b/J>

nnan

drwidbsh3 <nyme_k_¢auny B>

Mporpamma paboTaeT B TEKCTOBOM [JMaNOrOBOM PEXUME, OXMWAAET BBOAA MOJb30OBaTe/NIeM KO-
MaHZ nporpaMmbl (KOMaHAbl HAUMHAKOTCA C TOYUKM).

[na cnpaBku No Apyrum KOMaHzam BBeauTe .help. byaeT BbigaH TEKCT CnpaBKu.

[nsa fononHTeNbHOM MHPOPMALIMM UCMOAb3YIMTe CpaBOYHble PyKOBOACTBa MO A3biky SQL.

H6. YTnaurta reHepauum nap K/rouen v 3/1IeKTPOHHOU NoANucU

MmeHa u pacnonoxxeHue ¢aiinos kaouen wngppoBaHUs B KaTasore yctaHoBku CepBepa:

e \etc\drwcsd.pri — 3aKpbITbi,

e \Installer\drwcsd.pub — OTKPbITbIN.

BapuaHTtbl popmaTa KOMaHAbI:
e \bin\drwsign check [-public-key=<omkpeimeili>] <gpaln>

MpoBeputb NoaNUCh Paiina, NCNOAb3YA <OMKpPbIMbIU> Kak OTKPbITbIA K/IOY MEePCOHbI, NOAMM-
CaBLUeW JaHHbIN pan.

e \bin\drwsign extract [-private-key=<3akpeimeili>] <OMKpbIMobil>

N3BnekaeT OTKPbITHIA KNKOY 13 daiiia 3aKpbITOro K/toua KOMMAEKCHOrO dopmara.

e \bin\drwsign genkey [<3akpbimelli> [<omkpbimelli>] ]

FeHepaLs Napbl OTKPbITbIN-3aKPbITbIA KAFOY U 3aMnCb MX B COOTBETCTBYHOLME dalbl.

ilf Bepcua ytuautel ansa naatdopm Windows (B otanume ot Bepcum ana OC UNIX) Hukak He 3a-
: WMLLAET 3aKPbITbIV KAHOY OT KOMUPOBaHMS.

e \bin\drwsign help [<koMaHOa>]

KpaTkas cnpaska no nporpamme n ¢opmaTy KOMaHZHOMN CTPOKMW.

e \bin\drwsign sign [-private-key=<3akpeimsili>] <galin>

MoanvcaTb dann <gaiin>, NCNONb3yA YKa3aHHbIV 3aKPbITbIA KAHOY.
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H7. YnpaBneHne Cepsepom Dr.Web nog OC cemernictBa UNIX® npwm
nomowu komaHabi kill

Cepsep noa OC UNIX ynpaBnseTca curHanamu, noceiiaembiMy npoueccy Cepeepa yTuanTom
kill.

@ MoppobHasa cnpaBka 06 yTmanTe kill MOXET ObiTb MOAyYeHa MPU MOMOLLM KOMaHAbl man
' kill.

Hwxe npuBoaNTCA NepeyeHb CUTHa/IOB YTU/IUTbI U MPOU3BOAVMbIX UMW AeUCTBUIA:

e SIGWINCH - BbIBOA B aiin XypHana ctaTuctkn pabotel (spema CPU, ncnosib3oBaHve namarm
M T.M),

e SIGUSR1 — nepeynTbiBaHWE Peno3nTopus ¢ ANCKa,

e SIGUSR2 — nepeunTbiBaHMe WabOHOB COOBLLIEHNIA C AMCKa,

e SIGHUP — nepe3anyck Cepsepa,

e SIGTERM - octaHoB CepBepa,

e SIGQUIT - octaHoB CepBepa,

e SIGINT — octaHoB Cepsepa.

AHanornunble gencrema ana Cepsepa nog OC Windows peanmsyrotca npy NOMOLLM KAHOYen KO-
MaHAbl drwcsd, cm. MpuaoxeHune H3.3.

H8. CkaHep Dr.Web ana Windows®

[aHHbIi koMmnoHeHT MO paboueit cTaHUMM MMEET NapaMeTpbl KOMaHAHOW CTPOKW, OMMCaHHbIE B
pykoBoacTBe nonb3zoBatens AreHT Dr.Web® ana Windows. EgvHCTBEHHOE OT/IMUME COCTOMUT B
TOM, uTO Npm 3anycke CkaHepa AreHTOM napameTpbl /go /st nepeparorca CkaHepy aBToMaTu-
yecku 1 B 0b6sA3aTeNbHOM MOpPAAKeE.

H9. Npoxkcu-cepsep

[lna HacTponKmn HeKOTOpbIX NapameTpoB Npokcn-cepsepa 3anycTuTe ¢ COOTBETCTBYHOLLMMM KO-
Yamu ncrnoaHaembin pann drwcsd-proxy, KOTOPbIN HAXOANTCA:

e ins OC Windows: B kaTasiore yctaHoBKW NMpokcu-cepsepa.

e ina OC cemencrea UNIX: B nogkaTtanore bin katanora ycraHoBku [1pokcun-cepsepa.

®dopmaT KOMaHAbl 3anycka:

drwcsd-proxy <K/JIH4YU>

MpunoxeHuns
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AonycTtnmsbie kaoumn:

e ——help — BbIBECTV CNpaBKy MO KAKOYaM AN HacTpowku [pokcum-cepsepa.

e ——daemon — Tonbko ana OC cemenictBa UNIX: 3anyctutb [Npokcn-cepBep B pexvmMe AeMOoHa.

e ——control <arg> —Tonbko ana OC Windows: 3agate NapaMeTpbl HaCTPOWMKN cepBuca.
[onyctumble napameTpsi:

o run — (MO yMoOA4aHWto) 3anycTutb lNMpokcn-cepeep B GOHOBOM pexmme kak cepsuc OC
Windows.

@ install —ycraHoBWUTb [pokcn-cepsep.
o uninstall - ygaaunTb [1pokcn-cepsep.

e ——cfg <path> —3agatb NyTb K Ganay KoHOUrypaummn Npokcn-cepsepa.

e ——pool-size <N> — pa3mep nyna ans NOAKAHOUYEHUN KNNEHTOB. [10 ymMonyaHuio 2.

e ——trace — BKIKOUYUTb AeTa/lbHOE MPOTOKOAMPOBaHWe obpalieHui k [Mpokcn-cepsepy. [o-
CTYMHO TO/IbKO ecan cbopka MNpokcn-cepBepa NoALEPXKMBAET AeTasbHOe NPOTOKOAMPOBaHNe
CTeka BbI3OBOB.

e ——use-console-1log — BeCTU XypHan paboTbl [Npokcu-cepBepa B KOHCONN.

e ——use-file-log <file> — 3anucbiBaTh XypHan paboTbl Mpokcn-cepeepa B dann, rae <file> —
nyTb K Ganny XypHana.

e ——rotate=<N><f>, <M><u> — pexum potauuu xypHana pabotbl [Mpokcn-cepsepa, rae:

Mapametp OnucaHue
<N> Ob6Luee KONMYeCTBO GalioB XypHana (BKAtoUas TeKYLLNIA N apXUBHbIE).
<f> ®opmat xpaHeHns hakNoB XKypHana, BO3MOXHbIE 3HAYEHUS:

e 7 (gzip) — ©kMMaTb Painbl, NCNO/b3yeTca MO YMOAYAHUIO,

e p (plain) — He cxumaTb daiinbl.

<M> Pa3smep dalina xypHana Mbo Bpems poTaLMu, B 3aBUCUMOCTU OT 3HAYEHUS <U>;

<u> EAVIHVIU,a n3MepeHna, BO3SMOXHbI€ 3Ha4YeHUA:

e /14 3aaHuna poTaummn No pasMmepy daina XxypHana:
s k- K6,
@ m- M6,
s g-T6.
e [/1A 33f,aHMA POTaLMM MO BPEMEHM:
= H - yachl,
o D — aHu,

e W — Hegenwn.
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@ Mpwn 3agaHny poTaLn MO BPEMEHW OCYLLECTBAAETCS CMHXPOHM3ALMA BHE 3aBUCMMOCTU OT

BPEMEHMW 3amnycka KOMaHZbl: A8 3HayeHns H — CMHXpOHM3aumMa ¢ Havyanom 4aca, ana D — ¢

Hayanom cytok, ana W — ¢ Hauanom Hegenn (00:00 B mOHeAenbHMK) COrNacHO KPaTHOCTK, yKa-
3aHHOM B MapameTpe <u>.

HauanbHasa Touka otcyeta — 01 anBaps 01 roga H.3., UTC+0.

Mo ymonyaHuto 10, 10m, 4To 03HayaeT xpaHutb 10 parno no 10 merabant, MCcnonb3oBaThb
oKaTue.

e ——verbosity=<yposeHb_noOpobHocMu> — ypOBEHb AeTann3auum XypHana. o ymonyaHuo
TRACE3. [lonyctuMmble 3HayeHwsa: ALL, DEBUG3, DEBUG2, DEBUGl, DEBUG, TRACE3,
TRACE2, TRACE1l, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.3HaudyeHus ALL un
DEBUG3 — CUHOHUMBI.

@ Bce katoum 4NA 3ajaHuA NapaMeTpoB pa6OTbI I'IpOKCM-cepBepa MOTryT ObITb YKa3saHbl OA-
- HOBPEMEHHO.

BbiBOZ >XypHana paboTbl B dalin M B KOHCO/Nb OAHOBPEMEHHO He noaaepkuBaetcs. Mpwu
3TOM:

e Ecan Hu OAWH M3 KJHOUEen He 3ajaH, XypHan BeAeTca B KOHCOJIN.

e Ecnv 3apaHbl 0ba Kitoya, XXypHan nueTcs B Gpaii.

H10. YTuanta gucraHymoHHoin aunarHoctuku Cepsepa Dr.Web

YTunvta auctaHumMoHHon amarHoctukm Cepepa Dr.Web nossosser yganeHHO nogkatouatbes K
CepBepy Dr.Web ans 6a30Boro ynpasieHuns 1 NpocMoTpa CTaTUCTUKK PaboTbl.

KoHconbHasa Bepcma yTUAUTbI pacnonaraeTca B katanore bin katanora ycraHoBku Cepsepa.

| [N BO3MOXHOCTU MOAKAFOUEHWUA YTUAUTbI AUCTAHLIMOHHOW AnarHoctukn Cepepa Heobxo-
AMMO BKAOUNTL pacwmpeHne Dr.Web Server FrontDoor. s 3toro B pa3gene KoHdwurypa-

uusa CepBepa Dr.Web, Ha Bknagke Mogynwu yctaHoBuTe dnar Pacumpenmne Dr.Web Server
FrontDoor.

[ns BO3MOXHOCTU MOAKIFOUEHWUS YTUAUTbI AUCTAHLIMOHHOW AmarHoctukn CepBepa Heobxo-
AMMO, UTOObI ANS aAMUHUCTPATOPa, KOTOPbIA MOAKIFOUAETCS Yepes YTUANUTY, Oblao pa3pelue-
HO npaBo Mcnosib3oBaHMe AONOJIHUTE/IbHbIX BO3MOXXHOCTEW. B npoTuBHOM ciydae Ao-
ctyn k CepBepy yepes yTUanTy ANCTaHLMOHHON AMArHOCTUKN OyAeT 3anpeLLeH.

OnwncaHve Hactpoek CepBepa ANS MOAKIOYEHNA YTUANUTBI ANCTAaHLMOHHOW AnarHocTukm CepBe-

pa Dr.Web npuBeseHbl B PykoBoacTBe agMMUHUCTpaTopa, n. YaaneHHbIV aoctyn k Cepsepy
Dr.Web.
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KoHconbHasa Bepcusa yTUANTDI

¢opma‘r KOMaHAbI 3anycCKa:

drwentl [-?|-h|--help] [+<¢aln_xypHana>] [<cepgep> [<pe2ucmpayuoHHOe_ UMs>
[<naposb>11]]

rae:

e -? -h --help — BbIBECTM CNPaBKy NO KOMaHAaM ANS UCMOb30BaHNA YTUANTLI.
e <aln_xypHana> — 3anncbiBaTb BCe AENCTBNA YyTUANTBI B Gailn XXypHana no 3ajaHHoOMY nyTu.

e <cepgep> — appecHas cTpoka CepBepa, K KOTOPOMY MOAK/IOYAETCA yTuaMTa B popmarte
[ (tcplssl) ://1<IP-adpec unu DNS-umsa> [ : <nopm>].

,ﬂ,l’lﬂ BO3MO>HOCTM NOAKAHOYEHMNA MO OAHOMY U3 NojAepP>KMBaeMbIX MPOTOKONOB HeO6XO,£I,I/IMO
BbIMONHEHNE ChefyHoLLNX yC.I'IOBVIVII

a) [na nogxntoueHuns no ssl B KOHPUrypaumoHHoM daline frontdoor.conf JOMKEH NpU-
CYTCTBOBATb Ter <ssl />. [1py 3TOM nogkntoueHve 6yaeT BO3IMOXHO TONIbKO MO ss1.

b) Ana nogkntoueHma no tcp B KOHGUrypaumoHHom dpanne frontdoor.conf AOMKEH Obin
OTK/ItOYEH (3aKOMMEHTUPOBaH) Ter <ssl />. [pu 3TOM noakntoueHve ByaeTr BO3MOXHO
TO/IbKO MO tcp.

Ecan B agpecHol ctpokun CepBepa He 3aaHbl MapameTpbl NOAKIHOUYEHNS, UCMONb3YHOTCA Cesy-
toLLME 3HAUEHUS:

Mapametp 3HaueHMe No yMOo/1uaHUIOo

MpoTtokon noa- EtcP

KAtOYeHMs
I Ansa nogkntoueHns no TCP ponxkeH 6biTh cHAT Gar Mcnonb3oBatb SSL

B LleHTpe ynpaBneHus, B pasgene ApMuHuUCTpUpoBaHue — YpaneH-
HbI goctyn K CepBepy Dr.Web. 310 oTkatoyaeT Tar <ssl /> B KOHOU-
rypaumMoHHom darine frontdoor.conf.

IP-aapec nan  Ytuauta 3anpocut Beectu agpec Cepeepa B COOTBETCTBYHOLLEM dopMmaTe.

DNS-umsa Cepse-

pa

,a_‘l‘: Ha ctopoHe CepBepa pa3peLleHHbIN NOPT 3ajaeTcs B pa3sene YaaneH-

: Hbii goctyn kK CepBepy Dr.Web 1 coxpaHseTcs B KOHOUIypaLMOHHBbIN
dann frontdoor.conf. B cayyae ncnonb3oBaHWS anbTePHATUBHOIO
nopTta B JaHHOM pa3zesie, HeObX0AMMO fBHO yKa3blBaTb 3TOT MOPT Mpu
NOAKAOUYEHUN YTUANTBI.

e <peaucmpayuoHHoe_UMS> — PETUCTPALMOHHOE NMs agMuHucTpaTopa Cepsepa.
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e <nNAposib> — Naposib aAMUHUCTPaTopa A1 AocTyna Kk Cepeepy.

Ecan pernctpaynoHHOE NMa U Napo/ib agMNUHNCTPATOpPa He 6bin 3ajiaHbl B CTPOKe nogkaro4ye-
HUA, YyTUANTA 3anpPOCUT BBECTU COOTBETCTBYHOLLME YHETHDbIE AaHHbIE.

AonycTtumbie KOMaHAbI

e cache <onepayua> — pabota c pannoBbiM Kawwem. /115 3anpoca KOHKPETHOM onepaLmm 1c-
NONb3yWTe CNefyroLie KOMaHZAbI:

o clear — OYUCTUTb GarNOBbIN K3LL,
o 1ist —noka3saTb BCe coaep>mmoe GpannoBOro KaLwa,

° matched <pezy/IipHOe 8bipaxeHue> — NnokasaTb Cofep>XuMoe GpaliNioBoro Kawa, KoTopoe
YZOBNETBOPSET 33JaHHOMY PEryNiPHOMY BblPaXKeHWHO,

o maxfilesize [<pasmep>] — MokasaTb/yCTaHOBWUTb MaKCMMasbHbI pa3Mep npejsarpy-
eHHbIX $alinoBbIx 06BEKTOB. [pun 3anycke 6€3 AOMNONHUTENBbHBIX NapaMeTPOB MOKa3biBaeT

Tekylwmr pa3mep. [na ycTaHOBKM pa3mepa 3agante Tpebyembin pa3mep B bavTax nocne
MMEHWN KOMaHZbl.

o statistics — MnokasaTb CTaTUCTUKY UCMOAb30BaHNA GannoBOro KaLua.

e calculate <@yHKyus> — BblUMCNEHWE 3afaHHOW nocnefoBaTtesbHOCTM. [lna 3anpoca KOH-
KPEeTHOM NocneZ0BaTeIbHOCTM UCMO/b3YITe Cesytole KOMaHAbl:

@ hash [<cmaHaapm>] [<Cmpoka>] — BblYMNC/IEHNE X3Lla 3a,£I|aHHOVI CTPOKWN. YT0bbI 3a4aTb
KOHerTHbIVI CTaHAapT, VICI'IOJ'Ib3yl7ITe cheayrouine KoMaHAbl:

® gost — BblUMCAEHME X3Lla 3aaHHOW CTPOKM no ctaHaapTty MOCT,

= md5 — BblumcneHne MD5 x3lwwa 3agaHHOM CTPOKY,

* sha — BblYMC/IEHNE X3Lla 3aZ,aHHOW CTPOKM Mo cTaHaapTy SHA,

® shal — BblUMCAEHME X3 3aJaHHOW CTPOKM No cTaHAapTy SHAT,

* sha224 — BblUMCAEHME X3Lla 3afaHHOW CTPOKM Mo cTaHaapTy SHA224,
= sha256 — BblUMCIEHME X3Lla 3afaHHOW CTPOKM No cTaHaapTy SHA256,
* sha384 — BblUMC/IEHME X3La 3aZlaHHOWN CTPOKM No cTaHaapTy SHA384,
* sha512 — BblUMC/IEHME X3LUa 3aZlaHHOWN CTPOKM No ctaHaapTty SHA512.

o hmac [<cmaHdapm>] [<cmpoka>] — BblumcieHne HMAC 3agaHHOM cTpoku. YTObObI 3a-
AaTb KOHKPETHbIV CTaHAAPT, UCNOb3YyWTe Cneaytole KOMaHAbl:

* md5 — BblumcneHne HMAC-MD5 ansa 3agaHHOM CTPOKY,
* sha256 — BbluncnenHne HMAC-SHA256 ansa 3asaHHOM CTPOKM.
o random — reHepauuns NPOn3BOAbHOIO YNCAA,
o uuid - reHepaymsa NPON3BOJIbLHOIO YHUKAAbHOrO naeHTudunkKatopa.

e clients <onepayus> — noayyeHve MHGOPMaLUM N yripaBaeHNe KINEHTaMW, MOAKAFOUEHHbBIMU
k CepBepy. [15 3anpoca KOHKPETHOM GYHKLIMN UCMONb3YITE CeAyoL e KOMaHAbI:

o addresses [<pe2y/iApHOe 8bipaxeHuUe>] — MnokasaTb CeTeBble aZpeca CTaHLMWR, COOTBET-
CTBYIOLLMX 33JlaHHOMY pPeryaspHoMy BblpaxeHuto. Ecam perynspHoe BbipaxkeHWe He 3a,aHo
— MoKa3aTb apeca BCex CTaHLMW.
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o caddresses [<peysiipHOe 8blpaxeHue>] — nokasaTb KOoamyecTBO |P-agpecoB cCTaHUWN,
COOTBETCTBYHOLLMX 3aJlaHHOMY peryaspHoMy BblpaxkeHuto. Ecam perynspHoe BblpaxkeHue He
3a/laHO — MoKasaTb KONMYECTBO BCEX CTaHLMM.

® chosts [<peeysiipHOe ebipakeHUe>] — MOKa3aTb KOJNYECTBO MMEH KOMIMbHOTEPOB CTaH-
LI, COOTBETCTBYHOLLMX 3alaHHOMY PEryaspHOMy BbipaxeHuto. Ecam perynsapHoe Bbipaxe-
HMe He 3aJaHO — NoKa3aTb KOJINYECTBO BCEX CTaHLNW.

o cids [<peeysiApHOe 8bipaxkeHue>] — MoKa3aTb KOANYEeCTBO WAEHTUOMKATOPOB CTaHLMK,
COOTBETCTBYHOLLMX 3aZlaHHOMY peryapHOMY BbipaXXeHuto. Eciv perynspHoe BbipaXKeHue He
3a/laHO — nokasaTb KOJINYECTBO BCEX CTAHLINN.

o cnames [<pe2y/IipHOe 8bipaxkeHUe>] — nokasaTb KOANYECTBO MMEH CTaHLMA, COOTBETCTBY-
FOLWNX 3aJaHHOMY PeryapHoOMy BblpaXeHuto. Ecan perynspHoe BbipaXkeHWe He 3ajaHo —
rnokasaTb KOJINYECTBO KOJMYECTBO BCEX CTaHLMUN.

@ disconnect [<peeyssipHoe sbipaxeHue>] — 060pBaTh Tekylllee akKTUBHOE COeJMHEHUNE CO
CTaHLMAMY, MAEHTUOUKATOPLI KOTOPbIX COOTBETCTBYHOT 3aAaHHOMY PEry/NspHOMY Bblpaxke-
Hut0. ECim perynspHoe BbipaXkeHve He 3aAaHo — 060pBaTh COEANHEHNE CO BCEMU MOAKIIHO-
UEHHBLIMU CTAHLUAMM.

o enable [<pexum>] — NoKas3aTb/yCTaHOBUTb PEXMM MOAKIOYEHMS KAneHToB K CepBepy.
Mpw 3anycke 6e€3 AOMONHUTENbHbLIX NAapaMeTPOB MOKa3biBaeT TekyLM pexum. [ns ycrta-
HOBKW peXunma UCronb3yiTe Cieayrolme AONOJHUTEbHbIE KOMAHABI:

" on — NPUHMMaTb BCE COEAUNHEHNA C KIMEHTaAMW.
= of f — OTKa3bIiBaTb BCEM KJIMEHTAM B MOAKJHOHEHUNN.

o hosts <pe2ysiApHoe 8bipaxeHue> — NokasaTb UMeHa KOMTMbHOTEPOB CTaHLMI, COOTBETCTBY-
FOLLMX 3aZl@HHOMY PeryasipHOMY BbIPaXKEHWHO.

o ids <pe2y/iipHOe 8bipaxeHue> — MnokKaszaTb UAEHTUPUKATOPbI CTaHLMIM, COOTBETCTBYHOLLMX
3aflaHHOMY pPeryaspHOMY BbIPaXKeHUHO.

o names <pezy/IAPHOE 8bipaxeHue> — NokasaTb MMeHa CTaHLWM, COOTBETCTBYHOLLMX 3aJaHHO-
MY PeryasipHOMY BbIpaXKeHuHo.

o online <pe2y/iApHOe BblpaxieHue> — NokKa3aTb ANNTENbHOCTb NOAKAOUYEHNS CTAHLUNNA, NAEH-
TMPUKaTOp, MMA NN afpec KOTOPbIX COOTBETCTBYHOT 3aJaHHOMY Pery/spHOMY Bblpa>keHUHo.
ANVNTeNbHOCTb MOAKNHOUYEHUA CUMTAETCA C MOMEHTA MOC/NEAHEro MOAKIHOYEHNA CTaHUUN K
Cepsepy.

o statistics <peeysisipHOe 8blpa)XeHue> — rMoKasaTb CTaTUCTUKY MO KOJINYECTBY KJAMEHTOB,
COOTBETCTBYHOLMX 3a4aHHOMY PeryaapHOMY BblpaXeHUH0.

o traffic <peeyndapHoe sbipaxeHue> — MOKa3aTb AaHHble MO Tpacl)vu(y NOAKNHOYEHHbIX B
AaHHbIVI MOMEHT KJIMEHTOB, COOTBETCTBYHOLLMMU 3alaHHOMY PEryAapHOMY Bblpa>XXeHNHO.

e core — 3anwucatb gamn npouecca Cepsepa.

e cpu <napamemp> — rnokasaTb CTaTUCTMKY MUcrnosb3oBaHnsa CPU koMnbloTepa, Ha KOTOPOM YycTa-
HoBneH Cepeep. s 3anpoca KOHKPETHOrO NnapameTpa UCMOo/b3yilTe CaesyroLine KOMaHAbI:

o clear — yAaAUTb BCE HAKOMAEHHbIe CTaTUCTUYECKMNE AaHHbIe,
o day — noka3atb rpaduk 3arpyskm CPU 3a TekyLnin aeHb,

o disable — OTKNOUUTb OTCAEXMBaHWe 3arpy3ku CPU,
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o enable — BKAOUNTb OTCAEXMBaHMe 3arpy3km CPU,

o hour — nokasatb rpaduk 3arpy3km CPU 3a Tekywmm yac,

o load — nokasaTb CpeaHnn ypoBeHb 3arpy3ku CPU,

o minute — noka3saTtb rpaduk 3arpy3km CPU 3a npolwesllyo MUHYTY,

o rawd — NoKa3aTb YNCAOBYIO CTaTUCTMKY No 3arpy3ke CPU 3a aeHb,

o rawh — Noka3aTb YNCNOBYHO CTAaTUCTUKY No 3arpy3ke CPU 3a nocneaHuit vac,

o rawl — NMoKa3aTb YNCNOBYHO CTAaTUCTUKY MO cpeaHen 3arpyske CPU,

o rawm — NnoKa3aTb YNCIOBYIO CTaTUCTUKY No 3arpyske CPU 3a nocnegHoro MUHyTY,
o status — NokKasaTb CTaTyC OTC/AIEXNBaAHUA CTaTUCTUKM 3arpy3km CPU.

e debug <napamemp > — HacTpoVika OTAaAKWN. [Ans 3aaHNsA KOHKPETHOrO napameTpa, UCMoNb3yn-
Te JOMNONHUTENbHbIE KOMaHAbl. [nf YTOUHEHNA CrUCKA JOMNONHUTENbHBIX KOMaHZ, MOXeTe Bbl-
3BaTb CMNpaBKy NPy NOMOLLM KOMaHAbl: ? debug.

@ KomaHga debug signal goctynHa toabko ans Cepsepos nog OC cemerictea UNIX.
e die — octaHoBuTb CepBep 1 3anucaTtb gamn npouecca Cepsepa.
@ KomaHga die goctynHa tonbko ans Cepsepos nog OC cemerictea UNIX.

e dwcp <napamemp> — yCTaHOBUTb/MOCMoOTpeTb HacTporiku Dr.Web Control Protocol (Bkarouaet
>XypHanbl CepBepa, AreHTOB 1 MHCTanAaTopoB AreHToB). lonycTimble napamMeTpbl:

o compression <pexum> —YyCTaHOBUTb OAWH U3 CIeAYHOLWMX PEXNUMOB OKaTusa Tpaduka:
= on — OKatune BKJKUYEHO,
= of f — OKaTtne OTKJIHYEHO,
= possible — ©KaTue BO3MOXHO.

o encryption <pexum> — yCTaHOBUTb OAUH U3 CAeAYyHOLWMX PEXMMOB WndpoBaHua Tpadu-
Ka:

" on — WNPPOBaHMNE BKIHOUEHO,
" 0ff — LWNPPOBaHME OTKNHOUEHO,
* possible — WNPPOBaHNE BO3MOXHO.
o show — BbIBECTU TeKkyLme HacTpolikm Dr.Web Control Protocol.

e io <napamemp> — mnokasaTb CTaTUCTWKY YTEHWS/3annCKU AaHHbIX npoueccom Cepsepa. [Ans
3anpoca KOHKPETHOro napameTpa UCnob3ynTe CieayroLme KOMaHAbl:

o clear — yAaanTb BCe HaKOMJEHHble CTaTUCTUYECKMNE AaHHbIe,

o disable — OTKAHOUUTL OTCAEXMBaAHME CTAaTUCTUKMN,

o enable — BKJIKOUYUTb OTC/IEXMBAHME CTAaTUCTUKMN,

o rawdr — NoKa3aTb YNCNOBYHO CTaTUCTUKY UTEHUA JaHHbIX 3a AeHb,

® rawdw — MoOKasaTb YNCJIOBYHO CTAaTUCTUKY 3aNUCK JaHHbIX 3a J€Hb,
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o rawh — nokasaTb YNCNOBYIO CTaTUCTUKY 3a MOCNEAHWUIA Yac,

o rawm — NokKa3aTb YNCNOBYHO CTAaTUCTWKY 3@ MOCNEAHIOK MUHYTY,

o rday — nokasaTb rpaduK CTaTUCTUKN YTEHNA AaHHbIX 3@ JeHb,

o rhour — nokasaTb rpaduK CTaTUCTMKM YTEHMA AAHHBIX 3@ MOCNEAHUN Yac,

o rminute — MOKa3aTb rpaPuK CTaTUCTUKN YTEHWA AaHHbIX 3@ MOCAEAHIOK MUHYTY,
o status — nokasaTb CTaTyC OTCAEXMBAHNA CTaTUCTUKMK,

o wday — nokasaTb rpaduK CTaTUCTMKM 3anncuy AaHHbIX 3a JeHb,

o whour — nokasaTb rpaduK CTaTUCTMKM 3anncu AaHHbIX 3a MOCAeAHMI Yac,

o wminute — MoKa3aTb rpapuk CTaTUCTUKM YTEHMA AAHHBIX 3@ MOCNEAHIOK MUHYTY.

e log <napamemp> — 3anucatb CTpoky B daiin xypHana CepBepa nan yCTaHOBUTb/MOCMOTPETb
YPOBeHb AeTann3aunm XypHana. B 3aBucMMOCTM OT 3aZaHHbIX MapaMeTpOB BbINMOAHAOTCA C/e-
AytoLime AeACTBUA:

@ log <cmpoka> — 3anucaTb B XypHan CepBepa 3aZiaHHYO CTPOKY C YPOBHEM JeTann3auum
NOTICE.

o 1log \s [<ypogeHb>] — YCTaHOBUTL/MPOCMOTPETL YPOBEHb AeTanmn3aunn XypHana. [pu
3anycke ¢ Kno4YoM \s 6e3 ykasaHusA YPOBHA BbIBOAWUTCA TEKYLLMN YPOBEHb AeTaan3auunun.
Jonyctumble 3HavyeHMAa ypoBHA AeTanu3aumn: ALL, DEBUG3, DEBUG2, DEBUG1, DEBUG,
TRACE3, TRACEZ2, TRACE1, TRACE, INFO, NOTICE, WARNING, ERROR, CRIT.

e lua <cKpunm> — BbIMOJNHUTb 3ajaHHbIN LUA-ckpunT.

e mallopt <napamemp> — 3ajaTb HACTPOWKW pacrpeseneHns namaTtu. [na 3ajaHna KOHKPETHOW
HaCTPOWKM MNCMONb3yWTe JOMOJHUTE/bHbIe KOMaHAbl. [Nf yTOUHEHNA crnvcka AOMOAHUTENbHbIX
KOMaHJ, MOXeTe BbI3BaTb CPaBKy MPW MOMOLLM KOMaHAbl ? mallopt.

@ KomaHpa mallopt goctynHa Tonbko ans Cepsepos nog OC cemenctsa Linux.

Ana nonyyeHna nogpobHocTen No 0COHEHHOCTAM NnapamMeTpoB AaHHOM KOMaHZbl, O3HaKOMb-
Tecb € onuncaHveM QyHKUMM mallopt () n3 Gubanotekn glibe. [na noayyeHUs cnpaBku no
AAaHHOWN PYHKLMM MOXKETe BOCMOJb30BaThCA, HanpuMep, KOMaHA0M man mallopt.

e memory <napamemp> — NokKasaTb CTaTUCTVKY WCMOJb30BaHWs MaMsATX KOMMbOTepPa, Ha KOTO-
pom ycTaHoBneH CepBep. [l 3anpoca KOHKPETHOro napamMeTpa UCMob3yiiTe Creyrolmne Ko-
MaHZbl:

o all — BbIBECTM BCHO MHPOPMALIMIO U CTaTUCTUYECKME AaHHbIE,

o heap — BbIBECTM MHPOPMALIMIO MO ANHAMUYECKOW MaMATH,

o malloc — BbIBECTU CTAaTUCTMKY MO pPa3MeLLeHNIo NamMATy,

o sizes — BbIBECTU CTAaTUCTMKY MO pa3mepamM pasMelLaemMon namaTy,

o system — BbIBECTM MHOOPMALMIO MO CUCTEMHOW MaMSATW.

@ KomaHza memory goctynHa tonbko ana Cepsepos nog OC Windows, OC cemericta Linux u
OC cemetictBa FreeBSD. MNpu 3TOM AeNCTBYIOT CefytoLLne OrpaHNYeHMs Ha JOMONHUTEbHbIE
napameTpbl KOMaHAbl MEMOTY:
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e system— Tonbko ans Cepeepos nog OC Windows, OC cemeiicTa Linux,
e heap — T01bKO Ana CepBepoB nog OC Windows, OC cemelictsa Linux,
e malloc —T0nbKO Ana CepsepoB nog OC cemeinctBa Linux n OC cemeiictea FreeBSD,

e sizes —ToNbKO Ans CepBepoB nog OC cemericta Linux n OC cemetictea FreeBSD.

e monitoring <pexum> — yCTaHOBUTb/MOCMOTPETb PEXUM MOHUTOPWHIa MUCMO/b30BaHNA pe-
cypcoB CPU (kntou cpu <napamemp>) n BBOAA/BbiBOAA (KNHOY 10 <napamemp>) NPOLECCOM
Cepsepa. [lonycTnmble KOMaHAbI:

o

o

o

disable — OTKJIHOUNTb MOHUTOPUHT,
enable — BKJHOUYUTb MOHUTOPUHT,

show — nokasaTb TeKyLLl,l/IVI pexnm.

e printstat — 3anucaTb CTaTUCTUKY paboTbl CepBepa B XXypHa.

e reload — nepe3arpy3uTb pacwmperHune Dr.Web Server FrontDoor.

e repository <napamemp> — ynpasieHve peno3utopuem. as 3anpoca KOHKPETHOW GyHKLMK
MCNONb3YITE CeaytoL e KOMaHAbI:

o

o

all — BbIBECTW CMMCOK BCEX MPOAYKTOB PEMO3UTOPUSA N KOAUYECTBO BCex dalniaos Mo npo-
AyKTam,

clear — OUYNCTUTb COAEPKMMOE K3LUa, BHE 3aBUCMMOCTU OT 3HaueHns TTL pa3meLyeHHbIX B
K3Le 06beKTOB,

fill — pa3aMecTuTb BCe palsibl peno3nTopus B KILLE,

keep — XpaHUTb BCce Galrbl PENO3UTOPUS, HaXOAALLMECA B K3LWe B AaHHbIA MOMEHT, BCEraa,
BHE 3aBUCMMOCTU OT UX 3HaueHus TTL,

loaded — BbIBECTU CMNUCOK BCEX MPOAYKTOB PENO3UTOPUSA U KOJNYECTBO BCEX c|)a17mos no
npoaykrtam, HaxoaAawnmca B Kalle B AaHHbIVI MOMEHT,

reload — nepesarpysuTb PeNO3UTOPUIA C ANCKA,

statistics — nokasaTb CTaTUCTMKY OOHOBAEHWI PENO3UTOPUS.

e restart — nepesanyctutb Cepsep.

e show <napamemp> — nokasaTtb MHPOPMaLUIO O cUCTEME, Ha KOTOpOW ycTaHoBaeH CepBep. Ans
3a/laHNA KOHKPETHOro mnapameTpa, WMCMoAb3ynTe AOMOAHUTENbHbIE KOMaHZAbl. s yTOYHeHus
CrMcKa JOMONHUTENbHbIX KOMaHA, MOXeTe Bbl3BaTb CMIPaBKy NP NOMOLLM KOMaHAbl 2 show.

@ ﬂ'el\/’ICTByI-OT cneayrouime orpaHNYeHUs Ha AOMNONHUTE/IbHbIE NAapaMeTpbl KOMaHAbl show:

e memory — To/bko Ans Cepsepos nog OC Windows, OC cemericTBa Linux,
e mapping — ToAbko ans Cepeepos nog OC Windows, OC cemeictsa Linux,
e limits — Tonbko ans Cepsepos nog OC cemenctea UNIX,

e processors — To/bko ans Cepsepos nog OC cemericTBa Linux.

e sgl <3anpoc> — BbINONHUTb 3ajaHHbIN SQL-3anpoc.

e stop — octaHoBUTL CepBep.
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e traffic <napamemp> — nokasaTb CTaTUCTMKY No ceteBoMy Tpadumky Cepsepa. [ns 3anpoca
KOHKPETHOro napameTtpa UCnoab3yhTe Caesytolie KOMaHAbI:

o

o

all — nokasaTb BeCb 06beM Tpaduka c Hauana pabotsl Cepaepa.

incremental — nokasaTb npupatlieHme Tpaq)vu(a OTHOCUTENIbHO NnociegHero 3arnycka Ko-
MaHAbl traffic incremental.

last — nokasaTb U3MeHeHWe TpaduKa ¢ nocnesHen GUKCMPOBAHHOM TOUKM.

store — CO34aHue q)VIKCleOBaHHOVI TOYUKW ANA KNtova last.

e update <napamemp> — nojy4yeHve MHHoOpMaLnUK 1 ynpasaeHne obHoBaeHWsMU. [lns 3anpoca
KOHKPETHOM GYHKLIMN UCNONb3YITE CEAYOLLME KHOUMN:

o

active — nokasaTb CMUCOK AreHTOB, OCYLLECTBAAOLLMX OOHOBAEHME B aHHbI MOMEHT.

agent [<pexum>] — nokasaTb/yCTaHOBUTb pexxnm obHoBaeHua AreHTos ¢ Cepsepa. lMpwu
3anycke 6e3 JOMOJJHUTENbHBIX NapaMeTpOB MoKa3bliBaeT TEKYLNA pexunM. [a ycTaHOBKM
peXrMa NCnosb3yiTe caesytolime AOMOAHUTENbHbIE KNHOUW:

= on — BK/IHOUYUTb OBHOBAEHNSA AreHTOB.
= of f — OTKNHOUNTb OBOHOBNEHNS AT€HTOB.

gus — 3anycTutb obHoBNeHWe peno3ntopusa ¢ BCO BHe 3aBUCMMOCTM OT COCTOSIHUSA MpoLiec-
ca obHoBneHua ¢ BCO.

http [<pexum>] — nokas3aTb/yCTaHOBUTb pexum obHoBieHMI peno3utopus Cepsepa C
BCO. Mpwu 3anycke 6€3 AOMNOAHUTE/NbHbLIX MapaMeTPOB MOKa3blBaeT TeKyW M pexum. s
YCTaHOBKM peXuma UCMonb3ynTe CesyroLine AONOJHUTENbHbIE KNHOUM:

" on — BK/AOUYNTb 06HOBAEHMA peno3nTtopua ¢ BCO.
= of f — OTKAHOUMTL 0BHOBAEHMA peno3uTopus ¢ BCO.

inactive — NokKasaTb CMMCOK AreHToB, KOTOpPblEe HE OCYLLEeCTBAAOT obHOBNEHVE B AaHHbIVI
MOMEHT.

track [<pexum>] — Moka3aTb/yCTaHOBWTb PEXWUM OTCAeXMBaHWA OOHOBAEHMN AreHTOB.
Mpw 3anycke 6e3 JOMONHUTENbHbIX MapamMeTpOB MOKa3biBaeT TeKywmin pexum. [na ycra-
HOBKW peXuma UCrnonb3ymnte creayrolime JONoSHUTEbHbIE KOMaHADI:

= on — BKJKOUYUTb OTC/IEXMBAHNE ODHOBAEHU AreHTOB.

= of f — OTK/JOUUTb OTCAEXMBaHWE O6bHOBAeHW AreHToB. lMpy 3TOM KU update
active He ByaeT BbIBOAUTb CMNCOK OBHOBASEMbIX AreHTOB.

H11. UHctannarop CepBepa Dr.Web gns OC cemeirctBa UNIX®

dJopma'r KOMaHAbI 3anycCKa:

<Ha3zeaHue_nakema>.run [<kmo4u>] [--] [<apaymeHmMeol> ]
rae:
e [—-] — OTAENbHOCTOAWMN HeobsA3aTeNbHbIN 3HaK, 0O603HaAUAOLWMIA KOHEL, CIKCKa KAtoUen u

OTAGJ'IFII-OUJ,I/IVI CMUCOK KJIHOUEen OT cnmncka LOMONHNTENBHBIX apryMeHTOB.
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e [<apeymeHmsl>] — AOMONHUTENbHbIE apryMeHTbl WA BCTPOEHHblE CKPUNThI. B Tekyliel Bep-
cumn nHctannatopa CepBepa He UCMOJb3YHOTCA.

Knroun ANA NoJliydyeHua cnpaBkKn nian m-lq)opmau,uu O nakere:

e ——help — BbIBECTU CNPaABKY.

e ——info — BbIBECTM PaCLUMPEHHYIO MHPOPMALMIO O MaKeTe: Ha3BaHWeE; LieIeBOV KaTasior; pas-
Mep B pacrnakoBaHHOM BWAE; airOpUTM CKaTus; JaTa ynakoBKYW; Bepcus makeself, KOTOPbIM
NPOU3BOAMNACh YNaKOBKa; KOMaHAa, KOTOPOI NMPOU3BOAMAACh YNaKOBKa; CKPUNT, KOTOPbIV 6y-
AeT 3anyLLeH Noc/ie pacnakoBKY; ByAeT M CKOMMPOBAHO COAEPXKMMOE apXvBa BO BPEMEHHbI
KaTanor (ec/in HeT, HUYero He BbIBOAWTCSA); ABAAETCS N LLeNIeBOI KaTasor MOCTOAHHbIM Uan 6y-
AeT yAaneH nocae oTpaboTky ckpunTa.

e ——1sm— BbIBeCTM ¢anin LSM c onncaHnem yctaHoBO4YHOro naketa (uam no LSM, ecim dainn ot-
CyTCTBYET).

e ——1ist — BbIBECTV CNNCOK $HanIoB B yCTAHOBOYHOM MakeTe.

e —-check — nNpoBepuTb LENOCTHOCTb YCTAHOBOYHOTO MaKeTa.

Knroum ana 3anycka nakera:

e ——confirm— BbIBOAWTb 3aNpOC Nepes 3anyCckom BCTPOEHHOTO CKpUMTa.

e ——noexec — He 3anyckaTb BCTPOEHHbIA CKPUMT.

e ——keep — He OUMLLATb LIENIEBYO AMPEKTOPUIO MOC/IE NCMONHEHWS BCTPOEHHOTO CKPUMTa.

e ——nox11 — He NbITaTbCA 3anyCTUTb rpadryecknii SMyAATOp TepMUHaANA.

e ——nochown — He NPeAOCTaBAATb NPaBa Ha U3B/EeYEHHble Paiibl TEKyLLEMY NMOb30BaTENHO.
e ——target <kamasnoez> — N3BNeYb YCTAaHOBOYHbIN MaKeT B YKa3aHHbIN KaTanor.

e ——tar <apeymeHm_1> [<apaymeHm_2> ..] — NOAYYUTb JOCTYMN K COAEPXMMOMY YCTaHOBOUY-
HOro nakeTta NP MOMOLLM KOMaHAbI tar.
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MpunoxeHne l. NepemeHHble OKPY)XXEHUSA, IKCMOPTUPYEMbIe
CepBepom Dr.Web

[Ans ynpoleHns HacTpokM npoLieccos, 3anyckaemMbix Cepeepom Dr.Web no pacnvcanuto, Tpe-
byeTtcs MHbopmMauus o pasmelLeHnmn katanoros Cepsepa. C atol Lenbro CepBep 3KCMOPTUPYET B
OKpPY>KeHwe 3anycKkaemMbIX MPOLECCOB CeaytoLne NepeMeHHbIe:

e DRWCSD HOME — MyTb K KOPHEBOMY KaTasory (KaTanory yCTaHOBKW). 3HaueHuWe Kitoya —home,
ecnn oH 6bin1 3agaH Npw 3anycke Cepeepa, B NPOTUBHOM C/lyyae TeKyLMiA KaTanor npu 3anyc-
Ke.

e DRWCSD EXE — NyTb K KaTanory a8 UCNoAHAeMbiXx $painoB. 3HaueHne kaya -bin-root,
ecnn oH 6bin 3agaH npu 3anycke CepBepa, B MPOTMBHOM C/y4yae MoAkatanor bin KOPHEBOro
KaTasora.

e DRWCSD VAR — NyTb K KaTtanory, B KOTopbli CepBep MMeeT NpaBo 3anuncu 1 KoTopbi NpesHa-
3HaYeH A1 XpaHeHWs n3MeHseMbIXx GaliioB (Hanpumep, XXypHaioB, a Takxke Gpannos penosu-
TOpus). 3HaYeHWe KtoUa —var—-root, eCn OH 6bin 3a4aH Npu 3anycke Cepeepa, B MPOTUBHOM
c/lyyae NoAKaTasor var KOPHEBOro KaTasora.
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MNMpunoxxeHnue J. icnonb3oBaHue peryispHbiX Bbipa)>keHUW B
Dr.Web Enterprise Security Suite

HekoTopble napametpbl Dr.Web Enterprise Security Suite moryT 3agaBatbca B popmate peryasap-
HbIX BbIPaXXeHWUI CneAyoLWwmnx TUMoB:
e PerynapHble BblpaxxeHus A3blka Lua.

cnonb3yroTcs nMpu HacTporike aBTOMATUYECKOrO Y/EeHCTBa CTaHLUMW aHTUBUPYCHOW CeTU B
NoNb30BaTeNbCKMX Fpynnax.

MNoapobHoe onucaHWe CMHTaKCMCa PEeryaspHbIX BblpaXeHW A3blka Lua AOCTynHO Ha cauvTe
http://www.lua.org/manual/5.1/manual.htm|#5.4.1.

e PerynapHble BbipaXkeHusa nporpaMmHon bubanotekn PCRE.

MNMoapobHoe onncaHme cnHTakcmca 6ubamnotekmn PCRE goctynHo Ha canTe http://www.pcre.org/.

B AaHHOM MpuAoOXKeHWM NpMBEAEHO TOIbKO KpaTKoe OMMcaHue OCHOBHbIX MOMEHTOB WUCMO/b-
30BaHWsA PerynspHbIX BolpaXkeHnin ubanotekmn PCRE.

J1. Onuun perynapHbix BbipakeHuin PCRE

PerynsipHble BblpaXkeHWs NMPUMEHSOTCS Kak B KOHOUrypauvoHHom daiine CepBepa, Tak 1 B LieH-
Tpe ynpaBieHus Npu 3aZiaHnn UCKIOYaEMbIX U3 CKaHUMPOBaHWA 06bekToB B HacTponkax CkaHe-

pa.

PerynsapHble BblpaXkeHWs 3aMvCbiBatOTCA B CiegyroLlen popme:

gr{EXP}options

rae EXP — cOBCTBEHHO BblpaXeHue, options — NoCAes0BaTeNbHOCTb ONuUMIA (CTpoka 6ykB), gr { }
— InTepanbHble METaCUMBObI. B LLeSIOM KOHCTPYKLUMSA BbIFISANT, Hanpumep, Tak:

ar{pagefile\.sys}i — pann nogkaukn OC Windows NT

Huxe nprBeaeHO onmncaHne onumnin U COBCTBEHHO perynspHbIX BblpaxeHWi. bonee nonHoe onu-
caHue cM. Ha http://www.pcre.org/pcre.txt.

e Onuua 'a’, cooTeeTcTBYOWaa PCRE ANCHORED

C 3TOM HaCTPOMKOW WabaoH MPUHYAUTENbHO "BCTaeT Ha AKOpPb", T.e. OrpaHMUYMBaETCA COMo-
CTaB/leHNEM TOJIbKO C NMEPBOA MCKOMOW MO3ULIMEN B CTPOKE, MO KOTOPOW OCYLLEeCTBASETCA MO-
nck ("ctpoka Tembl"). ITO TakKe MOXHO JOCTUTHYTb C MOMOLLbEO COOTBETCTBYHOLLMX KOHCTPYK-
LMiA B caMoM LwabnoHe.

e Onuua 'i', cootBetcTBytOWas PCRE CASELESS

C 310N HacTponkon BykBbl B LWabioHe CONOCTAaBAAOTCA KaK C 3ar1aBHbIMU, Tak U CO CTPOYHbI-
MK 6ykBamn. JaHHas BO3MOXHOCTb MOXET OblTb M3MeHeHa B WwabsoHe HaCTPOMKOM onumm (?
i).

e Onuyma "'x "', cooteeTCTBytOWaa PCRE EXTENDED
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C 3TOM HacTpomnkown npobenbl Mexay CMMBOaMK B LIabNOHE UTHOPUPYHOTCS, 3@ UCKIIOUYEHNEM
CNyyaes, KOrga OHW MpesBapaAoTCa YNpaBasoWwnMMm CUMBOAAMUN AN HAXOAATCA BHYTPU Kiacca
cumBosnioB. [poben He BkatoyaeT cumBon VT (kog 11). Kpome TOro, cumBosibl, Haxoaawmecs
BHE KJacca CMMBOJIOB MeXAy CMMBOJIOM #, He MpeABapeHHbIM YNpasastoLLMM CUMBOJIOM, U
CYMBOJIOM HOBOW CTPOKW BKAFOUMUTENBbHO, TakXKe UrHOPUPYHOTCA. [laHHYHO OMLUMIO MOXHO W3-
MeHWUTb B LabioHe HAaCTPOWMKOW onumu (?x). ITa HacTpoKrKka faeT BO3MOXHOCTb BKAOYaTb
KOMMEHTapun BHYTPb COXHbIX LWabnoHoB. CneayeT obpaTnTb BHUMaHWE, YTO 3TO NPUMEHUMO
TONBbKO K CMMBOJ/IaM AaHHbIX. CMBO/IbI Npobena He MOryT HaxoAWTbCA B WabsoHe BHYTpY Mo-
cNnefloBaTeIbHOCTEN CreunanbHbIX CUMBOJIOB, HampuMep, BHYTPW MOCieAoBaTeNbHOCTM (2 (,
KOTOpas BBOAMWT YCNOBHbIN MNOALWAaONOH.

Onuwua 'm', cootBeTcTBytowaa PCRE MULTILINE

Mo ymonuanuto, PCRE cumntaeT, 4to CTpoka TeMbl COCTOUT U3 €ANHCTBEHHOW CTPOKM C CMMBOJIA-
MU (4axe ecnn oHa Ha caMOM JeJie COAEePXUT CUMBOJIbI MepeBoja CTpok). MeTacumson "Haya-
J1a cmpoku" """ conocTaBAfeTCA TOJIbKO B Havasie CTPOKK, B TO BpeEMA Kak MeTacMMBOJ "KoHey,
cmpoku" "$" COMoCTaBAAETCA TOJIbKO B KOHLE CTPOKWU WM Mepes 3aKAto4nUTeNbHbIM MepeBo-
AIOM CTPOKMW (€C/IN He yCTaHOBJIeHa onuua PCRE DOLLAR_ENDONLY).

Ecnn ycraHoBneHa onuusa PCRE MULTILINE, METacMMBOJbl "HGYa/10 CMpoku" n "KoHey cmpo-
KU" NPUBA3bLIBAIOTCA K CAEAYIOWMM Cpa3y 3a HUMU WA Nepes HUMK NtobbiM nepeBoAam CTpo-
KN B CTPOKE TeMbl, a TakKXXe B CAMOM Hauasie 1 KOHLe CTPOKMW. [JaHHYO0 OnuMilo MOXHO U3Me-
HWUTb B WabJoHe HacTpOVKOW onummn (?m). Ecam B TekcTe HET cMMBOIOB "\n" WM eCan B La-
610He He BCTpeyaeTca ~ uan $, onuma PCRE MULTILINE He MMeeT CMbICAa.

Onuma 'u', cooTBetcTBytolUas PCRE UNGREEDY

DTa onuma oTMeHsAeT ">XagHOCTb" KBaHTUHMKATOPOB, TaK UTO OHM CTAHOBATCA "HeXaAHbIMK" MO
YMOJ/IYaHUIO, HO BOCCTaHaB/AMBAKOT "XXaAHOCTL", eCan 3a HUMK caegyeT "2". ITO TakxKe MOXHO
HaCTpOUTb onumen (?U) B WabaoHe.

Onuyma 'd’, cootBeTcTBytOWad PCRE DOTALL

C 3TOM HaCTPOMKON METAaCMMBON TOYKW B LWABJOHE COMOCTaBASETCA CO BCEMU CUMBOJAMM,
BKJIFOYas CMMBOJ1 HOBOW CTPOKW. be3 Hero cMMBOJIbI HOBOM CTPOKM UCKAHOUAKOTCA. DTy OMLUIO
MOXHO W3MEeHUTb B LWAbAOHe YCTaHOBKOM HOBOM onuun (?s) . OTpuuaTenbHbld Kaace,
Hanpumep, [*a], Bceraa conocTaBiseTcs ¢ CMMBOJIOM HOBOW CTPOKM, HE3aBUCUMO OT yCTaHO-
BOK 3TOV ONLUMW.

Onuma 'e', cooTBeTcTBytoUas PCRE DOLLAR ENDONLY

C 3TOM HaCTPOMKOW CMMBOA Aoanapa B WabaoHe CONOCTaBAAETCA TONbKO B KOHLE CTPOKM Te-
Mbl. Be3 aTon onuumn gonnap TakXke COMOCTaBASETCA B MOJIOXEHUN HEMOCPEACTBEHHO Mnepes
CMMBOJIOM MePEeBOAA CTPOKMN B KOHLE CTPOKM (HO He nepes NtobbiMy APYrMMN CUMBOJIAMW HO-
BOW cTpoku). Onuma PCRE DOLLAR ENDONLY WrHOpUPYeTcs, ecau YycCTaHOB/AEeHa Onuus
PCRE MULTILINE.

128

J2. OcobeHHOCTU perynapHbIx BbipakeHuu PCRE
PeeyﬂﬂpHoe eblpa)keHue — 3TO lwabnoH, COMOCTaB/IAEMbI C TEKCTOM C/ieBa Hanpaso.

BosbWMHCTBO cCMMBONIOB B WabnoHe 0603Hay4ar0T caMmu cebsi U NMPUMEHSAOTCA K COOTBETCTBYHO-
WM CMMBOIaM B TEKCTE.
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FNaBHOE NPEeVMYLLLECTBO PEryaspHbIX BblpaXkeHW 3aKNH0YaeTCsl B BOSMOXHOCTW BK/IKOYATb B LUa-
610H BapvaHTbl U NOBTOPeHUA. OHW KOAMPYHOTCS C MOMOLLbKO METacMMBOJIOB, KOTOPbIe He O3Ha-
yaroT camu cebs, a HA06OPOT, UHTEPMPETUPYHOTCH OCOBLIM CMOCOBOM.

CyuiectByeT ABa pasnn4yHbix Habopa MeTaCMMBOJIOB: Te, KOTOPble NCMOb3YHOTCA BHYTPWU KBaj-
paTHbIX CKOBOK, ¥ Te, KOTOPble MCMOb3YHOTCA BHe KBaApaTHbIX ckobok. PaccmoTpum ux 6onee
AeTanbHO. BHe KBagpaTHbIX CKOBOK MCMOAL3YHOTCA CAeAytoLle MeTaCMMBOJIbI:

Cum- 3HaueHue

BOJI

\ OObIUHbIN yNpaBAsAIOLWMIA CMMBOJ (escape), AOMNyCKatoLMA HECKOIbKO BapUaHTOB NPUMEHEHUS
A 06BbABASET HauaNo CTPOKM (MM TEKCTA B MHOTOCTPOYHOM PeXMME)

$ 06DBABNSAET KOHEL, CTPOKM (U1 TEKCTa B MHOTOCTPOYHOM pexnme)

COOTBETCTBYET IO6OMY CUMBOJY, KPOME CUMBOJIA NMepeHoca CTPOKM (MO YMOYaHWIO)
[ Hauaso onMncaHus Knacca CMMBOJIOB
] KOHEL, OnmcaHus knacca CMMBOJIOB

| Hauasno ajbTepHaTVBHOMN BETBM

( Hayano noiabaoHa
) KOHeL, noawabaoHa
? pacmpseT 3HaveHue (

Takke kBaHTUdnKatop 0 nanm 1
TakKe KBaHTUPUKATOP-MUHUMU3ATOP
* 0 nan 6onee
+ 1 nnn 6onee
Takxke "MpuTAXKaTENbHbIN KBaHTUGUKaTOP"

{ Hayano MUHMMaNbHOro/ MakCMManbHOro KBaHTUdMKaTopa

Ta yacTb WwabnoHa, KOTopas HaxoAMTCA B KBaApaTHbIX CKOOKax, Ha3blBaeTCs "KNacCoM CUMBO-
noB". B knacce cuMBOJIOB MEeTaCMMBOJIaMU ABAAIOTCSA:

Cum- 3HaueHue
BOJI
\ OObIUHbIM yNpaBAAIOLLMIA CMMBOA (escape)
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3HaueHue

OTPULLAET KJ1acc, HO TONIbKO eC/n B Havase Knacca
onpezenseT Anana3oH CUMBOJIOB
knacc cumsosioB POSIX (Tonbko ecan 3a HUM cnegyet cmHTakemce POSIX)

3aKpbiBaeT Knacc CMMBO1IOB
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MpunoxxkeHne K. ®opmar ¢ainnos xypHana

®annbl xypHana Cepsepa (cM. PykoBoacTBO agMUHUcCTpaTopa, n. XypHan pabotbl CepBepa
Dr.Web) n AreHta Beaytca B TeKCTOBOM dopmate, rge kKaxpjaa CTpoka npeacraBaser cobom
oTAeNbHOoe coobueHune.

dopmaTt CTPOKM COOBLLEHNS CEeAYOLLNIA

<200><Mecay><Yuca0> . <4ac><MUHyma> <cekyHoa> . <comele_cekyHObl> <mun_coobujeHus >
[ <id_npoyecca>] <UMs_nomoka> [<UCMOYHUK_coobuwjeHus>] <coobujeHue>

rae:

e <200><Mecsy><YuCIo> . <4ac><MUHYyma> <cekyHod> . <comsle_cekyHObl> — TOYHas AaTta 3a-
nuncy coobuieHns B Gaiin XypHana.

e <mun_coobujeHus> — ypoBEHb BeAEeHWs XypHana:

o ftl (fatal error — patanbHas owmnbka) — cCOOBLLEHNA O KPUTUUECKMX OLIMOKAX PYHKLIMOHUPO-
BaHUA;

o err (error — owmnbka) — coobueHna 06 owmbkax GYHKLNOHNPOBAHWS;
o wrn (warning — npegynpexaeHve) — npeaynpexaeHuns ob owmnbkax;
o ntc (notice — 3aMeyvaHne) — BaxkHble MHPOPMALIMOHHbIE COOBLLIEHNS;
o inf (info — MHdopmaLma) — UHPOPMaLMOHHbIE COOBLLEHNS;

o tr0..3 (trace0..3 — TpaccMpoBka) — TPaCCMPOBKA MPOUCXOAALLUNX AEUCTBUI C pa3HOUW CTene-
Hbto seTanm3aumm (TpaccupoBka3 — MakCVMasbHbI YPOBEHb JeTann3aLmm);

o db0..3 (debug0..3 — oTnagka) — oTragouHble COODLLEHNA C Pa3HOMW CTEMEHbIO AeTann3aumm
(OTnaaka3 — MakCMManbHbIA YPOBEHb AeTannsaumm).

@ CoobLeHns ¢ ypoBHeM BegeHUns xypHana tr0..3 (Tpaccuposka) 1 db0..3 (oTnagka) Beaytcs
. TO/IbKO Ans paspabotumkos O Dr. Web Enterprise Security Suite.

[<id_npoyecca>] — YHWKaNbHbIA YMCAOBOM MAEHTMHMKATOP Mpouecca, B paMkKax KOTOPOro
BbIMOJHANCA MOTOK, 3anuncaslumi coobueHre B dann xypHana. [Mog Hekotopbimu OC [<id_-
npoyecca>] MOXeT bbITb NpeAcTaBaeH B Buae [ <id_npoyecca> <id_nomoka>].

e <UMS_NOMOKA> — CUMBOJIbHOe 0603HayeHne NOoToKa, B paMKax KOTOPOro Mpov3BOAMAaCh 3a-
nncb coobueHuns B darin XypHana.

e [ <UCMOYHUK_coobujeHuss>] — 0603HaUYeHMe CUCTEMBI, ABSAIOLLENCH MHULMATOPOM 3arnncu co-
obueHus B pain XypHana. VICTOUHMK NpuUcyTCTBYET He BCeraa.

o <COO6LL{€HU€> — TEeKCTOBOE onncaHune AGVICTBMVI B COOTBETCTBMU C YPOBHEM XypHana. MoxxeT
BKJtOYaTb B cebs Kak qaoplvlaanoe onncaHune COO6IJ.I,eHI/IFI, TaK N 3HAYEHUNA HEKOTOPbIX Ba>XHbIX
ANA KOHKPETHOro ciyyaa nepemMeHHbIX.

Hanpumep:

1.20081023.171700.74 inf [001316] mth:12 [Sch] Job "Purge unsent IS
events" said OK
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rae:

20081023 — <200><Mecay><4uc/o>,

171700 — <4ac><MuUHyma><cekyHoa>,

74 — <comsle_cekyHObl>,

inf — <mun_coobweHus> — nHGopMaLMOHHOE COObLLEeHNE,
[001316] — [<id_npoyecca>],

mth:12 — <UMS_nomoka>,

[Sch] — [<UCmoYHUK_coobujeHuUs >] — NNaHUPOBLLUK,

Job "Purge unsent IS events" said OK — <coobuwjeHue> O KOPPEKTHOM BbIMONHE-
HWUW 3a4aHnA Yp,aneHMe HeoTnpaBJ/iIeHHbIX co6bITUN.

.20081028.135755.61 inf [001556] srv:0 tcp/10.3.0.55:3575/025D4F80:2:

new connection at tcp/10.3.0.75:2193

rae:

20081028 — <200><Mecau><4uc/o>,

135755 — <4ac><MuHyma><cekyHoa>,

61 — <comole_cekyHObl>,

inf — <mun_coobweHus> — MHGOPMALIMOHHOE,
[001556] — [<id_npoyecca>],

srv:0 — <UMSA_NOMoka>,

tcp/10.3.0.55:3575/025D4F80:2: new connection at tcp/10.3.0.75:2193—
<COO6LL{€HU€> 06 YCTaHOBNAEHNN HOBOIo COEAUHEHNA Yepes3 yKa3aHHbIVI COKeT.
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NMpunoxxeHue L. Unterpauma Web APl n Dr.Web Enterprise
Security Suite

| OnucaHve Web API npusogutca B pykosoactee Web APl ans Dr.Web Enterprise Security
—/ Suite.

MpumeHeHue

Mpwn nHterpaumn Web API n Dr.Web Enterprise Security Suite npegocraBaatotca GyHKUnnM ana
onepauuii ¢ y4eTHbIMW 3anncamMmn 1 aBToMaTM3auuy npouecca ajMUHUCTPUPOBAHNA MO/b30Ba-
Tenen cepBuca. Bol MmoxeTe ncnonb3oBaTtb €ro, HanpvMep, Npu CO34aHUN AVMHAMUYECKMX CTpa-
HUL, ANA NONyYeHNA OT NONb30BaTeNA 3anpoca 1 Bblfayun emMy YCTaHOBOYHOro daitna.

AyteHTndumkaumsa

[Ans B3anmogenictena ¢ Cepsepom Dr.Web ncnonbsyetca npotokon HTTP(S). XML API npuHuma-
eT RESET 3anpocbl 1 Bo3Bpawaet XML. [nsa goctyna Kk Web APl ncnonbsyetcs Basic HTTP-ayTeH-
Tndukauma (cornacHo craHgapty REC 2617). Mpwu HecobatoaeHnn ctaHgapta RFC 2617, HTTP(S)
cepBep He OyaeT 3anpallMBaTb YYeTHble AaHHble KAvMeHTa (perncrpaumMoHHOe UMS M Naposb
agmuHuctpatopa Dr.Web Enterprise Security Suite).
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B AaHHOM pasjene npmeeeH CnnNCoK CTOPOHHUX NPOrpaMMHbIX onbanorek, KOTOpPbl€e NCMONb3Y-

totca MO Dr.Web Enterprise Security Suite, nHbopmaLma No ux AMLEH3NMPOBAHUIO W ajpeca

NPOEKTOB pa3paboTku.

CTOpOHHAA
nnorteka

boost

bsdiff

c-ares

cairo

CodeMirror

fontconfig

freetype

Gecko SDK

GCC runtime libraries

htmlayout

jQuery

Leaflet
libcurl

libradius

616-

JInueHsuns

http://www.boost.org/users/license.html|*

Custom

MIT License*

Mozilla Public License*

GNU Lesser General Public License*
MIT License*

Custom

GNU General Public License*

The FreeType Project License (BSD like)
Mozilla Public License*

GNU Lesser General Public License*
GNU General Public License*

GPLv3 or later with exception*

Custom

http://www.terrainformatica.com/htmlayout/

prices.whtm

MIT License*

GNU General Public License*
Custom

http://curl.haxx.se/docs/copyright.html*

© Juniper Networks, Inc.*

URL npoekra

http://www.boost.org/

http://www.daemonology.net/bsdi
f_f[

http://c-ares.haxx.se/

http://cairographics.org/

http://codemirror.net/

http://www.freedesktop.org/wiki/S
oftware/fontconfig

http://www.freetype.orqg/

https://developer.mozilla.org/ru/d
ocs/Gecko SDK

http://gcc.gnu.org/

http://www.terrainformatica.com/

htmlayout/

http://jquery.com/

http://leafletjs.com

http://curl.haxx.se/libcurl/

http://www.freebsd.org
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http://www.terrainformatica.com/htmlayout/
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http://jquery.com/
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libxml2
lua

lua-xmlreader

luadjson

lzma

ncurses

Net-snmp

OpenLDAP

OpenSSL

Oracle Instant Client

pcre
pixman

Prototype JavaScript
framework

script.aculo.us
scriptaculous.js

slt

SQlite

SWFUpload

JlnyeHsnsa

MIT License*
MIT License*

MIT License*

MIT License*
GNU Lesser General Public License*

Common Public License
(http://opensource.org/licenses/cpl1.0.php)*

MIT License*

http://www.net-

snmp.org/about/license.html*

http://www.openldap.org/software/release/li
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URL npoekra

http://www.xmlsoft.org/

http://www.lua.org/

http://asbradbury.org/projects/lua
-xmlreader/

http://json.luaforge.net/

http://www.7-zip.org/sdk.html

https://www.gnu.org/software/ncu
rses/ncurses.html

http://www.net-snmp.org/

http://www.openldap.org

cense.html*

http://www.openssl.org/source/license.html*

http://www.openssl.org/

http://www.oracle.com/technetwork/licenses

http://www.oracle.com

/instant-client-lic-152016.html*

http://www.pcre.org/licence.txt*

MIT License*

MIT License*

Custom

http://madrobby.github.io/scriptaculous/lice
nse/

MIT License*

Public Domain
(http://www.sqlite.org/copyright.html)

MIT License*

http://www.pcre.org/

http://pixman.org/

http://prototypejs.org/assets/2009
/8/31/prototype.js

http://script.aculo.us/

http://code.google.com/p/slt/

http://www.sglite.org/

http://code.google.com/p/swfuplo
ad/
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CTopoHHAA 6m6- JlnuyeHsus URL npoekra
JinoTeka
wil Common Public License http://sourceforge.net/projects/wt

(http://opensource.org/licenses/cpl1.0.php)* I/

XML/SWF Charts Bulk License http://www.maani.us/xml_charts/i
(http://maani.us/xml_charts/index.php? ndex.php?menu=Introduction
menu=Buy)

zlib http://www.zlib.net/zlib license.html* http://www.zlib.net/

Noto Sans CJK http://scripts.sil.org/cms/scripts/render dow  https://www.google.com/get/noto
nload.php? /help/cjk/
format=file&media id=OFL plaintext&filena
me=0FL.txt*

ParaType Free Font http:.//www.paratype.ru/public/pt openlicens = http://www.paratype.ru
e eng.asp*

* — TEeKCTbl INLLEH3UI NPUBEAEHDI AaNee.

M1. Boost

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization obtaining a copy of
the software and accompanying documentation covered by this license (the "Software") to use,
reproduce, display, distribute, execute, and transmit the Software, and to prepare derivative
works of the Software, and to permit third-parties to whom the Software is furnished to do so,
all subject to the following:

The copyright notices in the Software and this entire statement, including the above license
grant, this restriction and the following disclaimer, must be included in all copies of the
Software, in whole or in part, and all derivative works of the Software, unless such copies or
derivative works are solely in the form of machine-executable object code generated by a source
language processor.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE
AND NON-INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE
SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

M2. Curl

COPYRIGHT AND PERMISSION NOTICE
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Copyright (c) 1996 - 2013, Daniel Stenberg, <daniel@haxx.se>.

All rights reserved.

Permission to use, copy, modify, and distribute this software for any purpose with or without
fee is hereby granted, provided that the above copyright notice and this permission notice
appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in this Software without
prior written authorization of the copyright holder.

M3. Libradius

Copyright 1998 Juniper Networks, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "~ 'AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

$FreeBSD: src/lib/libradius/radlib private.h,v 1.6.30.3 2012/04/21 18:30:48 melifaro Exp $
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M4. Net-snmp

Various copyrights apply to this package, listed in various separate parts below. Please make
sure that you read all the parts.

---- Part 1: CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of CMU and The Regents of the University of California not be
used in advertising or publicity pertaining to distribution of the software without specific
written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
CMU OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

---—- Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----

Copyright (c) 2001-2003, Networks Associates Technology, Inc

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

MpunoxeHuns

138



IA
)
xﬂ

s
$

F'naBa 2: NMpuno>keHns

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

—-—--- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---—- Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----
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Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,

California 95054, U.S.A. All rights reserved.

Use 1is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 5: Sparta, Inc copyright notice (BSD) -----

Copyright (c) 2003-2009, Sparta, Inc

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 6: Cisco/BUPTNIC copyright notice (BSD) —-----

Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
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SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---—- Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com

Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product
names may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 8: Apple Inc. copyright notice (BSD) -----

Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 9: Sciencelogic, LLC copyright notice (BSD) -----

Copyright (c) 2009, SciencelLogic, LLC

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Sciencelogic, LLC nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

MS5. OpenLDAP

The OpenLDAP Public License
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Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with or
without modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices,
this list of conditions, and the following

disclaimer in the documentation and/or other materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenlLDAP Foundation may revise this license from time to time.

Each revision is distinguished by a version number. You may use this Software under terms of
this license revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS ''AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) OF THE SOFTWARE BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to
promote the sale, use or other dealing in this Software without specific, written prior
permission. Title to copyright in this Software shall at all times remain with copyright
holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City,
California, USA. All Rights Reserved. Permission to copy and

distribute verbatim copies of this document is granted.

M6. OpenSSL

LICENSE ISSUES
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The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL
License and the original SSLeay license apply to the toolkit.

See below for the actual license texts. Actually both licenses are BSD-style Open Source
licenses. In case of any license issues related to OpenSSL please contact openssl-
corelopenssl.org.

OpenSSL License

Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact openssl-corelopenssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/)"
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THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ''AS IS'' AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eayl@cryptsoft.com). This product includes software written by Tim

Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eayl@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are aheared to. The following conditions apply to all code found in this distribution, be it
the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim
Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed.

If this package is used in a product, Eric Young should be given attribution as the author of
the parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or
textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.
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3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the rouines from the library being used are not
cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ''AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another
distribution licence

[including the GNU Public Licence.]

M7. Oracle Instant Client

Export Controls on the Programs

Selecting the "Accept License Agreement" button is a confirmation of your agreement that you
comply, now and during the trial term, with each of the following statements:

-You are not a citizen, national, or resident of, and are not under control of, the government
of Cuba, Iran, Sudan, Libya, North Korea, Syria, nor any country to which the United States has
prohibited export.

-You will not download or otherwise export or re-export the Programs, directly or indirectly,
to the above mentioned countries nor to citizens, nationals or residents of those countries.

-You are not listed on the United States Department of Treasury lists of Specially Designated
Nationals, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers, nor
are you listed on the United States Department of Commerce Table of Denial Orders.

You will not download or otherwise export or re-export the Programs, directly or indirectly, to
persons on the above mentioned lists.

You will not use the Programs for, and will not allow the Programs to be used for, any purposes
prohibited by United States law, including, without limitation, for the development, design,
manufacture or production of nuclear, chemical or biological weapons of mass destruction.
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EXPORT RESTRICTIONS

You agree that U.S. export control laws and other applicable export and import laws govern your
use of the programs, including technical data; additional information can be found on Oracle®'s
Global Trade Compliance web site (http://www.oracle.com/products/export).

You agree that neither the programs nor any direct product thereof will be exported, directly,
or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Oracle Employees: Under no circumstances are Oracle Employees authorized to download software
for the purpose of distributing it to customers. Oracle products are available to employees for
internal use or demonstration purposes only. In keeping with Oracle's trade compliance
obligations under U.S. and applicable multilateral law, failure to comply with this policy
could result in disciplinary action up to and including termination.

Note: You are bound by the Oracle Technology Network ("OTN") License Agreement terms. The OTN
License Agreement terms also apply to all updates you receive under your Technology Track
subscription.

The OTN License Agreement terms below supercede any shrinkwrap license on the OTN Technology
Track software CDs and previous OTN License terms (including the Oracle Program License as
modified by the OTN Program Use Certificate).

Oracle Technology Network Development and Distribution License Agreement for Instant Client

"We," "us," and "our" refers to Oracle America, Inc. "You" and "your" refers to the individual
or entity that wishes to use the Programs from Oracle under this Agreement. "Programs" refers
to the Software Products referenced below that you wish to download and use and Program
documentation. "License" refers to your right to use the Programs and Program documentation
under the terms of this Agreement. The substantive and procedural laws of California govern
this Agreement. You and Oracle agree to submit to the exclusive jurisdiction of, and venue in,
the courts of San Francisco, San Mateo, or Santa Clara counties in California in any dispute
arising out of or relating to this Agreement.

We are willing to license the Programs to you only upon the condition that you accept all of
the terms contained in this Agreement. Read the terms carefully and select the "Accept" button
at the bottom of the page to confirm your acceptance. If you are not willing to be bound by
these terms, select the "Do Not Accept" button and the registration process will not continue.

Software Product

- Instant Client

License Rights

License.
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We grant you a non-exclusive right and license to use the Programs solely for your business
purposes and development and testing purposes, subject to the terms of this Agreement. You may
allow third parties to use the Programs, subject to the terms of this Agreement, provided such
third party use is for your business operations only.

Distribution License

We grant you a non-exclusive right and license to distribute the Programs, provided that you do
not charge your end users for use of the Programs. Your distribution of such Programs shall at
a minimum include the following terms in an executed license agreement between you and the end
user that: (1) restrict the use of the Programs to the business operations of the end user; (2)
prohibit (a) the end user from assigning, giving, or transferring the Programs or an interest
in them to another individual or entity (and if your end user grants a security interest in the
Programs, the secured party has no right to use or transfer the Programs); (b) make the
Programs available in any manner to any third party for use in the third party's business
operations (unless such access is expressly permitted for the specific program license or
materials from the services you have acquired); and (c) title to the Programs from passing to
the end user or any other party; (3) prohibit the reverse engineering (unless required by law
for interoperability), disassembly or decompilation of the Programs and prohibit duplication of
the Programs except for a sufficient number of copies of each Program for the end user's

licensed use and one copy of each Program media; (4) disclaim, to the extent permitted by
applicable law, our liability for any damages, whether direct, indirect, incidental, or
consequential, arising from the use of the Programs; (5) require the end user at the
termination of the Agreement, to discontinue use and destroy or return to you all copies of the
Programs and documentation; (6) prohibit publication of any results of benchmark tests run on

the Programs; (7) require the end user to comply fully with all relevant export laws and
regulations of the United States and other applicable export and import laws to assure that
neither the Programs, nor any direct product thereof, are exported, directly or indirectly, in
violation of applicable laws; (8) do not require us to perform any obligations or incur any
liability not previously agreed to between you and us; (9) permit you to audit your end user's
use of the Programs or to assign your right to audit the end user's use of the Programs to us;
(10) designate us as a third party beneficiary of the end user license agreement; (11) include
terms consistent with those contained in the sections of this Agreement entitled "Disclaimer of
Warranties and Exclusive Remedies," "No Technical Support," "End of Agreement," "Relationship
Between the Parties," and "Open Source"; and (11) exclude the application of the Uniform
Computer Information Transactions Act.

You may allow your end users to permit third parties to use the Programs on such end user's
behalf for the purposes set forth in the end user license agreement, subject to the terms of
such agreement. You shall be financially responsible for all claims and damages to us caused by
your failure to include the required contractual terms set forth above in each end user license
agreement between you and an end user. We are a third party beneficiary of any end user license
agreement between you and the end user, but do not assume any of your obligations thereunder,
and you agree that you will not enter into any end user license agreement that excludes us as a
third party beneficiary and will inform your end users of our rights.

If you want to use the Programs for any purpose other than as expressly permitted under this

Agreement you must contact us to obtain the appropriate license. We may audit your use of the
Programs. Program documentation is either shipped with the Programs, or documentation may be

accessed online at http://www.oracle.com/technetwork/indexes/documentation/index.html.

You agree to: (a) defend and indemnify us against all claims and damages caused by your
distribution of the Programs in breach of this Agreement and/or failure to include the required
contractual provisions in your end user agreement as stated above; (b) keep executed end user
agreements and records of end user information including name, address, date of distribution
and identity of Programs distributed; (c) allow us to inspect your end user agreements and
records upon request; and, (d) enforce the terms of your end user agreements so as to effect a
timely cure of any end user breach, and to notify us of any breach of the terms.

Ownership and Restrictions
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We retain all ownership and intellectual property rights in the Programs. You may make a
sufficient number of copies of the Programs for the licensed use and one copy of the Programs
for backup purposes.

You may not:

-use the Programs for any purpose other than as provided above;

-charge your end users for use of the Programs;

-remove or modify any Program markings or any notice of our proprietary rights;

—-assign this agreement or give the Programs, Program access or an interest in the Programs to
any individual or entity except as provided under this agreement;

—cause or permit reverse engineering (unless required by law for interoperability), disassembly
or decompilation of the Programs;

—-disclose results of any Program benchmark tests without our prior consent.

Export

You agree that U.S. export control laws and other applicable export and import laws govern your
use of the Programs, including technical data; additional information can be found on Oracle's
Global Trade Compliance web site located at http://www.oracle.com/products/export/index.html.
You agree that neither the Programs nor any direct product thereof will be exported, directly,
or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE PROGRAMS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. WE FURTHER DISCLAIM ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT.

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES, OR DAMAGES FOR LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY
THIRD PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF WE HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. OUR ENTIRE LIABILITY FOR DAMAGES HEREUNDER SHALL IN NO EVENT
EXCEED ONE THOUSAND DOLLARS (U.S. $1,000).

No Technical Support

Our technical support organization will not provide technical support, phone support, or
updates to you or end users for the Programs licensed under this agreement.

Restricted Rights

If you distribute a license to the United States government, the Programs, including
documentation, shall be considered commercial computer software and you will place a legend, in
addition to applicable copyright notices, on the documentation, and on the media label,
substantially similar to the following:
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NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and
use, duplication, and disclosure of the programs, including documentation, shall be subject to
the licensing restrictions set forth in the applicable Oracle license agreement. Otherwise,
programs delivered subject to the Federal Acquisition Regulations are 'restricted computer
software' and use, duplication, and disclosure of the programs, including documentation, shall
be subject to the restrictions in FAR 52.227-19, Commercial Computer Software-Restricted Rights
(June 1987). Oracle Corporation, 500 Oracle Parkway, Redwood City, CA 94065."

End of Agreement

You may terminate this Agreement by destroying all copies of the Programs. We have the right to
terminate your right to use the Programs if you fail to comply with any of the terms of this
Agreement, in which case you shall destroy all copies of the Programs.

Relationship Between the Parties

The relationship between you and us is that of licensee/licensor. Neither party will represent
that it has any authority to assume or create any obligation, express or implied, on behalf of
the other party, nor to represent the other party as agent, employee, franchisee, or in any
other capacity. Nothing in this Agreement shall be construed to limit either party's right to
independently develop or distribute software that is functionally similar to the other party's
products, so long as proprietary information of the other party is not included in such
software.

Open Source

"Open Source" software - software available without charge for use, modification and
distribution - is often licensed under terms that require the user to make the user's
modifications to the Open Source software or any software that the user 'combines' with the
Open Source software freely available in source code form. If you use Open Source software in
conjunction with the Programs, you must ensure that your use does not: (i) create, or purport
to create, obligations of us with respect to the Oracle Programs; or (ii) grant, or purport to
grant, to any third party any rights to or immunities under our intellectual property or
proprietary rights in the Oracle Programs. For example, you may not develop a software program
using an Oracle Program and an Open Source program where such use results in a program file(s)
that contains code from both the Oracle Program and the Open Source program (including without
limitation libraries) if the Open Source program is licensed under a license that requires any
"modifications" be made freely available. You also may not combine the Oracle Program with
programs licensed under the GNU General Public License ("GPL") in any manner that could cause,
or could be interpreted or asserted to cause, the Oracle Program or any modifications thereto
to become subject to the terms of the GPL.

Entire Agreement

You agree that this Agreement is the complete agreement for the Programs and licenses, and this
Agreement supersedes all prior or contemporaneous Agreements or representations. If any term of
this Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective.

Last updated: 01/24/08

Should you have any questions concerning this License Agreement, or if you desire to contact
Oracle for any reason, please write:

Oracle America, Inc.
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500 Oracle Parkway,

Redwood City, CA 94065

Oracle may contact you to ask if you had a satisfactory experience installing and using this
OTN software download.

M8. PCRE

PCRE is a library of functions to support regular expressions whose syntax and semantics are as
close as possible to those of the Perl 5 language.

Release 8 of PCRE is distributed under the terms of the "BSD" licence, as specified below. The
documentation for PCRE, supplied in the "doc" directory, is distributed under the same terms as
the software itself.

The basic library functions are written in C and are freestanding. Also included in the
distribution is a set of C++ wrapper functions, and a just-in-time compiler that can be used to
optimize pattern matching. These are both optional features that can be omitted when the
library is built.

THE BASIC LIBRARY FUNCTIONS

Written by: Philip Hazel
Email local part: phlO

Email domain: cam.ac.uk

University of Cambridge Computing Service,

Cambridge, England.

Copyright (c) 1997-2013 University of Cambridge

All rights reserved.

PCRE JUST-IN-TIME COMPILATION SUPPORT

Written by: Zoltan Herczeg
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Email local part: hzmester

Emain domain: freemail.hu

Copyright (c) 2010-2013 Zoltan Herczeg

All rights reserved.

STACK-LESS JUST-IN-TIME COMPILER

Written by: Zoltan Herczeg

Email local part: hzmester

Emain domain: freemail.hu

Copyright (c) 2009-2013 Zoltan Herczeg

All rights reserved.

THE C++ WRAPPER FUNCTIONS

Contributed by: Google Inc.

Copyright (c) 2007-2012, Google Inc.

All rights reserved.

THE "BSD" LICENCE

Redistribution and use in source and binary forms,
provided that the following conditions are met:

F'naBa 2: NMpuno>keHns

with or without modification, are permitted

* Redistributions of source code must retain the above copyright notice, this list of

conditions and the following disclaimer.
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* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the University of Cambridge nor the name of Google Inc. nor the names of
their contributors may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

M9. Wtl

Common Public License Version 1.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS COMMON PUBLIC LICENSE
("AGREEMENT") . ANY USE, REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES RECIPIENT'S
ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means:

a) in the case of the initial Contributor, the initial code and documentation distributed under
this Agreement, and

b) in the case of each subsequent Contributor:

i) changes to the Program, and

ii) additions to the Program;

where such changes and/or additions to the Program originate from and are distributed by that
particular Contributor. A Contribution 'originates' from a Contributor if it was added to the
Program by such Contributor itself or anyone acting on such Contributor's behalf. Contributions
do not include additions to the Program which: (i) are separate modules of software distributed
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in conjunction with the Program under their own license agreement, and (ii) are not derivative
works of the Program.

"Contributor" means any person or entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which are necessarily
infringed by the use or sale of its Contribution alone or when combined with the Program.

"Program" means the Contributions distributed in accordance with this Agreement.

"Recipient" means anyone who receives the Program under this Agreement, including all
Contributors.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-
exclusive, worldwide, royalty-free copyright license to reproduce, prepare derivative works of,
publicly display, publicly perform, distribute and sublicense the Contribution of such
Contributor, if any, and such derivative works, in source code and object code form.

b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-
exclusive, worldwide, royalty-free patent license under Licensed Patents to make, use, sell,
offer to sell, import and otherwise transfer the Contribution of such Contributor, if any, in
source code and object code form.

This patent license shall apply to the combination of the Contribution and the Program if, at
the time the Contribution is added by the Contributor, such addition of the Contribution causes
such combination to be covered by the Licensed Patents. The patent license shall not apply to
any other combinations which include the Contribution. No hardware per se is licensed
hereunder.

c) Recipient understands that although each Contributor grants the licenses to its
Contributions set forth herein, no assurances are provided by any Contributor that the Program
does not infringe the patent or other intellectual property rights of any other entity. Each
Contributor disclaims any liability to Recipient for claims brought by any other entity based
on infringement of intellectual property rights or otherwise. As a condition to exercising the
rights and licenses granted hereunder, each Recipient hereby assumes sole responsibility to
secure any other intellectual property rights needed, if any. For example, if a third party
patent license is required to allow Recipient to distribute the Program, it is Recipient's
responsibility to acquire that license before distributing the Program.

d) Each Contributor represents that to its knowledge it has sufficient copyright rights in its
Contribution, if any, to grant the copyright license set forth in this Agreement.

3. REQUIREMENTS

MpunoxeHuns

155



1A
)
xﬂ

s
$

F'naBa 2: NMpuno>keHns

A Contributor may choose to distribute the Program in object code form under its own license
agreement, provided that:

a) it complies with the terms and conditions of this Agreement; and

b) its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express
and implied, including warranties or conditions of title and non-infringement, and implied
warranties or conditions of merchantability and fitness for a particular purpose;

ii) effectively excludes on behalf of all Contributors all liability for damages, including
direct, indirect, special, incidental and consequential damages, such as lost profits;

iii) states that any provisions which differ from this Agreement are offered by that
Contributor alone and not by any other party; and

iv) states that source code for the Program is available from such Contributor, and informs
licensees how to obtain it in a reasonable manner on or through a medium customarily used for
software exchange.

When the Program is made available in source code form:

a) it must be made available under this Agreement; and

b) a copy of this Agreement must be included with each copy of the Program.

Contributors may not remove or alter any copyright notices contained within the Program.

Each Contributor must identify itself as the originator of its Contribution, if any, in a
manner that reasonably allows subsequent Recipients to identify the originator of the
Contribution.

4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to end
users, business partners and the like. While this license is intended to facilitate the
commercial use of the Program, the Contributor who includes the Program in a commercial product
offering should do so in a manner which does not create potential liability for other
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Contributors. Therefore, if a Contributor includes the Program in a commercial product
offering, such Contributor ("Commercial Contributor") hereby agrees to defend and indemnify
every other Contributor ("Indemnified Contributor") against any losses, damages and costs
(collectively "Losses") arising from claims, lawsuits and other legal actions brought by a
third party against the Indemnified Contributor to the extent caused by the acts or omissions
of such Commercial Contributor in connection with its distribution of the Program in a
commercial product offering. The obligations in this section do not apply to any claims or
Losses relating to any actual or alleged intellectual property infringement. In order to
qualify, an Indemnified Contributor must: a) promptly notify the Commercial Contributor in
writing of such claim, and b) allow the Commercial Contributor to control, and cooperate with
the Commercial Contributor in, the defense and any related settlement negotiations. The
Indemnified Contributor may participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial product offering, Product
X. That Contributor is then a Commercial Contributor. If that Commercial Contributor then makes
performance claims, or offers warranties related to Product X, those performance claims and
warranties are such Commercial Contributor's responsibility alone. Under this section, the
Commercial Contributor would have to defend claims against the other Contributors related to
those performance claims and warranties, and if a court requires any other Contributor to pay
any damages as a result, the Commercial Contributor must pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED ON AN "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, WITHOUT
LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Each Recipient is solely responsible for determining the
appropriateness of using and distributing the Program and assumes all risks associated with its
exercise of rights under this Agreement, including but not limited to the risks and costs of
program errors, compliance with applicable laws, damage to or loss of data, programs or
equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR ANY CONTRIBUTORS SHALL
HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS
GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under applicable law, it shall

not affect the validity or enforceability of the remainder of the terms of this Agreement, and
without further action by the parties hereto, such provision shall be reformed to the minimum

extent necessary to make such provision valid and enforceable.

If Recipient institutes patent litigation against a Contributor with respect to a patent
applicable to software (including a cross-claim or counterclaim in a lawsuit), then any patent
licenses granted by that Contributor to such Recipient under this Agreement shall terminate as
of the date such litigation is filed. In addition, if Recipient institutes patent litigation
against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the
Program itself (excluding combinations of the Program with other software or hardware)
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infringes such Recipient's patent(s), then such Recipient's rights granted under Section 2 (b)
shall terminate as of the date such litigation is filed.

All Recipient's rights under this Agreement shall terminate if it fails to comply with any of
the material terms or conditions of this Agreement and does not cure such failure in a
reasonable period of time after becoming aware of such noncompliance. If all Recipient's rights
under this Agreement terminate, Recipient agrees to cease use and distribution of the Program
as soon as reasonably practicable. However, Recipient's obligations under this Agreement and
any licenses granted by Recipient relating to the Program shall continue and survive.

Everyone is permitted to copy and distribute copies of this Agreement, but in order to avoid
inconsistency the Agreement is copyrighted and may only be modified in the following manner.
The Agreement Steward reserves the right to publish new versions (including revisions) of this
Agreement from time to time. No one other than the Agreement Steward has the right to modify
this Agreement. IBM is the initial Agreement Steward. IBM may assign the responsibility to
serve as the Agreement Steward to a suitable separate entity. Each new version of the Agreement
will be given a distinguishing version number. The Program (including Contributions) may always
be distributed subject to the version of the Agreement under which it was received. In
addition, after a new version of the Agreement is published, Contributor may elect to
distribute the Program (including its Contributions) under the new version. Except as expressly
stated in Sections 2(a) and 2(b) above, Recipient receives no rights or licenses to the
intellectual property of any Contributor under this Agreement, whether expressly, by
implication, estoppel or otherwise. All rights in the Program not expressly granted under this
Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the intellectual property
laws of the United States of America. No party to this Agreement will bring a legal action
under this Agreement more than one year after the cause of action arose. Each party waives its
rights to a jury trial in any resulting litigation.

M10. Zlib

zlib.h -- interface of the 'zlib' general purpose compression library

version 1.2.8, April 28th, 2013

Copyright (C) 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will
the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following
restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the
product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.
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3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler

jloup@gzip.org madler@alumni.caltech.edu

M11. MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

M12. GNU General Public License

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of
works.

The licenses for most software and other practical works are designed to take away your freedom
to share and change the works. By contrast, the GNU General Public License is intended to
guarantee your freedom to share and change all versions of a program--to make sure it remains
free software for all its users. We, the Free Software Foundation, use the GNU General Public
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License for most of our software; it applies also to any other work released this way by its
authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new free programs, and that
you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you
to surrender the rights. Therefore, you have certain responsibilities if you distribute copies
of the software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must
pass on to the recipients the same freedoms that you received. You must make sure that they,
too, receive or can get the source code. And you must show them these terms so they know their
rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or
modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty
for this free software. For both users' and authors' sake, the GPL requires that modified
versions be marked as changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally incompatible
with the aim of protecting users' freedom to change the software. The systematic pattern of
such abuse occurs in the area of products for individuals to use, which is precisely where it
is most unacceptable. Therefore, we have designed this version of the GPL to prohibit the
practice for those products. If such problems arise substantially in other domains, we stand
ready to extend this provision to those domains in future versions of the GPL, as needed to
protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow
patents to restrict development and use of software on general-purpose computers, but in those
that do, we wish to avoid the special danger that patents applied to a free program could make
it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to
render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.
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“Copyright” also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is
addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
“modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except
executing it on a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some
countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is
not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the work under this License,
and how to view a copy of this License. If the interface presents a list of user commands or
options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to
it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a
recognized standards body, or, in the case of interfaces specified for a particular programming
language, one that is widely used among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole,
that (a) is included in the normal form of packaging a Major Component, but which is not part
of that Major Component, and (b) serves only to enable use of the work with that Major
Component, or to implement a Standard Interface for which an implementation is available to the
public in source code form. A “Major Component”, in this context, means a major essential
component (kernel, window system, and so on) of the specific operating system (if any) on which
the executable work runs, or a compiler used to produce the work, or an object code interpreter
used to run it.
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The “Corresponding Source” for a work in object code form means all the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work,
including scripts to control those activities. However, it does not include the work's System
Libraries, or general-purpose tools or generally available free programs which are used
unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow
between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and
are irrevocable provided the stated conditions are met. This License explicitly affirms your
unlimited permission to run the unmodified Program. The output from running a covered work is
covered by this License only if the output, given its content, constitutes a covered work. This
License acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so
long as your license otherwise remains in force. You may convey covered works to others for the
sole purpose of having them make modifications exclusively for you, or provide you with
facilities for running those works, provided that you comply with the terms of this License in
conveying all material for which you do not control copyright. Those thus making or running the
covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their
relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below.
Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December
1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights under
this License with respect to the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users, your
or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in
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accord with section 7 apply to the code; keep intact all notices of the absence of any
warranty; and give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support
or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided that you also meet
all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant
date.

b) The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in section 4 to
“keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who comes into
possession of a copy. This License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts, regardless of how they are
packaged. This License gives no permission to license the work in any other way, but it does
not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by
their nature extensions of the covered work, and which are not combined with it such as to form
a larger program, in or on a volume of a storage or distribution medium, is called an
“aggregate” if the compilation and its resulting copyright are not used to limit the access or
legal rights of the compilation's users beyond what the individual works permit. Inclusion of a
covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable physical
medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and valid
for as long as you offer spare parts or customer support for that product model, to give anyone
who possesses the object code either (1) a copy of the Corresponding Source for all the
software in the product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your reasonable cost of
physically performing this conveying of source, or (2) access to copy the Corresponding Source
from a network server at no charge.
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c) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially, and
only if you received the object code with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge),
and offer equivalent access to the Corresponding Source in the same way through the same place
at no further charge. You need not require recipients to copy the Corresponding Source along
with the object code. If the place to copy the object code is a network server, the
Corresponding Source may be on a different server (operated by you or a third party) that
supports equivalent copying facilities, provided you maintain clear directions next to the
object code saying where to find the Corresponding Source. Regardless of what server hosts the
Corresponding Source, you remain obligated to ensure that it is available for as long as needed
to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers
where the object code and Corresponding Source of the work are being offered to the general
public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding
Source as a System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed or
sold for incorporation into a dwelling. In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particular product received by a
particular user, “normally used” refers to a typical or common use of that class of product,
regardless of the status of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or non-consumer uses,
unless such uses represent the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization
keys, or other information required to install and execute modified versions of a covered work
in that User Product from a modified version of its Corresponding Source. The information must
suffice to ensure that the continued functioning of the modified object code is in no case
prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a
User Product, and the conveying occurs as part of a transaction in which the right of
possession and use of the User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source
conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has been installed in ROM) .

The requirement to provide Installation Information does not include a requirement to continue
to provide support service, warranty, or updates for a work that has been modified or installed
by the recipient, or for the User Product in which it has been modified or installed. Access to
a network may be denied when the modification itself materially and adversely affects the
operation of the network or violates the rules and protocols for communication across the
network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation available
to the public in source code form), and must require no special password or key for unpacking,
reading or copying.

7. Additional Terms.
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“Additional permissions” are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions apply only to part of the
Program, that part may be used separately under those permissions, but the entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to
require their own removal in certain cases when you modify the work.) You may place additional
permissions on material, added by you to a covered work, for which you have or can give
appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of this
License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original version;
or

d) Limiting the use for publicity purposes of names of licensors or authors of the material;
or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or
service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys
the material (or modified versions of it) with contractual assumptions of liability to the
recipient, for any liability that these contractual assumptions directly impose on those
licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the
meaning of section 10. If the Program as you received it, or any part of it, contains a notice
stating that it is governed by this License along with a term that is a further restriction,
you may remove that term. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material governed by
the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice
indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately
written license, or stated as exceptions; the above requirements apply either way.

8. Termination.
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You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it is void, and will automatically terminate your
rights under this License (including any patent licenses granted under the third paragraph of
section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the
cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first time
you have received notice of violation of this License (for any work) from that copyright
holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. If your rights have been terminated
and not permanently reinstated, you do not qualify to receive new licenses for the same
material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using peer-to-peer
transmission to receive a copy likewise does not require acceptance. However, nothing other
than this License grants you permission to propagate or modify any covered work. These actions
infringe copyright if you do not accept this License. Therefore, by modifying or propagating a
covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are
not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations. If
propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work the
party's predecessor in interest had or could give under the previous paragraph, plus a right to
possession of the Corresponding Source of the work from the predecessor in interest, if the
predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed
under this License. For example, you may not impose a license fee, royalty, or other charge for
exercise of rights granted under this License, and you may not initiate litigation (including a
cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by
making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.
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A “contributor” is a copyright holder who authorizes use under this License of the Program or a
work on which the Program is based. The work thus licensed is called the contributor's
“contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by some
manner, permitted by this License, of making, using, or selling its contributor version, but do
not include claims that would be infringed only as a consequence of further modification of the
contributor version. For purposes of this definition, “control” includes the right to grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise
run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a
patent or covenant not to sue for patent infringement). To “grant” such a patent license to a
party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding
Source of the work is not available for anyone to copy, free of charge and under the terms of
this License, through a publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to
deprive yourself of the benefit of the patent license for this particular work, or (3) arrange,
in a manner consistent with the requirements of this License, to extend the patent license to
downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient's use of the
covered work in a country, would infringe one or more identifiable patents in that country that
you have reason to believe are wvalid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, oOr
propagate by procuring conveyance of, a covered work, and grant a patent license to some of the
parties receiving the covered work authorizing them to use, propagate, modify or convey a
specific copy of the covered work, then the patent license you grant is automatically extended
to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the rights
that are specifically granted under this License. You may not convey a covered work if you are
a party to an arrangement with a third party that is in the business of distributing software,
under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would
receive the covered work from you, a discriminatory patent license (a) in connection with
copies of the covered work conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that contain the covered work,
unless you entered into that arrangement, or that patent license was granted, prior to 28 March
2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable patent
law.

12. No Surrender of Others' Freedom.
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If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot convey a covered work so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not
convey it at all. For example, if you agree to terms that obligate you to collect a royalty for
further conveying from those to whom you convey the Program, the only way you could satisfy
both those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with a work licensed under version 3 of the GNU Affero General Public License into
a single combined work, and to convey the resulting work. The terms of this License will
continue to apply to the part which is the covered work, but the special requirements of the
GNU Affero General Public License, section 13, concerning interaction through a network will
apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License “or any later version” applies to it, you
have the option of following the terms and conditions either of that numbered version or of any
later version published by the Free Software Foundation. If the Program does not specify a
version number of the GNU General Public License, you may choose any version ever published by
the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General
Public License can be used, that proxy's public statement of acceptance of a version
permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to
follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless a
warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS

M13. GNU Lesser General Public License

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of
version 3 of the GNU General Public License, supplemented by the additional permissions listed
below.

0. Additional Definitions.

As used herein, “this License” refers to version 3 of the GNU Lesser General Public License,
and the “GNU GPL” refers to version 3 of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an Application or a
Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but which
is not otherwise based on the Library. Defining a subclass of a class defined by the Library is
deemed a mode of using an interface provided by the Library.

A “Combined Work” is a work produced by combining or linking an Application with the Library.
The particular version of the Library with which the Combined Work was made is also called the
“Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding Source for the
Combined Work, excluding any source code for portions of the Combined Work that, considered in
isolation, are based on the Application, and not on the Linked Version.
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The “Corresponding Application Code” for a Combined Work means the object code and/or source
code for the Application, including any data and utility programs needed for reproducing the
Combined Work from the Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by
section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a
function or data to be supplied by an Application that uses the facility (other than as an
argument passed when the facility is invoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to ensure that, in the event
an Application does not supply the function or data, the facility still operates, and performs
whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of this License applicable to
that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part
of the Library. You may convey such object code under terms of your choice, provided that, if
the incorporated material is not limited to numerical parameters, data structure layouts and
accessors, or small macros, inline functions and templates (ten or fewer lines in length), you
do both of the following:

a) Give prominent notice with each copy of the object code that the Library is used in it and
that the Library and its use are covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license document.

4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do
not restrict modification of the portions of the Library contained in the Combined Work and
reverse engineering for debugging such modifications, if you also do each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it
and that the Library and its use are covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license document.
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c) For a Combined Work that displays copyright notices during execution, include the copyright
notice for the Library among these notices, as well as a reference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the
Corresponding Application Code in a form suitable for, and under terms that permit, the user to
recombine or relink the Application with a modified version of the Linked Version to produce a
modified Combined Work, in the manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (a) uses at run time a copy of the Library already present on the user's computer
system, and (b) will operate properly with a modified version of the Library that is interface-
compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide
such information under section 6 of the GNU GPL, and only to the extent that such information
is necessary to install and execute a modified version of the Combined Work produced by
recombining or relinking the Application with a modified version of the Linked Version. (If you
use option 4d0, the Installation Information must accompany the Minimal Corresponding Source
and Corresponding Application Code. If you use option 4dl, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL for conveying Corresponding
Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a single
library together with other library facilities that are not Applications and are not covered by
this License, and convey such a combined library under terms of your choice, if you do both of
the following:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities, conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it
specifies that a certain numbered version of the GNU Lesser General Public License “or any
later version” applies to it, you have the option of following the terms and conditions either
of that published version or of any later version published by the Free Software Foundation. If
the Library as you received it does not specify a version number of the GNU Lesser General
Public License, you may choose any version of the GNU Lesser General Public License ever
published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of
the GNU Lesser General Public License shall apply, that proxy's public statement of acceptance
of any version is permanent authorization for you to choose that version for the Library.
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M14. Mozilla Public License

Version 2.0

1. Definitions

1.1. “Contributor”

means each individual or legal entity that creates, contributes to the creation of, or owns
Covered Software.

1.2. “Contributor Version”

means the combination of the Contributions of others (if any) used by a Contributor and that
particular Contributor’s Contribution.

1.3. “Contribution”

means Covered Software of a particular Contributor.

1.4. “Covered Software”

means Source Code Form to which the initial Contributor has attached the notice in Exhibit A,
the Executable Form of such Source Code Form, and Modifications of such Source Code Form, in
each case including portions thereof.

1.5. “Incompatible With Secondary Licenses”

means

that the initial Contributor has attached the notice described in Exhibit B to the Covered
Software; or

that the Covered Software was made available under the terms of version 1.1 or earlier of the
License, but not also under the terms of a Secondary License.

1.6. “Executable Form”

means any form of the work other than Source Code Form.

1.7. “Larger Work”

means a work that combines Covered Software with other material, in a separate file or files,
that is not Covered Software.
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1.8. “License”

means this document.

1.9. “Licensable”

means having the right to grant, to the maximum extent possible, whether at the time of the
initial grant or subsequently, any and all of the rights conveyed by this License.

1.10. “Modifications”

means any of the following:

any file in Source Code Form that results from an addition to, deletion from, or modification
of the contents of Covered Software; or

any new file in Source Code Form that contains any Covered Software.

1.11. “Patent Claims” of a Contributor

means any patent claim(s), including without limitation, method, process, and apparatus
claims, in any patent Licensable by such Contributor that would be infringed, but for the grant
of the License, by the making, using, selling, offering for sale, having made, import, or
transfer of either its Contributions or its Contributor Version.

1.12. “Secondary License”

means either the GNU General Public License, Version 2.0, the GNU Lesser General Public
License, Version 2.1, the GNU Affero General Public License, Version 3.0, or any later versions
of those licenses.

1.13. “Source Code Form”

means the form of the work preferred for making modifications.

1.14. “You” (or “Your”)

means an individual or a legal entity exercising rights under this License. For legal
entities, “You” includes any entity that controls, is controlled by, or is under common control
with You. For purposes of this definition, “control” means (a) the power, direct or indirect,
to cause the direction or management of such entity, whether by contract or otherwise, or (b)
ownership of more than fifty percent (50%) of the outstanding shares or beneficial ownership of
such entity.

2. License Grants and Conditions
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2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license:

under intellectual property rights (other than patent or trademark) Licensable by such
Contributor to use, reproduce, make available, modify, display, perform, distribute, and
otherwise exploit its Contributions, either on an unmodified basis, with Modifications, or as
part of a Larger Work; and

under Patent Claims of such Contributor to make, use, sell, offer for sale, have made, import,
and otherwise transfer either its Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each
Contribution on the date the Contributor first distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No
additional rights or licenses will be implied from the distribution or licensing of Covered
Software under this License. Notwithstanding Section 2.1 (b) above, no patent license is granted
by a Contributor:

for any code that a Contributor has removed from Covered Software; or

for infringements caused by: (i) Your and any other third party’s modifications of Covered
Software, or (ii) the combination of its Contributions with other software (except as part of
its Contributor Version); or

under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any
Contributor (except as may be necessary to comply with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered
Software under a subsequent version of this License (see Section 10.2) or under the terms of a
Secondary License (if permitted under the terms of Section 3.3).

2.5. Representation
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Each Contributor represents that the Contributor believes its Contributions are its original
creation(s) or it has sufficient rights to grant the rights to its Contributions conveyed by
this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines
of fair use, fair dealing, or other equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.
3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any Modifications that You
create or to which You contribute, must be under the terms of this License. You must inform
recipients that the Source Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. You may not attempt to alter or
restrict the recipients’ rights in the Source Code Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

such Covered Software must also be made available in Source Code Form, as described in Section
3.1, and You must inform recipients of the Executable Form how they can obtain a copy of such
Source Code Form by reasonable means in a timely manner, at a charge no more than the cost of
distribution to the recipient; and

You may distribute such Executable Form under the terms of this License, or sublicense it
under different terms, provided that the license for the Executable Form does not attempt to
limit or alter the recipients’ rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice, provided that You also
comply with the requirements of this License for the Covered Software. If the Larger Work is a
combination of Covered Software with a work governed by one or more Secondary Licenses, and the
Covered Software is not Incompatible With Secondary Licenses, this License permits You to
additionally distribute such Covered Software under the terms of such Secondary License(s), so
that the recipient of the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary License(s) .

3.4. Notices
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You may not remove or alter the substance of any license notices (including copyright notices,
patent notices, disclaimers of warranty, or limitations of liability) contained within the
Source Code Form of the Covered Software, except that You may alter any license notices to the
extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

You may choose to offer, and to charge a fee for, warranty, support, indemnity or liability
obligations to one or more recipients of Covered Software. However, You may do so only on Your
own behalf, and not on behalf of any Contributor. You must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by You alone, and You
hereby agree to indemnify every Contributor for any liability incurred by such Contributor as a
result of warranty, support, indemnity or liability terms You offer. You may include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with respect to
some or all of the Covered Software due to statute, judicial order, or regulation then You
must: (a) comply with the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must be placed in a text
file included with all distributions of the Covered Software under this License. Except to the
extent prohibited by statute or regulation, such description must be sufficiently detailed for
a recipient of ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply
with any of its terms. However, if You become compliant, then the rights granted under this
License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such
Contributor fails to notify You of the non-compliance by some reasonable means prior to 60 days
after You have come back into compliance. Moreover, Your grants from a particular Contributor
are reinstated on an ongoing basis if such Contributor notifies You of the non-compliance by
some reasonable means, this is the first time You have received notice of non-compliance with
this License from such Contributor, and You become compliant prior to 30 days after Your
receipt of the notice.

5.2. If You initiate litigation against any entity by asserting a patent infringement claim
(excluding declaratory judgment actions, counter-claims, and cross-claims) alleging that a
Contributor Version directly or indirectly infringes any patent, then the rights granted to You
by any and all Contributors for the Covered Software under Section 2.1 of this License shall
terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all end user license
agreements (excluding distributors and resellers) which have been validly granted by You or
Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an “as is” basis, without warranty of any
kind, either expressed, implied, or statutory, including, without limitation, warranties that
the Covered Software is free of defects, merchantable, fit for a particular purpose or non-
infringing. The entire risk as to the quality and performance of the Covered Software is with
You. Should any Covered Software prove defective in any respect, You (not any Contributor)
assume the cost of any necessary servicing, repair, or correction. This disclaimer of warranty
constitutes an essential part of this License. No use of any Covered Software is authorized
under this License except under this disclaimer.
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7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence),
contract, or otherwise, shall any Contributor, or anyone who distributes Covered Software as
permitted above, be liable to You for any direct, indirect, special, incidental, or
consequential damages of any character including, without limitation, damages for lost profits,
loss of goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses, even if such party shall have been informed of the possibility of
such damages. This limitation of liability shall not apply to liability for death or personal
injury resulting from such party’s negligence to the extent applicable law prohibits such
limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or
consequential damages, so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction
where the defendant maintains its principal place of business and such litigation shall be
governed by laws of that jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party’s ability to bring cross-claims or counter-
claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any
provision of this License is held to be unenforceable, such provision shall be reformed only to
the extent necessary to make it enforceable. Any law or regulation which provides that the
language of a contract shall be construed against the drafter shall not be used to construe
this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other
than the license steward has the right to modify or publish new versions of this License. Each
version will be given a distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version of the License under
which You originally received the Covered Software, or under the terms of any subsequent
version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for
such software, you may create and use a modified version of this License if you rename the
license and remove any references to the name of the license steward (except to note that such
modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary Licenses

If You choose to distribute Source Code Form that is Incompatible With Secondary Licenses under
the terms of this version of the License, the notice described in Exhibit B of this License
must be attached.

MpunoxeHuns

177



td
)
xﬂ

s
$

F'naBa 2: NMpuno>keHns

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License, v. 2.0. If a copy
of the MPL was not distributed with this file, You can obtain one at
http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular file, then You may include
the notice in a location (such as a LICENSE file in a relevant directory) where a recipient
would be likely to look for such a notice.

You may add additional accurate notices of copyright ownership.

Exhibit B - “Incompatible With Secondary Licenses” Notice

This Source Code Form is “Incompatible With Secondary Licenses”, as defined by the Mozilla
Public License, v. 2.0.

M15. GCC runtime libraries

COPYRIGHT STATEMENTS AND LICENSING TERMS

GCC is Copyright (C) 1986, 1987, 1988, 1989, 1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997,
1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008 Free Software Foundation, Inc.

GCC is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 3, or (at
your option) any later version.

GCC is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

Files that have exception clauses are licensed under the terms of the GNU General Public
License; either version 3, or (at your option) any later version.

The following runtime libraries are licensed under the terms of the GNU General Public License
(v3 or later) with version 3.1 of the GCC Runtime Library Exception (included in this file):

- libgcc (libgcc/, gcc/libgcec2.[ch], gcc/unwind*, gcc/gthr*, gcc/coretypes.h, gcc/crtstuff.c,
gcc/defaults.h, gcc/dwarf2.h, gcc/emults.c, gcc/gbl-ctors.h, gcc/gcov-io.h, gcc/libgcov.c,
gcc/tsystem.h, gcc/typeclass.h).
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- libdecnumber

- libgomp

- libssp

- libstdc++-v3

- libobjc

- libmudflap

- libgfortran

- The libgnat-4.4 Ada support library and libgnatvsn library.

- Various config files in gcc/config/ used in runtime libraries.

GCC RUNTIME LIBRARY EXCEPTION

Version 3.1, 31 March 2009

Copyright (C) 2009 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

This GCC Runtime Library Exception ("Exception") is an additional permission under section 7 of
the GNU General Public License, version 3 ("GPLv3"). It applies to a given file (the "Runtime
Library") that bears a notice placed by the copyright holder of the file stating that the file
is governed by GPLv3 along with this Exception.

When you use GCC to compile a program, GCC may combine portions of certain GCC header files and
runtime libraries with the compiled program. The purpose of this Exception is to allow
compilation of non-GPL (including proprietary) programs to use, in this way, the header files
and runtime libraries covered by this Exception.

0. Definitions.

A file is an "Independent Module" if it either requires the Runtime Library for execution after
a Compilation Process, or makes use of an interface provided by the Runtime Library, but is not
otherwise based on the Runtime Library.

"GCC" means a version of the GNU Compiler Collection, with or without modifications, governed
by version 3 (or a specified later version) of the GNU General Public License (GPL) with the
option of using any subsequent versions published by the FSF.
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"GPL-compatible Software" is software whose conditions of propagation, modification and use
would permit combination with GCC in accord with the license of GCC.

"Target Code" refers to output from any compiler for a real or virtual target processor
architecture, in executable form or suitable for input to an assembler, loader, linker and/or
execution phase. Notwithstanding that, Target Code does not include data in any format that is
used as a compiler intermediate representation, or used for producing a compiler intermediate
representation.

The "Compilation Process" transforms code entirely represented in non-intermediate languages
designed for human-written code, and/or in Java Virtual Machine byte code, into Target Code.
Thus, for example, use of source code generators and preprocessors need not be considered part
of the Compilation Process, since the Compilation Process can be understood as starting with
the output of the generators or preprocessors.

A Compilation Process is "Eligible" if it is done using GCC, alone or with other GPL-compatible
software, or if it is done without using any work based on GCC. For example, using non-GPL-
compatible Software to optimize any GCC intermediate representations would not qualify as an
Eligible Compilation Process.

1. Grant of Additional Permission.

You have permission to propagate a work of Target Code formed by combining the Runtime Library
with Independent Modules, even if such propagation would otherwise violate the terms of GPLv3,
provided that all Target Code was generated by Eligible Compilation Processes. You may then
convey such a combination under terms of your choice, consistent with the licensing of the
Independent Modules.

2. No Weakening of GCC Copyleft.

The availability of this Exception does not imply any general presumption that third-party
software is unaffected by the copyleft requirements of the license of GCC.

M16. SIL Open Font License

Copyright (c) <dates>, <Copyright Holder> (<URL|email>), with Reserved Font Name <Reserved Font
Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>), with Reserved Font Name
<additional Reserved Font Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>).

This Font Software is licensed under the SIL Open Font License, Version 1.1.

This license is copied below, and is also available with a FAQ at: http://scripts.sil.org/OFL
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PREAMBLE

The goals of the Open Font License (OFL) are to stimulate worldwide development of
collaborative font projects, to support the font creation efforts of academic and linguistic
communities, and to provide a free and open framework in which fonts may be shared and improved
in partnership with others.

The OFL allows the licensed fonts to be used, studied, modified and redistributed freely as
long as they are not sold by themselves. The fonts, including any derivative works, can be
bundled, embedded, redistributed and/or sold with any software provided that any reserved names
are not used by derivative works. The fonts and derivatives, however, cannot be released under
any other type of license. The requirement for fonts to remain under this license does not
apply to any document created using the fonts or their derivatives.

DEFINITIONS

"Font Software" refers to the set of files released by the Copyright Holder (s) under this
license and clearly marked as such. This may include source files, build scripts and
documentation.

"Reserved Font Name" refers to any names specified as such after the copyright statement(s).

"Original Version" refers to the collection of Font Software components as distributed by the
Copyright Holder(s).

"Modified Version" refers to any derivative made by adding to, deleting, or substituting -- in
part or in whole -- any of the components of the Original Version, by changing formats or by
porting the Font Software to a new environment.

"Author" refers to any designer, engineer, programmer, technical writer or other person who
contributed to the Font Software.

PERMISSION & CONDITIONS

Permission is hereby granted, free of charge, to any person obtaining a copy of the Font
Software, to use, study, copy, merge, embed, modify, redistribute, and sell modified and
unmodified copies of the Font Software, subject to the following conditions:
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1) Neither the Font Software nor any of its individual components, in Original or Modified
Versions, may be sold by itself.

2) Original or Modified Versions of the Font Software may be bundled, redistributed and/or sold
with any software, provided that each copy contains the above copyright notice and this
license. These can be included either as stand-alone text files, human-readable headers or in
the appropriate machine-readable metadata fields within text or binary files as long as those
fields can be easily viewed by the user.

3) No Modified Version of the Font Software may use the Reserved Font Name(s) unless explicit
written permission is granted by the corresponding Copyright Holder. This restriction only
applies to the primary font name as presented to the users.

4) The name(s) of the Copyright Holder(s) or the Author(s) of the Font Software shall not be
used to promote, endorse or advertise any Modified Version, except to acknowledge the
contribution(s) of the Copyright Holder(s) and the Author(s) or with their explicit written
permission.

5) The Font Software, modified or unmodified, in part or in whole, must be distributed entirely
under this license, and must not be distributed under any other license. The requirement for
fonts to remain under this license does not apply to any document created using the Font
Software.

TERMINATION

This license becomes null and void if any of the above conditions are not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL
THE COPYRIGHT HOLDER BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY
GENERAL, SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE
OR FROM OTHER DEALINGS IN THE FONT SOFTWARE.

M17. ParaType Free Font Licensing Agreement

Copyright (c) 2009, ParaType Ltd. All Rights Reserved.

LICENSING AGREEMENT

for the fonts with Original Name: PT Sans, PT Serif, PT Mono

Version 1.3 - January 20, 2012

GRANT OF LICENSE
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ParaType Ltd grants you the right to use, copy, modify the fonts and distribute modified and
unmodified copies of the fonts by any means, including placing on Web servers for free
downloading, embedding in documents and Web pages, bundling with commercial and non commercial
products, if it does not conflict with the conditions listed below:

- You may bundle the fonts with commercial software, but you may not sell the fonts by
themselves. They are free.

- You may distribute the fonts in modified or unmodified versions only together with this
Licensing Agreement and with above copyright notice. You have no right to modify the text of
Licensing Agreement. It can be placed in a separate text file or inserted into the font file,
but it must be easily viewed by users.

- You may not distribute modified version of the font under the Original name or a combination
of Original name with any other words without explicit written permission from ParaType.

TERMINATION & TERRITORY

This license has no limits on time and territory, but it becomes null and void if any of the
above conditions are not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL
PARATYPE BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL, SPECIAL,
INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER
DEALINGS IN THE FONT SOFTWARE.

ParaType Ltd
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MnaBa 3: Yacrto 3apaBaemble BONpoOCbI

MNMepeHoc CepBepa Dr.Web Ha gpyrov komnbiotep (ana OC
Windows ®)

":I\: Mpu nepeHoce CepBepa Ha APYro KOMMblOTep obpaTuTe BHMMaHWe Ha HacTPOWMKW TpaHC-
: MOPTHbIX MPOTOKO/IOB W, MPU HEOHBXOANMOCTU, BHECUTE COOTBETCTBYIOLLME U3MEHEHNSA B Pa3-
aene AaMnHucTpupoBaHue — KoHgurypauma Cepepa Dr.Web, Ha Bknazke TpaHcnopr.

@ Mpoueaypa ans 3anycka n octaHoBa Cepsepa Dr.Web onucaHa B PykoBogcTBe agMWHU-
: cTpartopa, B n. 3anyck 1 octaHoB Cepeepa Dr.Web.

Ansa nepeHoca CepBepa Dr.Web (npu ycraHoBke aHanornuHou Bepcun CepBepa Dr.Web)
nog OC Windows:

1.
2.

OcraHoBute cnyxby Cepsepa Dr.Web.

3anycTuTe U3 KOMaHAHOW CTPokM dainn drwcsd.exe C KNHYOM exportdb Alf 3KCNopTa Co-
Aep>xumoro 6a3bl faHHbIX B Gan. MNonHas koMaHgHasa cTpoka Ansa akcnopTa B Bepcun nog OC
Windows 6yaeT BbIrnsgeTb NPUMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" exportdb <nyme_k_cpaliny>

CoxpaHute cogepxumoe anpektopun C:\Program Files\DrWeb Server\etc, a Takxe
Knod drwesd.pub U3 C: \Program Files\DrWeb Server\Installer.

Ypanute Cepsep.

5. YcraHoBuTe HoBbI CepBep (MycToW, ¢ HOBOW 6a3oM) Ha Hy>XHOM KomnbtoTepe. OcTaHOBUTE

cnyx6y Cepsepa Dr.Web c nomouybo cpeacts ynpasaeHus cay>kbamm OC Windows wam ¢ no-
MoLLUbto LleHTpa ynpasaeHus.

CKonupymTe COAEPXXMMOE COXPaHEHHOro paHee Katanora etc B C:\Program
Files\DrWeb Server\etc, a TakxXe kno4y drwcsd.pub B C:\Program Files\DrWeb
Server\Installer.

3anycTuTe 13 KOMaHAHOW CTPOKKN darn drwcsd.exe € KAHOYOM importdb A8 MMMNopTa Cco-
Aep>Xumoro 6asbl gaHHbIX U3 daina. NonHasa KOMaHAHaA CTpoka AN MMMOpPTa B BEPCUN MOA
OC Windows 6yaeT Bbirnasetb NpMMepHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" importdb <nyme_k_cpaliny>
3anyctute cnyxby Cepsepa Dr.Web.
@ Mpy MCNoNb30BaHWW BCTPOEHHOW 6a3bl AaHHbIX MOXHO HE MPOM3BOAUTL 3KCMOPT U UMMOPT
. b/, a npocto coxpaHuTb dann BCTPOEHHOW 6a3bl database.sglite W 3aMEHWUTb HOBbIN

dann bl Ha yctaHoBneHHOM CepBepe cTapbiM (aiioM, COXPaHEHHbIM OT MpeablayLLero
CepBepa.
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Ana nepeHoca CepBepa Dr.Web (npu ycraHoBke apyrovi Bepcun Cepsepa Dr.Web) nog OC
Windows:

1. OctaHoBuTe cnyx6y Cepsepa Dr.Web.

2. CoxpaHuTte 6a3y aaHHbIx cpeactBamm SQL cepBepa (ecam mcnonb3yercs BCTpoeHHas b/, 1o
NpPOCTO CcoxpaHuTe painn database.sglite).

3. CoxpaHuTte cogep>xxmmoe anpektopumn C:\Program Files\DrWeb Server\etc, a Takxe
Knod drwesd.pub U3 C: \Program Files\DrWeb Server\Installer.

4. Ypanute CepBsep.

5. YcraHoBuTe HoBbI CepBep (MycToW, ¢ HOBOW 6a3oM) Ha Hy>XHOM KomnbtoTepe. OcTaHOBUTE
cnyx6y Cepsepa Dr.Web c nomouybo cpeacts ynpasaeHus cny>k6amm OC Windows wam ¢ no-
MolLLUbto LleHTpa ynpasaeHus.

6. CkonupyrTe COAEPXMMOE COXPaHEHHOrO paHee KaTanora etc B C:\Program
Files\DrWeb Server\etc, a TakxXe kno4y drwcsd.pub B C:\Program Files\DrWeb
Server\Installer.

7. BocctaHoBMTe 6a3y AaHHbIXx Ha HoBoM CepBepe, ykaxuTe B KOHOUrypaumoHHoM daine
drwcsd.conf nyTb A0 6a3bl JaHHBIX.

8. 3anyctuTe u3 KOMaHAHOW CTPOKM pann drwesd. exe C KNHOYOM upgradedb Ana o6HOBAEHMA
6a3bl JaHHbIX. [TonHasa komaHAHas cTpoka Ana nmnopta B Bepcum nog OC Windows 6ygeT Bbi-
rnajeTb NPUMepPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" upgradedb "C:\Program
Files\DrWeb Server\update-db"

9. 3anyctute cnyxby Cepepa Dr.Web.
B cnyuae cmeHbl umeHu unm IP-aapeca npu nepeHoce Cepsepa Dr.Web:

|\ AnA BO3MOXHOCTV Nepexoaa AreHToB, A/si KOTOPbIX aapec HOBOro CepBepa 3ajaetcs Yepes
: LleHTp ynpaB/ieHus, a He B HACTPOMKax CaMoro AreHTa Ha CTaHLMK, OCTaBbTe BKJIOUEHHbIMMU
o6a CepBepa 40 MOMEHTa 3aBEPLUEHNS MPOLIeAYpbI.

1. OcyuectBuTe nepeHoc CepBepa COrnacHO COOTBETCTBYHOLLLEN NpoLeAype, ONMCaHHON BbilLe.

2. [ns Bcex AreHTOB, KOTOpPbIX 0bcnyxmBan ctapbii CepBep, 3agavTte agpec HoBoro CepBepa co-
rMacHO COOTBETCTBYHOLLEN mpoueaype u3 pasgena [Noaknroyervie AreHta Dr.Web k apyromy
Cepsepy Dr.Web.

Ana AreHToB, Ans KOTOpbIX agpec HoBoro CepBepa 3asaBanca yepes LleHTp ynpaBaeHus, a He
B HacTpowikax camoro AreHTa Ha cTaHuuu, Ha obounx CepBepax B HacTpomnkax AreHTa AOoJKeH
6bITb yka3aH agpec HoBoro CepBepa.

3. [Joxauntecb, Nnoka Bce AreHTbl NnepenayT Ha HOBbIN CepBep. [ocne 3TOro MoxeTe yaansiTb cTa-
pbii CepBep.
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MoaxntoueHue Arenta Dr.Web k gpyromy Cepsepy Dr.Web

MogkntoueHne AreHTa K gpyromy Cepeepy BO3MOXHO BbINOJHUTL ABYMs Crocobamu:

1.

Yepes LleHTp ynpaBaeHus.

YaaneHHas HacTpoiika 6e3 HeMoCcpeACTBEHHOrO AOCTyMNa K CTaHLMM BO3MOXHa B TOM Cly4ae,
eCNN CTaHLMA BCe elle nogkitoueHa k ctapomy Cepsepy. MNpu 3ToM HeobxoauMM AOCTyn K
LleHTpam ynpaBsieHus Kak cTaporo, Tak n HoBoro CepBepoB.

HenocpeacreeHHO Ha caMOW CTaHLUMUN.

[na BbINONHEHWS JeNCTBMI HEMOCPEACTBEHHO Ha CaMOW CTaHUMK TpebyroTca npaBa agMUHN-
cTpaTopa AaHHOW CTaHUMW W MpaBa Ha M3MeHEeHWe HacTpoek AreHTa, ycTaHaBAMBaeMble Ha
Cepsepe. [Npn oTCYyTCTBUM JaHHbIX NpaB nepenoakatodeHne K gpyromy Cepsepy J10KaabHO Ha
CTaHUMM BO3MOXHO TONbKO MOC/E yAaNneHWa yCTaHOBNEHHOro AreHta M yCTaHOBKW HOBOTO
AreHTa c HacTporikamu HoBoro CepBepa. B cnyyae oTcyTcTBMA npaB Ha yaaneHune AreHta so-
KanbHO, ncnonb3ymte ytuanty Dr.Web Remover ana yaaneHne AreHta Ha CTaHUMWU WA yaanu-
Te AreHT yepes LleHTp ynpaBaeHus.

Ana nepekntoueHus AreHta Dr.Web Ha gpyrov CepBep Dr.Web npun nomowu LlieHTpa
ynpassieHuA:

1.

Ha HoBom CepBepe pa3peluvTe CTaHUMAM C HEBEPHbIMW NapamMeTpamMu aBTopu3auumn 3anpa-
LWMBaTb HOBble MapaMeTPbl aBTOPU3aLMKN B KayecTBe HOBMYKOB: B LleHTpe ynpaBaeHns Bbibe-
pute NyHKT AAMMHACTPUpPOBaHWE [/1aBHOTO MeHi — nyHKT KoHdurypauusa Cepsepa
Dr.Web ynpaBnstowiero MmeHto — Bknagka Oéume:

a) YcraHosuTe dnar NepeBoanTb HEABTOPU30BaHHbIX B HOBUUKW, €C/IN OH CHAT.

b) Ecnv B Bbinagatowiem cnncke Pedxxmm perucrpauum HOBUUKOB BbiOpaH BapuaHT Bcerpa
oTKasbiBaTb B AoOCTyne, n3mMeHnTe ero Ha MoaTBepXKAaTh AoCTyn BpyuHytlo uin ABTO-
MaTUyUecku paspeluaTb AOCTYn.

C) [na npuMeHeHUs BHECEHHbIX U3MEHEHUI HaxxmuTe KHomnky CoxpaHUTb 1 nepesarpysuTe
Cepsep.

@ Ecam nonantrka cetm KOMMaHWM He paspeLlaeT M3MeHeHWs HacTpoek m3 wara 1, Torga napa-
: MeTpbl aBTOpPM3aUWX CTaHLUMK, COOTBETCTBYHOLLME YUETHOM 3amnucu, CO3AaHHOM 3apaHee B
LleHTpe ynpaBneHus, Heobxoa1MMO 3aaTb HEMOCPEACTBEHHO Ha CTaHLMM.

Ha ctapom CepBepe, kK KOTOPOMY NMOAK/AOUEH AreHT, 3agaunTe napameTpbl HoBoro Cepsepa: B
LleHTpe ynpaBneHuns Bbibepute NyHKT AHTMBUPYCHAA CETb [1aBHOrO MEHIO — B Mepapxuye-
CKOM CMuCKe CeTW BbIGepuTe HY>XXHYH CTaHLUMIO (MAW rpynny Ana NepenojkatoyeHus BCex
CTaHUW 3Ton rpynnbl) — nNyHKT AreHT Dr.Web B pa3zene Windows ynpasastoliero MeHto —
Bknaaka Cetb:

a) Ecam otkpbITbi katou wndpoBaHus drwesd.pub HoBoro CepBepa He COBMAZAET C KO-
yoMm wudposaHus ctaporo Cepsepa, B noje OTKPbITbIA KAKOY 3ajaiiTe NyTb A0 HOBOIO
OTKPbLITOrO KAtoua.

b) B none CepBep 3azainte agpec HoBoro Cepsepa.
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¢) Haxmute kHonky CoxpaHuTb.

Ana nepexkntoueHna AreHta Dr.Web Ha ppyroii CepBep Dr.Web HenocpeacTBEHHO Ha
caMoin CTaHLMK:

1. B HacTponkax AreHTa 3agaunite napameTpbl HoBoro CepBepa: B KOHTEKCTHOM MEHKO 3Hauka
AreHta BblbepuTe: MHCTpyMeHTbl — HacTpoliku — Bknagka OCHOBHble — MyHKT Pexxum —
pa3zen MNoaknroueHne K cepBepy LieHTPa/IM30BaHHOMN 3aWUTbl — KHOMKa U3MeHuTb:

a) Ecam otkpbITbi kAtou wnudpoBaHus drwesd.pub HoBoro CepBepa He COBMAZAET C KO-
yoMm wudposaHus ctaporo Cepepa, B pa3gesne OTKPbITbIA KAKOU 3aaiiTe NyTb 40 HOBO-
rO OTKPLITOrO KAroYa.

@ B cnyuvae, ecv paiin HOBOro OTKPBITOrO K/AtOYa B AaHHbI MOMEHT HEeAOCTYMEH, Bbl MOXETe

/" yctaHoBUTL dnar Mcnosb3oBaTh HeAeNCTBUTEIbHBIN OTKPbITbINA KAKOU, UTOObI pa3pelnTs
noakntoyeHve k HoBoMy CepBepy CO CTapbIM OTKPbITEIM KAKOUOM. [1pu 3TOM, Nocne NOAK0-
YyeHns k HoBomy CepBepy, HeobOXOAMMO 3afaTb HOBbIN OTKPbITbIA KAto4 uyepe3 LleHTp
ynpaB/eHWs Kak OMMcaHo Bbille U CHATb ¢aar Mcnonb3oBaTbh HeAEMCTBUTE/IbHBIN OTKPbI-
TbI/A KJIKOU B HAaCTpoWikax AreHra.

b) B nonsx Aapec v MopT 3azainTe COOTBETCTBYHOLLME NapameTpbl HoBoro Cepaepa.

2. lNepeBeaunTe CTaHUMIO B HOBUYKM (COpOCbTe MapameTpbl aBTopu3auun Ha Cepsepe): B pasge-
Ne Hactpoek AreHTa u3 wara 1 Bbibepute: pasgen JonoaHUTeNbHO — HaxmuTe KHonky Moga-
KNIOUUTbCA KaK HOBMYOK. Haxxmute kHonky OK.

@ Ecan Bam 3apaHee N3BeCTHbIl ID n napoJib Ana NogkKAHYEeHNA K HOBOMY CepBepy, Bbl MOXXeETe

YyKa3aTb UX B MOJAX ID CTaHUNM 1 I'Iaponb. |_|pl/l 3TOM HeT HeO6XO,£I,I/IMOCTI/I nepesoAunTb CTaH-
LLMKO B HOBUYKWN.

MpunoxeHuns
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CmeHa Tuna CYB/] Dr.Web Enterprise Security Suite

Ana OC Windows

@ Mpoueaypa ans 3anycka n octaHoBa Cepsepa Dr.Web onucaHa B PykoBogcTBe agMWHU-
: cTpartopa, B n. 3anyck 1 octaHoB Cepeepa Dr.Web.

1. OctaHoBuTe cnyx6y Cepsepa Dr.Web.

2. 3anyctute dann drwcsd.exe C KNHOYOM exportdb ANsA 3KCNopTa coAepXmMmMoro 6asbl faH-
HbIx B dann. [NonHas KoMaHAHaA cTpoka Aasa akcnopta B Bepcun nog OC Windows 6yaeT Bbli-
rnajeTb NPUMepPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all exportdb D:\esbase.es

B maHHOM npwumepe nogpasymeBaetca, uto CepBep Dr.Web ycraHoBneH B katanore C:
\Program Files\DrWeb Server, a 3Kkcnopt 6a3bl MpoOV3BOAUTCA B Hekuh ann
esbase.es B KOpHe gucka D. CkonupynTte 3Ty CTPOUKY (3TO OAHa CTpoka) yepes bydep 06-
MeHa B cmd-pain 1 BbINOJHUTE ero.

Ecav B nyTv Kk dainy npucyTctBytoT npobenbl v/vav HauMoOHanbHble CUMBObI (MAN UMS
daina coaepxnT npobenbl 1/Man HauMoHaNbHbIE CUMBOJIbI), TO MYTb HY>KHO 3aKNHOUUTL B Ka-
BbIUKM:

"D:\ <O/NIUHHOEe UMA>\esbase.es"

3. 3anyctute cnyxby Cepepa Dr.Web, nogkntoumte K Hemy LleHTp ynpaBaeHus n nepeHactTpou-
Te CepBep Ha mcnonb3zoBaHue apyron CYB[. OTkaxutecb OT MpeanoXeHus nepesanycTuTb
Cepsep.

4. OctaHoBuTe cny>xby Cepsepa Dr.Web.

5. 3anyctute dann drwecsd.exe C KAOYOM initdb AnA MHMLMaANM3aLMM HOBOW 6a3bl AaHHBIX.

Ctpoka vHuumanumsaumm 6asbl gaHHbIX ana Bepcun Cepsepa nog OC Windows 6yaeT Bbiras-
AeTb MPUMEpPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all initdb D:\Keys\agent.key - - <naposb>

MogpasymeBaetcs, uto CepBep YycCTaHOBAEeH B KaTtanore "C:\Program Files\DrWeb
Server", a areHTCKUI K4 agent.key NeXuT B D: \Keys. CKONUpyiTe 3Ty CTPOUKy (31O
oZHa cTpokKa) yepes bydep obMeHa B cmd-daiin v BbINOJHUTE ErO.

Ecav B nyTv Kk dainy npucyTcTBytoT nNpobenbl U/vav HaumoHabHble CUMBOJbI (MAN UMS
danna cogepxut npobenbl U/MAN HaLMOHaNbHbIE CUMBOJIbI), TO NMYTb K KAKOUY HY>KHO 3aKJto-
YNTb B KaBbIYKM:

"D:\ <O0sUHHOe uMsa>\agent . key"

MpunoxeHuns
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6. 3anyctute dann drwcsd.exe C KNOYOM importdb ANS MMNOpPTa COAEPXMMOro 6asbl faH-
HbiX 13 ¢arna. MNonHas KoMaHAHasa cTpoka ana umnopta B Bepcum nog OC Windows 6yaet
BbIMISAETb MPYMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all importdb D:\esbase.es"

CkonunpynTte 3Ty CTPOUKY (3TO OZHa CTpoKa) yepe3 bydep obmMeHa B cmd-darin 1 BbINOAHUTE
ero.

7. 3anyctute cnyx6y Cepepa Dr.Web.

Ana OC cemencrea UNIX
1. OctaHoBuTe cnyx6y Cepepa Dr.Web c nomoubto ckpunra:

e a4 OC Linux 1 OC Solaris:

/etc/init.d/drwesd stop

e 115 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh stop

nnn ¢ nomoubto LleHtpa ynpasnenus (kpome OC Solaris).

2. 3anyctute CepBep C KNOUYOM exportdb AN 3KCMOPTa COAepPXUMOro 6asbl AaHHbIX B daii.
KomaHgHas cTpoka 13 katanora yctaHoBku CepBepa byseT BbIrageTb NPUMEPHO Tak:

e a5 OC Linux:

"/etc/init.d/drwcsd exportdb /var/opt/drwcs/esbase.es"
e a1s OC Solaris:

"/etc/init.d/drwcsd exportdb /var/drwcs/etc/esbase.es"

e ana OC FreeBSD:

"/usr/local/etc/rc.d/drwcsd.sh exportdb /var/drwcs/esbase.es"

B AaHHOM Mpumepe noApasyMeBaeTcs, YTo IKCNOpT 6a3bl MPOU3BOAMTCA B Gaiin esbase. es,
Pacno/IoXXeHHbIV B KaTaore noJsib3oBaTens.

3. 3anycrtute cnyxby Cepepa Dr.Web ¢ nomoubto ckpunTa:

e a4 OC Linux 1 OC Solaris:

/etc/init.d/drwcsd start

e ana OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh start

MpunoxeHuns
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nozkatounte K Hemy LleHTp ynpaBneHna n nepeHactporte CepBep Ha UCMOAb30BaHWE APYron
CYB/: B MmeHto AgMuHUCTpUpoBaHue — nNyHKT KoHdpurypauusa Cepsepa Dr.Web — Bknag-
ka basa gaHHbIX.

@ MepeHacTpoliky CepBepa Ha ucnonb3oBaHue apyro CYB/, Takke MOXHO OCyLLeCcTBUTb, OT-

pesakTMPOBaB HanpsMyto KOHOUrypaunoHHsln danin CepBepa drwcsd.conf. [Ana 3toro
cnepyeT 3aKOMMEHTUPOBATb/yAanuTb 3anucb O Tekyulen bl n nponwucaTb HoByto 6a3sy (mo-
ApobHee cm. Mpunoxenne G1. KoHourypalmoHHbin dann Cepeepa Dr.Web).

OTKaXuTechb OT NpeasioxXenHus nepesanyctuts Cepsep.

. OcraHoBuTe CepBep Dr.Web (cm. war 1).

5. 3anyctute ¢pain drwcsd € KNKOYOM initdb ANsS MHULMANM3aALMN HOBOM 6a3bl AaHHbIX. CTpo-

Ka nHnumnannmsaymnm 6yp,eT BbIrNAAE€Tb MPUMEPHO TakK:

e ana OC Linux 1 OC Solaris:

/etc/init.d/drwcsd initdb

e ana OC FreeBSD:

/usr/local/etc/rc.d/drwesd.sh initdb

. 3anyctute dann drwcsd € KNOYOM importdb Ans MMmnopTa coaep>KMmMoro 6asbl aHHbIX U3

danna. KomaHgHasa cTtpoka ana umnopTa byAeT BbIrNsAeTb NPUMEPHO Tak:

e a5 OC Linux:

"/etc/init.d/drwcsd importdb /var/opt/drwcs/esbase.es"

e ana OC Solaris:

"/etc/init.d/drwcsd importdb /var/drwcs/etc/esbase.es"

e ana OC FreeBSD:

"/usr/local/etc/rc.d/drwcsd.sh importdb /var/drwcs/esbase.es"

. 3anyctute Cepsep Dr.Web (cm. war 3).

@ Ecan npwu 3anycke ckpunta CepBepa Tpebyertcs 3asaTb NapaMeTpbl (HanpuMmep, ykasaTtb KaTa-
nor yctaHoBku CepBepa, U3MeHUTb YPOBEHb MOAPOBHOCTM Nora U T.M.), UISMEHEHME COOTBET-
CTBYHOLLMX 3HAUYEHWU MPOU3BOAUTCSA B CTAPTOBOM CKPUMTE:

e 15 OC FreeBSD:

/usr/local/etc/rc.d/drwecsd. sh

e ana OC Linux n OC Solaris:

/etc/init.d/drwecsd

MpunoxeHuns
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BocctraHoBneHue 6a3bl gaHHbiX Dr.Web Enterprise Security
Suite

B npouecce pabotbl Cepep Dr.Web perynsipHo coxpaHseT pe3epBHble KOMUN Ba>XXKHOW MHOp-
MaLMW: IMLLEH3MOHHbBIX KAFHOYeN, COAEPXUMOro 6asbl AaHHbIX, 3aKpPbITOro Kjato4a WndpoBaHus,
kKoHurypauun Cepsepa u LleHTpa ynpasaeHus.

Pe3epBHb|e KOMUWM COXPaHAKTCA B CIe4YHOLWNX KaTaaorax:

e ans OC Windows: \var\Backup (OTHOCUTENbHO KaTanora yctaHoBku CepBepa)
e ana OC Linux 1 OC Solaris: /var/opt/drwcs/backup
e ana OC FreeBSD: /var/drwcs/backup

[Ana BbINONHEHNA QYHKLUM pe3epBHOrO KOMMpoBaHMA B pacnucaHne CepBepa BKIHOYEHO exe-
AHeBHOe 3asaHue. Ecam Takoe 3agaHve B pacncaHnm OTCyTCTBYeT, peKOMEHAYeTCA Co3AaTb ero.

Bce davinbl U3 pe3epBHON KOMUK, KPOME COAEPXKMMOro 6a3bl AaHHbIX, FOTOBbI K MCMOJ/Ib30BAHMIO.
Pe3epBHas konus 6a3bl JaHHbIX COXpaHsieTcs B popmaTe . gz, COBMECTUMOM C gzip WU APYrumu
apxvBaTtopamu. Coaepxxnmoe 6a3bl JaHHbIX MOXHO MMMOPTUPOBAThL M3 PE3ePBHOWN KOMWUM B pa-
6ouyto 6a3y gaHHbIx CepBepa NpY NOMOLLM KOMaHAbl importdb W Takmm ob6pa3omM BOCCTaHO-
BUTb JaHHbIE.

@ [ns BoccTaHOBAEHMA 6a3bl AaHHbIX Tak>Ke MOXET UCMONb30BaTbCA Pe3epBHas KoM, CO3jaH-

Has agMUHUCTPATOPOM BpPYYHYytO uepe3 LleHTp ynpaBneHus B pasgene AAMUHUCTPUpPOBa-

Hue — YnpaBieHue 6a30M AaHHbIX — DKCMOPT (TOJABKO A/ pexumMa DKCNOpPTUPOBaTb

Bcto 6a3y AaHHbIx). OZHAKO, Mpy 3TOM pe3epBHas Konus coxpaHseTcs B ¢opmate xml, 1 ans
MMMnopTa HeoHXOANMMO NCMONb30BaTb KOMaHAY xmlimportdb.

BoccraHoBneHue B[, pna pa3nnuHbix Bepcuin CepBepa Dr.Web

":I\: BocctaHoBWTb 6a3y AaHHbIX MOXHO TO/IbKO U3 PEe3epPBHOM KOMWM, CO3ZaHHON MpuY MOMOLLM
CepBepa C TOl >XXe MaxXOpHOW Bepcuen, uto u Bepcusi CepBepa, Ha KOTOPOM MPOUCXOAUNT
BOCCTaHOBJIEHME.

Hanpumep:

e b/l 13 pesepBHOW KONUK, co3gaHHOM npu nomoLn Cepsepa Bepcrmn 10, MOXXHO BOCCTaHO-
BUTb, ncnonb3ys Cepeep Tonbko Bepcum 10.

e b/l 13 pesepBHON KOMUW, co3gaHHOW mnpwu nomowm CepBepa Bepcun 5 man 6, Henb3ss
BOCCTaHOBUTb, ncrnosb3ya Cepsep Bepcun 10.

Ecnm Bo Bpems o6HoBneHuA CepBepa Ha Bepcuto 10 ¢ 60os1ee paHHUX Bepcuii MO KaKUM-/n-
60 npuumnHam 6bina noBpexkaeHa B, BbinosHUTe cneayloLee:

1. Ypanute Cepsep Bepcun 10. MNMpwn atom ByayT aBTOMaTU4ECKM COXPaHeHbl pe3epBHble KOMUn
darnos, ncnonblyembix Cepeepom.

MpunoxeHuns
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. YcraHoBuTe CepBep TOM Bepcuu, KOTOpas CTos/la A0 OOHOBNEHWUA M MPU MOMOLLM KOTOPOW

co3faBanacb pe3epBHada KOnuA.

Mpwn 3TOM, COrNacHoO WTaTHOW NpoLleaype 0OHOBNEHUS, CaeAyeT NCMONb30BaTh BCE COXPAHEH-
Hble pannbl CepBepa kpoMe darina H6a3bl AaHHbIX.

B npouecce ycraHoBkm CepBepa co3gante HOBYLO 6a3y AaHHbIX.
BoccraHoBuMTe 6a3y AaHHbIX M3 pe3epBHOM KOMUW MO 06LLMM NpaBuaam (CM. HuXe).

B Hactpovikax CepBepa oTkatounte npotokonbl AreHta, CepBepa n CeTeBOro MHCTaanatopa.
[Ansa 3toro Bbibepute NyHKT AAMUHUCTPUpPOBaHME MaBHOrO MeHto LleHTpa ynpasnenus, B
OTKPbIBLUEMCA OKHe BblbepuTe nNyHKT ynpasastowero meHo KoHpurypauus Cepsepa
Dr.Web, nepengute Ha Bknagky Moaynm n cHMMKTe COOTBETCTBYOLLME daarn.

. O6HoBuTe Cepsep go Bepcumn 10 no obwwum npasunam (cM. B PykoBoacTBe agMUHUCTPaTO-

pa n. O6HosneHne Dr.Web Enterprise Security Suite 1 ero oTae/bHbIX KOMNOHEHTOB).

Bkaroumte npotokobl AreHTa, Cepepa 1 CeTeBOro MHCTaAIATOPa, OTKAKOYEHHbIe Ha ware 4.

Ana OC Windows

@ Mpoueaypa ans 3anycka u octaHoBa Cepsepa Dr.Web onucaHa B PykoBoacTBe agMWUHM-
. cTpatopa, B n. 3anyck n octaHoB Cepsepa Dr.Web.

Ana BocctaHoBneHusa b/l us pesepBHOI KonNum:

. OcraHoBuTe cnyxby Cepepa Dr.Web, ecnv oHa 3anyuieHa.

NmnopTtupyiite 13 cootBeTcTBYOWEro daina pe3epBHON KOMUK COAeP>XXMMOe 6asbl AaHHbIX.
CTpoka uMmnopTa BbIFSANT NPYMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all importdb "<nyme_k_63kan_gpaliny>\database.gz"

[laHHas KoMaHAa Toxe AoMkHa 6biTb HabpaHa B 0A4HY CTPOKY. B npumepe noapasymeBaeTcs,
yto CepBep yCTaHOBJIEeH B kaTanore C: \Program Files\DrWeb Server.

. 3anyctute cnyx6y Cepsepa Dr.Web.

Ana BocctaHoBneHnAa B[, u3 pesepBHO Konuu npu cmeHe Bepcum CepBepa Dr.Web (B
npeaenax ogHON Ma)>kOpHOW BepcrMn) Uiam nopue tekyuie sepcun bJ;:

1. OctaHoBuTe cnyx6y Cepepa Dr.Web, ecnv oHa 3anyuieHa.

2. Ypanute cogepxmmoe Tekywen bJ. Ans atoro:

2.1. Mpw ncnonb3oBaHun BctpoeHHon b/
a) Yaanute daiin 6asbl faHHbIX database.sqglite.

b) MpowvsseanTe MHUUMaNM3aLmto HoBoW 6a3bl gaHHbiXx. CTpoka MHUUManm3aumn 6asbl
AaHHbIx B Bepcumn Cepsepa nog OC Windows 6ygeT BbIriageTb MPYMEPHO Tak:

MpunoxeHuns
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"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all initdb D:\Keys\agent.key - - <naposb>

[laHHaa KoMaHAa AoJskHa 6biTb HabpaHa B OAHY CTPOKY (CM. Takxe dopmar KOMaHZAbl
drwcsd ¢ ka4dom initdb B [lpua. H4.3). B npumepe nogpasymesaetcd, 4yto Cepsep
yCTaHoB/NeH B KaTanore C:\Program Files\DrWeb Server, a JIMLEH3VOHHbIN KAHOY
agent.key NexXxuT B katanore D: \Keys.

c) lMocne BbINONHEHMA 3TOM KOMaHZAbI B NManke var kaTtajsora yctaHoBku Cepsepa Dr.Web
AOJKEH NOSABUTLCS HOBbIN Parin 6asbl database.sqglite.

2.2. Mpwn ncnonb3oBaHWK BHewHel b/l: npowv3seanTte ounctky b/l mpu nomowm ckpunta
clean.sqgl, pacnonoOXeHHOro B KaTtanore etc Kartasora ycraHoeku Cepsepa.

3. VIMnopTupynte 13 COOTBETCTBYIOLLErO Garina pe3epBHOM KOMUK coaep>XumMoe 6asbl AaHHbIX.
CTpoka nMmnopTa BbIrNSAANT MPUMEPHO Tak:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all importdb "<nyme_k_63kan_gpaiiny>\database.gz"

[laHHas KOMaHza Toxe A0J/XHa bbiTb HabpaHa B OZHY CTPOKY. B npumMepe nogpasymeBaetcs,
yto CepBep ycTaHOB/EH B KaTanore C: \Program Files\DrWeb Server.

4. 3anyctute cnyxxby Cepsepa Dr.Web.

Ana OC cemencrea UNIX
1. OctaHoBuTe CepBep Dr.Web (ecan oH 3anyLueH):

e ana OC Linux 1 OC Solaris:

/etc/init.d/drwcsd stop

e ana OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh stop
2. Ypanute dann 6a3bl gaHHbIX database.sqglite U3 cnegyrowen AMPEKTOPUM KaTanora ycra-
Hoskun Cepsepa Dr.Web:
e ana OC Linux n OC Solaris: /var/opt/drwcs/
o ana OC FreeBSD: /var/drwcs/
@ |_|pl/l NCMOIb30BAHUN BHeELLHEeN BA €e O4YuCTtka ocywecTeaderca C NOMOLLbHO CKpunTa
: clean.sqgl, paCnoO/OXEHHOrO B KaTanore:

e ana OC Linux n OC Solaris: /var/opt/drwcs/etc

e 15 OC FreeBSD: /var/drwcs/etc

3. NHunumanunsunpyiite 6asy aaHHbix CepBepa. [15 3TOro cay>kuT ciegyrolias KoMaHaa:

e ana OC Linux 1 OC Solaris:

MpunoxeHuns
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/etc/init.d/drwcsd initdb

e 115 OC FreeBSD:

/usr/local/etc/rc.d/drwecsd.sh initdb

Mocne BbINOAHEHMWS 3TOM KOMaHZAbl B narnke var KaTtanora ycraHoBku Cepsepa Dr.Web pon-
>KEH MOABUTLCA HOBbIA dain 6a3bl database.sglite.

NmnopTtupyiite 13 cootBeTcTBYOWEro daina pe3epBHON KOMUK COAep>XKMMOe 6asbl AaHHbIX.
CTpoka umnopTa BbIFSANT NPYMEPHO Tak:

e a4 OC Linux 1 OC Solaris:
/etc/init.d/drwcsd importdb "<nyme_k_63kan_galiny>/database.gz"
e 115 OC FreeBSD:
/usr/local/etc/rc.d/drwcsd.sh importdb "<nyme_k_63kan_cpaliny>/database.gz"

® 1171 OCTaJ/ibHbIX NMOAgAEPXNMBAEMbIX Bepcmﬁ:

bin/drwcsd -var-root=./var -verbosity=all -log=logfile.log importdb
"<nyme_k_63kan_galiny>/database.gz"

. 3anyctute Cepsep Dr.Web.

e a4 OC Linux 1 OC Solaris:

/etc/init.d/drwcsd start

e 115 OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh start

@ Ecan npwu 3anycke ckpunta CepBepa Tpe6yETCﬂ 3a4aTb NapamMmeTpbl (Hanpvlmep, YKa3aTb KaTta-
J10r yCTaHOBKU CepBepa n T.I'I.), M3MEHEHUNE COOTBETCTBYHOLLUNX 3HAYeHW npon3BoAnNTCA B
CTapTOBOM CKpUNTE:

e ans OC FreeBSD: /usr/local/etc/rc.d/drwcsd. sh;

e ans OC Linux n OC Solaris: /etc/init.d/drwcsd.

Ecan TpebyeTcs M3MeHUTb YypoBeHb MOAPOBHOCTM XypHana CepBepa, 4/ 3TOro UCMOoJb3yliTe
dann local.conf:

e ana OC Linux n OC Solaris: /var/opt/drwcs/etc/local.conf;

e ans OC FreeBSD: /var/drwcs/etc/local.conf.

Ecnv kakne-nnbo AreHTbl 6bINN YCTaHOB/IEHbI MOCAE CO34aHWUA NOCAEAHEN PE3EPBHON KOMUK,
OHW He CMOryT noakArunTbca K CepBepy nMocae BOCCTaHOB/IEHWA 6a3bl JaHHbIX U3 3TOW pe-
3epBHOM KOMUW. Takme CTaHUUM MOXHO AMCTAHLIMOHHO MepeBecT B PEXMM HOBMYKOB. B
pa3szene AgmMmuHuctpupoBaHme — KoHdurypaunsa CepBepa Dr.Web Ha Bknazke O6uwme

MpunoxeHuns
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yctaHoBuTe dnar MepeBoAUTb HeaBTOPM3OBaHHbIX B HOBUUKW. B BbiMmajatowiem crnucke
Pe>kum perucrpaumm HOBUMUKOB BbibeprTe BapnaHT ABTOMaTUUecku paspeluatb AOCTYyn.
HaxxmunTe CoxpaHutb 1 nepesarpy3unte Cepsep.

Mocne TOro, Kak BCe CTaHUWMW Gaaromosy4yHo moakatoyatcs K HoBomy CepBepy, M3MeHWTe
JaHHble HacTpolikm CepBepa, Ha HaCTPOWKM, NMPUHATbIE B COOTBETCTBUMN C MOJAUTLKOM Ballew
KOMMaHuw.

Mocne BoccTaHOBAeHMsi 6a3bl pekomeHayeTcs moakaounTbcs Kk CepBepy uepes LleHTp
ynpaBneHwus, OTKPbITb pasges AAMUHUCTPUpoBaHue — lMaaHupoBWMK 3agaHuii CepBepa
Dr.Web v npoBeputb B HeM Hanauuve 3ajaHns PesepBHOe KONMpoOBaHMEe KPUTUYHBIX AaH-
HbIX cepBepa. Ecin Takoe 3agaHvie OTCYTCTBYET, pEKOMEHAYETCS €ro Co34aThb.

MpunoxeHuns
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O6HoBNeHue AreHTOB Ha cepBepax JIBC

Mpu obHOBNAEHWUM AreHTOB, YCTaHOBJEHHbIX Ha cepBepax JIBC, MoryT 6biTb HeXenatesbHbl ne-
pesarpysku CTaHUWi uam octaHoBbl ceteBoro MO, paboTatoLero Ha Takmx CTaHLMSAX.

Bo m3bexaHune QyHKLMOHaNBLHOrO MPOCTON CTaHLUMK, BbIMOAHAKOWMX BaxHble ¢yHKkumn JIBC,
npeasiaraeTca CaeAyroLnin pexxum 0bHOBAeHNs AreHTOB 1 aHTUBUPYCHOro MO:

1. B pacnucanmnm CepBepa M3MeHWTb CTaHAapPTHblE 3aAaHna AN OOHOBIEHMA BCEX KOMMOHEHTOB
Ha ObHOBJ/IEHME TOIbKO BMPYCHbIX 6a3.

2. Co3paTtb HOBOE 33aZlaHNe Ha OBHOBNEHME BCEX KOMMOHEHTOB B YyA406HOEe Bpems, Korga 310 He
CKaXkeTca KpuTnyeckn Ha pabote cepsepos JIBC.

Co3paHve n pesakTMpoBaHue 3agaHuin B pacnvcaHmm CepBepa npvBeseHo B PykoBoacTBe
agMuHUCTpaTopa n. Hactpoika pacnucaHua Cepeepa Dr.Web.

ilf Ha cepBepbl, BbINOAHAIOLLME BaXHble ceTeBble QYHKLMN (JOMEH-KOHTPOJIIePbI, CepBepa pas-

Jauyv JNLEH3NA U T.4.), HE PEKOMEHAYeTCs yCTaHaBAMBaTb KOMMOHeHTbl SplDer Gate, SplDer

Mail n bpaHagmaysp Dr.Web Bo n3bexaHve BO3MOXHbIX KOHOJINKTOB CETEBLIX CEPBUCOB Y
BHYTPEHHWX KOMMOHEHTOB aHTUBMpYca Dr.Web.

MpunoxeHuns
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BocctaHoBseHMe naponasa agMmmHuctpatopa Dr.Web Enterprise
Security Suite

B cnyyae, ecnv naponb agMmuHucTpatopa ansa goctyna k Cepsepy Dr.Web 6bin yTepsH, cyLuecTBy-
eT BO3MOXHOCTb €ro NpocMoTpa MM U3MEHeHWA C UCMOoJIb30BaHNEM MPAMOro JocTyna K 6ase
AaHHbIx CepBepa:

a) Mpu ncnonb3oBaHUW BCTPOEHHOM 6a3bl A8 NPOCMOTPaA U CMeHbl Napons agMUHUCTpaTopa

ncrnonb3yetca ytmamta drwidbsh, Bxoaawas B anctpubytme Cepsepa (cm. n. H5. YTmuawuta

aJAMVWHUCTPUPOBaHWA BCTPOEHHOW Ha3bl AaHHbIX).

b) Ana BHewHeln b/l ncnonb3yrte COOTBETCTBYHOLWMI SQl-KNANEHT.

@ MapameTpbl YYETHbIX 3aMMcer afMUHUCTPATOPOB XPaHATCA B Tabanue admins.

Mpumepbl ncnonbsoBauua ytuamtbl drwidbsh

1. 3anyctute ytanty drwidbsh3 ¢ ykasaHvem nytu go dparina b

e ins BcTpoeHHou b/ nog OC Linux:

/opt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sqglite

e ins BctpoeHHou b/ nog OC Windows:
"C:\Program Files\DrWeb Server\bin\drwidbsh3" "C:\Program Files\DrWeb

Server\var\database.sqglite"

@ Ecam vcnonb3yetcs BCTpoeHHas 6a3a AaHHbIX ctaporo ¢dopmata IntDB, Hanpumep, B caydae
: o6bHoBneHus CepBepa € Bepcun 6, To Ms Ha3bl ZaHHbIX MO yMoAYaHuto — dbinternal . dbs,
a yTuauta A1 ynpaesieHuns 6a3oi gaHHbIX — drwidbsh.

2. [lna npocMOoTpa BCEX AaHHbIX, XPaHALLMXCA B Tabanue admins, BbIMOAHUTE KOMaHAY:

select * from admins;

w

. [Ana npocMoTpa MMeH 1 Naposier AN BCEX YYETHbIX 3anncen agMUHUCTPATOPOB BbIMOJHUTE
KOMaHzy:

select login,password from admins;

»

Pe3synbtat Ana BapmaHTa, KOrja CyLecTByeT TO/bKO OfHa y4YeTHas 3anncb ¢ UMeHeM admin w
y Hee napoJib root, MPMUBELEH Ha CKPUHLLOTE:

sglite> select login,password from admins;

admin|root

sglite=

5. [na n3MeHeHus Naposs UCNoAb3ynTe KOMaHAy update. [puMep KOMaHAbl, U3MEHSOLLEN Na-
POJIb OT YUYEeTHOWM 3anncK admin Ha gwerty:
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update admins set password='gwerty' where login='admin';
6. ,ﬂ,)’lﬂ BbIXO4a M3 YTUANTbI BbINONHUTE KOMaHAY:

.exit

OnwucaHune paboTbl yTnanTbl drwidbsh NpuBeseHO B NpuUaoXeHUn H6. YTuanta agmMruHUCTpUpPO-
BaHMsA BCTPOEHHOW 6a3bl AaHHbIX.

MpunoxeHuns
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Ucnonb3oBaHne DFS npu ycraHoBke AreHTta uepes Active
Directory

Mpu yctaHoBke AreHTa Dr.Web uepes Active Directory BO3MOXHO MCNOAb30BaHMe cay>bbl pac-
npeaeneHHoun pannosoin cuctemsl (DFS).

[JaHHbIn noaxon MoxeT 6biTb yaobeH, Hanpumep, Npy Haanummn B JIBC Heckonbknx KOHTpoie-
POB JOMeHa.

anI YCTaHOBKE B Ce€TU C HECKOJ/IbKMMW KOHTpOJIJZiIepaMu AOMeHa:

1. Ha kaXxaoM 13 KOHTPOJIEPOB AOMEHa CO34aTh MO KaTajaory C O4NHAKOBbIM UMEHEM.
2. Mpw nomouwm DSF 06beanHNTL CO34aHHbIE KaTanorn B OANH KOPHEBOW LIeNEeBOM KaTasor.

3. OcyLecTBUTb aAMWHUCTPATMBHYIO YCTaHOBKY MakeTa * .msi B CO34aHHbIN LleNeBOW KaTanor
(cm. PykoBoacTBO No ycraHoBKe, M. YcraHoBka AreHta Dr.\Web ¢ ncnosbsoBaHvem cay>xOebl
Active Directory).

4. TlonyyeHHbIN LieneBor KaTaaor MCNOAb30BaTh MPU Ha3Ha4YeHUW naketa B peAakTtope obbek-
TOB rPYMNMOBOWN MOANTUKMN.

Mpwn 3TOM MCNoab30BaTh ceTeBoe UMs BUAa: \ \ <domain>\ <folder>

rae: <domain> — nmsa aoMeHa, <folder> — Ha3BaHWe LLeNeBOro KaTanora.

MpunoxeHuns
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BoccTaHOBJ/IeHMe aHTUBUPYCHOM ceTu nocse otkasa CepBepa
Dr.Web

B cnyuae datanbHoro otkaza Cepsepa Dr.Web pekomeHzayeTcs BOCNONb30BaThCA NPUBEAEHHbI-
MW Npouesypamun Ans BOCCTaHOBEHUS paboToCnocOBHOCTN aHTMBUPYCHOW ceTn 6e3 nepeycTa-
HOBKW AreHTOB Ha CTaHLUAX.

@ MoppasymeBaetcs, uto HoBbIN CepBep Dr.Web 6yaeT ycTaHOBAEH Ha KOMMbHOTEPE C TEM XKe
/" |P-aapecom 1 DNS-umeHem.

BoccTtaHOoBsIeHUE Npu Haamuum pesepBHou konun CepBepa Dr.Web

B npouecce pabotbl Cepep Dr.Web perynspHo coxpaHsieT pe3epBHble KOMUM BaxKHON MHPOp-
MaLMW: TNLEH3NOHHbIX KAHOYen, COAeP>KMMOro 6a3bl AaHHbIX, 3aKpbITOrO Kako4a LWndpoBaHMS,
KoHburypauum Cepsepa v LleHTpa ynpasaeHus.

Pe3epBHb|e KOMMM COXPaHAKTCA B CIeAYHOLWMX KaTaaorax:

e a1 OC Windows: \var\Backup (OTHOCUTENbHO KaTanora yctaHoBku CepBepa)
e ana OC Linux v OC Solaris: /var/opt/drwcs/backup
e 115 OC FreeBSD: /var/drwcs/backup

Ans BbINONHEHWs GYHKLUWM pe3epBHOTO KOMMPOBaHUA B pacnvcaHve CepBepa BKAKOUEHO exe-
AHeBHOe 3asaHwve. Ecm Takoe 3afaHve B pacnuncaHnm oTCyTCTBYeT, PeKOMEHAYEeTCs CO34aTh ero.

Bce painbl U3 pe3epBHOM KOMUK, KPOMeE COAEP>XKMMOTo 6asbl JaHHbIX, FOTOBbI K MCMOJ/Ib30BaHWIO.
Pe3epBHas konus 6a3bl JaHHbIX cOXpaHaeTca B popmaTe . gz, COBMECTUMOM C gzip U APYrumu
apxvBaTtopamu. Cogepxxmmoe 6a3bl JaHHbIX MOXHO MMMOPTUPOBAThL U3 Pe3epBHON KOMWUK B pa-
6ouyto 6a3y paHHbIx CepBepa Mpu NMOMOLWM KOMaHAbl importdb U TakMMm 0bpa3om BOCCTaHO-
BUTb JJaHHbIe.

| , AnaBocctaHoBNEHUs 6a3bl AaHHbIX TakXKe MOXKET UCMO/Ib30BaTbCA Pe3epBHas KOMus, Co3AaH-
Has aZMUHUCTPATOPOM BpPY4YHyto yepe3 LleHTp ynpaBneHus B passene AAMUHUCTpUpPOBa-
Hue — YnpaBneHue 6a3oil AaHHbIX — IKCMAOPT (TONLKO ANA peXunmMa DKCMOPTMPOBaTb
BClo 6a3y AaHHbIX). OfHaKo, NPV 3TOM pe3epBHas KoMnusa coxpaHsaeTca B popmate xml, n ana
MMMopTa HeOBXOAMMO NCMONBL30BaTh KOMaHAy xmlimportdb.

Takxe pekomeHAyeTca XpaHUTb Ha apyrom K co3saBaemMble pe3epBHble KOMUU N Apyrne Bax-
Hble Ans Bac dannbl. Takum 0b6pa3om, Bbl CModxKeTe n3bexxaTb NoTepU AaHHbIX NPWY NOBPEXAEHUN
MK, Ha koTopoMm ycTtaHoBaeH Cepsep Dr.Web, n nonHOCTbIO BOCCTAaHOBUTL AaHHble U GYHKLMO-
HanbHoCTb CepBepa. B cnyyae yTpaThl IMLIEH3MOHHbIX K/IHOYEN MX MOXHO 3anpoCuTb 3aHOBO, Kak
yKkasaHo B PykoBoacTBe agmMuHUCTpaTopa, n. JlvLueH3npoBaHue.

MpunoxeHuns
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B cnyuae, ecnm nocne otkasa CepBepa coxpaHuaacbh pesepBHas Konusa AaHHbix CepBepa,
BbINOJIHUTE C/IeAYIOLLYIO0 NpoLeaypy:

1.

BbibepuTe KOMMbIOTEP, HAa KOTOPLIA ByaeT ycTaHaBaMBaThcs HoBbl CepBep Dr.Web. V3o01u-
pynTe AaHHbIN KOMMbIOTEP OT paboTatoLwmx AreHTOB: OTKNHOUMTE ero OT CeTH, B KOTOPOU yCTa-
HOBJ/IEHbl AreHTbl, U BPEMEHHO M3MeHuTe ero IP-aapec, nan Bocnonb3ynTech Nt0bbIM Apy-
rMM Hanbonee yaobHbIM Ana BaC Cocobom.

YcraHoBuTe CepBep Dr.Web Toii e Bepcuu, uto n yTpayeHHblin CepBep (C y4yeToM BCex
npowussegeHHbix obHoBaeHuM 1O Cepsepa).

B cnyvae, ecam y Bac He COXpaHWACSA YCTaHOBOYHbIA AncTprbyTne CepBepa yTpaueHHON Bep-
CUK, MoXeTe 0bpaTUTbCA B CTYXOY TEXHWUYECKOWN MOAAEPXKKN AN MOayyveHusa anuctpubytnsa
HY>KHOW BEPCUW.

3. OcraHosuTe Cepsep.

Ana nonyyeHus OTKPbLITOrO Katoya WKPOBaHMA M3 Pe3epBHON KOMUWM 3aKpbITOrO Katoya
BOCMO/Ib3yNTeCh YTUAUTON drwsign, HaXoAAWeENCa B NoAkaTtanore \bin KaTasora yCTaHOBKM
Cepsepa:

drwsign extract [-private-key=<3akpbimbll_ka4y>] <OMKpeIMbll_KaH0Y>

B kauectBe <3GKpblmbl0_Kﬂl-O‘—l> n <OprblmblU_Kﬂl-O‘—l> YKa>XXnTte COOTBETCTBYHOLWME MYTK, NO
KOTOPbIM pPacnono>XeH BaKprTbIVI KAKY, a TakxXe Kyaa cnejgyetr pasMecTtUTb COBAaHHbIVI
OTKprTbIVI KJIHO4.

3ameHnTe KPUTNU4HbIE JaHHbIE CepBepa Ha AaHHbIE, NONyYEHHbIE N3 pe3epBH0|7| Konmu:

OnepaunoH-  OTKpbITbIA KAKOU WndpoBaHUA KoHdurypaumoHHbie

HaA cuctema daiinbi

Windows Installer v webmin\install B KaTtanore ycra- ... g katanore yCTaHOBKM
Hoskun CepBepa Cepsepa

Linux /opt/drwcs/Installer/ /var/opt/drwcs/etc
M /opt/drwcs/webmin/install

FreeBSD /usr/local/drwcs/Installer/ /var/drwcs/etc
M /usr/local/drwcs/webmin/install

Solaris /opt/drwcs/Installer/ /var/drwcs/etc

M /opt/drwcs/webmin/install

6. Hactpoiite 6a3y faHHbIX.

a) BHelwHsAa 6a3a gaHHbIX:

[lanbHenwmnx AeUCTBUIN NO MOAKAOUEeHMIO 6a3bl AaHHbiX kK CepBepy He Tpebyetcsa (npwm
YCNOBUW, YTO COXpaHeH KoHbUrypaumnoHHbii dann Cepsepa).

Ecan Bepcmsa CepBepa, yCTaHOBAEHHas M3 MOCaefHMX OBHOBAEHWW, HOBee Bepcuun yTpa-
yeHHoro CepBepa, npov3BeanTe OH6HOBAEHME BHeLWHeW 6a3bl JaHHbBIX NPU MOMOLUU KO-
MaHAbl upgradedb:

o ana OC Windows:

MpunoxeHuns
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"C:\Program Files\DrWeb Server\bin\drwcsd.exe" upgradedb

o ana OC Linux n OC Solaris:

/etc/init.d/drwcsd upgradedb

o ana OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh upgradedb

PesepBHas konua 6a3bl JaHHbIX BHELIHEN NN BCTPOEHHOW:

Mpwn ncnonb3oBaHWW BHellHelr 6a3bl AaHHbIX NpPeABapUTENbHO NPOU3BEANTE ee OUMCTKY
npwv NOMOLM cKpunTa clean.sgl, PacCNoOAOXEHHOrO B KaTasore etc KaTasora yCTaHOBKM
Cepsepa.

MMmnopTtupyiTte 6a3y faHHbIX U3 COOTBETCTBYHOLLErO daina pe3epBHON KOMUU MpU NOMO-
WY KOMaHAbl importdb:

e ana OC Windows:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all importdb "<nyme_k_63kan_gpaliny>\database.gz"
e ana OC Linux n OC Solaris:

/etc/init.d/drwcsd importdb "<nyme_k_63kan_galiny>/database.gz"
e ana OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh importdb "<nyme_k_63kan._-
¢aliny>/database.gz"

ilt Ha Bce 3ameHeHHble dainbl CepBepa HEOHXOANMO YCTaHOBUTb T€ XXe CUCTEMHbIE MpaBa, uTo

6b1M BblIbpaHbl Npy NpeaplayLer (yTpayeHHon) yctaHoske CepBepa.

[Ana OC cemerictBa UNIX: rw and drwes :drwcs.

7. 3anyctute Cepsep.

8. B pa3gene AaMmuHncTpupoBaHmne — MeHepaykep /IMLLEH3MIA NPOBEPbLTE, YTO NNLEH3NOHHbIV
K104, KOTOPbIN XpaHWACSA B pe3epBHOMN KONuK 6a3bl aHHbIX, BCe ele akTyaseH. B npoTnBHOM
cnyyae (HanpvMep, ecan pesepBHasa Konua 6asbl JaHHbIX CO3jaBanachk C MpejblayLiein Bepcu-
el IMLLeH3MOHHOTO K/KoYa YCTapeBLUEero Ha JaHHbli MOMEHT) BOCCTaHOBUTE NMOCNEAHIOO Bep-
cnto Kntova (cMm. PykoBoacTtBo agMUHUCTpaTtopa, n. JIvLeH3npoBaHme) U pacnpocTpaHuTe
ero Ha COOTBETCTBYIOLLME rPynMbl, B YaCTHOCTW Ha rpynny Everyone.

9. O6HoBUTE peno3uTopuni yctaHoBaeHHoro Cepsepa ¢ BCO:

a)

Otkpovite pa3gen LeHTpa ynpaBneHvs AgMuUHUCTpupoBaHue — CocTosiHMe penosuTo-
pus.

MpunoxeHuns
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b) Haxxmute kHonky MpoBeputb O6HOBNAEHMA 1A NMPOBEPKM HaMumMa OOHOBAEHUM BCeEX
npoayktos Ha BCO u 3arpy3ku nmetoLmxcs obHoBAeHMI ¢ cepBepoB BCO.

10.Mpw Hannumm HoBebix Bepcui MO CepBepa, Mpon3sBeanTe OOHOBAEHME A0 MOCAELHEN BEPCUM:

11

a) Otkpowte pa3gen LleHTpa ynpaBnaeHvs AgMmuHucTtpmpoBaHue — Cepsep Dr.Web.

b) [ns nepexoga Kk crnncky Bepcuii Cepepa HaxkmuTe Ha Tekyllyto Bepcuto Cepsepa v Ha
kHonky Cnucok Bepcuii. OTkpoeTcs pasgen O6HoBneHus CepBepa Dr.Web co cnvckom
AOCTYMNHbIX OBHOBNEHMI 1 pe3epBHbIx konui Cepsepa.

c) [na nepexopa k HoBow Bepcmmn CepBepa yCTaHOBWTE OMLMIO HAaNpPOTUB NOCAEAHEN BEPCUM
B cnuncke Bece Bepecnmn. Haxxmute kHornky CoxpaHUTb.

d) JoxanTech 3aBepLueHMs npoLecca obHoBneHns CepBepa.

.O6HoBMTe 6a3y faHHbIX A0 Bepcun ycTaHoBaeHHoro CepBepa MNpW MOMOLLM KOMaHAbI

upgradedb:
e ana OC Windows:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" upgradedb
e ana OC Linux n OC Solaris:

/etc/init.d/drwcsd upgradedb

e ana OC FreeBSD:

/usr/local/etc/rc.d/drwcsd.sh upgradedb

12.Y6eantecb B COXPaHHOCTM W aKTyalbHOCTW AaHHbIX, MONYYEHHbIX U3 pe3epBHOM Konun 6asbl

AaHHbIX: HACTPOEK AreHTOB, COCTOSAHWNA AepeBa aHTVIBVIpyCHOVI cetTm m T.n.

13.BocctaHoBuTe poctynHocTb CepBepa ans AreHToB, ncxoas n3 cnocoba msonsaumm Cepsepa,

BblGpaHHOro Ha Lware 1.

@ Ecnv kakne-nnbo AreHTbl ObINN YCTaHOB/IEHbI MOCAE CO34aHNA NMOCAEAHEN PE3EPBHON KOMUK,

: OHW He CMOryT noakarunTbca K CepBepy nMocae BOCCTaHOB/EHMA 6a3bl JaHHbIX U3 3TOW pe-
3epBHOM KOMUW. Takme CTaHUUM MOXHO AMCTAHLIMOHHO MepeBecT B PEXMM HOBMYKOB. B
pa3szene AgmMmuHuctpupoBaHme — KoHdurypaunsa CepBepa Dr.Web Ha Bknazke O6uwme
yctaHosuTe dnar MepeBoAUTbL HeaBTOPM3OBaHHbIX B HOBUUKW. B BbiMmajatowiem crnucke
Pe>kum perucrpaumm HOBUMUKOB BbibeprTe BapnaHT ABTOMaTUUeCcku paspeluatb AOCTYn.
HaxxmunTe CoxpaHuTb 1 nepesarpy3unte Cepsep.

Mocne Toro, Kak BCe CTaHUWMW Gaaromosy4yHo moakatoyatcs K HoBomy CepBepy, M3MeHWTe
JaHHble HacTpolikm CepBepa, Ha HaCTPOWKM, NMPUHATbIE B COOTBETCTBUMN C MOJAUTKOM Ballew
KOMMaHuw.

MpunoxeHuns
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BoccraHOoBN€eHUE NpU OTCYTCTBUM pe3epBHOI konum CepBepa
Dr.Web

B cnyuae, ecnm nocne otkasa CepBepa He COXPaHU/IOCb HUKAKUX pe3epBHbIX KOMWUW, Bbl-
NoNHUTE C/iefyOLLYIO NMPoLeaypy:

1.

Bbibepute KOMMbIOTEP, Ha KOTOpPLIA byaeT yctaHaBamBaTbca HoBbi Cepep Dr.Web. M3onn-
pyviTe AaHHbIA KOMMNbIOTEP OT paboTatoLmx AreHTOB: OTK/IKOUMTE ero oT CeTu, B KOTOPOW ycTa-
HOBJ/IEHbl AreHTbl, WM BPeMeHHO n3MeHuTe IP-agpec, nanm BoCnoab3ynTech 0ObIM ApYrnm
Havnbonee yaobHbIM ANs BaC Cnocobom.

YcraHoBuTe HoBbi CepBep Dr.Web.

B pa3zene AaMuHucTpnpoBaHme — MeHeayxep NLEH3UN J06aBbTe JIMLEH3NOHHbIN KHOY
OT npeablayluen yctaHoBkM CepBepa 1 pacnpoCTpaHUTe ero Ha COOTBETCTBYHOLLME TPYyMMbl, B
yacTHocTv Ha rpynny Everyone. Lllar ob6s3ateneH, ecam npu yctaHoske CepBepa He 6bin 3a-
AaH NNLLEH3NOHHbIN KR,

O6HoBMWTe peno3nTopuin yctaHoBaeHHoro Cepaepa ¢ BCO:

a) Otkpowte pa3gen LleHTpa ynpaBneHns AgmuHucrpupoBaHue — CocTtosiHue penosuto-
pwvs.

b) Haxxmute kHonky MpoBeputb O6HOBNAEHMA 1A NMPOBEPKM HaMuma OOHOBAEHUM BCeEX
npoayktos Ha BCO u 3arpy3ku nmetoLmxcs obHoBaeHMI ¢ cepeepoB BCO.

Mpwn Hannumm HoBbIx Bepcunin MO Cepeepa, npon3Beante 0OHOBAEHWE A0 NOCNEAHEN BEPCUML:
a) Otkpowte pa3gen LleHTpa ynpaBaeHvs AgMmuHucTtpupoBaHue — Cepsep Dr.Web.

b) [ns nepexosa Kk cnncky Bepcuii Cepepa HaxkmuTe Ha TekyLlyto Bepcuto Cepsepa Man Ha
kHonky Cnucok Bepcuii. OTkpoeTcs pasgen O6HoBneHus CepBepa Dr.Web co cnvckom
AOCTYMHbIX OBHOBNEHWI 1 pe3epBHbIx konui Cepsepa.

c) [na nepexopa k HoBow Bepcmmn CepBepa yCTaHOBWTE OMLMIO HAaNpPOTUB NOCAEAHEN BEPCUM
B cnuncke Bece Bepecnmn. Haxxmute kHornky CoxpaHUTb.

d) JoxaunTech 3aBepLueHuns npouecca obHoBneHnsa Cepaepa.

3meHnTe HacTpOVKM NOAKNKOYEHWA CTaHLMIW B KOHOUrypaumumn Cepsepa:

a) Otkpowte pasgen AamuHuctpupoBaHue — KoHdurypauus Cepsepa Dr.Web.

b) Ha Bknagke O6wme yctaHoBuTe dpnar MepeBoanTb HEaBTOPU30BaHHbIX B HOBUUKM.

c) Ha Bknazke O6wume B Bbinagatollem crnivcke Pexxmm perncrpaumm HOBUUKOB BbibepuTte
BapuaHT ABTOMaTMUeCKu paspeluaTb AOCTyn.

d) Haxmute CoxpaHutb 1 nepesarpysmnte Cepaep.

B pasgene AHTUBUpYCHaa ceTb LleHTpa ynpaBaeHus co3gaiiTe nosb3oBaTesibCkne rpynnbl B
AlepeBe aHTVMBUPYCHOW CETU MO aHaaorMmn ¢ npegblaylien sepcveit. Mpu HeobxoanMoCT co-
3fanTe aBTOMaTM4eckne npaBuia YNEHCTBa A/ CTaHUMI B CO3JaHHbIX MOJb30BaTENbCKMX
rpynnax.

MNpn HeobX0AMMOCTI 3ajaunTe HacTPOnKkM AreHToB 1 HacTponkun CepBepa (KpoMe BPeMEHHbIX
HacTpoek 13 LWwara 6) No aHa/sorMK ¢ NpeaplAyLLen Bepcrei.
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9. MNpn HeobXOAMMOCTN M3MEHUTE HACTPOWKM peno3uTopusa B pasjene AAMUHUCTpUpOBaHUe
— [leTanbHaA KOHPUrypauma penosntTopms.

10.BocctaHoBuTe poctynHocTb CepBepa ans AreHToB, ncxoas n3 cnocoba msonsaumm Cepsepa,
BblOpaHHOro Ha ware 1.

11.3amMeHnTe OTKPLITBIN KAOY WNGPOBAHNA Ha BCEX CTaHUMAX CEeTW, KOTopble AOJ/KHbI OyayT
noAKAUNTLCA K HoBOMY CepBepy.

e [Tpy BKNHOYEHHOW CaMoO3aluuTe CKOMMUPYWTE Ha CTaHLMIO OTKPbITbIA KAHOY, CO3AaHHbIN Mpu
ycTtaHoBKe HoBoro CepBepa, 1 BbINOJHUTE CAeAYHOLLYIO KOMaHAy:

dwservice.exe -p <K/IH0OY>

nan

dwservice.exe --addpubkey=<k/iroy>

B kauecTBe <k/1H0Y> yKaxkute nyTb K CKOMMPOBAHHOMY OTKPbITOMY KUY WNdPOBaHMA.

B pe3ynbrate OTKpbITbIA KAtOY ByAeT CKONMPOBaH B KaTasor ycTaHoBKM AreHTa. o ymon-
YaHWIO 3TO KaTanor $ProgramFiles%\DrWeb (NnogpobHee cm. MpunoxeHne H3. AreHt
Dr.Web ans Windows ®).

e ECay Ha CTaHUWMM OTKIHOYEHA CamMO3allmMTa, MOXeTe B3ATb OTKprTbIVI KNHOY, CO3,£I,aHHbIIz npun
yCTaHOBKe HOBOIro CepBepa, N Pa3sMeCTUTb €ro B yKa3aHHbIVI BbllLE€ KaTasor.

12.Mocne TOro, Kak Bce CTaHUMM HaarononyyHo nogkatoyatca K HoBomy CepBepy, 3MeHUTe Ha-
ctpovikn CepBepa, 3alaHHble Ha Lare 5, Ha HaCTPOWKMW, MPUHATbIE B COOTBETCTBUM C MOANTU-
KON BalLen KOMMaHuu.
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F'naBa 4: YcTpaHeHMe Henonagok

FnaBa 4: YcTpaHeHue Henosaaok

AnarHocTuka npo6sem yaaneHHOW yCTaHOBKMU

MpuvHUMN ycTaHOBKM:

1.

Bpay3ep (pacwupeHmne LieHTpa ynpaBneHns 6e3onacHocTbro Dr.Web) noakntouaetca k pecyp-
cy ADMINS Ha yaaneHHou mawwuHe (\\<ydasneHHaa_mawuHa>\ADMINS\Temp) U Konupyet
dannbl MHcTannaTopa (drwinst.exe, drwcsd.pub), MyTU K KOTOPbIM yKasaHbl B LleHTpe
ynpaBieHus, B nanky \ \ <yddaseHHas_mawuHa>\ADMINS\ Temp.

MnaruH 3anyckaeTt ¢alin drwinst.exe Ha UCMONHEHWE Ha YAANIEHHOW MallMHe C KArYamuy,
COOTBETCTBYHOLLMMM HacTporikaMm B LleHTpe ynpaBaeHus.

Ana ycnewHon yctaHOBKU Heob6xoaMMoO, UTo6bl Ha MaluMHe, C KOTOPOWU NMPOUCXOAUT yCTa-
HOBKa:

1.

Bbin goctyneH pecypc ADMINS \ Temp Ha yAaJNeHHOW MalUnHe.
[OCTYNMHOCTb MOXHO MPOBEPUTH CeAyHOLW MM 06pa3om:

BBeauTte B agpecHyto CTPOKY NpuaoxeHna Windows Explorer:
\\ <ydaseHHaa_mawuHa>\ADMINS\ Temp

,ﬂ,OJ'I)KHO NnoABUTLCA NMpuUrnalleHre Ha BBOA NMONAb30OBaTENA M NapOosd ANA OCTyNa K 3TOMY pe-
Cypcy. BBeAl/ITe YYETHbIE AaHHbIE, KOTOPbIE 6binn YKa3aHbl Ha CTpaHuUue NHCTanaaumn.

Pecypc ADMINS\Temp MOXET ObITb HEAOCTYNEH MO CNEAYIOWUM NPUUYNHAM:
a) ydyeTHas 3anucb He VMeeT NpaB ajgMUHUCTPATOPa;
b) MalwuHa OTK/IOUEHA NN MEXCETEBOW 3KpaH B0KMpyeT AOCTyN K NopTy 445;

C) OrpaHW4YeHuns yaaneHHoro Joctyna K pecypcy ADMINS\Temp Ha OC Windows Vista v Bbi-
e B C/lyyae, eC/iv OHU He BXOAAT B AOMEH;

d) OTCYTCTBYET BAajeiel, nankn nam HeAoCTaTOYHO MNpaB Ha nanky y noJib3oBatena Uin rpyn-
nbl.

2. bbin goctyn k darinam drwinst.exe U drwcsd. pub.

B LleHTpe ynpaBneHuns otobpaxkaeTcs pacwumpeHHasa nHdopmauma (3tan n Koz owmnbkm), nomo-
rarowas 4MarHoCTMpoBaTh NPUUYNHY OLLMOKW.

Cnuncok yacTo BCTpeyarowmxca owmnbok

dran Koa owimnbku MpuunHa
Mposepka Kop- 3TOT xocT HemnssecTeH (11001) He yaanocb npeobpazosate DNS-ums ma-
peKTHOCTN  ajpe- WKHbI B agpec. Takoro DNS-nmeHun He cy-
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coB yAaneHHbIX
MaLmnH (1)

Mpoeepka goctyn-
HOCTW CeTeBbIX pe-
CypCOB Ha yaaneH-
HOW MaLunHe (2)

CoeaunHeHne
aAMUHUCTPATMB-
HbIM  pecypcom
ADMINS (1007)

MpoBepka cTaTtyca
3aBepLueHus pabo-
Tbl  MHCTanNAToOpa
(1009)

Kopa, owunbkn

MpowuzoLwna owmnbka onepauum Ha co-
KeTe, T.K. KOHEYHbI XOCT BbIKAHOUEH
(10064)

Ha yZaseHHOWN MaLluHe.

Cuctemoli obHapyKeHa nonbiTka Ha-
pyweHus 6e3onacHocTu. [poBepbTe
Hasvume JOCTyna K cepBepy, 4epes
KOTOpPbIN 6bla BbiMOAHEH BX0Z (1265).

Bxogs B cucteMy He npowv3BeseH: UMs
noJsib30BaTesiA UAM Napoib He OMO3Ha-
Hbl (1326).

CuHTakcnyeckas owunbka B UMEHU
darina, UMeHW nanku WM MeTke ToMa
(123).

F'naBa 4: YcTpaHeHMe Henonagok

MpuuuHa

LecTByeT, Mb60 HenpaBWIbHO HaCTPOeH
cepBep MMeH.

He poctynen 445 TCP-nopT Ha yAaneHHoOM
MalLlVHe, BO3MOXHble NMPUYMHbI:
e MallnHa OTKAOYEHa;

e MeXCeTEeBOW 3KpaH O70KMpyeT yKasaH-
HbIV NMOPT;

e Ha yAaneHHol malunHe yctaHoeneHa OC,
oTtanyHas ot OC Windows.

¢ Ha 3ToM 3Tane NpovcxoAnT COoeAnHEHVE C aMUHUCTPATMBHBIM PecypcoM ADMINS

e He HacCTpoeHa Mojenb COBMeCTHOro 40-
CTyna u 6e30MnacHOCTH Ana NOKaNbHbIX
Y4YeTHbIX 3anucen.

e He poctyneH cepBep
(KOHTpOINEp fAOMeHa)

aBTopusaumnn

HeunsBecTHbIN nosib3oBaTeslb WAN HeBep-
HbI Mapoib.

He cywectByetr pecypc ADMINS Ha yaa-
NIEHHOWN MallUUHe.

Ha 3ToMm 3Tane npoucxoAnT NpoBepka pesybTata paboTbl MHCTaNNSTOpPA.

HeunsBecTtHas owwmbka (2).

ATEeHT yXe YCTaHOBJIEH, WHCTaANALMS
He TpebyeTcs (4).

HapyweHune npoTtokona (6).

Obpatntech B Cy>KOy TEXHMUYECKOW MOA-
Lep>KKM KomnaHum «loktop Beb».

Ha paHHOM MawuvHe AreHT yXe yCTaHOB-
NeH, anmbo Obln HEeKOPPEKTHO yzaneH (B
3TOM C/lyyae BOCMO/b3yNTeCh YTUAUTOM
drwebremover).

WHcTannatop (drwinst.exe) He COOTBET-
ctByeT Bepcum CepBepa. Ybeautecb, 4To
WHCTaNNATOP MOAYYeH M3 MakeTa yCTaHOB-
kn CepBepa.
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Kopa, owunbkn

Ownbka nHuunanmzaumm REXX (7).

Tanm-ayT coeanHeHuns ¢ Cepaepom (8).

HeobxoamMMo nepesarpysuTtb CUCTEMY,
yTOObI 3aBEpPLUNTb MpeabiayLlyto Je-
MHcTannauuto (9).

F'naBa 4: YcTpaHeHMe Henonagok

MpuuuHa
CuctemHas owmbka. ObpaTtutech B Cay>by
TEXHMYECKON  MOAAEP>XKM  KOMMaHUK

«/lokTop Beb».

Cepsep Dr.Web HespocTyrneH ¢ yaaneHHoW
MaLLUUHbI.

Mepe3arpysvTte MallVHy AN 3aBeplueHus
npouecca npeablayLen AenHcTanisumnm.
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F'naBa 4: YcTpaHeHMe Henonagok

TexHnueckana nogaepikka

MNpwn BO3HMKHOBEHUWN MPO6aemM C yCTaHOBKOW MM paboTor NpoAyKTOB KOMMaHUK, Npexae Yem
obpaLaTbCa 3a MOMOLLBIO B CNY>XOY TEXHUYECKON NOAAEPKKM, MONPOBYINTe HAaNTK pelueHme cne-
Ayrownmmn cnocobamm:

e O3HAaKOMbTeCb C MOCAEAHVMW BEPCUAMU  OMUCAHWN U PYKOBOACTB MO  agpecy
https://download.drweb.ru/doc/;

e npouunTante pasgen yacTo 3a/laBaeMbix BOMPOCOB no aapecy
http://support.drweb.ru/show faq/;

e nocetute Gopymbl KomnaHmm «Joktop Beb» no agpecy http://forum.drweb.com/.

Ecav nocne 3Toro He yaanoch pewwmnTb Npobaemy, Bbl MOXeTe BOCMOAb30BaTbCA OAHUM U3 Caesy-
FOLLMX CNocoboB, UTODObLI CBA3ATHCA CO CYXXKOON TEXHMUYECKOW MOAAEPXKKN KOMMaHuW «[okTop
Beb»:

e 3anosHuTe Be6-GopMy B COOTBETCTBYHOLLLEW cekLn pa3aena http://support.drweb.ru/;

e no3BoHuUTe no TenedpoHy B Mockse: +7 (495) 789-45-86 nam no becnaaTHOW NNMHUN ANs BCEW
Poccnn: 8-800-333-7932.

NHpopmaLmio 0 permoHanbHbIx NpeACTaBUTeNbCTBAX M opucax komnaHum «loktop Beb6» Bbl Mo-
XeTe HalTn Ha odurLManbHOM canTe no agpecy http://company.drweb.ru/contacts/offices/.
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