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FnaBa 1: Dr.Web Enterprise Security Suite

1.1. BBeaeHue

1.1.1. Ha3HaueHne gokymeHTa

B nokyMeHTaumm agMUHUCTPaTOpa aHTUBMpYcHoM cetn Dr.\Web Enterprise Security Suite
npuBeAeHbl CBEAEHMA, OMKMCbIBatOLLMeE KaK ObLme NPUHLMMBI, TaK U AeTanun peaansauum
KOMMEKCHOW aHTUBUPYCHOW 3aLUMTbl KOMMbHOTEPOB KOMMaHWK ¢ nomoupto Dr.Web
Enterprise Security Suite.

[lokymMeHTaLmns aiMUHUCTPATOPa aHTUBMPYCHOW CETU COCTOUT U3 CIeAYHOLLMX OCHOBHbIX
yacren:

1. PykoBogcTBO no ycraHoBKe (haiin drweb-11.0-esuite-install-manual-ru.pdf)

ByaeT none3Ho pykoBOAMTENHO OpraHu3aL M, NPUHUMatOLWEMY peLLleHne O NpuobpeTeHmm
W YCTAaHOBKE CUCTeMbl KOMMAEKCHOW aHTUBUPYCHOW 3aLUmThI.

B pykoBOACTBe MO yCTaHOBKE OMMCaH NPOLECC CO34aHNA aHTUBMPYCHOMN CETU M YCTaHOBKM
€€ OCHOBHbIX KOMMOHEHTOB.

2. PykoBopcTBO agmuHuctpatopa (painn drweb-11.0-esuite-admin-manual-ru.pdf)

AApecoBaHO aOMUHUCMPAMOopy aHMUBUPYCHOU cemu — COTPYAHUKY OpraHunsaLmm,
KOTOPOMY NMOPYYEHO PYKOBOACTBO aHTUBUPYCHOW 3aLLUMTON KOMMNbIOTEPOB (paboumx
CTaHLWW 1 CEepBEPOB) 3TOWN CETU.

AAMUHNCTPATOP aHTMBUPYCHOWN CeTU JOKeH 0bnasaTb MOJHOMOUMAMWN CUCTEMHOTO
aAMUHUCTPaTOpPa UAU COTPYAHMYATL C aAMUHUCTPATOPOM NIOKaNIbHOW ceTu, bbiTb
KOMMETEeHTHbIM B BOMPOCax CTpaTerMm aHTMBMPYCHOW 3aLUmThbl U AeTaNbHO 3HaTb
aHTMBUPYCHble nakeTol Dr.Web ans Bcex ncnonb3yembix B C€TM OnepaLMOHHbIX CUCTEM.

3. NpunoxkeHus (dan drweb-11.0-esuite-appendices-ru.pdf)

Copep>kaT TEXHMYECKYH MHPOPMaLIMIO, ONMNCbIBAOLLYHO MapaMeTpbl HaCTPOMKM
KOMMOHEHTOB AHTUBMPYCA, @ TakKe CUHTAKCUC U 3HAUEHWUS MHCTPYKLUIA, NCMONb3yeMbIX
npw pabote ¢ HUMW.

| Mexxay nepeuncneHHbIMN Bbille AOKYMEHTaMW NMPUCYTCTBYHOT NepeKkpecTHble ccbiiku. Mpu

& 3arpyske AOKYMEHTOB Ha /I0KaJIbHbIN KOMMbIOTEP, NepeKpecTHble CCblakn byayT
bYHKUMOHMPOBaTb TOAbKO B TOM C/lyYae, eC/iv OKYMEHTbl PacrooXeHbl B OAHOM KaTtasore
W MetOT M3HauaibHble Ha3BaHWs.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 1: Dr.Web Enterprise Security Suite

Takke AONONHNUTENbHO NOCTaBAAOTCA Ciedyrouine PyKOBOACTBaZ

1.

MHCTPYKIJ,VIH no pasBepTrbiBaHUIO aHTVIBVIpyCHOFI cetmn

Cozep>XunT KpaTKyto MHOPMALMIO MO YCTaHOBKE 1 NepBOHaYaNbHOM HAaCTpolike
KOMMOHEHTOB aHTUBMPYCHOM ceTW. 3a NoapobHoM MHPopMaLmeln obpallantech K
AOKYMEHTaLMM agMUHUCTpaTopa.

PykoBoacTBa no ynpaB/ieHMIO CTaHLUAMMU

Copep>xaT MHGOPMaLMIO O LEHTPAIM30BAHHOW HACTPOKE KOMMOHEHTOB aHTUBUPYCHOTO
MO pabounx CTaHUMR, OCYLLECTBASEMOW aAMUHNCTPATOPOM aHTUBUPYCHOW CETU Yepes
LleHTp ynpaBneHuns 6e3zonacHocTtbto Dr.Web.

PYKOBOACTBa noJsib3oBaTtensa

Copep><at MHbOPMaLMIO O HAacTPOlike aHTUBUPYCHOTO pelleHns Dr.Web, ocyuectBasemon
HenmoCpeACTBEHHO Ha 3alMLLAEMbIX CTAHLMAX.

Bce nepeuncneHHble PykoBoACTBa MOCTAaBAAOTCA B TOM Unc/ie B cocTaBe npoaykta Dr\Web
Enterprise Security Suite n MOryT 6biTb OTKpPbITbI Yepe3 LieHTp yrnpaBaeHns 6€30nacHOCTbIO
Dr.Web.

Mepes npouTeHVEM AOKYMEHTOB y6eanTeCh, YTO 3TO MOCAeAHAN BEPCUA COOTBETCTBYHOLLMX
PykoBOACTB AN Balleln Bepcum npoaykTta. PykoBoacTBa MOCTOAHHO OOHOBAAIOTCA, U
NOCNEeAHION UX BEPCUIO MOXHO HaT1 Ha oduLmManbHOM Beb-calite koMnaHumn «/Jjoktop Beb»

no agpecy https://download.drweb.com/doc/.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 1: Dr.Web Enterprise Security Suite

1.1.2. YcnoBHble 0603HaU€HUA N COKpaLLEHNS

YcnoBHble 0603HaueHus

B AAHHOM PYKOBOACTBE MCNONb3YHOTCA Ceayroume yCaOoBHbIE 0603HaueHus:

O603HaueHue

a
A

AHMuBUpycHas cemeo
<IP-address>

CoxpaHuTb

CTRL

C:\Windows\

MNpunoxexvie A

CokpaweHusn

KommeHTapwuii

BaxxHoe 3ameuaHme Man ykasaHue.

MpeaynpexaeHne 0 BO3MOXHbIX OLINOOUHBIX CUTyaLMAX, @ Takke BadKHbIX
MOMeHTaX, Ha KoTopble cieayeT 06paTutb ocoboe BHUMaHMe.

HoBbIli TEPMUH WM aKLEHT Ha TePMUHE B OMMCAHUAX.

Mons ans 3aMeHbl GYHKLMOHAIbHBIX Ha3BaHUIA GaKTUUYECKUMU 3HaUEHUSMMU.

Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEH U APYriX 3N1€MEHTOB
MpOrpamMMHOro MHTEpdeica.

O603HaueHVa KnaBuLL K1aBuaTypbl.
HanmeHoBaHua ¢ainos 1 kaTanoros, pparMeHTbl MPOrPaMMHOro KoAa.

MepeKpecTHble CCbUIKM Ha rNaBbl JOKYMEHTa WA TMNEPCChIIKM Ha BHELLHME
pecypcbl.

B Tekcte PykoBoACTBa MOTYT ynoTpebasTbcs 6€3 paclumppoBKM CresytoLlie COKPaLLEHUS:

e ACL — cnucku koHTpons goctyna (Access Control List),

e CDN - cetb socTaBku koHTeHTa (Content Delivery Network),

DFS - pacnpegeneHHas ¢annosas cuctema (Distributed File System),

e DNS - cucrema gomeHHbIX UMeH (Domain Name System),

FQDN — nonHocTtbo onpegeneHHoe nmsa gomeHa (Fully Qualified Domain Name),

GUI - rpadunueckunini nonb3osatenbcknin nHtepdenc (Graphical User Interface), GUI-Bepcusa

nporpamMmMsbl — Bepcus, ncnoab3ytowlas cpeactsa GUI,

e MTU — MmakcMManbHbIM pa3mep nonesHoro 6aoka gaHHbix (Maximum Transmission Unit),

NAP — Network Access Protection,
TTL — Bpemsa xun3Hum naketa (Time To Live),
UDS — aomeHHbin cokeT UNIX (UNIX Domain Socket),

b, CYB/ - ba3za JaHHbix, Cnctema YnpasneHua bazamu [aHHbIX,

PyKkoBOACTBO aAMAHUCT paTopa
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e BCO Dr.Web — BcemupHas Cucrema ObHoBneHuin Dr.Web,
e JIBC — JlokanbHada BeluncamtenoHaa CeTb,
e OC - OnepauymoHHas Cucrema,

e [10 — MporpammHoe ObecneueHue.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 1: Dr.Web Enterprise Security Suite

1.2. O npoaykTe

Dr.Web Enterprise Security Suite npegHasHaueH an1a opraHv3auum 1 ynpaBaeHus eUHON 1
HaJEe>XHOW KOMMIEKCHOW aHTUBUPYCHOW 3alUMTON KakK BHYTPEHHEWN CeTM KOMMaHUW, BKIKoYas
MOBUIbHbIE YCTPONCTBA, TakK M JOMALUHNX KOMMbOTEPOB COTPYAHMKOB.

COBOKYNMHOCTb KOMMbOTEPOB Y MOBUIBHBIX YCTPOWNCTB, Ha KOTOPbIX YCTaHOB/EHbI
B3ammMogencTeytowme komnoHeHTsl Dr.\Web Enterprise Security Suite, npeacraBaset coboin
eVNHYHO GHMUBUPYCHYH Ceme.

Cepsep Dr.Web ====HTTP/HTTPS

LieHTp ynpaBaeHus 6€30MacHOCTbIO
Dr.Web

CeTb Ha ocHoBe TCP/IP

MobwnbHbIV LeHTp ynpasaeHus Dr.Web Mepesaya o6HoBAEHWI Yepe3 HTTP/HTTPS

0 = g

3awuuLaemMmasn ctaHums E‘ BCO Dr.Web

PucyHok 1-1. Jlornueckas cTpyKkTypa aHTUBMPYCHOW CeTU

AHTnBMpycHaa cetb Dr.Web Enterprise Security Suite nmeeT apxuTekTypy k1ueHm-cepeaep. Ee
KOMMOHEHTbI YyCTaHaBANBAOTCA HAa KOMMbOTEPbl U MOBUAbHbIE YCTPOMCTBa NONb30BaTENEN U
aAMWHUCTPATOPOB, a TakKe Ha KOMMbIOTEpPbI, BbiNoHAOWMe GyHKLmK cepepoB JIBC.
KoMMnoHeHTbl aHTUBMPYCHOM ceT 0bMeHnBatoTca MHGOpMaLMen, UCMOIb3ys CeTeBbIe

PyKkoBOACTBO aAMAHUCT paTopa
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npotokobl TCP/IP. AHTMBMpYCcHOe 10 Ha 3awmniaemble CTaHUMM BO3MOXHO YCTaHaB/AMBaTb
(v BnocneacTBuM yrpasasaTe UMK) Kak vepes JIBC, Tak n uepes VIHTepHerT.

CepBep L EHTpa/IM30BaHHOMN 3aLLUTDI

CepBep LeHTPaAN30BaHHOM 3aLUMTbl YCTaHABAMBAETCSA HAa OAHOM W3 KOMMbIOTEPOB
aHTVBUPYCHOM CEeTU, MPWU 3TOM YCTaHOBKA BO3MOXHa Ha JIt06OM KOMMbHOTEPE, @ HE TO/IbKO
Ha KOMMboTepe, BbiNoAHAOLWEM GyHKUnK cepaepa JIBC. OcHOBHble TpeboBaHMA K 3TOMY

KOMMbIOTepy NpmBeseHbl B N. CucteMHble TpeboBaHuA.

Kpocc-nnathpopMeHHOCTb CepBEPHOTO MPOrpaMMHOro obecrneyeHus No3Bosset
MCNoab30BaTh B KauecTBe CepBepa KOMMbHOTEP MOA YNpPaBAEHUEM CNeAYHOLLMX
onepaLoHHbIX CUCTEM:

e OC Windows®,
e OC cemenictea UNIX® (Linux®, FreeBSD ®).

CepBep LLeHTPaAN30BaHHOM 3aLUMTbl XPaHUT AUCTPUOYTUBBI aHTUBMPYCHbIX NAKeTOB ANS
pa3anyHbix OC 3aWwmiLaeMbiX KOMMNbHOTEPOB, 0BGHOBAEHNS BUPYCHbIX 6a@3 U aHTUBUPYCHbIX
MaKeToB, IMLLEH3MOHHbIE KIKOUM N HACTPOMKM aHTUBUPYCHbIX MAaKeTOB 3aLUMLLaeMblX
KomnbtoTepoB. CepBep nosiyyaet 06HOBAEHNSA KOMMOHEHTOB aHTMBUPYCHOW 3aLUnThl U
BMPYCHbIX 6a3 vepe3 VIHTepHeT ¢ cepBepoB BcemunpHor Cuctembl O6HOBAEHNS U
OCyLLleCTBASET pacnpoCcTpaHeHe OOHOBAEHUI Ha 3aLiMLLaeMble CTaHLUN.

BO3MOXHO co3saHMe nepapxmyeckon CTpyKTypbl Heckonbkux CepBEPOB, 06CYXMBAROLLMX
3alMLaeMble CTaHLMW aHTUBUPYCHOW CETU.

CepBep nogaepxunsaeT GyHKLNIO pe3epBHOro KOMMPOBAHUA KPUTUYECKNX JaHHbIX (6a3bl
AaHHbIX, KOHPUTYpaLMOHHbIX GannoB n ap.).

CepBep BegeT eAnHbIN XXypHan cOObITUN aHTUBUPYCHOW CeTU.

EanHaa 6a3a AaHHbIX

EanHas 6a3a gaHHbIx nogkitoyaetca k CepBepy LEHTPaAM30BaHHOM 3alLmMTbl U XPaHUT
CTaTUCTMYECKME laHHble MO COOLITUAM aHTUBUPYCHOW CeTu, HacTpolkn camoro Cepeepa,
napamMeTpbl 3alMLLIAEMbIX CTAHLMN N aHTUBUPYCHbIX KOMMOHEHTOB, yCTaHaBAMBaEeMbIX Ha
3almuiaeMble CTaHUUK.

B0O3MOXHO ncnosb3oBaHme caejgyrox TmnoB 6a3bl AaHHbIX!

BcrpoeHHas 6a3a gaHHbIx. [pegoctaBaseTcs 6a3a gaHHbix SQLite3, BcTpoeHHas
HenocpeAcTBeHHO B CepBep LLeHTPaAN30BaHHOM 3aLLmTh.

BHelwHAA 6a3a pgaHHbIX. [1pes0CTaBAAOTCA BCTPOEHHbIE ApaliBepa ANs NOAKNHOUEH WS
cnepyrolmMx 6a3 fJaHHbIX:

e MySQL,
e Oracle,
e PostgreSQL,

PyKkoBOACTBO aAMAHUCT paTopa
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e ODBC-apatiBep ans nogkatoueHms apyrux 6a3 gaHHblx, Takmx kak Microsoft SQL
Server/Microsoft SQL Server Express.

Bbl MO>eTe ncnosb3oBath 06y 6a3y AaHHbIX, COOTBETCTBYHOLLYHO BalLMM 3anpocaM. Baww
BbIOOP JO/IKEH OCHOBLIBATHCA HA MOTPEBHOCTAX, KOTOPLIM JOJIKHO YAOBNETBOPATb
XpaHUANLLE AaHHbIX, TaKMX Kak: BO3MOXHOCTb O6CNY>XMBAHWUA aHTUBMPYCHON CeTH
COOTBETCTBYHOLLEro pa3Mepa, ocobeHHocT obcnyxmBaHmsa MO 6a3bl gaHHbIX,
BO3MOXHOCTM MO aZAMUHUCTPUPOBaHUIO, NMpeaocTaBaseMble caMol 6a30l aHHbIX, a
TakKe MPUHATbIE K UCMONb30BaHMIO Ha BalleM NpeanpuaTumn TpeboBaHmns N cTaHAaPTbI.

LleHTp ynpaB/ieHUA LLeHTPa/In30BaHHOW 3aLLNTOU

LleHTp ynpaBaeHua LeHTPaAn3oBaHHOM 3aLUMTON yCTaHABAMBAETCA aBTOMaTUUeCKN BMecTe
c CepBepoM v NpegocTaBasieT Be6-nHTepderc Ans yaaneHHoro ynpaeaeHuns Cepsepom u
aHTUBUPYCHOW CeTbIO NyTEM peaakTMpoBaHMA HacTpoek CepBepa, a Takke HacTpoek
3alMLAEMbIX KOMMbIOTEPOB, XpaHALMxcs Ha CepBepe 1 Ha 3alUMLLAEMbIX KOMMbOTEPAX.

LieHTp ynpaBaeHna MoOXeT ObITb OTKPbIT Ha F06OM KOMMbIOTEPE, MMEIOLLEM CETEBOW
poctyn k Cepsepy. BoaMoxHO ncnosnb3oBaHue LieHTpa ynpaBaeHnsa noja ynpaeaeHvem
npakTnyeckun Ntobon onepaumoHHOW CUCTEMBI, C MOAHOPYHKLMOHANbHbIM
MCNOAb30BaHNEM Ha chegyromx Beb-6paysepax:

e Windows® Internet Explorer®,
e Microsoft Edge®,
e Mozilla® Firefox®,
e Google Chrome®.
CnuncoK BO3MOXHbIX BApMaHTOB MCMO/b30BaHMUA NpuBeaeH B N. CuctemHble TpeboBaHMS.

LleHTp ynpaBaeHus LeHTpaM30BaHHON 3alUmMTON NpefoCTaBAseT Caeytolime
BO3MOXHOCTU:

e Y06CTBO yCTaHOBKM AHTMBMPYCA Ha 3allMLlaemMble CTaHLWK, B TOM YMCAe: YAaneHHan
ycTaHoBKa Ha ctaHuum nog OC Windows ¢ npeaBaputenbHbiM 0630poM ceTu Ans
nmouncka KOMMNbHOTEPOB; CO3jaHne ANCTPUOYTUBOB C YHUKANbHbBIMU
naeHtTndmnkKaTopammn 1 napametpamun nogkntoveHunsa Kk Cepeepy Ans ynpoLeHus
npouecca ycTaHOBKN AHTMBMPYCa aAMUHUCTPATOPOM MM BO3MOXHOCTU YCTaHOBKM
AHTMBMpPYCa Mo/ib30BaTeNIAMMN Ha CTAHLMAX CAMOCTOATENbHO.

e YnpolleHHOe ynpaBaeHne paboummm CTaHUMAMN aHTUBMPYCHOM CETU 3a cYeT
MCNONb30BaHUA MexaHM3Ma rpynn (MoApobHyo MHPOPMaLUIo CM. B pa3sene [naBa
6: KomnnekcHoe ynpaeieHne pabouynmu CTaHUNAMN).

e BO3MOXXHOCTb LEHTPa/IM30BaHHOrO yNpaBaeHNs aHTUBUPYCHbIMW NakeTaMu CTaHLMUN,
B TOM 4mnCae: yaaneHne Kak OTAe/bHbIX KOMMOHEHTOB, Tak U AHTMBMpPYCa B LLe/IOM Ha
ctaHumax nog OC Windows; HacTpowika napameTpoB paboTbl KOMMNOHEHTOB
aHTMBUPYCHbIX MAKeTOB; 3aZlaHMe NpaB Ha HAaCTPOWKY U yNpaBAeHNe aHTUBMPYCHbIMU
nakeTamu 3allmLiaemMbiX KOMMbIOTEPOB AN MOJb30BaTeNen AaHHbIX KOMMbIOTEPOB
(noapobHyto nHGopMauuto CM. B pasgene [naea 7: YnpasneHue pabounmu
CTaHLUMAMMN).

PyKkoBOACTBO aAMAHUCT paTopa
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e LleHTpann3soBaHHOe yrpaBaeHWe aHTUBUPYCHOM NPOBEPKOM pabounx CTaHUURi, B TOM
yncne: yaaneHHbI 3anyck aHTUBMPYCHOW NPOBEPKM Kak Mo 3aaHHOMY pacnmcaHuto,
Tak M MO NPAMOMY 3anpocy agMUHUCTpaTopa 13 LleHTpa ynpaBneHus;
LeHTpann30BaHHaA HacTpPoMKka NapaMeTpOB aHTUBUPYCHOM NPOBEPKM,
nepesaBaeMblx Ha pabouve CTaHLMW AN NOCAeAYyOLWEro 3anycka J0KaibHOM
NpoBepKku C AaHHbIMK NapamMeTpamMu (NOAPOBHYHO MHGOPMaLMIO CM. B pa3gesne

AHTMBMPYCHas npoBepka Paboymx CTaHLnNI).

e [TonyyeHme CTaTUCTUUECKON MHOOPMALMM O COCTOSHUN 3aLUMLL@eMbIX CTaHLUN,
BMPYCHOWN CTaTUCTUKM, COCTOSIHUWN YCTaHOBAEHHOTO aHTUBMpPYcHoro MO, cocToaHum
3anyLeHHbIX aHTUBUPYCHbIX KOMMOHEHTOB, a TakKe Cnucka annapaTHo-
nporpaMMHoOro obecrieyeHms 3almLLiaeMor CTaHUmMn (NoAPOobHYH MHPOPMaLMIO CM.

B pa3gene [1poCMOTP CTaTUCTUKL N0 Paboyen CTaHLNK).

e [Mbkas cuctema agMuHUCTpUpoBaHns CepBepa N aHTUBUPYCHOW CEeTU 3a cYeT
BO3MOXHOCTM pa3rpaHUYeHns Npae AN pasndHbIX agMUHUCTPATOPOB, a TakxKe
BO3MOXHOCTb MOAKNOUYEHUA aAMUHNCTPATOPOB Yepes BHELLIHNE CUCTEMbI
aBTOopm3aunm Takmne kak Active Directory, LDAP, RADIUS, PAM (noapo6Hyto

nHdopMaLMto cM. B paszene [naBa 5. AAMUHUCTPATOPbLL aHTUBUPYCHOW CETK).

e YnpaB/ieHue NMLEH3UPOBaHNEM aHTUBUPYCHOM 3aLLMTbl Paboumnx CTaHLNUM C
pa3BeTBAEHHOWN CUCTEMOW Ha3HaUYeHMA TNLEH3UN ANA CTaHLMIA, TPYNN CTaHLMM, a
TaKKe nepesayuv ANMLEeH3n Mexay HeckonbkuMmmn CepeepamMu Npu MHOrOCepPBEPHOM
KOHPUTrypaLmm aHTUBUPYCHOW ceT (NOAPO6HYH MHGOPMaLIMIO CM. B pa3jene

MeHexep NvLeH3nm).

e O6WMPHbIA Habop HacTpoek Ana 3agaHunsa KoHdurypaumm CepBepa 1N OTAE/bHbIX €r0
KOMMOHEHTOB, B TOM UMCAe: 3aZlaHme pacnucaHuns ana obcnyxumearnus Cepeepa;
NOAKIFOUEHME NONb30BaTENBCKMX NPOLEAYp; rTmbKas HaCcTPOliKa CUCTEMBbI
OOHOBNEHWNA BCEX KOMMOHEHTOB aHTMBMpPYcHOW ceTn ¢ BCO 1 ganbHenwero
pacnpocTpaHeHnss O6GHOBNIEHUI Ha CTaHLUMK; HAaCTPOWKa CUCTEM OMOBELLEH S
aAMUHMCTPaATOpPa O COBLITUAX aHTUBUPYCHOW CETU C Pa3NNYHbIMU METOAaMM
AOCTaBKM COOBLLEHMIA; HAaCTPOLKa MeXCepPBEPHbIX CBA3EN AN KOHOUTrypauum
MHOroCepBEPHOWN aHTUBUPYCHOM ceTn (MOAPOBHY MHPOPMaLMIO CM. B pasjene
[naBa 8: Hactpoika Cepeepa Dr.Web).

| MoapobHas MHPopMaLMa NO BO3MOXKHOCTAM YCTaHOBKM aHTUBUPYCHOW 3aLLuTbl Ha pabouve
CTaHUMW npuBejeHa B PykoBOACTBE MO YCTaHOBKE.

Yactbro LleHTpa ynpaBneHuns 6esonacHocTtbto Dr.\Web asnsetca Beb-cepBep, KOTOpPbIV
yCTaHaBAMBaeTcs aBTomaTnyeckn Bmecte ¢ Cepepom. OcHoBHOW 3asauenn Beb-cepBepa
aBnsetca obecneyeHve paboTbl co cTpaHnuamm LieHTpa ynpaBaeHns 1 KIMEHTCKUMM
CeTEBbIMWN COEANHEHUAMMU.

Mo6unbHbIV LEeHTP ynpaBaeHUsA LieHTpPa/In30BaHHOW 3aluTomn

B kauecTBe OTAENbHOrO KOMMOHEHTa NpesocTaBaseTcd MobUAbHbLIV LIeHTP ynpaBieHuns,
npeAHa3HaYeHHbIM AN YCTAaHOBKWM 1 3amnycka Ha MOBWIbHbIX YCTPOMCTBAX NoA

PyKkoBOACTBO aAMAHUCT paTopa
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ynpasneHveM iOS® 1 OC Android™. OcHOBHble TpeboBaHMA K MPUAOXEHWIO NMPVBEAEHbI B
n. CucrtemHble TpeboBaHuUS.

MoakntoueHne MobuabHOro LeHTpa ynpasieHuns kK CepBepy OCyLLECTBAAETCA Ha OCHOBE
YUYETHbIX AaHHbIX aAMUHNCTPATOPa aHTUBMPYCHOW CETW, B TOM UMCAE NO 3aMPpOBaHHOMY
NpPOTOKONY. MOBUABHbBIN LEHTP ynpaBaeHnsa nogaepxnsaeTt 6a3oBbii HAbop GyHKL M
LeHTpa ynpaBneHus:

1.

YnpasneHue penosutopuem Cepsepa Dr.Web:
e NMPOCMOTP COCTOSHUS MPOAYKTOB B PEMO3UTOPUN;
e 3anyck obHOBAEHUA peno3nTopma 13 BcemmpHou cucteMbl ob6HoBAeHU Dr.Web.

YnpaBneHuve cTaHUMAMM, Ha KOTOPbIX 0OHOBAEHWe aHTUBMpPYcHoro MO 3aBepLumaoch ¢
owmbkKamu:

e OTOOpaXkeHne COONHbIX CTaHLNK;
e OOHOBJ/IEHME KOMMOHEHTOB Ha COOMHbBIX CTAaHLNAX.
OTtob6paxkeHme CTaTUCTUKM O COCTOSIHUWN aHTUBUPYCHOM CETU:

e KOJIMYECTBO CTaHLMN, 3apernctpupoBaHHbix Ha Cepeepe Dr.Web, 1 nx TekyLwmii ctatyc
(B ceTn/He B ceTn);

e CTATUCTMKA 3apa>keHWI 3aLLmMLLaeMblX CTaHLNNA.
YnpaBneHve HOBbIMU CTaHLUMAMM, OXnaatowmmm nogkatoveHnsa k Cepsepy Dr.Web:
® NoATBEPXAEHME A0CTYNa;

® OTK/IOHEHUNE CTE]HLI,I/II7I.

. YHpaBneHme AHTUBUPYCHBIMW KOMMNOHEHTAMW, YCTAHOBJIEHHbIMW Ha CTaHUMNAX

aHTMBMpyCHOVI ceTun:

® 3anyck 6bICTPOro UM MONHOrO CKAHUPOBAHWUA A/A BblOPaHHbIX CTAaHUUIW UK ANs
BCEX CTaHLMW BbIOpaHHbIX rpynm;

e HacTpovika peakunn CkaHepa Dr.Web Ha o6Hapy>eHWe BpeaOHOCHbIX 06BEKTOB;

e NpocMoTp 1 ynpasneHve darinamu 13 KapaHtvHa Ha BbIOpaHHOM CTaHLUMUW UK BCEX
CTaHLUMAX BbIBpaHHOM rpynmnbl.

yl'lpaBﬂeHI/Ie CTaHUMAMWU 1 TpynnaMu:

® MPOCMOTP HaCTPoeK;

NPOCMOTP M yNpaBAeHMe COCTAaBOM KOMMOHEHTOB aHTUBUPYCHOMO NaKkeTa;

yAaneHue;

OoTnpasBkKa COO6LLI,€HVIVI NMPON3BONbHOIO CoAep>XaHnA Ha CTaHLUWNW,

nepesarpyska ctaHuumiu nog ynpasneHnem OC Windows;
e nob6aBneHme B CNMCOK M3bpaHHOro Ans 6bICTpOro AocTtyna.

MowncK CTaHUMIA U Fpynn B @aHTUBUPYCHOW CETU MO Pa3NMYHbIM NapameTpam: UM4,
aapec, ID.

MpocMoTp 1 ynpaBaeHe COOBLLEHNAMMN O BaXKHbIX COOLITUAX B aHTUBMPYCHOW CETH
NOCPeACTBOM MHTePaKTUBHbIX Push-yBegomaeHWnn:

PyKkoBOACTBO aAMAHUCT paTopa
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oTobpaxkeHue Bcex yBegomMieHu Ha Cepeepe Dr.Web;

3a/jlaHune peakuuni Ha CobbITUA YBEAOMAEHUN;

NOWCK yBeAOMIEHWUIN NO 3alaHHbIM NapamMmeTpamM GUAbTPa;
e yianeHve yBeLOMIEHUN;
® NCKNHOUYEHME aBTOMATUUYECKOTO YAaNeHUs YBEAOMIEHWIA.

CkayaTb MOBUbHBIV LLEeHTpP yripaB/ieHns Bbl MOXeTe u3 LieHTpa ynpaBieHus nam
HanpamMyto B App Store n Google Play.

3awmTa CTaHUUMN ceTn

Ha 3awmuaemMbix KOMMNbIOTEPAX U MOBUABHbBIX YCTPOMCTBAX CETU OCYLLECTBAAETCA
yCTaHOBKa yrpasaatowero Mmoayns (AreHTa) n aHTUBUPYCHOrO nakeTa ANd
COOTBETCTBYHOLLEN ONEPALLMOHHON CUCTEMDI.

Kpocc-nnathpopmeHHOCTb NporpaMMHOro obecneyeHrs No3BOASET OCYLLECTBAATb
aHTUBUPYCHYH 3aLUMTY KOMMbOTEPOB U MOBU/IbHBIX YCTPONCTB NOJ ynpaBaeHNeEM
CneayoLmx onepaumoHHbIX CUCTEM:

e OC Windows®,

e OC cemenctea UNIX®,
e macOS®,

e OC Android.

B kauecTBe 3aliMLaemMbIX CTaHLMIA MOTYT BbICTyMNaTb Kak MO/b30BaTe/IbCKMe KOMMbHOTEPSI,
Tak 1 cepeepbl JIBC. B uacTHOCTH, MOAAep>KMBAETCA aHTUBMPYCHAs 3allyTa NOYTOBOM
cncrembl Microsoft® Qutlook®.

Ynpasastowmin Moaynb NPOU3BOAUT PeryispHble OOHOBNEHNS aHTUBMPYCHBIX
KOMMOHEHTOB 1 BUpPYCHbIX 6a3 ¢ CepBepa, a Takke oTnpasnseT Cepeepy MHGOPMaLUO O
BMPYCHbIX COOBITUAX Ha 3aLUMLLAEMOM KOMMbIOTEPE.

B cnyuae HegocTtynHoct CepBepa LLeHTpaan3oBaHHOM 3aLMTbl BO3MOXHO OOHOB/IEHMeE
BMPYCHbIX 6a3 3alyMLlaeMbiX CTaHLUIN HENOCPeACTBEHHO Yepe3 VIHTepHeT 13 BcemupHom
Cuctembl O6HOBAEHUA.

B 3aBMCMMOCTM OT ONepaLMOHHOW CUCTEMbI CTAHUMIN NPEAOCTAaBAAKTCA COOTBETCTBYOLMNE
bYHKUMM 3aLLMTbl, NPUBEAEHHbIE Janee.

CraHuymu nog OC Windows ®

AHMuBuUpycHas nposepka

CkaHMpOBaHMe KOMMboTepa Mo 3anpocy Nob30BaTeNs, a TakKe COracHO
pacrnuncaHuto. Takxke Noaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAaneHHOWM
aHTVBUPYCHOW NPOBEPKM CTaHLMI U3 LleHTpa ynpaBaeHus, B TOM YnCie Ha Haanume
PYTKUTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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®alinoselli MOHUMOpP

MNocTosiHHasA NnpoBepka GaniNoBOM CUCTEMbI B pexXnMe peanbHOro Bpemenu. Nposepka
BCEX 3aMyCcKaeMbIX MPOLLeCCOB, a Takke co3aBaeMblx GanioB Ha XXECTKUX ANCKAX U
OTKpbIBaeMbIX PalilOB Ha CMEHHbIX HOCUTENSX.

lMoumossili MOHUMOP

I'IpOBepKa BCeu BXO,D,FILLI,eI‘/’I n I/ICXOAFIU.I,eVI NoYTbl NPV NCNONb30BaAHMUN MOYTOBbIX
KNNeHTOB.

Takke BO3MOXHO MCNONb30BaHWe cnaM-ouabTpa (Mpu yCIoBUK, UTO ANLIEH3NA
NO3BOJAET NCMONb30BaHMe Takor GyHKLMN).

Beb-moHUMoOp

MpoBepka Bcex obpalleHnit k Beb-caritam no npotokony HTTP. Hentpannsauma yrpo3
B HTTP-Tpaduke (Hanpumep, B OTNpaBAsSEMbIX AW NONyYaeMblx Gaiinax), a Takke
610KkMpOBKa AOCTYNa K MOAO03PUTENbHBIM AN HEKOPPEKTHBIM pecypcam.

OdgpucHsili KOHMPOIL

YnpaBneHve JOCTYNOM K JIOKa/IbHbIM 1 CETEBbIM pPecypcam, B HaCTHOCTM, KOHTPO/Ib
AocTyna kK Beb-cantam. No3BoNseT KOHTPOANPOBATb LIEJIOCTHOCTb BaXKHbIX GaNoB OT
CNYYaNHOTO U3MEHEHUS MW 3apaKeHns BUPYCaMK, U 3anpeLLaeT cay>Kalym AoCTyn K
HexenatesbHOW nHGoOpMaLun.

Mexcemesoli 3kpaH

3awumTa KOMMbOTEPOB OT HECAaHKLMOHWPOBAHHOIO A0CTyMNa U3BHE U NpeAoTBpaLleHne
YTEUKWN Ba>KHbIX AaHHbIX MO ceTn VIHTepHeT. KOHTPOAb NOAKNOUEHWS U Nepesaun
AaHHbIX No ceTn VIHTepHeT 1 610KMPOBKa NOAO3PUTENbHbIX COEANHEHNI Ha YPOBHE
NakeToB N NMPUIOXKEHWUN.

KapaHmuH
N3onauma BpeAOHOCHbIX M NOA03PUTENbHbIX OOBEKTOB B CNeLunansbHOM KaTaaore.
Camosawjuma

3awmTa dannoB n katanoros Dr.Web Enterprise Security Suite ot
HECaHKLMOHNPOBAHHOTO AN HEBOJIBHOTO YAANeHUA AN Moandukaumm
nosb3oBaTteneM, a Takxke BpegoHocHbIM [O. Mpwu BKAOUEHHOW camo3alumMTe AOCTyn K
darinam n katanoram Dr.Web Enterprise Security Suite paspelueH TonbKo Ans
npoueccos Dr.Web.

HpeeeHmueHaﬂ awuma

MpepoTBpaLleHne noTeHUmanbHbIX yrpo3 6esonacHoctn. KoHTpoab goctyna k
KpUTUYEeCKMM 0HbekTaM onepaLmoHHOM CUCTEMbI, KOHTPOb 3a 3arpy3kon ApanBepos,
aBTOMaTMYeCK1M 3anyckom nporpaMmm 1 paboTon cucteMHbIX Cnyxb, a Takoke
OTCNIeXMBaHMe 3anyLLeHHbIX MPOLLeCCOB 1 X 610KMPOBKa B Clyyae 0bHapy>KeHUs
BMPYCHOMW aKTUBHOCTW.

PyKkoBOACTBO aAMAHUCT paTopa
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CraHuymu nog OC cemeiictBa UNIX®

AHmusupycHasa nposepka

CkaHupytoLlee aap0. BoinonHAET aHTUBUPYCHYO NPOBEPKY AaHHbIX (COAEPXNUMOro
daninoB, 3arpy304HbIx 3anmcen ANCKOBbIX YCTPOMWCTB, NHbIX JaHHbIX, MOJYYEHHbIX OT
Apyrnx komnoHeHToB Dr.Web ans UNIX). OpraHu3yet ouepesb NpoBepku. BoinosHseT
NeyeHune Tex yrpos, AN KOTOPbIX JaHHOe AeNCTBUE MPUMEHMMO.

AHMueuUpycHas nposepka, ynpasaeHue KapaHmuHoM

KomnoHeHT npoBepkn 06bekToB $hariNoBON CUCTEMbI U MEHeAXep KapaHTUHa.
MpuHuMaeT ot agpyrux komnoHeHToB DrWeb ana UNIX 3agaHuna Ha npoBepky dalinos.
ObxoanT KkaTanoru ¢parnoBOWN CUCTEMbI COrNAacHO 3ajaHunio, nepegaeT dpanbl Ha
NpoBepKy CKaHWpyoLweMy Aapy. BeinosHAeT yaaneHne HOMLMPOBaHHbIX $Galninos,
nepemMeLleHne Ux B KapaHTUH 1 BOCCTaHOBJ/IEHME N3 KapaHTUHa, yNpaBaseT katanoramu
KapaHTUHa. OpraHn3yeT 1 COAEPXXNUT B aKTyalbHOM COCTOSIHUW K3LL, XPaHALLMI
MHPOpPMaLMIO O paHee NPOBepPeHHbIX Paiax 1 peectp 0bHapy>XeHHbIX Yrpo3.

Ncnonb3yetcs BceMn KOMNOHEHTaMu, MPOBEPSAIOLWLMMUN 06BbEeKTbI PaliIOBON CUCTEMBI,
Takmmm kak SplDer Guard (gnsa Linux, SMB, NSS).

lposepka seb-mpacpuka

ICAP-cepBep, BbIMONHAOLWMIA aHann3 3anpocoB 1 Tpadurka, MPOXOAALLErO Yepes
npokcu-cepsepbl HTTP. MpeaoTtBpaluaeT nepegayy MHONLMPOBaHHbIX GaioB 1 AOCTyN
K y371aM CeTu, BHECEHHbIMW KaK B HeXenaTesbHble KaTeropuu Be6-pecypcos, Tak n B
yepHble cnuckn, bopmmnpyemMble CUCTEMHBIM aAMUHUCTPATOPOM.

@adinossiti MoHUMOp 015 cucmem GNU/Linux

MoHuTop darinoBom cmctembl Linux. PaboTtaet B YOHOBOM pexume 1 oTcaexmnsaeT
onepauunu ¢ danamu (Takme Kak co3gaHue, OTKPbITUE, 3aKpbiTUE 1 3anyck dainna) B
darnoBbix cuctemax GNU/Linux. Mocbinaet KOMNOHeEHTY NpoBepkn $GanioB 3anpochl Ha
NpPOBEPKY COAEPXKMMOrO HOBbIX U M3MEHUBLUNXCA GaIOB, a TakKe NCMONHAEMbIX
dalrinoB B MOMEHT 3amnycka Nporpamm.

@alinossili MOHUMOP 01 Kamasnozoe Samba

MoHuTOp pa3gensemMbix kaTanoros Samba. Pabotaet B poHOBOM pexkme U
oTcnexvBaeT onepaunm GparnoBOMN cMCTeMbl (Takme Kak co3AaHune, OTKpbITUe U
3aKpbiTne darina, a Takoke onepauumn YUTEHUS 1 3anncK) B KaTanorax, OTBeAeHHbIX 414
dannosbix xpaHuanw, SMB-cepeepa Samba. OTnpaBaseT KOMNOHEHTY NPOBEPKU
dalnnoB cofepXXMMOe HOBbIX U U3MEHMBLUMXCA GanaoB Ha MPOBEPKY.

®atinoseiti MoHumop NSS

MoHunTop TomoB NSS (Novell Storage Services). PaboTtaet B doHOBOM pexume n
oTCnexmBaeT onepaumm GarinoBoOn cMCTeMbl (Takme Kak co3AaHune, OTKpbITUE U
3akpbiTne darna, a Takke onepauyunm 3anmcu) Ha Tomax NSS, CMOHTMPOBaHHbIX B

PyKkoBOACTBO aAMAHUCT paTopa
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yKa3aHHy Touky dpainnoson cucteMbl. OTNpaBaseT CoOAepPXMMOe HOBbIX U
N3MeHMBLUMXCA GaiNoB Ha NMPOBEPKY KOMMOHEHTY NpoBepku Ganios.

lposepka cemesbix coeduHeHUL

KomnoHeHT npoBepku ceTteBoro Tpadumka n URL. NMpeaHasHaueH ana NpoBepKM AaHHbIX,
3arpy>kaembIx Ha NOKaNbHbIN y3en U3 CeTU 1 NepesaBaeMblX C HEFO BO BHELLHIOK CETb,
Ha Ha/nume yrpos, 1 NpejoTBpaLLeHnsa COeANHEHNA C Y31aMW CeTU, BHECEHHbIMW Kak B
He>XxenaTeNbHble KaTeropun Beb-pecypcoB, Tak U B YepHble Cnucky, GopmurpyemMble
CUCTEMHBIM aAMUHUCTPATOPOM.

[Mouymosslili MOHUMOpP

KoMnoHeHT npoBepkM MOYTOBbIX COOHLLEHWI. AHaAN3NpPYyeT COOOLLEHMA MOYTOBbIX
NPOTOKO/IOB, pa3bupaeT cCOObLLEHMA INEKTPOHHOM MOYTbl U NOATrOTaBAMBAET UX K
npoBepke Ha Haanune yrpos. Moxet paboTaTb B ABYyX pexumax:

1. ®unbTp ana noutoBbix cepBepoB (Sendmail, Postfix 1 1.n.), nogkntouaembi yepes
nHtepdenc Milter, Spamd nam Rspamd.

2. Mpo3payHbli NPOKCKU NOYTOBbIX NPoTOoKoA0B (SMTP, POP3, IMAP). B 3TOoM pexnme
ncnonb3syert SplDer Gate.

CraHuum nog, macOS®

AHMusuUpycHasa nposepka

CkaHMpoBaHMe KOMMblOTepa Mo 3anpocy Noib30BaTens, a Takke COracHo
pacnuncaHuto. Takke noaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAanieHHOW
aHTUBMPYCHOM NPOBEPKM CTaHUMn n3 LleHTpa ynpaBieHus.

®alinoseili MOHUMOpP

MocTosHHasA npoBepka GanIoBON CUCTEMBI B peXMME peanbHOro BpemeHu. MNposepka
BCeX 3amnyckaeMblX NMPOLLeCCOB, a Takke co3jaBaeMblx GaNoB Ha XeCTKUX AncKax 1
OTKpbIBaeMbIX GalriioB Ha CMEHHbIX HOCUTENAX.

Beb-moHUMop

MpoBepka Bcex obpalleHni k Beb-cartam no npotokony HTTP. Hentpaansauma yrpo3s
B HTTP-Tpaduke (Hanpumep, B OTNpPaBAsEMbIX AU NONyYaeMblx Parinax), a Takke
610KMpOBKa AOCTyMNa K MOAO3PUTENbHBIM NN HEKOPPEKTHBIM pecypcam.

KapaHmuH

N3onauma BpeAOHOCHbBIX M NOA03PUTENbHbBIX OOBEKTOB B CNeLUnansbHOM KaTaaore.

PyKkoBOACTBO aAMAHUCT paTopa
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Mo6wunbHbie ycTtpoucrea nog OC Android

AHmusupycHasa nposepka

CkaHMpoBaHMe MOBMABHOIO YCTPOMCTBA MO 3anpocCy NOAb30BaTeNd, a TakkKe COrnacHo
pacnuncaHuto. Takke noaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAaneHHOW
aHTUBMPYCHOM NPOBEPKM CTaHUMM 13 LleHTpa ynpaBaeHus.

®alinoselli MOHUMOpP

MocTosiHHasa npoBepka GalriIoOBOM CUCTEMbI B PEXUME PeaNbHOro BPEMEHN.
CkaHnpoBaHue Bcex GpanNoB Npu NMombITKE X COXPaHEHUS B MaMATU MOBUIbHOTO
yCTpOnCTBa.

@unemp 380Hko8 u SMS

dunbTpauma SMS-coobueHnin n TenePpoHHbIX 3BOHKOB NO3BOAAET 610KMPOBaTh
HeXenaTesbHble COOBLLEHNSA U 3BOHKW, Hanpumep, pekiaMHble PacchliKK, a TakKe
3BOHKW ¥ COOBLLEHMA C HEM3BECTHBIX HOMEPOB.

AHmusop

O6Hapy>eHne MeCTOMONOXEHMA AU onepaTnBHas 6J10kMpoBKa GYHKLUIN MOBUABHOTO
YCTPOMCTBA B C/lyYae ero yTepun uam Kpaxxu.

OzpaHuyeHue docmyna Kk uHmepHem-pecypcam

URL-¢unbTp no3BonseT orpagntb Nosb3oBaTens MOOMAbHOrO yCTponcTBa OT
HeXkenaTesbHbIX MHTEePHET-PeCypCoB.

Mexcemesoli 3kpaH

3awmTa MOBMABHOIO YCTPOMCTBA OT HECAHKLMOHMPOBAHHOIO AOCTyMNa U3BHE U
npesoTBPaLLEeHMEe yTeUKN BaXKHbIX AaHHbIX MO ceTh. KOHTPOAb MOAKAHOYEHMA U
nepejaun AaHHbIX No cetn VIHTepHeT 1 610KMpOBKa NOA03PUTENbHbBIX COEAVHEHU Ha
YPOBHE NakeTOB N NMPUAOXKEHWN.

lMomouwjb 8 peweHuu npobiem bezonacHocmu

[AnarHocTika n aHaan3 6€30MacHOCTM MOBUIBHOTO YCTPOMCTBA U yCTpaHeHne
BbISIBNEHHbIX NPO6AEM U YSA3BUMOCTEN.

KoHmpone 3anycka npunoxeHuti

3anpet 3anycka Ha MOBMABHOM YCTPOWCTBE TeX MPUNOXEHWNIN, KOTOPbIe He BK/IHOYEHbI B
CMUCOK pa3peLLeHHbIX aAMUHNCTPATOPOM.

PyKkoBOACTBO aAMAHUCT paTopa
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O6ecneueHue CBA3U MeXAY KOMMOHEHTaMM aHTUBUPYCHON ceTn

Ana obecneyeHns cTabuabHON 1 6e30NacHON CBA3M MeXay KOMMNOHEHTaMWU aHTUBUPYCHOM
ceTU NPeAOCTaBAAIOTCA CefytoLme BO3MOXHOCTM:

Mpokcu-cepBep Dr.Web

Mpokcn-cepBep MOXET OMNUMOHANbHO BKIOYATHCA B COCTAB aHTUBUPYCHOW CEeTU.
OcHoBHa#s 3agayva Mpokcn-cepBepa — obecneyeHmne cBAasm CepBepa 1 3alLMLLAEMbIX
CTaHLUMWA B Clyyae HEBO3MOXHOCTN OpraHmnsaLmm npamMoro JocTtyna.

Mpokcn-cepep NO3BOMAET NCMOIb30BaTh OO0 KOMMNbIOTEP, BXOAALLMNA B COCTaB
aHTUBUPYCHOW CETW, B CNEAYHOLLMX LIeNsxX:

e B kayecTBe LieHTpa peTpaHCAALUN OOHOBNEHWNIA ANA CHUXKEHWUS CETEBOW Harpysku Ha
CepBep u coegnHeHne mexay CepBepoM u [Tpokcn-cepeepom, a Takxe A
COKpaLLeHNsA BPpEMEHW MONYYeHU OOHOBAEHUI 3alMLLAaeMbIMY CTAHLMAMMW 3a CUeT
MCnonb3oBaHMA GYHKLUN KILLUMPOBAHWA.

e B kauecTBe LIeHTPa NepechbIIKM BUPYCHbIX COObITUI OT 3aLUMLLAEeMbIX CTAHLUMUIA Ha
CepBep, UTO TakxKe CHUXaEeT CETEBYHO HArpy3Kky 1 NMO3BOIAET CNPaBUTLCA, HAaNpUMep, B
clyyasx, Korga rpynna CTaHUUN HaXOAUTCS B CETEBOM CErMeHTe, M30JIMPOBAaHHOM OT
CerMeHTa, B KOTOpom pacnosioxeH Cepsep.

Oxartue Tpadpuka

npe,ﬂ,OCTaBﬂﬂl-OTCﬂ cneumnanbHble anroOpnUTMbl COKaTUA NPU Nepefade JaHHbIX MeXay
KOMMOHEHTaAMW aHTMBMpyCHOVI CeTN, UTo obecneumBaeT MUHUMabHbIA CETEBOW

Tpapuk.
WndpposaHme Tpadpuka

MpesocTaBaseTcs BO3MOXHOCTb LWMGPOBaHMA NpU Nepesade AaHHbIX MeXay
KOMMOHEHTaMU1 aHTUBUPYCHOM CETW, UTO 0becrneumBaeT JOMONHUTENbHbIA YPOBEHb
3aLunThI.

AOHOH HUTeJZibHblé BO3MOXHOCTU
NAP Validator

NAP Validator noctaBnsetcs B BUze 4ONONHNTENBHOIO KOMMNOHEHTa Y NO3BOAAET
ncnosb3oBatb TexHonoruto Microsoft Network Access Protection (NAP) ans nposepku
pabotocnocobHoctn MO 3awmiaembix paboumnx ctaHuui. MNonyvyaeman 6e3onacHoOCTb
AOCTUraeTcs 3a CYEeT BbIMONHEHUS TpeboBaHWI, NpeAbABASEMbIX K paboTOCNOCOHOHOCTH
CTaHLUNIN CeTu.

3arpy3suuk penosuropus

3arpy3umnk penosutopus Dr.Web nocrasnsetcs B BUAE AOMNONHUTENBHON YTUAUTBI U
NMO3BOAET OCYLLEeCTBAATL 3arpy3ky npoaykros Dr.Web Enterprise Security Suite n3
BcemunpHon Cncrembl O6HOBNEHMA. MOXET MCMOb30BaTbCA ANSA 3arpy3km O6HOBAEHNN

PyKkoBOACTBO aAMAHUCT paTopa
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npogayktos Dr.Web Enterprise Security Suite agna pa3meleHns obHoBneHu Ha CepBepe,
He NOAKNHOYEHHOM K VIHTepHeTy.

1.3. CucremHble Tpeb6oBaHusA

Ana ycraHoBku u pyHkumnoHupoBaHua Dr.Web Enterprise Security Suite Tpebyertca:

e YT0ObI KOMMBIOTEPLI aHTUBMPYCHOW ceT nmenn goctyn k Cepsepy Dr.Web nnbo Mpokcum-
cepBepy.

e /119 COBMECTHOM paboTbl aHTUBUPYCHbIX KOMMOHEHTOB Ha MCMOJ/Ib3yeMblX KOMMbrOTEPAX
AOIKHbBI ObITb OTKPbITbI CeAytoLMe NOPTbI:

Homepa Mpotokon HanpaBneHne coeguHeHuit HasHaueHue
noprtos bl
° BXoAAuve, ncxoAane [ns CBA3M aHTUBMPYCHBIX KOMMOHEHTOB C
TCP Ana Cepeepa u MNpokeu-  Cepgepom n MexcepBepHbIx Casi3eii.
cepsepa
2193 o UCXOAALLME Ana AreHTa B Tom uncne ncnonbsyetca MNpokcu-
cepBepoM AN YCTaHOBKM COEAUHEHNS C
KNMeHTaMW.
UDP BXOASLLME, UCXoAasLLme
[ns pabotbl CkaHepa Cetw.
e Bxogawme ans Cepsepa
e BXOJfALLMe, NCXOAALLMe
ans AreHta
TCP e vcxoaalLne Ans
139, 445 KOMMbIOTEpa, Ha KOTOPOM [ns paboTtbl CeTeBOro MHCTaNNATopa.
oTkpbiBaetca LleHTp
ynpaB/ieHus
UDP BXOASLLME, UCXoasLLme
9080 HTTP e Bxogauve aAna Cepsepa [nsa pabotbl LleHTpa ynpaBneHus
9081 HTTPS e ycxoadalme ans 6e3onacHocTbio Dr.Web.
KOMMbtOTepa, Ha KOTOPOM
10101 TCP OTKpbIBAETCA LIeHTp Ans paboTbl yTUAUTBI AUCTAHUMOHHOW
ynpasnenns anarHoctukm CepBepa.
80 HTTP
ncxoaaLLme [nsa nonyueHna obHosneHwmii ¢ BCO.
443 HTTPS

PyKkoBOACTBO aAMAHUCT paTopa
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Ana pa6botbl CepBepa Dr.Web Tpebyercsa:

KomnoHeHT
Mpoueccop

OnepaTvBHan
namMAaTb

MecTto Ha
XKECTKOM AUCKe

OnepaupoHHas
cncTema

Moanep>kka
BMPTYalbHbIX U
06.1auHbIX

cpeg,

Mpouee

Tpe6oBaHus

CPU c nopaep>xkon nHcTpykumin SSE2 1 taktoBoi vactoton 1,3 T 1 Bbilwe.

e MuHuManbHble TpeboBaHuaA: 1 Ib.

e PexkomeHayemble TpeboBaHus: 2 b 1 Bbiwe.

He meHee 12 T'b: go 8 I'b ans BCTpOEHHOW 6a3bl AaHHbIX (kaTasor ycTaHoBku), fo 4 Tb B
CUCTEMHOM BPEMEHHOM KaTasiore (4as pabouvx Gpaiinos).

B 3aBucumocTn oT HacTpoek CepBepa, MOXeT noTpeboBaTbCsA AOMONHUTENBHOE MECTO
[ANs XpaHeHWs BpeMeHHbIX GainoB, HanpumMep, AN XpaHeHUs nepCcoHaibHbIX
WHCTaNNSALMOHHbIX NakeToB AreHToB (MpumMepHo 17 MB kaXabii) B nogkaTanore
var\installers-cache katasora yctaHoBku Cepsepa Dr.Web.

| Mpw yctaHoBke CepBepa HeO0HXOAMMO, UYTOBbI Ha cMcTeMHOM aucke ansa OC

& Windows nan B /var/tmp ana OC cemeiictea UNIX (wm B gpyrot
AMPEeKTOpUN AN BpeMeHHbIX GainoB, eciv OHa NepeonpeseneHa), BHe
3aBUCUMMOCTM OT MecTa ycTaHoBkM camoro Cepeepa, 6bi10 He MeHee 4,3 T
419 OCHOBHOTO AMCTpubyTMBa M 2,5 b Ans AONOAHUTENBHOTO
ANCTPUOYTMBA ANa 3amycka MHCTaANATopa U pacnakoBKW BPEMEHHbIX
dannos.

e Windows;
e Linux;

e FreeBSD.

MosHbIN cnncok nogaepsxmBaemMbix OC npuBeseH B JokymeHTe MpuaodkeHus, B
NpunoxexHun A.

HOAAep)KI/IBaeTCﬂ q)yHKLI,VIOHVIpOBaHI/Ie Ha onepaunoHHbIX CUCTEMaX, YA4OBAETBOPAOLLNX

BbillenepeynciieHHbIM Tpe6OBaHI/IﬂM, B BUPTyaJibHbIX U ob6.nauHbIX cpefax, B TOM 4ucne:

e VMware;
e Hyper-V;
e Xen;
o KVM.

Mpw yctaHoBke Cepeepa Dr.Web ans OC cemelictBa UNIX TpebyeTcs Haanune
6ubnnoTtek: 1sb Bepcum 3 n ctapule, glibc Bepcum 2.7 1 cTaplue.

[nsa pabotbl ¢ B/, Oracle Tpebyetca Haanume 6ubAMOTEKN Linux kernel AIO
access library (libaio).

PyKkoBOACTBO aAMAHUCT paTopa
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ckauvBaHva yepes LleHTp ynpaBaeHus, pasgen AGMUHUCTPUPOBaHUE — YTUAUTBI),

@ [JononHutensHble yTuauTbl, noctasasemsle Bmecte ¢ Cepeepom Dr.Web (goctynHbl asist

JLOJIKHBI 3aMyCKaTbCA Ha KOMMbOTEPE, YAOBAETBOPSAIOLLEM CUCTEMHBIM TPebOoBaHUAM ANS
CepBepa Dr.Web.

Ana pa6otbi NMpokcu-cepBepa Dr.Web Tpebyerca:

KomnoHeHT
Mpoueccop

OnepaTuvBHas
namsaTb

MecTo Ha
JXKEeCTKOM guncke

OnepaupoHHas
cnctema

Mpouee

Tpe6oBaHue
CPU ¢ nopaep>xkor nHctpykumin SSE2 v TaktoBoi yactotoi 1,3 Ty 1 BbiWwe.

He meHee 1 TB.

He meHee 1 TB.

e Windows;
e Linux;
e FreeBSD.

MosHbIN cnncok nogaepxmBaemMbix OC npuseseH B JokymeHTe MpuaoxxeHus, B
Npunoxexun A.

Mpw yctaHoBke Mpoken-cepeepa ana OC cemeinctea UNIX TpebyeTcs Hannume
6ubnnoTtek: 1sb Bepcum 3 u cTapLue.

Ana pabortbl LieHTpa ynpaBneHusa 6esonacHoctbio Dr.Web Tpebyerca:

a) Beb-6pay3zep:

Be6-6pay3zep Moppepikka

Windows Internet Explorer 11

Microsoft Edge 0.10 v Bbilwe
MNMoppep>xmBaeTcs.

Mozilla Firefox 25 v Bblwwe

Google Chrome 30 u Bbiwe

Opera® 10 v Bblwe Vicnonb3oBaHme fonyckaeTcs, 04Hako BO3MOXHOCTb paboTbl He
rapaHTvpyeTcs.

Safari® 4 u Bbiwe

Mpw ncnonb3oBaHun Beb-6paysepa Windows Internet Explorer Heobxoanmo yuecTb
cneayroLme 0CobeHHOCTH:

PyKkoBOACTBO aAMAHUCT paTopa
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MNMonHas pabotocnocobHocTb LieHTpa ynpaBneHms nog Be6-6payszepom Windows
Internet Explorer ¢ BkitoueHHbIM pexxumom Enhanced Security Configuration for
Windows Internet Explorer He rapaHTupyetcs.

Mpw yctaHoBke CepBepa Ha KOMMbIOTEP, B Ha3BaHWUM KOTOPOro NPUCYTCTBYeT CMMBOA
"_" (nopuepkmnBaHue), pabota c Cepeepom uyepes LleHTp ynpaBneHuns B bpayzepe
byzeT HeBO3MOXHa. B Takom cnyuae Heo6xoaMMO MCNOAb30BaTh APYrov Beb-
6payzep.

[ns koppekTHon paboTsl LieHTpa ynpasaeHus, IP-agpec n/vian DNS-nMs MawnHbl, Ha
koTopoin yctaHoBneH Cepeep Dr.Web, gonxHbl 6biTb fo06aBAEHbI B JOBEPEHHbIE
canTbl Beb6-6pay3epa, B KOTOPOM OTKpbiBaeTca LleHTp ynpaBieHus.

[na koppekTHOro oTkpbITMA LleHTpa ynpaneHusa yepes meHro Myck nog OC Windows
8 n OC Windows Server 2012 ¢ NANTOYHBIM NHTEPPENCOM HEOHXOAMMO YCTaHOBUTD
cneayrolLme HacTpokn Beb-6pay3epa: CBoucTBa 6paysepa — Mporpammbl —
OtkpbiTue Internet Explorer yctaHosuTe dsar Beerpa B Internet Explorer B
KJIacCUYEeCcKoOM Bupe.

[ns koppekTHOM paboTsl ¢ LieHTpom ynpaBaeHus vepes Beb-6payzep Windows
Internet Explorer no 3awuuieHHOMY NPOTOKOAY https HEOHXOAMMO YCTaHOBUTL BCE
nocnegHne obHoBeHMA Beb-6bpay3epa.

Paborta c LleHTpom ynpaBneHus yepes Beb6-6payzep Windows Internet Explorer B
pexunme COBMECTUMOCTM He NOAAEPKNBAETCS.

b) PekomeHayemoe pa3pelleHmne 3kpaHa ans paboTsl ¢ LieHTpom ynpasaeHunsa 1280x1024 px.

Ana pabotbl MobunbHoro ueHTpa ynpasneius Dr.Web Tpebyerca:

TpeboBaHMA Pa3ANYatOTCA B 3aBUCUMOCTM OT OMepPaLMOHHOM CUCTEMbI, Ha KOTOPYHO
yCTaHaBANBAETCA MPUNOXKEHME:

OnepauyoHHas cuctema Tpe6oBaHue
Bepcua onepauyoHHOW cUCTEMbI YcrpoiictBo
i0S iOS 8 un BbiWwe Apple® iPhone®
Apple® jPad®
Android Android 4.0 v Bbiwe -

Ana pa6botbl NAP Tpebyerca:

Ana cepBepa:

e OCWi

ndows Server 2008.

Ana areHTOB:

e OC Wi

ndows XP SP3, OC Windows Vista, OC Windows Server 2008.

PyKkoBOACTBO aAMAHUCT paTopa
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Ansa pa6otbl AreHta Dr.Web n nonHoro aHTMBMpycHoro naketa Tpebyercs:

TpeboBaHMA pa3nnyatoTCs B 3aBUCUMOCTM OT OMepPaLMOHHOM CUCTEMbI, Ha KOTOPYHO
yCTaHaBANBAETCA aHTUBUPYCHOE peLleHre (MOHbIV Cnrucok noaaepkuneaembix OC npuseseH

B AokymeHTe Mpunoxxenus, B [puioxxeHnn A. [oaHbIA COUCOK NOAAEPXKUBAEMbIX BEPCUN

00):

e OC Windows:
KomnoHeHT
MNMpoueccop
CBoboaHas
onepaTuBHas

namMAaTb

CBoboaHOE MecTo
Ha >XXeCTKOM guncke

MNpouee

e OC cemelicTBa Linux:
KomnoHeHT
MNMpoueccop
CBobogaHas
onepaTnBHas

namMAaTb

CBoboaHOEe MecTo
Ha >KeCcTKoM Aucke

e macOS, OC Android:

Tpe6oBaHue
CPU ¢ TaktoBOW yacTtotoli 1 T, 1 BbiLLE.

He meHee 512 MB.

1 TB g5 ucnonHsaeMbix GarnoB + JOMOJHUTENBHO A/ XypHaioB paboTsl 1
BPEMEeHHbIX $alinos.

1. Ana koppekTHoW paboTbl KOHTEKCTHOW cripaBku AreHT Dr.Web ansa
Windows Heobxoaumo Hannume Windows® Internet Explorer® 6.0 v Bbiwwe.

2. [nsa nogxntouaemoro moayna Dr.Web ana Outlook Heobxoanm
ycTaHoBAEHHbIV kKnneHT Microsoft Outlook 13 coctaBa Microsoft Office:

e Outlook 2000;
e Outlook 2002;
e Outlook 2003;
e Qutlook 2007;
Outlook 2010 SP2;
Outlook 2013;
Outlook 2016.

Tpe6oBaHue

Moanep>KmMBatoTCA NMPOLECCOPLI C apXUTEKTYPOW 1 cucTeMolt KomaHg Intel/AMD:
32-6uT (IA-32, x86); 64-6U1T (x86-64, Xx64, amd64).

He menee 512 MB.

He meHee 400 M6aiT cBO6OAHOTO AMCKOBOIO MPOCTPAHCTBA Ha TOME, Ha
KOTOPOM pa3meLLatoTca kaTanoru AHTUBMpYCa.

TpeboBaHWA K KOHUrypaLmMn COBNaAatoT C TpeboBaHMAMM ANna

OﬂepaLLMOHHOIZ CNCTEMBbI.

PyKkoBOACTBO aAMAHUCT paTopa
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MNopaepxunBaetcs GpyHKUMOHMpPoBaHMe AreHTa Dr.\Web Ha onepauMOHHbIX cuctemax,
YAOBNETBOPSAIOLLMX BblLLENepeumcaeHHbIM TpeboBaHUAM, B BUPTyaabHbIX N 061aUHbIX
cpejax, B TOM yncne:

e \VMware;
e Hyper-V;
e Xen;
o KVM.

| Ha pabouunx ctaHLysx aHTUBMPYCHOM CeTw, yrpasisemMoin ¢ nomoLlbto Dr.Web, He fokHO
MCMoAb30BaTbCs Apyroe aHTBMpycHoe MO (B Tom uncae MO gpyrvx BEPCUA aHTUBUPYCHbIX
nporpamm Dr.Web).

| OnvcaHve GYHKLMOHaNbHOCTN AreHTOB NPUBEAEHO B PYKOBOACTBAaX NoJib3oBaTens Ans
: COOTBETCTBYHOLLLE ONepPaLMOHHONM CUCTEMBI.

1.4. KoMmnaekT nocTtaBKm

AwnctpnbyTue Dr.Web Enterprise Security Suite nocraBaserca B 3aBucumoctu ot OC
Bbl6paHHoro Cepsepa Dr.Web:
1. Ons OC cemenctea UNIX:
e drweb-11.00.2-<cbopka>-esuite-server-<gepcus OC>.tar.gz.run
OcHoBHow anctpnbytns Cepsepa Dr.Web
e drweb-11.00.2-<cbopka>-esuite-extra-<sepcug OC>.tar.gz.run
JononHuTenbHbl anctpnbyTne Cepsepa Dr.Web
e drweb-11.00.2-<cbopka>-esuite-proxy-<gepcusg OC>.tar.gz.run
Mpokcun-cepsep Dr.Web
e drweb-reploader-<0OC>-<pa3padHocme >
KoHconbHas Bepcua 3arpysunka penosmtopus Dr.Web
2. Ans OC Windows:
e drweb-11.00.2-<cbopka>-esuite-server-<agepcus OC>.exe
OcHoBHoW anctpnbytne Cepsepa Dr.Web
e drweb-11.00.2-<cbopka>-esuite-extra-<gepcusa OC>.exe
[lononHuTenbHbIN anctpnbytne Cepeepa Dr.Web
e drweb-11.00.2-<cbopka>-esuite-proxy-<gepcua OC>.exe

Mpokcn-cepsep Dr.Web

PyKkoBOACTBO aAMAHUCT paTopa
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drweb-11.05.4-<cbopka>-esuite-agent-activedirectory.msi

AreHT Dr.\Web ans Active Directory

drweb-11.00.1-<cbopka>-esuite-modify-ad-schema-<gepcus OC>.exe

Ytnaunta ana moandurkaummn cxembl Active Directory

drweb-11.00.1-<cbopka>-esuite-aduac-<gepcua OC>.msi

YTnnuta gna nsmeHenus atpnbytos y o6bektoB Active Directory

drweb-11.00.1-<cbopka>-esuite-napshv-<gepcug OC>.msi
NAP Validator

drweb-11.05.2-<cbopka>-esuite-agent-full-windows.exe

MonHbIn nHcTannatop AreHta Dr.Web. Taikoke BXOAWT B COCTaB AOMNONHUTENBHOTO
anctpmbytnea Cepsepa Dr.Web.

e drweb-reploader-windows—-<pa3pAaoOHOCMb> . exe
KoHconbHasa Bepcus 3arpysuvka penosutopus DrWeb
e drweb-reploader-gui-windows—-<pa3padHocme > .exe

lpaduueckas Bepcna 3arpysumka penosmntopua Dr.Web

AwncrpnbyTue Cepsepa Dr.Web cocTrout 13 aByx naketos:
1. OcHosHol ducmpubymues — 6a30BbI AUCTpNBYTUB Ans yctaHoBkM CepBepa Dr.Web. CocTas
aHaNorMyeH cocTaBy AUCTPUBYTMBA Npeablaylmx Bepcuin Dr.Web Enterprise Security Suite.

3 ocHoBHOro ancTpnbyTMBa ocyLlecTBaseTCca ycTaHoBKa camoro Cepsepa Dr.Web,
BKJ/IFOYAOLLLEro nakeTbl aHTUBUPYCHOW 3aLUMThl AA cTaHUUK Toabko nog OC Windows.

2. JonoaHumenvHelt ducmpubymus (extra) — BKNtOYaeT AuCTpUOyTMBbI BCEX MPOAYKTOB,
npesoCTaBAfEMbIX 418 YCTaHOBKM Ha 3aluyMiiaeMble CTaHLUK, ynpaBaseMble BCEMU
noaaep>xxmeaembimu OC.

YcTaHaBAMBaETCs Kak JOMOJIHEHWE Ha KOMMbHOTEP C yKe YCTaHOBIEHHbIM OCHOBHbLIM
ducmpubymusom Cepsepa Dr.Web.

JononHUTENbHBIN AUCTPUOYTVB JOJIXKEH YCTaHABAMBATLCA U3 MaKeTa TOTO Xe TWMa, YTO U
OCHOBHOW ANCTPUBYTUB.

B coctaB ocHoBHOro aucrpubytuea Cepeepa Dr.Web BxoaAaT cneayiowme KOMMNOHEHTbI:

MO Cepeepa Dr.Web ans cootsetctBytowen OC,

MO AreHTtoB Dr.Web n aHTuBMpYCHbIX NakeToB ana ctaHumi nog OC Windows,

MO UeHTpa ynpaBneHus besonacHocTtbto Dr.Web,

BMpPYCHble 6a3bl,

Pacwupenue LleHTpa ynpaBneHuns 6e3onacHocteio Dr.Web,

Pacwupenune Dr.Web Server FrontDoor,

PyKkoBOACTBO aAMAHUCT paTopa
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® JOKYMEHTaLunA, LWabBNOHbI U npuMmeps.bl.

KpOMe caMoro AI/ICTpI/I6yTI/IBa MOCTaB/AKOTCA TaKKe CepMVIHbIe HOMepa, nodie perncrtpaunm
KOTOPbIX Bbl NOAy4vnTe ¢a|7|nb| C IMUEH3NOHHbIMUW KNKOYaMWn.
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Fnaea 2: J/iuyeHsnpoBaHue

Ansa pabotbl aHTMBMPYCHOTO peweHna Dr.Web Enterprise Security Suite Tpebyetca anueH3ns.

CocTaB 1 CTOMMOCTb ANLIEH3MM Ha ucnonb3oBaHue Dr.Web Enterprise Security Suite 3aBucar
OT KO/IMYeCTBa 3alUMLLaeMbIX CTaHLMIA, BKIOYas cepBepbl, BXoasaLwme B coctaB cet Dr.Web
Enterprise Security Suite kak 3awwmiLiaemMble CTaHLMN.

| 31y nHGOpMaumo HeobxoaMMO 0bs13aTeNlbHO COObLWaTh NPOAABLY JMLEH3UN MPU MOKYMKe
peweHuns Dr.Web Enterprise Security Suite. Konnuectso ncnonb3syemoix Cepsepos Dr.Web
He BAUAET Ha yBesMYeHre CTOMMOCTU JULIEH3UN.

JInueH3noHHbIN KatoueBon ¢ann

MpaBa Ha ncnosnb3oBaHne Dr.Web Enterprise Security Suite peryavpyrotcs npn nomoLm
NNLLEH3VNOHHbIX KNHOUeBbIX GaniNoB.

| dopmaT ANLEH3MOHHOTO KIHUYEBOro daina 3aluieH oT peaakTMpoBaHWs Npu NOMOLLM

A MexaHW3Ma 3NeKTPOHHOW noanuck. PegaktpoBaHue daiina genaeT ero HeAenCcTBUTENbHbBIM.
Y106kl M36€eXaTh CyYaliHOM NMOPUM JIMLEH3NOHHOTO KIOYEeBOro Galina, He cieayet
MoANDULMPOBaTL U/WAN COXPaHATb €ro NMocae NPOCMOTpa B TEKCTOBOM pefakTope.

JIvueH3MOoHHbIe KNtoUeBble Galiibl MOCTaBAAOTCA B BUAE Zip-apXunBa, COAEPKaLLEero OAnH Uau
HEeCKOJ/IbKO KAtoUeBbIX GaiNoB A/ 3alumLLaeMblX CTaHL M.

Monb3oBaTeNb MOXKET NMOJIYUUTb JINLLEH3NOHHbIE K/1loueBble ¢paiisibl OgHUM U3
cnepyroumnx cnocobos:

e JINLLEH3NOHHbIN KNtoueBOM dain BXOAUT B KOMMNAEKT aHTMBUpYyca Dr.Web Enterprise Security
Suite Nnpu Nokynke, ecan oH 6blA BKAKOYEH B COCTaB ANCTPUOYTMBa NpoAyKTa Npu ero
komnaektaumn. OgHako, kak NpaBuIo, MOCTABAAOTCA TONbKO CepUiiHble HOMepa.

¢ JINLLEH3NOHHbIN KNtoueBOM Gal BbiCblIAeTCA MONb30BaTENAM MO 3NEKTPOHHOWN NouTe
nocsne perncrpaumm cepumHoro Homepa Ha Beb-cante komnaHun «loktop Beb» no agpecy
https://products.drweb.com/register/, ecavm nHOW agpec He yka3aH B perncTpaLuoHHOM
KapTouke, MpuaaraemMomn K NpoAyKTy. 3aMTe Ha yKa3aHHbIM CaiT, 3anosHuTe Gopmy co
CBeAEHMAMMW O NoKynaTtene v BBeAUTE B yKazaHHOE MoJie PermcTpaLMOHHbIN CEPUNHBIN
HOMep (HaxoAMTCA Ha PerucTpaLMoHHON KapTouke). ApXuB C kntoueBbiMUK darinamm byaet
BbIC/IaH MO yKa3aHHOMY BaMW aApecy 3/IeKTPOHHOM MouThl. Bbl Takke cMoXeTe 3arpy3uTb
KntoyeBble dalinbl HEMOCPEACTBEHHO C YKa3aHHOro canTa.

e JINLLEH3NOHHbIN KNtOUeBOM Gala MOXKET NOCTAaBAATLCA HAa OTAENbHOM HOCUTENe.

PekomMeHAyeTCs COXPaHATb NMNLLEH3MOHHbIN KIHOUYeBOW Galin O UCTeUeHUs CPOKa ero
AEeVCTBUS N UCMOb30BaTh €r0 NPU NepeycTaHOBKe UM BOCCTAaHOBAEHUN KOMMOHEHTOB
nporpammsl. B cayyae ytpatbl IMLLEH3MOHHOIO KNtOUYeBOro daina Bbl MOXeTe NOBTOPUTL

PyKkoBOACTBO aAMAHUCT paTopa
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npoLeaypy pernctpaunm Ha ykasaHHOM cainTe U CHOBa NMOAYUUTb JNLEH3NOHHbIA KNHOYEBOM
danin. Mpn 3ToM HEOHXOANMO yKa3blBaTb TOT e PErncTPaLMOHHbIA CEPUMHBIA HOMEpP U Te
Xe CBefeHNs 0 nokynaTesie, YtTo U NpU NEPBO PErncTpaLmm; MOXeT NU3MEHUTLCA TO/IbKO
ajpec 31eKTPOHHOW MoYTbl. B 3TOM ciyyae MLEH3MOHHBIN kK1toueBon daiin byaeTt BbiCaaH Mo
HOBOMY ajpecy.

Ana o3HaKOMAeHUA ¢ AHTUBMPYCOM MOXHO UCMOb30BaTh AEMOHCTPaLMOHHbIE KIOYEBbIE
daninbl. Takune katoueBble Ganibl obecneumBatoT NOAHYH PYHKLMOHAAbHOCTb OCHOBHbIX
aHTUBMPYCHbIX KOMMOHEHTOB, HO UMEIOT OFrPaHUYEHHbIN CPOK AeUCTBUA. 1A TOro ytobsl
NONyYNTb AE€MOHCTPALIMOHHbIE KNtoueBble dalibl, CiesyeT 3anoNHUTL Gopmy,
pacrnosioXXeHHYyto Ha cTpaHuue https://download.drweb.com/demoreq/biz/. Baw 3anpoc 6yaet
PacCMOTPEH B MHANBKAYaAbHOM Nopsjke. B cnyyae NonoXMTENIbHOTO peLlleHms apxme C
JNNUEH3MOHHbBIMW KNtoueBbIMK pannamun 6yaeT BbiCAaH NO yKazaHHOMY BamMu ajgpecy
3/1eKTPOHHOM MOYTbI.

| Vcnosb3oBaHWe ANLEH3MOHHbIX KNHOYEBLIX GaliioB B MpoLEecce YCTaHOBKM NPOrpamMMbl
& onucbiBaeTcs B PykoBogcTBe no ycraHoBKe, M. YcraHoBka Cepsepa Dr.Web.

Mcnonb3oBaHWe NNLIEH3MOHHBIX KAFOUEBbIX GainoB ANs y>ke pa3BepHYTON aHTUBUPYCHOMN
ceTv onucbiBaeTca B N. MeHepkep NMLIEH3WIA.

2.1. Oco6eHHOCTN NNLLeH3UPOBaHNA

1. Cepsep Dr.Web He nnueH3unpyeTcs.

XPaHWACA B INLEH3MOHHOM Kitoye CepBepa, Tenepb XPaHUTCH B KOHPUrypaLMoHHOM daiine
CepBepa (HaumnHasa ¢ Bepcum 10).

@ UUID CepBepa, koTopbiin B npeaplayLimx Bepcuax Dr.Web Enterprise Security Suite

e [Mpu yctaHoBKke HoBOro CepBepa reHepupyeTcs HoBbld UUID.

e [py obHoBeHWN CepBepa ¢ Honee paHHux Bepcuii, UUID aBTomaTmueckn bepeTtcs 13
kntoua CepBepa npegbiayLier Bepcumn (bain enterprise. key B Katanore etc
npeaplayuien yctaHoBku CepBepa) 1 3anmncbiBaeTcst B KOHPUrypaLWOHHbIA dalin
ycTaHaBamBaemoro Cepsepa.

B cnyyae obHOBAeHMs kiacTepa CepBepOB NMLEH3NOHHBIV Koy nosyyaet Cepsep,
OTBETCTBEHHbIN 38 06HOBAEHME 6a3bl AaHHbIX. a5 ocTanbHbix CepBEPOB HEOHGXOAUMO
806aBAATb NNLEH3VIOHHBIE K/THOUM BPYYHYHO.

2. JINLEeH3NOHHbIe KJIH0UM aKTyabHbl TONbKO A1 3aliMLLiaeMblX CTaHUMA. Ha3HaueHne
NNLEH3MIA BO3MOXHO KakK ANS OTAE/bHbIX CTaHLMIA, TaK U 418 TPYNN CTaHLUMWIA: B 3TOM
clyyae NIMLEH3MOHHbBIN K1Y AeUCTBUTENEH /1A BCEX CTaHLMIA, KOTOPble HacaeayroT ero ot
AaHHOM rpynnbl. YTo6bl 3a4aTb kntoueBor Gaa OAHOBPEMEHHO AN BCEX CTaHLNM
aHTUBUPYCHOW CeTU, A1 KOTOPbIX HE 3aZaHbl MePCOHabHble HACTPOMKM NNLLEH3NOHHOTO
KNtOYa, Ha3HaubTe IMLLEH3NOHHbBIN KoY Asia rpynnbl Everyone.

PyKkoBOACTBO aAMAHUCT paTopa
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. JINuEeH3MOHHbBIV KnroueBOol dalin MOXeT 3ajaBaTbcsa Npun yctaHoske Cepeepa Dr.Web (cm.

PykoBopacTBO no ycraHoBKe, n. YcraHoeka Cepsepa Dr.Web).

OgaHako, CepBep Takke MOXET ObITb YCTaHOBAEH 6€3 INLEH3MOHHOTIO Katoya. JInueH3uns
Mo>eT 6bITb JoHaBAeHa NO34Hee KakK JI0KaAbHO, Tak U MOyYeHa Yepe3 MeXCePBEPHYHO
CBA3b.

MocpeacTBOM MeXCEPBEPHOWN CBA3M BO3MOXHA nepeaya OnuMoHaNbHOIo KoM4yecTea
NNLLEH3UI U3 KNKOYel, XpaHaLwmxcs Ha gaHHom CepBepe, cocegHemy CepBepy Ha
onpezeneHHbI MPOMEXYTOK BPEMEHM.

BO3MOXHO MCNONb30BaHNE HECKONBbKMX Pa3/IMUHbIX IMLEH3UIA, HANPUMeEp, C Pa3NYHbIM
CPOKOM AeNCTBUSA UAU Pa3IMUYHbIM HaBOPOM aHTUBUPYCHbIX KOMMOHEHTOB A1
3alMLLIAEMbIX CTaHUMA. KaXabli NMLEH3UOHHbIN KAKOY MOXKET OblTb Ha3HauYeH Ans
HECKONbKMX OB BbEKTOB INLEH3NPOBAHWA (Tpynn 1 CTaHLWUI) OAHOBPEMEHHO. s oAHOro
obbekTa NMLEH3MPOBAHMA MOXET ObITb Ha3HaUEHO HECKOIbKO INMLEH3NOHHbIX KJTHOUen
OAHOBPEMEHHO.

Mpy HazHaUeHWM HECKONbKMX KNHOUE Ha OANH 06beKT, 0bpaTuTe BHMMaHME Ha
cneayroLme 0CoO6eHHOCTH:

a) Ecam cnncok paspelleHHbIX aHTUBUPYCHbIX KOMMOHEHTOB Y HECKOIbKUX KJIKOUen 0AHOro
0b6bekTa pa3INUaeTCs, CNUCOK pa3peLleHHbIX A8 CTaHL M KOMMOHEHTOB byaeT
onpeaensercs nepecevyeHNeM MHOXECTB KOMMOHEHTOB B k/touax. Hanpumep, ecam ans
rpynnbl CTAHUUIN Ha3HAUEHbI K/HOY C NOAAEPXKKOM AHTMCNAMa 1 KoY 6e3 NoAaeP>KKN
AHTUCNAMa, TO ANS CTaHUMIA ycTaHOBKa AHTUCNama byzeT 3anpeLleHa.

b) Hactpolikv anueH3npoBaHusa Ans o6bekTa pacCUMTbIBAtOTCA NCXOAA U3 BCEX
Ha3HaueHHbIX AN 3TOro obbekTa Katouen. Ecam cpok AencTBns AMLEH3NOHHbIX KIHYel
obbekTa pa3anyaeTcs, TO MO UCTEYEHUMN KIOUA C MUHMMaIbHbIM CPOKOM AENCTBUSA, BaM
HeobXoANMMO 3aMeHUTb U YAANUTb UCTEKLUMIA KNHOY BPYYHYHO. ECM ncTekwmin kntou
HaknazblBas OrpaHNYEeHNs Ha YCTaHOBKY aHTUBUPYCHbIX KOMMOHEHTOB, HEOHX0AMMO
NPOM3BECTN KOPPEKTUPOBKY HACTPOEK O6beKTa IMLEH3NPOBaHNSA B pa3jene
YcTraHaB/iMBaeMble KOMMOHEHTbI.

c) KonnuectBo AnueH3nin y o6bekTa paccumTbiBaeTCA M3 CYMMbl JIMLIEH3UIA BCEX KNHOYEN,
Ha3HaUeHHbIX 418 aHHOro o6bekTa. Takke cneayeT yumTbiBaTb BO3MOXHOCTb
nepejauv AMLEH3UNA Mo MexXcepBepHON cBa3n cocegHemy Cepsepy (cM. . 4). B 3Tom
cnyyae 13 obLLEero KoNMyecTa JMLEH3MI BbIUMTAIOTCA IMLEH3UN, MepesaHHble
cocegHemy CepBepy.

@ YnpaBneHue NULEH3NOHHBIMU KItOUaMKW OCyLLlecTBAsSeTCA vepe3 MeHekep NULIEH3UNA.

Mpw 3asaHNM TNLEH3MOHHOTO KItoYa B MeHeakepe AnLeH3mN, BCS MHGOPMaLMA O JaHHOW
NINLEH3UN COXpaHsaeTcs B 6a3e AaHHbIX.

34

2.2. PacnpocTtpaHeHue INLEeH3NN NO MeXXCepBepPHbIM CBA3AM

B aHTMBUPYCHOW ceTu ¢ HeckobknMu CepBepamMy BO3MOXHa nepesava onuMoHaNbHOro
KoAMyecTBa MnueH3nin mexay CepepamMu Ha onpeseneHHbli MPOMEXYTOK BpeMEHMN.
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| [lns BO3MOXHOCTV Nepesaun avueHsunin mexay CepepamMu HaCcTPOTe MeXXCepBEPHbIe
CBA3W Kak onucaHo B pa3gene Hactporika cBsazen mexay Cepsepamu Dr.Web.

PacnpOCTpaHeHme flMLI,eH3I/|I7I BO3MOXHO Asa chejyrolnx BapnaHToB CBA3EN:

e MnaBHbI CepBep BblAaeT NNLEH3UM, NOAYNHEHHBIV CepBep — NPUHMMAET, COrNacHO

HacTpoWKam CBA3W A/ PacnpOCTPaHeHNs NLLEH3UM (M3MEHEHMIO He noasexar).

e MNepepaya nvLeH3NN Mexay paBHonpaBHbiMu CepBepamu. B 3Tom cnydae y CepBepa,

KOTOPbIM BblAAET MNLEH3MW, B HACTPOMKax CBA3N B pa3gese JIueHsum Jo/keH 6biTb
yctaHoBneH ¢nar OtnpaBaAaTh, a y CepBepa, KOTOPbIV MoayyaeT AvueH3nm — daar
MpuHumats.

UTo6bI HacTpoutb CepBep, KOTOpbI 6yaeT BbigaBaTb JINLLEH3NN:

1.

Otkpouite LleHTp ynpaBneHma CepBepa aHTUBMPYCHOM CeTU, KOTOPbIV ByaeT BblAaBaTb
nvueHsnm cocegHum CepeepaM.

B rnaBHom meHto LleHTpa ynpaBaeHus Boibepute NyHKT AAMUHUCTPUPOBaHUe, B
ynpasaatollemM MeHto Bbibepute nyHKT MeHemkep AMLeH3NNA.

. [lobaBbTe NMLEH3NOHHbIN K1Y Kak ONUCaHO B paszene MeHeaxxep INLEH3UN, ECAN KITHOY

ewle He 6bin gobaBneH paHee. KomyecTBO NLIEH3WI B KIHOYE JOIKHO COOTBETCTBOBATb
obLwemMy KomuecTBy 06Cay>KMBaeMbIX CTaHLMI Kak JaHHbIM CepBepoM, Tak 1 BCEMU
CepBepamu, koTopble ByayT NoAyYaTb ANLLEH3MM U3 3TOFO KItOYa.

B obuwem cnyuae MOXeT 6bITb 4OCTaTOYHO OAHOIO NNLEH3UOHHOIO K/IHOYa, INLEH3UN U3
KOTOpOro byayT pacnpegeneHbl Mexay Bcemun CepBepamu.

MocunTanTe, CKONBKO NNLLEH3MIA N3 JaHHOrO KIoYa Bbl MOXeTe nepejaTtb COCEAHUM
CepBepam. Npu noacyeTe yumTbiBanTe, UTo € coceaHnx CepBepoB TakkKe MOXET OblTb
nepeaaHa yactb anueH3n apyrum Cepsepam. B aTom ciyyae nepegave 13 kiroua
rnasHoro CepBepa NoA/IeXNT CyMMapHOe KONMYECTBO JINLLEH3UI, KOTOPOE NaHMpyeTCcs
pacrnpocTpaHunTb Aasee Mo uenouke. Takke yutuTe, Uto rnaBHbii CepBep He CMOXeT
BOCMO/b30BaTbCA PACNPOCTPAHEHHbIM ANLLEH3UAMM A0 OKOHYaHMA CPOKa
pPacrnpoCcTpaHeHNs 3TUX INLLEH3MI 1 X BO3BPALLEHMSA.

HaCTpOIZTe pacnpocTpaHeHne J'IVILI,EH3I/Il7l Ha coceaHne CepBepr M3 TMUEH3MOHHOTIO K/to4a
KaK OnnMcaHO B pa3gene MeHeg,M(ep )'Il/lu,eHBI/II‘;I.

B HacTpolike [laTa OKOHUYaHWUA INLEH3UM 33laiNTe OKOHYaTE/IbHbIA CPOK AeNCTBUSA
nepegaun amueHsnn. Cpok nepesaum MoxeT HbiTb Kak MeHbLLE CpoKa AeUCTBMA CaMOM
NNLEH3UN, TaK 1 paBeH eli. [1o ncteyeHnn ykazaHHOro Cpoka BCe INLEH3UM ByayT
0TO3BaHbl ¢ cocegHero CepBepa 1 BEPHYTCA B CMNCOK CBOHOOAHbIX NLIEH3NIN NCXOLHOTO
JNNLEH3MOHHOTO KtoYa. [Mpn HEOBXOAMMOCTH Bbl CMOXKETE OTPEAaKTMPOBaTh 3TOT CPOK B
Ntob0or MOMEHT Kak onmncaHo B pasgene MeHeaxep AnLEH3NN.

Mpy HeOHXOAMMOCTN N3MEHUTE HAaCTPONKN PaCcNpPOCTPaHEHNS ANLEH3WIA. [na 3TOro
nepengnte B paszen Konpurypauusa Cepsepa Dr.Web.

Ha Bknagke JInueH3um 3asaliTe Ciesytolime HacTpOLku, oTHocswumecs k Cepsepy,
BblAaOLWEMY NNLEH3NN:

PyKkoBOACTBO aAMAHUCT paTopa

35



A
d
A

A\

naBa 2: JiuueHsmpoBaHue

¢ MMepropa aBTOMaTUUECKOrO NPOAJIEHNA BblAAaBaeMbIX JINLLEH3UNA — NEPUOJ BPEMEHH,
Ha KOTOPbIN BbIAAOTCA INLEH3UN U3 KNtOYa Ha gaHHOM CepBepe. [Tocie okoHYaHUs
3TOro Nepmoja OCyLLeCTBASETCA aBTOMaTMYeCKOe NPOoANeHNE BblaHHbIX INLEH3MW Ha
TOT XXe caMbli nepuoa. ABTOMaTnyeckoe npoasieHmne byaet ocyLecTBAATLCA A0 TEX Mop,
nokKa ANVTCS CPOK PacnpOCTPaHEHUS NNLLEH3WUI, 3aAaHHbIN B MeHeakepe NMLEH3UI Ha
ware 5.
[aHHbIN MexaHM3M obecneurBaeT BO3BpaLLEHNE NNLEH3MI Ha raBHbIM CepBep B TOM
cnyyae, ecam nogumHeHHbl CepBep OyAeT OTKAKOUEH U HE CMOXET BEPHYTb BblAaHHbIE
JINLIEH3 UM,

¢ Mepuoa CMHXPOHU3ALLUWN INLLEH3UN — MEPUOANYHOCTb CUHXPOHM3aUMM MHPOpPMaLMmM O
BblAaBaeMbIX nnLeH3nax mexay Cepsepamu. CUHXPOHU3ALMUSA INLLEH3NI MO3BOANT
onpeaennTb, YTO KONMYECTBO NNLEH3UN, BblAaHHbIX rNaBHbIM CepBEPOM M MONYYEHHbIX
noguvMHeHHbiM CepBepom, coBnagaeT. [JaHHbIN MexaHU3M MO3BOASET BblABUTL COOU U
CNlyyYau noAnora nNpv nepegaye AMLEH3NN.

¢ Mepuropg oTnpaBKM oTUeTa 06 NCNONB30BAHMM JIMLLEH3UWN — MEPUOANYHOCTb, C KOTOPOW
noguvHeHHblt CepBep HyaeT oTNPaBAsATb OTYETbI 06 NCMONB30BaHUMN MONYYEHHbIX
NnLeH3uni Ha rnaBHbln CepBep. HacTpoika 3asaeTcsa Ha rnaBHom CepBepe, HO
Mcrnonb3yetca noguvHeHHbIM CepBepPOM Npw OTMNPaBKe OTYETOB.

¢ Mepuopa noacueTa aKTUBHbIX CTaHL UM AIA OTUETa MO JIMLLEH3UAM — NePUNOJ, B TeUeHne
KOTOPOro 6yAeT NOACUYATLIBATLCA KOIMYECTBO aKTUBHbIX CTAaHLMIA ANS OTAPABKM OT4YeTa
06 ncnonb3oBaHMK NnLeH3MA. HacTpolika 3agaetcs Ha rnaBHoM CepBepe, HO
NCNoNb3yeTcs NoAUYMHEHHBIM CepBepOM Npu OTNpPaBKe OTYETOB.

8. CoxpaHuTe BHeCEHHble U3MeHeHUs 1 nepesarpy3unte Cepsep.

UT06b1 HacTpouTb CepBep, KOTOpPbIA 6yaeT Nony4vaTb INLEH3UN:

1. Otkpowute LleHTp ynpaBneHuns CepBepa aHTUBUPYCHOWM CeTU, KOTOPbIA ByaeT noayyatb
nnueH3nn ot cocegHero Cepaepa.

2. Mpn HEOHBXOAMMOCTU N3MEHUTE HACTPOMKN PaCcNpPOCTPaHEHUS nLLeH3UA. [as 3Toro
nepergnte B paszen Konpurypauua Cepeepa Dr.Web.

3. Ha Bknagke JluyeHsum 3a4alite MHTepBan ansa npeaBapuTenbHOro NpoaJsieHns
noJsiyyaeMblIX JIMLLEH3UM — MPOMEXYTOK BPEMEHU L0 OKOHYaHWA Nepunosa
aBTOMAaTUYECKOro NPOANEHNS TNLEH3UIA, MONYUYEHHbIX OT coceaHero CepBepa, HaunHas ¢
KOTOpOro faHHbl CepBep 3anpallvBaeT npeABapuTesibHOe aBTOMaTUYeckoe NpoasieHme
3TUX INLLEH3UN.

Mcnonb3oBaHWe aHHOW HAaCTPOWKM 3aBUCUT OT TMMNa NOAKNHOUYEH WA, BbIBpaHHOrO B
HacTpolike MapameTpbl coeaHeHUA Npu KOHOUrypaumm cBasn mexay Cepsepamu (cm.
pa3gen Hactpouika ceaseun mexay Cepsepamun Dr.Web):

e [Inf nepnoamyeckoro Tmna NoAKIOUYEHUA: eCiv NePUOoA NepenoaKItOUYeHNS, 3aaHHbIN B
HacTpovike cBa3n, 6oablue yem Mepuop aBTOMaTUUECKOrO NPOAJ/IEHMA BblJaBaeMbIX
NVLEeH3UIA, 3aZaHHbIN Ha CepBepe, BblJaBLUEeM ANLEH3MM, TO aBTOMaTUYeckoe
npoANeHve 3TUX ANLEeH3n ByaeT MHULMMPOBAHO paHbLle, YeM ncteyet Mepuog,
aBTOMaTMUecKoro NpoA/JIeHNA BblAaBaeMbiX JIMLLEH3UN.

e /119 NOCTOAHHOIO MOAK/IOYEHNA: JaHHAA HACTPOMKa He NCMO/Ib3YeTCs.

PyKkoBOACTBO aAMAHUCT paTopa
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4. CoxpaHuTe BHECEHHble N3MeHeHNs 1 nepesarpysute Cepaep.

2.3. ABTOMaTnueckoe o6HOB/IeHUE INLLeH3UN
Jinyensua gna Dr.Web Enterprise Security Suite MoXeT 6bITb aBTOMaTNyeckn o6HOBAEHA.

ABTOMaTMUeCcKoe OOHOBAEHME NNUEH3NN NOoA4Pa3yMeBaeT caejyroluine aCnekTbl:

e [py OKOHYaHMW CPOKa AEVCTBUS NNLEH3MOHHOTO KIKOUYa OH MOXKET ObITb aBTOMaTUYECKN
3aMeHeH NPorpaMMoi Ha 3apaHee NPUOBPETEHHbIN NULLEH3MOHHbIN KOU.

e ABTOMaTM4yeckoe OOHOBAEHME BbIMOAHAETCA ANA KOHKPETHOTro NMMUEH3MOHHOTO Kio4Ya, and
KOTOPOro nokynasaocCb npoaneHume.

e JINLLEH3VNOHHbIN KAOY AN aBTOMATM4YeCKOro 06HOBAEHMS pacnoaaraeTcs Ha cepBepax
KOoMnaHun «/Joktop Beb» 10 OKOHYaHMA CBOEro CpoKa AeMCTBUS.

MNMpoueaypa aBToMmaTnueckoro o6HoBNA€HUA INLEH3UN
I'Ipou,ep,ypa aBTOMaTMUeCcKoro obHOBIEHUSA JWILl,eHBVIl\/ll 3anyckaeTca B cie4Ayroumnx cnyyaax:

e [Mpun HaxaT agMUHUCTPATOPOM KHOMKM B MpoBepuTb HaAMUMe O6HOBIEHUIA U

3aMeHUTb JINLLEH3NOHHbI€ K/IFOUYUN Ha NMaHeIn 3a4a4y B MeHe,ngepe J'II/II=I,eH3I/II\/JI Ll,eHTpa
ynpaBaeHUA.

e [1pn BbINONHEHWM 3ajaH1a O6HoBAeHMe peno3uTopusa 13 pacnucaHunsa Cepeepa DrWeb.
Mpwv 3TOM AosKeH 6bITb ycTaHOB/EH Gnar O6GHOBAATL INL,EH3MOHHbIE K/IHoUU B
HacTpoMrKax 3ajaHus.

@ ABTOMaTUYeckoe OHHOBNEHWNE NNLIEH3MOHHOTO K/IKOYa 3amnyckaeTca TOJIbKO B TOM Clyvae,

: Korga obHoBAAeMasn MLEH3MA NpuHaanexut stomy CepBepy: M3HayanbHO gobaBaeHa
BPYYHYIO WM MOJyYeHa Yepes aBToMaTnyeckoe 0bHoBAeHMe. s AVLEH3WIM, MONYUYEHHbIX C
coceaHunx CepBepoB Hepes MeXcepBepHble CBA3W, NpoLeypa aBTOMaTU4YeCcKoro
06HOBNEHMA He 3amycKaeTcs.

Mpoueaypa aBTOMaTUUECKOro 06HOBAEHUA /INLLEH3VUA COAEPXKUT C/ieaytoLl e dTanbl:

1. MpoBepka HaANMUNA NMLEH3NOHHOIO KAKOYa Ha cepBepax kKomnaHum «loktop Beb» (BCO).

2. 3arpyska anueH3noHHoro katoya ¢ BCO Ha CepBep ¢ nocnegyrowmm gobaBaeHnem kiroya
B 6a3y AaHHbIX 1 MeHeaxep ANLEeH3nN.

3. PacnpocTtpaHeHVe HOBOrO IMLEH3NOHHOIO KNtoUa Ha 06beKTbl MpeablAyLero Katoua.

B 3aBucnumoctu ot PE3YNbTAaTOB BbIMOJIHEHNA Ka>XA0ro U3 3Tanos, npoueaypa MOXKeT LWWTaTHO
3aBepwnTbCA Ha N06OM 13 HUX.

Bo3mMOXKHbI ceaymouimne pesysibtatbl BbilMOJIHEHUA aBTOMaTU4YeCKoro obHOBNEHuUA:

1. JluyeH3uoHHsIl K104 015 asmomMamuyeckozo obHoeneHus omcymcmayem Ha BCO.

PyKkoBOACTBO aAMAHUCT paTopa



A
d
A

A\

naBa 2: JiuueHsmpoBaHue

Huvkaknx aencrBnin npomnsBeseHo He byaer.

. JluyeH3uoHHsIl KoY 0151 asmomamuyeckoz2o ob6HosseHUsi docmyneH Ha BCO. Cocmas

JIUYeH3UpYeMbix KOMNOHeHMOo8 y meKywe20 U Ho8020 K/rodeli omau4aemcs (8 HO8OM KJjroye
Hem Kakux-/1ubo KOMNOHeHMos, Komopsle ecmb 8 mekyujem) U/uau y HO8020 JIULYeH3UOHHO20
KJIK04a MeHbule uyeH3ul, YeM y mekyujezo UyeH3UOHHO20 KoY.

HoBas nnueH3ma ckaumBaeTcsa ¢ cepBepoB komnaHum «loktop Be6», sobasnsetcs B
MeHezxep nvueH3nin n 6a3y gaHHbix CepBepa, HO He pacnpoCTpaHAeTCA Ha 0ObeKTbI
NNLEH3MPOBaHUNSA. B TakoW cMTyaummn IULLEH3NOHHBIN KNHOY HEOOXOANMO PacnpoOCTPaHUTh

BPYUYHYHO.

AZAMUHUCTpaTOpy OoTnpasaseTcs onoselleHne JINLeH3MOHHBIN KU He MOXKeT 6bITb
aBTOMaTnuyeckm obHoBIeH. KOHKpeTHaa NpuunHa, No KOTOPOW KU He MOXeT ObliTb
aBTOMaTUYeCKn pacnpocTpaHeH, byaeT npueejeHa B ONOBELLEHUN.

. JluyeH3uoHHsIl KoY 015 asmomamuyeckoz2o obHosseHUss docmyneH Ha BCO. Cocmas

JluyeH3upyemolx KOMNOHEHMO8 y meKywe2o U Ho8020 J1UuYeH3UOHHbIX knroyell coenadaem unu
8 HOBOM KJIKo4Ye JTuyeH3upos8dHoO 60/16ULIe KOMNOHEHMO08, YeM 8 mekywemM, 8eK/1to4as ece
KOMNOHeHM®bl mekyujeco K/irn4da, koiudyecmeo ﬂUL{GH3UU Y HOB8020 /Uy eH3UOHHO2O0 KJ/1Ho4a
6os1bLe UU pasHoO KOﬂquCmeyﬂUL{eHSUﬁy mekKyuw,eco JIUYyeH3UOHHO20 KJ/1Ho4a.

HoBas nnueH3ns ckaumBaeTcs ¢ cepBepoB KomnaHum «Joktop Beb», gobaBnsercs B
MeHezxep nvueH3nin n 6a3y gaHHbix CepBepa 1 pacnpocTpaHaeTcs Ha Bce 0ObeKTbI
NNLLEH3MPOBaHMA, Ha KOTopble Bblna pacnpocTpaHeHa NpeabiAyLlas NMLEeH3MA, BKAKOYas
coceaHune Cepsepesl.

Crapas anueH3nsa byaet aBToMaTUYeCKM yaaneHa, korga oHa He 6yaeT NCnonb30BaTbCA HU
OAHMM nogumHeHHbIM CepBepom. TakMM 06pa3omM, ecim B MOMEHT aBTOMaTU4YeCKOro
0bHOBNEHNA NoAYMHEHHbIM CepBep Obln OTKIHOUEH, CTapan ANLEH3UA ByaeT XpaHUTbCA 40
Tex Nop, Noka 3TOT NoAUYMHEHHbIN CepBep He NOAKIOUMTCA.

Crapas anueH3nsa byaeT xpaHUTbCA, MOKa ee He yAanAT BPYUHYHO B CNefyroLmMX Cayyasx:

e Ecan Ha nogumHeHHbIV CepBep HEBO3MOXHO PacnpOCTPaHUTb ANLEH3NIO,
NONYYEHHYH NpK aBTOMaTnueckoM 0bHoBeHUM (CepBep OTKNHOUEH HaBCeraa).

e Ecan Ha nogunHeHHOM CepBepe MCNO/b3yeTca BepCms NPOTOKONA, He
noasep>wuBatowias PyHKLNOHAN aBTOMATUUYeCKMX OOHOBEHWIA. MpK 3TOM AnLEeH3NK
6yayT nepesaHbl Ha NoAYMHeHHbI CepBep, HO He ByayT pacnpoCTpaHeHbI.

AZMUWHUCTpaTOpy OTNpaBaseTcs onoselleHne JINLL@H3MOHHBIW KAKOU aBTOMATUUeCKU
o6HoBsieH. OnoBelleHne 06 06HOBAeHUN ByaeT oTnpaBaeHO ¢ kaxzaoro Cepeepa, Ha
KOTOpbI ByAeT pacnpocTpaHeHa HOBas ANLEH3MA.

| Bce onoBelleHus, oTnpaBasemMble agMUHUCTPATOPY, HaCTpamnBatoTCA B pasgese
AaMmuHucTpmnpoBaHue — KoHdurypauusa onoseleHUNA.

Mocne OTMPaBKN KaXa0ro m3 onoseu.l,eHwZ BbINONHAETCA NOAb30BaTE/IbCKAA MpoLeaypa
ABTOMaTUueckoe o6HOBJIeHME JIMUEH3NOHHOro KJ/ilo4va.

PyKkoBOACTBO aAMAHUCT paTopa
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O6HOBNEHUE NNLLEH3UWN BPYUYHYHIO

Ecav Bbl nprnobpen ANLEH3NOHHbIN KNKOY A5 aBTOMATUUYeCckoro o6HOBEHMS Ballero
TekyLLero kito4a, To fobaBieHre HOBOTO Katoya B MeHezkepe NLEH3NIN BPYUHYHO He
TpebyeTca. B 3aBUCMMOCTM OT cUTyaumm (BapuaHT 2 B MpoLesype Bbille) MOXET
noTpeboBaTbCA TONbKO PYYHOE pacnpocTpaHeHne Ha 06beKTbl IMLLEH3MPOBaHUS.

OpfHakKo, ecnu A0 BbIMOJHEHWA NPOLeAYDbl aBTOMATUYECKOrO O6HOBAEHUA NNLIEH3UN BbI
CaMOCTOATENbHO f06aBMAN uepe3 MeHeaxKep NIMLEH3NI HOBbI K/IHOY, NMOANEXALLNIA

aBTOMaTUUYeCKOMY OHHOBNEHMIO MO BapuaHTy 3 (CM. NpoLeaypy Bbille), TO NPU BbIMOJHEHUY
3afaHuna byaeT oCcyLwecTBAATLCA TONbKO PacnpoCTpaHeHNne HOBOTO IMLEH3UOHHOTO K/IkoYa.
Mpwn 3TOM BO3MOXHbI CAeAyroLine BapuaHThbl:

a)

b)

HoBbIM IMLEH3MOHHBIN KItOY Bbl BPYYHYO pacnpocTpaHeH Ha Bce 0O6beKTbI, Ha KOTOPbIe
6bln pacnpocTpaHeH Npeablaywmin (06HOBAsAEMBIN) KoY. B TakoM ciyyae, npwu
BbIMOJIHEHUW 3a/,aHNA Ha OOHOBIEHNE HMKAKUX U3MEHEHWNIN He ByaeT BHeCeHO.

HoBbIN NMLLEH3MOHHBIN K/THOY Bbl1 BPYUYHYHO pacipoCTpaHeH He Ha BCe 06BbeKTbl, Ha
KOTopble Obln pacnpocTpaHeH npeabiaynin (06HoBAsSEeMbIN) Katod. B Takom ciyyae, npu
BbIMOJHEHWW 3aaHNA Ha OOHOB/IEHMEe HOBbIV KItOY ByaeT pacnpoCTpaHeH Ha Bce
OCTaBLUMECA 0O6BEKTbI MpeablAyLLero Katoya, KoTopble eLle He Noay4Ynan obHoBAEHME.

Ecv HOBBIV INLLEH3VNOHHbBIN KN4 HbIN JONOAHUTENIBHO PaCcNpPOCTPaHEH BPYYHYHO Ha
06BbeKTbl, KOTOPbIX He BbIN0 B CMIMCKe NPeAblAyLLEero Kakoya, To Noc/ie BbINOAHEHNA
3a/laHNS HOBbIM KJIFOY OCTaHEeTCs PacnpoOCTpPaHeH Takke 1 Ha 3Tn o6bekTbl. [pu 3ToM
BO3MOXHbI CefytoLine BapuaHThl:

e Konnyecta nvLeH3MIi XBaTaeT Ha BCe OOBEKTbI INLLEH3NPOBAHWA: Ha Te, KOTopble Hblan
y NpeAbIAyLLEero Katouya, 1 Ha Ha3HavyeHHble HOBOMY KoYy BPYYHYHO. Takas cuTyaums
BO3MOXHa, B YaCTHOCTW, €CIN HOBbIV KJIHOY COAEP>XKNT HOobLuee KONMYEeCTBO NNLEH3NI. B
TakOM C/lyyae, Npu BbIMOJHEHWM 3aJaHNA Ha OBHOBAEHME HUKAKUX U3MEHEHWI He byaeT
BHeCeHo.

e KonnuectBa nnLLeH3MM He XxBaTaeT A/ pacnpoCTpaHeHUs Ha BCe 06BbeKTbI
JMLEH3MPOBAHUS, KOTOPbIE BbIIM Y NPeAbIAYLLErO Kko4a, MOTOMY UTO JNLEH3UM ObiIN
Ha3HaueHbl BPYy4YHYLO Ha Apyrne o6bekTbl. 15 06EKTOB, KOTOPbIM HE XBaTUIO
NNLEeH3nI, obHOBNEHME He MPOM30NAET, OAHAKO NPeabIAYLLNA KoY BCe paBHO byaeT
yAaneH, n 06bekTbl OcTaHyTCcA 6e3 anueH3nn. NMpn NosaBAeHNM CBOOOAHBIX NNLLEH3UI BCe
06BEKTbI, KOTOPbIM HE XBaTWUI0 NNLEH3UIA, MONyYaT HOBbIM JIMLLEH3NOHHbIN Katou. Mpu
3TOM JAeNCTBUSA 3aBUCAT OT TUMa JINLEH3UPYEMbIX OO BEKTOB:

o ECAM NMLEH3MI U3 HOBOTO K/IkOYa He XBaTWUO CTaHUMaM gaHHoro CepBepa, TO
npoBepka AOCTYMHbIX NNLEH3UA ByAeT OCYLLECTBAATLCA MPU KadXKA0N NOMbITKe
nogkntoueHuns ctaHumm k Cepeepy. ECim B MOMEHT NogkatoueHns ctaHumm byaet
obHapy>xeHa 0cBObOAMBLUAACA NMLLEH3MA, OHa ByAeT npeAocTaBaeHa 3TON CTaHLUMK.

o Ecav AnueH3nii N3 HOBOTO KOYa He XBaTWAO /1A Bblgaun cocegHum Cepepam, TO
npoBepKa AOCTYMHbIX NNLEH3UIA ByeT OCyLLEeCTBAATLCA aBTOMATUYECKN MPUMEPHO
pa3 B MUHyTY. [Tpy1 NosBAEHUN CBOBOAHbBIX INLLEH3UIA, OHM ByayT OTAAHbI COCEAHUM
CepBepam.

PyKkoBOACTBO aAMAHUCT paTopa
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JInyeH3NOoHHbIN KNAroueBon pann

Obpatute BHMMaHWe Ha ciegyrolme 0COBeHHOCTU INLEH3NOHHbIX KNHOUeBbIX GpaintsioB npu
aBTOMaTUYECKOM OBHOBEHUN:

e [pW BbIMOAHEHWM aBTOMATMYECKOrO OOHOBAEHMA HOBasA ANLLEH3NA CKauMBaeTcs C
cepBepoB KomnaHuun «Joktop Beb», nHdopmaLma o Hel coxpaHaeTca B 6a3e AaHHbIX
CepBepa 1 oTobpakaeTca B MeHeaxepe nvueH3nni. JINLEeH3NOHHbIV kKntoueBour dana npu
3TOM He co3jaeTcs.

e YTOObI NONYUMTb ANLEH3NOHHBIW KNtoueBou a1, BOCMONb3yUTeCh OMNLMen
ApamunHucTpupoBaHue — MeHeaykep UL EH3UIA — IKCNOPTMPOBAaTDb KoY. Takke
NINLLEH3VOHHbBIN KItoYeBOW Gann MOXKeT ObiTb MOAYYEH MPU BbIMOJHEHUM
No/ib30BaTeIbCKOW NpoLesypbl ABTOMaTUyeckoe 06HOB/IeHMe JINLLEH3UOHHOTO K/lova.

e [Npuv yaaneHnn amueH3snm nHbopmaLma o Hel yaanaeTcs 3 MeHegxepa MMLEH3UA U 13
6a3bl gaHHbIX CepBepa, OA4HaKO NNLEH3VOHHbIV KAtoYeBOM dain ocTaeTca B KaTasore
Cepsepa.

PyKkoBOACTBO aAMAHUCT paTopa
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3.1. Co3aaHue aHTUBUPYCHOMN ceTun

Kpa'rKaﬂ WHCTPYKLMA MO pa3BepTbiBaHUIO aHTMBMPYCHOFI ceTun:

1. CocTaBbTe NaaH CTPYKTYpPbl aHTUBUPYCHOW CETU, BKIOUMTE B HErO BCe 3aluulliaeMble
KOMMbOTEPbl U MOBUABbHbIE YCTPONCTBA.

Bbibepute kOMMbOTEP, KOTOPLIA ByAeT BbINOAHATL GyHKUMK CepBepa Dr.Web. B coctas
aHTUBUPYCHOW CeTU MOXET BXOAUTb Heckosibko CepBepoB Dr.Web. OcobeHHOCTU Takow

kKOHbUrypaLumm onncanbl B n. OcobeHHoCTN cetn ¢ HeckonbknmMu Cepepamun DrWeb.

| Cepsep Dr.Web MO>XHO ycTaHOBUTb Ha IFO6OM KOMMbIOTEPE, @ HE TO/bKO Ha KOMMbIOTEPE,
‘ BbINOAHAOLWeM PyHkummn cepeepa JIBC. OcHoBHble TpeboBaHWEM K 3TOMY KOMMbOTEPY

npuBeAeHbI B T. CucTemHble Tpe6OBaHI/IF|.

Ha Bce 3awmwaemble ctaHuuK, BkAtouas cepsepsbl JIBC, ycTaHaBavBaeTca ofHa U Ta Xe
BepcuA Arenta Dr.Web. Otanume cocrasaseTt cnnmcok yCTaHaBJIMBAa€MbIX aHTUBUPYCHbIX
KOMTMOHEHTOB, OnpesensemMblin HacTpokamu Ha CepBepe.

[Ans yctaHoBku CepBepa Dr.Web n AreHta Dr.Web TtpebyeTtca ogHOKpaTHbIN goCTyn
(dn3nyecknin AN C NCMONb30BaHMEM CPEACTB YAalEHHOTO ynpaBieHWs 1 3anycka
nporpamm) K COOTBETCTBYOLMM KOMMbloTepaM. Bce ganbHelwne AencTBMA BbIMOJHAKOTCA
¢ paboyero Mecta ajMUHNCTPaATOPa aHTUBUPYCHOW CeTU (B TOM UMCAe, BO3MOXHO, M3BHE
NokanbHOW cetn) n He TpebyroT goctyna Kk Cepepam Dr.Web nan pabounm ctaHumam.

Mpy NNaHMPOBaHUM aHTUBMPYCHOW CETU PEKOMEHAYETCS Takke CPOPMUPOBAThL NepeyeHb
VL, KOTOPble AO/IKHBI UMeTb AOCTYN K LIeHTpy ynpaBaeHna No CBOUM AOMKHOCTHbIM
0643aHHOCTAM, M MOArOTOBUTb MepeyYeHb POaen CO CMUCKOM PYHKLIMOHANbHbIX
0653aHHOCTEN, 3aKPENNEHHbIX 3@ KaXXA0W pobto. [N KaXaou poamn Heobxoanmo co3aath
aZAMUHUCTPATUBHYIO rpynny. Accoymanma KOHKPETHbIX aAMUHUCTPATOPOB C POASIMU
OCYLLeCTBASETCA MyTEM pa3MeLLEHNS UX YYETHbIX 3anncer B agMUHUCTPATUBHbBIX Fpynnax.
Mpy HeOHXOAMMOCTN aAMUHUCTPATUBHbIE FPYNMbl (PONN) MOXHO MepapXmnyecku
rpynnMpoBaTb B MHOTOYPOBHEBYH CUCTEMY C BO3MOXHOCTbIO MHANBUAYabHOW
HACTPONKN aAMUHUCTPATUBHbIX MPaB A0CTyNa A8 KaXAO0ro YPOBHS.

[na koppekTHo paboTbl AreHta Dr.Web Ha cepBepHoii OC Windows, HaunHas ¢ Windows
Server 2016, HeO6X0AMMO BpPYYHYO OTKIOUUTL 3awuTHUK Windows, ncnosib3ys rpyrnnoBble
MOJNTVKM.

PyKkoBOACTBO aAMAHUCT paTopa
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3.2. HacTtpowka ceteBbiX cOoeaUHEHNMN

O6bwune cBepgeHna
K Cepsepy Dr.Web nogknrouatotca cnegyrowime KINeHThI:

e AreHTbl Dr.Web.

e NIHcTannatopbl AreHTtoB Dr.Web.
e CocesHue Cepsepbl Dr.Web.

e [Mpokcn-cepsepbl Dr.Web.

COGAI/IHGHI/IG BCerja yCtaHaBJIMBaeTCA MO UHNLMATUBE KNINEHTA.

BO3MOXHbI Cresytolime cxeMbl MOAKIOYEHUA KnneHToB K CepBepy:

1. MocpeacTBOM OPAMbBIX COEANHEHWN.

[aHHbIN NOAXOA MMeEeT MHOTO NMPenMYLLECTB, HO He BCerAa OAHO3HaUYHO NpeAnoyTUTENEeH
(Takoke eCcTb CUTyaLMK, KOraa Takon NoaxoA He ciesyeT UCMONb30BaTh).

2. Mpw ncnonbsosaHum Cnyxbel 06HapyxeHna Cepeepa.
Mo ymMonuaHuto (e SBHO He 3a/jaHO MHOE) KAMEHTbl MCMOb3YHT MMEHHO 3Ty Cnyxoy.

[aHHbIN noaxop cnesyeT MCNOAb30BaTh, €CNIN HEObX0AMMa NepeHacTporika BCEN CUCTEMDI,
B YacTHOCTW, ecn TpebyeTca nepeHectn Cepeep Dr.Web Ha gpyroi komnbtotep nam
nomMeHATb IP-agpec MalwmvHbl, Ha KoTopon yctaHoBaeH CepBep.

3. Yepes npotokon SRV.

[aHHbI noaxoa no3BosseT nckatb Cepep Mo UMEHU KOMMbLOTEpPa U/UAN CyKObI
CepBepa Ha ocHoBe SRV-3anucen Ha DNS-cepBepe.

Mpwn KOHPUrypaumnm aHTMBMpycHon cetn Dr.Web Enterprise Security Suite Ha ncnonb3oBaHue
npsamMbix coeanHeHnin Cnyxxba obHapyxeHuns Cepepa MOXeET 6bITb OTKIOUeHa. [lna 3Toro B
onucaHum TpaHcnopTtoB (AaMmuHuctpupoBaHue — KoHngurypaunsa Cepsepa Dr.Web —
Bkiaska Cetb — Bknagka TpaHcnopt) none Multicast-rpynna cnegyet octaBuTb NyCTbIM.

HacTtpoiika ceteBoro skpaHa

[lna BO3MOXHOCTV B3aUMOZENCTBNA KOMMOHEHTOB aHTUBUPYCHOW CeTU HEOBXOANMMO, UTOObI
BCE UCMOb3yeMble MU NOPTbl U MHTEPdENChI HbINN OTKPBITBI HA BCEX KOMMblOTEPAX,
BXOAALLNX B aHTUBMPYCHYHO CeTb.

Mpwu ycTtaHoBKe CepBepa MHCTaNNATOP aBTOMATUUECKN AobaBaseT NOPThl U MHTEPdENChbI
CepBepa B UckatoueHms ceteBoro akpaHa OC Windows.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecan Ha koMNbroTEpPe NCMOAb3yeTca CeTeBOM 3KpaH, MOMUMO BCTPOEHHOTO CETEBOrO dKpaHa
OC Windows, aAMUHUCTPATOP aHTUBMPYCHOWN CETU JO/IXKEH MPOU3BECTN COOTBETCTBYHOLLME
HaCTPOWMKM BPYUHYHO.

3.2.1. Npamble coeanHeHUA

Hacrpoiika CepBepa Dr.Web

B Hactponkax CepBepa f0/MKHO ObITb YKa3aHO, kakon agpec (cM. AokyMeHT MpunodkeHms, n.
MNpunoxenune E. Cneundurkaums ceteBoro agpeca) HeobxoAMMo "npocaywmeath” Ans npvema
Bxoaawmx TCP-coegnHeHWN.

[laHHbIN NapameTp 3ajaeTcs B HacTpolikax CepBepa AAMUHUCTPUPOBaHME —
KoHdwurypaunsa Cepsepa Dr.Web — Bkiaska CeTb — Bksagka TpaHcnopt — none Agpec.

Mo ymonuaHuto ana "npocaywmeanuna” Cepsepom ycTaHaBAIMBaKOTCA:

e Appec: NycToe 3HaYeHne — NCNOoJIb30BaTh 8ce cemegble UHMepgelicel AN JAHHOW MaLLUHbI,
Ha KoTopoW ycTtaHoBneH CepBep.

e Mopt: 2193 — ncnosb3oBaTb NOPT 2193.

@ Mopt 2193 3apeructpuposaH 3a Dr.Web Enterprise Management Service B IANA.

Ana koppekTHOW paboTbl Bcel cuctembl Dr.Web Enterprise Security Suite goctaTtouHo, UTOObI
Cepsep "cnaywan" xota 661 oanH TCP-nopT, KOTOPbIM J0MKEH ObITh M3BECTEH BCEM KNNEHTaM.

Hactpoiika AreHnta Dr.Web

Mpw yctaHoBke AreHTa agpec Cepsepa (IP-agpec nan DNS-nma komnbrotepa, Ha KOTOPOM
3anyweH Cepep Dr.Web) moxeT 6bITb ABHO yKa3aH B MapamMeTpax yCTaHOBKW:

drwinst /server <Adpec_Cepsepa>

Mpwu yctaHoBKe AreHTa pekoMeHayeTca ncnosib3oBatb Mma Cepeepa, NpeaBapuTebHO
3apeructpupoBaHHoe B cnyxkbe DNS. 3To ynpocTnt npouecc HacTpOVKM aHTUBUPYCHOM CeTw,
CBA3aHHbIV C Nnpoueaypon nepeycraHoBku Cepepa Dr.\Web Ha gpyron komnbtroTep.

Mo ymonuyaHuto KOMaHza drwinst, 3anyLieHHas 6e3 napaMeTpoB, byaeT CkaHMpPOBaTb CeTb
Ha Hannume CepsepoB Dr.Web v nonbitaeTca yctTaHOBUTb AreHT C MepBOro HauAeHHOro
Cepsepa B cetu (pexum Multicasting c ncnonb3oBaHnem Cnyxbbl 06HapykeHns Cepaepa).

Taknum obpasom, agpec Cepsepa Dr.Web ctaHoBUTCA n3BeCTEH AreHTy Npu YCTaHOBKE.

B nanbHenwem agpec CepBepa MOXET OblTb MU3MEHEH BPYUYHYHO B HAaCTpoMKax AreHTa.

PyKkoBOACTBO aAMAHUCT paTopa

43



14
yAY

A

-
~

FnaBea 3: Hauano pa6otbi

3.2.2. Cnyxx6a obHapy>xeHusa Cepsepa Dr.Web

Mpwn gaHHOW CxeMe NOAKNIOYEeHNS KINEHTy 3apaHee He nsBecteH agpec Cepsepa. MNepeg
Ka>kZbIM YCTaHOBJ/IEHVMEM COeAnHeHNA ocylectBasetca nonck Cepeepa B cetn. na atoro
KNMEHT MOCblNIaeT B CETb LUMPOKOBeLLaTeNbHbIN 3anpoc 1 oxungaet oteeT ot CepBepa ¢
yKasaHuem ero agpeca. [locie nonyyeHns OT3biBa KAVEHT yCTaHaBANBAET COeANHEHME C
CepBepowm.

Ansa atoro CepBep A0OMXKeEH "npocaywmBaTth” ceTb Ha NOAO6HbIE 3aNpPOChI.

BO3MOXHO HECKONbKO BapMaHTOB HAaCTPOMKM NOAOOHOM cxeMbl. [naBHOe, UTOObI MeTo,
noucka CepBepa, 3alaHHbIN ANS KIMEHTOB, HblN COrnacoBaH C HAaCTPOMKaMM OTBETHOM YacTu
Cepsepa.

B Dr.Web Enterprise Security Suite no ymonuaHuro ncnonbsyetcsa pexxmm Multicast over UDP:

1. CepBep peructpupyertcs B My/bTUKaCT-rpynne ¢ ajpecoM, 3aZaHHbIM B HaCTpOMKax
Cepsepa.

2. AreHTbl, npun noncke CepBepa, MOCbINAKOT B CETb MYNbTUKACT-3aMPOChl Ha rPYMNMnoBOW
aspec, 3agaHHbin B n. 1.

Mo ymonyaHuio ana "npocaywmneanma” CepBepomM ycTaHaBanBaeTcs (QHAaAOMMUYHO NPAMbIM
coefnHeHuam): udp/231.0.0.1:2193.

[laHHbIN NapameTp 3ajaeTcs B HacTpolikax LieHTpa ynpaBaeHns AGMUHUCTPUPOBaHME —
KoHdwurypauns Cepsepa Dr.Web — Bknaska CeTb — Bkaska TpaHcnopTt — none Multicast-
rpynna.

3.2.3. Ucnonb3oBaHne npotokosa SRV

Knventbl nog OC Windows noasep>kvBatoT KIMEHTCKUIA ceTeBOW npoTokon SRV (onucaHume

dopmaTta npuseseHo B fokymeHTe Mpunoxkenus, n. [Ipunoxerve E. Cneundukauma
CeTeBOro ajpeca).

Bo3moxkHocTb 0bpaleHns k CepBepy yepes SRV-3anucm peanmsyeTtcs caeayrolmm obpa3om:
1. Mpw yctaHoBke CepBepa HacTpanBaeTcs permcrpauns B gomeHe Active Directory,

WMHCTanNAToOp BHOCUT cooTBeTCTBYHOLWYH SRV-3anunce Ha DNS-cepsep.

| SRV-3anuce BHocutca Ha DNS-cepsep B cootBeTctBum ¢ RFC2782 (cm.
: http://tools.ietf.org/html/rfc2782).

2. Mpw 3anpoce noakntoveHms K CepBepy Noab3oBaTesb 3ajaeT obpalleHne Yyepes NPoTOKO

SIrv.

Hanpumep, 3anyck nHctannstopa AreHTa:

PyKkoBOACTBO aAMAHUCT paTopa
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® C ABHbIM YKa3aHUEM UMEHW CePBKCa myservice:
drwinst /server "srv/myservice"

e 6e3 ykaszaHua MMeHu cepBuca. MNpu 3Tom ByaeT ocyLlecTBAATLCA Nouck B SRV-3anucax

NMMEeHW No yMOfILIaHVII'O — drwcs:
drwinst /server "srv/"

3. KnneHT npo3payHo Ans Noab3oBaTens UcnoablyeT GyHKUMoHan npoTtokona SRV ans
obpauteHmsa k CepBepy.

I Ecan npu O6pa|.|.l,eHVIl/1 CepBep ABHO He yKa3aH, No yMOJN4YaHMKO B Ka4yecCTBe MMeHU CepBUCa
MCMNONb3yeTca drwcs.

3.3. ObecneueHmne 6e3onacHOro coegnHeHunn

3.3.1. WndppoBaHne n cxxatme Tpadpuka

Pexxkum wndpoBaHmns Ncnonb3yetcs ans obecneveHms 6e30nacHOCTU AaHHbIX, NepesaBaeMblx
no Hebe3onacHOMY KaHay, U NO3BOASET N3bexaTb BO3MOXHOrO pasrialleHns LeHHbIX
CBEAEHWI N NOAMEHbI MPOrPaMMHOro obecrneyeHuns, 3arpy>kaeMoro Ha 3allmiiaemMblie
cTaHuuN.

AHTMBUpPYCHasa ceTb Dr.Web Enterprise Security Suite ncnonb3syet cnegyrouyme
KpunTtorpadpuyeckmne cpeacTsa:

e DnekTpoHHasa undposaa noanuck (FTOCT P 34.10-2001).

e AcummetpuyHoe wndposaHme (VKO GOST R 34.10-2001 — RFC 4357).

e CummeTpuyHoe wndposaHme (TOCT 28147-89).

e Kpuntorpaduueckas xaw-byHkuna (FTOCT P 34.11-94).

AHTnBMpYycHasa ceTb Dr.Web Enterprise Security Suite no3soaseT 3awmndpoBaTte Tpadurk Mexay
CepBepoM U1 KIMeHTaMK, K KOTOPbIM OTHOCATCS:

e AreHTtbl Dr.Web.

e ViHctannatopbl AreHToB Dr.Web.

e CocepHue Cepepbl Dr.Web.

e [Mpokcn-cepsepbl Dr.Web.

Beuagy Toro, uto Tpadurk Mexay KoMnoHeHTaMu, B 0cobeHHoCTM Mexay CepBepamMmu, MOXeT
6bITb BECbMa 3HAaYNTEIbHbIM, aHTUBMPYCHAsA CeTb MO3BOIAET YCTAHOBUTb CXKaTne 3TOro

Tpadwuka. HacTporika NOANTUKN CKaTUSA U COBMECTUMOCTb TaKUX HAaCTPOEK Ha pa3HbIX
KNMEHTaX aHaNOrMYHbl HAaCTPOMKaM A WNhPOBaHUS.

PyKkoBOACTBO aAMAHUCT paTopa
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NMonntnka cornacosaHunA HacTpoek

MonnTnka NCNONb30BaHUA WMPPOBAHMA M CKAaTUA HAaCTPaMBaeTCA OTAEbHO Ha KaXA0M n3
KOMMOHEHTOB aHTUBUPYCHOM CETU, MPU 3TOM HaCTPOMKM OCTaNbHbIX KOMMOHEHTOB AO/KHbI
6bITb COrnacoBaHbl ¢ HacTporikamu Cepaepa.

I'Ip|/| cornacoBaHMmM HacTpoek LUI/ICI)pOBaHI/IFI M COKatnAa Ha CepBepe N KINeHTe Chegyetr UMeTb
BBUAY, YTO pAaj coyeTaHnm HaCTpPOEK ABAAETCA HEAOMYCTUMbBIM, N NX Bbl60p npmeeaet K
HEBO3MOXHOCTUN YCTaHOBKN COEANHEHUNA MEXAY CepBepOM N KIMEHTOM.

B 1absvue 3-1 npuBeAeHbl CBeAEHUSA O TOM, MPU Kakmx HaCTPOMKax COeaNHEHNE MeXay
CepBepom 1 kaneHTOM ByaeT 3almMdPpoBaHHbIM/CKaTbIM (+), MPU Kaknx — He
3alWnNdpPoOBaHHbIM/HE CKaTbIM (=), 1 O TOM, Kakme CoYeTaHua ABAAKOTCA HeAONYCTUMbIMMU
(OwunbkKa).

Ta6nunua 3-1. COBMeCcTMMOCTb HacTPoeK NOITUK WP POBaHUA U OKaTUA

Hacrpoiiku CepBepa

Hacrpoiiku knmeHTa Aa Bo3amo>xHO Her
Ja + + Ouwwnbka
Bo3moxxHo + + —
Het Owwnbka — -

| Wcnonb3oBaHve wndpoBaHua Tpaduka co3gaeTt 3aMeTHYH BbIUNCAUTENbHYHO Harpysky Ha

A KOMMbIOTEPbI C MPOU3BOAUTENIBHOCTBIO, 6AU3KON K MUHUMAIbHO AOMYCTUMOM ANs
YCTaHOBNEHHBIX Ha HUX KOMMOHEHTOB. B Tex cnyyasx, korga wudposaHve Tpaduka He
TpebyeTcs ana obecneveHns JOMONHUTENbHON 6€30MacHOCTY, MOXHO OTKa3aTbCA OT 3TOro
pexvima.

[na oTkntoueHna pexxiva WindpoBaHua caesyeT nocnesoBaTeNbHO nepekatoyats CepBep u
KOMMOHEHTbI CHayana B pexum BoaModkHO, He fonyckas co3jaHna HeCOBMECTUMbIX Nap
knvneHT-CepBep.

Mcnonb3oBaHue cxxatva ymMeHbLLaeT Tpaduk, HO 3HaUMTENIbHO yBeNnYvBaeT notpebaeHue
OI'IepaTVIBHOI7I namMAaT N BblYNCIUTENIbHYHO Harpysky Ha KOMMNbHOTEPDI, B 6onbluen cTeneHu,
Yem WnppoBsaHme.

MoaknroueHue uepes Mpokcu-cepsep Dr.Web

Mpwn noakntoueHnn KimeHToB K CepBepy yepes Mpokcn-cepsep Dr.Web Heobxoanmo
YyUnTbIBaTb HACTPOMKMN LMGPOBAHMA N CKATUA Ha BCEX TPeX KOMMOHeHTax. [pu aTom:

PyKkoBOACTBO aAMAHUCT paTopa
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e Hactpouku CepBepa n lNMpokcn-cepBepa (34eCb UTPaeT poaib KNMEHTA) AOKHbI
cornacoBbliBaTbcs no 1abanue 3-1.

e Hactpownku knneHTa n MNpokcn-cepeepa (3aeck urpaet ponb Cepepa) JOIKHbI
cornacosblBaTbCa No 1abaunue 3-1.

BO3MOXHOCTb ycTaHOBKM coeanHeHns Yepes MNpokcn-cepsep 3aBUcUT oT Bepcuin Cepeepa U
KNMEHTa, NOAAEP>KMBAIOLMX ONpeAeseHHble TEXHONOTUM WndpPoBaHMS:

e Ecan CepBep 1 kKnveHT nogaep>xusatot TLS-wmndpposaHue, ncnoabsyemoe B sepcun 11.0.2,
TO JOCTaTOYHO BbIMOJIHEHMA BblLLIEONUCAHHbIX YCIOBUI ANA YCTaHOBAEHUS paboTatoLLero

CoeAMHEHUSA.

e EC/in OANH 13 KOMMOHEHTOB He noggepxusaet TLS-wnpposaHue: Ha Cepsepe n/van
KnveHTe yctaHoBneHa Bepcma 10 n mnaawe ¢ wndposaHmem no NOCT, To BbINOAHAETCA
AOMNONHUTENbHAsA NpoBepka No Tabauie 3-2.

Ta6nunua 3-2. COBMeCTMMOCTb HacCTPOeK NMOJINTUK WN(POBaAHUA M OKaTUA Npu
ucnosb3oBaHun lMpokcu-cepBepa

Hacrpoiiku Hacrpoiiku coeguHeHuns c CepBepom
coeAAMHeHUA ¢
KJINEHTOM Hwuuero Cxatune Wn¢ppoeaHue Bce
Hwuuero OB6bIYHbIV pexnm O6bIYHbIN pexm Owwnbka Owwnbka
Oxatue OB6bIYHBIV PEXUM OO6bIYHBIV PEXUM Owwnbka Owwnbka
Mpo3pauHbiii
WndppoBaHue Owmnbka Owwnbka posp Owmnbka
pexvm
Mpo3pauyHblii
Bce Owwnbka Owwnbka Ownbka PO3p
pexxum
YcnoBHble 0603HaueHnA
Hacrpoiiku coeanHeHunit c CepBepomM U ¢ KJINEHTOM
Huuero Hn oxatve, HM WindpoBaHme He noafep KnBaeTcs.
Cxatne MNMoanep>kMBaeTCa TOJbKO CKaTue.
LWndbposaHwme Moapep>xmBaeTca TONbKO WnbpoBaHve.
Bce Moanep>xmBaetca n oxatve, n wWndpoBaHue.

Pe3synbrar coegmnHeHus

YcTaHOBNEHHOE coefuHeHVe noapasymeBaeT paboTy B 06bIYHOM pexrmMe — C
06paboTKOW KOMaHZ 1 K3LLIMPOBaHMEM.

O6bIYHbIN pexnm

PyKkoBOACTBO aAMAHUCT paTopa
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Hacrpoiiku coepanHeHuii ¢ CepBepom 1 ¢ K/INEHTOM

Mpo3pauyHblii YcTaHOB/NIEHHOE CoeAVHeHWe NoApasymMeBaeT paboTy B Npo3payHOM pexume — 6e3

pexvm obpaboTkn KoMaHA v 6e3 K3 npoBaHua. Bepcra npoTokona WwudpoBaHmsa
BblOVpaeTca MVHMMaAbHasA: eCAn OAMH 13 koMnoHeHToB (CepBep wan AreHT)
Bepcumn 11, a gpyrori Bepcum 10, TO ycTaHaBAMBaeTCA WindpOBaHWe, UCNOAb3yeMoe
B Bepcum 10.

Owwnbka CoeavnHerve Mpokcn-cepeepa ¢ CepBepoM U € KNMeHTOM byaeT pa3opBaHo.

Takum obpasom, ecan CepBep 1 AreHT pasHbiX BEpCUid: oanH Bepcumn 11, a apyron — Bepcum
10 1 MnaaLwe, TO ANA YCTaHOBAEHHbIX COeAMHEHNIN Yepes Npokcm-cepBep NPUMEHSAOTCA
cnepyrowme orpaHUYeHus:

e KawmposaHue faHHbIX Ha [TpokcM-cepBepe BO3IMOXHO TOJ/IbKO B TOM C/lyyae, ecam oba
coegnHeHns — n ¢ CepBepoM 1 C KIMEHTOM YCTaHOBAEHbI 6e3 Ncnosb3oBaHMA
WwndpoBaHUs.

e LLindposaHme byaeT ncnonb3oBaThbCs, TONbKO ecin oba coegmHeHns — n ¢ CepBepom, 1 ¢
KIMEHTOM YCTaHOBJIEHbI C MCMOJIb30BaHMEM LWUNPPOBaHMSA U C OAUHAKOBBIMM NapamMeTpamm
okaTtva (Ana obonx coeAnHEHNN ecTb CKaTue AN ans 060uX — HeT).

Hactpoiikn wmdppoBaHua u coxatua Ha CepBepe

UTo6bl 3a4aTb HaCTPOKM OKaTUA U WndposaHua CepBepa:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasieHus.

2. B OTKpbIBLIEMCS OKHE BbibepuTe NYHKT ynpasastowero meHto Kondurypauua Cepeepa
Dr.Web.

3. Ha Bknagke Cetb — TpaHcnopT BbibepunTe B Bbinagatowmx cnuckax Wngpposanue v
CxaTme OfjMH 13 BapUaHTOB:

e [la — wndposaHme (Mam cxatune) Tpaduka Co BCeMU KnMeHTamm ob6sa3aTeNbHO
(ycTaHaB/aMBaeTCA NO yMOJYaHWUIO ANd WndpoBaHusa, eciv npu yctaHoske Cepsepa He
6b110 3a4aH0O apyroe).

e Bo3moikHo — wndpoBaHmne (nam cxatne) 6yaeT BbIMOAHATLCA ANA Tpadumka C TeMun 13
KNNEHTOB, HACTPOWMKMN KOTOPbIX 3TOTO He 3arnpeLLatoT.

e Het - wndpposaHue (namn cxatne) He nojaepxneBaetca (ycTaHaBAMBaETCA MO YMOAYAHUIO
ANa okaTua, ecam npum yctaHoske CepBepa He 6b110 3aaHo Apyroe).

ili Mpw HacTpolike WndpoBaHUs U CKaTus Ha cTopoHe CepBepa obpaTute BHYMaHVE Ha
0COBEHHOCTU K/IMEHTOB, KOTOPbIE MIaHMpyeTcs NoAKIYaTh K saHHOMYy CepBepy. He Bce
K/IMEHTBI MOAAEPKMBAIOT WNPOBaHME 1 CKaTvs Tpaduika.

PyKkoBOACTBO aAMAHUCT paTopa
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Hactpoviku wmdppoBaHna u coxatma Ha MNMpokcu-cepBepe

YT0o6bI LLEeHTpPaNM30BaHO 3aAaTb HacTpPonkun wndposaHua n okatma ana MNMpokcu-cepeepa:

| Ecnv Mpoken-cepsep He noakatoyeH k Cepsepy Dr.Web ans yaaneHHoro ynpasaeHus
° HaCTpOI?IKaMI/I, HaCTpOI‘/JITe noaknr4yeHme Kak onmcaHo B PYKOBOACTBe no yctaHOBKe, I.

Noakntoyenve Mpoken-cepeepa k Cepsepy Dr.Web.

1. Otkpowute LleHTp ynpaBneHus ana CepBepa, KOTOPbIN ABAAETCA YNPaBAAIOLWLMM ANS
MNpokcn-cepeepa.

2. Bbibepute nyHKT AHTUBUPYCHAA CeTb B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLLUEMCS OKHE B MEpPapPXMUECKOM CMIUCKe HaXXMUTe Ha Ha3BaHuWe Npokcn-cepeepa,
HaCTPOMKM KOTOPOro Bbl XOTUTE OTPEeAAKTMPOBaTb UM €ro MEPBUYHOW FPynnbl, eCAN
HacTpoWkm [pokcn-cepBepa HaceayrTCs.

3. B oTkpbiBWIEMCA ynpaBastolweM MmeHo Bblbepute nyHKT Mpokcu-cepsep Dr.Web.
OtkpoeTca pa3zen HacTpoek.

4. TMepengnte Ha Bk1aaky MpocnywmBaHwme.

B pa3gene MNapametpbl coeguHEHUsA € KIMEHTaMW, B BbinagatoLwmx cnmckax Wngpposanme
n COkaTme BblibepuTe pexxmm WMPPoBaHMA N OKaTMA Tpaduka A1A KaHaoB MeXay
Mpokcn-cepBepom 1 06CAy>KMBAEMbIMU KNMEHTaMU: ATEHTaMWU N MHCTAANATOPaMK
AreHTOB.

6. B pa3gene MapameTtpbl coeanHeHus c CepBepamu Dr.Web 3azaetca cnucok CepBepos,
Ha KoTopble byseT nepeHanpaBaaTbca Tpaduk. Boibepute B cnuncke Hy>kHbIn CepBep U
Ha>XMuUTe KHOMKY # Ha naHenm WHCTPYMEHTOB J@aHHOrO pasjena, Ytobbl oTpeaakTMposaTb
napameTpbl coefnHeHuns ¢ BbibpaHHbiM Cepeepom Dr.Web. B oTkpbiBLLEMCA OKHe, B
BbiNagatowmx cnuckax LndpposaHue 1 Cxatme BbibepuTe pexkuM WNPPOBAHUA 1N CKaTUSA
Tpaduka ana kaHana mexay Npokcn-cepsepom 1 BoibpaHHbIM CepBepom.

7. Ana coxpaHeHusa 3afjaHHbIX HACTPOEK HaXmMunTe KHOoMKy COXpaHUTb.

UYT06b1 NOKaNIbLHO 3aaTh HACTPOMKU WM poBaHUa n okatua ansa MNMpokcn-cepsBepa:

@ Ecnv Mpoken-cepeep nogkatoueH K ynpasastolwemy Cepsepy Dr.Web ansa yaaneHHown

‘ HaCTpOUiKKY, TO KOHbUrypaLWoHHbIA dalin Mpokcn-cepepa byaeT nepesanncaH B
COOTBETCTBUM C HacTporkamu, npuweawnmm ¢ Cepsepa. B takom cnyyae Heobxoammo
3a/laBaTb HAaCTPOMKKM yaaneHHo ¢ CepBepa Uan OTKIHOUNTL HACTPOWKY, pa3peLlatoLLyto
npuHMMaTb KoHburypaumro ¢ atoro Cepsepa.

OnucaHne koHPUrypaumoHHoro ¢aina drwesd-proxy.conf NprvBeAEHO B AOKYMEHTe
MpunoixxeHus, B pasgene [Ipwioxenun G4.

1. Ha koMnbloTepe, Ha KOTOPOM ycTaHoBAeH MpoKcM-cepBep, OTKPONTE KOHGUTYPaALMOHHbI
davin drwcsd-proxy.conf.

PyKkoBOACTBO aAMAHUCT paTopa
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2. OTpesakTnpynTe HaCTPOWKM, OTBEYatOLMeE 3a CKaThe U LWndpoBaHUe AN COEANHEHNN C

kameHTamu n ¢ Cepsepamu.
MNepe3anyctuTe lNMpokcn-cepsep:
e 1na OC Windows:

o Ecam Mpoken-cepsep 3anyueH kak cepsuc OC Windows, nepesanyck cepsuca
OCYLLECTB/IAETCA WTAaTHbIMU CPEeACTBAMU CUCTEMBI.

o Ecam MNpokcn-cepsep 3anyLleH B KOHCONU, ana nepesanycka Haxmute CTRL+BREAK.
e [1na OC cemeiictBa UNIX:

o OTnpaBbTe curHan SIGHUP aeMoHy [pokcn-cepsepa.

o BbINONHWTE CIeAytoLLyHO KOMaHAYy:

Ons OC Linux:

/etc/init.d/dwcp proxy restart

Ona OC FreeBSD:

/usr/local/etc/rc.d/dwcp proxy restart

Hactpoiikn wmdppoBaHna u ckaTtna Ha CTaHLUAX

UTo6bI LLeHTpa/IN30BaHO 3ajaTb HaCTPOUKM LUINPPOBAHUA U OKaTUA CTaHLUI:

1.

BbibepuTte nyHKT AHTUBUPYCHaA CeTb B rMaBHOM MeHH0 LleHTpa ynpaBneHus, B
OTKPbIBLUEMCA OKHE B MepapXmyeckoM Crmncke HaXKMuTe Ha Ha3BaHWe CTaHuun Uau
rpynmneoi.

B oTkpbiBLIEMCS YNpaBAstOLLEM MeHIO BbibepuTe NyHKT MapamMeTpbl NnogkatoueHUs.

Ha Bknagke O6wme, B Bbinagatolmx cnnckax Pexxum oxatua n Pexxum wngpoBaHus
BbibepuTe OAMH N3 BApPUAHTOB:

e fla — wndpoaHue (nan cxatue) Tpaduka c Cepeepom o653aTesbHO.

e Bo3mModkHO — WwndpoBaHme (an cxaTtve) byaeT BbINOAHATLCA Ana Tpaduka ¢ CepBepom,
ecan HacTpounkn CepBepa 3TOro He 3amnpeLuaror.

e Her — wndposaHue (namn cxatne) He NoAAEPXKNBaAETCA.
Haxmunte CoxpaHUTb.

3meHeHMa BCTYNAT B CMAY, Kak TONbKO HAaCTPOMKW ByayT nepesaHbl Ha cTaHuuun. Ecan
CTaHUMW Ha MOMEHT M3MEHEHWNA HacTPOoeK OTK/IFOYEHbI, N3MeHeHMa ByayT nepedaHbl Kak
TONIbKO CTaHUMKM nograroyatcs kK Cepsepy.

PyKkoBOACTBO aAMAHUCT paTopa
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AreHt Dr.Web ana Windows
Hactpoviku wndpoBaHmns 1 cxatmsa MOryT H6biTb 3asaHbl NPWY ycTaHOBKe AreHTa:

e [py AUCTAHLMOHHOW yCTaHOBKe 13 LleHTpa ynpaBaeHus pexxum windpoBaHms 1 oxatus
3a/laeTCsA HEMOCPEACTBEHHO B HAacTpOMKax pa3zena YcTaHOBKa Mo CeTwm.

e [Npv nokanbHOM ycTaHOBKe rpaduuecknii MHCTaANATOP He NPeAoCTaBASET BO3MOXHOCTb
N3MEHATb PEXMM WNPPOBaAHUA U CKaTUA, OAHAKO JaHHble HAaCTPONKN MOTYT 6bITb 3aAaHbl
NpY NOMOLLY KNHOYEN KOMaHAHOW CTPOKM MpPW 3anycke MHCTannaTopa (CM. JOKYMEHT

MpunoxxeHuns, n. H2. CeteBoN MHCTaNNATOD).

Mocne yctaHOBKM AreHTa BO3MOXHOCTb JIOKa/lbHO M3MEHATb HAaCTPOMKN WNPPOBaHUA U
CKaTus Ha CTaHUMW He npegocTaBaseTcs. [1o ymMonuaHuio ycTaHOBAEH pexvM Bo3amorkHo
(ecnv B npouecce yCTaHOBKWU He 6b110 3a4laH0 Apyroe 3HaueHwue), T.e. UCNo/Ib30BaHne
WNPPOBaHUA U CKaTUs 3aBUCUT OT HACTPOEK CO CTOPOHbI CepBepa. OgHaKo, HACTPOMKK Ha
cTopoHe AreHTa MOryT 6bITb M3MeHeHbl Yepe3 LieHTp ynpaBaeHuns (CM. BblLuE).

AutuBupyc Dr.Web ansa Android

AHtnBmpyc Dr.Web ana Android He noaaep>xxvBaeT HU WNdpPOBaHME, HU CKaTue.
MoaxntoueHne 6yseT HEBO3MOXHO, eCNKM 3a/aHO 3HaveHne fAa ana wndpoBaHmsa n/mam
oKkaTusa Ha ctopoHe Cepepa nan Npokcn-cepBepa (B cayyae coeanHeHns yepes MNpokcu-
cepsep).

AntuBupyc Dr.Web ansa Linux

Mpw ycTaHOBKE aHTUBMPYCa U3MEHEHWE pexnMa WNPOBaAHNA N CKaTUA He
npegocTtaBasetca. o ymonuaHuio ycTaHOB/IEH pexum BosmodkHo.

Mocne ycTaHOBKM aHTUBMPYCa BO3MOXHOCTb JIOKa/IbHO M3MEHSTb HAaCTPOMKM WNGPOBaHUS U
CKaTUA Ha CTaHUWM NpeAoCTaBAAEeTCA TObKO B KOHCO/IbHOM pexume. OnvcaHue
KOHCONbHOTO pexmma paboTbl U COOTBETCTBYHOLLMX KIHOUE KOMaHAHOW CTPOKM MPUBEAEHO B
PykoBoacTtBe nonb3oBartens Dr.Web ans Linux.

Takke HaCTPOWMKMN Ha CTOPOHE CTaHLUM MOTYT BbITb M3MeHeHbI Yepe3 LieHTp ynpaBieHus (cwm.
BbiLLIE).

AntuBupyc Dr.Web ana macOS

BO3MOXHOCTb OKaNIbHO U3MEHATb HAaCTPOWKM LUMDPOBAHMA N CKaTUA Ha CTaHLMN He
npegocTaBasercs. o yMoNyaHUIO yCTaHOBAEH pexxum Bo3mMoYKHO, T.e. ucnonb3oBaHue
WNPPOBaHUA U CKaTMA 3aBUCUT OT HAaCcTpoek co cTopoHbl Cepaepa.

HacTpoWikm Ha CTOpOHe CTaHLUMKW MOTYT 6bITb M3MeHeHbl Yepe3 LleHTp ynpaBieHus (cMm.
BbiLLIE).

PyKkoBOACTBO aAMAHUCT paTopa
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3.3.2. HcTpymeHTbl ana obecneueHns 6e3onacHoro coegnHeHusn

Mpw yctaHoBke CepBepa Dr.Web co3gatoTcs cnesyrolime MHCTPYMeHTbI, obecneunBatoLLme
6e3onacHoe coeAnHEHNE MeXAY KOMMOHEHTaMM aHTUBUPYCHOW CeTu:

1.

3akpbITbiV KitoY WwndpoBaHua Cepeepa drwcsd.pri.

XpaHuTcs Ha CepBepe v He NepesaeTcs APYrMM KOMMOHEHTaM aHTUBUPYCHOW CETU.

Mpu yTepe 3aKpbITOro KAkUa COeAMHEHME MeXAY KOMMOHEHTaMM aHTUBMPYCHOW CeTH
HeobXxoAMMO BOCCTaHAB/IMBATL BPYUHYHO (CO34aBaTb BCE KIHOUM U cepTUdUKaThl, @ TakkKe
PacnpoCTpaHATb X Ha BCE KOMMOHEHTbI CETH).

3aKpbITbI KNKOY NCMONb3YETCA B CAEAYIOLMX CAyYasX:
a) Co3daHue omkpbimelx karo4el u cepmugbukamos.

OTKpbITbIV KHOY WNPOBaHMA 1 cepTudUKaT CO34ar0TCA aBTOMATUYECKN U3 3aKPbITOro
KNtoYa B npoLiecce yctaHoBkM CepBepa. 3aKkpbITblN KAKOY MPU 3TOM MOXKET BbITb Kak
CO3JaH HOBbIW, TaK U UCMOJ/Ib30BaH CyLLECTBYIOWMI (HanpuMep, OT NpeablayLen
yctaHoBku CepBepa). Takke kntoum WPpoBaHna 1 cepTndurkatbl MOTyT ObiTb CO34aHbI
B Jt060e BpemMaA Npu NOMOLLM CEPBEPHOM YTUANTbI drwsign (CM. JOKYMEHT

MpunoxxeHnsa, n. H9.1. Y1uavta reHepaummn LMdpoBbIX KNHOYER U CePTUDUKATOB).
NHdpopmauma 06 oTKpbITbIX KAtOUax 1 cepTudurkaTax npuBeseHa janee.

b) Aymenmudgukayusa Cepesepa.
AyteHTndmkaunsa Cepsepa yaaneHHbIMN KIMeHTaMWn OCyLLeCTBAAETCA Ha OCHOBe

3/1eKTPOHHOM LMPPOBOMN NoanmcK (OAHOKPATHO B paMKax KaXkaoro COeANHEHNS).

CepBep ocyluectBaseT LUMdpPOBYH NOAMNUCH COOBLLEHMSA 3aKPbITBIM KIHOUYOM U
OTnpaBAsieT cOObLIeHNe Ha CTOPOHY kKaneHTa. KnneHT npoBepsieT NoAnuch
MOJly4YeHHOro coobLweHma Npu NoMoLm cepTudurkarta.

¢) Pacwugposka 0aHHbIX.

Mpw wrpposaHun Tpapuka mexay CepBepoM n KIMeHTaMu paclindpoBKa JaHHbIX,
OTMpPaBJ/IEHHbIX KIMEHTOM, ocyllecTeadeTca Ha Cepsepe Npu NOMOLLM 3aKPbITOrO
K/toua.

OT1kpbITbIN KWItoY WKndpoBaHua Cepeepa drwcsd. pub.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHON ceTn. OTKPbITbIA KUY BCErga MoXeT HbiTb
CreHepMpoBaH U3 3aKPbITOro KitoYa (CM. Bblle). [pu KaXxao0in reHepauumn n3 o4HOro 1
TOrO e 3aKPbITOTO K/toYa NMOAYyYaeTcs OAMH U TOT XKe OTKPbITbIN KJIHOU.

HaunHas ¢ 11 Bepcnm CepBepa OTKPbITbIA K/IOY MCMNOAb3YeTCA AN CBA3M C KIMEHTaMK
npeablaywmx Bepcuini. OctanbHOW GyHKLMOHAN NepeHeceH Ha cepTUdMKaT, KOTOPbIA, B TOM
yncne, CoOAePXMNT B cebe OTKPbITbIM KoY LWMdPOBaHUS.

PyKkoBOACTBO aAMAHUCT paTopa
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3. Ceptudukar CepBepa drwcsd-certificate.pem.

[locTyneH BceM KOMMOHEHTaM aHTUBUPYCHOM ceTn. CepTndunKaT coaepXxuT B cebe
OTKPbITbIV KoY WndpoBaHma. CepTudurKat MOXeT HbiTb CreHepPUpPOBaH U3 3aKpPbITOro
Kto4a (cM. Bblwe). Mpwu Kaxao0M reHepauumn n3 oAHOrO 1 TOTO Xe 3aKpbITOro Katoya
nosyyaeTcs HOBbIA cepTuduKaT.

KnveHTbl, nogknroueHHble kK CepBepy, MpnBA3aHbl K KOHKPETHOMY cepTudunkaTy, moaTomy
npuv ytepe ceptndunkata Ha KNMeHTe ero BO3MOXHO BOCCTAHOBUTb TO/IbKO B TOM C/ly4ae,
€CNn TOT Xe cambl cepTUdUKaT NCNONb3YEeTCA KaKMM-IMB0 ApYyrMM KOMMNOHEHTOM CETU: B
TakoM cnydae cepTndurkaT MOXHO CKONMPOBaTb Ha kaneHTa ¢ CepBepa nan Apyroro
KNMeHTa.

CepTdurKaT UCNONb3YETCA B CNEAYIOLLMX CyYasX:
a) Aymenmudgbukayus Cepsepa.

AyteHtTnodukaunsa Cepsepa yaaneHHbIMU KIMeHTaMKn OCYyLLeCTBAAETCA Ha OCHOBEe
3NEeKTPOHHOW LMdpoBON Noanncy (OAHOKPATHO B pamMKax KaXAoro CoeMHeHNs).

CepBep ocyLuecTBASET LMPPOBYHO MOAMNNCL COODLLEHUA 3aKPbITbIM KIHOUOM U
oTnpaBAfeT coobLleHMe Ha CTOPOHY KineHTa. KnmeHT npoBepseT Noanmch
NONyYeHHOro coobuleHns Npu noMoLm cepTudukata (B HaCTHOCTU, OTKPBITOrO KJIHYa,
ykasaHHoro B ceptudmkate). B npeapigywimx sepcmax Cepepa Ana 3T0ro
MCNONb30BaCA OTKPbITbIA KNHOY HEMOCPEACTBEHHO.

[Ans 3Toro HeO6Xo0AMMO HaMuMe Ha KINEHTE OAHOTO UM HECKOJIbKNX JOBEPEHHbIX
ceptndmkatoB oT CepBepOB, K KOTOPbIM MOXET NOAKNOUATLCA KINEHT.

b) 3awugpposka daHHbIX.

Mpw wrdpposaHun Tpadurka mexxay CepsepoM 1 KineHTamu 3amndpoBKa AaHHbIX
OCYLLECTBAAETCA KAMEHTOM NPU MOMOLLM OTKPbITOrO KAto4a.

¢) Peanuzayus TLS-ceccuu mexdy Cepsepom u yoaseHHbIMU KaueHmamu.
d) Aymenmudgbukayus Npokcu-cepsepa.

AyteHTndukauma Mpokcn-cepeepos Dr.Web yaaneHHbIMY KAMeHTaMKM OCyLLeCTBAAETCA
Ha OCHOBE 3/IeKTPOHHOW LMPPOBON NoaNUcK (OAHOKPATHO B paMKax KaXKaoro
coeiHeHNA).

Mpokcm-cepBep NOANUCHIBAET CBOU CEPTUDUKATBI 3aKPbITbIM KNHOUOM U cepTUdUKATOM
Cepsepa Dr.Web. KnneHT, koTopbit foBepseT ceptnudunkaty Cepsepa Dr.Web,
aBTOMaTnyeckun byaeT goBepsATb cepTmdmrKaTam, KOTOpbie UM MOAMNCAHBI.

4. 3akpbITbili K/1lOU Be6-cepBepa.

XpaHutcs Ha CepBepe v He nepesaeTcs APYrMM KOMMOHEHTaM aHTUBUPYCHOW CETU.
MoApO6HOCTM NCNOAb30BaHUA NPUBEAEHbI Aanee.

5. Ceptudukar Beb6-cepBepa.

[loctyneH BceM KOMMNOHEeHTaM aHTUBUPYCHOW CeTu.

PyKkoBOACTBO aAMAHUCT paTopa



A7

-
g

A
d
A

FnaBea 3: Hauano pa6otbi

54

Ncnonb3yetcs ans peannsaumm TLS-ceccun mexxay Beb-cepsepom 1 6pay3epom (no
HTTPS).

Mpwu yctaHoBke CepBepa Ha OCHOBE 3aKPbITOTO KItoua Beb-cepBepa reHepupyeTcs
CaMOMOANMUCaHHbI cepTuduMKaT, KOTOPbIA He ByaeT NPUHAT Beb6-bpay3epamu, MOCKO/IbKY
He 6bln BbINyLWEeH 06LLen3BECTHbIM LLEHTPOM cepTudUKaLmnun.

YTo6bl 3awmieHHoe coegnHeHmne (HTTPS) 66110 AOCTYMHO, HEOH6XOAMMO BbIMOAHUTE OAHO
N3 CnefyroLLmX AeUCTBUN:

e [lo6aBUTb CaMONOANUCaHHbIN cepTUdUKaT B JOBEPEHHbIE, NMBO B UCKIHOUEHWNS ANS
BCeX CTaHUMI 1 Be6-6pay3epoB, Ha KOTOPbIX OTKpbIBaeTcs LieHTp ynpaBaeHus.

e MonyunTb cepTnduKaT, NOANNCAHHbIN O6LLEN3BECTHBIM LLEHTPOM cepTudmrKaLmnn.

3.3.3. NoakntoueHne knmeHtosB K Cepsepy Dr.Web

[na Bo3mMoxxHOCTM nogintoveHuns k Cepsepy Dr.Web Ha cTOpOHe knveHTa JoKeH
npucyTcTBoBaTh cepTnudunkat CepBepa BHe 3aBMCMMOCTU OT TOro, byzeT v Tpaduk Mexay
CepBepoM 1 KIMEHTOM WndpoBaThCs.

K Cepsepy Dr.Web moryt nogkntouatbcs cnegyrolime KMeHTbl:

e AreHtbl Dr.Web.

Ana paboTbl AreHTOB B LIeHTPasIM30BaHHOM pexunme ¢ nogkntoyeHnem k Cepsepy Dr.Web
HeobXoAMMO Haanume Ha CTaHLUMM OAHOTO UM HECKONbKNX AOBEPEHHbIX cepTUdUKATOB OT
CepBepoB, K KOTOPbIM MOXET MOAKNOUaTbCA AreHT.

CepTndunkaT, NCNOAb30BaHHbIA NPW YCTAaHOBKE, a Takke cepTudrKaThl, MONyYeHHbIe Yepe3
LleHTpaAn3oBaHHble HacTpoiku ¢ CepBepa, XpaHATCSA B peectpe, HO caMu dainbl
cepTMdPMKaTOB HE NCMONb3YHOTCA.

®ann ceptndnkaTta B AMHCTBEHHOM 3K3eMMNAsApe MOXeT H6bITb Jo06aBAEH MPY MOMOLM
KNtOYa KOMaHZAHOW CTPOKM B KaTasior yCTaHOBKW AreHTa (HO He B peecTp) 1 B 06LLMIA CMCOK
ncnonb3yemblx cepTudukaTos. Takor cepTudumkat byaeT MCnonb3oBaTbCA, B TOM Uncae, As
BO3MOXHOCTM nogkatoueHms Kk CepBepy Ha Cay4dail olWMBKN B LLeHTpan30BaHHbIX
HaCTPOWKax.

Mpw oTcyTCTBMM cepTudmKaTa UV HeaencTBUTENbHOM cepTrduKaTe ATEHT HE CMOXeT
noakntounTbca k CepBepy, HO MPOAOAXUT GYHKLMOHUPOBaHWE 1 OBHOBAEHME B
MobuAbHOM pexnme, eCAn OH pa3peLleH A8 AaHHOW CTaHLUN.

¢ NHctannatopbl ArentoB Dr.Web.
Mpw ycTaHOBKe AreHTa Ha CTaHLUKW BMecCTe C BbIOpaHHbIM GailioM UHCTaNNALMN JOKEH
npucyTcTBoBaTh ceptvdukat Cepeepa.

Mpu 3anycke MHCTAANALMOHHOMO NakeTa, CO34aHHOro B LleHTpe ynpaBneHus, ceptudukat
BXOAMT B COCTAB MHCTA/IALMOHHOTO MakeTa, U AOMOJHUTEIbHOE yKa3aHue paina
ceptudurkaTta He TpebyeTcs.

PyKkoBOACTBO aAMAHUCT paTopa
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Mocne yctaHOBKM AreHTa faHHble cepTudurKaTa 3aHOCATCA B peecTp, cam daiin ceptudukata
B Ja/ibHeNLIeM He UCMOob3yeTcs.

Mpwu oTcyTCTBUMN CcepTUdUKaTa AN HELENCTBUTENBHOM CepTUdUKaTe NHCTANNATOP He
CMOXKEeT YCTaHOBUTb AreHT (OTHOCKTCA KO BCEM TMMaM MHCTaNNALUNOHHbBIX GannoB AreHTa).

CocepHue Cepsepbl Dr.Web.

Mpwu HacTpoike coeanHeHns Mexay coceaHumu Cepsepamum Dr.\Web Bepcum 11
HeobXxoAMMO Ha KaXAoM M3 HacTpanBaembix CepBepoB yka3aTb ceptnudukat Cepsepa, €

KOTOpbIM yCTaHaBAnBaeTca ¢BA3b (CM. N. Hactponka ceazen mexay Cepsepamu Dr\Web).

Mpw OTCYTCTBMMN XOTS Hbl OAHOTO CEPTUDMKATA MW €ro HeAeNCTBUTENIBHOCTU YCTaHOBKA
MeXKCepBepHOW CBA3WN ByaeT HEBO3MOXHa.

Mpokcu-cepBepbl Dr.Web.

Ana noakntoueHunsa Mpokcn-cepeepa k Cepsepy Dr.Web ¢ BO3MOXHOCTbIO yaaneHHOro
KOHUrypnpoBaHus vepes LieHTp ynpaBaeHna HeobxoanMmMo Hananume ceptudukata Ha
CTaHUnKM ¢ yctaHoBAeHHbIM [Tpokcn-cepsepom. [Mpun 3ToM lMNMpokcn-cepsep Takke CMOXeT
noaAep>XxusaTb LWUMPPOBaHMeE.

Mpwu otcyTcTBUM cepTudmKaTa Npokcm-cepBep NPOAOIXKUT CBOE PYHKLUNOHMPOBaHWE,
OfHaKO yAaneHHoe ynpaBaeHue, a Takke WMPpoBaHMe 1 KILLIMPOBaHMe ByayT HeAOCTYMHbI.

| B cnyyae wratHOro o6HOBEHWS BCEV aHTUBUPYCHOM CETU C MpeablayLlelri Bepcum, KoTopas
: MCMOIb30Bafa OTKPbIThblE KIHOUW, HAa HOBYHO BEPCUIO, KOTOPas UCMOb3yeT cepTudmkaThl,
HVIKaKuX AOMOJHUTE/IbHBIX AEUCTBUIA He TpebyeTcs.

YctanoBka AreHrta, noctasasemoro ¢ Cepsepom 11 Bepcun, ¢ nogratodeHvem k Cepsepy 10
BEPCUM UNN HaOBOPOT He peKoMeHayeTcs.

PyKkoBOACTBO aAMAHUCT paTopa
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naBa 4: KOMNoOHeHTbI aHTUBUPYCHOW CETU U NX UHTepPeic

4.1. Cepep Dr.Web

AHTUBMPYCHaA ceTb AOXKHA MMeTb B CBOeM cocTaBe xoTa bbl ognH Cepsep Dr.Web.

@ [N noBbIlWEeHWs HaZeXHOCTU U NMPOAYKTUBHOCTU aHTMBMPYCHOM CETH, a Takxke Ans

: pacnpegeneHuns Harpyskin, Dr.Web Enterprise Security Suite no3sosseT co3gatb
aHTUBUPYCHYLO ceTb C Heckosbkummn CepBepamu. B Takom cnyvae, cepsepHoe MO
yCTaHaBAMBaAETCA Ha HECKO/IbKO KOMMbHOTEPOB OAHOBPEMEHHO.

Cepsep Dr.Web — cnyx6a, noctoaHHO Haxoasawaaca B onepaTuBHoun namatu. NO Cepsepa
Dr.Web pa3pabotaHo ans paszanyHbix OC (MonHbIN cnncok nogaep>kmaembix OC cMm. B
AokymeHTe Mpunoxxenwus, B [1punoxeHunn A).

OcHOBHble PYHKLUUN

CepBep Dr.Web peanusyet cnegyrowme pyHkumnm:

* VHMLUMaNM3aLMA YCTAHOBKM aHTUBUPYCHbIX NAaKETOB Ha BblOPaHHbI KOMMbIOTEP MK
rpynny KOMmMbOTEPOB,

e 3aMpoc HoMepa BePCMM aHTMBUPYCHOrO NakeTa, a Takoke AaT co34aHna U HOMEPOB BePCHiA
BUPYCHbIX 633 Ha KaXkAOM 3alLMLLIaeMOM KOMMbIOTEPE,

e OGHOBJIEHWNE COAEPXKMMOTO KaTasora LeHTPaan30BaHHOW YCTaHOBKM 1 KaTasora
obHOBAEHUN,

e 06HOB/IEHWNE BUPYCHbIX 6a3 1 NCMONHAEMbIX GPainioB aHTUBMPYCHbBIX NAKeTOB, a TakKe
McnosHAeMblx GanaoB KOMMOHEHTOB aHTUBUPYCHOW CETU Ha 3alyyMLLaeMblX KOMMbrOTepax.

C6op nHpopmaLumm 0 COCTOSSHUM aHTUBNPYCHOU CeTU

Cepsep Dr.Web obecneunBaet cbop 1 npotokonmpoBaHve nHdopmavmm o pabote
aHTUBMPYCHbIX MakeToOB, NepesaBaeMoi eMy nocpeactsom MO Ha 3almLaembIx
komnbtoTepax (AreHTamu Dr.Web, nogpobHee cm. H1xe). [poTokoanpoBaHMe NPON3BOANTCA
B 06LLeM XypHasne cobbITUI, peaan3oBaHHOM B BuAe 6a3bl aHHbIX. B ceTn HebonbLoro
pa3mepa (He 6onee 200-300 kOMMNbHOTEPOB) A1 BeAeHMA 06Lero xypHana cobbITU MOXET
MCNONb30BaTbCA BCTPOeHHas 6a3a AaHHbIX. na obcnykmBaHmMs 60NbLLNX CceTeN
npeaycMoTpeHa BO3MOXHOCTb MCMOJ/Ib30BaHNA BHELIHMX 633 AaHHbIX.

| Wcnosb3oBaHwe BcTpoeHHoM Bl gonycTumo npw nogkaroyeHumn k Cepeepy He 6osee 200-
300 ctaHumi. Ecam no3BonsieT annapaTtHas KOHOUrypaums KOMMbioTepa, Ha KOTOPOM

PyKkoBOACTBO aAMAHUCT paTopa
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yctaHoBaeH Cepeep Dr.Web, 1 Harpy3ka no npounm 3ajavyaM, BbIMOJHAEMbIM Ha AaHHOM
KOMMbtOTEpPE, BO3MOXHO MoakntoueHne 4o 1000 ctaHupmi.

B NnPOTMBHOM CJiydae HeO6XO,£I,I/1MO MCcnonb3oBaTb BHELWHKOHO B,CL

Mpw ncnonb3oBaHun BHelwHen b/l n nogkntoueHum k Cepepy 6onee 10000 ctaHumi
PEKOMEHAYETCS BbINOJHEHNE CeAYHOLLNX MUHMMAbHBIX TPeHOBaHWIA:

e npoLeccop ¢ yactoton 30w,
e onepaTuBHas namatb — oT 4 b ana Cepsepa Dr.Web, o1 8 b — ans cepsepa b/,

e OC cemenctea UNIX.

C6o0py 1 NPOTOKO/IMPOBaHNIO B 06LLEeM YKypHane co6bITUIA MOANEXUT ceayrow,as
mHdpopmauma:
e MHPOPMALMSA O BEPCUM aHTUBMPYCHBIX MakeTOB Ha 3alUMLLAEMbIX KOMMbOTEPAX,

e Bpems 1 AaTa yCTaHOBKN U 06HOBAeHUs [TO aHTUBMpPYCHOM paboyei CTaHLMM C yKazaHWeM
Bepcum IO,

e BpeMs U JaTa O6HOBAEHMA BUPYCHbIX 6a3 C ykazaHWEM MX BEPCUI,

e nHpopmaumsa o Bepcum OC, yCTaHOBNEHHOW Ha 3allMLiaeMbiX KOMMbOTEPaX, TUMe
npoueccopa, pacnoioXeHnn cucteMHbix katanoros OC w 1.0,

e KOHPUIrypaLma n pexumbl paboTbl aHTUBUPYCHbIX NAaKETOB (MCMONb30BaHMe 3BPUCTUYECKNX
METOZOB, CMMCOK NPOBEPAEMbIX TUMOB GainioB, AeNCTBUA NPU OBHapyXeHUN
KOMMbIOTEPHbIX BUPYCOB U T.M.),

e MHGOPMaLMA O BUPYCHbIX COOLITUAX, B TOM UMC/ie Ha3BaHWE OBHAPY>XeHHOro
KOMMbIOTEPHOTO BUPYCA, AaTa OBHapy>XeHUs, NpeanpuHATbIe AeNCTBUSA, pe3y/ibTaT ieyeHuns
n ..

Cepsep Dr.Web onoBeliaet agMnHUCTpaTOpa aHTUBUPYCHOW CETUM O BO3HUKHOBEHUM
COb6bITUI, CBA3AHHbIX C PabOTON aHTUBUPYCHOW CETM MO 3NEKTPOHHOW NOoYTE UK C
MCNONb30BaHNEM CTaHZAPTHbIX LMPOKOBELLATEeIbHbIX CPeACTB OMepaLMOHHbIX CUCTEM
Windows. HacTpoika cobbITvin, Bbi3blBatOLLMX HanpaBieHNe COOOLEHMA, N MPOYMX

napamMeTpoB OMOBELLEHMS ONMcaHa B N. Hactpolka onoBeLleHnn.

Be6-cepBep

Beb6-cepep ABnsetca yactbto LleHTpa ynpaBaeHua 6e3onacHoctbto Dr.Web v BoinosHsaeT
cnesyrolme OCHOBHbIE QYHKLNN:

e ayTeHTUMKaLMA 1 aBTOpMU3aLMa agMUHUCTPaTopoB B LieHTpe ynpasieHus;

e aBTOMaTtM3auna pabortsl cTpaHuy LleHTpa ynpasaeHus;

e nojjaepkKa AMHaMmUYeckn reHepmpyeMblix cTpaHul, LieHTpa ynpasaeHus;

e nojaep>kka 3awmiléHHbix HTTPS-coeanHeHni ¢ KaneHTamu.

PyKkoBOACTBO aAMAHUCT paTopa
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4.1.1. YnpaBnenue CepBepom Dr.Web nog OC Windows®

UnTtepdeinc n ynpasneHne Cepsepom Dr.Web

YnpasneHue Cepepom Dr.Web, kak npaBusio, ocywiecteasetcs npu nomowm LieHTpa
ynpaBaeHus, KOTOPbIV CNYXUT BHELIHWUM UHTepdeincom ans Cepaepa.

DNeMeHTbl, MO3BOAAOLLME OCYLLECTBAATL HACTPOMKY U 6azoBoe ynpasaeHne CepBepom,
pa3melatotcs B rnaBHoe MmeHto OC Windows Mporpammbl, B katasor Dr.Web Server B
npouecce yctaHoBke CepBepa:

e KaTtasor YnpaBsieHMe cepBepoM COAEPXKUT CNeayroLLiMe KOMaHAabl:

o [leTanbHbIl XXypHan — yCTaHOBUTb ypoBeHb Bee ana aetanmsaumnm xypHana pabotbl
Cepsepa.

o 3anycTutb — 3anycTuTb cepsuc Cepaepa.

o OCTaHOBMUTb — OCTaHOBUTbL cepBuc Cepaepa.

o Mepe3sarpy3nTb peno3uTopuin — nepeuntatb penosuntopuii Cepepa ¢ gncka.

o Mepe3arpy3utb WabaoHbI — NepeunTaThb LWabAOHbI ONOBELLEHWI agMUHNCTPaTOpa.
o Mepe3anycTutb — nepesanyctnts cepsunc Cepaepa.

o MpoBepuTtb 6a3y AaHHbIX — 3aMyCTUTb NPOBEPKY BCTPOEHHOW 6a3bl JaHHbIX.

o CTaHAapTHbIA XXypHas — yCTaHOBUTb ypoBeHb MHpopmauma a1a getanvsaumm XypHana
paboTbl CepBepa.

| Mocne BbINONHEHMA KOMaHA [ieTaNbHbIN XypHan 1 CTaHAAPTHBIN XXypHan Heo6xoAMMO
nepesanyctute CepBep A8 NPUMEHEHWUA U3MEHeHWI. [1n1f 3TOro BbIMONHUTE KOMaHAY
Mepe3sanycTutb.

| PacLumpeHHble HaCTPOWKN BEAEHWUS XXypHana AOCTYrHbI B pasgene XypHan LleHtpa
: YnpasneHus.

CooTBeTCTBYHOLLME KOMaHAbl NOAPObHee onucaHbl B JokyMeHTe Mpuaoxkenus, n. H4.
Cepeep Dr.Web.

e MNyHKT Be6-nHTepdeinc — ana otkpbiTuaA LieHTpa ynpasneHuns n nogkatoueHmsa k Cepsepy,
YyCTaHOBJIEHHOMY Ha JaHHOM KomnMbtoTepe (no agpecy http://localhost:9080).

e [1yHKT loKyMeHTauma — 419 OTKPbITUA JOKYMeEHTauun agMmuHncTpatopa B opmate HTML.

Karanor Cepsepa Dr.Web nmeet cneayiouiyto cTpykrypy:

KaTanor yctTaHOBKM MO YMOAYaHUIO (MOXET ObITb M3MEHEH MPU YCTAHOBKE): C: \Program
Files\DrWeb Server

e bin — ncnonHsaemole dparinbl Cepepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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e ds-modules — pacnakoBaHHblIe CKPUNTOBbIE MOAY/N.

® etc — OCHOBHble KOHUTYypaLMOHHbIe dali/ibl KOMMOHEHTOB aHTVBUPYCHOM CETU.

e fonts — wpudtbl gna PDF-gokymeHTOB.

® var — KaTaaor COAEPXKNUT NogKaTanorn:

o

backup — pe3epBHble KONui b, n Apyrux KPUTUUHbIX JaHHbIX.

extensions — CKPpMMTbl NOJIb30BaTE/IbCKUX Npoueayp, npeiHadHa4dyeHHble ANA
dBTOMaTM3aLU NN BbIMONHEHWA ONpeAe/IEHHbIX 3ap,aH|/||7|.

file-cache — daninoBbIN KILL.

installers-cache — K3W AN XPaHEHMA NePCOHabHbIX U FPYNMNOBbIX
MHCTaANALUMOHHBIX MakeToB AreHTa Npu co3gaHum cTaHuuin B LieHTpe ynpaBaeHus.
Co3paeTcsa Npu CO3A4aHUM MHCTaNNALMOHHbIX NaKeToB.

plugins — BpeMeHHble 06bEKTbI MOAKIHOUYAEMbBIX MOAYNEN.
objects — k3w 0bbekTOB LleHTpa ynpasaeHus.

reports — BPEMEHHbIN KaTanor ANs reHepauumn n xpaHeHuns otyetos. Co3gaercs npm
HeobXxoAMMOCTW.

repository — KaTanor peno3nTopus, B KOTOPbIA MOMELLAOTCA akTyasbHble OOHOBNEHNS
BMPYCHbIX 6a3, aiNoB aHTMBUPYCHbIX MAaKETOB N KOMMOHEHTOB aHTUBUPYCHOWN CeTu.
KaTtanor cogep>XuTt nogkatanorn aia otaenbHblX QYHKUMOHaNbHbIX KOMMNOHeHTOB [10, a
BHYTPU HUX — nogkaTanoru ans otaenbHbix OC. Katanor goskeH 6biTb AOCTyNeH ana
3anncy Nonb3oBaTento, OT UMeHW KOToporo 3anyckaetca Cepsep (Kak npasuno,
nonb3oBatenb LocalSystem).

sessions — ceccum LleHTpa ynpasaerHus.
tmp — BpeMeHHble dalinbl.

twin-cache — pacnakoBaHHble BUPYCHble H6a3bl 419 06paTHON COBMECTUMOCTY C
npeaplaywmmm Bepcnamm AreHtoB Dr.Web. Takoke MoxeT cogep>xatb agpyrve
pacnakoBaHHble Gaisibl U3 Peno3nTopuA, Hanpumep, NHCTaANATop AreHTa.

upload — AMPEKTOPUS A1 3arpy3Ku BPEMEHHbIX GpalrinoB, KOTOpble 3a4at0TCsA Yepes
LleHTp ynpaBneHunsa. Co3gaeTtcs npu 3arpyske ¢pannos 60abLIOro obbvema.

e vis — 3anakoOBaHHbIE CKPUMTOBbIE MOAY/IN U A3bIKOBbIE MaKeTbl.

e webmin — 31emeHTbl LieHTpa ynpasaeHus.

e websockets — ckpunTbl AnA paboTbl C Be6-cokeTamu.

KaTtanor ans pesepBHOro KOnMpoBaHMa (MOXET OblTb U3MEHEH NpW yaaneHnn):
<duck_ycmaHosku>:\Drweb Backup.

@ Cogep>unmoe katasiora o6HoBNeHUI \var\repository 3arpyxaeTtcs c cepepa

: o6HoBeHM Mo npoTokoay HTTP\HTTPS aBTomMaTtuyecku, no yctaHoBieHHoMY ans CepBepa
pacnmcaHuio, Takoke agMUHUCTPATOP aHTVBUPYCHOM CETU MOXET BPYYHYHO NMoMeLlatb
06HOB/IEHVA B 3TV KaTanorw.

PyKkoBOACTBO aAMAHUCT paTopa
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OcHOBHble KOHPUrypaunoHHble Ppanbl

dain

agent.key (MMA MOXeT
OT/NINYATLCA)

certificate.pem

database.conf

download.conf

drwcsd.conf (uMma
MOXKeT OT/N Vl‘-laTbCﬂ)

drwcsd.conf.distr

drwcsd.pri

enterprise.key (Mm4a
MOXKeT 0T/ VlHaTbCFI)

frontdoor.conf

http-alerter-
certs.pem
private-key.pem
yvalocator.apikey
webmin.conf

auth-ads.conf

auth-ldap.conf

auth-ldap-
rfcd4515.conf

OnucaHue Kartanor no
ymMonuaHuto

JlVILI,eH3MOHHbIl7I K1tou AreHta

cepTndwmkat ana SSL

WwabaoH HaCTpoek 6a3bl AaHHbBIX C NapamMeTpaMun no
YMONYaHNIO

ceTeBble HaCTPONKM Ana GopMUpOBaHMA
MHCTaNNALMOHHBIX NakeToB AreHTa

KOHPUrypauvoHHbIli dainn Cepeepa

WwabnoH koHpUrypaumoHHoro danna Cepsepa ¢
napameTpamu No yMOAYAHUIO

3aKpbITbIV KAFOY WNPOBaHMA

NNLEH3NOHHBIN Ktoy CepBepa. CoxpaHAaeTcs B TOM
c/lydae, eciv NPUCYTCTBOBaJ Moc/ie 06HOBAEHUA C
npeaplaywnx Bepcuin. MNpw ycTaHOBKE HOBOTO
Cepsepa 11.0.2 oTcytctBYET

etc

KOHQUIypaLUVOHHbIV Gain Ana yTUAUTbI
AMCTaHUMOHHOM amarHoctuku Cepepa

ceptnduKaTtbl Ans BepudUKaLm XxocTa apple-
notify.drweb.com npu oTnpaske push-
yBeZOM/IEHUI

3aKpbITbIl KNtoY RSA
APl-kntou ans pacwmpermns Yandex.Locator
KOHbUrypaumoHHbii daiin LleHtpa ynpasaeHus

KOHOUrypaLumoHHbIM Galin BHeLLHelM aBTopu3aumm
aaMuHUCTpaTopoB Yepes Active Directory

KOHbUrypaLumoHHbIM Galin BHELLHeN aBTopu3aumm
aAMUHUCTpaTOopoB Yepes LDAP

KOHOUrypaLumoHHbIM Galin BHeLLHeN aBTopu3aumm
aZAMuHUCTpaTopoB Yepe3 LDAP no ynpolyeHHom
cxeme

PyKkoBOACTBO aAMAHUCT paTopa
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dann OnucaHue KaTtanor no
yMO/14aHuUIo

auth-radius.conf KOHOUrypaLuyoHHbIM Galin BHeLLHeN aBTopur3aumm
agMUHUCTpaTopoB yepe3 RADIUS

database.sqglite BCTpOeHHas b/l var

drwcsd.pub OTKPbITbIV KNHOY LWNdPOBaHMA webmin\install

3anyck u octaHoB CepBepa Dr.Web

Mo ymonuaHuto Cepeep Dr.Web 3anyckaetca aBTomatnyecky nocae yctaHOBKW M nocae
Ka>k4oWn nepesarpysku onepauMoHHOWN CUCTEMBI.

Takke Bbl MOXeTe 3anyCTuUTb, Nepe3anycTutb Uan octaHoBuTb Cepep Dr.Web oaHum 13
ciesyowmx cnocoboB:
e 06K cayyai:

o [Tpy NOMOLLM COOTBETCTBYHOLLEN KOMaH/bl, PacrnoioXXeHHOoW B MeHto Myck —
Mporpammbl — Dr.Web Server.

o [py NOMOLLM CPeaCTB yrpaBaeHus cy>kbamu B pasgene AAMUHUCTPUPOBaHME Ha
Manenwn ynpasnenna OC Windows.

e OcTaHOB W1 nepe3anyck Yepes LleHTp ynpasBaeHus:

o B pasgene AAMMHMCTpMpOBaHVIeI nepes3anyck npn noMoLwm KHOMKA @, OCTaHOB Mnpu
MOMOLLUW KHOMKN .

e [1py NOMOLLM KOHCO/IbHbIX KOMaHJ, BbIMOJAHEHHbIX U3 nojkaTanora bin katanora
yctaHoBku CepBepa (Takke cM. fokymeHT Mpunoxxenns, n. H4. Cepeep Dr.Web):

o drwcsd start —3anyck Cepsepa.
s drwcsd restart — NOAHbIA Nepe3anyck cnyx6bl Cepaepa.

s drwcsd stop — HOpManbHOe 3aBepLlueHne paboTbl CepBepa.

| ObpaTute BHMMaHVe, Utobbl CepBeEp cunTaN NepemMeHHble OKPYXXeHWUs, HeobXoaUMO
BbINOJHWTL Mepe3aryck cepBuca NMpu NoMoLLM CPeACTB ynpaBeHus cay>Kbamm uim npu
MOMOLLM KOHCOJIbHO KOMaHZb!.

PyKkoBOACTBO aAMAHUCT paTopa
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4.1.2. YnpaBnenue CepBepom Dr.Web nog OC cemeuctea UNIX®

UnTtepdeinc n ynpasneHne Cepsepom Dr.Web

Cepsep Dr.Web He nmeet BcTpoeHHOro nHtepdeinca. YnpasneHune Cepsepom Dr.Web, kak
npaBuWO, OCYLLEeCTBAAETCA NPV NoMowwm LleHTpa ynpaBaeHns, KOTOPbIN CIYXXUT BHELWHWM
nHTepdencom ans Cepsepa.

Kartanor ycraHoBku Cepepa Dr.Web umeet cneayiolyto cTpykTypy:

/opt/drwes/ ana OC Linux n /usr/local/drwcs ana OC FreeBSD:

e bin — ucnonHaemole dannbl Cepsepa Dr.Web.

e doc — daliNbl NMLLEH3MOHHbIX COralLleHUN.

e ds-modules — pacnakoBaHHbIE CKPUMTOBbIE MOAYN.

e fonts — wpudtel gna PDF-gokymeHTOB.

e 1ib — Habop 6mbanoTtek ana pabotel Cepaepa.

e vfs —3anakoBaHHble CKMPUTOBblE MOAYNN N A3blIKOBbIE MaKeTbI.
e webmin — anemMeHTbl LieHTpa ynpaBneHus.

e websockets — CKpUNTbl 418 paboTbl € BebcokeTamu.
/var/opt/drwecs/ ana OC Linux n /var/drwcs ana OC FreeBSD:

e backup — pe3epBHble kKonuu b n Apyrux KPUTUYUHbIX JaHHbIX.
e coredump — AaMnbl nageHunin Cepeepa. Co3gaetcs npu NOABAEHUN AAMMOB.
® ctc — OCHOBHble KOHPUIypaLNOHHbIe dariibl KOMMOHEHTOB aHTUBMPYCHOW CETH.

e extensions — CKpWMMTbl MOJIb30BaTE/IbCKUX Npoueayp, npeiHa3Ha4dyeHHble ANA
aBTOMaTM3aLUNN BbIMONHEHMA ONpeae/IEHHbIX 3ap,aH|/||7|.

e installers-cache — K3W /19 XpaHEHWNA NEPCOHaNbHbIX U FPYNMOBbIX
MHCTaANALUMOHHBIX MakeTOB AreHTa npu co3gaHum ctaHuuin B LleHTpe ynpaBneHus.
Co3gaeTcsa nNpu CO3AaHUM MHCTaNNALMOHHbIX MaKeToB.

e file-cache — $aninoBbIN K3LL.

e 1og — pannbl xxypHana Cepsepa.

e plugins — BpeMeHHble 06beKTbl MOAKIHOUYAEMbIX MOAYNEN.
e objects — K3 06bekTOB LleHTpa ynpaBaeHus.

e reports — BPEMEHHbIV KaTaaor 44 reHepaumm n xpaHeHma otyetos. Co3zgaeTca npu
HEeobXoAMMOCTH.

e repository — kaTasor o6HOBAEHMN, B KOTOPbIA MOMELLAOTCA aKTyaibHble OOHOBNEHWNA
BMPYCHbIX 6a3, pannoB aHTUBUPYCHbIX MNAaKeTOB N KOMMNOHEHTOB aHTUBUPYCHOW CeTu.
KaTanor cogep>ut nogkatanoru aia otaenbHbiX GyHKLMOHaNbHbIX KOMNoHeHTOB [10, a
BHYTPUY HUX — noakaTtanorn ana oraenbHbix OC. Katanor goaxeH 6biTb JOCTYNEH ANs

PyKkoBOACTBO aAMAHUCT paTopa
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3anucu Nonb3oBaTesto, OT UMeHU KOToporo 3anyckaetcs Cepsep (Kak npaBuio,
noab3oBaTenb drwcs).

e run — |ID npouecca Cepsepa.

e sessions — ceccun LeHTpa ynpasneHus.

e tmp — BpeMeHHble dalinbl.

e twin-cache — pacnakoBaHHble BUPYCHble H6a3bl Ans 06paTHOM COBMECTUMOCTM C
npeablaywmmm Bepcnamm AreHtoB Dr.Web. Takoke moxeT cogepxxaTb apyrue
pacrnakoBaHHble Galibl U3 Perno3nTopus, HaNnpumep, MHCTaANATop AreHTa.

e upload — AUPEKTOPUS ANS 3arpy3KN BPEMEHHbIX GaliIoB, KOTOPbIe 3aatoTCs Yepes
LleHTp ynpaBneHuns. Co3gaetca npwu 3arpyske ¢pannos 60/bLworo obbema.

/etc/opt/drweb.com/ ana OC Linux n /usr/local/etc/drweb.com ans OC FreeBSD:

e software/drweb-esuite.remove — cKpUNT Anqa yaaneHunsa Cepsepa.

® + BO3MOXXHO AOMNONHNTEe/IbHbIe C])aVIﬂbl M Katanoru.

/usr/local/etc/rc.d/ ana OC FreeBSD:

e drwcsd — CKpUNT ANa 3anycka 1 OCTaHOBa CepBepa.

/var/tmp/drwcs — pe3epBHasa Konusa nocne yaaneHua Cepsepa.

OcHoBHble KOHPUTypaLOHHbIe ¢dannbl

danin

agent.key (MMsa
MOXKeT 0T/ VlHaTbCFI)

certificate.pem

common.conf

database.conf

download.conf

drwcsd.conf (uMma
MOXKeT OT/N Vl‘-laTbCﬂ)

drwcsd.conf.distr

drwcsd.pri

OnucaHue Katanor no ymonuanuio

J'Il/lLl,eH3VIOHHbIl7I K10y AreHta

ceptndukat gna SSL

KOHPUrypaLumoHHbI darin (ansa Hekotopbix OC
cemeictBa UNIX)

wabnoH HaCTpoek 6a3bl AaHHbIX C NapamMeTpaMun
no ymMOA4aHUo

e ansa OC Linux:
/var/opt/drwcs/etc

e ana OC FreeBSD:

ceTeBble HaCTPOWKN Ana GOPMUPOBAHUA
P bopmmp /var/drwcs/etc

WNHCTaNNALMOHHBIX NakeToB AreHta
KOHOUrypaumoHHbli dparin Cepsepa

WwabnoH koHbUrypaumoHHoro darina Cepsepa
napameTpamm no yMoa4aHuo

3aKpbITbIV KAFOY WNPOBaHMA

PyKkoBOACTBO aAMAHUCT paTopa
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enterprise.key
(nma moxket
oTAnYaThCA)

frontdoor.conf

http-alerter-
certs.pem

private-key.pem

yalocator.apikey

webmin.conf

auth-ldap.conf

auth-ldap-
rfcd4515.conf

auth-pam.conf

auth-radius.conf

database.sglite

drwcsd.pub

FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

OnucaHue Karanor no yMOJ14aHUio

NVLEH3MOHHBIV kntoy CepBepa. CoxpaHseTca B
TOM C/lyyae, ecav NpuCcyTCTBOBa nocse
06HOBEHVA C Npeaplaynx Bepcuid. Mpu
yctaHoske HoBoro Cepsepa 11.0.2 oTcyTcTByeT

KOHPUrypaLMOHHbI Gaiin Ana yTUAUTbI
AMCTaHUMOHHOM amarHoctukmn CepBepa

cepTdwvKaThbl ANA BepudUKaLym XocTa apple-
notify.drweb.com npu oTnpaske push-
yBeOM/IeHNIA

3aKpbITbIi kKNto4 RSA
APl-kntou ans pacwmpermns Yandex.Locator
KOHOUrypaLmoHHbI dann LleHTpa ynpasaeHus

KOHPUrypaLmOoHHbI Galin BHeLLHel aBTopm3aLmum
agMuHUcTpaTopos yepes LDAP

KOHOUIypaLmOHHbIV dalin BHeLLHeW aBTopm3aLmm
aaMuHUCTpaTopoB Yepes LDAP no ynpoLyeHHon
cxeme

KOHPUrypaLmOoHHbIA Galin BHeLLHeW aBTopm3aLmum
aZAMUHUCTpaTOpOB Yepe3 PAM

KOHOUrypaLWoHHbIA dalin BHeLLHel aBTopm3aLmm
aAMUHUCTpaTopoB Yepe3 RADIUS

e ana OC Linux:
/var/opt/drwcs

e ana OC FreeBSD:
/var/drwcs

BCTpoeHHaa b/l

e ansa OC Linux:
/opt/drwcs/webmin/i
nstall

e ana OC FreeBSD:
/usr/local/drwcs/we
bmin/install

OTKPbITLIV KtOY LM POBaHUS

64

3anyck n octaHoB CepBepa Dr.Web

Mo ymonuaHuto Cepeep Dr.Web 3anyckaetca aBTomatnyecky nocae yctaHOBKY U nocae
Ka>k4oWn nepesarpysku onepauMoHHOWN CUCTEMBbI.

PyKkoBOACTBO aAMAHUCT paTopa
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InaBa 4: KoMNoHeHTbI aHTUBUPYCHOI ceTU U UX UHTepdeiic | 65

Takke Bbl MOXeTe 3anyCTuUTb, Nepe3anycTutb Uan octaHoBuTb Cepep Dr.Web oaHum 13
cnesyowmx cnocoboB:

e OcTaHoB 1 nepesanyck yepes LieHTp ynpaBaeHus:

o B pasaene AAMI/IHVICTPVIPOBEIHVIEI nepesanyck npy NnOMoLmn KHOMKA E, OCTaHOB Npwn
MOMOLLUN KHOMKW .

e [Tpy NOMOLLM COOTBETCTBYHOLLEN KOHCONbHOW KOMaHZAbl (Takoke CM. AOKyMeHT [puaoxeHums,
n. H4. Cepeep Dr.Web):
o 3anyck:

= nns OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd start

= ans OC Linux:
# /etc/init.d/drwcsd start

o [Nepe3anyck:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd restart

= ana OC Linux:
# /etc/init.d/drwcsd restart

o OCTaHOB:

= nna OC FreeBSD:
# /usr/local/etc/rc.d/drwcsd stop

= ina OC Linux:
# /etc/init.d/drwcsd stop

| O6patnte BHUMaHKe, utobbl CepBep cumnTan NepemMeHHble OKpYXKeHUs, HE06X0AUMO
BbINOJIHATL Mepe3anyck cepsuca Nnpuv NOMOLLY KOHCObHOW KOMaHZbI.

4.2. 3awmTta pabounx craHunMmn

I ,CI,eTaanoe OonncaHune HaCTpoeK aHTUBUPYCHbIX KOMMOHEHTOB, 3ajaBaeMbIX Yepes LLeHTp
° ynpaBaeHwusa, NpBeLeHO B PyKOBOACTBaX aAMUWHUCTPaTOopa Mo ynpaBaeHNKO CTaHUMAMN
ana COOTBETCTByIOU.LEﬁ OI'IepaLl,VIOHHOI;I CUCTEMBbI.

3aLmiaembli KOMMbIOTEP C YCTaHOBIEHHBIM @HTUBMPYCHBIM MakeToM, B COOTBETCTBUM C €10
bYHKLUMSMY B @HTUBMPYCHOM CeTU, UMeHyeTcs paboyeli cmaHyueli aHTUBUPYCHOM CeTW.
Heo6x04MMO MOMHUWTL, YTO MO CBOUM QYHKLMAM B JIOKaJIbHOM CETW TakoW KOMMbIOTEP
MOXKeT 6bITb Kak pabouelt CTaHUMen A MOBWAbHBIM YCTPOCTBOM, Tak U CEPBEPOM
NIOKaNbHOW ceTu.

3awwmTta paboumx CTaHLMIN OCYLLECTBASETCA aHTUBMPYCHbIMUK NakeTammn Dr.Web,
pa3paboTaHHbIMM A5 COOTBETCTBYHOLLMX OMepaLMiOHHbIX CUCTEM.

PyKkoBOACTBO aAMAHUCT paTopa



A
d
A

A\

FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

AHTUBMPYCHbIE NakKeTbl YCTaHaBAMBAIOTCA Ha 3alUMLLAEeMbIX CTAaHLMAX U NOAKNHOYAOTCA K
Cepsepy Dr.Web. Kaxaas cTaHLUMA BXOAWT B COCTaB OAHOW AN HECKOIbKUX TPy,
3aperncTpupoBaHHbIX Ha 3ToM CepBepe (nogpobHee cMm. N. CUCTEMHbIE U NO/Ib30BaTENIbCKNE
rpynnel). Nepegava nHGopmMauum Mexay ctaHumen n CepBepom OCyLLEeCTBAAETCA NO
NPOTOKONY, UCMOb3yeMOoMYy B iokanbHoW ceTu (TCP/IP Bepcun 4 nnn 6).

YcraHoOBKa

AHTUBUPYCHbIA NaKeT MOXET ObITb YCTAHOB/IEH Ha Pabouyto CTaHLMIO OAHUM U3 CeAyroLUmMX
cnocobos:

1. JlokanbHO. JlokanbHas ycTaHOBKa OCYLLECTBASETCA Ha KOMMbOTEPE UAN MOBUABHOM
YCTPOWCTBE NOJIb30BaTENS HEMOCPEACTBEHHO. MOXeT NpPoM3BOAMTCS Kak
aAMUHUCTPATOPOM, TaK U NOJb30BaTENEM.

2. YpaneHHo. YaaneHHasa ycTaHOBKa AOCTyMHa ToAbKo ana ctaHumi nog OC Windows m
ocyulectBnsetca B LleHTpe ynpasneHus yepes JIBC. lNponssoantca agMUHUCTPAaTOPOM
aHTUBMPYCHOW ceTu. [1pn 3TOM BMeLLaTeNbCTBO NOAb30BaTeNs He TpebyeTca.

| MNMoapobHoe onvcaHve NpoLeayp YCTaHOBKM aHTUBUPYCHBIX NakeTOB Ha paboune cTaHLmm
: npvBeseHo B PykoBoacTBe Nno ycraHOBKe.

YnpaBneHue

Mpun nopaep>xke ceasn ¢ Cepeepom Dr.Web agmuHncTpatopy A0CTynHbI Ciegytolume
byHKUMN, peannsyemMble aHTUBUPYCHBIM MakeTOM Ha CTaHLUMN:

e LleHTpann3zoBaHHasa HacTpoiika AHTUBMPYCa Ha pabounx cTaHLMAX Npyu noMolum LieHTpa
yrnpaBaeHuns.

I'Ip|/| 3TOM aAMUHUCTPATOP MOXKET KaK 3anpPeTUTb, TaK N OCTaBUTb BO3MOXHOCTb
MONb30BaTENIFO CaMOCTOATE/IbBHO U3MEHATD HaCTpOVIKM AHTI/IBVIpyca Ha CTaHUWW.

e Hactpoiika pacnucaHus aHTUBUPYCHbIX MPOBEPOK U APYrnX 3aaHWM, BbIMONHAEMbIX Ha
CTaHLMN.

° I'Ionyt-leHme CTaTUCTUKN CKaHWNPOBaHWNA U I'IpO‘-IGI7I VIHCI)OpMaLI,l/II/I o pa60Te dHTUBUPYCHbIX
KOMMOHEHTOB N O COCTOAHUWN CTaHLUNW.

e 3anyck M OCTaHOB aHTUBUPYCHOTO CKAaHMPOBAHMA U T.M.

O6HoBNeHue

Cepsep Dr.Web 3arpy>xaet 06HOBNEHMA 1 pacnpoCTpaHAEeT UX Ha MOAKNOUYEHHbIE K HEMY
cTaHuun. Taknm 06pa3oM aBTOMaTUUECKUN YCTaHaBAMBAETCA, MOAAEPKNBAETCA U
perynampyeTcs onTMManbHas cTpaTervs 3awuTbl OT Yrpo3 He3aBMCMMO OT YPOBHS
kBasvdurKaL MM Nosb3oBaTenel paboumnx cTaHLmN.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

B cnyuyae BpeMEHHOro oTKItoUeHNUs paboyen CTaHUMM OT aHTUBUPYCHOW ceTu, AHTUBMPYC Ha
CTaHLMWN NCMONb3YeT N0KabHYIO KOMUIO HAaCTPOeK, aHTUBMPYCHas 3alimTa Ha paboyeit
CTaHLMWN COXpaHAET CBOH GYHKLMOHANbHOCTL (B TeUYEHME CPOKa, HE MPEBbILLAIOLWEro CPOK
AEeNCTBNSA NOb30BaTENbCKON ANLEH3UK), HO 0bHOoBAeHWe O He nponsBoanTCca. Ecam ans
CTaHUMKN pa3pelleHo GyHKLMOHMpPOBaHMe B Mobu/ibHOM pexume, Mpu noTepe CBA3M C
CepBepoM byaeT OCTYNHO O6HOBAEHME BUPYCHbIX 6a3 HenocpeacTBeHHO ¢ cepBepoB BCO.

MpuHUMN paboTbl CTaHLUMIA B MOOBUABHOM pexunme onucaH B N. ObHoBAEHWE MOBUIBbHbIX
ArentoB Dr.Web.

4.3. UeHTp ynpaBneHna 6esonacHoctbio Dr.Web

Ans ynpaBneHns aHTUBMPYCHOW CETbHO B LIeIOM (BK/IHOUAsi U3MEHEHMEe ee COCTaBa U
CTPYKTYpbI), BCEMU ee KOMMOHEHTaMU, a Takxke A HacTporikn Cepeepa Dr.Web cayxut
LleHTp ynpaBaeHunsa 6e3onacHocTtbto Dr.\Web.

ili [nsa koppekTHON paboThl LleHTpa ynpaBaeHws nog Be6-6payszepom Windows Internet

: Explorer Heobxoaumo B HacTpolikax Beb-6pay3epa fobasutb agpec LleHTpa ynpaBieHus B
foBepeHHyto 30Hy: CepBuc — CBolicTtBa o6o3peBaTtens — besonacHoctb — HapeXxHble
y3/ibl.

[na koppekTHo paboTel LleHTpa ynpaeneHus nog Beb-6paysepom Chrome Heobxoaumo B
HacTpoikax Beb-bpay3epa BkatOUUTL cookies.

MNMoaknroueHune k Cepsepy Dr.Web

Ha ntobom komnbiroTepe, nmetowem ceteBon goctyn k Cepsepy Dr.Web, LleHTp ynpaBaeHuns
AOCTyMeH no ajpecy:

http://<Adpec_Cepsepa>:9080

nan

https://<Adpec_Cepgepa>:9081

rae B kavectBe <Adpec_Cepsepa> ykaxuTe IP-agpec nam gomeHHOe MMs KOMMNbIOTepa, Ha

koTopoM yctaHoBneH Cepsep Dr.Web.

| Homepa noptoB ans coeanHerus no http 1 ansa 3awumieHHoro coeguHeHus no https
pa3nnyHbl: 9080 1 9081 cooTBETCTBEHHO.

B ANaNnoroBomM OKHe 3anpocCa Ha aBTOPU3aLNIO BBEAUTE PETUCTPALMOHHBbIE JaHHbIE
agMNHUNCTPaTOopa. ,ﬂ,aHHbIe AAMUHUNCTpaTopa C NOAHbIMW NpaBaMn MO YMOJIHaHWUIO:

e //IMa — admin.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

e [lapone:
s ana OC Windows — naposb, KoTopbi 6bin 3agaH npu yctaHoBke CepBepa.
o ana OC cemenictBa UNIX — naponb, KOTOpbIA Obl1 aBTOMATUYECKM CO3JaH B NpoLiecce

yctaHoBKkM CepBepa (cM. Takke PykoBoACTBO no ycTaHOBKe, M. YcTaHoBka Cepeepa
Dr.Web ans OC cemeinnctea UNIX®).

Mpw 3arpy3ke no HTTPS (3awwmiieHHOe coeanHeHne C ncnosb3oBaHmeMm SSL), 6paysep
3anpocuT NoATBEPXAeHWe cepTudumkaTa, ncnonbsyemoro Cepsepom. lMpun 3ToM 3anpoc
NOATBEPXKAEHNA MOXET CONPOBOXAATLCA BblpaXkeHeM HeagoBepus K ceptudukaTty u
nHbopmaumen o NoJo3peHnAX Ha ero ownboYHOCTb. laHHaa nHdbopmauma BblgaeTca
NoJib30BaTeNto, MOCKONbKY cepTuduKaT HensBecTeH 6pay3sepy. [lna BO3MOXHOCTU 3arpy3Kku
LieHTpa ynpaBneHusa cneayet NpuUHATL NpeanaraemMbi ceptudumkart. VIHaue 3arpy3ka bygeTt
HEeBO3MOXHa.

@ B HekoTopbIx Bepcusax 6paysepoB., Hanpumep, FireFox 3 1 Bbilwe npu 3arpy3ke no https

‘ 6yaeT nosnyyeHa owmnbka, 1 LieHTp ynpaBneHus He ByaeT 3arpy>eH. B Takom cnyyae Ha
cTpaHule 06 ownbke cnegyeT BbibpaTth NyHKT JLlo6aBUTbL CaiAT B CMUCOK UCKAKOUEHUI (MoJ
cooblieHvem 06 owwnbke). Mocne atoro byaer paspelleH fgoctyn K LieHTpy ynpasieHus.

NHtepdeiic LieHTpa ynpaBaeHna 6e3onacHoctbio Dr.Web

OkHo LleHTpa ynpaBaeHuna (cm. puc. 4-1) AeAnTcsa Ha 3a20/1080K 2/1BHO20 MEHI0 U paboyyro
obanacme.

FnaBHoe MeHio

B rnaBHOM MeHto LleHTpa ynpaBieHuns AOCTyMHbI:

® pasjen AAMI/IHIACT[C_)I/IQOBaHVIe,

e pa3gen AHtusmnpycHasa Certb,
e [laHenb nowucka

® IMA YYETHOW 3anncn agMMUHNCTPATOpPa, Mo KOTOPOW 6bi1 OcyLlecTBAeH Bxog B LieHTp
ynpasneHus. Takoke MOXeT HbITb JOCTYNMHO MEHIO MeXCePBEPHbIX CBA3EN,

pa3aen Cobbitus

pasgen Hacrpoiiky,

e pasgen [lomoub,

e kHoMka Bbixopa, Ans 3aBeplueHUa TekyLlero ceaHca paboTbl ¢ LleHTpomM ynpaBaeHus.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

Paboy4as obsacme oTBeyaeT 3a OCHOBHOW dyHKUMOHan LieHTpa ynpaBaeHus. OHa cocTouT mn3
ABYX NN TpEX NaHeneu, B 3aBMCUMOCTU OT OCYLLLECTBAAEMbIX AeNCTBUIA. [1pn 3TOM
peannsyeTcs BNOXEHHOCTb GyHKLMOHaNa NaHenen cneBa-Hanpaso:

e ynpapadoulee MeHO BCera pacrnosioXXeHO B NeBou YacTm OKHa,

® B 3aBNCMMOCTWN OT NMYHKTAQ, Bbl6paHHOFO B ynpaBadrowemMm MeHH, 0To6pa>|<aeTc;| O4Ha nan
ABe AONMOJIHNTENbHbIE NMaHenn. B nocieagHeEM Caydae, B npaBon YaCTW BbIBOAATCA CBOWCTBA
nan HaCTpOVIKM 2JIEMEHTOB LLeHTpaﬂbHOVI naHenn.

A3bIK MHTepdelca 3aaeTca OTAENbHO A/1A KaXKAOW yYEeTHOM 3anncu agMuHmucTpaTopa (cm. .
YnpaBaeHune yyeTHbIMU 3aNUCAMUN aIMUHUCTPATOPOB).

G DrWEB AgMuHICT pHpOBaHNE

An >An w

MNakens T ll3X 0L
MHCTRYMEHTOB B ApmmnucTpaTope

Pl
& admin
[ Newbies

¥ AQMEHWCTpHDOBamHHE
* Cepsep Dr.Web
© Knioun

v yensm
* Meneppuep nmuenswi
= OT4eT 06 HCNONLIOBaH ML EHIN
¥ Mypuans:
* JypHAN B PEanbHOM BPEMEHN
 Mypnan ayawra
= MypHan seinoAHeHNs 3apanmi
* Wypuan Cepsepa Dr-Web
= Mypran obroBnesi penosiopua
= Mypran coobuennii

. MypHan aBapuiH 3aBePUICHHEDC
coepmHeni
v Kondwrypaus Ynpasastolee
© ApumncTpaTophi [EET®

* AyTenTudnrkaLma
* Kondurypauua Cepsepa Dr.Web
* ¥aanennsii pocryn k Cepaepy Dr.Web
* MnannpoBumk 3ananmi Cepsepa Dr.Web
* Kondmrypauma se6-cepaepa
* MonbsosaTenbCKie NPoLEaypo!
» Onosemennn
¥ Penosnropmii
* Cocronmne penosntopns
= OTnowennbie obnoBnenn
* OBWER KOHGUIYpaLWa PEROSHTOPHR
3 Kondurypauna
* Copepwmioe penosnropua

v Ycranosin
* Cxanep cetn
* Ycranoska no cern
» KOHTpOonb npuaoxceHmi
¥ [lononnmTensHbIE BOSMOMHOCTH
* ¥npasnenne 6asoil panHDe
* CraTucruia Cepsepa Dr.Web
* SQL-koHCONb.
* Lua-koncons
* Pesepanbie konm

= Yrwwre

Antnsnpycnas cets  HsGpannoe

lnasHoe MeHK

. 7] adwn

Manens nouncka

© @ Buxon

Cobbitua

Obume

Perucrpaumontoe A
Mms

OTuecrao

Sammana

SAsbix nnTepdeiica
©opmar gatel
Nocnepwwi apnpec
Dara cospanma

aTa wsMeHeHuA

Onucanme

Npasa

2dmin

Pycoamit

DD-MM-YYYY HH:MM:SS v
https://10.0.2.2:
18-02-2019 16:57:21
21-02-2019 18:54:39

Default administrator account

Hacnenosanme xmoveno

Ynpasnenue rpynnarm
cranuit

TpocoTp cBoiicTs rpymn
cTanii

PenakTiposanie CBOICTS rpynn
CTaHLA

MipoaHaTp KorurypaLsw rpymn
rar

PefakTUOSEHIE KOHDUTyPaLIM
rpynn cramuli

TpocroTp ceoiicTs crarysi
PenakTiposani cE0icTs
cramu

MomewerIe CTaHwY B FpyMTsl M
Yaanere crani vs rpym

Npasa
Hacnenyenoe
Pazpewerio; Bee

Hacnenyerioe
Paspewieno: Bee

Hacnenyeroe
PaspeleHo: Bee

Hacnenyenoe
PaspelieHo: Bee

Hacneayerioe
Pazpewerio: Bee

Hacnenyerioe
Paspewieno: Bee

Hacnenyeroe
PaspeleHo: Bee

52813:15

Hacneponatme
HacnenosaHite oT rpynnl
“Administrators”

Haciegosarie o1 rpymris!
“Administrators”

Hacnenosare ot rpyms
“Administrators”

HacnenosaHae T rpymnsl
“Administrators”

Hacnegosarue ot rpym
“Administrators”
Hacnenosarve ot rpymnst
“Administrators”

Hacnenosare ot rpyms
“Administrators” A

PucyHok 4-1. OkHo LleHTpa ynpaBneHus 6esonacHoctbio Dr.Web. Haxkmute Ha nyHKT
rIaBHOro MeHI0 ANA nepexoja K onnucaHuro

YHpaBnmou.l,ee MeHIo

Ana npocMoTpa v pesakTMpoBaHUA MHOOPMaLUK CYXUT yNpaBAstoLLEe MEHIO,

pacrno/ioXXeHHOe B 1EBOM YaCTW OKHa.

YnpanstoLee MeHtO MOXET 6bITb CBEPHYTO. Mpun 3TOM ByAyT 0To6paxaTbCH TONbKO
Ha3BaHWA pa3genoB MeHto. [py HaBeeHUM Kypcopa MbILIKN Ha COOTBETCTBYHOLLMIA pasgen,
oTO6paXkatoTCs NMYyHKTbl MEHHO, JOCTYMHbIE B AaHHOM pa3jene.

PyKkoBOACTBO aAMAHUCT paTopa
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Ans ynpaBneHns oTobpaxkeHeM ynpaBstoLLErO MEHIO CNY>AT MKOHKM B MPaBOM BEPXHEM
yray:
# OTKpenuTb MeHo — CHATL 3aKPerneHne 1 0TobpaxaTb MEHIO B CBEPHYTOM BUJE.

Ea] 3aernwrb MEHIO — 3aKpPENnNTb Pa3BePHYTOE NMOJIOXKEHNE MEHIO.

MeHI0 MmeXxcepBepHbIX CBA3eU

| NHbopMaLms No opraHvzaLym MHOTOCepBEPHON aHTUBMPYCHOW CETV U HaCTPOiKe
MeXCepBepHbIX CBA3el npvBejeHa B pasgene OcobeHHOCTV CeTU C HECKONbKMMY

CepBepamu Dr.Web.

Mpwn Hannummn mexxcepBepHbIX cBasen ¢ apyrumn Cepsepamu Dr\Web gobaenstorca
cneayrowme GyHKUNN ANA PErncTPaLmoHHOro MMEHN agMUHUCTPATOPa B F1aBHOM MEHHO:
e Pagom c uMeHeM agMuHKUCTpaTOpa BbIBOAUTCA UMA Tekyllero Cepsepa Dr.Web.

° I'Ipm Ha>kaThn Ha UMA aAMUHUCTPAaTOPa OTKPbIBAETCA Bbll'lElAElI-OLLI,VIVI CMMNCOK CO CBA3HbIMMU
CepBepaMM. Ecan ANnAa CBA3W HE 3a4aHO UMA, NPpnBOANTCA €€ I/I,Cl,eHTI/Iq)MKaTOp.

Mpwu HaxaTn Ha CBSA3b BO3MOXHbI jBa BapuaHTa AeNCTBUI:

o Otkpoertca LleHTp ynpaBneHus ceaszHoro Cepsepa, ecvm Npu HacTPOWKe CBA3N Hbin
ykasaH IP-agpec LieHTpa ynpasaeHus.
[leiicTBME aHaNOTMUHO KHOMKe 7 — B Ha naHem MHCTPYMEHTOB Npun paboTe co
CBA3AMM.

s Ecam agpec LieHTpa ynpaBneHus coceaHero CepBepa He 3aaH AN JaHHOW CBA3MY,
OTKPOEeTCA pa3fen HacTpPOoWKM CBA3enN Ans 3ajaHunsa IP-agpeca.

4.3.1. AAMUHUCTpPUpPOBaHUE

BbibepuTe nyHKT AAMUHUCTPUPOBaHME B 11aBHOM MeHto LieHTpa ynpasieHus.

Ynpasnsiouiee MeHIo

,ﬂ,flﬂ NpPoCMOTPa N pefakTMpoBaHNA I/IHq)OpMaLI,I/II/I B OTKPbIBLUEMCA OKHE CNYXXUT
ynpaBadrouwiee MeHH, pacrnoioXXeHHOE B IeBOM YacCTW OKHa.

YnpaBasiow,ee MEHIO COAEPXXUT caeAyroline NyHKTbI:

1. AAMMHUCTpUpPOBaHMe

e CepBep Dr.Web - oTkpbIBaeT naHenb, C NOMOLLbIO KOTOPOM Bbl MOXETE MPOCMOTPETb
OCHOBHYHO MHopMaunto o CepBepe, a TakxKe rnepesanycTutb ero NPy NOMOLLN KHOMKMN
& v octaHoBKTb NPV MOMOLLMN KHOMKM @ Pacrno/IoXKeHHbIX B MPaBOW BEPXHEWN YacTu
naHenn. Takoke, NPy HaAMUMK 3arpy>keHHbIx obHoBaeHnn CepBepa Dr.Web, 13 gaHHoro

PyKkoBOACTBO aAMAHUCT paTopa
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pa3gena poctyneH pasgen ObHosneHus Cepeepa DrWeb co cnuckom Bepcuin Cepaepa
A5 OBHOBNEHWSA N PE3EPBHOrO KOMMPOBAHMS.

e Knroum wmnepoBaHua — N03BONSET SKCMNOPTUPOBAThb (COXPaHUTb N0KaAbHO) OTKPbITbIA U
3aKpbITbIV KIOUM WNdpPOBaHMA, a Takke cepTudukat Cepsepa.

JinueHsnn

° MeHegxep ﬂl/ll=l,eH3VII‘/JI — NO3BOJIAET YyNpaBaAaATbh TMUEH3INOHHbBbIMU KNHOYEBbIMU q)a|7u1a|v||/|.

e OTuyeT 06 MCNONb30BaAHUM NULEH3UI — COAEPXKUT MHOPMaLMIO 06 NCNoNb30BaHUN
NNLLEH3UI, B TOM uncae Ha cocegHux CepBepax.

XypHansi

e XKypHan B peanbHOM BpeMeHW — NO3BO/IAET MPOCMOTPETb CMUCOK COBBLITUN 1
N3MeHeHUI, cBA3aHHbIX ¢ paboTon CepBepa, BbIBOAMMbIX B peasibHOM BpeMeHu (cpasy B
MOMEHT noasaeHna cobbITnA).

e XKypHan ayanTta — NO3BOASET NPOCMOTPETb CMUCOK COBLITUIA N U3MEHEHW,
OCYLLEeCTBAEHHbIX NPWY NOMOLLM ynpasastowmx noacuctem Dr\Web Enterprise Security
Suite.

¢ )XypHan BbINOJIHEHUA 3afaHUN — COLEPXKNT CNMNCOK Ha3HaYeHHbIX 3agaHnin Ha CepBepe
C MOMETKOW O BbIMONHEHUN N KOMMEHTaPUAMMN.

o XypHan Cepeepa Dr.Web — coaep>XnT CNMCOK XypHaNoB COObITUIA, CBA3aHHbIX C paboTowu
Cepsepa.

o XXypHan 06HOBIEHWI PENO3UTOPUA — COAEPXXNUT CNMCoK obHoBaeHnn ¢ BCO,
BK/IFOYAOLLMIM NOAPOOHYH MHPOPMaLMIO 06 OOHOBAEHHbIX PEBU3NAX MPOAYKTOB.

e XXypHan coobleHnI — COAEPXNUT BCe TEKCTOBbIE COOBLLEHNA, KOTOPbIE BblAn
OTnpaBAeHbl aAMUHUCTPATOPOM Ha CTaHLMN aHTUBUPYCHOW CETU.

Kondwurypaumsa

e AAMNHNCTPATOPbI — OTKPbIBAET MNaHe b YNpaBJeHUs yYeTHbIMM 3anncamm
aAMUHNCTPATOPOB aHTUBUPYCHOW CETU.

o AyteHTndUKaLUMA — OTKPbIBAET NaHeb yNpaBAeHUs ayTeHTMduKaLmen
aAMUHWCTpaTOpPOB B LleHTpe ynpaBaeHus.

e KoHdurypauusa Cepsepa DrWeb — oTkpblBaeT naHeNb OCHOBHbIX HacTpoek CepBepa.

e YpaneHHbln goctyn K Cepeepy Dr.Web — coaep>XMT HaCTPOMKN ANS MOAKAHOUEHUS
YTUAUTBI ANCTAaHLMOHHOM aAnarHocTtuku Cepeepa.

e [naHuposlivk 3asaHuii Cepepa Dr\Web — oTkpbiBaeT NaHeAb HAaCTPOMKM pacnucaHus
3agaHunm Cepeepa.

° OHQ)MpraQMﬂ Be6—cepBep — OTKPbIBaA€T NaHeJlb OCHOBHbIX HAaCTPOEK Be6—cepBepa.

e [loab3oBaTenbckme npoueaypbl.

e |11abnoHbl COOBLLEHNI — CMUCOK WabAOHOB MPON3BO/IbHbIX TEKCTOBbIX COOOLLEH W,
OTNpaBAsSEMbIX aJMUHUCTPATOPOM Ha CTaHLMN aHTUBUPYCHOM CETW.

PyKkoBOACTBO aAMAHUCT paTopa
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OnoBelyeHns

e OnoselleHna Be6-KOHCOU — MO3BOASET MPOCMATPUBaTb U yNpPaBAsATb OMOBELLEHNAMU
aAMUHUCTPaTOPa, NONyYeHHbIMU MeToZ0M Beb koHcoNb.

e HeoTnpapieHHble onoBeLleHNs — NO3BOASAET OTCAEXNBATb U YNPaB/sTb OMOBELLEHUAMM
aAMUHNCTPaTOpPa, KOTOPbIe He YAasoCb OTNPaBUTb COMNAacHO HacTpoikaM paszgena
KoHdurypaumsa onoselyeHUA.

e KoHburypaums onoseleHnii — NO3BOAAET OCYLLECTBATb HACTPOWNKY OMOBELLEHWI
aAMUHUCTPaTOpa O COBbITUAX B @aHTUBUPYCHON CeTU.

Penosuropui

e CoCTOAHME PENO3NTOPUS — NO3BOASAET MPOBEPUTL COCTOAHNE PENO3NTOPUSA: AaTy
nocneaHero o6HOBIEHUS KOMMOHEHTOB PEMO3UTOPUS N UX COCTOAHME. A Takxke
npowussectn obHoBaeHWe peno3unTopus ¢ BCO.

e O1/10>KeHHble O6HOB/IEHMA — COAEPXKUT CMINCOK MPOAYKTOB, A1 KOTOPbIX Obliu
BPEMEHHO 3anpeLyeHbl 06HOBNEHNA NPOAYKTOB B pa3jene JeranbHaa KOHpUrypaumusa
penosutopus.

e O6uan KoHUIypauUnsa Peno3nTopma — OTKPbIBAeT OKHO HacTpoek nogiitoyeHmnsa Kk BCO v

obHoBNEHUS peno3ntTopuna anAa sCcex NpoayKToB.

° AeTaanaﬂ KOH@VIpraI:I,VIFI PENO3NTOPUA — NO3BONAET HACTPOUTDL KOHCI)I/IpraLI,I/II-O

peBVI3VIl7I ANA KaXK40ro npoaykrta peno3nTtopma B OTAE/IbHOCTA.

e CofepXnmoe peno3nTopus — NO3BOISET MPOCMaTPMBATL U YNPaBAATh TEKYLLMM
COZEP>XKMMbIM PEMO3MUTOPUS HA YPOBHE KaTasioroB 1 GaliioB peno3nTopus.

¢ Mouck No U3BECTHbLIM X3LWaM Yrpo3 — No3BOJSET MPON3BOANTb MOUCK NO BONNETEHAM C
W3BECTHBIMW X3LWaMK yrpo3. s noncka no NoaaM TabaunLbl X3Lwet HakmuTe KHomky Y.
Pa3gen AOCTyneH, TONbKO eCv INLEH3MPOBAHO UCMO/Ib30BaHWE BroNeTEHEN N3BECTHbIX
X3lWen yrpo3. Haanume nnueH3nm NnpuBoAUTCS B MUHGOPMaLUM MO ANLLEH3MOHHOMY
KNHOUY, KOTOPYH MOXHO NPOCMOTPETh B pa3gene MeHeaxep AuLieH3ni, NapaMeTp
Pa3spelueHHble cnucku 6ronneteHen xawen (L0CTaTOUHO NNLLEH3MM XOTS Obl B O4HOM U3
JMLEH3MOHHBbIX K/tOYel, ncnoablyemMblx CepBepom).

7. YcTaHOBKU

e CkaHep ceTn — MO3BOJISIET 3a/jaBaTb CMNCOK CeTel N MPOBOAWTL Kak CKaHUMPOBaHWe ceTel
Ha Ha/Mune yCTaHOBIEHHOTO aHTUBMPYCHOTO NPOrpaMMHOro obecneyeHuns, onpeaensas
COCTOSIHME 3aLLUMTbl KOMMbIOTEPOB, TaK N YCTaHOBKY MOCAEAHEro.

e YcTaHOBKa NO CeTU — NMO3BOJIAET YyNpOCTUTb YycTaHOBKY MO AreHTa Ha KOHKpeTHble
pabouwne ctaHumuK (cM. PykoBoACTBO No ycTaHOBKe, M. YcrtaHoBka AreHTta Dr\Web ¢

ncnosib3loBaHveM LleHTpa ynpaeaeHus 6e3onacHocTbio Dr.Web).

PyKkoBOACTBO aAMAHUCT paTopa
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8. AO"OIIHVITGIII:HbIe BO3MOXKHOCTU

e YnpagsseHue 62301 JaHHbIX — MO3BO/IAET OCYLLECTBAATL HEMOCPEACTBEHHOE
obcnyxmBaHne 6a3bl JaHHbIX, C KOTopol paboTaet Cepsep Dr.Web.

e Cratuctuka Cepeepa DrWeb — cogep>uT ctatnctnky pabotbl gaHHoro Cepsepa.

e SQL-KOHCONb — NpPeaoCTaBAseT BO3MOXHOCTb BbIMOAHATL SQL-3anpockl kK 6a3e AaHHbIX,
ncnonblyemon Cepsepom Dr.Web.

¢ Lua-KoHcoNb — NpefoCcTaBAAeT BO3MOXHOCTb UCMONHATL LUA-cKkpunTbl, kKak HabpaHHbIe
HernocpeACTBEHHO B KOHCOAN, TaK U 3arpy>XeHHble 13 danna.

ili AJMUHMCTPATOP C JOCTYMOM K lua-KOHCONM MoslyyaeT JOCTyn KO BCeit haliioBO cnucteme B

npegenax katanora CepBepa 1 HEKOTOPbLIM CUCTEMHBIM KOMaHZaM Ha KOMMbOTepe C
ycTaHOB/IEHHbIM CepBEPOM.

YT106bI 3anpeTnTtb JOCTyn K lua-koHconu, oTkItOUMTE npaeo AOI‘IOIIHVITe.ﬂbeIe
BO3MOXKHOCTU A/1A4 COOTBETCTBYHOLLEro aAMUHUCTpPaTOpPa (c™m. n. MWHUCTPATOPbI U

AAMUHNCTPATVBHbIE ngﬂﬂbl).

e Pe3epBHble KONUKN — MO3BOIAET MPOCMATPUBATh U COXPaHATb COAEPXKNMOE PE3EPBHbIX
KOMWI KPUTUYHBIX AaHHbIX CepBepa.

e YTUAUTDBI — OTKPbIBAET pa3aen Ans 3arpy3kn AOMOJHUTENbHbIX YTUANUT Ana paboTbl C
Dr.Web Enterprise Security Suite:

o

YTunura aucraHumoHHow avarHoctuku CepBepa Dr.Web nossonser yganeHHo
nogintovateca kK Cepsepy Dr.Web ans 6a3oBoro ynpaBaeHusa n npocMoTpa
cTaTMCTMKM paboTbl. [padunyeckas Bepcna yTManTbl JOCTyNHa Toabko nog OC

Windows. Cm. Takke n. Yaanenubit goctyn Kk Cepeepy Dr.\Web.

YTunura gucraHumoHHou amarHoctuku Cepsepa Dr.Web ans pabotbi co
CKpUNTamMm No3BOASET yaaneHHO noakntodaTtecs K Cepsepy Dr.Web ana 6a3osoro
yrnpaB/ieHVa 1 NPOCMOTpa CTaTUCTUKL paboTel. [laHHas Bepcua yTUANTbI
afanTupoBaHa ANs UCMONb30BaHMA B ckpunTtax. CM. Takke N. YaaneHHbI 0CTyn K

Cepeepy Dr.Web.

YTunura reHepauumm g poBbIX Ktouei U cepTuduKaToB NO3BONSET FTEHEPUPOBATH
Kntoun WwndposBaHma n umdposble cepTudMKaTbl, @ TakKe OCYLLECTBAATL U NPOBEPATH
UndpoByro noanunck darinos. ABAsETCH BaxHbIM CPeACTBOM ANns obecrnevyeHms
6€e30nacHOCTN COeAVHEHUNN MeXAY KOMMOHEHTaMW aHTUBMPYCHOM CETH.

3arpy3unk penosutopusa Dr\Web ansa ckauvaHusa npogyktos Dr.Web Enterprise
Security Suite n3 BcemunpHown cuctembl o6HOBNeHMI. [padumueckas Bepcus 3arpysumka
peno3utopus DrWeb goctynHa Tonbko nog OC Windows.

Mo6unbHbI LeHTp ynpaBaenuna Dr.Web anq agMuHncTpnpoBaHmna aHTUBMPYCHOM
CeTn, NoCTpoeHHoM Ha ocHoBe Dr.Web Enterprise Security Suite. MpeaHa3HaueH ans
YCTaHOBKM M 3anycka Ha MOBUAbHbIX ycTpourcTBax nog ynpasaeHnem iOS n OC
Android.

PyKkoBOACTBO aAMAHUCT paTopa
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| [Ans nonyueHns nHGopmMaLmMm No KitoUaM KOMaHAHOW CTPOKM A/ paboTbl € yTUAUTAMMY,
obpatutech k fokymeHTy Mpunoxxenus, pasgen HI. YTunauroi.

4.3.2. AHTUBUpPYCHaA ceTb

BbibepuTe nyHKT AHTUBUPYCHas ceTb B rNaBHOM MeHto LleHTpa ynpaBaeHus.

Ynpasnsiouiee MeHI0

[ns npocmoTpa v peagaktMpoBaHmMa MHPOPMaLMM B OTKPbIBLUEMCSA OKHE CAYXXUT
ynpasAastoLlee MeHto, PpacnoioKeHHOe B IeBOW YaCTU OKHa.

YHpaBnmou.l,ee MEHIO COAEepPXXUT cieayrouine NyHKTbI:

1.

O6wume

e [padukm

e NpeHTndukatopbl 6esonacHocTm
e KOMMNOHEHTbI 3aUINThI

e KapaHTuH
¢ Ceccum nosb3oBaTteneu

o HeakTmBHbIe CTaHUMM

e ObopyaoBaHMe 1 NporpamMmel

e CBOWCTBA

e [lpaBuna uneHcTBa B rpynne (Npv Bblbope Noab30BaTeNbCKON rpynnbl)

e [Ipokcn-cepsep Dr.Web (npw Beibope lNMpokcn-cepeepoB nan nx rpynnbl)

CraTtuctuka

KoHdwurypauna

e [Ipokcn-cepsep Dr.Web (npwu Bbibope Mpokcn-cepsepa nav rpynnsl Proxies u ee
noArpymnn)

e [1paBa
e [1N1aHNPOBLINK 3aaHWI

e YcTaHaBAMBaEMble KOMOOHEHTbI

° I'IapaMeTpu noaKnr4YeHMA

e OrpaHnyeHus 06HOBAEHWNI

e AreHT Dr.Web ansa UNIX — no3BosiseT HacTpouTb NepuUoANYHOCTb OTNPABKN CTaTUCTUKN
no obHapyXeHHbIM yrpo3am ana ctaHuui nog OC cemerictBa UNIX.

e CN1COK aHTMBUPYCHbIX KOMMOHEHTOB A/1s1 ONEPaLMOHHON CUCTEMbI BbIBPAHHON CTaHLMK
WM NO CNNCKaM OMepaunoHHbIX CUCTEM NMpPU BbIbOpe rpynmnbi.

PyKkoBOACTBO aAMAHUCT paTopa
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,U,ETaJ'IbHOE onncaHme HaCTpoeK aHTUBUNPYCHbIX KOMMOHEHTOB, 3ajaBaeMbIX Yepe3 LLeHTp
yrnpaBaeHua, npnseieHoO B PyKOBOACTBaX aAMUWHUCTPaTOopa MNno ynpaBaeHNKO CTaHUMAMN
Aana COOTBeTCTBy}OLLI,er/’I OﬂepaLl,MOHHOI‘/JI CUCTEMBbI.

Mepapxuuecknii cnucok aHTUBUPYCHOW CETU

B LeHTpanbHOM YacT OKHa PACMOJIOXKEH MepapXMUecknii CNMCOK aHTUBUPYCHOWN CeTU.
Nepapxnueckmin CnMcok aHTUBUPYCHOM CeTM OTobpakaeT APEBOBUAHYHO CTPYKTYPY 31EMEHTOB
AHTMBUPYCHOW CEeTU. Y31aMU AaHHOW CTPYKTYPbl ABAAOTCA [PYNIbL U BXOAALLME B HUX

CTaHLLWW.

Bbl MmOXKeTe BbINONHATb cieayrouime AeﬁCTBVIﬂ Haj 3/1eMeHTaMN CNUCKa:

® HaXXMWTe NEBOWN KHOMKOM MbILWW Ha Ha3BaHWe rpynmbl AW CTaHLMK AN OTOHpaXKeHns
ynpaBAfoLWero MeHo (B 1€BOW YaCTN OKHa) COOTBETCTBYHOLLErO 3NeMEHTa U KPaTKOW
CBOAKM MO CTaHLUMM Ha NaHenu CBOMCTB (B MPpaBOM YacTu OKHa);

® HaXXMUWTe NIeBOM KHOMKOMW MbILLM Ha 3HaYOK rpynmbl, YUTO6bl OTO6PA3UTL UK CKPbITH
CoZep>XXnMoe rpynnsbi;

e HaXXMUWTe NIeBOM KHOMKOM MbILLM Ha 3HAUOK CTaHLUW 415 Mepexosa B pa3zesi CBOWCTB 3TOW
CcTaHuuW.

| [na BbIbOpa HECKONBbKMUX CTAHLMWA 1 FPYMN MepapxmMUeckoro Crnmncka UCrnosib3ymnte BblaeneHne
MbILW b Npy HaxaTbix knasuwax CTRL wan SHIFT.

Buz 3Hauka anemeHTa cnncka 3aBMCUT OT TUMNa UAN COCTOAHMA 3TOrO 31eMeHTa (CcM. TabauLy
4-1).

Ta6bauua 4-1. 3Hauku 31eMEeHTOB UepapxXmMUecKoro cnmcka

3Hauok OnwucaHue
Fpynnbl. OCHOBHbIE 3HAYKK

D I'pynnb|, Bcerga 0T06pa>|<aeMb|e B nepapxmnyeckom cnumcke.

C

Fpynnbl He ByAyT OTO6paxaTbCs B MepapXnUeckoM CrUCKe ecu:

e Ana rpynn 6110 NpUMeHeHo aelictere [ HacTpouTs BUAUMOCTL rpynnbl — [ 3
CkpbiBaTh, €C/IM NMycTas 1 B JaHHbIi MOMEHT rpynmbl He Coep kaT CTaHLMMA,

e A51A rpynn 6b|}10 npuMeHeHo Ael‘/'ICTBI/Ie D HaCTpOMTb BUAMMOCTDb rpynnbl — @ CKprBaTb
o =) o
W B faHHbI MOMeHT B pa3gene ..o Hactpoiikm Buaa aepeBa cHAT dnar MokasbiBaTb
CKpbITble rpynnbl.

Pa6ouue CTaHUUn. OCHOBHbI€ 3HauKu

PyKkoBOACTBO aAMAHUCT paTopa

75



A7

-
g

A
d
A

3HauoK

FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

OnucaHue

JocTtynHas paboyas CTaHUMsA C YyCTaHOBAEHHBLIM aHTUBMPYCHbIM [0,

[JocTtynHas pabouyas cTaHUMs C YyCTaHOBAEHHbLIM aHTUBMPYCHbIM MO, Cepbe3HOCTb COCTOSHUSA
ctaHumn CpegHasn. s onpejeneHns AencTBUN, HEOBXOAUMbIX CO CTOPOHbI a4MUHUCTPATOPa,

YTOYHUTE CUTYaUUHO Ha ,Cl,aHHOI7I CTaHUMM B pa3jene CocrosaHue.

e o
[Ana oTobpaxkeHna 3Hauka BbibepuTe Ha NMaHenn MHCTpymeHTOB it HacTpoiiku Buga aepeBa
— lMoka3sbiBaTb CEPbE3HOCTb COCTOAHUA CTaHLMIA.

[JocTtynHas paboyas cTaHUMA C YCTaHOBAEHHbIM aHTUMBMPYCHbIM MO. Cepbe3HOCTb COCTOSHMA
ctaHumm MakecumanbHasa unv Beicokas. [ins onpegeneHns AeicTBUA, HEOBXOAMMbIX CO

CTOPOHbI agMUHNCTPATOPa, YTOYHUTE CUTYaLIMHO Ha ,Cl,aHHOI7I CTaHUMM B pa3jene CocrosaHue.

e o
Ana oTobpaxkeHna 3Hauka BbibepuTe Ha MaHenn MHCTpymeHTOB & HacTpoiiku Buga aepeBa
— lMoka3sbiBaTb CEPbE3HOCTb COCTOAHUA CTaHLMIA.

CTaHUMA HefoCTyrMHa.

AHTMBUMpYcHoe MO Ha CTaHUMM AeVNHCTaAANPOBaHO.

CocTosiHVE CTaHUMKM NpuY yaaneHHoW yctaHoBke AreHTta no ceTn. CTaHums HaxoAuTcs B AaHHOM
COCTOSIHUM C MOMEHTA YAa4yHOM YCTaHOBKM AreHTa Ha CTaHLuM 4O MOMEHTa NepBOro
noaktoYeHvs ctaHuum Kk Cepeepy.

Mpokcn-cepBep, He MOAKNFOUEHHBIN K Ballemy CepBepy.

Mpokcn-cepBep nozkatoUeH Kk Balemy CepBepy, HO 3aZaHHble A5 HEFrO HaCTPOMKK He
NCMO/Ib3YeT.

Mpokcn-cepBep NoAKMOYeH K BalleMy CepBepy W UCMO/Ib3YeT 3ajaHHble A1 HEro HacTPOWKM.
[lononHutenbHble 3HaUKN

3HayoK NepcoHasbHbIX HAaCTPOEK OTOBpaXxaeTcs Ha OCHOBHbBIX 3HAaUKax CTaHLUMIA U rpynn, AN

KOTOPbIX 3aZaHbl MepCcoHasibHble HACTPOWKM (415 TPYMN B TOM YUCAE, eCW B rpynne ecTb

CTaHUMM C NepCOHaJibHbIMU HaCTpOF/’IKaMVI).

im o
[ns oTobpaxkeHns 3HauKka BblbepuTe Ha MaHeNn MHCTPYMeHTOB .= HacTpoiiku Buga aepeBa
— Moka3biBaTb 3HAUYOK nepcoHa/ibHbIX HAaCTpoek.

Hanpvuvlep, ecan nepcoHaibHbIE HaCTpOVIKVI 3adaHbl AnAa pa60t-|e|7| CTaHUMn C yCTaHOBJIEHHbIM
AHTUBUPYCHbIM Mo, HaXO,CI,FILLI,elZCFI B AaHHbIlZ MOMEHT B CE€TU, TO €€ 3Ha4OK 6yAeT BbIrNA4eTb

cnepyroum obpasom:

3Hauok npaBua YneHCTBa 0To6pa>|<aeTc;| pPAAOM CO OCHOBHbIMW 3HaukKaMu rpynmn, Ana KOTOPbIX
YCTaHOBJIEHbI MPaBW/1a aBTOMaTU4YeCKOro pasmeleHna CTaHLI|MI>’I.

(8= <
[na otobpaxkeHns 3Hauka BbibepuTe Ha NaHeAn MHCTPyMeHTOB .o HacTpoWiku Bupa gepeBa
— Moka3biBaTb 3HAUOK NMpPaBU/ Y/IEHCTBA.

PyKkoBOACTBO aAMAHUCT paTopa
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3Hauok OnwucaHue

Hanpvnvlep, ecan AnAa rpynnel, KOTOpaa Bcerga 0T06pa>|<aeTcr-| B nepapxmyeckom Crmcke,
3ajaHbl NpaBuna YieHCTBa, TO €€ 3Ha4YOoK 6y,CI,ET BbIrnAageTb CiefyroLlWnm o6pa30M: ? .

yl'lpanIeHI/Ie INeMeHTaMN nepapxmnyeckoro Cnncka aHTMBMpyCHOIZ CeTn ocyLecTBadeTca npu
noMoLWwn NnaHenn NHCTPYMEHTOB.

NaHenb MHCTpyMeHTOB

MaHenb MHCTPYMEHTOB nepapxmyecKoro Crnmcka coaep xurt cieayrouiume 3/1eMeHTbI:

¢ 06wme — No3BOAAET yNPaBAATh OBWMMY NapameTpaMmn nepapxmyeckoro cnmcka.
BbibepunTe COOTBETCTBYIOLMI MYHKT B BblMajatoweM Crmncke:

7 PepakTupoBaTb — OTKPbITb MaHe b CBOUCTB CTaHLMM UAW FPYNMbl B MPaBOW YacTu OKHa
LleHTpa ynpaBneHus.

X Yaanutb BbibpaHHble 06BbeKTbI — YannTb 06bEKTbI MepapxnUeckoro cnucka. as storo
BbibepuTe B cnncke 06bEKT AU HECKOIbKO 06BEKTOB U HaxXMUTe YaanuTb BbibpaHHbIe
06BbeKTbl.

=
# Ypanuth NpaBuna YWieHCTBa — yAaAuTb NpaBuaa ANs aBTOMaTUYeCKOro BKAKOYEHMA
CTaHUWA B rpynnbl.

3 YcTraHOBUTDb 3Ty rpynny NepBUUHON — YCTaHOBUTb BbIGPaHHYH B MepapXmMyeckom
CnucKe rpynny B Ka4ecTBe NepPBUYHOW A5 BCEX BXOAALLMX B HEE CTaHLMUN.

A3 HasHauWUTb NEePBUUHYIO FPYNMNy ANA CTAaHUMA — HA3HAUNTb /1 BbIJENEHHbIX B
MepapxmyeckoM CrncKe CTaHLUMA NepBUYHYLO rpynny. [py 3TOM, eC/iv B MepapXmnyeckom
CMUCKe BblAeNeHa rpynna, To A/ BCeX BXOAALLMX B HEe CTaHLMI ByaeT HazHayeHa
BblOpaHHas NnepBuYHas rpynna.

¥ 06LeanHUTL CTaHUMK — O6BEANHATL CTaHLMWU MOZ eAUHOMN YUETHOM 3aMuchio B
nepapxmyeckoM crnmcke. MoxeT UCNoAb30BaTbCA B C/lyyae, KOrAa OZHa U Ta Xe CTaHUus
Hblna 3aperncTpmpoBaHa Noj pasHbiMU YYETHbIMU 3aNUCAMMN.

e Yaanutb nepcoHasibHble HACTPOMKU — YAaNNTb NEePCOHaNbHbIe HACTPONKM
BbIBpaHHOro B cnuncke obbekTa. B 3ToM cnyuae HacTpowkm ByayT yHacneoBaHbl OT
nepBMYHOW rpynnbl. ECAn B MepapxnmyeckoM Cnuncke BblAeneHa rpynna, To HacTporku
OyayT TakKe yaaneHbl y BCeX BXOAALMX B HEe CTaHLMI.

% OTI'IpaBI/ITb COO6Q€HI/I€ CTaHUVAM — OTNPaBUTb NOJIb30OBATENIAM COO6LLI,€HI/Ie
NPOM3BOJIbHOIO CoAepP>XXaHnA.

3] C6pocuTb Naposb — yannTb NONb30BaTENIbCKMIA MapOoab AN AOCTyNa K HacTponkam
aHTVMBUPYCHbIX KOMMOHEHTOB Ha BblOpPaHHbIX cTaHuUMAX. ONuus AOCTyNHa TONbKO AN
ctaHumin nog OC Windows.

Mepe3arpy3uTb cTaHLMIO — YAa/IEHHO 3aMyCTUTb NMPOLECC Nepe3arpysku CTaHL K.

1
5 AevHcrannnpoBatb AreHT Dr.Web - yaanntb AreHta n aHtuemupycHoe MO ¢
BbIOPaHHOW CTaHLMU UAN FPYNMbl CTAHLWNA.
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@ YcraHoBuTb Arent Dr.Web - OTKpbITb CKaHep ceTu ANA YCTaHOBKM AreHTa Ha
BblGpaHHble CTaHUMW. JaHHBIN NYHKT aKTUBEH TO/IbKO MpW BbibOpe HOBbIX
NOATBEPXKAEHHbIX CTAHLMUN UAM CTAHLUMIN C AeVHCTaNANPOBaHHbIM AreHTOM.

B Boccranosurs yAa/ieHHble CTaHLMM — BOCCTAHOBWUTb PaHee yAaneHHble CTaHLUUN.
[JlaHHbIV NYHKT aKTUBEH TONbKO Npu Bbibope cTaHumi 13 noarpynnel Deleted B rpynne

Status.
Pazocnatb MHCTaANALMOHHbIE haisibl — pa30ciaTb UHCTANNALUOHHBIV Ganbl ANs

BblOpaHHbIX B CMMCKe CTaHLUMIA Ha aZpeca 31eKTPOHHOW MouThl, 3aJaBaemMble B HaCTPOMKax
AAHHOro pasgena.

B OTkpbITb LleHTp ynpaBaeHuns 6esonacHoctbio Dr.Web ansa BbibpaHHoro cocegHero
cepBepa B ApYyrom okHe. [laHHbI NYHKT akTUBEH Npu Bbibope coceaHero CepBepa B
fepeBe aHTUBUPYCHOW CeTu.

=+ A o6aBnTb 06bEKT CETU — CO3/aTb HOBbIN INEMEHT aHTUBUPYCHOW ceTw. [lna aToro
BblbepuTe COOTBETCTBYHOLLMI NMYHKT B BbiNaAatoLeM Crmncke:

= Co3aaTtb CTaHLUMIO — CO3/aTb HOBYHO CTaHLUMIO (CM. PyKOoBOACTBO NO yCTaHOBKE, 1.
Co3paHne HOBOW YYETHOW 3aMunCK).

£ Cozgpate rpynny — co3Aatb HOBYH FPYMMy CTaHLMA.
ke Co3zaTh CBA3b — €CO34aTh CBA3b C cocegHnm Cepsepom Dr.Web.
& Coszgate noautu Ky — CO3/aTb HOBYHO MOANTUKY AN 3aZaHNsA HAaCTPOEK CTaHLUN.

=% Co3parb lNpokcn-cepsep — co34aTb HOBYIO YUYETHYIO 3anuCb AN NOAKNOYeHNA [Tpokcn-

cepBepa (cMm. PykoBoacTBO no ycraHoBke, . Co3zaHve yyeTHOM 3anuncu [1poKkeu-
cepBepa).

& SKCnopTMpoBaTh AaHHbIE:

& CoxpaHuTb gaHHble B CSV-¢ainn — 3anmcaTtb obLime gaHHble O BbIOPaHHbIX CTaHLMAX
aHTUBUPYCHOW ceTn B pann popmaTta CSV.

i CoxpaHutb gaHHble B HTML-¢ain — 3anuncatb o6wpe gaHHble 0 BbIOpaHHbIX CTaHLMAX
aHTUBUPYCHOW ceTn B pann dopmata HTML.

i CoxpaHutb gaHHble B XML-¢ain — 3anuncatb obwme gaHHble 0 BbIOpaHHbIX CTaHLUMAX
aHTUBMPYCHOW ceTu B Gpann popmaTta XML.

o CoxpaHutb gaHHble B PDF-¢dain — 3anuncatb obume gaHHblie 0 BbIbGpaHHbIX CTaHLMAX
aHTUBUPYCHOW ceTu B pann popmaTta PDF.

Mpw BbIGOpe NepeuncneHHbIX Bbille oMUy U3 pasgesna IKCNOPTMPOBaTh AaHHble 6yaeT
: 3KCMOPTMPOBaHa MHGOPMALMA TONbKO O BblIOPaHHbIX CTaHLMAX U CTAHLMAX, BXOAALLUX B
Bbl6paHHble rpynmbl.

) SKcnopTupoBaTb KOHGUrypauuto — COXpaHuTb B Gaii KOHOUrypaLmto BbIbpaHHOTO
obbekTa aHTUBMPYCHOM ceTw. na faHHOW onumn ByaeT npeAnoXxeHo BbibpaTb
coxpaHsieMble pa3zesibl KOHPUrypaLumm.

¥ MmnopTmnpoBaTtb KOHPUrypawmio — 3arpy3mnTb 13 darina KoHourypaumto BbibpaHHoro
obbekTa aHTUBMPYCHOM ceTu. [na faHHOW onumn ByaeT NnpeanoxeHo BbibpaTth dann, ns
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KOTOpOro byaeT 3arpy>keHa KOHOUrypaumsa, a Takke 3arpy>xaemblie pasgensbi
KOHUrypaumu.

Ll SKCNopTUpPOBaThb CTaTUCTUKY — COXPaHUTb B dalin CTaTUCTUKY PaboTbl aHTUBUPYCHbIX
KOMMOHEHTOB N5 BblOpaHHbIX 0O bEKTOB aHTUBUPYCHOW ceTu. [lns gaHHOW onuun 6yaeTt
npeanoXeHo BblbpaTb COXpaHAeMble pa3zesbl CTaTUCTUKN U popmaT 3KCnopTa.

€ PacnpocTtpaHuTtb KOHGUrypawmro — pacnpocTpaHuTb KOHOUTIypaLmto BblIbpaHHOTo
obbekTa Ha Apyrve ob6beKTbl aHTUBUPYCHON ceTu. [lna saHHOM onuum ByaeT NpesanoXeHo
BbibpaTh 06beEKTHI, Ha KOTOpble ByaeT pacnpocTpaHeHa KOHPUIypauus, a Takke
pacnpocTpaHAeMble pa3aesbl KOHUrypauum.

G HaCTpOVITb BNANMOCTb rpynnbl. [Mo3BoNAeT U3MEHATb napaMeTpbl OTO6pa)KeH n4a l'pyl'll'l.
[nsa 3TOro BbibepuTe rpynny B MepapxmyeckoM CrmCKe 1 YKaxknTe B BbiNajatolwem Crmncke
O4ANH N3 Cﬂe,ﬂ,yI-OLLI,VIX BapmMaHTOB (I'Ipl/l 3TOM 6y,a,eT N3IMEHATbCA 3HAUOK rpyl‘ll’lbl, CM. Ta611|/||=|,y 4-
1:

3 CKkpbIBaTb — O3HauUaeT, uYTo OTOHPAXKEHME TPYMMbl B MEPAPXMUECKOM crincke 6yaert
BCErZa OTK/IHOUEHO.

[ %] CKpblBaTb, €C/IN NMyCcTas — O3HaYaeT, UTo OTOBpPaXKEHWE TPYNMbl B MEPAPXUUECKOM
cnucke ByaeT OTK/IFOUEHO, eC/iv 3Ta rpynna nycraa (He COAePXUT CTaHLMI).

(13 Noka3biBaTb — O3HAYaeT, uTo rpynna Bcerda 6yaet otobpaxkatbcs B Mepapxmyeckom
cnvcke.

@ YnpaBneHve KOMMNOHEHTaMM — NO3BOAAET yNPaBAATh aHTUBUPYCHLIMU KOMMOHEHTaMM Ha
pabounx ctaHumax. [na 3Toro BbibepuTe B BbiNaatoLLleM CMUCKE OANH U3 CAeAyOLLnX
BapMaHTOB:

E BoccraHOBUTb C60iHbIe KOMMOHEHTbI — NPUHYANTENBHO BOCCTAHOBUTb COCTOAHME
KOMMOHEHTOB, pa60Tarou_|,V|x c owmnbkon. BocctaHaBaMBaeTca Ta peBn3na Npoaykra,
KOTOpad B ,D,aHHbII\/'I MOMEHT YCTaHOB/IEHA Ha CTaHUWW.

al I'IpepBaTb 3anyuleHHble KOMMOHEHTbl — OCTAaHOBUTb pa60Ty 3anyLweHHbIX Ha CTaHLU KN
AHTNBUPYCHbIX KOMMOHEHTOB.

Q CKaHI/IpOBaT — MO3BOJIAET NPOBECTN CKaHNPOBaHWe CTaHUMN B OAHOM U3 PEXNMOB,
Bbl6|/|paeMbIX B BblMajakoLllemM Crnuncke:

& Dr.Web Agent CkaHep. bbicTpoe ckaHMpoBaHue. B jaHHOM pexrme Npoun3BoanTCA
ckaHnpoBaHwue npu nomolm Dr.Web Agent CkaHepa cregyrolimx 06BbeKToB:

e ornepaTtnBHan NamATb,

e 3arpy304Hble CEKTOPbI BCEX ANCKOB,

e 0b6BbeKTbl aBTO3anycka,

e KOPHEBOW KaTanor 3arpy304HOro Amcka,

e KOpHeBoOW KaTanor ancka yctaHoBkn OC Windows,
e cucteMHblr katanor OC Windows,

e rnarnka Momu IOKYMEHTE],

® BpPeMEeHHbIW KaTaaor CUCTeMBb,

° BpeMeHHbII‘/’I KaTanor noJjib3oBaTtenAa.
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B\ Dr.Web Agent CkaHep. lNonHoe ckaHMpoBaHue. B fJaHHOM peXxxrme Npoun3BoanTCA
MOJIHOE CKAHWPOBAHME BCEX XKECTKMX ANCKOB M CMEHHbIX HOCUTENEN (BKItOYas
3arpy3ouHble cektopbl) npu nomowwm Dr.Web Agent CkaHepa.

k Dr.Web Agent CkaHep. BbibopouHoe ckaHupoBaHue. [JaHHbIN pexxMm npesocTaBaseT
BO3MO>HOCTb Bbl6paTh Nto6ble Nanku 1 dariabl Ans NOCAeAyOWero ckaHMpoBaHMA Npu
nomowm DrWeb Agent CkaHepa.

"] HenoarBepi)kaeHHbIe CTaHLUKM — MO3BOASET YNPaBAATb CMUCKOM HOBUYKOB — CTaHLNK,
pernctpaumsa KoTopbix He NoATBepXaeHa (MogpobHee cM. pa3gen [loantunka noakNOYeHNS
CTaHUMI). laHHBIN NYHKT akKTMBEH TO/IbKO Npw Bbibope ctaHumin n3 nogrpynnesl Newbies B
rpynne Status. MNpun noaTBep>aeHUN pernctpauymm Ha Cepeepe cTaHLmMK b6yayT
aBTOMaTMueckun yaaneHbl U3 npeaycraHosneHHow noarpynnesl Newbies. [1na ynpaeneHus
pernctpauuven ctaHUmMi BoibepuTe B BbiNajatoLeM CMCKe OAVH U3 CefyHoLWmMX BapUaHTOB:

) Paspewuntb AocTyn BbI6pPaHHbIM CTaHLMAM U Ha3HAUUTb NEPBUYHYIO rpynmny —
NOATBEPANTL AOCTYN cTaHuum k CepBepy 1 3a4aTb AN HEe NEPBUYHYIO Tpynny 13
NPeANOXEHHOrO Ccnucka.

OTMeHUTb AeiCTBMe, 3aaHHOE AJiSl BbINOJIHEHUS NMPU NOAK/IFOUEHUN — OTMEHUTb
AENCTBME HaZ HeNoOATBEPXKAEHHOM CTaHLMeN, KoTopoe bblN0 paHee Ha3Ha4YeHo Ans
BbINMOJHEHNSA B MOMEHT, KOrAa CTaHuma noakatoumtca k Cepsepy.

% Orkazatb B AOCTyne Bbl6paHHbIM CTaHLMAM — 3aNpeTuTb J0CTyn cTaHumn Kk CepBepy.

i < - o
= HaCTPOVIKVI BuAaa gepeBa — N3MEHUTb BHELWHNN BUA AepeEBA aHTUBUPYCHOU CETU. ,ﬂ,]’lﬂ
BK/JIKOYEHMA NMapaMeTpa yCTaHOBUTE COOTBETCTBYHOLLE q)narm B BblMajatolemM MEHIHO:

e AndA rpynn:

o YneHcTBO BO BCex rpynnax — Ayb6anpoBaTb OTOOpaxkeHne CTaHLMKN B CIMCKE, eC/u
OHa BXOAMT B HECKOJIbKO rpyrnn OA4HOBPEMEHHO (TOIbKO A/1A TPyMM, UAYLUMX NOA
3HaukoM H6enoun nanku — cm. Tabauuy 4-1). Ecam dnar yctaHoBneH, 6yayT nokasaHbl
BCE BXOXAEHWUA CTaHumn. Ecam cHAT — ctaHuma 6ygeT oTobpakeHa B cnmncke
eANHOXAbI.

o MNMoka3biBaTb CKPbITbIe rPynMnbl — OTOOpa>XaTb BCE rPynbl, BXOAALIME B
AHTUBUPYCHYHO ceTb. [1pn cHATUK faHHOro daara nycTble rpynnbl (He cogep kalume
CTaHUMM) BYAYT CKPbITbl. ITO MOXET ObITb YA0OHO AN UCKAKOUYEHMA U3ANLLHEN
nHdopMaumm, HanpuMep, NPU HaanuMmM HONLLLIOTO KONMYECTBA MYCTbIX FPYMM.

e ans knveHToB CepBepa (cTaHumiA, Mpokcn-cepepoB 1 coceaHux CepBepoB):

o MokasbiBaTb MAEHTUPUKATOPbI KIMEHTOB — OTOOpaxaTb YHUKaNbHblEe
naeHtTnoukatopsl KineHTos Cepsepa.

o Moka3biBaTb Ha3BaHUA KJINEHTOB — OTO6pa>KaTb Ha3BaHWA KINEHTOB CepBepa npu
Hann4ymn.

Henb3a oTkatounTb 0To6pa>|<eH|/|e I/IAEHTI/Iq)I/IKaTOpOB N Ha3BaHWIN KINEHTOB OAHOBPEMEHHO.
° O,CI,VIH M3 napamMmeTpoB Moka3sbiBaTb MAeHTVId)VIKaTOPbI knueHToB 1 MNMoka3sbiBaTb
Ha3BaHUA KJIMEHTOB BCerja 6yAET Bbl6paH.

o MNMoka3biBaTb aApeca KIMEHTOB — oTobpaxaTb IP-agpeca kineHtos CepBepa.
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o Moka3biBaTb cepBepbl CTaHLUM — OTOOpaxkaTb MMeHa uan IP-agpeca CepepoB
Dr.Web, kK KOTOpOM MOAKAtOUEHbI CTaHUMU. AKTYyaNbHO AN CTaHLMN, BXOAALLMX B
knactep CepsepoB Dr.Web.

o MokKa3biBaTb CEPbE3HOCTb COCTOAHMUA CTaHL UM — OTOOpaxkaTb CEPbE3HOCTb CTaTyca
ANS aKTUBHbIX CTaHUMIA. Mpy 3ToM gobaBuTCA LBETOBas rpagaums Ans CTaHUMA B
3aBMCMMOCTM OT MX cTaTyca (cm. Tabauuy 4-1). Ecam onyma oTkaroueHa, To Ans
CTaHLMM CO CTaTycaMu, KOTOPbIM COOTBETCTBYHOT 3Haukv & n B, 6yaeT oTobpaxxaTbcs
obwmii 3Hayok H.

® N4 BCEX 2/1IEMEHTOB:

o Moka3biBaTb 3HAUOK NEePCOHaIbHbIX HACTPOEK — OTOOpaXkaTb Mapkep,
0603HaYaroLWMK HannumMe NepcoHaabHbIX HAaCTPOEK, Ha 3HauUKax rpynn 1 KIMEHTOB
CepBepa: ctaHuui, MNpokcu-cepeepoB 1 coceaHunx CepBepoB.

o MNMoka3biBaTb onucaHuA — oTobpaxkaTb onncaHua rpynn n kiveHtos Cepepa:
cTaHumm, MNpokcn-cepepoB n cocegHnx CepBepoB (ONMCaHUA 3aat0TCA B CBOMCTBAX
3/1EMEHTA).

o Moka3biBaTb KOJIMUECTBO KJIMEHTOB — OTObpaaTb KOANYeCTBO KineHToB CepBepa:
cTaHumi, Mpokcn-cepepoB 1 cocegHnx CepBepoB A/if BCEX FPynn aHTUBUPYCHOM
CEeTU, B KOTOPbIE 3TV KIMEHTbI BXOASAT.

o [Moka3sbiBaTb 3HaUOK NPaBU Y1eHCTBa — OTOHpaXkaTb Mapkep Ha 3Haukax CTaHLWN,
KoTopble bblan fo6aBaeHbl B rpynny aBTOMaTU4eCKn COrIacHO NMpaBuiam YNeHCTBa, a
TakoKe Ha 3HauyKax rpynm, B KOTOpble CTaHUuKW 6bian gobaBneHbl aBTOMaTUUECKW.

T Hacrpoiiku copTMPOBKM KMEHTOB — U3MEHUTL NapamMeTp, MO KOTOPOMY OCYLLECTBASAETCS
COPTMPOBKA, N NOPSALOK COPTUPOBKM KIneHTOB CepBepa: cTaHLmi, [pokcn-cepBepoB u
cocegHnx CepBepOB B epeBe aHTUBUPYCHOM CETU.

e [1na BbibOpa NnapameTpa, No KOTOpoMy ByaeT MPOM3BOANTLCA COPTUPOBKA, YCTAHOBUTE
OAVH M3 cneayromx daaros (AonyckaeTca BblI6Op TONbKO OAHOrO NapameTpa):

o MUpeHTUPUKaTOP — COPTUPOBATL MO YHMKaNbHBIM UAEHTUDUKATOPaAM KIMEHTOB.
o HasBaHue — cOpTMpOBaTb MO MMEHAM KJINEHTOB.

o Agpec — COpTMpOBaTb MO CETEBLIM aZpecaM KINEHTOB. Te KINEHTOB, Y KOTOPbIX HET
ceTeBOro agpeca, 6yayT BbIBOAUTLCA B MPON3BOAbHOM Nopsske 63 COpTUPOBKMU.

o [laTa co3gaHuna — COpPTMPOBaTb MO JaTe CO3JaHNA YYEeTHOW 3aNnCK KIMeHTa Ha
Cepsepe.

o [laTa nocnegHero NoAK/AKUYEHNA — COPTMPOBATb MO AaTe NOC/eAHEro NoAKIOYEHNS
k CepBepy.

e [ins BbibOpa nopsaka COPTUPOBKM YCTAHOBUTE OAMH U3 Cleiyrolinx Gaaros:
o COpTMPOBaThb MO BO3pacTaHUIo.

o CopTupoBaTh NO y6bIBaHUIO.

PyKkoBOACTBO aAMAHUCT paTopa

81



14
X
I\

A
g

FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

.03 - >
@ Pasgenbl .o Hactpoinikn Buaa paepesa v il HacTtpoviku copTMpPOBKU KINEHTOB
. B3aVMO3aBUCUMBI:

e Ecnu Bbl BbIBUpaeTe NapameTp COPTUPOBKA B pasgene il Hacrtpoiiku coptrpoBku
=
KJINEHTOB, OTOBpPaXkeHVe 3TOro napamMeTpa aBTOMATUYECKM BKIHOUAETCA B pasjesie o
HacTtpoiiku Buga aepeBa, ec/i OHO HbIIO OTKIHOUEHO.

L.E -
e Ecnn B pa3zene iz HacTpoiiku Buga gepeBa Bbl OTKIHOUaeTe 0TobpakeHne napameTpa,

BbIGPaHHOro A1 COPTUPOBKU B pasgene il HacTpoiiku copTUPOBKMU KJIMEHTOB, TO
COPTUPOBKa MO 3TOMY MapamMeTpy aBTOMaTUUECKM NepeKNtoYaeTcs Ha COPTUPOBKY MO
Ha3BaHWIO KnneHTa. Ecin oTobpadkeHve Ha3BaHWUM KIVEHTOB MPW 3TOM OTK/IOYEHO, TO
COPTUPOBKa MepekItoyaeTcs Ha uaeHTMMKaTOP KINeHTa (Ha3BaHWe U naeHTudrKaTop
OAHOBPEMEHHO He MOryT ObiTb OTK/IHOYEHBI).

MaHenb cBOUCTB

MaHenb CBOWCTB CAYXMUT AN OTOHpakeHMa CBOWCTB U HacTpoek pabounx CTaHLMn 1 rpynn.

Ana orobpa)keHUs NaHeNn CBOWCTB:

1. B nepapxmyeckomMm Cnmcke Ha>XKMnTe Ha Ha3BaHMe CTaHLUUW NN TPYMMbl.

2. B npaBoit yactn okHa LleHTpa ynpaBaeHns OTKpOETCA NaHeslb CO CBOMCTBaMMU BblGpaHHOWM
rpynnbl nan pabouert ctaHumn. NMoapobHoe onncaHmne JaHHbIX HACTPOEK NPUBEAEHO B I.

PepaktnpoBaHue rpynn n CBOWCTBA CTaHLIMN.

4.3.3. N36bpaHHOe

LleHTp ynpaBaeHns NO3BOASET COXPaHATb 3aK1ajku Ha CTpaHuLbl HTepdelica B crncke
n3bpaHHOro Ana yao6CcTBa aAMUHUCTPUPOBaHUA. Hanpumep, ana 6biCTporo nepexoa B
Hanbonee yacTo nocelaemMble CTpaHuULbl LieHTpa ynpaBaeHus.

YnpaBneHne cnuckom nsbpaHHoro

1. B rnaBHOM MmeHto LleHTpa ynpaBneHusa Bbibepute nyHkT U36bpaHHoe.
2. OtkpoeTtca cnucok cTpaHuy, LleHTpa ynpaBneHus, s06aBAEHHbIX B 3aK1ajKu.
3. Yepes cnuncok cTpaHuL, M3bpaHHOro Bbl MOXeTe:

e OTKpbITb CTPAHULY, BXOAALLYH B CMUCOK M3BPaHHOro. [l 3TOr0 HaxXMuTe Ha 3aknazkKy,
COOTBETCTBYHOLLYO 3TOW CTPaHULLe B cnucke n3bpaHHoro.

e YaanuTb BCe 3aKNafkv U3 Cnmncka n3bpaHHoro. [ins 31oro Bbibepute nyHKT OUnCTUTD
m3bpaHHoe.

Dob6aBneHne 3aknapgkn B nsbpaHHoe

1. MepenaunTe Ha cTpaHuuy LleHTpa ynpaBaeHums, KOTOPYHO Bbl XOTUTe A0HaBUTb B M3bpaHHOe.
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2. PFIAOM C Ha3BaHMeM CTpaHMUbl Haj ynpaBaaroWMM MEHKO HaXXMUTE 3HAaYOK 'ﬂ?

3. OtkpoeTtca okHO [lo6aBneHue 3aknagkn. B none Mma astomaTtnueckm jobasnsetcs
Ha3BaHWe CTpaHuubl B popmate <[lyHKM 2/1a8H020 MeH> > <[lyHKm ynpas/sarou,e2o
MeHro >. [Ipn HeO6XOAMMOCTM Bbl MOXETE N3MEHUTb Ha3BaHWe 3ak/lajKu.

4. [loCcTynHbl Cnepyrolme AenCTBUS:

e YTO6bI COXpaHUTb CTPaHMLY B Cncke n3bpaHHOro, HaxmuTte lo6aBuTb. 3Ha4OK PAAOM
C Ha3BaHMEM CTPaHWLbl U3MEHUTCA Ha .

e UTOObI 3aKpPbITb OKHO 6€3 N3MEeHEeHWNI cnmcka n3bpaHHbIX CTPaHUL, HaxXM1Te OTMeHa.

PepakTtupoBaHue v yaaneHue 3ak1agku us usbpaHHoro

1. MepengnTe Ha cTpaHmuy LleHTpa ynpaBaeHus, KOTOPYHO Bbl XOTUTE OTPeAaKTMPOBaTb UK
y4anunTb U3 n3bpaHHoro.

2. PaaoM ¢ HazBaHMEM CTPaHMLbl Haj YNPaBAAIOLWMM MEHIO HaXMMUTe 3HauoK 3 .
3. OtkpoeTtca okHo PegakTupoBaHue 3aknaaKkn. [JoCTynHbl Cieaytolime AenCcTBUSA:

e YTOObI OTpesakTMpOBaTh 3akiajky, U3MeHWTe ee Ha3BaHue B nosie Mma. Haxxmute
O6HOBUTb A4/ MPUMEHEHNA N3MEHEHWN.

e YT106bI YAaNNTb CTPaHMWLY U3 CrMcKa U36paHHOro, HaXXMUTe YaanuTb. 3Ha4oK PAAOM C
Ha3BaHVEM CTPaHULbI U3MEHWUTCA Ha 3.

4.3.4. NaHenb Noucka

,ﬂrl'lﬂ obneryeHns nomncka HY>XHOTO 3/1IeEMEHTa CNYXXUT naHesie houckd, paCcnonoXeHHaA Ha
HpaBOIZ rpaHunue rnaBHOro MeHH LI,eHTpa ynpaBaeHUA. [MaHenb no3sonser npon3BoanTb
NONCK KaK rpynn, Tak n oT4e/ibHbIX CTaHLI|I/II7I B COOTBETCTBUUN C YKa3aHHbIMU NMapaMeTpamMu.

Ana noucka cTaHLMIA UM TPYNN CTaHLUIA:

1. B BbIMagatolwem crnmcke naHesm noucka Bbibepute KpUTePUn Nomcka:
e CTaHUMA — 415 NOMCKa CTaHLMM MO Ha3BaHUIO,

e OpraHusaumsa — 41 Nomucka noib30BaTeNbCKUX Py, KOTOPbIe MPeACTaBaAoT
opraHusauutio,

e ID ctaHUMM — 415 NONCKA CTaHLMIA MO YHMKaNbHbBIM AeHTUGUKaTOpaMm,
e ID rpynnbl — 419 noucka rpynn no yHUKaabHbIM MAeHTUdUKaTOopaMm,

¢ ID nonb3oBaTens — A/ Novcka CTaHLMN NO YHUKaNbHbIM UAeHTUdMKATOPaM
rnosb3oBaTenen,

e Imsa nonb3oBartena — A4/ Noucka CTaHUMM N0 MMEHU NoAb30BaTeNs Ha CTaHLnK,
¢ IP-aapec — ana nowcka ctaHuui no IP-agpecy,

e O6opyaoBaHue — /15 MOWCKa CTaHLUMA MO Ha3BaHWIO UM KaTErOpMM anmnapaTHoro
obecrneyeHuns, yCTaHOBJIEHHOIO Ha CTaHLMK,
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° nporpamma — AnAa nNoncka CT3HLI,I/II7I Nno Ha3BaHWMKO NPOrpaMMHOro O6€CI'I€‘-I€HVIFI,
YCTaHOBJIEHHOTIO Ha CTaHUWMW.

o KoHdurypaumsa — a4 nomncka cTaHLMI MO onpeAeseHHbIM 3HaYeHAM NapaMeTpoB
aHTUBUPYCHbIX KOMMOHEHTOB, YCTAaHOBJ/IEHHbIX Ha CTaHuusaXx. [Mpn Boibope gaHHOro
KpuUTEpMA OTKPOETCA MaHeb MOUCKa CO CIeAyHOLMMMN HAaCTPONKaMK:

o KOMNOHEeHT — B BbiNajatolweM Crnucke Bblbepute HasBaHWe aHTUBUMPYCHOTO
KOMMOHEHTA, B HAaCTPOMKax KOTOPOro 6yaeT ocyllecTBAATLCA nouck. Ana obnerueHuns
BbI6Opa KOMMOHEHTA U3 CMMCKA MOXETE UCMNOb30BaTb MOWUCK: HAYHUTE BBOAUTb
Ha3BaHWe B N0Jie KOMMNOHEHTa, CUCTEMA aBTOMAaTUYECKM NPESIOXNUT BapUaHThI,
cozepxkallme BBeAeHHble CUMBOIbI.

o Mapametp — B BbiNajatolweM Crmcke Bblbepute Ha3BaHWe NapamMeTpa, No 3HaUeHUAM
KOTOPOro AOCTyrneH nouck. lMovck no napameTpam CO CIOXHOMN CTPYKTYpOW
AONYCTUMBbIX 3HAUEHWUI HEJOCTYMEH.

o 3HaueHue — 3a/lailTe 3Ha4YeHNe NapameTpa, BbiIbpaHHOrO Bbille. B 3aBMCcMMOCTM OT
AOMYCTUMbIX 3HAYEHNIN KOHKPETHOTrO NapameTpa, npesoctaBaseTca Ambo
BbINaZatoLLUMA CMNCOK C AOMYCTUMbIMU 3HaYEHUAMU, MO0 Nnosie BBOAA ANS 3aaHUA
3HaueHMA Noab30OBaTeNeM C K1aBuaTypbl.

,ﬂ,l'lﬂ Ha4alia NoncKa CTaHLI,I/IIZ no napamMmeTpamMm KOMMNOHEHTOB Ha>XMNTE KHOMKY Mownck.

2. [lna Bcex kputepumes noncka kpome KoHepurypauma (cM. BbiLle) BBeAUTE CTPOKY, B
COOTBETCTBMMU C KOTOPOU ByaeT NPOM3BOANTLCA NOUCK. [1pM 3TOM BO3MOXXHO 3aAaHue:

° KOHerTHOI‘/’I CTPOKWM As14 MOJIHOIo coBrnajeHnA C napamMeTpoM Noncka,
® MacCku UCKOMOW CTPOKW: AOMYCKatOTCA CUMBObLI * 1 2.

3. Haxwmurte knasmwy ENTER ana Havana noncka. OTkpoeTcsa paclimpeHHas naHenb nomcka u
AepeBO aHTUBUPYCHOW CeT.

4. B pepeBe aHTMBUPYCHOW CeTM OTOHpaXkatoTca BCe HaeHHble 31eMeHTbl B COOTBETCTBUM C
napameTpamMu noucka, Npu 3ToM:

® €C/IN OCyLLEeCTBIANCA MONCK CTaHUNN, TO 6yAyT BbIBEAEHDbI BXO>XKAEHNA CTaHLU MW BO BCE
rpynnebi,

e eC/n B pe3ynbTaTe NOUCKa He HaWJeH HN OAVH dNeMeHT, byaeT oTobpakeH nycTou
nepapxmyeckmii Cnmcok c coobeHrem Huuero He HaligeHo.

4.3.5. CobbiTnA

[Ans onoBeLleHVa agMUHUCTPaATOPa O CODbITUAX, TPEDYHOLMX BHUMAHWS, CNYXXKUT pa3gen,
oTobpa>kaemMblil B T1aBHOM MEHH0 3HaUKOM I Co6biTua.

3HauUOK MOXeT HaXoanTbCA B C/IEAYHOLLNX COCTOAHUAX:

E — HeT HOBbIX OI'IOBGIJ.I,GHI/IF/] O COObITUSAX B CETU.
E — €CTb HOBble onoBeleHA O Mal03HauYNTE/IbHbIX cobbITUSAX.

Bl - ecrb HoBble OMOBeLLEHMS O BaxHbIX COBLITUSAX, Tpebyrowmx BMeLlaTeIbCTBa
aAMUHUCTpaTOpa.
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[ns cnycka cobbITUIA BOSMOXHbI CiefytoLLe AeNCTBUS:

1. Mpwn HaxaTUM Ha 3HaYOK OTKPbIBAETCA BbiNaAatoLWMA CMMCOK COOBITUIN aHTUBUPYCHOWN CeTu.
Mpw 3TOM 3HAaYOK aBTOMaTUYECKN MEHAETCA Ha A |

2. Mpwn HaxkaTnK Ha CTPOKY OMOBELLEHNSA O COOBITUN OCYLLECTBAAETCSA MEPexos B pa3aen
LleHTpa ynpaBaeHns, OTBEYatOLLMIA 3a COOTBETCTBYHOLLMI QYHKLIMOHAN.

3. Kopeluok kaxaoro onoBeLleHma B CMcke cOHbITUI MOMeyaeTca LBeTOM,
COOTBETCTBYHOLLMM Ba>XXHOCTN COObITUA (@HAaNOrMYHO 3HauKy). [pun nepexose B pasgen,
OTBEYaroLLMI 3@ GYHKLMOHAN ONOBELLEHMSA, ONOBELLEHMEe CYMTAETCA MPOUMNTAHHbBIMU, U

KOpPELWOK MEHAET LUBET Ha cepb||7|.

Ta6auua 4-2. CNMcok BO3MOXKHbIX OMOBELLEeHU 0 CO6bITUAX B aHTUBUPYCHOW ceTu

CobbiTHe

OnoBelieHus o
HOBUUKax

HeI'IpO'-IVITaHHbIe
HOBOCTU

Hosble onoBeLweHva

Kputnueckue
onoeeLeHns

JoctynHbl 06HOBNEHUS
CepBepa

KoHdwurypauusa
CepBepa 6bin1a
m3meHeHa. Tpebyetca
nepesanyck Cepsepa.

KoHdwurypauus Beb6-
cepBepa 6binia
usmeHeHa. Tpebyetcs
nepesanyck Cepeepa.

Ba)kHOCTb

ManO3HaunT
€/bHOE

MaJiIo3Ha4uT
€NbHOE

MaJio3Ha4nUT
€NbHOE

Ba>XHOe

Ba>XHOe

Ba>XHOe€e

Ba>XXHO€E

Paszgen LeHtpa
ynpaBsieHuA

AHTMBUpYCHaA ceTb

OTKkpbIBaeTCA rpynna
Newbies B gepese
aHTVBUPYCHOM ceTun

E] Moapepxxka —
HoBocTtun

AZMUHUCTPUPOBaHUE —
OnoBelyeHns Beb-
KOHCOMN

ApmuHucTpnposaHue —
Cepsep Dr.Web

AAMUHNCTpUpPOBaHue —
KoHdurypauusa Cepsepa
Dr.Web

AAMUHUCTpUpOBaHue —
KoHdwurypauus Beb-
cepBepa

OnucaHue

K CepBepy NoaKIHOUAINCE HOBbIE
CTaHUMN 1 OXUAAtoT

noATBep kaeHve AocTyna oT
ajMuHMCTpaTopa. BosmoxxHo B
cnydvae, eCv B KOHOUrypaLmm
CepBepa yCcTaHOBJ/IEHO 3HaYeHue
MoaTBepikaaTh AOCTYN BPYUHYIO
ANS HacTpolikvi Pexxum
perucrpaumm HOBUUKOB.

JocTynHbl HeMpounTaHHbIE HOBOCTM
KoMnaHun «JJoktop Beb».

JlocTynHbl HOBblE OMOBeLLeHUs
aAMUHUCTPATOpa, NoJyUYeHHble
MeTo10M Be6-KoHCOob.

O6HosneHne Cepaepa Dr.Web
6bI710 3arpy>XeHo B Peno3nTopuii n
[OCTYMHO ANsl YCTaHOBKW.

Hactpoliku KoHdUrypaLumoHHOro
danna Cepepa 6bIAN U3MEHEHBI
nocne 3anycka Cepsepa. Tpebyetcs
nepesarpyska Cepsepa gns
MPUHATUA HOBbIX HACTPOEK.

Hactpoliku KoHdUrypaLmoHHOro
¢davina Beb-cepBepa ObiaK
n3mMeHeHbl nocne 3anycka Cepsepa.
Tpebyetca nepesarpyska Cepsepa
ANA MPUHATMA HOBBIX HACTPOEK.
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4.3.6. HacTtpouku

[na nepexoja B pa3aen HacTpoek LleHTpa ynpaBaeHUsa HaXXMuUTe B I1aBHOM MEHHO KHOMKY ["]
Hacrpoiiku.

| Bce HacTpoliku gaHHOro paszena 6yayT AeWCTBUTENbHBI TONbKO A/S TEKYLLLEN YUeTHO N
3anucu agMuHUcTpaTopa.

YHpaBnmom,ee MEHH, paCnoNOXeHHOE B NEBOW YacCTM OKHa, Co4epXxuT chegyrowne
3JIEMEHTbI:

e Mos yyeTHada 3anuchk.

e NHTepdenc.
e [loanucka.

Mos yueTHasa 3anucb

I'Ip|/| noOMOLWWM AAaHHOTO pa3jesa OCyLWeCTBAAEeTCA ynpaBaeHne TeKyLLI,eI‘/lI y‘-IeTHOIz 3anncbro

aZAMUHUCTPaATOPa aHTUBUPYCHON ceTn (CM. Takke N. AAMUHUCTPATOPbl U aAMUHUCTPATUBHbLE
rpynnbt).

O6bwue

@ 3HaueHus none|7|, OTMEYEHHbIX 3HAakoM *, AO0JIKHbI 6bITb 06513aTENbHO 3ajaHbl.

Mpu Heob6xo0AMMOCTU OTpeAaKkTUpYyiiTe C/ieaytolue napamMmeTpbl:

e PerncrpayoHHoe nmMa aZMUHNCTpaTopa — NOrUH Ana AocTyna K LleHTpy ynpaBaeHus.
e OO agmumHucTpaTopa.
¢ A3bIK MHTEepdemnca, NCNONb3yeMbll aHHbIM aAMUHUCTPATOPOM.

e ®dopmar aarbl, MCMOAb3YEMbIV AaHHbIM aAMUHUCTPATOPOM NMPY PesakTUPOBaHUM
HacTpoek, coaepxkalimx Agatbl. locTynHbl cneayrowpme dbopmaTbi:

o eBPOMNenckMn: DD-MM-YYYY HH:MM:SS
o aMepWKaHCKMA: MM/DD/YYYY HH:MM:SS
e OnucaHue yyeTHOWN 3anncu.

e [lna CMeHbl naponaa HaXMute KHOI'IKy‘s&p N3meHuTb napoJib Ha NaHean NHCTPYMEHTOB.

Cnep,yiou.l,ue napamMmeTpbl 4OCTYMHbI TOJIbKO AJIA UTE€HUA:

° ,ﬂ,aTbI CO34aHWnA yl—IeTHOl‘/JI 3anncm n nocnegHero NsSMeHeHuna ee napameTpos,
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e MocnepHuit apgpec — oTobpaxkaeT ceTeBOW aZpec NOCNEAHErO MNOAKIOYEHNS NOA AaHHOW
YUYeTHOW 3anuchblo.

MpaBa

OnuncaHve NpaB aMUHNCTPATOPOB M UX PeAaKTMpOBaHNE NPUBEAEHO B pasjene
PefakTMpoBaHue agMUHUCTPATOPOB.

Mocne n3MeHeHNs NapamMeTpoB HaxXMuUTe KHONKy COXpaHUTb.

NnTtepdenc

Hactpoiiku Buga gepeBa

ﬂapaMeprl AaHHOTO nogjgpasaena no3BonAroT UISMEHATb BHeLWHUM B4 CNMCKa U aHaJ1I0TNYHbI
o =] -

HaCTpoOuKaM, paCnoso>XXeHHbIM Ha NaHean NMHCTPYMEHTOB MYyHKTa i.o HaCTpOVIKVI BUaa gepeBa

B pasgene rnaBHOro MeHH AHTVIBVIPYCHaﬂ CeTb.

® ANA rpynnmn:

o YneHcTBO BO BCex rpynnax — Ay6anpoBaTb OTOBpaXkeHne CTaHLUKN B CMIMCKE, eC/IN OHa
BXOAWT B HECKOJIbKO Fpynn OA4HOBPEMEHHO (TONLKO ANA TPYMM, NAYLUMX NOA 3HAUKOM
6enoi nanku — cm. 1a6.1. 4-1). Ecam dnar yctaHoBAeH, ByayT nokasaHbl BCe BXOXKAEHUSA
cTaHumn. Ecam cHAT — cTaHuma ByaeT oTobpaxeHa B CMCKE eAVHOXAbI.

o Moka3biBaTb CKPbITbIe FPYMMbl — OTOO6PaXkaTb BCE FPYMMbl, BXOAALLME B aHTUBUPYCHYHO
ceTb. Mpun CHATUM JaHHOro daara nycTble rpynnbl (He coaepkallume ctaHumm) 6yayt
CKPbITbl. 9TO MOXET 6bITb YA0OHO A1 UCKAFOUEHWUS U3AULWIHEN MHPOPMaLMK, Hanpumep,
NpPW HaAMUMM BONLLIOTO KOIMYECTBA NMYCThIX FPYMM.

e ans kneHtoB Cepeepa (ctaHuui, MNpokcn-cepeepoB 1 coceaHux CepBepoB):

o Moka3biBaTb NAEHTU(PMKATOPbI KIMEHTOB — 0TOOpaXkaTb YHUKaAbHble NAEHTUPUKATOPSI
knneHToB CepBepa.

o Moka3biBaTb Ha3BaHMA KJIMEHTOB — OTOH6paXaTb Ha3BaHMA KIneHToB CepBepa.

l Henb3s oTkarOunUTb OTO6pa>KEHVIe VI/J,EHTI/Iq)I/IKaTOpOB N Ha3BaHWN KNMEHTOB OAHOBPEMEHHO.
° O,CI,VIH M3 napamMmeTpoB Moka3sbiBaTb MAeHTVIqJVIKaTOPbI knueHToB 1 MNMoka3sbiBaTb
Ha3BaHUA KJIMEHTOB BcCerja 6y,D,ET Bbl6paH.

o MNMoka3biBaTb agpeca KIMEHTOB — oTobpaxaTb IP-agpeca knneHToB CepBepa.

o MNMoka3biBaTb cepBepbl CTaHUMM — oToHpaxkaTb nmeHa naun IP-agpeca Cepsepos Dr.Web,
K KOTOPOM MOAKNHOUEHbI CTaHLUMKN. AKTyalbHO ANA CTaHLMWA, BXOAALLMX B Knactep
CepBepos Dr.Web.

o MNMoka3biBaTb CEPbe3HOCTb COCTOAHMUA CTaHLMM — OTOOpaXaTb CeEpbe3HOCTb CTaTyca A/d
aKTUBHbIX CTaHUWI. [pu 3ToM gobaBuUTCA LBETOBas rpagaumsa Ans CTaHUMA B
3aBMCMMOCTM OT mx cTaTyca (cm. 1aba. 4-1). Ecav onuma oTKIoYeHa, TO ANA CTaHLMK CO
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CTatyCaMn, KOTOPbIM COOTBETCTBYHOT 3HAUKMU B !, 6y,a,eT OTO6pa>KaTbCﬂ O6LLI,VII7I 3Ha4oK

o
* AN BCEX INEMEHTOB:

o MNMoka3biBaTb 3HAUOK NEepPCOHaIbHbIX HAaCTPoeK — 0TobpaxkaTb Mapkep, 0603HavaroLWmm
Ha/lnuMe NepcoHaNbHbIX HAaCTPOEK, Ha 3HauKax rpynn u kineHtTos CepBepa: CTaHLMN,
Mpokcm-cepBepoB n coceaHnx CepBepos.

o MNMoka3biBaTb onNucaHuA — OToH6paxkaTb onucaHua rpynn u kaneHtos CepBepa: CTaHLMN,
Mpokcn-cepBepoB u coceaHnx CepBepoB (ONMCaHMA 3aat0TCsA B CBOMCTBAX 3/1IEMEHTA).

o Moka3biBaTb KOJIMUECTBO KJIMEHTOB — OTObpaaTb KOANMYecTBO KiMeHToB CepBepa:
cTaHUuMiA, MNMpokcn-cepBepoB n cocegHnx CepBepoB A5 BCEX FPYNM aHTUBUPYCHOW CeTn,
B KOTOPbIE 3TN KINEHTbI BXOAAT.

o MNMoka3biBaTb 3HAUOK NPaBW/ YIEHCTBa — OTOOpakaTb Mapkep Ha 3Haukax CTaHLUR,
KoTopble 6binn fo6aBaeHbl B rpynny aBTOMaTUYeCKu COracHO NpaBuaam YieHCTBa, a
TalkoKe Ha 3Haukax rpynr, B KOTOpble CTaHLUKN bl fo6aBAEeHbl aBTOMaTUYECKM.

HacTpoiikun copTMpOBKMN KJINEHTOB

Hactpoinkn gaHHOro nogpaszaesna no3BOASOT M3MEHATL MapaMeTp, NO KOTOPOMY
OCYLLIeCTBNSIETCA COPTUPOBKA, M NOPAA0K COPTUPOBKM knneHToB CepBepa: cTaHuUuii, MNpokcu-
cepBepoB u cocegHnx CepBepoB B AepeBe aHTUBMPYCHOWM CETH, M aHaNIOTUYHbI HAaCTPOMKaMm,
PACMONOXKEHHbBIM Ha MaHeNN MHCTPYMEHTOB MyHkTa T4 HacTpoiiku copTMPOBKM KAMEHTOB B
paszene rnaBHOro MeHo AHTUBUPYCHaA CeTb:

e [ins BbibOpa napameTpa, No KOTOPOMY OyAeT MPOU3BOANTLCA COPTUPOBKA, YCTaHOBUTE
OAVH 13 cneaytolmx Gnaros (AonyckaeTcs BbIGOp TONbKO OAHOr0 napameTpa):
s aeHTUdUKaTop — COPTUPOBATH MO YHUKANbHBIM MAEHTUOUKATOPAM KIVEHTOB.
o HasBaHue — cOpTMPOBaTb MO UMEHaM K/INEHTOB.

o AApec — COpTUPOBATL MO CETEBLIM ajpecam KINEHTOB. Te KINEHTOB, Y KOTOPbIX HET
ceTeBOro agpeca, byayT BbIBOAUTLCA B MPOM3BOAbHOM Mopszke 6e3 CoOpTUPOBKY.

o JlaTa co3gaHma — COPTMPOBATbL MO JaTe CO3A4aHMNsA YUeTHOW 3anucy kaneHTa Ha CepBepe.

o [lata nocnegHero NoAK/AUYEHNA — COPTMPOBaTb MO AaTe NOC/eAHEero NOAKIOYEHNS K
Cepsepy.

e [ins BbibOpa nopszka COPTUPOBKUN YCTAHOBUTE OAVH U3 Ciesyromx haaros:
o COpTMpPOBaTh MO BO3pacTaHMIo.

o CopTupoBaTth No y6biBaHuIO.
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BpemeHHOW uHTepBan

B saHHOM noapa3szene 3a4aroTCs HACTPOWMKM BPEMEHHOIO MHTEPBANa, B Npeaenax KOoToporo
oTObpaXkatoTcs cTaTUCTUYeckme gaHHble (CM. N. [1pOCMOTP CTAaTUCTUKL N0 Paboyeit CTaHLLW):

e B BbiMajgakowem crimcke I/IHTepBan Mo YMOJ/IYaHUIO A1 NPOCMOTpPA CTaTUCTUKU 3aJ4aE€TCA
BpeMeHHOIZ MHTEPBAI, KOTOprIZ 6y,£|,€T YCTaHOBJIEH MO YMOJIHaHUIO AnA BCEX pa3ienoB
CTaTUCTNYECKUX AaHHDbIX.

Mpy NepBOM OTKPbITUM CTPaHULbI CTaTUCTMKa ByaeT oTobpaxkaTbCs 3a AaHHbI BpeMeHHOW
nHTepBan. Npn HeOHXOANMOCTN MOXKHO U3MEHUTb BPEMEHHOMW MHTEPBA
HernocpeaCcTBEHHO B CAMUX pa3fesnax CTaTUCTUKM.

e [Insa TOro uto6bl B pasgesnax CTaTUCTUKN COXPAHANCA NOCAEAHUIM 3aaHHbIV AN HUX
WHTepBan, yctaHoBMTe dpnar CoxpaHATb NOC/IeAHUIA MHTEepBa/l NPOCMOTpPa CTaTUCTUKM.

Ecnv dnar yctaHOBAEH, TO NPY MEPBOM OTKPBITUM CTPaHULLbl OTObpaXkaeTcs CTaTUCTMKa 3a
nocneAHn nepuog, KoTopbl 6bin BbibpaH B Beb-6payzepe.

Ecnv dnar cHAT, TO Npy NepBOM OTKPbITUM CTPaHWULbl OTODpakaeTca CcTaTUCTMKa 3a Nepuog,
3a/laHHbIN B cnucke MIHTepBan No ymosiuaHuIo A1 MPOCMOTPa CTaTUCTUKM.

ABTopusauus

B Bbinajarollem cnmcke A INTeNbHOCTb CECCUM BbibepuTe Nepnos BpeMeHu, MO NCTEUYEHNM
KoToporo ceccusa pabotebl ¢ LleHTpom ynpaBneHus B Be6-6paysepe aBToMaTnyecku
npepbiBaeTcs.

Skcnopt B PDF

B saHHOM noapa3szene 3a4aroTCAa HAaCTPOWKM TeKCTa NMpPK IKCMOopTe CTaTUCTUYECKUX JaHHbIX B
dopmat PDF:

e B Boinagatowem cnucke LpudT oTueToB Bbl MOXKETE BbIOpaTh LPUPT TEKCTA,
MCNOAb3yeMbIN NpW 3KCNopTe oT4eToB B dopmat PDF.

e B nose Pasamep wpudTa oTuetoB 3asaeTca pa3Mep wpmnprTa OCHOBHOrO TeKCTa
CcTaTMCTMYecknx Tabanu, ncnonb3yemMblivi Mpu akcnopTe otyeToB B dopmat PDF.

OTtueTbl

B saHHOM noapa3szene 3a4ar0TCsl HACTPOWKM OTOBPaXKEHMS CTaTUCTUYECKUX JaHHbIX B
pa3gene Otuetsbl LleHTpa ynpaBaeHus:

e B none Konnuecreo CTPOK Ha CTPaHULLe 3a4aeTCA MaKCMMaJibHOE KOJIMYECTBO CTPOK Ha
O,CI,HOVI CTpaHuMUe oTyeTa Npn NOCTPaHNYHOM 0To6pa>|<eH|/||/| CTaTUCTUKWN.

e YctaHosute ¢nar MokasbiBaTb rpadpumkm, utobbl oTObpaxkat rpadnyeckme JaHHbIe Ha
CTpaHuuax ctaTucTnyecknx otyetos. Ecam dnar cHAT, oTobpakeHne rpaduyecknx JaHHbIX
OTKNKOYaeTCA.

PyKkoBOACTBO aAMAHUCT paTopa
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Mopanucka

B saHHOM noapa3szesie HaCcTpaMBaeTCs NOAMNMCKA Ha HOBOCTU KOMMaHuKM «/Jloktop Beb».

YctaHoBuTe dpnar ABToMaTMueckasa NoAnucka Ha HoBble pa3Aesibl A1 aBTOMaTUYeCcKoro
AobaBneHnsA HOBbIX pa3jesioB B pasjene HoBocTel B LieHTpe ynpasaeHus.

4.3.7. NMopaepxka

[ns nonyyeHms nomowm B npouecce pabotbl ¢ Dr.Web Enterprise Security Suite HaxxmunTe B

rNaBHOM MEHHO KHOI'IKyE] MNoaaepikka. OTKpoeTCs KOHTEKCTHOE MEH!o, coepKallee
cneayroLime MyHKTbl:

e CnpaBKa — OTKPbITb pa3zen AOKYMeHTauumn agMUHUCTpaTopa, COOTBETCTBYHOLLMIA pasaeny
LleHTpa ynpaBieHuns, B KOTOPOM Bbl HAXOAUTECH B aHHbI MOMEHT. Ecan ans Tekyero
pasgena LleHTpa ynpaBieHUs HET COOTBETCTBYHOLLErO pasjena B JOKYMEHTaLMUW, MyHKT

CnpaBka He 6yseT 0TO6paXaTbCs B KOHTEKCTHOM MeHHO 3Hauka kid

e NMopaeprxkka — oTKpbITh pa3gen Mopaepikka LleHTpa ynpaBaeHnsa (CM. HUXe).

Moppepixka
Ynpasnastowee MmeHo pa3gena MNMopaepikka cCofep>XUT CAeayroLme S1eMeHTbI:

1. O6wume
e ®opym — nepent Ha dopym KoMmnaHun «loktop Beb».
e HoBoCTW — nepeiiT Ha CTpaHWLYy HOBOCTEN KOMMNaHuUn «[Joktop Beb».

e O6paTuTbCA B CNYXK6Y TeXHUUECKON NOAAEPIKKN — MEePENTN Ha CTPaHWLY TEXHUYECKOW
noaaepxkn «lokrop Beb».

¢ Mpucnatb nogo3puTenbHbIN paitn — OTKPbITh GOPMY ANS OTAPaBKM BUPYCa B
nabopatoputo «Joktop Beb».

e Bukuneansa «/[lokrop Be6» — nepentn Ha cTpaHunuy Buknnegnu — 6a3bl 3HaHWN,
NOCBALLEHHOW NPoAyKTaMm kKoMnaHuu «/loktop Beb».

e CoobwnTb 0 N0XKHOM cpabaTbiBaHMM B OPUCHOM KOHTpOJIe — OTKPbITb POpMY Ans
OTNpPaBKN COOBLLIEHNSA O TOXKHOM cpabaTbiBaHUM UAN NPOMNYCKe BPEeAHbIX CCbINOK B
mogyne OPUCHOro KOHTPOJIA.

2. [lokymeHTaLuA agMUHUCTpaTopa

¢ PykoBoACTBO agMUHUCTpaTOpa — OTKPbITb AOKYMEHTaLMIO aAMUHUCTpaTopa B dopmarte
HTML.

¢ PyKoBOZCTBO MO ycTaHOBKE — OTKPbITb AOKYMeHTaLuMo no yctaHoBke Dr.Web Enterprise
Security Suite B dopmate HTML.

¢ VIHCTpYKUMA NO pa3BepTbiBaHNIO aHTUBUPYCHOM CETU — OTKPbITb KPaTKYH MHCTPYKLMIO
Nno pa3BepTbiBaHUIO aHTUBMPYCHOWN ceTn B dopmaTte HTML. PekomeHayeTca

PyKkoBOACTBO aAMAHUCT paTopa
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03HaKOMMUTbCA C JaHHOW MHCTPYKLMEW Nepes HavaloM pa3BepTbIBAHUA aHTUBMPYCHOM
ceTu, yCTaHOBKOW N HAaCTPOMKOM KOMMOHEHTOB.

e MpunoxxeHna — OTKPbITb MPUAOXKEHNSA K PYKOBOACTBY agMUHNCTpaTopa B dopmaTe
HTML.

¢ PykoBogctBo no Web API — oTkpbITb OoKyMeHTaLmMo agMuHuctpatopa no Web API (cm.

Taioke gokymeHT Mpunoxkenuma, n. [punoxenve L. Nuterpauma Web APl u DrWeb
Enterprise Security Suite) B dopmaTte HTML.

e MpumeuaHua K BbINYCKY — OTKPbITb pa3zen npumMedaHuii K Beinycky Dr.Web Enterprise
Security Suite Ans ycTaHOBNEHHOM Y Bac BepCUL.

¢ PyKkoBoACcTBa agMUHUCTPaTOpa NO YNPaB/IeHUIO CTAHLUAMM — OTKPbITb JOKYMEHTaL IO
agMuHucTpaTopa B popmate HTML no ynpaBaeHUIO CTaHLMAMU AN COOTBETCTBYHOLLEN
ornepauoOHHOM CUCTEMbI, MPeACTaBJeHHOWN B CNUCKE.
B AaHHbIX pyKOBOACTBaX NpuBeseHa MHGOPMaLMA O LEHTPAIN3OBAHHOM HACTPONKe
aHTMBMpYcHoro MO pabounx CTaHLMRN, OCYLLEeCTBASEMON aAMUHUCTPATOPOM
aHTUBMPYCHOM ceTn Yepes LleHTp ynpasneHusa 6e3onacHoctbto Dr.Web. PykoBoactea
OMMCbIBAOT HACTPONKN COOTBETCTBYHOLLErO aHTUBMPYCHOTO peLleHms 1 0CObeHHOCTH
LEeHTPaN30BaHHOTO yrnpaBieHus gaHHbim [10.

3. [loKkymMmeHTauusa Noab30BaTeNs — OTKPbITb AOKYMEHTaLM o Nosb3oBaTena B Gopmare
HTML gns cooTBeTCTBYHOLWEN ONEpPaLMOHHON CUCTEMbI, MPEACTaBAEHHOM B CMIUCKE.

4.4. KomnoHeHTbI LleHTpa ynpaBseHna 6e3onacHocTbio Dr.Web

4.4.1. CkaHep cetH

®dyHkumnm CkaHepa cetn

e CkaHMpOBaHWe CeTU C LeNbto 0bHapyXXeHUs paboumnx CTaHLMWN.
e OnpepeneHne Haanuma AreHta Dr.Web Ha ctaHumsx.

e YcraHoBka AreHTa Dr.Web Ha ob6Hapy>eHHble CTaHLMKW NO yKa3aHUo agMUHUCTPaTopa.
YcTtaHoBka AreHTa Dr.Web nogpo6bHo onncaHa B PykoBoacTBe no ycTaHOBKe, M. YCTaHOBKa

ArenTa Dr.Web c ncnonb3oBaHvem LleHTpa ynpaeneHuva 6e3onacHoctbio DrWeb.

MpuHumn pabotbl CkaHepa ceTn
CKaHep CETUN nNogaep>KmBaeT Caefyrolne pexxmmMmbl NONCKa:

1. Mowck B Active Directory.
2. Mownck no NetBIOS.

3. Mowuck no ICMP.

4. Mownck no TCP.

5

. ,ﬂ,OﬂOﬂHVITGﬂbeIIZ pexunmMm: onpejeneHmne Haandma AreHrTa.
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anIHU,VIﬂ AeﬁCTBVIﬁ, €CJ/IN BCe peXKMbl BK/THOYEHDbI:

1.

MepBble TPU pexxnmMa 3anyckaroTcs napannensHo. NMoBTOPHbIA ONPOC yXKe ONPOLIEHHbIX
CTAHUMI He OCyLLeCTBASETCS.

Mocne okoH4YaHMsA noucka no ICMP, BkatouvaeTcss nonck no TCP ans He OTBETUBLLMX
agpecos. Ecan novck no ICMP oTkiroueH, cpasy BrkatoyaeTca novck no TCP napaanensHo ¢
nepBbIMU ABYMA PeXUMaMMU.

| Mowuck no ICMP ocyLecTBASeTCS Ha OCHOBE PacCblIkM pPing-3anpocoB, KOTOpble MOTyT
: 6/10KMPOBaTHCA M3-3a CETEBbIX MOJAUTUK (B YaCTHOCTW, U3-3a HacTpoek bpaHamayaspa).
Hanpumep:

Ecnm B OC Windows Vista 1 ctaplue B HacTpoikax cetv 6bina 3agaHa ObwepoctynHas
cetb, T0 OC 6yseT 6/10kMpOBaTh BCE Ping-3anpochl.

. [ns cTaHuMI, 0OBHapy>XXeHHbIX B pe3yabTaTe Movcka No NepBbiM YETbIPEM pexkMMam,

3anycKaeTcs onpoc ¢ Lenbko obHapyxeHns AreHToB.

| CkaHep ceTn cnocobeH onpesennTb Hasuume Ha CTaHLmn AreHta Toabko Bepcun 4.44 v
CTaplie, HO He cnocobeH B3aMMoAencTBOBaTh C AreHTaMu 6osee paHHUX BepCum.

YCTaHOB/IEHHbIV Ha 3aliMLL@eMOM CTaHLMK AreHT ocyLLecTBAAOT 06paboTky
COOTBETCTBYHOLWMX 3anpocoB CkaHepa CETW, MOCTyMNatoLMX Ha onpeaeneHHbIn nopT. Mo
YMOYaHMIO Ucnosb3yeTca NnopT udp/2193. COOTBETCTBEHHO, 3TOT XK€ NOPT MO YMOJAYAHUIO
npeanaraetca onpawmsaTth U B CkaHepe ceTn. CkaHep ceTn AenaeT BbIBOA O HaMUMU NN
OTCYTCTBUM AreHTa Ha CTaHLMU UCXOAA N3 BO3MOXHOCTM 0bMeHa nHbopmaumen (3anpoc-
OTBET) Yepes BbllleyKa3aHHbIN NopT.

ili Ecnv Ha cTaHumm ycTaHOB/IEH 3anpeT (HanpumMep, nocpeactBoM daepBosia) npuema
nakeToB Ha udp/2193, TO AreHT He MOXeT BblTb OBHapy>KeH, a, CIef0BaTe/IbHO, C TOUKM
3peHusa CkaHepa CeTu, CUMTaeTcs, YTo AreHT Ha CTaHLMW He YCTaHOBJIEH.

3anyck CkaHepa cetn

AIISI CKaHUpoBaHuA ceTU BbiNOJIHUTEe caieayrouine AeﬁCTBMﬂZ

1.

OtkpowTte okHO CkaHepa ceTu. [lns 31oro Beibepute NyHKT AAMUHUCTPUPOBaHUe B
rnaBHOM MeHto LieHTpa ynpaBiieHuns, B OTKPbIBLUEMCA OKHe Bblibepute NyHKT
ynpasastowero meHto CkaHep Cetn. OtkpoeTtca okHo CkaHepa ceTu.

YctaHoBuTe dnar Bkarouutb nouck no ICMP, utob6bl ocyLecTBAATL MOUCK CTaHLUWI Yepes
npotokon ICMP B npeaenax 3agaHHbIX IP-agpecos.

YctaHoBuTe dnar Bkarountb nouck no TCP, uto6bl OCyLecTBAATL MOUCK CTaHLUUI Yepes
npotokon TCP B npeaenax 3agaHHbIxX IP-agpecos.

PyKkoBOACTBO aAMAHUCT paTopa
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3ajaliTe HaCTPOWMKM A5 AAHHOTO pexunma:

¢ bbicTpoe ckaHMpoBaHue. B pexxiMe BbICTPOro ckaHMPOBaHMA CETU OCYLLECTBAAETCS
OMNpOC TO/IbKO OCHOBHbIX MOPTOB Ha cTaHumax: 445, 139, 22, 80.

¢ PaclumpeHHoe ckaHMpoBaHue. B pexxnmMe pacluMpeHHOro CKaHMPOBAHMUA CETU
OCyLLEeCTBASETCA NPOBEpPKa MHOXECTBA YacToO MCMOAb3yeMbIX MOPTOB. [1opThl
CKaHWpPYrOTCA B CTPOTro ykaszaHHOM nopagke: 445, 139, 135, 1025, 1027, 3389, 22, 80, 443,
25,21,7,19,53, 110, 115, 123, 220, 464, 465, 515, 873, 990, 993, 995, 1194, 1433, 1434,
2049, 3306, 3690, 4899, 5222, 5269, 5432, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007,
6446, 9101, 9102, 9103, 10050, 10051, 8080, 8081, 98, 2193, 8090, 8091, 24554, 60177,
60179.

e Aapeca IPv4 — cnucok agpecos |Pv4:

° OAMHOYHble agpeca: 10.4.0.10

o AnanasoH vepes gepunc: 172.16.0.1-172.16.0.123

o AManasoH C UCNoAb30oBaHMeEM npedukca cetn: 192.168.0.0/24

Mpwv 3agaHnM HECKONbKUX apecoB Ucnonb3lynTe “;" uam “," B kauecTBe pasgennTens.
e Appeca IPv6 — cnucok agpecos IPv6:

o OAMHOYHbIe agpeca: £e80::9109:1808:8e44:735b%3

o AnanasoH yepes gepuc: [FC00::0001]-[FCO0: : £f£f]

o AManasoH C UCNoNb3oBaHWem npedukca cetn: [::££££:10.0.0.11/7

u.n un

I'Ip|/| 3ajaHNN HECKONbKMNX aApeCcoB I/ICI'IO}'Ib3yI\/JITe ; Wan -, B Ka4decTBe pasgenntend.

. YctaHoBuTe dnar Bkarountb nouck no NetBIOS, uto6bl ocyLLecTBAATL MOUCK CTaHL WM

yepe3 npotokon NetBIOS.
3ajanTe HaCTPONKN ANA JAHHOTO pexMMa:

e [loMeHbI — CNMCOK JOMEHOB, B KOTOPbIX OyAeT OCYLLEeCTBAATLCA MOUCK CTaHLMRA. B
KauyecTBe pasfennTens Ana HECKONbKUX JOMEHOB UCMOJb3ylTe 3anATyH.

e YctraHoBuTe dnar PaclumpeHHoe ckaHMpOBaHUe, UTOObI OCYLLECTBAATL pacLUMPEHHOE
CKaHMpOBaHMe C NCNONb30BaHNeEM MHPOPMaLMKn OT obo3peBaTenen cetu.

. YctaHoBuTe dnar Bkarountb nonck B Active Directory, utobbl ocyLecTBAATb NONCK

cTaHuui B sfomeHe Active Directory.

| [Ans noucka ctaHumii B someHe Active Directory npu nomowmn CkaHepa ceTv Heo6xoaumo,
uTo6bI BEG-Hpay3ep, B KOTOPOM OTKPbLIT LieHTp ynpaBaeHws, 6bi1 3anyLeH oT UMeH!
[LOMEHHOro MoJib30BaTeNs C NpaBamu Ha Nowck o6bekToB B fomeHe Active Directory.

Mownck cTaHumi B goMeHe Active Directory ocyliectBisercs ToNbKO Mo 3alu,eHHOMY
npoTtokosy ldaps.

3ajaliTe HaCTPOMKM A5 JAHHOTO peXxunma:

o KoHtponnep Active Directory — koHTpoanep Active Directory, Hanpumep,
dc.example.com.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ PerucrpauuoHHoe ums — pernctpaLmoHHoe nms nonb3sosatens Active Directory.

¢ Maponb — naponb nonb3osatens Active Directory.

@ [Ana Cepsepos nog OC Windows HacTpoiku noucka B Active Directory saeastoTcs

: Heobs3aTeNbHbIMW. B KauecTBe perncTpaunoHHbIX AaHHbIX MO YMOJYaHMIO UCMOb3YHOTCA
JaHHble Nosib30BaTesd, OT MMeHU KOTOPOro 3anyLieH npouecc Cepeepa (kak npasBuao
LocalSystem).

[Onsa Cepeepos nog OC cemeinctea UNIX HacTpomku JoKHbI ObITb 0683aTENLHO 3ajaHsbl.

e B BblMajatolem Crimcke 3au.|,vrra coeannHeHuA Bbl6epI/ITe T™Mn UJMCI)pOBaHHOFO obMeHa
AaHHbIMW:

o STARTTLS - nepekntoyeHve Ha 3allMLLEeHHOe COeJNHEHNE OCYLLIeCTBAAETCA Yepes
KOMaHAy STARTTLS. [1o ymon4aHu1to Ana COefuHeHua npegycMaTpmuBaeTcs
ncnosib3oBaHue 25 noprTa.

o SSL/TLS — oTKpbITb OTAe/IbHOE 3alinLleHHOoe WKdpoBaHHOe coeanHeHue. [1o
YMOJYaHWUIO ANA COefNHEeHNs npedycMaTpmuBaeTca Ucnosib3oBaHune 465 nopra.

o HeT — He ncnonb3oBath WndposaHne. ObMeH AaHHbIMY ByAET MPOMCXOANTL MO
He3alMLLEHHOMY COeANHEHWIO.

6. B pasgene O6bwime napameTpbl 3ajalTe HaCTPOWKM, UCMO/Ib3yeMble BCEMU pPeXMMaMM
nomcka:

e Tam-ayT (cek.) — MakCMManbHOE BpemMa OXMAAHMA OTBETa OT CTaHLNM B CEKYHAAX.

¢ KonnuectBo obpalyeHunin K 0o4HOM CTaHLMU — MaKCUMalbHOE KONMYECTBO OBOpaLleHnI K
O/IHOM CTaHLWNM B OXNAAHMN OTBETA.

¢ KonnuectBo ogHOBpeMeHHbIX 06palleHuii — MakcManbHOe KONNYEeCTBO CTaHLMI, K
KOTOPbIM OCYLLEeCTBAAETCA O4HOBPEMEHHOE ObpalleHue.

e YctaHoBUTe dnar MokasbiBaTb Ha3BaHUA CTaHLUM, UTOObI A1 HAWAEHHbIX CTaHLMNM
oTobpaxkanca He Tonbko ux IP-agpec, HO n gomeHHoe ums. Ecam ctaHums He
3apeructpupoBaHa Ha DNS-cepBepe, To b6yzeT BbIBOAMUTCA TONbKO ee IP-agpec.

e YctraHoBuTe dnar Onpepenatb Hannume AreHta, Utobbl onpesenaTb Haanune
YCTaHOBJ/IEHHOTO Ha CTaHLuKN AreHTa.

Ecnv onuma Onpepenatb Hannume AreHTa OTK/IOUEHa, AN BCEX HAWAEHHbIX CTaHUMn byaeT
oTobpaxaThca cTaTyc 9, T.e. COCTOAHME aHTUBMPYCHOTO MO Ha CTaHLM HEM3BECTHO.

¢ MopTt — Homep nopTa npotokona UDP no kotopomy cneayet obpallateca K AreHTam npwm
noucke. lnanasoH 3HayeHn 1-65535. No ymonuaHuto ncnonbsyercs nopt 2193.

HaxxmuTe kHonky CkaHUpoBaTh. [10C/1e 3TOro HaYHEeTCA CKaHMPOBaHWE CETW.

8. B npouecce ckaHMpOBaHMA CETU B OKHO ByaeT 3arpy>aTbCsl CMUCOK KOMMbHOTEPOB C
yKaszaHWeM Hannums Ha Hux AreHta Dr.Web.

Pa3BepHUWTe 3/1eMeHTbl KaTasiora, COOTBETCTBYHOLWME pabounm rpynnam (ZomeHam). Bce
3/IeMeHTbl KaTaaora, COOTBETCTBYHOLLME paboymMm rpynnamM v OTAeNbHbIM CTaHLMAM
MOMeyatoTca pasINYHbIMUN 3HaUKaMU, 3Ha4YeHMe KOTOPbIX NPUBEAEHO HUXE:

PyKkoBOACTBO aAMAHUCT paTopa
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3HauoK OnucaHue
Pa6ouwue rpynnbl

A Pabouwve rpynnbl, cogepkallyme B Yicae NPOYMX KOMMbIOTEPHI, HA KOTOPbIE MOXHO
ycTaHoBUWTb aHTMBUPYC Dr.Web Enterprise Security Suite.

i OctanbHble rpynnbl, BKAKOYaoWme KOMNbOTEPDLI C YCTaHOBAEHHBIM aHTUBVPYCHbIM MO nan
HEeAOCTYyrMHblE NO CETU.

Pa6bouue ctaHuumn
C AKTVBHas CTaHUMA C YyCTaHOBJEHHbIM aHTMBUPYCHbIM [10.

AKTVBHas CTaHLUMA C HEMOATBEP XKAEHHBIM CTaTyCOM aHTMBMpYCHOro MO: Ha KomnbroTepe
HeT aHTMBMpYcHoro MO, anbo Hanuume MO He NpoBepsANOCh.

DNeMeHThbl KaTanora, COOTBETCTBYHOLLME CTAHLMAM CO 3HaUKaMy B, MOXHO AOMONHUTENBHO
pa3BepHyTb 1 O3HAKOMUTLCA C COCTABOM YCTaHOBNEHHbIX KOMMOHEHTOB.
4.5. Cxema B3anmMoaencTBUA KOMMOHEHTOB aHTUBMPYCHOW CeTun
Ha pucyHke 4-2 npeactaBieHa obulas cxema pparMeHTa aHTUBMPYCHOM CETH.

[llaHHasa cxema oTobpaxkaeT aHTUBUPYCHYHO CETb, B COCTaB KOTOPOWN BXOAUT TONbKO OAUNH
Cepsep. B kpynHbIX KOMNaHWAX NPeANOYTUTENBHO Pa3BOpauMBaTh aHTUBUPYCHYHO CeTb C
Heckonbknmu CepBepaMu Ana pacnpeseneHns Harpyaku Mexay HUMK.

B saHHOM nNpuMepe aHTUBMUPYCHasA CeTb pa3BepHyTa B npegenax ogHow JIBC, ogHako ans
ycTaHoBKM 1 paboTbl Dr.Web Enterprise Security Suite 1 aHTUBMPYCHbIX NaKeTOB HAaXOXAeHWe
KOMMbIOTEPOB B Npegenax kakor-nn6o JIBC Heobs3zaTeslbHO, AOCTaTOYHO JOCTyMNa B
NHTepHerT.

PyKkoBOACTBO aAMAHUCT paTopa

95



14
X
I\

A
K5

FnaBa 4: KoOMNOHeHTbI aHTUBUPYCHO ceTU U UX UHTepdeiic

Cepsep Dr.Web = === HTTP/HTTPS

LleHTp ynpaBaeHvs 6e30nacHOCTbHO

Dr.Web CeTb Ha ocHoBe TCP/IP

& & g
|

< o He3alwuLleHHbIN ToKaabHbIN
3aLWMLLeHHbIN 1OKaNbHbIA KOMMbIOTEP
KOMMbtoTEP

PucyHok 4-2. CTpyKTypa aHTMBUPYCHOW ceTu

Mpwm 3anycke CepBepa Dr.Web BbinonHserca cneayrowas nociefoBaTe/IbHOCTb AeUCTBUN:

5.
6.

. 3arpy3ka dannos Cepepa Dr.Web un3 katanora bin.

3arpy3ka MNnaHuposLymka 3agaHunin Cepsepa.

3arpyska katanora LLeHTPaaM30BaHHOM YCTaHOBKWU 1 KaTaaora OOHOBEH WS,
MHULMaNM3aLmMsa CUCTEMbI CUTHANbHOTO MHGOPMUPOBAHUS (CMCTEMBI OMOBELLEHNI).

MNMposepka wenoctHoctn b/l CepBepa.
BoinonHeHwue 3agaHunii MnaHuposmka 3agaHni Cepsepa.

OxunpaHne nHpopmaumm ot Arento Dr.Web n komaHg ot LieHTpoB ynpaBaeHus.

Becb NOTOK KOMaHZA, A@aHHbIX U CTAaTUCTUUYECKOM MHGOPMALMMN B aHTUBUPYCHOW CeTU B
obsazatenbHoM nopsagke npoxoaunt yepes Cepsep Dr.Web. LieHTp ynpasaeHusa Takke
obmeHumBaeTca nHopMaLmen Tonbko ¢ CepBepoM; M3MeHEHUs B KOHUrypaumm paboyein
CTaHUMK n nepegava koMaHa AreHty Dr\Web ocyuiectensetca CepeepoM Ha OCHOBE KOMaHJ,
LleHTpa ynpaBaeHus.

PyKkoBOACTBO aAMAHUCT paTopa
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Taknm obpa3oM, nornyeckas CTpyktypa dparmeHTa aHTUBMPYCHOM CETU UMEET BUJ,
NpeACTaBAEHHbIN Ha pUcyHke 4-3.

E Cepaep Dr.Web = === HTTP/HTTPS
L* LleHTp ynpaeieHus 6e30mMacHOCTbIO Cetb Ha ocose TCP/IP
S Dr.Web
0 3alLULLLEHHBIV 10KaNbHbIA KOMMbIOTE - llperE COHEEIEETT (EPEE
E Ly, P HTTP/HTTPS
E BCO Dr.Web

PucyHok 4-3. Jlornueckas CTpyKTypa aHTUBUPYCHOW ceTu

Mexay CepBepoM 1 pabourmm cTaHUUAMM (CNIOWHAA TOHKasA JUHUSA Ha pUCYHKe 4-3)
nepegatorcs:

e 3anpocbl AreHTa Ha NoJlyYeHMne LLeHTPaM30BaHHOrO PacnmcaHna U LeHTPaANn3oBaHHOE
pacnucaHve gaHHon pabouyer CTaHLMK,
® HaCTpOWKkM AreHTa U aHTUBMPYCHOrO NakerTa,

e 3anpockl Ha oYepeaHble 3aJaHns, Noj/exallme BbiMONHEHNIO (CKaHMPOBaHMe,
obHOB/IeHWe BUPYCHbIX 6a3 u T.Nn.),

e Gannbl aHTUBMPYCHbIX NAaKeTOB — MPWU NOJyYeHUM AreHTOM 3aJaHna Ha UX YCTaHOBKY,

PyKkoBOACTBO aAMAHUCT paTopa
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obHoBneHuna MO n BUPYCHbIX 6a3 - npv BbIMONHEHWW 3aaHNA Ha O6HOBIIeHVIe,

coobueHns AreHTa o KoHOUrypaumm paboyen ctaHLmK,

CTaTUCTMKA paboTbl AreHTa Y aHTUBUPYCHbIX MaKeTOB A5 BKAFOUEHWUS B LLEHTPaIM30BaHHbIN
XypHan,

COO6LLI,€HI/IFI O BUPYCHbIX cobbITUAX 1 Apyrux noanexatinx C])VIKC&LI,VII/I cobbITUSAX.

O6bem Tpaduka mexay pabourmu ctaHumamm n Cepepom, B 3aBUCMMOCTU OT HaCTpoekK
paboumx CTaHUUIN N UX KONMYECTBA, MOXET ObiTb BECbMa 3HauMTeIbHbIM. [To3TOMY
aHTMBUpYcHas ceTb Dr.Web Enterprise Security Suite npegycmaTtprBaeT BO3MOXHOCTb
kKoMnpeccun Tpadurka. OnvcaHve NCnoab30BaHMA 3TOro GakyNbTaTUBHOTO PeXMMA CM. HUXKE,
n. Acnonb3oBaHue WNPpPoBaHUa U CKaTua Tpaduka.

Tpadvk mexxay CepepoM 1 pabouyen cTaHLMEN MOXHO 3alwmdpoBaTh. ITO NO3BOASET
n3bexaTb pasrialleHna CBeAeHNI, NnepejaBaeMblX MO ONUCbIBAEMOMY KaHany, a Takoke
noameHsl MO, 3arpy>xaemoro Ha paboune ctaHUMK. 1O yMOAYAHMIO 3Ta BO3SMOXHOCTb
BKItoUeHa. OnvcaHne NCNoab30BaHMA 3TOrO pexXnma CM. HuXe, N. cnosnb3oBaHune
windpoBaHNd 1 okatna Tpaduka.

Ot Beb-cepBepa ob6HoBneHM k Cepepy Dr.Web (cnnowHas Tonctasa AMHUA Ha pUcyHKe 4-3)
nepeaaroTcs, C UCNonb3oBaHnem npotokona HTTP, dalinbl, HeobxoanMble AfA penanKaLmm
LeHTpan30BaHHbIX KaTaNoroB yCTaHOBKM N OOHOBNEHUS, 1 ciyxebHasa nHGopmMaLuma o xoje
3Toro npoduecca. LlenoctHocte nepesaBaemoint uHpopmauum (parinos MO Dr.Web Enterprise
Security Suite 1 aHTUBMPYCHBIX MakeToB) obecneunBaeTCs NCNOAb30BaHMEM MeXaHM3Ma
KOHTPOJ/IbHbIX CyMM: MOBPEXAEHHbIN NPWU Nepecblake Ui NogMeHeHHbIN dalin He byaeT
npuHAT CepBepom.

Mexay CepsepoM u LieHTpom ynpasaeHus (MyHKTUPHaA NMHUA Ha pucyHke 4-3) nepeAatoTcs
cBefeHuna o KoHourypaummn Cepsepa (Bkatovas MHGOpMaL Mo O TONONOTUN CETU) U
HacTporkn paboumx cTaHumMin. Ta HGopmMaLma Bu3yanmsmnpyetcsa B LieHTpe ynpaBneHus, u, B
CNyyae n3MeHeHua noab3osatenem (agMMHUCTPATOPOM aHTUBUPYCHOM CeTU) Kaknx-nmbo
HacTpoek, MHPOpMaLMA O BHECEHHbIX U3MeHeHUAX rnepegaeTca Ha Cepsep.

YctaHoBneHve coeanHenuns LieHTpa ynpasneHus ¢ BoibpaHHbIM CepBepOM MPOM3BOAMTCA
TONbKO NOCAe ayTeHTUdUKaLMM aMUHNCTPATOPa aHTUBMPYCHOW CETU NOCPEACTBOM BBOJA
ero pervcTpaumoHHOro MeHn 1 Napons Ha gaHHoMm Cepsepe.

PyKkoBOACTBO aAMAHUCT paTopa
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naBa 5: AAgMMHUCTpPaTOPbl aHTUBMPYCHOMN CeTn

PekomeHayeTcs Ha3zHayaTb aAMUHUCTPATOPOM aHTUBUPYCHOW CETU HaZeXHOro,
KBaAMOULMPOBaHHOIO PaboTHMKA, UMEHOLLLEro OMnbIT aAMUHNCTPUPOBAHMSA JIOKAaIbHON CETU 1
KOMMETeHTHOro B BOMPOCax aHTUBUPYCHOW 3aLUmThl. TaKOW COTPYAHUK AONXKEH UMETb
MOJIHbIN AOCTYN K KaTanoram yctaHoBku Cepepa Dr.Web. B 3aBucMMoCT OT noanTukm
6€e30nacHOCTM B OpraHn3aLmnm 1 KagpoBor CUTyaLmn, agMUHUCTPATOP aHTUBUPYCHON ceTu
NMBO AONXKEH NoyYaTb MONHOMOUMA agMUHUCTPaTOPa NoKaabHOW ceTn, iMbo paboTaTth B
TECHOM KOHTaKTe C TakKuM JINLLOM.

| ALMUHNCTPaTOPY aHTUBUPYCHOW CETU ANS TEKYLLErO yrpaB/eHVs aHTMBUPYCHOM CETbIO He
: TpebyroTCA aAMUHUCTPATMBHBIE MOJHOMOYMA Ha KOMMbOTEPAX, BKIKOUEHHbBIX B 3Ty

aHTVBUPYCHytO ceTb. OfHaKo yAaneHHas ycTaHOBKa v genHcTannsaumvs MO AreHta BO3MoXHa
TOJIbKO B JIOKaJbHOW CETU 1 TpebyeT MOJIHOMOUMIA aAMUHUCTPaTOpa B 3TOM CETH, @ OTaakka
CepBepa Dr.Web — nonHoro gocrtyna k kataaory ero yctaHoBKMU.

Mpw NNaHMPOBaHWM aHTUBUPYCHOM CETU PEeKOMEHAYeTCs Takke CPOPMUPOBaTh NepeyeHb
JINL, KOTOPbIE AO/IKHbI UMeTb A0CTyn K LieHTpy ynpaBaeHus No CBOVM JOXKHOCTHbIM
0653aHHOCTAM, ¥ MOATOTOBUTL NepeyeHb POsiel CO CMUCKOM GYHKLMOHANbHbIX
06A3aHHOCTEN, 3aKPEeNnIeHHbIX 3a KaXXAa0M ponbio. Jna Kaxaon poam HeobxoanMMo co3sath

aAMVHWCTPATUBHYIO rpynny. ACCOLMaLNA KOHKPETHbIX aAMUHUCTPATOPOB C POASMMU
OCYyLLEeCTBASETCA NyTEM pa3MeLLeHNs UX yYeTHbIX 3anuncer B aAMUHNCTPATUBHBIX Fpynnax.

Mpu HeOHXOAMMOCTM aAMUHNCTPATUBHbIE TPYMMbI (POAN) MOXHO NepapXnYecku
rpynnupoBaTb B MHOFOYPOBHEBYH CUCTEMY C BO3MOXHOCTbHO MHAMBUAYaNbHON HACTPOMKM

dAMUHWCTPATUBHBIX MPaB AOCTYMad ANA Ka>XKA0ro ypoBHA.

5.1. AyteHTdPUnKauma agMMHUCTPaTOPOB

AyTeHTdMKaLMa agMUHUCTPaTopa AnA nogkatoueHunn K Cepsepy Dr.Web BosmodkHa
cnepyrowumMm cnocobamm:
e C xpaHeHMeM ZaHHbIx 06 agmuHucTpatopax B b/l Cepepa.

e C nomouwpto HacTpoek LDAP/AD, no3sonsatowmx nogkntoveHme k cepsepam LDAP n Active
Directory.

e C ncnonsbsosaHmem RADIUS-npoTokona.

e C ucnonb3oBaHnem PAM (tonbko nog OC cemerictea UNIX).

Mpu o6HoBNeHMK CepBepa C NpeablayLLen BepCUmM Takke MOryT ObiTb AOCTYMHbI CaeaytoLine
TUNbI ayTeHTUOUKaLMK (eCIM OHU BbIIN BKAKOYEHBI B NPeablAyLLEN BEPCUN):

f IE Mocne oTKNOUYEHUS AaHHbIX TUMOB ayTeHTUOUKaLMM MX pa3zenbl OyAyT NCKIHOYeHb! 13
HacTpoek LleHTpa ynpaBaeHws.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpu nepBuuHON ycTaHOBKe CepBepa faHHble pasiebl He MPejoCTaBAAOTCA.

e C nomouwpto Active Directory (B Bepcmax Cepeepa ana OC Windows).

e C ncnonb3osaHmem LDAP-npoTokona.

Metoabl ayTeHTUPMKaLLMM NCNO/Ib3YIOTCA MOC/IEA0BaTE/IbHO COM/IaCcHO C/1eAy oL UM
npyHLMNam:

1. MepBoW Bcerga ocyLwecTBASETCA NOMNbITKa ayTeHTUGUKaLMM agMUHUCTpaTopa 13 b/
Cepsepa.

2. MNopsAAOK NCNONb30BAHUSA METOA0B ayTeHTUUKALUN Yepe3 BHELLHWNE CUCTEMbI 3aBUCUT OT
nopsaka ux cnefoBaHUs B HacTpoKKax, 3aZiaBaeMbix B LieHTpe ynpaBaeHus.

3. MeTOAbI ayTeHTI/I(I)I/IKaLl,VIVI yepe3 BHeWHne cMcteMbl No yMOAYaHUHKO OTKJHOYEHbI.

A.l'lil U3MeHeHUA nopaakKa NCnosib3oBaHNA MeToA0B aYTEHTVIq)VIKaU.VIVI:

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasaeHus.
2. B ynpasnsatowem MeHto Bbibepute pasgen AyreHTudpumkaumsa.

3. B oTKpbIBLUEMCS OKHe MpeACTaBAeH CMUCOK TUMOB ayTeHTUPMKALIMM B TOM MOPALKE, B
KOTOPOM OHM MUCMOb3YHOTCA. [1ns M3MEeHeHUs nopsjaka ciefoBaHUs nepeTtalimTe
(drag'n'drop) meToapl ayTeHTUdMKALMM B CMIUCKE N Ppa3MeCTUTe UX B TaKOM NOpPsJKe, B
KakoM HeobXoAMMO NPOBOANTL ayTEHTUDUKALMIO.

4. [Ana npuHATUA n3MeHeHnn nepesarpysute Cepsep.
ilf PeFVICTpaLI,VIOHHoe nMAa agMUHUCTPaTOpPa AO0JIXKHO ObITb YHVKa/1bHbIM.
|_|0,£I,KI1I-OLIEHI/Ie AAMNHUCTPATOPOB Yepe3 BHELWHNE CUCTEMDI ayTeHTI/Iq)I/IKaLI,MVI 6y,u,eT

HEBO3MOXHO, ec/n Ha CepBepe yxe CylLecTBYeT agMUHUCTPATOP C TaKMM e
PErvCcTPaLMOHHBIM UMEHEM.

Mpw Ka>KaoM COXpaHeHUN M3MeHeHWn pa3gena AyTeHTudUKaumsa aBToMaTMYeCKm
COXpaHseTca pe3epBHas KONWs NpeabliayLliei Bepcum KoHGUrypaumoHHoro darna ¢
napamMeTpamu ayTeHTMdrKaLumm agMUHUCTPaTOPOB. XpaHeHuto noanexat 10 nocnesHux
KOMuiA.

Pe3epBHble KOMUM pacrofiaratoTcs B TOM e KaTasJore, Yto U cam KOHOUrypaLUMoHHbIV daiin,
M Ha3bIBalOTCA B COOTBETCTBUM CO C/IEAYHOLLM GOPMaTOM:

<ums_cpalina> <epems_co30aHus>

rae <ums_gpaling> 3aBUCUT OT CUCTEMBbI ayTeHTUOUKAaLWK: auth-ads.conf, auth-

ldap.conf, auth-radius.conf, auth-pam.conf.

Bbl MOXKeTe MCMO/Ib30BaTh CO3AaHHblE Pe3epBHble KOMUKM, B YaCTHOCTY, A1l BOCCTAHOBJIEHUs!
KOHdUrypaLmoHHoro daiina B ciyyae, ecin uHtepdeiic LleHTpa ynpaBaeHys HefoCTyneH.
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5.1.1. Aytrentudpukaumna agmmHuctpatopos us b/l Cepeepa

MeTog ayTeHTUdUKaLUK C XpaHeHVEM JaHHblX 06 agmuHucTpaTopax B b/l Cepsepa
MCNO/Ib3YeTCs MO YMONUAHMIO.

AJ’IH ynpaB/ieHUA CNMCKOM agMUHUCTPaTOPOB:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.

2. B ynpaBnstowem MeHto Bbibepute pasgen AamuHuctpatopbl. OTKPOETCA CNUCOK BCeX
aamunHuctpatopos Cepsepa.

MoapobHee cM. N. AAMUHUCTPATOPbI U aAMUHUCTPATUBHbIE TPYAMbL.

5.1.2. AyteHTudpukaumsa c ncnoabsosaHnem LDAP/AD

Ana BknroueHnsa ayreHTudumkauymm yepes LDAP/AD:

1. BoibepuTe NyHKT ABMUHUCTPUPOBaHME B M1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B ynpasnstowem MeHo Bbibepute pasgen AyTteHTudunkauma.

3. B oTkpbiBWEMCS OKHe 3arauTe B pa3gen LDAP/AD-ayTeHTudMKauma.

4. YcraHosuTe ¢pnar Ucnonbsosatb LDAP/AD-ayTeHTUdMKaumio.

5. Haxxmute kHonky CoxpaHUTb.

6. [nsa npuHATMA n3MeHeHnI nepesarpy3ute Cepsep.

HacTpovika ayteHTudumKaumm ¢ ncnonb3osaHnem LDAP-npoTokona BO3MOXHa Ha 1t060M

LDAP-cepBepe. Takxe € UCMONb30BaHMEM 3TOrO MexaHM3Ma MOXHO HacTpouTb CepBep Noj
OC cemerictBa UNIX ans ayteHTndukaymm B Active Directory Ha JOMEHHOM KOHTpoepe.

Ana ynobcTBa Nosb3oBaTena B pasjene NpejocTaBaAfaeTcd BO3MOXHOCTb NepekntoUYeHNs
MeXJy YNPOLLEHHbIM U paclUMPEHHbIM BapMaHTaMmn HacTpoek ayTeHTudurKaLmm yepes
LDAP/AD.

| Hactpolikn LDAP/AD-ayTeHTUdUKa LMW cOXpaHatoTca B paline KoHdurypaumm auth-1ldap-
: rfc4515.conf.

Takoke NpesoCcTaBAAOTCA KOHOUIypaLWOHHbIe Galiibl C TUMOBLIMU HaCTPOMKaMu: auth-
ldap-rfc4515-check-group.conf, auth-ldap-rfc4515-check-group-
novar.conf, auth-ldap-rfc4515-simple-login.conf.

OnucaHve oCHOBHbIX XMl-aTpnbyToB ayTeHTUdMKaLMM NPUBELEHO B AOKYMEHTE
MpwunoxxeHuns, B [IpunoxeHun C3.

PyKkoBOACTBO aAMAHUCT paTopa
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5.1.3. AyteHTudpukaumsa c ncnoabsosaHmem RADIUS

Ana Bkarouenuns ayreHtudpumkauymm yepes RADIUS:

BbibepuTte nyHKT AAMUHMCTPUPOBaHME B rN1aBHOM MeHto LieHTpa ynpasaeHums.
B ynpasnasatowem MeHto Bbibepute pasgen AyreHTudpumkaumsa.

B oTkpbiBWEMCA OkHe 3ananTe B pa3sen RADIUS-ayTeHTUdMKaLuma.
Ycranosute ¢pnar Ucnonbsosatb RADIUS-ayTeHTUdUKaumio.

Ha>xxmute kHonky CoXpaHUTb.

S A

Ana npuHATUA n3MeHeHUn nepesarpy3ute Cepsep.

[Ans vcnonb3oBaHMAa npoTtokona ayteHTudunkaunm RADIUS HeobxoanmMo pa3BepHyTb cepBep,
peanunsyroLLmMii 3TOT NpoToKo, HanpumMmep, freeradius (nogpobHOCTU CM. Ha

http://freeradius.org/).

B LleHTpe ynpaBaeHms HacTpamBatoTca caegyrowme napamMmeTpsl paboTsl ¢ cepsepom RADIUS:

e Cepsep, MNMopr, Naponb — napameTpbl nogxkntoveHns k cepsepy RADIUS: IP-agpec/DNS-nms,
HOMep NopTa, Naposib (CekpeT) COOTBETCTBEHHO.

e Tarim-ayT — BpemMa oxungaHus oteeTta ot cepeepa RADIUS B cekyHpaax.

¢ KoamuecTBO NOBTOPHbIX MNOMBLITOK — KOJIMYECTBO NMOBTOPHbIX MOMbITOK COEANHEHNSA C
cepsepom RADIUS.

Takke A1 HACTPOMKM AOMONHUTENbHbIX NapameTpoB RADIUS moryTt ncnoab3oBatbCs:

e KoHouUrypaumnoHHbin danne auth-radius.conf, pacCnoNOXeHHbIV B KaTanore etc
Cepsepa.

NMoMnMOo napaMeTpoB, HacTpanBaeMbix Yepes LieHTp ynpaBneHus, yepes
KOHOUTypaLMOHHbIN dann Bbl MOXeTe 3aAaTb 3HaveHne naeHtnoukatopa NAS. JaHHbIN
naeHTndukaTop cornacHo RFC 2865 moxeT 6bITb ncnonb3osaH BMecTo IP-agpeca/DNS-
UMeHW B KayecTBe naeHTudunkatopa KimeHTa npu nogkitoueHnm kK cepsepy RADIUS. B
KOHPUrypaLMOHHOM daline XpaHWUTCA B CefytoLLeM BUAE:

<!-- NAS identifier, optional, default - hostname -->
<nas-id value="drwcs"/>

e CnoBapb dictionary.drweb, pacnosoXeHHbIV B KaTanore etc CepBepa.

CnoBapb xpaHuT Habop atpubyTtoB RADIUS komnaHun «Joktop Beb» (VSA — Vendor-
Specific Attributes).

5.1.4. AyteHTudukaumusa c ucnosabsosaHnem PAM

Ana BkaroueHnsa ayteHTuduKaumm yepes PAM:

1. BoibepuTe NyHKT ABMUHUCTPUPOBaHME B M1aBHOM MeHto LleHTpa ynpaBaeHus.

PyKkoBOACTBO aAMAHUCT paTopa
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B ynpasasatowem mMeHto Bbibepute pasgen AyreHTudpumkaumsa.
B oTkpbiBLIEMCA OKHe 3aranTe B pa3sen PAM-ayTeHTUdunKaums.
Ycranosute ¢psiar Ucnonbsosatb PAM-ayTeHTUdMKaLUIO.

Haxxmute kHonky CoxpaHUTb.

o A W

Ans NpuHATUA n3MeHeHn nepesarpy3uTe Cepsep.

AyTeHTndumKauma Ha ocHoee PAM nog OC cemenctBa UNIX ocylecTBasieTcd MOCpPeaCTBOM
NoAKAOYaeMbIX MOAyNen ayTeHTUUKaL MW,

Ans Hactpovikn NnapameTpoB PAM-ayTeHTUdMKaLMM Bbl MOXeETe MCNOAb30BaTh CeAytoLLMe
Ccrnocobsl:

e Hactponkn metoga ayteHTUdMKauumn yepes LieHTp ynpaBneHus: B pasgene
ApmMmuHuctpupoBaHue — AyteHTndukauua — PAM-ayTteHTndmkaums.

o KoHdUrypaumoHHbIn Gann auth-pam. xml, pacnosioXeHHbIV B kaTanore etc Cepepa.
Mpumep KoOHOUTypaLMoHHOTo danna:

<!-- Enable this authorization module -->
<enabled value="no" />
<!-- This authorization module number in the stack -->
<order value="50" />
<!-- PAM service name>'" -->
<service name="drwcs" />
<!-- PAM data to be queried: PAM stack must return INT zero/non-zero —->
<admin-flag mandatory="no" name="DrWeb ESuite Admin" />

OnucaHne napameTpoB PAM-ayTeHTU¢dMKaL MK, HacTpanBaembix Ha ctopoHe Dr.Web
Enterprise Security Suite

AnemeHT LleHTpa SnemeHTbl daiina auth-pam.xml OnucaHue
ynpaBseHus

Tor ATtpnbyr [Jonyctumbie

3HaueHus

®nar <enabled> |value yes | no ®nar, onpezenstowmnii, 6yset am
Ncnonb3zoBatb ncrnonb3oBaTtbcs metog PAM-
PAM- ayTeHTUbMKaumn.
ayTeHTUUKaLmo
Vcnonb3yiite corder> vatne uenouncneHHo  Mopsgkosbii Homep PAM-
nepemackusaHue e 3HaueHwe, ayTeHTMdMKaLMM Npm MCNOb30BaHUN

COrlacoBaHHOE HEeCKOJIbKMX METOAOB ayTeHTUdMKALWN.
CO 3HauyeHVAMH

ApYruX
MeTo40B

<service> name
MNone HasBaHue - Vims cepBuca, koTopoe byzet

CnyXK6bI MCMONb30BaHO Ans co3gaHus PAM-

PyKkoBOACTBO aAMAHUCT paTopa
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AnemeHT LleHTpa

ynpaB/ieHus
Tar
®nar <admin-
o flag>
Ynpasnsowui g
dnar obszareneH
<admin-
MNone HassaHue admin
flag>
yrnpaB/ifitoLLEero
dnara

ATpubyr

mandatory

name

Aonyctumble

dnemeHTbl ¢aiina auth-pam.xml

3HaueHuA

yes

no
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OnucaHue

KOHTeKcTa. PAM MOXeT cumtaTb MOJIUTUKK
NS JaHHOTO CcepBuca

3 /etc/pam.d/<umd cepsuca> win

n3 /etc/pam.conf, ecan dain He
CyLLecTByeT.

Ecan napametp He 3agaH (HeT Tera
<service> B KOHPUrypaLMOHHOM
daline), To N0 yMONUAHMIO UCMONb3yeTcs
mmsa drwcs.

MapameTp, onpeAenstoWwni, aBaseTcs v
0653aTesIbHbIM yNpaBastoLWMiA daar ans
UAEHTUOVKALMM NONb30BaTeNs Kak
aAMuHUCTpaTopa.

Mo ymonuaHuio — yes.

Kntou-ctpoka, no kotopoii y PAM-
Mozynel byaet npountaH daar.

Mo ymonuanuo —
DrWeb ESuite Admin.

Mpwn HacTpowke paboTbl Moayne PAM-ayTeHTUGUKaLMKM, UCMONb3YATE NapaMeTpbl,

3aflaBaemble Ha ctopoHe Dr.Web Enterprise Security Suite, B ToM uncie yunTbiBaite 3HaueHus,

npunceamBaeMble NO YMONAYAHWUIO, Aa>Ke eC/I MapaMeTp He Obin 3ajaH.

5.1.5. AyteHtudpukauymsa c ncnonbzosaHnem Active Directory

A

JaHHbI pa3gen JOCTyneH ANs HacTpokv yepes LieHTp ynpaBieHns Toibko npu
o6HoBneHwn CepBepa C NpesbiayLien Bepcun. Nocne oTKIOUEHMS JaHHOTO TvMa

ayTeHTUOMKaLMM ee paszen 6yaeT UCKNOUeH U3 HacTpoek LleHTpa ynpasaeHus.

Mpw nepBuYHON ycTaHoBKe CepBepa faHHbI pa3aen HefoCTyrneH.

Ana BknroueHns ayreHTudumkaumm yepes Active Directory:

1

2
3.
4

. YctaHoBuTe ¢pnar Ucnonb3oBaTtb ayteHTUPUuKaumto Microsoft Active Directory.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeH LieHTpa ynpasieHus.
B ynpasastowemM MeHto Bbibepute passen AyreHTudpukaums.

B oTkpbiBWEMCA OkHe 3ananTe B pa3sen Microsoft Active Directory.

PyKkoBOACTBO aAMAHUCT paTopa
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5. Haxxmute kHonky CoxpaHUTb.

6. [na npvHATUA n3MeHeHUn nepesarpy3ute Cepsep.

Mpw ayTeHTUOMKaLMn agMmuHncTpatopoBs u3 Active Directory B LleHTpe ynpaBaeHuns
HacTpanBaeTCs TO/IbKO pa3peLleHne NCNob30BaHUs JaHHOTO MeToAa ayTeHTMdUKaLUn.

PesakTnpoBaHue CBOMCTB agMUHUCTpaTopoB Active Directory ocyluecTBAseTCA BPYUHYHO Ha
cepsepe Active Directory.

Ana pepaktnpoBaHua agmuHuctpatopoB Active Directory:

ili Cnegyroline onepaumm Heob6xoaMMo BbINoHATL Ha [K, rae npucyTcTByeT ocHacTka A/is
aaMuHUCTpupoBaHusa Active Directory.

1. [lns BO3IMOXHOCTU pesakTMpOBaHUsA NapaMeTpoB aAMUHUCTPATOPOB HEOHXOANMO
BbINOJIHUTb CeAytoLlme onepauun:

a) [Ana mognoukaumm cxembl Active Directory 3anyctute ytmamty drweb-11.00.1~
<cbopka>-esuite-modify-ad-schema-<gepcua OC>.exe (BXOANT B ANCTPUOYTMB
Cepsepa Dr.Web).

Moaundukauma cxembl Active Directory MO>XeT 3aHATb HEKOTOpOe Bpems. B
3aBMCMMOCTM OT KOHPUTypaLmu Ballero JOMeHa, A8 CUHXPOHU3aLUNN U MPUMEHEH A
MOANDULMPOBAHHOW CXeMbl MOXeT NoTpeboBaTbCs A0 5 MUHYT 1 6onee.

| Ecaun paHee 6bi1a npousBeseHa Moaubukaums cxembl Active Directory ¢ ncnonb3oBaHvem
JAaHHOM yTuAuTbl OT 6 Bepcumn CepBepa, HET HEOHXOAMMOCTN MOBTOPHO BbIMOAHATH
MoanduKaumo ¢ ncnonbloBaHuvem ytmauntel ot 11.0.2 Bepcun Cepsepa.

b) Ans peructpaunn ocHactkm Active Directory Schema (Cxema Active Directory)
BbINMOJHUTE C aAMUHUCTPATUBHbBIMM MOJTHOMOUMAMWN KOMaHAy regsvr 32
schmmgmt .d11, mocae yero 3anyctmte mmc n gobasbTe ocHacTky Active Directory
Schema.

c) Wcnonb3ya pobasneHHyto ocHacTtky Active Directory Schema, gobaBbTe k knaccy User u
(ecnn HeobxoaMMoO) K Knaccy Group BcriomoraTenbHbin kiacc DrWebEnterpriseUser.

DrWebEnterpriseUser moxeT 6biTb He HalgeH. B TakoM cnydae NofoXAWUTE HEKOTOpPOe
BpeMA 1 MOBTOPUTE MOMbITKY COFNACHO M. €).

@ Ecav npuMeHeHWe MOAVGULMPOBaHHOM CXeMbI eLle He 3aBepLUnIOCh, Kace

d) CagMUHUCTPaTUBHBIMW MONHOMOUMAMM 3anycTuTe darn drweb-11.00.1-<cbopka>-
esuite-aduac-<gepcuqa OC>.msi (BxoauT B anctpmbytns Dr.Web Enterprise Security
Suite 11.0.2) n AOXANTECH OKOHYAHWSA YCTaHOBKMW.

2. Mpaduueckmii nHTepdenc ans pesakTMpoBaHMsa aTpMOYTOB A4OCTYNEH Ha NaHenu
ynpasneHusa Active Directory Users and Computers — B pasgene Users — B OkHe
pesfakTMpOBaHNA CBONCTB BbiIbpaHHOro nosb3oBatesns Administrator Properties — Ha
Bknagke Dr.Web Authentication.

PyKkoBOACTBO aAMAHUCT paTopa

105



A7

-
g

A
d
A

FnaBa 5: AAMMHMUCTPaTOPbl aHTMBUPYCHOW CeTU

3. [nda pesaktmpoBaHuUs JOCTYMNeH Cieytowmi napameTp (3HaveHne atpmbyta MoXeT 6bITb
yes, no nav not set):

User is administrator — yka3biBaeT Ha TO, UTO NOAb30BaTENb — MOJHOMPABHbIM
aAMUHUNCTpaTOp.

AnroputMmbl NpuHUMNG paboTbl 1 pa3bopa aTprbyTOB NPU ayTeHTUGUKALM NPUBEAEHbI B
AokymeHTe Mpunodkenus, B [punoxennn C1.

5.1.6. AyteHTUdUKaumusa c ucnoabsosaHuem LDAP

ili JaHHbIA pa3gen JOCTyNeH ANs HacTPOkv yepes LieHTp ynpas/ieHns To/ibko npu
: o6HoBneHwn CepBepa ¢ npegblgyLenn Bepcun. [ocne oTKIOUEHMS JaHHOTO TvMa
ayTeHTUOMKaLMKM ee pasgen ByAeT UCKNOUEH U3 HacTpoek LieHTpa ynpaBaeHus.

Mpu nepBrUHON ycTaHOBKe CepBepa AaHHbIV pasfen HeJoCTyneH.

Ana BiroueHuns ayreHtudpumkaumm yepes LDAP:

1. BbibepuTe NyHKT AAMMUHUCTPUPOBaHME B 1aBHOM MeHIO LleHTpa ynpasaeHus.
B ynpaBnsatowem meHto BbibepuTte pasgen AyTeHTuguKaums.
B oTkpbIiBLIEMCA OKHe 3ananTe B pa3sen LDAP-ayTeHTUdMKaLmsa.

YcraHosuTe ¢nar Ucnonbsosatb LDAP-ayTeHTUDMKaLMIO.

vk W

Haxxmute kHonky CoxpaHUTb.

6. [na npuHATMA n3MeHeHM nepesarpy3ute Cepaep.

HacTtpolika ayTeHTMdMKaLmm c ncnosbloBaHneM LDAP-npoTokona BO3MOXHa Ha N1t0boMm
LDAP-cepBepe. Take € NCMONb30BaHMEM 3TOrO MexaHM3Ma MOXHO HacTpouTb CepBep Nog
OC cemerictBa UNIX ans ayteHTndukaymm B Active Directory Ha JOMEHHOM KOHTpoepe.

| Hactpovikv LDAP-ayTeHTUdMKaLMM COXpaHALOTCA B Gaine KoHurypaumm auth-
° ldap.conft.

OnwucaHve oCHOBHbIX XMl-aTpnbyToB ayTeHTUdMKaLMM NPUBELEHO B AOKYMEHTE
Mpwuno>xeHus, B [punoxeHun C2.

B otanume ot Active Directory, MexaHM3M MOXHO HacTpouTb Ha Atobyto cxemy LDAP. Mo
YMOUYaHWIO OCYLLEeCTBAAETCA NOMbITKa NCNoab3oBaHus atpmbytos Dr.Web Enterprise Security
Suite, kak oHM onpegeneHbl ana Active Directory.

Mpouecc ayteHTndpukauum LDAP cBogutca K cnepyrowemy:

1. Appec LDAP-cepBepa 3asaetca yepes LleHTp ynpaBaeHnsa nam B KOHGUrypaumoHHomMm xmil-
danne.

PyKkoBOACTBO aAMAHUCT paTopa
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2. [Ans 3ajaHHOrO MMEHM NOJ/Ib30BATENA BbIMOJHAKTCSA CefyoLine AeNCTBUSA:

o OcywectBnaetca TpaHcnauma umerHn B DN (Distinguished Name) ¢ ncnonbsoBaHunem
DOS-noso6HbIX Macok (C NCMoab30BaHMEM CMMBOA *), eCv NpaBuia 3ajaHbl.

° Ocle.I,eCTBﬂﬂeTCﬂ TpaHChAUMA UMEHN B DN ¢ ncnosb3soBaHmnem perynapHbix Bpra)KeHVII7I,
ecnn npasunia 3ajaHbl.

e VIicnonb3yeTcs NoNb30BaTENbCKMIA CKPUNT TpaHCAAUUn nmeH B DN, eciv oH 3agaH B
HacTpoMKax.

e B cnyvae, ecam He NOAOLLNO HU OAHO M3 NpaBua Npeobpa3oBaHUs, 3aZaHHOE UMS
MCNONb3YeTCa KakK ecTb.

@ dopmaT 3ajaHna MMeHM NoNb30oBaTeNs HUKaK He onpejenseTca n He GUKCMpyeTca — OH
MOXET ObITb TakMM, KakK 3TO NPUHATO B AaHHOI7I opraHmsaumu, T.e. NPpUHyaAUTEIbHasa
mMoaundurkauma cxembl LDAP He Tpebyetca. MNpeobpa3oBaHve nog AaHHYHO cxemy
OCYLLLeCTB/IAETCA C UCMONb30BaHWeM npaswa TpaHaiaumm umeH 8 LDAP DN.

3. Mocne TpaHcaauum, Kak 1 B cayyae ¢ Active Directory, c nomoupto nonydeHHoro DN un
BBEZIeHHOr0 NapoA OCyLEeCTBAAETCA MOMNbITKa perucrpaummn JaHHoro noab3osaTens Ha
ykaszaHHom LDAP-cepsepe.

4. 3ateMm, Tak Xe kak 1 B Active Directory, uitatotcs atpnbytel LDAP-06bekTa ans
nonyveHHoro DN. ATpnbyTbl 1 X BO3MO>XHbIE 3HaUeHMa MOTyT ObITb MepeonpeaeneHsl B
KOHOUrypauMoHHOM darine.

5. Ecaun octanncb HeonpeaeneHHble 3HaYeHMa aTpmbyToB agMUHUCTPaATOpPa, TO B Cyyae
3alaHnA Hacnef0BaHMA (B KOHOUTYPaLMOHHOM daiiie), MOUCK HY>KHbIX aTPMBYTOB MO
rpynnam, B KOTOpble BXOAWT MO/b30BaTe/b, BEAETCA TakKe, Kak B Cayyae C
ncnonb3oBaHnem Active Directory.

5.2. ABMUHNCTPaATOPbl U AAMUHUCTPATUBHbIE FPyNNbl

YT06bI OTKPLITL pa3aen ynpaBaeHa ajMUHUCTPATUBHBIMW YUYETHBIMU 3anucamMu, Bbibepute
NyHKT AAMUHUCTPUPOBaHME I1aBHOro MeHto LleHTpa ynpaBieHuns, B OTKPbIBLUEMCA OKHe
BbibepuTe NyHKT ynpaBAsAoLWEro MeHo AAMUHNCTPaTOPbI.

| Pazgen AgMuHMCTpaTopbl JOCTyNeH BCeM agmuHncTpatopam LleHtpa ynpasnenunsa. OgHako

& MoJIHOE Vepapxuueckoe JepeBo aJMUHUCTPaTOPOB AOCTYMHO TONbKO aAMUHUCTpaTOpaM 13
rpynnsl Administrators, an19 koTopbix pa3peleHo npaso MpocvoTp cBoiicTB U
KOH}Urypauum rpynn agMUHACTPaATOPoOB. /1A OCTasbHbIX aAMUHUCTPAaTOPOB B
nepapxuyeckom gepese byset oTobpaxaTbcs TONbKO COBCTBEHHan rpymnna 1 ee NoArpynmbl
C BXOAALLMMM B HUX YUYETHBIMM 3aNUCAMM.

Ha naHenn NHCTPYMEHTOB pa3jesia AAMMHMCTpaTOpr AOCTYyMHbI ceayroume onunng

ﬁl- Co3paTtb yYeTHYIO 3aNuncChb
E-? Co3pgatb rpynny
b 4 Ypanute BbibpaHHble 06BEKTbI

PyKkoBOACTBO aAMAHUCT paTopa
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2 Vsmenuts naposb
" _W
B, PacnpoctpaHuntb NpaBa agMUHUCTPaTopa

5.2.1. Nepapxusa agmmnHucTpaTtopoB

Nepapxnyecknii CMMCOK aiMUHNCTPATOPOB OTOBpaXkaeT ApPeBOBUAHYH CTPYKTYPY
aAMUHUCTPATMBHBIX FPYNM W yYeTHbIX 3anuncein agMUHUCTPATOPOB. Y31aMun JaHHOW CTPYKTYpbl
SABNAIOTCA a4MVHUCTPATUBHbIE TPYMNMbl U BXOAALME B HUX agMUHMCTPATOPbI. Kaxabli
aAMUHUNCTPATOP BXOAWT TONbKO B OAHY rpynny. YpOBeHb BAOXEHHOCTM Fpyrn He OrpaHnyeH.

npe,qYCTaHOBIIEHHble rpynnbl
Mocne YCTaHOBKM CepBepa dBTOMaTn4yeCckK Co34ak0TCA ABe rpynnbl:

e Administrators. 13HauasbHO B rpynny BXOAUT TO/IbKO agMUHMCTpaTop admin ¢ NOAHbIM
HabopoM npaBs, aBTOMaTMYeCKM CO3aaBaeMbll Npu yctaHoBke CepBepa (CM. HMXe).

¢ Newbies. 13HauanbHO rpynna nycra. B 3Ty rpynny aBToMatnyeckn nepemeLLaroTcs
aAMWHUCTPaATOPbI C BHELWHWM TUMOM ayTeHTudukaumnm yepes LDAP, Active Directory un
RADIUS.

AzmuHuctpatopaM u3 rpynnbl Newbies no ymonuaHuto HazHauatoTcs npaBa TO/IbKO Ha
yTeHWe.

npeAyCTaHOBIIEHHbIe AAMWUHNCTPaTOPbI

Mocne YCTaHOBKM CepBepa dBTOMaTU4eCKM Co34aeTCqa O4Ha ydeTHaA 3anmcb agMMHUCTPaTOpa:

Mapametp 3HaueHune

PernctpaupoHHoe admin

nma
Maponb 3agaetca npw yctaHoBke CepBepa (war 9 B npoueaype yCTaHOBKM).
MNpaga MonHbIi Habop npas.

PepaktvpoBaHve  lpaBa agMVHMCTPaTOpPa Hesb3s peAakTMpoBaTh, CAMOrO agMUHUCTPATOPa
yYeTHOI 3anuncu HEBO3MOXHO YAaNNTb.

OTo6parkeHne nepapxmuyecKnx CnMcKoB

e B nepapxunyeckomM crnmcke aHTMBUPYCHOM CETU: aAMUHUCTPATOP BUAMUT TO/IbKO Te
No/ib30BaTe/IbCKME TPYMMbl, KOTOPble pa3peLleHbl B NpaBe MpocMoTp cBOWCTB rpynn
CTaHUMI. Bce cucTeMHble rpynnbl Takke 0TObpaXkaroTcs B lepeBe aHTUBUPYCHOW CeTH, HO B
HWUX BUAHbI TOJIbKO CTaHLMU M3 yKa3aHHOrO Cnucka Noib30BaTeNbCKUX TPy,

PyKkoBOACTBO aAMAHUCT paTopa
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e B nepapxunueckom cnucke agMMHNCTPATOPOB: agMuUHMcTpaTop n3 rpynnsl Newbies suant

flepeBo, KOPHEM KOTOPOTO IBAAETCA rpyrnna, B KOTOPOW OH HAaXOAMTCA, T.e. BUANT
aAMWHUCTPATOPOB 13 CBOEW FPYNMbl U €€ noarpynn. AGMUHUCTPATOP U3 rpynmbl
Administrators B1auT Bcex afMUHUCTPATOPOB, HE3ABMCUMO OT UX Fpymnmn.

5.2.2. NpaBa agMUHUCTpPaTOpPOB

Bce penctBus agmumHucTpatopos B LieHTpe ynpaBaeHus orpaHuumBaroTcs Habopom npas,
KOTOPbI MOXET ObITb ONpesesieH Kak AN OTAEbHOW YYEeTHOM 3anuncK, Tak v Ans rpynnbl
AAMVHNCTPATOpPOB.

CucteMa aIMUHUCTPATUBHbBIX NMPaB BKAOYAET CleyroLie BO3MOXHOCTU yrpaB/ieHns
npaBamu:

e HasHaueHue npas

Ha3HaueHWe npaB OCyLLECTBAAETCA MPU CO3A4aHUM agMUHUCTPATOPa NN
aAMUHUCTPaATMBHOM rpynnbl. NpaBa HacNeAyroTCs OT POAUTENLCKON TPYMMbl, B KOTOPYHO
aAMUHUCTPATOP MAN aAMUHUCTPATUBHAsA rpynna NnoMeLlaroTcs npu cosgaHun. Mpwu
CO3ZaHNN BO3MOXHOCTb U3MEHEHWNS MPaB He NpeaoCTaBAfeTCs.

HacnepoBaHue npas

Mo YMOJIYaHWIO NMpaBa agMUHUCTPATOPOB N aAMUHUCTPATUBHBIX TPyNn HacleayroTca o1
pOAMTeJ'IbCKOI‘/’I rpynnbl, HO Hacaegj0oBaHME MOXET ObITb OTKIHOUEHO.

s Ec/m HacnesoBaHMe OTKIHOYEHO, aAMUHNCTPATOP UCMONb3YeT HE3aBUCUMbIA Habop
MepCcoHasbHbIX NPaB, KOTOPbIA 3a4aeTCs HEMOCPEACTBEHHO A5 €r0 YYETHOM 3anncu.
MpaBa poANTENLCKOM TPYNMbl MPU 3TOM HE YUYMUTbIBALOTCH.

o pw Hacnefo0BaHUM NMpaB agMUHUCTPATOPa AW FPYMMbl OCYLECTBASETCA He
rnepeHa3HaueHWe npaBamu POAUTENLCKOM TPYMMbl, @ NepepacyeT Ha3HauUeHHOro npasa
NCXOAA U3 BCEX NMPaB POAUTENBLCKUX FTPYMM BBEPX MO MepapxmyeckomMy gepesy. Tabanua
AJ1f pacueTa pe3ybTUPYHOLLEro npasa 06bekTa B 3aBMCMMOCTUA OT Ha3HAYEHHbIX NpaB U

npaB poAMTENbCKOW rpynn npuseseHa B N. O6beanHeHe npas.

PepakTupoBaHue npas

Mpwu co3gaHnM aAMUHUCTPATOPOB N aAMUHNCTPATUBHbBIX FPYMNN BO3MOXHOCTb
peAakTMpoBaHMA NpaB He nNpejocTaBaseTcsa. PegakTmpoBaHue npas AOCTYMHO TONbKO ANS
y>Xe Co3ZaHHbIX 06BEKTOB U OCYLLECTBAAETCA B pa3jene HaCTPOeK yUeTHOW 3anucy nam
rpynnbl. [Mpun pegakTMpoBaHMm COBCTBEHHbIX HACTPOEK AOMYCKAETCSH TONbKO NMOHMXKEHWE
npaB. PegakTnpoBaHuve npaB npeaycTaHOBAEHHOro agMuHucTpatopa admin v
npeaycraHoBaeHHbIX rpynn Administrators n Newbies He npesocTasnsercs.

Mpoueaypa pesakTMpoBaHWA NpaB NpuBejeHa B pa3gene PejakinpoBaHyve Npas.

PyKkoBOACTBO aAMAHUCT paTopa
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PepaktnpoBaHue npas

Ana pepakTupoBaHus NpaB agMUHUCTPaTOpPa WA agMUHUCTPaTUBHOM rPpynnbi:

1.

Bbibepute nyHKT AAMUHUCTPUPOBaHMeE r1aBHOTO MeHto LleHTpa ynpasneHus, B
OTKPbIBLUEMCS OKHE BblbepuTe NYHKT yNpaBastoLLero MeHo AAMUHUCTpaTOPbI.

B cnncke agMUHNCTPATOPOB BbIGEPUTE YUETHYHO 3aMKCb, KOTOPYHO Bbl XOTUTE
oTpeaaktmpoBatb. OTKpPOeTCs pa3zen peAakTMpoBaHWs CBOWCTB.

B noapa3sgene MpaBa Bbl MOXeTe OTpeAaKTMPOBaTh CMUNCOK pPa3peLleHHbIX 4eUCTBUN Ans
BbIBPaHHOrO aAMUHMCTPATOPa AN aAMUHUCTPATUBHOM TPYMMbI.

. [Ans ynpaBneHns HacnefoBaHMEM NpaB BblOpaHHOIro 06bekTa OT POAUTENbCKOM Fpynnbl
MCNONb3yNTe NepekatoyaTeNb:

HacnepoBaHue BK/IlOUEHO

L] HacnepoBaHue BbIK/1HOUEHO
OCHOBHble HaCTPOWKM 3ajatoTcs B Tabanue npas:

a) B nepBom cTon6Le NprBeseHbl Ha3BaHMA NMpaB. 3aroJ0BOK CTONOLLA 3aBUCUT OT
KOHKPETHOM cekumnu, 06beaMHAOLWEN NpaBa No TUnam.

| KpaTkoe onucaHvie npaB aZMUHUCTPATOPOB U pa3genos LleHTpa ynpaBaeHws, 3a KOTopble
: OTBEUaOT KOHKPETHblE MpaBa, NpuBeAeHO B fokyMeHTe MpunoxkeHus, B [punoxexun C4.

HOABeAOMCTBeHHbIe pasaenbl Nnpas.

b) B ctonbue MpaBa npuBeseHbl HACTPOWKM A/ COOTBETCTBYHOLLMX NPaB U3 NepBOro
cTonbua.

O61beKTbl ynpaBieHus Cnucok HacTpoek B ctonbue [MpuHuMn 3agaHusa npaBa
MpaBsa

MpaBo 3agaetca Ana Bcex 06beKTOB

Mo>keT 6bITb NPUBEAEH OAWH
U3 CresyroLL X TMNOB MNpas:

MNpaBo He nogpasymeBaeT ¢ MepcoHanbHoe — a7 YcraHosuTe/cHUMUTE dnar
pasjeneHvie Ha rpynnbl no AaHHOTO 06beKTa 3ajaHbl MpepocraBuTb B CTpOKE
obbekTaM yrnpaseHus. COBCTBEHHbIE HACTPOMKN. COOTBETCTBYHOLLEFO MpaBga.
e Hacnepyemoe — HacTpowiku
yHacnezoBaHbl OT
POAMTENILCKON FPyMibl.

MpaBo 3agaerca AnA cnucka 06bLEKTOB (CTaHLUMIA, aAMUHUCTPATOPOB WU FPYIN)

e pedocmassieqo 8cé — npago B Cnyyae obbenHeHNs Ha>xmute Ha cnmcok o6bekToB (B TOM
npeaocTaBAeHo Ans BCeX HacTpoek NpuBoAATCA yuncne, ecau 3agaH sapuaxt Bee).

06bEKTOB yNpaB/eHNs. OTKpoeTca OKHO C iepeBom

PyKkoBOACTBO aAMAHUCT paTopa
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O6beKkTbl ynpaBaeHUs

e 3anpeuwjeHo 8cé — npaBo
3anpeLLeHo Ans Bcex
06BEKTOB ynpaB/ieHus.

e [IpedocmasneHo 015
Hekomopbix 06vekmos. Mpn
3TOM A0XeH ObiTb 3ajaH
CNUCOK 06beKTOB, AJis
KOTOPbIX AaHHOE MpaBo
npegocTtaBaeHo. [ns Bcex
OCTa/ibHbIX 0H6BEKTOB MPaBo
CUMTaAETCS 3anpeLLeHHbIM.

o 3anpeweHo 019 HeKOmMopbIxX
o0b6vexkmos. Npn 3TOM JOJIKEH
ObITb 3a/l@aH CIMCOK 0HBEKTOB,
NS KOTOPbIX JaHHOe MpaBo
3anpelteHo. [na Bcex
OCTa/ibHbIX 06bEKTOB NPaBo
cumTaeTCs NpeAoCTaBAeHHbIM.

FnaBa 5: AAMMHMUCTPaTOPbl aHTMBUPYCHOW CeTU

Cnucok HacTpoek B ctonbue
MpaBsa

OoAHOBpPEMEHHO Cneayrouine
TUNbl NpaBs:

¢ lepcoHanbHoe —
COBCTBEHHbIE HACTPOWIKY,
3a/laHHble A8 JaHHOTO
obbekTa.

¢ PesynbTupyiolyee —
pe3ynbTaT CANAHUSA
nepcoHanbHOro npaea
obbekTa v npasa
POAWTENILCKON FPyMibl.

B cnyyae HacnegoBaHus
HaCTpOeK NMPUBOAMUTCA TONbKO
T1n npasa Hacneayemoe.

MpuvHuMn 3agaHna npaBa

aHTUBMPYCHOW CeTW, epeBOM rpynn
aAMVHNCTPaTOPOB WAUN epeEBOM
TapudoB B 3aBUCUMOCTU OT
pefakTmpyemoro npasa. Beibepute
Hy>kHble 06beKTbl B AepeBe. [ns
BblIOOpa HECKO/IbKUX 0O BEKTOB
ncnonb3ynte kHonku CTRL n SHIFT.
Mpwn Heob6xo0AMMOCTN yCTaHOBUTE daar
Ana Bcex npaB cekuum, UToHbI
NPVMEHUTb JaHHble HaCTPOWKM ANs
BCEX NpaB, NPUBEAEHHbIX B TOM Xe
CeKUMK, YTo 1 pesjakTupyemMoe.

Ha>xxmure KHoOnMKy:
o MpepocraBuUTb AN5 paspeLleHns
npaBa Ha BblbpaHHble 0H6BEKTbI.

e 3anpeTuTb J/18 3anpeLLeHns npaea
Ha BblbpaHHble 06BbEKTbI.

[lns oaHOro 1 TOro e Mpaga, 3a4aBaeMoro Ha CNMCOK 06BLEKTOB, He MOTYT ObiTb 3aAaHbl
: OAHOBPEMEHHO CMUCKM 3amnpeLLeHHbIX 1 pa3pelleHHbIX 06bekToB. [JaHHble NMoHATUSA
ABAAOTCA B3aVIMOUCK/IHO YA O LLMMM.

c) B cton6bue HachepoBaHue OTpaXkeHO COCTOSIHME AAaHHOTO NpaBa OTHOCUTE/IbHO

POAMTENbCKOW rpynmnbl:

o HacnepoBaHue OT rpynnbl — BKIKOUYEHO HacaeA0BaHMe OT yka3aHHOW POANTENbCKOW
rpynnbl, NepPCOHaNbHbIE MPaBa He 3ajaHbl.

o MepcoHanbHble HaCTPOIKUN — HaC/eJOBaHME OT POAMTENIbCKOW FPYynMbl OTK/IHOYEHO,
3a/laHbl MepCcoHaNbHble NpaBa.

o O6beanHeHUe ¢ FPYNMNou — BK/IOYEHO Haclej0BaHMe OT YyKa3aHHOW pPOANTENbCKON
rpynnbl, NepcoHanbHble NpaBa 3aAaHbl. Pe3ynbTupytolee NpaBo 06bekTa PaccumMTaHo
nyTem ob6beAVHeHNs NpaB POANTENBCKOM TPyMbl U MePCOHasbHbIX MpaB (CM. M.

Ob6beanHeHwue Npae).

B 3TOoM ciyuae nepcoHasibHble NpaBa 06beKTa MOXHO yAanuTb. [l1s 3TOro HaxmuTe

KHOMKY R ctonbue HacnepoBaHume. [Nocne ysaneHns nepcoHanbHbIx npas byaet
yctaHoB/NeHO HacnegoBaHue ot rpynnbi.

PyKkoBOACTBO aAMAHUCT paTopa
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PacueT pe3ynbTupytoLLero npaea obbekTa (aAMUHMUCTPaATOPa UAM TPynnbl aAMUHUCTPATOPOB)
NPV BKIOYEHHOM HacNeL0BaHWM 3aBUCUT OT NPaB POANTENbCKUX TPYMM U NpaB, 3ajaHHbIX
caMoMy ob6bekTy. Tabamua HUXKe OnrcbiBaeT MPUHLUM MOAYYEHMS Pe3yNbTUPYHOLLEro npasa

obbekTa:

MpaBo poauTenbcKoii rpynmnbi

MpegocTtaBneHo Bcé

MpepoctaBaeHO ANd HEKOTOPbIX
06BbEKTOB

MpesocTaBNeHO A/ HEKOTOPbIX
0bbekToB

MpaBo paccmaTpuBaemoro
noTomka

MpepocTaBneHo ans
HeKOTOpPbIX 06BbEKTOB

MpepocraBneHo ana
HEKOTOPbIX 0b6beKkToB

MpegocTtaBneHo BCé

MpaBa poauTens 1 NOTOMKa 3anpeLlatoline, U OLHO U3 HUX

3anpeLlaeT BCE

3anpeLueHo 419 HEKOTOPbIX
ob6bekToB

3anpeLueHo BCE

3anpeLLeHo And HEKOTOPbIX
06bekToB

3anpeLueHo 419 HEKOTOPbIX
ob6bekToB

MpensocTaBNeHO A/1 HEKOTOPbIX
0bbekToB

MpegocTtaBneHo Bcé

lMpepoctaBneHO ANd HEKOTOPbIX
06BbEKTOB

3anpeLeHo 415 HEKOTOPbIX
ob6bekToB

MpegocTtaBneHo BCé

MpepocraBneHo BCE

npe,ﬂ,OCTaBﬂeHO ana
HEKOTOPbIX 06bekToB

3anpeLlleHo Bcé
3anpeLyeHo Ans HeKOTOPbIX
ob6bekToB

3anpeLeHo 418 HEKOTOPbIX
06BbEKTOB

Pe3ynbTupyiollee npaso

anAOCTaBJ'IeHO Aana 06BbEKTOB NMOTOMKA

Cnnckn paspeLLeHHbIX 06beKTOB
0b6beanHATCS

MpegocTtaBneHo BCé

3anpeLLeHo BCE

Cnncku 3anpeLLeHHbIX 06beKkToB
0b6beanHAOTCS

MpegocTtaBneHo BCé

3anpelleHo ans 0H6BEKTOB poAnTeENs

3 3anpeLyeHHbIX 06beKkToB
BbIYMTALOTCA pa3peLleHHble 06beKTbl.
Ecnn nocne 3Toro cnncok 3anpeLéxHbix
06BbEKTOB He MycT, TO pe3y/bTaT —
3anpelleHbl ocTaBLInecs o6bekTbl. B
NPOTUBHOM C/ly4yae pe3yibTaT —
pa3pelleHbl Bce 06beKTbl MOTOMKA

3anpeLlleHo Bcé

3anpeueHo Ans 06beKkToB NoToMka

V3 pa3pelueHHbix 06bekToB
BbIUMTAIOTCA 3anpeLyeHHble 06beKTbl.
Ecnv nocne 3Toro cnncok paspeLu EHHbIX
06DBEKTOB MyCT, TO pe3yabTaT —
3anpeLleHo Bcé. B npoTnBHOM cnyvae,
pe3ynbTaT — pa3peLleHbl ocTaBLInecs
06bekTbI.

PyKkoBOACTBO aAMAHUCT paTopa
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5.3. YnpaBneHune yyeTHbIMM 3anNMCAMM aMUHUCTPATOPOB U
aAMUHUCTPATUBHbIMU rpynnamMmm

5.3.1. Co3paHune n ypaneHne agMUHNCTPATUBHbBIX 3anNMcen U rpynn

ili PernctpaumoHHoe 1Ma agMUHUCTPaTopa AONXKHO ObiTb YHUKAbHBIM.

MoakntoUeHVe afMUHUCTPATOPOB Yepe3 BHELLIHWE CUCTEMbI ayTeHTUOUKaLWN ByaeT
HEBO3MOXHO, ecn Ha CepBepe yxe CyLecTBYeT agMUHUCTPATOP C TakKMUM e
pervcTpaLoHHbIM UMEHEM.

D ob6aBneHne agMmmnHUcTpaTopoB

[lns BO3MOXHOCTM CO3aHUs YUYeTHbIX 3an1celi aiMVHUCTPATOPOB HeobxoaMMo obnajaTb
npasomM Co3gaHue afMWHUCTPATOPOB, FPyNN ajMUHUCTPATOPOB.

Ana po6aBneHna HOBOW yueTHOI 3aNncKn agMUHUCTpaTopa:

1.

BbibepurTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpasneHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NMyHKT yNpaBastoLero MeHto AAMUHUCTPaTOPBbI.

Ha naHenn MHCTPyMEeHTOB HaXXMUTe 3Ha4oK i Co3partb yueTHyto 3anucb. OTKPOeTCs OKHO
HaCTpOeK CO34aBaeMOW yUYeTHOW 3anucu.

B noapasaene Obuwme 3asaniTe cresyrollme napameTpsbi:

¢ B none PerncrpaumoHHoe ums 3azante perncTpaumoHHoe UMA agMUHUCTPaTOopa,
KOoTopoe byaeT ncnosb3oBaTbCca Ana foctyna k LleHTpy ynpaBaeHus. Pa3peliaetca
MCNONb30BaTh CTPOUHble OYKBbI (a-z), 3arnaBHble 6ykBbl (A-Z), undpsbl (0-9), cumBOAbI

7

¢ B cnucke Tun ayteHTUdMKaLmm Bbibepute oAVH U3 BapUaHTOB:

o BHYTpeHHAA — ayTeHTUdMKaLMA Takoro agMnHucTpatopa B LleHTpe ynpasieHus
OCYLLLeCTBAAETCA Ha OCHOBe y4YeTHbIX AaHHbIX B B/l Cepepa Dr.Web.

o BHewWHAsA — ayTeHTMdMKaLMA TaKOro agjMuHucTpaTopa B LleHTpe ynpaBaeHus
ocyuwectBaseTca yepes BHewHue cuctembl LDAP, Active Directory, RADIUS nan PAM.

@ I"Iop,po6Hee CM. B pa3jgene Ay EHTVIQQVIKauVIﬂ AAMUHNCTPATOPOB.

¢ B nonsx Maponb 1 MoarBepauTe Nnaponb 3asanTe Naposb Ans goctyna k Cepeepy u,
COOTBETCTBEHHO, K LleHTpy ynpaBneHus.

PyKkoBOACTBO aAMAHUCT paTopa
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ilf anI 3ajaHnn napona aAMUHUCTpaTOpa HE J0MNYyCKaeTCA NCMOJib30BaHNE HaLlMOHabHbIX
CMMBOJIOB.

| Mons ans 3afaHns Mapoas akTUBHbI TOIbKO AN aZAMUHUCTPATOPOB C BHYTPEHHEN
: ayTeHTUdUKaLEN.

3HaueHus AaHHbIX I'IOIIEI\/’I, 3aJaHHbIX B LLEHTpe ynpasaeHua Ana agMUHUCTPATOPOB C
BHELLHEN ayTeHTI/Id)I/IKaLI,MEVI, HEe MMEeKOT 3Ha4YeHuA.

e B nosax @amunma, Uma n OtuectBo MOXeTe yka3aTb INYHbIE JaHHble
aAMUHUCTpaTopa.

¢ B Bbinagatollem cnvcke A3bik MHTepdeiica BbibepuTe A3blk MHTEpdenca LieHTpa
ynpaBaeHus, KOTOpbI ByaeT NCNOAb30BaTbCA CO34aBaeMbIM aAMUHMCTPATOPOM (Mo
YMOYaHWIO 3ajaH A3blk BeH-6pay3epa Uan aHIIMNCKNR).

e B Bhinagatowem cnucke @opmar gatbl Bbibepute hopmart, KoTopbi byaeT
MCNONb30BaTbCA JaHHbIM aAMUHMUCTPATOPOM MNpPU pPeAakTMpOBaHMM HaCTPOEK,
cofepxalymx gatol. loctynHbl cnegyrowime popmaTbl:

o @BPOMNENCKUM: DD-MM-YYYY HH:MM:SS
o aMepuKaHCKMA: MM/DD/YYYY HH:MM:SS

e B none OnucaHune moxete 3ajaTb MNPpoOn3BOIbHOE ONMncaHne yLIeTHOﬁ 3anuncum.
f | t 3HaueHus noJsiel, OTMEYEHHbIX 3HAKOM *, A0JIKHbI ObITb 0653aTENbHO 3a4aHbl.

B nogpaszene Fpynnbl 3ajaeTcs poanTenbCckas agMUHUCTPaTUBHaA rpynna. B cnuncke
npvBeAeHbI rPynbl, ZOCTYMHbIE AN Ha3HAYeHUs agMUHKCTpaTopa. HanpoTtus rpynnbi,
AN KOTOPOW ByAeT Ha3HayeH co3AaBaeMblii afMUHUCTPATOP, ycTaHoBAeH daar. Mo
YMOJIYaHMIO CO3aBaeMble aiMUHUCTPATOPbl Pa3MELLAOTCA B POAUTENLCKOW rpynne
TEKYLLEro agMnHUCTpaTopa. YTo6bl U3MEHWUTb Ha3HAUEHHYIO rpynny, yctaHoBUTe dnar
HamMpPOTMB HY>XHOW TPyMMbl.

Ka)KAbIVI AAMUNHUNCTPATOP MOXKET BXOAUTb TONIbKO B OAHY rpynmny.

OT poanTenbCKOW rpynmnbl aMUHUCTPATOP HacneayeT npasa (cm. n. [1paBa
aAMUHNCTPATOPOB).

MNocne 3asaHnA BCeX HEOBXOAMMBbIX MapaMeTPOB HaxXmuTe KHornky CoxpaHUTb 414
CO3/aHu1A yUeTHOW 3anucK agMUHUCTpaTopa.

Ao6aBneHne agMUHUCTPATUBHbIX rpynmn

[ns BO3MOXHOCTV CO3JaHnsl aAMUHUCTPATMBHBIX rpynn Heo6xoAMMOo obaajaTh NpaBoM
Co3plaHne afMUHUCTPaATOPOB, rPpynn agMUHUCTPATOPOB.

PyKkoBOACTBO aAMAHUCT paTopa
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Ana po6aBneHna HOBOW yYeTHOW 3aNuncu agMUHNCTPATUBHOM rpynnbi:

1.

BbibepuTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLUEMCS OKHe BbibepuTe NMyHKT yrpaBastoLLero MeHto AAMUHUCTPaTOPBbI.

Ha naHenn MHCTpyMEHTOB HaXXMuTe sHauok “F Cozpatb rpynny. OTKpOeTCs OKHO HacTpoek
CO3aBaeMOW rpynnbl.

B noapazaene O6wme 3azaliTe ciegytowime napaMmeTpsbil:

e B none lpynna 3agavite Ha3BaHWe agMVHUCTPATUBHOM rpynnbl. Paspeluaercs
MCNONb30BaTh CTPOUHble OYKBbI (a-z), 3arnaBHble 6ykBbl (A-Z), undpsbl (0-9), cumBoAbI

7

¢ B nose OnncaHme moxeTe 3a4aTb MNPOU3BONbHOE ONMMCaHKe rpynnobl.

B nogpa3gene Mpynnbl 3agaetca pogmTtensckas agMMHUCTpaTMBHanA rpynna. B cnucke
npuBeAeHbl rPynnbl, JOCTYMHbIE ANA Ha3HaYeHUs B Ka4eCTBe POAUTENLCKOWN rPynmbl.
HanpoTuB rpynnbl, B KOTOpYyto BysaeT BXOANTb CO34aBaemMasn rpynna, yctaHosaeH dnar. o
YMOJIYaHMIO CO3AaBaeMble rpynnbl Pa3MeLLaroTcs B pOAMTENbCKOM rpynmne TekyLero
agMuHUCTpaTopa. YTo6bl U3MEHUTb Ha3HAaUYEHHYO rpynny, ycTaHoBUTe Gaar HanpoTuB
HY>XHOW rpynnbl.

Mo>xeT 6bITb Ha3HaYeHa TO/bKO OJ4Ha poguTenbCkKaa rpyrna.

OT poanTeNbCKOWN rpynmnbl aMUHUCTPaATUBHAA rpynna HacaeayeT npa.a (cm. n. [1paBa
aAMUHUCTPATOPOB).

MNMocne 3agaHns BCex HEOHBXOANMbBIX NapaMeTPOB HaXXMuTe KHOMKy CoxpaHUTb AnA
CO3JaHNA aAMUHUCTPATVBHOM TPyNbl.

YpaneHve agMUHNCTPaTOPOB M aAMUHUCTPATUBHbIX FPynn

[lnsi BO3MOXHOCTN yAaNeHUs YYeTHbIX 3anucel aAMUHUCTPATOPOB U aAMUHUCTPATUBHBIX
rpynn Heob6xoanmMo obnagatb NpaBamMv YaaneHue yuyeTHbIX 3anucei agMMHUCTPaTOPOB
PepaktupoBaHue CBOACTB N KOHPUIypaLuuun rpynn ajMUHUCTPaTOPOB COOTBETCTBEHHO.

,ql'lﬂ yAasieHua y"IETHOFI 3annucm agMUHUCTpPaToOpPa Wiu rpynnbi:

1.

Bbibepute NyHKT AAMUHUCTPUPOBaHMeE B rNMaBHOM MeHto LieHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHE BblbepuTe NyHKT ynpaBaatoLLero MeHo AAMUHUCTpaTOPbI.

B nepapxmuyeckom cnvcke agMMHNCTPATOPOB BbIGEPUTE YUETHYHO 3aNnCb aAMUHNCTPATOPa
MAN aZMUHUCTPATUBHYHO FPYMny, KOTOPYHO Bbl XOTUTE YAANUTb.

Ha naHenn MHCTPYMEHTOB HaxmMuTe 3Hauok & YAanuTb BbIGpaHHbIe 06bEKTbI.

PyKkoBOACTBO aAMAHUCT paTopa
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5.3.2. PegaktupoBaHue agMMHUCTPAaTUBHDbIX 3anucein u rpynn

| [Jnsi BO3MOXHOCTV pefiakTMpOBaHUS YUETHbIX 3anuce aZiMUHUCTPATOPOB U

A aAMVHUCTPATMBHBIX rpynn HeobxoAnMMo obnajaTh NpaBaMu PeflakTupoBaHne yueTHbIX
3anuceil agMUHUCTPATOPOB 1 PepaKkTpoBaHMe CBOWCTB M KOHGUIypauum rpynn
AAMMHUCTPATOPOB COOTBETCTBEHHO.

,ﬂ,ﬂﬂ BO3MOXHOCTU pefakTMpoBaHUA COBCTBEHHOM yquH0|7| 3anncum HeO6XO,£I,I/IMO O6J'Ia,£l,aTb
npasom Pep,aK'mposaHue CO6CTBEHHbIX HacTpoek.

3HauyeHus I'IOJ'IGVI, OTMEYEHHbIX 3HAaKOM *, AOIKHbI 6bITb 0653aTeNIbHO 3adaHbl.

PepakTnpoBaHue agMMHUCTPATOPOB

Ana pepakTupoBaHus yueTHOW 3anucy agMUHUCTpaTopa:
1. B cnuncke agMUHUCTPaATOPOB BbibepuTe yUETHYHO 3aMnCb, KOTOPYHO Bbl XOTUTE
oTpesakTnpoBaTtb. OTKpoeTcs passen peaakrmpoBaHUA CBOWCTB.

2. B noppazsene Obume Bbl MOXETE OTPEAAKTUPOBATL NapaMeTpbl, KOTOpble OblaN 3ajaHbl
npw Co34aHUK, NPU 3TOM:

a) YTo6bl M3MEHWUTb Napo/b A/1f AOCTYNa K YY4eTHOM 3anncy agMrUHMUCTpaTopa, Bbibepute
Ha NaHenn MHCTPYMEeHTOB 3Hauok 42 MamennTb naposns.

| ALMUHNCTPATOP C COOTBETCTBYHOLL UMW NPaBaMu MOXET pefakTMpoBaTh MNapoiv BCEX APYTUX
aAMUHNCTPaTOPOB.

i E |_|pl/l 3ajaHnn perncTtpauMoHHOro NMMeHn aAMNHNCTPaTOpPa He AO0NYyCKAaeTCA NCMNOoJib30BaHMe
HaUMOHa/IbHbIX CMMBOJIOB.

b) Cneayrowme napaMeTpbl agMUHUCTPATOPaA AOCTYMHbI TONbKO ANS UTEHUSA:
e [laTbl CO34aHNA YYETHOW 3aMnCKU U MOCNEAHErO N3MEHEHUS ee NapaMeTpoB,

e CocTosiHMe — 0TOOpa>kaeT CeTeBOM afpec NOCeAHEro NOAKNOUEH WS MO AaHHOM
YUYeTHOW 3anucholo.

3. B nogpa3sgene Mpynnbl Bbl MOXETE U3MEHUTb aAMUHNCTPATUBHYO rpynny. B cnuncke
npvBeAeHbl rpynnbl, ZOCTYMHblE AN Ha3HAaYeHWs agMUHMCTpaTopa. HanpoTue Tekyllewn
POAVTENbCKOW Fpynnbl ajMUHUCTPaTOpa ycTaHoBAEH dnar. YToObl U3MEHUTb
Ha3HaUeHHYo rpynny, yctaHoBuTe Gaar HanpoTUB HY>XXHOW Tpynmbl.

PoauTenbckas rpynna Ans agMUHUCTpaTopa 0653aTesibHO JO/IXKHa OblTb Ha3HauYeHa.
Kaxxabln aAMUHNCTPATOP MOXET BXOAUTb TONIbKO B OAHY rpynny. OT 3agaHHOM
POANTENBCKOW TPYMMbl HAaC/eAyrOTCA NpaBga.

CM. Takoke nogpasaen PejakIvpoBaHue YNeHCTBa.

PyKkoBOACTBO aAMAHUCT paTopa
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4. B noapa3szene MpaBa Bbl MOXeTe OTPeAaKTMPOBaTb CMMCOK Pa3peLleHHbIX AeNCTBUIA ANS
BbIGPaHHOro agMUHUCTpaTOpa.

Mpoueaypa pesakTMpoBaHMWsA NpaB NpuBeAeHa B Noapasjene PejakinpoBaHue npae.
5. [ns npyMeHeHMsA BHECEHHbIX MU3MEHEHUN HaxXMunTe KHornky CoxpaHUTb.

Pep,a KTUpoBaHne agMUHUCTPATUBHbDbIX rpynn

Ana pepakTMpoBaHMA aAMUHUCTPATUBHOM rPyNNbI:
1. B cnncke agMUHNCTpaTOpOB BbibepuTe rpynny, KOTOPYHO Bbl XOTUTE OTPeAakTMPOBaTh.
OtkpoeTca pa3gen peaakTMpoBaHUA CBONCTB.

2. B nogpaszaene Obuime Bbl MOXETE OTPeAaKTUPOBATb NapaMeTpbl, KOTOpble ObINN 3a4aHbl
npw CO3aHUN.

3. B noapa3sgene pynnbl Bbl MOXETe NU3MEHUTb POAUTENLCKYO rpynny. B cnncke
NPWBeZEeHbl TPyNMbl, JOCTYMHbIE AN Ha3HaUYEHWUS B KAYECTBE POAUTENLCKON FPYMMbl.
HanpoTuB TekyLue poanTeNbCKOM rpynnbl ycTaHoBAeH dnar. YTo6bl M3MEHUTb
Ha3HauYeHHYo rpynny, yctaHoBuTe Gaar HaNPOTUB HYXXHOW rPyNMbl.

PoanTtenbckas rpynna Ans agMUHUCTPATMBHOM rpynnbl 06s3aTesbHO AOAXKHA ObiTh
Ha3HaueHa. OT 3ajaHHOW POAUTENIbCKOM FPYNMbl HAaCAeAytoTCsA NpaBa.

CMm. Takke nogpasgen PegaktmpoBaHume YieHCTBa.

4. B noppa3aene MpaBa Bbl MOXeTe OTPeAAKTMPOBATL CMUCOK Pa3peLleHHbIX 4eNCTBUIA ANs
BbIOpaHHOW aAMUHUCTPATUBHOW rpynmbl.

MNpoueaypa peaakTMpoBaHMsa NpaB NpuBeAeHa B nojpasjene PejakinpoBaHve npas.
5. [na npMeHeHMA BHECEHHbIX U3MEHEHNIN HaXmuTe KHOMKy CoXxpaHUTb.

PepaktnpoBaHue uneHcTBa

CywiecTByeT HeCKO/IbKO CNoco60B Ha3HaUYUTb POAUTE/IbCKYHO Fpynny AN
aAMWHUCTPATOPOB U aAMUHMUCTPATUBHBIX FPynmn:

1. N3ameHunTb HaCTpOI7IKI/I AAMUHNCTPaTOPa Uau rpyrrbl Kak OnncaHO BhILLE.

2. MepetawumTb (drag-and-drop) agMuHMCTpaTopa AN aAMUHUCTPATUBHYHO rpynny B
MepapxmueckoM Crmcke Ha rpynmny, KOTOPYH XOTUTE Ha3HauUUTb POAUTE/bCKOW.

PacnpocTpaHeHue npaB agMUHNCTPATOPOB

YT106bI pacnpocTpaHUTb NpaBa agMUHUCTPaTOpPa UM rPYNIbl Ha APYroro agMUHUCTpaTopa

VAW rpynny:

1. B cnncke agMUHNCTPaTOPOB BbibepuTe 04MH 06BEKT, MpaBa KOTOPOro Bbl XOTUTE
PacnpoCTPaHnTb. ITO MOXET HbITb Kak aZAMUHUCTPATOP, Tak U rpynna aAMUHNCTPATOPOB.

PyKkoBOACTBO aAMAHUCT paTopa
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2. Ha naHenu MHCTPYMEHTOB HaxMmuTe KHomKy «% PacnpocTpaHuTL NnpaBa agMMUHUCTPaTOpa.

3. B oTkpbiBLEMCA OKHe BbibepurTe 06BbeKTbI, KOTOPbIM Bbl XOTUTE Ha3HauUUTb NpaBa.
ObpaTnTe BHMMaHWe Ha ciegyroLime ocCobeHHOCTH:

e MoxceT bbITb Bbl6paH OANH NN HECKOJIbKO 06BEKTOB AN1A Ha3Ha4YeHUA npas. 10 MOTyT
ObITb Kak AaAMUHNCTPATOPbI, TaK U rpynnbl agMUHNCTPATOPOB.

e [NpaBa coxpaHAtoTCA AN BblOpaHHbIX 0OBEKTOB Kak NepcoHanbHble. HacnegoBaHue ¢
POAMTENbCKOW FPYyNMNon pa3pbiBaeTcs.

e Ha3HaueHune npaB obbekTam, Co3gaHHbIM Mo ymonudaHuto (rpynnel Administrators,
Newbies, agmunHuctpatop admin), He fonyckaeTcs.

e PacnpoctpaHunTb MpaBa MOXHO TO/IbKO Ha O6beKTbI, pa3peLleHHble B MpaBax
PepakTupoBaHue yueTHbIX 3anMcer agMUHUCTPaToOpoB 1 PepakTMpoBaHue CBOWCTB U
KOHUrypawumm rpynn agMmuHUCTPaTopoB.

e Ecam pacnpocTpaHeHMe noBaedvYeT HasHa4vYeHe npas, KOTOPbIE MNPEBbLIWAKOT
CcOb6CTBEHHbIE npaBa aAMUHWNCTPATOPA, BbINOAHARKOLWEro onepaunto, BO3BpaLlaeTca
owmnbka o HEAOCTAaTOYHOCTM MpaB ANA BbINOJIHEHUA Oonepaunn.

4. HaxmuTte kHonky PacnpocTpaHunTb.

PyKkoBOACTBO aAMAHUCT paTopa
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,ﬂ,flﬂ KOMMNEKCHOTO ynpaBaeHna CtTaHUMnAMN 1N nx HaCTpOVIKaMM npeasoctaBnArOTCA
cnegyrowime NHCTPYMEHTbI:

e | pynmnbl.

CTaHLI,I/If-I MOXeT BXOANTb B HEOTPaHNYEHHOE KOJIMYECTBO rpynnm. Obs3aTenbHoO B
npeayCctaHOBJEHHbIE Tpynnbl HA OCHOBE CBOEro COCTOAHUA N OMUMOHaNbHO B
nonb30BaTENbCKMUE TPynnbl. OAHaKO TOJIbKO O4Ha N3 rpynn ABAAeTCA I'IepBI/Il-IHOI‘/JI.

e [MoAUTUKMN.

Ana ctaHuMm MoxeT 6bITb Ha3HaYeHa TOIbKO OAHAa NOANTUKA WU HE Ha3HAaYeHO HN OAHOWN
NONNTUKMN.

Tunbl HacTpoeK CTaHUMN
¢ YHacnepoBaHHble HAaCTPOWKM.

I'Ipm CO34aHNKN CTaHU MW HaCTpOVIKM BCerga Hacnegyrotca ot NOJNTUKU Nan OT I'IepBMl-IHOI‘/’I

rpynnbl. MNogpobHas nHPopmaLma npuBeseHa B passene HacnesoBaHne KoOHbUrypalmm
paboyen CTaHUMW.

¢ MNepcoHanbHble HaCTPOWKMU.

B npouecce paboTbl CTaHUMKN HacnesoBaHVe MOXET ObiTb Pa30PBaHO, M YCTaHOB/EHbI
nepcoHasbHble HAaCTPOMKM.

[ns 3asaHnsA NepCcoHaNbHbIX HACTPOEK ANS CTAHLMU OTPeAAKTUPYIMTE COOTBETCTBYOLLNI
pa3jen HacTpoek.

Ecav ans ctaHumMm 3agaHbl MepcoHanbHble HAaCTPOMKN, TO HACTPOMKM Ha3HaYeHHOW
MNONNTUKN MAN MEPBUYHOW FPyNMbl U t0ObIe NX NU3MEHEHUS He ByAyT BAVATb Ha HAaCTPOWNKM
CTaHUuWN.

Bbl MOXeTe BOCCTaHOBUTb HAacNeA0BaHWE OT MOJUTUKM UAN NEePBUYHON rpynnbl. Aas 3Toro

HaX>XMUTe KHOMKY =", Yaanutb nepcoHasibHble HACTPOMKU Ha NMaHeNn MHCTPYMEHTOB
LleHTpa ynpaBneHus B pa3gene COOTBETCTBYHOLLMX HAaCTPOEK WK B pa3jene CBONCTB
CTaHuMN.

I/IHCbOpMaLI,VIFI O TOM, 4TO HaCTpOVIKI/I AAHHOTO pa3jena 3ajaHbl N€PCOHAJIbHO NN
yHacneaAoBaHbl OT COOTBETCTBYHOLLLETO obbekTa.

@ B kaXaoM pa3szgene HacTpOekK 31eMeHTOB KOHdUrypaLmm paboyeit cTaHLmMM oTobpakaeTcs

Yactb pa3aenos C HaCTpOVIKaMVI MOXET BbITb 3ajaHa NepCcoHasbHO, a YacTb —
HacnegoBaTtbCA OT NOJIMTUKN AN OT I'IepBI/I‘-IHOf/'I rpynnbl, eCav NOANTKa He 3ajaHa.

Bbl MOXeTe yCTaHOBUTb pa3Hble KOHOUTYpaLUmM ANs pa3HbIX [PYON U CTaHLUUN, NU3MEHUB
COOTBETCTBYHOLLME HACTPOMKM.

PyKkoBOACTBO aAMAHUCT paTopa
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6.1. HacnepoBaHue KoHuUrypauum pabouen craHuum

Mpu co3aaHNN CTAHLMM UAK TPYNMbl UX HACTPOWKN BCErAa HacneayroTCs:

e HoBas rpynna HacneayeT HaCTPOMKM OT CBOEN POANTENbCKOM Tpynmbl, B KOTOPYHO OHa
HEenoCcpeACTBEHHO BXOAMT. ECan HET poanTenbCkon rpynnbl (Co3gaBaemas rpynna sBaseTcs
KOPHEBOW B MepapXmyeckoM AepeBe), HAaCTPOMKM HacneayroTcs ot rpynnbl Everyone.

e HoBas cTaHUMA HacnesyeT HaCTPOWMKM OT MONIUTUKM, KOTOpas bbiia Ha3HaveHa Npwu
CO3ZaHunn cTaHumu. Ecam noantuka He Bbila Ha3HaYeHa, HaCTPOMKM CTaHLUUN HaCeAyoTcs
OT OAHOW W13 rPynn, B KOTOPYH OHa BXOAWT. Takas rpynna Ha3biBaeTcs nepauyHoU.

B npouecce ganbHewnwwern paboTbl HacneA0BaHVE MOXET ObITb Pa30PBAHO, U YCTaHOBJIEHbI
nepcoHasibHble HaCTPOMKM CTaHLUMN.

MpuvopuTeT NpUMeHeHUs HacTpPoeK CTaHLWiA:

1. Ecam y cTaHUMM 3asaHbl NePCOHasbHble HACTPOWMKM, TO UCMONb3YHOTCA MepPCoHaNbHblEe
HacTpoliku. [pn 3TOM ANs CTaHLMKU MOXeT HbiTb HazHaueHa noantuka. Mpwu 3agaHunn
NepcoHasibHbIX HAaCTPOEK ONpeAeNeHHOro pa3zena HacneAoBaHMe HacTPOeK 3TOro
pa3zena pa3pbiBaeTcs.

2. Ecam nepcoHanbHble HaCTPOMKMN OTCYTCTBYHOT, TO MCMOJIb3YHOTCA HACTPOMKN Ha3HaUYeHHOWM
MONNTUKN.

3. Ecam HeT nepcoOHasibHbIX HAaCTPOEK M HET Ha3HaYeHHOM NOANTUKM, TO CTaHLMUA UCMONb3yeT
HaCTPOMKM CBOEN NepBUYHOWN rpynmnbl.

3azaHbl NepcoHasbHble HasHaueHa Mcnonbsyemble HaCTPOMKM
HacTpoiiku NoJ/INTUKA
+ + MepcoHanbHble HacTPOKM
+ - MepcoHanbHble HacTPOMKK
- + HacTtpowikv noauntukn

- - HacTtpowikv nepBuyuHO rpynmei

| CTaHUMM MOXKeT BbITb He Ha3HaueHa HU OAHa MOJIUTVKA, HO Y CTaHLMM BCerja ecTb
: nepBuYHas rpynna.

HacnepoBaHue HacTpoeK CTaHLUUW OT MOJINTUK

Ecan ANA CTaHUWMW Ha3Ha4YeHa NOJINTUKA, yCTaHaBAMBaAETCA HadleOBaHWE HAaCTpOeK CTaHUNK
OT HAaCTPOEK MOJINTUKN.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpu N3MEeHEHMAX B HAaCTPOMKaxX MOJNTUKN 3TV N3MEHEHUS HaCleAyroTCa CTaHUUAMM, ANs
KOTOPbIX 3Ta MNOANTMKA HAa3HaUeHa, 3a UCK/IFOYEHNEM ClyYaeB, Korda CTaHLMAM O6binv 3a4aHbl
nepcoHasibHble HaCTPOWKM. MpuK CO34aHNM CTaHLMKN Bbl MOXETE yKa3aTb, Kakas U3 NOJNTUK
byseT Ha3HauyeHa cTaHumMK. [onnTnka MOXeT bbITb 3aMeHeHa B 1It0H6oe BpemMs B npouecce
paboTbl. Eciv HY oZHa noanTuka He ByaeT HazHayeHa, HacTporku ByayT HacnefoBaTbCs OT
NepBUYHOW rpynmbl.

Y NoAvTUK HET epapXxmyeckor CTPYKTYpbl HacnesoBaHUA. MNpu co3jaHnM NOAUTUKN ee
HaCTPOMKM KOMUPYOTCSA B KauecTBe NepCcoHaNbHbIX HAaCTPOEK 13 3aZaHHOro obbekTa (no
ymonudaHuto 310 nosntnuka Default policy). Tonbko ogHa 13 BepCcMiA MOANTUKM ABASETCS
TeKyLLen, N ee HaCTPOMKMN ABAAROTCA HAaCTPOMKaMM CamMOl MNOANTUKMN. TONBKO TekyLlas Bepcus
MO>eT ObITb Ha3HaYeHa CTaHLMAM.

Hanpumep:
CTpyKTypa nepapxmyeckoro crnmcka npeacraBaset cobow cnegyrollee Aepeso:

AHTUBMpYCHaA ceTh
Everyone
Policy1
—\ersionT
—\ersion2

Station

— Version3

Ans ctaHuMM Stationl Ha3HauyeHa NoAMTMKA Policyl. Bepcus noamtunkm Vversion?2
ABAAETCA TekyLer Ans NoOANTUKN Policyl. HacTponkun Bepcmm Version2 coBnagatoT C
HacTpoMKamMu NOANTUKN Policyl, KOTOpPbIe ABASIOTCA NEPCOHANIbHbIMMN.

HacnepoBaHue HacTpoek CTaHUMIA OT rpynn

Ecam ans ctaHUMM He Ha3HayeHa NOAUTMKA, YCTaHaBAMBAETCA HacNej0BaHMe HacTpoek
CTaHLMW OT HaCTPOEK ee NMePBUYHON Fpynmbl.

Mpn n3mMeHeHMAX B HaCTPOWKax MePBUYHOW FPyMmnbl 3TN U3MEHEHNA HaCleyroTCS
BXOAALLMMMW B rPYMNny CTaHLMAMM, 338 UCKTOYEHMEM C/IyYaEeB, Korga CTaHUMAM Hbian 3agaHbl
nepcoHasbHble HacTPOKKkK. [Tpn co3gaHmm CTaHLMKW Bbl MOXeTe yKa3aTb, Kakaa u3 rpynm
6yzeT cuntatbca nepBuYHON. o ymonyaHuto nepBmyHas rpynna — Everyone. MNepeuruHas
rpynna MoxeT bbITb 3amMeHeHa B toboe Bpema B npoLiecce paboTbl.

Ecav nepBuuHas rpynna He Everyone, vy ykazaHHOW NepBUYHOW rpynnbl, KOTOpas sBASeTCs
: KOpPHEBOW B MepapxnyeckoM JepeBe aHTUBMPYCHOW CETH, HET MepCOoHasbHbIX HACTPOEeK, TO
HacneayroTcs HacTpovikv rpynnbl Everyone.

PyKkoBOACTBO aAMAHUCT paTopa
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Bo3mo>kHO CO34aHne BJAOXKEHHbIX TPYMm.

B ycnoBusax BAOXKEHHbIX FPYMn, eCAn AN CTaHLUMW He 3aaHbl MePCOHaNbHbIe HAaCTPOMKM,
HacneZoBaHWE 3NEMEHTOB KOHOUIYpaLIMM OCYLLECTBASETCA B COOTBETCTBMMU CO CTPYKTYPOWA
BJIOXEHHbIX rpynmn. Monck ocyLlecTBaseTcsa BBEPX MO MepapxmyeckoMy AepeBy, HaunHas ¢
NMepPBUYHOW FPynMbl CTAaHLUN, €€ POANTENLCKOM TPYNMbl U fanee 40 KOPHEBOTO 3/1EMEHTa
Aepesa. Ecav npu 3ToM He 6b1In 06HapYy>XKeHbl NepCOHabHble HACTPOWKM, TO HAacNeAyHTCA
3NeMeHTbl KoHbUrypauum rpynnsl Everyone.

Hanpumep:

CTpyKTypa nepapxmyeckoro crnvcka npeacraBiset cobow cnegyrollee AepeBo:

AHTHUBUpYCHaA CeTh

Everyone
Group
Group2
LGI’DU p3
Groupd
Station

I'pynna Group4 aBndaeTca I'IepBVIl-IHOI7I AN1A CTaHUMKM Stationl. |_|pl/l 3TOM NMpwn HacneadoBaHNN
HaCTpoeK CTaHuMeln Stationl H6yAeT OCyLLeCTBAATLCA MOUCK HACTPOEK B CNeAyHOLLEM
nopsagke: Stationl - Group4 — Group3 - Group2 - Groupl — Everyone.

NPOAEMOHCTPUPOBAaTL BXOXAEHWUS CTaHUMIA BO BCe TPYNMbl, YIEHOM KOTOPbIX OHa ABAAETCS.
Ecnm Bbl XoTUTe 0TOGpaXxaTb B KaTaaore CeTv Y1eHCTBO CTaHLWA TONbKO B MePBUYHbIX
rpynnax, Ha naHenn MHCTPyMeHToB LleHTpa ynpaBaeHus B nyHKTe ‘B Hactpoiiku Bupaa
AepeBa CHUMUTe Gpnar YneHCTBO BO BCex rpynnax.

@ Mo ymMonuaHWIO CTPYKTypa CEeTV MpeAcTaB/ieHa TakvM 06pa3oM, YTo6 bl

6.2. Fpynnbi

MexaHun3m rpynn npegHasHadeH 44 obneryeHus ynpaBneHuna pa60t-||/||v||/| CTaHUMAMMN
aHTMBMpyCHOVI ceTn.

06'beAVIHeHVIe CTaHLI,VIVI B rpynnbl MOXKeT UCNOJIb30OBaTbCA B C/1eAYyOUWLUX Lenax:

e BbinonHeHus rpynnoBbIX onepau,|/||71 Haj BCEMU CTaHUMAMU, BXOAALLNMU B AaHHbIE Tpynnbl.

Kak anAa OTAeﬂbHOIZ rpynnbl, Tak 1 AnAa HECKONbKNX Bbl6paHHbIX rpynn Bbl MOXeETE
3anyckaTtb, MpoCcMaTpuMBaTh U NpeKpallaTtb 3ajaHNA Ha CKaHNPOBaHWME CTE]HLI,VIVI, BXO4ALWNX B

PyKkoBOACTBO aAMAHUCT paTopa
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AaHHYR rpynny. TOYHO Tak >ke Bbl MOXeTe MpoCcMaTpMBaTh CTaTUCTUKY (B T.4. MHbEKLNN,
BMPYChbI, 3aMycK/3aBepLueHure, onHKN CKaHUPOBAHMSA U YCTAHOBKM U T.MN.) U CYMMapHYHO
CTaTUCTUKY ANS BCeX paboumx CTaHLUMIW rpynnbl UAN HECKObKUX FPYM.

e 3a/laHMA eMHbIX HAaCTPOEK A8 CTaHLUMI Yepes rpynmny, B KOTOPY OHW BXOAAT (CM. N. [naBa
6: KomnnekcHoe ynpaBaeHne pabounmu cTaHUNAMK).

e OpraHun3auum (CTpyKTyprpoOBaHUNs) CNncka paboumnx cTaHLmMi.

Takxe BO3MOXHO CO34aHMe BAOXKEHHbIX rpynn.

6.2.1. CuctemHble U NoOJsIb30BaTe/IbCKUe rpynnbl

CucremHble rpynnbl

N3HauanbHO Dr.Web Enterprise Security Suite cogep>xuT Habop NpesyCcTaHOBAEHHbIX
CUCTEMHBIX TPYMNM. OTU rPYNMbl CO34at0TCA B MOMEHT MHcTaanaummn Cepsepa DrWeb un He
MOryT 6bITb yaaneHbl. OfHaKO agMUHUCTPATOP, MPU HEOBXOANMOCTU, MOXET CKPbITb MX
oTobpakeHue.

Ka>xaas cuctemHas rpynna (kpome rpynnbl Everyone) cogep>xut Habop noarpynn,
06BbeANHEHHbIX MO onpejeneHHOMY NpU3Haky.

| Mocne yctaHoBkn CepBepa O MOMEHTa MOAKIHOUYEHUA K HEMY CTaHLI B CMIMCKE CUCTEMHbIX
rpynn otobpaxaetca Toabko rpynna Everyone. [lns otobpaxkeHns BCex CUCTEMHbIX Fpymmn
BOCMO/b3ylTech onuyeli Moka3sbiBaTh CKpbITble rpynnbl B pa3zgesne Hacrpoiiku Buaa

AepeBa Ha NMaHe/ I UHCTPYMEHTOB.

Everyone

lpynna, cosep>kallas B cebe Bce cTaHUMK, n3BectHble CepBepy Dr.Web. T'pynna Everyone
COZEP>KMT HAaCTPOMKN BCEX TPYMM W CTAaHLMIA MO YMOHAHMIO.

Configured

Mpynna coaep>XmT CTaHLMUK, ANS KOTOPbIX 3aZaHbl NEPCOHAaIbHbIE HACTPOMKMW.

Neighbors

lpynna Neighbors conepxut Bce Cepepbl Dr.Web, cBsizaHHble ¢ faHHbIM CepBepoM 1
CNYXUT AN ynpasaeHus cBazsamm mexay Cepepamun B MHOTOCEPBEPHOWM aHTUBUPYCHON CeTu

(cM. n. OcobeHHocTn cetn ¢ Heckonbkumu Cepeepamu Dr.Web).

Co3paHure HOBbIX MeXCepBEPHbIX CBA3EN ONUCAaHO B pa3esne Hactpoiika CBA3ein Mexay
CepBepamu Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpynna Neighbors cogep>uT BAOXEHHbIE TPynMbl, OTpaXatoLme ctaTyc cocesHmx CepBepos,
NOAKIFOUEHHbIX K AaHHOMY CepBepy:

e [pynna All neighbors cogep>xut Bce coceaHmne CepBepbl, NOAKIHOUYEHHbIE K JAaHHOMY
Cepsepy.

lpynna Children cogep>xut nogunHeHHble CepBepbl.

lpynna Offline coaep>xnT HeakTMBHbIE B AaHHbIN MOMeHT CepBepbl.

Mpynna Online cosepXuT akTMBHbIE B AaHHbIK MOMeHT CepBepbl.

lpynna Parents cosep>xuT rnaBHble CepBepbl.

lpynna Peers cogep>xunT paBHonpasHble CepBepbl.

Operating system

[llaHHasa kaTteropua noArpynn otobpa>kaeT onepaLMOHHbIe CUCTEMbI, MOZ yrpaBieHNeM
KOTOpbIX paboTatoT CTaHUMKM B AaHHbIN MOMEHT. [laHHble rpynnbl He BUPTyaabHbl U MOTYT
coZiep>kaTb HaCTPOWMKM CTaHLMK, @ Takoke MOTYT ABAATLCA NEPBUYHBIMU Fpynnamu.

e [Moarpynnel cemerictBa Android. laHHOe cemencTBO BKAtOYaeT Habop rpynmn, KoTopble
COOTBETCTBYIOT KOHKPETHOW BepCcun onepaumoHHon cnctembl Android ans MobuabHbIX
YCTPOWCTB.

e Mogrpynnel cemenictea macOS. [laHHOe cemencTBO BKAtOYaeT Habop rpynn, KoTopble
COOTBETCTBYIOT KOHKPETHOW BEPCUM onepaLoHHON cnctembl macOS.

e [Moarpynnbl cemerictBa UNIX. laHHOe cemencTBo BkIrOYaeT Habop rpynn, Kotopble
COOTBETCTBYIOT OnepaLnoHHbIM cnctemam cemenctsa UNIX, Hanpumep, Linux, FreeBSD un
T.M.

e [Moarpynnel cemerictBa Windows. [laHHOe ceMelCTBO BK/tOUaeT Habop rpynn, KoTopble
COOTBETCTBYOT KOHKPETHOWN BepCUM onepaumoHHon cnctembl Windows.

Policies
Mpynna, cosep>kallas MOAUTUKN AN HACTPOMKMN KOHOUTYypaLmMm CTaHLNN.

| lpynna Policies 6yseT oTobpaxkaTbCa B AepeBe aHTMBMPYCHOM CETU TONbKO eCu
MCMOb30BaHMNE MNOJIUTVK pa3pelleHo B KoHburypaumm Cepeepa.

Proxies

Mpynna, cogep>xaluas MNpokcn-cepsepbl Dr.Web ana nogiitoueHna AreHToB 1 COCeAHNX
Cepsepos.

PyKkoBOACTBO aAMAHUCT paTopa
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Status

Mpynna Status cofep>XUT BNOXEHHbIE FPYMMbl, OTPaXkatoLwue TekyLlee COCTOAHNE CTaHLM:
MOAK/NHOUYEHbl OHWN B JaHHbIN MOMEHT K CepBepy UM HET, a Takke COCTOSHNE aHTUBUPYCHOTO
MO: yaaneHo MO v 3aKOHUMACA MEPUOZ €ro NCNONb30BaHWA. JaHHble rpynnbl MOAHOCTbHO
BMPTyasibHbl U HE MOTYT COAEpP>KaTb HUKAKMX HACTPOEK, TAK)KE OHM HE MOTYT ABAATLCS
NepBMYHBIMY TPyNnamu.

e [pynna Deinstalled. Kak Tonbko ¢ pabouein ctaHunm yaaneHo MO AreHTta Dr.Web, ctaHums
aBTOMaTnyeckn nepexoamt B rpynny Deinstalled.

e [pynna Deleted coaep>xunT ctaHunK, paHee yaaneHHble agMmuHucTpatopoMm ¢ Cepsepa.
Bo3MOXHO BOCCTaHOBNEHME AaHHbIX CTaHUUK (CM. N. YaaneHne 1 BOCCTaHOBIEHWE
CTaHLUUW).

e [pynna New cosep>XnT HOBble CTaHLMW, KOTOPble BblAn CO34aHbl aAMUHNCTPATOPOM Yepes
LleHTp ynpaBneHuns, HO AreHT Ha HUX eLle He Obln YyCTaHOBAEH.

e [pynna Newbies coaep>uT Bce CTaHLMK, pernctpaumnsa kotopbix Ha CepBepe B AaHHbIN
MOMEHT He bblna noaTBepxaeHa. Mpu noaTBepxaeHnn pernctpaumm Ha Cepeepe CcTaHUMK
6yAyT aBTOMATUYECKM UCKIKOUEHbI U3 JaHHOW rpynnbl (nogpobHee cM. pa3gen [lonvTtuka

NOAKNHOUYEHWS CTaHLNM).
e I'pynna Offline cogep>uT Bce HeakTBHbIE B ;@aHHbI MOMEHT CTaHLMW.

e ['pynna Online coaep>uT Bce akTMBHbIE B AaHHbI MOMEHT CTaHLMK (pearnpyroLime Ha
3anpocskl Cepepa).

e I'pynna Update Errors cosep>uT cTaHunn, obHoBAeHNe aHTUBMpPYCcHOro MO Ha KOTopbIxX
NPOLLAO C owmnbkamu.

Transport

[laHHble NOArpynnbl ONPeAENstoT MPOTOKOJ, MO KOTOPOMY CTaHLMM MOAKIOYEHBI B JAHHbIN
mMoMeHT K CepBepy. [Moarpynnbl MONHOCTbHO BUPTYa/bHbl U HE MOTYT COAEP>KaTbh HUKAKNX
HaCTpOek, TakKe OHWU He MOTYT ABATLCA MEPBUUHBIMU FpynnamMu.

e [pynna TCP/IP coaep 1T CTaHLMW, NOAKNOYEHHbIE B JaHHbIA MOMEHT MO NMPOTOKONY
TCP/IP Bepcun 4.

e [pynna TCP/IP Version 6 cosep>XuT CTaHLUUW, MOAKIFOYEHHbIE B AaHHbII MOMEHT MO
npotokony TCP/IP Bepcuu 6.

Ungrouped

I'pyrlrla COLAEPXKUT CTAaHUMNKN, KOTOPbIE HE BXOAAT HX B OAHY M3 NMOJIb30BaTE/IbCKUX rpynnm.

PyKkoBOACTBO aAMAHUCT paTopa
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Nonb3oBaTenbckue rpynnbl

37O rpynnbl, cCO34aBaemMble aAMUHUCTPATOPOM aHTUBUPYCHOMN CeTU ANs ero COBCTBEHHbIX
HY>A. AAMUHUCTPATOP MOXET co3AaBaTb COOCTBEHHbIE TPYNMbl, @ TakXKe BAOXEHHbIe rpynmnbl
M BKAKOYATb B HUX paboume ctaHuMKW. Hn Ha coCTaB, HM Ha Ha3BaHMWe JaHHbix rpynn DrWeb
Enterprise Security Suite He Hak1laZblBaeT HUKAKMX OFPaHNYEHWUIA.

Ana yno6cTBa B Tabanue 6-1 cBeseHbl BCE BO3MOXHbIE TPYMMbl U TUMbI FPYMM, a Takxke
XapakTepHble NapamMeTpbl, KOTOPblE MOAAEPXKMBALOTCA (+) UM He noaaepXnBatoTcs (-)
AAHHBIMW Fpynnamu.

Mpw 3TOM paccMaTpmuBatoTCs CegyroLme napameTpbl:

e ABTOMaTUUeECKOe UIeHCTBO. [lapameTp onpesgenset BO3MOXHOCTb aBTOMATUUYECKOro
BK/IFOUEHMA CTaHLUWI B rpynny (MoAAep>KKa aBTOMATUUECKOrO YNEeHCTBA), a Takxke
aBTOMAaTNYeCKOro M3MeHeHns cocTaBa rpynnbl B npoLecce pabotel CepBepa.

¢ YnpaBneHue uneHcTBOM. [TapameTp onpesensier BO3MOXHOCTb yrpaBaeHus
aAMUWHNCTPAaTOPOM YNEHCTBOM B rpynmne: JobaBneHeM UV yaaneHnem CTaHunii 13
rpynnbi.

e MepBuuHasa rpynna. MNapameTp onpegenseT, MOXeT AN AaHHasA rpynna aBAATbCA
NepPBUYHOW ANA CTaHUMNW.

e CopeprxaHue HacTpoek. [lapaMeTp onpezensieT, MOXET NN rpynna coAepkaTb HaCTPOMKM
aHTUBUPYCHbIX KOMMOHEHTOB (A/19 BO3MOXHOCTW HacneA0BaHUSA UX CTaHLMAMM).

Ta6nunua 6-1. Npynnbl 1 Noaaep>KMBaemMble NapameTpbl

Fpynna/Tun rpynn Mapametp

ABTOMaTtnuec YnpasseHune MepBuuHasn CopaeprxkaHue

KO€e U/IeHCTBO  UY/IEHCTBOM rpynna HacTpoek
Everyone + - + +
Configured + - - -
Operating System + - + +
Status + - - —
Transport + - - -
Ungrouped + - - -
MNMonb3oBaTesnbCkue rpynmbl - + + +

@ Moa yyeTHOW 3aMnCbiO AOMUHUCMPAmMopa 2pynnel NOJib30BaTeIbCkas rpynna, KOTOPOWM OH
: ynpasnseT, byseT otobpaxkaTbCs B KOPHE MePapXMUYECKOro AepeBa, Jaxke ecnn Gaktnyeckm
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y Hee ecTb poauTenbckas rpynna. Mpu aToM 6yayT AOCTYMHbLI BCE AOYEPHME OT YNpaBaseMol
rpynnbi.

6.2.2. YnpaBneHue rpynnamu

6.2.2.1. Co3paHue n yaaneHuve rpynn

Co3paaHue rpynnbl

UT06b1 CO3AaTb HOBYIO rpynny:

1.
2.

Bbibepute nyHKT AHTUBUPYCHaA CeTb B I1aBHOM MeHto LleHTpa ynpaBaeHus.

Bbibepute I'IyHKT+ [ o6aBnTb 06bEKT ceTU Ha NaHeAN NHCTPYMEHTOB, Aasiee B MOAMEHHO
MYHKT % Cozpats rpynny.

OTKpoeTca OKHO CO34aHua rpynnbl.

Mone BBosa NaeHTuduKaTop 3anonHseTca aBTomaTnyecku. Npn HeobxoanMocCTu ero
MOXHO OTpesakTMpoBaThb B npoLecce co3gaHma. aeHTndumkatop He AOMXKEH BKIKOYaATb
npobenos. B ganbHenwem naeHTMOUKATOpP rpynnbl U3MEHATL HENb3A.

BBe,ﬂ,I/ITe B none HasBaHue HanMeHOBaHMWe rpynneoi.

5. ,ﬂ,l'lﬂ BJIOXKEHHbIX Fpynmn B noae POAMTeI'IbCKaﬂ rpynna Bbl6epI/1Te M3 BblNajgakOWETro Crncka

6.
7.

rpynny, kotopas 6yAeT Ha3HayeHa POAMTENbCKOM PYNMnoK, OT KOTOPOW HacaeayeTcs
KOHOUrypaumsa, ecam He 3aZaHbl NePCOHaNbHble HAaCTPOUKK. [ns KOpPHEBOM rpynnbl (He
MMetoLLelr poAMTeNs) OCTaBbTe 3TO MoJe NyCTbiM, rpynna byaeT gobaBaeHa B KOPeEHb
nepapxmueckoro cnucka. B atom cnyuvae Hactpovikm ByayT HacnesoBaTbCA OT rpynmbl
Everyone.

BBe,ﬂ,I/ITe ﬂpOM3BOﬂbeIVI KOMMeHTapMIZ B nose OnucaHwue.

HaxxmuTte kHomnky COXpaHUTb.

Co3gaHHble BaMU rpynmnbl NepBOHaYanbHO NycTbl. [poueaypa BkAOUEHMA paboumx cTaHLuiA
B rpynmnbl onucaHa B pa3zene PaswvellieHve cTaHUMA B rpynnax.

YpaneHue rpynnbl

Ana ypaneHusa cywecTByrowLei rpynnbi:

1.
2.

BbibepuTe nonb30BaTeNIbCKYHO TPYNMY B Mepapxmyeckom cnucke LleHTpa ynpaBaeHums.

Ha naHenn MHCTPYMEHTOB HaxmuTe 7 O6ume — K YaanuTh BbIGpaHHbIE 06BEKTDI.

@ MpeaycTaHOBAEHHbIE TPYMMbl YAANNUTb HEBO3MOXKHO.

PyKkoBOACTBO aAMAHUCT paTopa
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6.2.2.2. PepakTnpoBaHue rpynn

UTo6bI OTpeaakTMpPOBaTh HAaCTPOMKW FPyNMbi:

1. BbibepuTe NyHKT AHTUBUPYCHaA CeTb B I1aBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHE B MepapxmyeckoM crnuncke BbibepuTe rpynny.

2. OTkponTe pa3aen CBOWCTB rpynmnbl OA4HMM U3 C/IeAytoLmx cCnocoboB:

a) HaxxmuTte Ha Ha3BaHwWe rpynnbl B nepapxmyeckom Cnmcke aHTUBUPYCHON ceTu. B
npaBoW YacT okHa LleHTpa ynpaBaeHna aBTOMaTUYeCkM OTKPOETCA CeKLma co
CBOMCTBaMM rpynnbi.

b) BbibepuTte nyHKT CBOMCTBA yrpaB/stoulero meHo. OTKpoeTcs OKHO CO CBOMCTBAMM
rpynmnbl CTaHLUUK.

3. OKHO CBOWCTB rpynmnbl cogep>XuT pasgenst O6uwme n KoHpurypauums. Vix cogep>kaHune v
HaCTPOMKa OMMUCaHbl HUXeE.

| Mpuv OTKPbITUM CBOWCTB rPYNMbl B MPaBOW Yact okHa LleHTpa ynpasaeHus (cM. nyHKT 2.a) ),
Tarke 6yaeT focTyneH pasgen CBegeHUA O CTaHUMAX, B KOTOPOM rnpuBejeHa obuian
nHbopMaumsa O CTaHUMAX, BXOAALLMX B AAaHHYIO rpynny.

4. [na coxpaHeHWs BHECEHHbIX NU3MEHEHU HaXXMnTe kKHonKy CoXpaHUTb.

O6bwue

B pa3gene O6wue npusegeHa ciegyrowas nHdopmayma:

e NpeHTndpuKaTop — yHNKaNbHbIV naeHTUGMUKaTOp rpynnel. He goctyneH ans
pefakTMpoBaHumA.

¢ HasBaHue — Ha3BaHWe rpynnbl. [py HEOBXOANMOCTM MOXKETe M3MEHUTb Ha3BaHWe
NoJib30BaTebCKOW rpynnbl. 414 npeaycTaHOBAEHHbIX rpynn nose HasBaHue He fOCTYNHO
ANA pefaKTMpOBaHUA.

e Popgutennckas rpynna — poautenbckas rpynna, B KOTOPYH BXOAMT AaHHasA rpynna v oT
KOTOPOW HacnesyeT CBO KOHOUTypaLmIo, eCIV He 3ajaHbl NePCOHaNbHble HacTPonku. Ecan
poAMTeNbCKan rpynmna He Ha3HaueHa, HaCTPOWMKM HacneayroTcs oT rpynnbl Everyone.

e OnucaHue — Heoba3aTeNbHOE NoJe C ONNUCaHNEM rpynneol.

CBepeHnAa o ctTaHUUAX

B paszene CBepeHUA o CTaHUMAX NpUBeAEHa Cleayrowas MHpopmMaums:

e CraHuMI — obLLiee KOANYECTBO CTaHLUNM, BXOAALLMX B JaHHYHO rpynmny.

e MepBuuHas rpynna Ana — KOANYECTBO CTaHLUMW, AN KOTOPbIX JaHHas rpynna aBaseTcs
NepBUYHOWN.

PyKkoBOACTBO aAMAHUCT paTopa
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e CTaHUMIA B C€TU — KOJIMYECTBO CTaHLMI B JAHHOW rpynne, KOTOpble HaxoAATCA B JaHHbIN
MOMeHT B ceTn (online).

OpraHusauums

Ecav npun co3gaHum rpynnel Bbl ONpeAennan rpynny Kak npeActaButens opraHmsaunm nam
KOMMNaHWK, TO Npu pejakTpoBaHun byaeT goctyneH pa3gen OpraHusauma. B faHHOM
pa3sgene Bbl MOXeTe OTpeAakTMpoBaTb PEKBU3NTbI OpraHm3aLmm, KOTOpYLo npeacrasaset
AaHHasa rpynna. Habop pekBM3NTOB MOXET pa3/inyaTbCa B 3aBUCUMOCTU OT CTPaHbI, B
KOTOPOW HaxOANTCA OpraHm3aums.

HazHauwtb rpynny npeactaBuTeIeM OpraHM3aLmmM MOXHO TOAbKO MPU CO3AaHUM FPYMMb.
OTMeHa faHHOTO MpM3HaKka Mocae Co3AaHva rpynmbl Takke HEBO3MOXHaA.

KoHdurypauunsa

[na nospobHoM nHbopmMaLmm 0 HacnefoBaHUN HAaCTPOEK CTaHLMAMMN OT NEePBUYHbIX Fpymmn,

CM. pa3gen [naBa 6: KomniekcHoe ynpaBsieHvie pabounmm CTaHUMAM

B pa3gene KoHwurypauma Bol MOXeTe U3MEHUTb KOHOUTypaLMIO rpynn, KOTopasa BKAKOYaeT:

3HauoK

&

Hacrpoiiku

MpaBa nonb3oBaTenel paboumx CTaHUMWIA, KOTOPble HACAEAYOT JaHHYHO
HaCTPOWKy OT rpynmbl, €CIM OHa SBAAETCS NepBMYHON. HacTpolika npas
rpynn aHaiorMyHa HacTpoiike MpaB OTAENbHbIX Paboumnx CTaHLMNA.

LLeHTpaJ'IVBOBaHHOE pacnucaHne 3anycka 3ap,aHvu7| Ha pa60b||/|x CTaHUMAX,

KOTOpble HacieAyroT AaHHYK HAaCTPOMKy OT Fpynmbl, €CIM OHa ABASETCS
nepBMYHOW. HacTpoika pacnucanus ana rpynn aHaaormyHa HactTporike
LieHTpaIM30BaHHOTO pacnncaHns AN CTaHLMN.

ﬂI/ILI,eH3I/IOHHbIe KN4 anAa CTaHLI,I/II‘/II, A4N1A KOTOpPbIX AaHHaA rpynna
ABNAETCA I'IepBVI‘-IHOVI.

OrpaHuyeHus nNpu pacnpocTpaHeHUn o6HOBAEHUM aHTBUPYCHOro MO
Ha CTaHUMsX, KOTOPble HAaC/eAytoT AaHHYHO HaCTPOMKy OT Fpynmbl, eC/u
OHa ABAAETCA NepPBUYHOMN.

CnncoK KOMTMOHEHTOB, YCTaHAaBAMBAEMbIX HA CTAHLMAX, KOTOPble
HacleAytoT AaHHYH HACTPOKy OT rpynmbl, €CIY OHa ABASETCS
nepBUYHO.

Pep,aKTI/IpOBaHVIe CMncKa KOMMOHEHTOB AnA rpynn aHaaorm4Ho
pPefakTMpOBaHUKO CMNCKa KOMMOHEHTOB ANA CTaHLI,MI;I.

Paspgen c
onucaHuem

[paBa
nonb3oBateneit

CTaHUMN

Pacnucanve 3agaHun
pabouyeir cTaHLMK

JIVLeH3VOHHbIE
KK UM

OrpaHuyeHve
06HOBEHUA

paboumx cTaHuMn

YcraHaBnvBaemble

KOMMNOHEHTHI
AHTUBUPYCHOTO
NnakeTa
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3Hauok Hacrpoiiku Pasgen c
onucaHuem
7 HacTpoiika aBTOMaTU4YeCKOro pasMelleHns CTaHLWiA B AaHHOM rpynne. Hactpoiika
JlocTyrnHa ToNbKO A1 NONb30BaTEIbCKVX TPYMM. aBTOMaTWUYeCKOro

UYNeHCTBa B rpynne

ﬁ Hactpolikv KOMNOHEHTOB aHTUBUPYCHOTO MnakeTa. Hactpolika Hactpotika
KOMTMOHEHTOB aHTUBMPYCHOTO MakeTa AAs rpynnbl aHajornyHa aHTUBNPYCHBbIX
HaCTpOlike KOMMOHEHTOB ANS CTaHLN. KOMMOOHEHTOB

Ana rpynn, y KOTOpbIX 3afaHbl NepPCOHaNbHble HacTponku, B pasgene Kondpurypaums
yKa3blBaeTCA KOANYECTBO BIOXKEHHbIX FPYMN C pa30pBaHHbIM HacieA0BaHVEM U
COHCTBEHHBIMUW NEPCOHANbHBIMMW HACTPOWKaMW, MPU HaANuUMK TakoBbIX. [1pn HaxaTum Ha
AAHHYHO OMUMIO OTKPbIBAETCA OKHO CO CMIUCKOM TPy, AN KOTOPbIX YKa3aHbl X Ha3BaHWA U
naeHTndmKaTopsbl.

6.2.3. PasmelueHue cTaHUMiA B rpynnax

3apgaHMe NepBUYHON rpynnbl

CyLuecTByeT HECKObKO CNOCOHOB 3aaHnA NEPBUYHON rpynnbl AfA paboyen cTaHLUN U
rpynnbl pabounx cTaHUUI.

UT06b1 yCTaHOBUTL NEPBUUHYIO rpynny Ans pabouei cTaHLuK:

1. Bb|6ep|/|Te MYHKT AHTI/IBVIPYCHaﬂ C€eTb rNaBHOIo MeHH, B OTKpbIBLUEMCA OKHE B
nepapxmyeckoM Cnmcke Ha>kKMmUTe Ha Ha3BaHMe CTaHUUW.

2. OTkpoeTcs NaHenb CBOWCTB CTaHLUMW. Takoke Bbl MOXETE OTKPbITb Pa3zen CBOUCTB CTaHLUM
BbI6paB B yrnpasastouem MeHo NyHKT CBOMCTBA. B OTKpbIBLLEMCA OKHe nepenanTe B
nogpaszen Fpynnbi.

3. Mpn HeEOHXOANMOCTN N3MEHUTL MEPBUYHYO FPYMNMY HAaXXMMUTE Ha 3HAYOK HY>XXHOW rpynmbl
B pa3aene YneHctBo. [1pn 3TOM Ha 3Hauke rpynnbl noasutca 1.

4. Haxmute kHonky CoxpaHUTb.

UT06b! yCTAaHOBUTb MEPBUUHYIO FPYNMNYy ANA HECKOJIbKMX pabounx cTaHLuiA:

1. BbibepuTe NyHKT AHTUBUPYCHAA CeTb [1aBHOIO MEHHO, B OTKPbIBLLEMCS OKHE B
nepapxmyeckom Crmcke HaXKMMUTe Ha Ha3BaHWe CTaHLMN (MOXHO TakKe BbibMpaTb rpynnbl
— Npuv 3TOM ZelncTBue ByseT pacnpoCTpaHEeHO Ha BCe BXOASALLME B HUX CTaHLMUK), ANS
KOTOPbIX Bbl XOTUTE Ha3HauUNTb NepBUYHYIO rpynny. [Ana Bbibopa HECKONbKMUX CTaHLMA U
rpynn MOXHO BOCMOJ/Ib30BaTbCA BblAeNEHNEM MbILbIO NPU HaxaTbiX knasuwax CTRL nan
SHIFT.

PyKkoBOACTBO aAMAHUCT paTopa
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I
2. Ha naHenun MHCTpyMeHTOB HaxmMuTe W O6ume — 13 HazHauuTb NepBUUHYIO rpynny AN
craHumin. OTKpPOeTCA OKHO CO CMMCKOM rpymnmn, KOTOpble MOTYT 6bITb Ha3HaYeHbl
NepBUYHBIMU ANA STUX CTAHLMA.

3. Ans ykazaHusa NepBUYHOM rpynnbl HAXKMUTE Ha Ha3BaHMWe rpynmbl.
Bbl MOXeTe caenatb rpynny NePBUYHON ANA BCEX BXOAALLMX B Hee pabounx ctaHumii. s
3TOro BbIGEpPUTE HYXKHYHO FPyMny B MepapxmyeckoM CrIMCKe, MOC/Ie Yero Ha naHenm

NHCTPYMeHTOB LleHTpa ynpaeneHus Haxmute 7 O6wme — @1 YcraHOBUTB 3Ty rpynny
nepBUYHON.

PazmelieHne B Nosb30BaTeNbCKUX Fpymnnax

Dr.Web Enterprise Security Suite npegocraBaset ciegytowipme cnocobbl pa3MeLleHns CTaHLmMn
B MO/1b30BATE/NIbCKMX Fpynmnax:

1. Pa3mellleHure CTaHLMI B rpynnax BPYYHYHO.

2. Wcnonb3oBaHwe npaBua aBTOMaTUYeCKOrO YNEHCTBA B rpynne.

6.2.3.1. PasameweHne cTaHLMA B rpynnax BpyUHyHo

CyLiecTByeT HeCKo/Ibko cnocoboB gobaBaeHns paboumx CTaHUMI B NOb30BaTebCckne
rpynnbl BPYYHYHO:

1. YI3ameHeHWe HacTpoeK CTaHLuMK.

2. [epeTackrBaHuVe CTaHLMK B nepapxuyeckom cnucke (drag-and-drop).

Y106bI OTPEgaKTUPOBaTb CMUCOK rPyrn, B KOTOPble BXOAUT CTaHLLUA, Yepe3 HaCTPOMKN
CTaHUUK:

1. Bb|6ep|/|Te MYHKT AHTI/IBVIpyCHaSI CeTb rNaBHOIo MeHHO, B OTKPbIBLUEMCA OKHE B
nepapxmyeckoM Cnmcke Ha>kKMmUTe Ha Ha3BaHMe CTaHUUW.

2. OTkpoeTca naHenb CBOWCTB CTaHUMK. Takke Bbl MOXeTe OTKPbITb pa3Aen CBOWNCTB CTaHLUM
BbiOpaB B ynpassdtoliem MeHo NyHKT CBOMUCTBa.
3. Ha oTkpbiBwenica naHenn CBOMCTBa CTaHL MM nepenanTe B pa3gen Fpynnbl.

B cnuncke YneHcreo nepedyncneHbol BCce rpynnbl, B KOTOPbI€ BXOANT pa6oqaf-| CTaHUMA N B
KOTOpble €€ MO>XXHO BKAHOUNTD.

4. [ina pobaBneHna CTaHUMWN B MONb30BaTENbCKYH Fpynny ycTaHoBUTE dar HanpPOTUB 3TOW
rpynnel B cnvucke YneHcrso.

5. [ns ypaneHuns pabouyen cTaHUMM U3 NONb30BATENLCKOW FPYMNMbl CHAMUTE Gpaar HanpoTUB
3TOM rpynnbl B cnucke YneHcrBo.

@ YpaneHve ctaHUMA U3 NpesycTaHOB/IEHHbIX FPYMn HEBO3MOXHO.

6. [na coxpaHeHWA BHECEHHbIX U3MEHEHWIN HaxXMuTe KHornky CoXpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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Tarke B pa3gene CBoMCTBa CTaHLMWN Bbl MOXeTe 3a4aTb MEPBUYHYHO rpynny 418 CTaHLMK

(noagpobHee cM. HacnepoBaHune anemMeHTOB KOHOUrypaumm paboyen ctaHumm. [epBryHble
rpynnbt).

UT06b1 OTpEeAaKTUPOBaTH CMIMCOK FPYIN, B KOTOPble BXOAWUT CTaHLMA, Yyepe3
nepapxuyecKkuii Cnncok:

1. BbibepuTe NyHKT AHTUBMPYCHasA CeTb IJ1IaBHOTO MEHIO U pa3BepHUTE nepapxmyeckmii
CMUCOK rpynn v CTaHUWIA.

2. YT106bl 106aBUTH CTAHLMIO B MOJIb30BATENbCKYHO Frpynny, 3axmuTe knasuwwy CTRL 1
nepeTaLLmTe CTaHLUMIO NPU MOMOLLUM MbILK Ha HY>XHYtO rpynny (drag-and-drop).

3. YTo6bl NepeMecTnTb CTaHLMIO N3 OAHOM NONb30BATENLCKOW FPYNbl B APYTYHO,
nepeTaLimTe CTaHUMIO Npu nomowm Mbiwmn (drag-and-drop) 13 Noab3oBaTENLCKOM
rpynnbl, N3 KOTOPOWN CTaHUMA ByaeT yaaneHa, Ha NONb30BaATENbCKYHO FPynny, B KOTOPYHO
cTaHuua 6yaet gobaBneHa.

| Mpuv nepeTackMBaHWM CTaHLMN U3 NMPeayCTaHOBAEHHOM rpymnbl Kak Mo MyHKTY 2, Tak U Mo
: MyHKTY 3, cTaHuus ByaeT gobaBsieHa B MOJb30BaTE/IbCKYHO TPYMMy U He OyAeT yaaneHa u3
npeaycTaHoOB/IEHHON.

6.2.3.2. HacTtpo¥ika aBTOMaTU4eCKOro YjeHcTsa B rpynne

Dr.Web Enterprise Security Suite npegoctaBaseT BO3MOXHOCTb HAaCTPOIKM MpaBu
aBTOMAaTMUECKOTO BKIKOUEHWUS CTAHLUMI B NOb30BaTENbCKNE FPYMMbI.

Y106bI 3a4aTb MpaBW/la aBTOMaTU4YeCKoro BkjiroueHuma CT3HIJ,I/II7I B rpynny:

1. BbibepunTe NyHKT AHTUBUPYCHasA CeTb rNaBHOro MeHto LleHTpa ynpaBaeHus.

2. B nepapxmuyeckom cnmcke aHTUBMPYCHOM CETU BbIGepUTe NOAb30BaTENbCKYH Tpynny, Ans
KOTOPOW Bbl XOTUTE CO3AaTb NMpaBuia YIeHCTBa.

3. MepenanTe B passen pesakTMpoBaHMs NPaBW YIEHCTBA OAHUM U3 C/IeAyHOLLMX CNOCOHOB:

e Ha maHenn cBOWCTB rpynnbl B MpaBOW YacTu OKHa, B pa3gene KoHpurypauua HaxmumTe
7 MpaBuna uneHcrea B rpynne.

e B ynpaenstouiem meHto, B cekumm Obwme Bbibepute nyHkT MpaBuna uneHcTBa B
rpynne.

e B ynpaendroulem meHto, B cekunmn Obume Bbibepunte nyHKT CBOUCTBA, NepenanTe Ha
Bknazky Kongpurypaumsa, HaxmuTe 7 MpaBuna uneHcrTea B rpynne.

4. B oTKpbIBLIEMCA OKHE 3alaiiTe CMUCOK YCOBWUI, MPW BbINMOJHEHUN KOTOPbIX CTaHLMK ByayT
MOMELLEHbI B aHHYIO rpynmny:

a) Ecam ans rpynnbl He 6bIIM paHee 3aZaHbl NpaBKaa YieHCTBa, HaxmuTte [LobaBuUTb
npaBuo.

PyKkoBOACTBO aAMAHUCT paTopa
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b) YcraHoBuTe dnar HasHaunTb rpynny nepBUUYHOMN, YTOObI rpynna, AN KOTOPOW
Co34aeTcs NPaBwUIo, aBTOMATMYECKM Ha3Hauanacb NEPBUYHON AA BCEX CTaHLMN,
KoTOpble HByayT nepemMeLlleHbl B JaHHYHO Fpynmny no 3ToMy npasuay.

c) [ns kaxzaoro 6aoka npaBua 3ajanTe ciesyroLLiMe HaCTPOMKK:

o BbibepuTe ofHY 13 ONUMA, 3aAatOLLYHO NMPUHLUN O6beANHEHNS NPaBUA B Npesenax
AaHHoro 6noka: CooTBeTcTBYeT Bcem ycnoBuam, CooTBeTcTByeT itobomy 13
ycnoBuiA, He cooTBeTCTBYeT HM O4HOMY M3 YC/IOBUN.

o B BbiMagatoLmx Cnunckax ycaoBuii Bblbepute: 04MH U3 NapameTpoB CTaHLUKN, KOTOPbIA
ByseT NpoBepATLCA Ha COOTBETCTBMUE YCNOBUAM; MPUHLMIM COOTBETCTBUA AaHHOMY
YCNIOBUIO W, €CI MoApa3yMeBaeT napameTp CTaHL MKW, BBEAUTE CTPOKY YCIOBMA.

@ Mpw 3agarHum napametpa LDAP DN us Active Directory Heo6xoammo:

1. Brkarountb 3asaHve CuHxpoHusaumsa c Active Directory B pacnvcaHum Cepsepa (pa3zen
AaMuHucTpupoBaHue — MnaHupoBuw Mk 3agaHuii Cepepa Dr.Web).

2. B npaBunax uneHcTBa B kauecTBe CTPOKM ycnosua ans napametrpa LDAP DN wms Active
Directory 3asatb Tpebyemoe 3HaueHne DN, Hanpumep:
OU=0rgUnit, DC=Department, DC=domain, DC=com

3ap,aHV|e perynapHbIxX Bblpa)KEHVIl‘/II AOnNycKaeTca TONbKO A/14 BapUWaHTa COOTBETCTBYeT
perynapHoMy Bblpa>keHUHo. ,D,J'Iﬂ BCeX OCTaJibHbIX TUMOB UCMNOJIb3yeTCA NOUCK MO TOYHOMY
COOTBETCTBUHO BBep,eHHOI7I CTpOKe.

Vicnonb3oBaHue perynapHbIX Bblpa)KeHMl‘;I KpPaTKO OMNMMCaHO B JOKYMEHTE I'Ipunox(el-ma, B

pasaene [Npunoxenwue J. Vicnonb3oBaHue perynsapHbix BblpaxkeHnin B Dr.Web Enterprise
Security Suite.

o [lns pob6aBieHns elle O4HOTO YCNOBUA B AaHHbIA 610K npaBua Haxmute Bl cnpaBa
OT CTPOKM yC/I0BUS.

d) Ona pobaBneHua HoBoro 6aoka npasun Haxxmute Bl cnpasa ot 6s10ka. [pun 3TOM
3ajanTe NpPUHLMN 06beanHEeHNA JaHHOro 610Kka yCNOBUM C OCTalbHbIMUY BaoKamu:

o U — ycnoBms 610KOB JOMKHbI BbIMOJHATHCA OJ4HOBPEMEHHO.
5 N — fon>KHbI BbIMONHATLCA YCAOBUA XOTS 6bl O4HOTO 13 610KOB.
5. [na coxpaHeHnsa n NpUMeEHEHNA 3afaHHbIX MPaBUA HAXXMUTE OAHY U3 CIeAyHOLMX KHOMOK:

e MpumeHUTb ceiuac — COXpPaHUTb 3aZlaHHble NpPaBWaa YNEHCTBA U MPUMEHUTb JaHHbIe
npaBuia cpasy KO BCEM CTaHLMAM, 3aPerucTpMpoBaHHbIM Ha gaHHOM CepBsepe. MNpwu
60/1bLLIOM KONMYECTBE CTaHLMI, NOAKNOYEHHbIX K CepBepy, BbIMOAHEHNE AaHHOTO
AEeViCTBUS MOXET 3aHATb HEKOTOPOe Bpems. MNpaBuaa neperpynnmpoBKN CTaHLUIA
NPUMEHSAFOTCA KO BCEM YXe 3aperncTpupoBaHHbIM CTaHUMSAM Cpa3y Npu 3agaHnm
AEeVCTBUA N BYAYT NPUMEHATLCA B Ja/ibHeNLLeM KO BCEM CTaHLMAM, B TOM yncse
BMepBble 3aperncTtpmpoBaHHbiM Ha CepBepe, B MOMEHT UX MOAKIOYEHMS.

e MpyMeHUTb NPY NOAKIFOUEHUN CTaHLUI — COXPaHUTb 3aJaHHble NpaBKaa YIeHCTBa U
NPUMEHATb AaHHble NpaBuaa K CTaHUUAM B MOMEHT MX NoakntoveHmsa k Cepaepy.
MpaBuna neperpynnupoBKN CTaHLMIA NPUMEHSAETCA KO BCEM YXKe 3aperncTpypoBaHHbIM
CTaHLUMAM B MOMEHT UX cneayroLero nogiatoueHmsa k Cepsepy v 6yayT NpUMEHATbLCA KO
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BCEM CTaHUMAM, BriepBble 3apermcTpupoBaHHbIM Ha CepBepe, B MOMEHT NX NepBoro
noaxkaro4veHmA.

6. MNpu 3agaHnM NpaBMA aBTOMaTUUYECKOTO Y1eHCTBa A/19 MOJ/Ib30BaTEbCKOW rpynmbl, B
MepapxmyeckoM Crumcke aHTUBUPYCHOWN CETU PAAOM CO 3HAaUKOM 3TOW rpynnbl NOABUTCA
3HayoK ¥, Npu ycnosum, YTto yctaHossieH gar MokasbiBaTk 3HaUOK NPaBU/ UY/IEHCTBaA B
cnucke {5 HacTpoiiku Buaa AepeBa Ha NaHe/ i UHCTPYMEHTOB.

@ Ecnv ctaHums 6bina aBTOMaTUYeCKM NepemeLLeHa B NMOb30BaTe/IbCKYHO FPYMMy Ha OCHOBE

: npaBwWi YJeHCTBa, TO yAaNeHNe CTaHLMM U3 3TOM rpynnbl BPYYHYHO HE MMEET CMbICAa,
NMOCKOJIbKY MpW caeayroLlemM noakntoueHum k Cepsepy, cTaHUMa 6yAeT aBTOMaTUYeCKM
BO3BpalleHa B 3Ty rpynny.

Y106bI yAaJINTb NpaBWJla aBTOMaTU4YeCKoro BKsiroueHuma CTaHLI,VIFI B rpynny:

1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb INaBHOro MeHto LleHTpa ynpaBaeHus.

2. B nepapxmuyeckom cnmcke aHTUBMPYCHOM CETU BbIGepUTe NOAb30BaTENbCKYH Fpynny, Ans
KOTOPOW Bbl XOTUTE yAaNUTb NpaBmIa YNeHCTBa.

3. BbiNnoAHUTE OAHO U3 CNEAYHOLNX AENCTBUN:
(=]
e Ha naHenu MHCTPYMEHTOB HaXXMUTe KHOMKY 3 YAanutb npaBuia UsieHCTBa.

e Ha maHenn cBOWCTB rpynnbl B MpaBOW YacTu OKHa, B pa3gese KoHpurypaumua HaxmumTte
-
# Ypanutb npaBuia UneHcTBa.

e B ynpaBngrollem MeHt, B cekunmn Obume BbibepuTte nyHKT CBOMCTBA, NeperjmTe Ha
Bknasaky Kondurypauusa, HaxxmuTte @ Yaanutb npaBuna YieHCTBa.

4. Tocne yganeHva npaBua YNeHCTBA rPYnmbl, BCe CTaHLMMW, MOMELLeHHbIE B JaHHYIO rpynny
COr/NIacHO MpaBuiam YNeHcTBa, byayT yaaneHbl 13 3ToW rpynnbl. Ecan ana kakux-nmbo n3
3TUX CTaHUMI AaHHaa rpynna bbisia HazHavyeHa agMUHKCTPATOPOM NEPBUYHOWN, TO NpU
yAaneHnu CTaHUMn 13 rpynnbl, NepBMYHON Ana HUX ByaeT Ha3HavyeHa rpynna Everyone.

6.2.4. CpaBHeHMe CTaHUUU U rpynn

CyLLI,eCTByeT BO3MOXHOCTb CPaBHEHMUA CT&]HLI,I/II7I n rpynn no OCHOBHbIM NapaMeTpaMm.

p,l'lil CpaBHEHUA HEeCKOJIbKUX 06bekToB aHTVIBVIpyCHOﬁ ceTun:

1. BbibepuTe NyHKT AHTUBUPYCHAA CeTb [1aBHOIO MEHH0, B OTKPbIBLLUEMCS OKHE B
nepapxmyeckom cnuvcke Bbibepunte 0H6beKTbl, KOTOPbIe Bbl XOTUTE CPaBHUTL. icnonb3ynTe
ans atoro knasuwm CTRL v SHIFT. Bo3amMoXHbI cnegytoLime BapuaHThbl:

e BbIHOP HECKONBbKUX CTaHLMI — AN CPaBHEHWUS BbIOpaHHbIX CTaHLUNR;

e BbIOHOP HECKONBLKUX FPYNN — ANA CPaBHEHMA BbIOPaHHbIX FPYMM 1 BCEX BAOXEHHbIX
rpynn;

e BbIOHOP HECKONBKNX CTaHLMI W TPYNN — ANS CPaBHEHWUS BCEX CTaHLMI: Kak BbIOpaHHbIX

HernocpeACTBEHHO B epapXmM4eCckoM Cruncke, Tak U BXOAALLMX BO BCe BbIOpPaHHbIe
rPynnbl U NX BJOXEHHbIE rpynmnbl.
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2. B ynpasasatollem MeH0 HaxkmuTe NyHKT CpaBHeHue.
3. OtkpoeTcs cpaBHUTENbHAsA Tabavua ans BbIBpaHHbIX OO BEKTOB.

e [TapamMeTpbl CpaBHeHMUA Ans rpynn:
o CTaHUMIA — obLLee KONNYECTBO CTaHLUNI, BXOAALLMX B JAHHYIO Tpynny.
o CTaHLMUIA B CETU — KOIMYECTBO CTaHLMN, aKTUBHbIX Ha AaHHbIX MOMEHT.

o MepBuUHaA rpynna Ansa — KOANYECTBO CTaHLUMI, A/ KOTOPbIX AaHHas rpynna
ABNAETCA MNEePBUYHON.

0 ﬂepcouaanaﬂ K0|-|¢V|rypau,m| — CMMCOK KOMIMOHEHTOB, ANA KOTOPbIX HAa3HAa4Ye€HbI
nepcoHasibHblE HaCTpOI\;IKM, He yHacneaoBaHHbIe OT pO,D,I/ITGJ'IbCKOIZ rpynnbi.

e [lapaMeTpbl CPaBHEHMA ANA CTAHLWNA:
o [laTa co3gaHmA CTaHLMW.
o [epBuUUYHaA rpynna Ans cTaHUUN.

o MepcoHanbHaA KOHPUrypauma — CMMCOK KOMMOHEHTOB, AN KOTOPbIX Ha3HaYeHbl
nepcoHa/ibHble HAaCTPOMKM, He YHacNef0BaHHble OT NEPBUYHON rPyMMbl.

o YcTaHOBJIeHHble KOMMOHEHTbI — CMNCOK AHTUBUPYCHbIX KOMMOHEHTOB,
YCTaHOBJIEHHbIX Ha AaHHOVI CTaHUMW.

6.2.5. KonupoBaHue HacTpoek B gpyrue rpynnbi/cTaHLNMN

Hactpoiku koHOUrypaumm aHTMBMPYCHbBIX CPEACTB, pacnuncaHunii, NpaB Noab30BaTeNen 1
ApYyrue HacTPoOWMKM rpynnbl AN paboyer CTaHUUN MOTYT 6bITb CKOMMPOBaHbI
(pacnpocTpaHeHbl) B rpynny UM HECKObKO rpynn 1 paboumx cTaHUmi.

p,l'lil KONMUpoOBaHUA HaCTpoek:

1. HaxkmuTe KkHonky PacnpocTpaHUTb 3T HaCTPOWKMU Ha APYro 06beKT:
# B okne peaakTMpoBaHMA KOHOUIypaLMm aHTUBUPYCHOTO KOMIMOHEHT],
3 & okne peaakTMpoBaHMA pacnmcaHus,
¥ B OKHe HaCTpPOWKM OrpaHNYeHnn OBHOBAEHNS,

@ 5 okHe yCTaHaBANBaeMblX KOMMOHEHTOB,
& & okHe HaCTPOWMKM NMpaB NoAb30BaTeNe CTaHL MW,
OTKPOETCA OKHO C MepapXmMUecknM CMCKOM aHTUBUPYCHOW CeTU.

2. BbibepuTte B 3TOM CMMCKe Frpynnbl U CTaHLMW, Ha KOTOPbIE Bbl XOTUTE PacnpoCTpaHunTb
HacTpomnKu.

3. [nda Toro utobbl BEINOAHUTE U3MEHEHMA B KOHOUTYPaL MK 3TUX TPYMM, HaXKMUTe KHOMKY
CoxpaHuTb.
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6.3. Monantukm

lMoaumuka npeacTaBnseT cCOb0OM COBOKYMHOCTb BCEX CYLLECTBYHOLWMX HACTPOEK CTaHLMUN:
npaBa, pacnucaHne 3ajaHnin, TMLLEH3NOHHbIE KJTHOYMN, OTPaHNYeHN OOHOBAEHWIA, CMUCOK
yCTaHaBANBaEMbIX KOMMOHEHTOB, KOHOUIypaLMa aHTUBUPYCHBIX KOMMOHEHTOB.

@ I'Ionvm/n(y MO>XHO Ha3Ha4aTb TOJIbKO CTaHUUAM.

UT06b1 paspelmnTb UCNOJIb30BaHUE NONIUTUK ANA HaCTPOMKWN CTaHLUIA:

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHME B [1aBHOM MeHIO LleHTpa ynpasieHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatowero meHto Konpurypauma Cepsepa
Dr.Web.

2. Ha Bknagke O6uwme:
a) YcraHosute dnar Ucnonb3oBaTtb NOINTUKM.

b) B none Konnuecrtso Bepcuii NOANTUKM 33ailTe MaKCMMalbHOE KOIMYEeCTBO BEPCUN,
KOTOpble MOTYT BbITb CO3AaHbl 418 KaXA0W NoAnTuku. Ecim npun co3gaHum HoBown
BEPCUM MONUTUKN JaHHOE KOMYecTBO ByzeT npeBbllleHo, TO byaeT yaaneHa camas
cTapas Bepcus NOJUTUKM.

Haxmute CoxpaHutb 1 nepesanyctute Cepsep.

4. Mocne paspeLleHns NCNoNb30BaHNS NOJUTUK CO3AaeTCs NpeaycTaHOBEHHas NOAUTUKA
Default policy. JaHHyt0 NONNTUKY HENb3S YAAAUTb, HO MOXHO PeAakTMpoBaTh M Ha3HayaTb
CTaHLMAM.

@ MpepyctaHoBneHHas noautvka Default policy pacnonaraetca B cuctemHon rpynne Policies,

: KOTOpas CcKpbITa MO yMOAYaHuio. [lns oTobpadkeHns 3TON rpynnbl B MepapxXnyeckom Crmcke
aHTVBMPYCHOW CeTU YCTaHOBMUTE OMUMIO MaHe M UHCTPYMEHTOB = Hacrtpoiiku Buga aepeBa
— Moka3biBaTb CKPbITbIe rPynmbl.

| [lna BO3MOXHOCTM ynpaBaeHWs NOAUTMKAMK U MX HAaCTPOMKaMU aAMUHUCTPATOPY AOJIKHbI
6bITb Ha3HaueHbl NpaBa MpocMoTp CBOWCTB U KOH$UrypaLumn NoaAUTUK 1
PepakTtpoBaHue CBOMCTB U KOHUIypaLuu NOJIUTUK.

Ecav npaBa He Ha3HaueHbl, TO NOAUTUKM BYAYT 0TOBpaXkaTbCs B ePEBE aHTUBUPYCHOM CETU

nB MeHe/J,x(epe ﬂI/ILI,EHBVIl\/’I, HO BO3MOXHOCTb MPOCMOTPa UX COAEPXMUMOTO U ynpaBaeHNA
MU HE npeaoCTaBaAeTCA.
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6.3.1. YnpaBseHue noantukamm

CospaHue NoAnNTUKn

UYT06bI CO3AaTH HOBYIO NOJIMTUKY:

1.
2.

Bbl6epVITe MYHKT AHTVIBVIPYCHaﬂ CeéTb B rNMaBHOM MEHHO LI,eHTpa ynpaBaeHUA.

Bbibepute I'IyHKT+ A o6aBnTb 06bEKT CETU Ha NaHeAN NHCTPYMEHTOB, Aasiee B MOAMEHHO
MYHKT <& Co3paTb NOAUTUKY.

OTKpoeTCﬂ OKHO CO34aHnA NOJINTUKN.

Mone BBosa NpaeHTudmkaTop 3anosHseTcs aBTomaTmyecku. [py HeobxoaMMOCTM ero
MO>XHO OTpeaKkTMpoBaTh B npouecce co3gaHma. aeHTndmnkaTtop He AOKEH BKIKOYATb
npobenos. B ganbHenwem naeHTMOUKATOP NOANTUKN N3MEHATL HENb3A.

B none HasBaHMe 3a4aliTe HaMEHOBaAHME MNONUTUKN.

Mpwv co3zaHNN NOAUTUKN €e HAaCTPOMKM MO YMOAYaHWIO Konupyrotcs 3 noantuky Default
policy. YTo6bl M3MeHUTb 06BEKT, N3 KOTOPOro HyAyT KONMMPOBATLCA HACTPOMKN, HAXKMUTE
Ha ccblnky BbibpaTb gpyrovi o6bekT. B oTKpbIBLLIEMCS OKHE BblbepuTe 00beKT 13
npeAcTaBAEHHOro CNMCKa. TO MOXET BbITb rpynna, CTaHUMA, Apyras NoJMTUKa Uan BepCus
noanTnkn. Moxet 6biTb BblIOpaH TO/bKO OAMH 06BbekT. HaxkmuTte kHonky CoxpaHuTb. B
OKHe CO3/laHWNA NOANTUKM OTOHpa3nTcsa BbiIbpaHHbIN BaMyn 0O6BEKT.

6. [na co3paHnsa NOAUTUKM C 3af,aHHbIMU HaCTPOMKaMM HaxXMuTe KHonKy CoOXpaHUTb.

Mpwu co34aHNM NOAUTUKN aBTOMATUUECKN CO3aeTCs BepCUsA NOUTUKIN, COOTBETCTBYHOLLAA
JaTe fobaBfeHNs CaMO NMOJAUTUKN.

Bepcnu noantmkm

MonnTtnka MOXeT coAepkaTb HECKONbKO BEPCUI, HO He BonbLUe, YeM yKa3aHO B HaCTPOMKax
KoHpurypaummn Cepsepa. Ha3zBaHne Bepcun NOAUTUKM COOTBETCTBYET BPEMEHW ee CO3JaHuA.

UTo6bI CO3A4aTh HOBYHO BEPCUIO MOJINTUKM:

BbibepuTe nyHKT AHTUBUPYCHaA CceTb B rMaBHOM MeHH0 LleHTpa ynpaBaeHums.

. ﬂ,OCTyI'I K HaCTpOVIKaM NOANTUKN OCYLLECTBNIAETCA Yepes Mepapxmqecmf/’l CNncokK

aHTUBUPYCHOW ceTu. OTpesakTUpyrTe KOHGUTYpaLMIO NOAUTUKN, AN KOTOPOU Bbl XOTUTE
CO3/aTb HOBYHO Bepcuto. Bbl MOXeTe caenatb 3TO BPYUHYHO UAW MPU MOMOLLM
nMnopTa/pacnpocTpaHeHns KoHGUrypaLmm oT Apyroro obbekta aHTUBUPYCHOW CeTU
(cTaHUWW, rpynnbl, MOAUTUKN).

Mpu coxpaHeHU N3MEHEHUN HOBas BepCUs MOANTUKM ByAeT co34aHa aBTOMATUUECKM Ha
OCHOBe 3aflaHHbIX HacTpoek NoanTukn. CosgaHHasn Bepcmsa ByaeT Ha3HayeHa TekyLen.

PyKkoBOACTBO aAMAHUCT paTopa
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/I\ Tonbko OJHa BEPCUA MOJNTUKUN ABNAETCA TEKyLLI,Ef/'I N MOXET ObITb Ha3HayeHa CTaHUMAM.
)

HaCTpOVIKM BEPCUN MOJIUTUKN NPeAO0CTaBAAKOTCA TOJIbKO ANA UTEHUA.

Y106bI NI3MEHUTb TeKyulyro BepCcuio NOJINTUKU:

1. BbibepuTe nyHKT AHTUBMpPYCHaA ceTb B IN1aBHOM MeHto LleHTpa ynpaBaeHums.

2. B nepapxuueckom cnmcke Bbibepute NOANTUKY, TEKYLLYHO BEPCUO KOTOPOM Bbl XOTUTE
N3MEHUTb.

3. Ha oTkpbIBLUENCA NaHENN CBOWCTB MOAUTUKMN B pa3zene Obuime B BbinajaroLlemM Crimcke
Tekywian Bepcns BbIGepUTe HYXXHYH BEPCUIO.

4. Haxmute kHonky CoXpaHUTb.

YpaneHve nosTUKuN

@ yAaJ'IFITb NONUTUKN MO>KHO KakK LIeJIMKOM, TaK 1 No BEPCUAM.

A.l'lil yAaJsieHnAa NoJIMTUKN Win sepcmm noJIMTUKn:

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B M1aBHOM MeHto LleHTpa ynpasieHus.
2. Bbibepute MOANTUKY MM BEPCUIO MOANTUKN B MEPAPXMNYECKOM CrINCKE.

3. Ha naHenu MHCTPYMEHTOB HaxmuTe 7 O6uwme — X Yaanuthb BbiGpaHHbIe 06bEKTbI.

@ Mpw yaaneHnn NoanTukM obpaTute BHUMaHVeE Ha Caegytolme 0cobeHHOCTM:

o |_|pl/l yaaneHmn I'IOCJ'Ie,D,HEI‘/II BEPCUN NMONNTUKN, CaMa MOJINTUKa Takxke yaanaeTca.

e Eciv ypansetcsa Tekyllas BEPCUA NOJUTUKK, TO TeKyLLe CTAaHOBUTCA MOCAeAHsAS Bepcus (C
nocaeaHen aaTon).

e Bcewm CTaHUMAM, KOTOPbIM Oblsa Ha3HaueHa YAaneHHaa BePCUA MOJINTUKN, 6yp,eT
Ha3Ha4eHa TeKyLwaa Bepcua 3TOWN MONUTUKW.

6.3.2. HazHaueHMe NONNTUKMN CTaHLUNAM

/I\ ,ﬂ,.ﬂﬂ CTaHUMN MOXET ObITb Ha3HaYeHa TONbKO OJHa NoJunTuKa.
)

CTaHLI,VIFIM MOXeT ObITb Ha3HaueHa TOJ/IbKO Ta NoJINTUKa, ANA KOTOpOl\/II 3ajaH !'Il/ll;l.eH3I/IOHHbIVI
KJHOY.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06bl HA3HAUUTb UIN U3MEHUTb MOJINTUKY CTaHLUWU:

1. BbibepunTe NyHKT AHTUBUPYCHaA CeTb B rNaBHOM MeHo LieHTpa ynpaBaeHus.

2. B nepapxmueckom cnvcke Bbibepute CTaHUUIO, AN KOTOPOW Bbl XOTUTE Ha3HAUNTb UK
N3MEHWTb MOANTUKY.

3. Ha oTkpbIBLUEWCA NaHenn CBOWCTB CTaHLMKM B pa3gene Mpynnbl B crnivcke MonnTtuka
ycTaHOBWTe daar HanpoTUB MOJANTUKM, KOTOPYHO Bbl XOTUTE Ha3HaUUTb.

Ecan paHee yxe 6blna Ha3HayeHa NMNONNTUKa, €€ cl)nar 6y,D,ET dBTOMaTU4eCKN CHAT, T.K. ANA
CTaHUMWN MOXKET ObITb Ha3HaUYeHa TONbKO OAHa NMONNTUKa.

Takke Bbl MOXeTe CHATb ¢s1aru co BCcex NOANTUK. B 3TOM ciiyyae HacTpOMKM CTaHL MK
BEPHYTCSA K CBOEMY MpesblAyLleMy COCTOSHUIO, KOTOPOe OblN0 A0 Ha3HaUYeHUA NOANTUKM.

4. HaxmuTte kHornky CoxpaHUTb.
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naBa 7: YnpaBneHue pabounmm ctaHLUAMMN

AHTMBMpPYCHas ceTb, paboTatowas nog ynpasneHnem Dr.Web Enterprise Security Suite,
MO3BOJIAET LLeHTPaIM30BaHHO HacTpamBaTh aHTUBMPYCHbIE NaKeTbl Ha Paboumx CTaHLUUAX.
Dr.Web Enterprise Security Suite no3ssosser:

e HacTpamBaTb KOHPUIYpPaLMOHHbIE MapaMeTpPbl aHTUBUPYCHbBIX CPEACTB,

e HacTpamBaTb pacnmMcaHue 3anycka 3ajaHnin Ha CKaHMpPOBaHWe,

e 3anyckaTb OTAe/bHble 3aZaH1s Ha pabounx CTaHLUMAX HE3aBUCMMO OT HaCTPOeK
pacnucaHus,

e 3anyckaTtb npouecc 06HOBeHMA pabounx CTaHLMIW, B TOM Yncie nocae owmnbku
0BHOBNEHWNA CO COPOCOM COCTOSHUSA OLLNOKM.

Mpw 3TOM agMUHKCTPATOP aHTUBMPYCHOW CETM MOXKET COXPaHWUTb 3a NONb30BaTeNeM
pabouel CTaHUMKM NpaBa Ha CaMOCTOATENbHYO HaCTPOMKY KOHGUTrypaumum 1 3anyck 3ajaHui,
3anpeTuTb 3TV AENCTBUA UM B 3HAUMTENIbHOW Mepe UX OrPaHnuUnTb.

N3meHeHMs B KOHOUTypaLmto pabouelt CTaHL MM MOXHO BHOCUTb Jaxe Torja, Korga oHa
BPEMEHHO HegocTynHa Ans Cepeepa. 3T U3MeHeHus ByayT NPUHATLI paboyeit cTaHUMeRn, Kak
TONIbKO ee cBsi3b ¢ CepBEPOM BOCCTAaHOBUTCS.

7.1. YnpaBneHne yyeTHbIMM 3anmucamMmm pabounx craHuumn
7.1.1. MonAuTtnkKa NOAKAIOUEHUA CTAaHLNMN

| Mpouesypa co3zaHus cTaHuum yepes LleHTp ynpaBieHns onvcaHa B PykoBoacTBe no
: ycTaHoBKe, . Co3/iaH/ie HOBOW YYEeTHOWN 3anncu CTaHUNM.

Bo3MOXHOCTb yrnpaBaeHns aBTopmusaumeri ctaHumin Ha Cepeepe Dr.Web 3aBucut o1
CNeZlytoLyX napamMeTpos:

1. Ecav npwu yctaHoBKe AreHTa Ha CTaHUMK 6bin cHAT pnar PyuHas aBTopu3aumsa Ha cepBepe,
TO pexum goctyna ctaHuui kK CepBepy byaeT onpeaeniteCa B COOTBETCTBMU C
HacTpoWnkamu, 3asaHHbIMU Ha CepBepe (MCNOob3yeTca MO YMONYaHUIO), CM. HUXKE.

2. Ecav npu yctaHoBKke AreHTa Ha cTaHUMK 6bin ycTaHoBAeH dniar PyuHaa aBTopusauua Ha
cepBepe 1 3ajaHbl napameTpbl Uaentugukarop v Mapoab, To Npu NOAKNHOYEHUM K
Cepsepy cTaHuua byaeT aBTOpM30BaHa aBTOMaTUYECKM BHE 3aBUCMMOCTIN OT HacTpoek
CepBepa (Mcnoab3yeTca MO yMOAYAHMIO NPU yCTaHOBKe AreHTa Yepes MHCTa NALNOHHbIN
naket drweb ess <OC> <cmaHyus>.exe — cM. PyKoBOACTBO MO yCTaHOBKe, M.
VHcTannsunoHHble dainbl).

I 3ap,aH|/|e TUMNa aBTOPM3aLNN AreHta npwn ero yCtaHoBKe ONMMCaHo B PYKOBOACTBe
° noJsib3oBartens.

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 UI3MEHUTb peXknm Aoctyna craHuui kK Cepsepy Dr.Web:

1. OtkpoWTe HacTpoiku koHouUrypauumn Cepsepa. [ns 31oro Boibepute NyHKT
AAMMNHUCTPUPOBaAHME [TaBHOTO MEHIO, B OTKPbIBLUEMCA OKHE BblbepuTe NyHKT

ynpasadatoulero MeHto Kongurypaunsa Cepsepa Dr.Web.
2. Ha Bknagke O6wue B BbinazatolleM crivcke Pexxum perucrpauum HOBUUKOB BbibepuTe
OAHO 13 C/IeAyoLLMX 3HaUYEHWI:

e MoaTBEpXXAaTb AOCTYN BPYUHYHO (PEXUM YCTaHaBANBAETCA MO YMONYAHUIO, €C/IN HE
6b11 n3MeHeH Npu yctaHoBke CepBepa),

° BcerAa OTKa3biBaTb B AOCTYyneE,

e ABTOMAaTUUECKN pa3pewlatb AOCTYyMN.

PyuHoe noarBepikaeHue goctyna

B pexxume MoarBepikaaTh AOCTYN BPYUHYHO HOBbIE CTaHLMM MOMELLAOTCA B CUCTEMHYHO
nogrpynny Newbies rpynnel Status g0 1x HenocpeaCTBEHHOro paccMOTpPeHUS
aZAMUHNCTPATOPOM.

AJ’IH ynpaB/sieHUA A0CTYNOM HenoATBepPXXAEHHbIX CTaHU,VIﬁt

1. BbibepuTe NyHKT AHTUBMUPYCHasA ceTb B IN1aBHOM MeHto LleHTpa ynpaBneHus. B gepese
aHTUBNPYCHOW ceTu BblibepuTe cTaHuum B rpynne Status — Newbies.

| lpynna Status — Newbies B sepeBe aHTUBMPYCHOW CeTV AOCTYMNHa TOAbKO MPW BbINOJIHEHWM
: CNesyroLLMX YCIOBWIA:

1. B pa3gene AgmuHuctpupoBaHue — Kondurypauum Cepsepa Dr.Web — O6uime ans
napameTpa Pe>xkum perncrpauym HOBMUKOB 3ajaHo 3HaueHve MogTBepikaaTh gocryn
BPYUHY!IO.

2. [ins agMmvHUCTpaTopa paspelueHo mpaso MoaTBepXkAeHe HOBUUKOB.

2. [na 3aganna pgoctyna k CepBepy Ha NaHean MHCTPYMEHTOB B pa3sjesie L]
HenoarBepi)kaeHHble cTaHL MM 33jaiiTe AeNCTBMe, KOTOpOoe ByaeT NpUMeHeHO Ans
BbIOPaHHbIX CTaHLMI:

i Paspewntb AocTyn BbI6paHHbIM CTaHLMAM U Ha3HaUYUTb NEPBUYHYIO rpynmny —
noATBepANTb AOCTYN cTaHuun kK CepBepy 1 3a4aTb ANA Hee NePBUYHYIO Fpynny 13
NPeANOXEHHOro cnucka.

OTMeHUTb AeiicTBUe, 3a,aHHOE A/1Sl BbINOJIHEHUA NPU NOAKIIOUEHUN — OTMEHUTb
LEeNCTBME HaZ HeNMOATBEPXKAEHHOW CTaHLMeN, KoTopoe Bbl10 paHee Ha3HavYeHo Ans
BbIMOJIHEHNS B MOMEHT, KOTAa CTaHLUmMsa noaknrountcs K Cepsepy.

% OTtkasaTb B Aoctyne BblﬁpaHHblM CTaHUMAM — 3anpeTnTb A4OCTYyN CTaHUNK K CepBepy.

PyKkoBOACTBO aAMAHUCT paTopa
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ABTOMaTUUYECKNIN OTKa3 B AoOCTyne

B pexxume Bcerpa otkasbiBaTb B goctyne Cepsep OTKa3biBaeT B JOCTYNe Npuv MOJyYeHUn
3aMpocoB OT HOBbIX CTaHLMI. AAMUHUCTPATOP AOJKEH BPYUHYHO CO34aBaTh 3anmcu o
CTaHUMAX M MpUCBanBaTb MM Napoau JOCTyna.

ABTOMaTUUecKoOe pa3pelLlueHMe AocTyna

B pexxnme ABTOMaTUUECKU pa3peluaTtb AOCTYN BCE CTaHLMKN, KOTOPbIE 3anpaLumBaroT 4OCTYN

k CepBepy, MOAKNHOUAOTCA aBTOMaTMUeckn 6e3 JanbHeNLX 3anpoCcoB agMuHucTpaTopy. MNpwu
3TOM B KayecTBe NepBUYHOW rpynnbl Ha3HayaeTcs rpynna, 3aZaHHas B BbiNaatoLleM Crncke

MepBuuHan rpynna B pa3gene Konpurypaums Cepsepa Dr.Web Ha Bknagke O6uwme.

7.1.2. YpaneHne v BOCCTaHOBJIEHUE CTaHLUU

YpaaneHune craHuumn

Yr1o6b1 yAanUTb 3anucb o pabouei ctaHLMN:

1. BbibepuTe NyHKT rnaBHOro MeHto AHTUBUPYCHaA CeTb.

2. B oTKpbIBLLIEMCS OKHE B MepapXM4yeckoM Cnuncke BbibepuTe CTaHLMIO NN HECKObKO
CTaHLUWIA, KOTOPble Bbl XOTUTE yAaANUTb.

3. Ha naHenn MHCTPYMEHTOB HaXXMuTe 7 06wume — X Yaanuts Bbl6paHHble 06beKTbI.

4. OTKpoeTCA OKHO MOATBEPXAEeHUA yaaneHusa ctaHumn. Haxmute OK.

Mocne yaaneHns CTaHUMI U3 MepapXMyeckoro Crnvcka, OHW NoMeLlaroTca B Tabanuy
YAANEeHHbIX CTaHLUMIN, N3 KOTOPOWN BO3MOXHO BOCCTaHOBNEHWE O6BEKTOB NMPY MOMOLLM
LleHTpa ynpaBaeHus.

BoccTaHOB/IeHUE CTaHUUMA

YT10o6bI BOCCTAHOBUTb 3anncb 0 pabouen cTaHUUK:

1. BbibepuTe NyHKT rNaBHOro MeH0 AHTUBUPYCHAA CeTb, B OTKPbIBLUEMCS OKHE B
MepapxmMUeckoM Crncke BblbepuTe yaaneHHYH CTaHLMUIO UM HECKOIbKO CTaHLMIA, KOTopble
Bbl XOTUTE BOCCTAHOBUTD.

@ Bce yaaneHHble cTaHUym pacrnosioxeHsl B nogrpynne Deleted rpynnsi Status.

PyKkoBOACTBO aAMAHUCT paTopa
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2. Ha naHesn MHCTPYMeHTOB Bbi6epuTe NyHKT 3 O6wme — 25 BOCCTaHOBUTb yAa/leHHbIe
CcTaHuuM.

3. OTkpoeTcs pasgen BOCCTaHOBNEHWA YAaleHHbIX CTaHUMA. Bbl MOXeTe 3ajaTb cregytolme
napameTpbl CTaHLUUK, KOTOpble ByayT 3aZaHbl NPY BOCCTAaHOBAEHUMN:

e MepBuuHaA rpynna — BbibepunTe NepBUYHYHO rpynny, B KOTopyto byaeT fobaBaeHa
BOCCTaHaB/AMBaeMas cTaHuma. Mo ymonvaHuto BoibpaHa Ta nepBuYHan rpynna, kotopas
6bina 3agaHa ANA CTaHUMW NpU ee yaaneHuw.

@ Mpy BOCCTaHOBNEHUM HECKONbKUX CTaHLMIA OAHOBPEMEHHO MO YMOJYaHWUKO BbibpaH BapuaHT

: BbiBlIas NnepBUYHAas rpynna, 03HayatoL i, UTo A/ KaXzaol V3 BblIGpaHHbIX CTaHUMA ByaeT
3ajlaHa CBOS MepBWYHas rpynmna, B KOTOPOW CTaHLMN YACAUAUCH A0 YaaneHus. MNpwu Bbibope
onpeseseHHON rpynmbl 418 BCEX BOCCTaHaB/IMBAEMbIX CTaHUMIA ByaeT 3aZaHa O4Ha 1 Ta xe
BbiGpaHHas rpynna.

e B paszene UneHcTBO Bbl MOXETE M3MEHUTb CMIMCOK rpymnmn, B KOTOpble 6yaeT BXOANTb
cTaHumA. [To yMONyaHWIO 3ajaH CNUCOK rpymnmn, B KOTOPble CTaHLMA BXOAWAA A0
yaaneHuns. B cnvcke YneHcTBO NpuBeseH CMCOK rpymnn, B KOTOPble BO3MOXHO
BKJIFOYEHME CTaHUMW. YCTaHOBUTEe daarn HanpoTuB Tex rpynn, B KOTopble byaeT
BKJIFOYEHA CTaHLMA.

4. [1na BOCCTaHOBJIEHWNA CTAHUWUM C 3alaHHbIMW NapamMeTpaMu HaXXMUTE KHOTKY
BoccraHOBUTD.

7.1.3. O6beanHeHMe CTaHUUN

B pe3ynbTaTe onepauunin c 6a3on gaHHbIX Uan npu nepeycraHoske MO aHTUBMPYCHbIX
CTaHLUMN, B MEPAPXMYECKOM CMUCKEe aHTUBMPYCHOMN CETU MOXKET NOABUTLCA HECKOJIbKO
CTaHUWI C OANHAKOBbLIM Ha3BaHMEM (TONbKO OAHO U3 HUX ByAeT COOTHECEHO C
COOTBETCTBYHOLLEN aHTUBUPYCHOW CTaHLUMEN).

Ana Toro urobbl ybpath NOBTOPAIOLLNE MMEHA CTAaHLLUN:

1. Bbigenute Bce NOBTOPAIOLIMECH UMEHA OAHOW M TOM Xe CTaHUMW. [Ina 3TOro ncnonb3ymTe
knasuwy CTRL.

2. Ha naHenn MHcTpymMeHTOB BbiGepuTe 7 O6wmne » ¥ O6beagUHUTL CTaHLUN.

3. B ctonbue 2 Bbibepute cTaHuMIO, KOTOpas ByAeT cunTaThCs rMaBHON. Bce octanbHble
CTaHUMM ByayT yAaneHbl, a X AaHHble OyayT NpunncaHbl BblIOpaHHOM.

4. B ctonbue & Bbibepute CTaHLMIO, HACTPOMKMN KOTOPOW ByayT 3a4aHbl ANS BbIGPaHHOM
FNaBHOW CTaHLMWN.

5. Haxmunte kHonky CoXpaHUTb.

PyKkoBOACTBO aAMAHUCT paTopa
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7.2. O6bwme HacTpoukm paboueir ctTaHUUM

7.2.1. CBoncTBa CTaHUUMN

YT0o6b1 NPOCMOTPETb U OTPEAAKTMPOBaTh CBOMCTBaA pabouei ctaHUUK:

1.

BbibepurTe NyHKT AHTUBUPYCHaA ceTb rNaBHOro MeHto LleHTpa ynpaBaeHus, B
OTKPbIBLUEMCSl OKHE B MEPaPXMUYECKOM Crurcke Bbibepute CcTaHLmHo.

OTKpOWTE pasaen CBONCTB CTaHUMN OAHMM U3 CIeAyoLWwmMX CnocoboB:

a) HaxmuTe Ha Ha3BaHMe CTaHLUMN B MepapXnMyeckoM CMMCKe aHTUBUPYCHOW ceTu. B
npaBoW YacT okHa LleHTpa ynpaBaeHmns aBTOMaTMYeCKM OTKPOETCA CeKLMSA CO
CBOWCTBAMM CTaHLMN.

b) Bbibepute nyHkT CBOMCTBA yrpaBastollero meHto. OTKpoeTcs OKHO CO CBOMCTBaAMMU
CTaHLMW.

OKHO CBOWCTB CTaHLMW COAEPXUT CneaytoLime rpynnbl napameTpos: O6wme,
KoHdurypauus, M'pynnbl, besonacHoctb, PacnonoxxeHue. /Ix cogep>xaHne n HacTpovika
OrnuncaHbl HUXe.

,ﬂ,l'lﬂ COXpaHeHUNA BHECEHHbIX N3MEHEHWNI HaXMuNTe KHOMKY COXpaHVITb.

Yp,aneHMe nepCcoHaJ/ibHbIX HaCTpoeK CTaHUUun

UT0o6b1 yaanuTb NnepcoHasibHble HACTPOMKN CTaHLLUMK:

1.

BbibepuTte nyHKT AHTMBUPYCHaA CeTb rNaBHOro MeHto LleHTpa ynpasieHus, B
OTKPbIBLUEMCA OKHE B MepapX1yeckom cnucke BbibepuTe CTaHLMIO N Ha NaHen
WHCTPYMEHTOB HaXmMuTe 7 06w e — & Yaanutb nepcoHasibHble HacTpoiiku. OTkpoeTca
CMUCOK HaCTPOEeK JaHHOW CTaHLMK, NepCoHaibHble HACTPOMKN ByAyT OTMeUeHbl Gpaaramu.

[lna nepcoHanbHbIX HAaCTPOEK, KOTOpble HeOBXOAMMO yAaNNTb, OCTaBbTe Gaaru
yCTaHOBNEHHbIMW. [Ina Tex HacTpoek, KOTOPble Bbl XOTUTE OCTaBUTb MEPCOHa/IbHbIMMU,
CHUMUTe dnarn. Haxkmute Yaanurb. [lna HacTpoek, oTMeueHHbIx dnaramu, 6yayT
BOCCTaHOBJIEHO HacAeAOBaHWe OT NEPBUYHON TPYMMbI.

7.2.1.1. Obwme

B pasaene O6uwyme npurBeseHbl Caeaytolme nons, ZOCTyNHble TONbKO ANS UTEHWS:

e NpeHTUpUKaTOp CTAaHUUMN — YHUKA/IbHBIA MAEHTUDUKATOP CTaHLUMK. 3ajaeTcs npu

CO34aHNKn yl-IeTHOI‘/’I 3anncm CtaHuunm n B Aaane|7|u.|eM He NoANeEXNT N3SMEHEHUIO.

e HasBaHue — Ha3BaHWe CTaHUMW. 3aZaeTCa NPU CO34aHMUM YUETHOM 3annCK CTaHUUK N B

AaﬂbHeIZMEM HE NMoANIEXXNT USMEHEHUHO BPYUHYHO. Mocne noAKNHOYEHNMA CTaHUMN MOXKET
OblTb aBTOMATNYECKN 3aMEHEHO Ha Ha3BaHue KOMMNbHOTEPA.

e [lata co3paHnAa — JaTa CO34aHNsA YUYeTHOM 3anncm ctaHumm Ha CepBepe.

PyKkoBOACTBO aAMAHUCT paTopa
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e NpeHTudukarop 6e30nacHOCTU — yHIMKabHbIV NaeHTUdrKaTop 6esonacHocTu (SID -
security identifier) yueTHou 3anucu nonb3osatens OC Windows. [None 3anonHseTcs
aBTOMATMUeCKku nocsie nogxntoueHns ctaHumm nog OC Windows k Cepsepy.

e LDAP DN - paznunuatoweecs nms (distinguished name) craHumm nog OC Windows.
AkTyanbHO ans ctaHumin, Bxoaawmx B ADS/LDAP-gomeH. [Mose 3anonHAeTcs aBTOMaTnyecku
nocne noakitoueHnsa ctaHunm k Cepaepy.

e MAC-appec - MAC-agpec ctaHuuu. [None 3anonHaeTca aBToMaTUYeCcKn nocne
noakntoueHns ctaHumm k Cepepy.

e [lata nocnegHero NOAKAKUEHNA — JaTa NOC/NeAHEro NOAKAKYEHMA JaHHOW CTaHLMK K
Cepsepy.

Takke Bbl MOXeTe 3a4aTb WU U3MEHUTb 3HAUYEHUS CNefyHOLUX NONen:

¢ B none Maponb 3agaliTe naponb Ans aBTopm3aumm ctaHumm Ha CepBepe (HeobxoanMo
NOBTOPMUTL TOT Xe napob B none Mogrsepaute naponb). [1py cMeHe napons, An4
BO3MOXHOCTU NOAKNOYEHMA AreHTa, aHaNorMuHyr nNpoLesypy HeobxoanmMo Npoun3BecTy B
HaCTpoWnkax coeAnHeHNs AreHTa Ha CTaHLMWN.

¢ B none OnucaHune Bbl MOXeTe YKa3aTb AOMOJHUTE/IbHYHO I/IHCI)OpMaLI,I/II-O O CTaHUMK.

| 3HaueHua nosaer, OTMeYeHHbIX 3HaKOM *, A4OXKHbl 6bITb 06A3aTeIbHO 3aAaHbl.
! A pit

Takke B JaHHOM pa3zene NPUBEAEHbI CeAYHOLLME CChINKN:

¢ B nyHkTe MHCTannAauMoHHbIN pann — CCbinka A 3arpy3kn nHcTaanatopa AreHTa ans
JaHHOW CTaHLUMW.

Cpasy nocne co3gaHuu CTaHUMKW, A0 MOMEHTa, Koraa byaeTt 3asaHa onepaumnoHHas cuctema
CTaHUMW, B pa3jene ckaumMBaHusa AUCTPMOYTUBA CCbINKM NPeAoCTaBASOTCA OTAE/NbHO ANs
Bcex OC, nopaep>xmBaembix Dr.Web Enterprise Security Suite.

¢ B nyHkTe KoHpurypaumoHHbIii pain — ccbinka Ans 3arpysku Gana c Hactponkamum
noakntoueHuns Kk Cepsepy Dr.Web cranunin nog ynpasaeHnem OC Android, macOS n OC
Linux.

7.2.1.2. Konpurypauuma

B pasaene KoHdurypauua Bbl MoxeTe U3MEHUTb KOHPUTypaL Mo CTaHUUIi, KoTopas
BK/IFOYaET:

3Hauok Hactpoiikn Pa3spen c onucaHmem

& MpaBa noab3oBaTeNel cTaHLum MpaBa nosib3oBaTeNelr CTaHLNM

ﬁ LleHTpanv3oBaHHOE pacnucaHue 3arnycka 3aZaHui Ha PacnucaHune 3agaHuin paboyeit
pabouei cTaHLmK CTaHUMK

PyKkoBOACTBO aAMAHUCT paTopa
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3Hauok Hactpoiikn Pa3pen c onucaHmem

i JIVEeH3MOHHbIE KIHOUN ANA CTaHLK JInLieH3NOHHbIE KUK

= OrpaHunueHns Npu pacnpocTpaHeHn 06HOBAEHUN OrpaHunyeHve 06HoBAEHWI Paboumx
aHTmBMpycHoro MO CTaHUWA

@ Cnncok ycTaHaBAMBaEMbIX KOMMOHEHTOB YcTaHaBAWBaEMble KOMMNOHEHTb!

AHTVBUPYCHOIO MakeTa

& HacTpoiiku KOMMOHEHTOB aHTMBUPYCHOTO NakeTa Aas HacTpolika aHTUBMPYCHbIX
AaHHOW CTaHLym KOMMOHEHTOB

N3 LleHTpa ynpaBaeHus Takxke fOCTYMHbI KHOMKN ANA YAANEeHUA NepCOHaNbHbIX HAaCTPOEeK.
OHM pacnonoxeHbl cnpaBa OT COOTBETCTBYHOLLMX KHOMOK HaCTPOMKN KOHGuUrypaumu. Mpu
yAaneHnn nepcoHanbHOW KOHbUrypaumm paboyen ctaHumm BHOBb ByaeT ycTaHOB/IEHa
KOHUrypaumsa, yHaciefoBaHHas OT NEPBUYHON TPyNMbl.

ili Mpu n3meHeHun HacTpoek SplDer Gate n/unu OPUCHOrO KOHTPOAS HEOBXOAMMO YyUUTbIBATD,
YTO HaCTPOWKM JaHHbIX KOMMOHEHTOB B3aMMOCBA3aHbl, MO3TOMY, €CV 6bIAN YAaneHbl

~ e
nepcoHanbHble HACTPOWKM OAHOTO M3 HMX NPU MOMOLLKN KHOMKA YAa.ﬂVITb
nepcoHasibHbie HaCTPOﬁKM, TO TakKKe 6yAyT yaaneHbl HaCTpOVIKM BTOPOro KOMMNOHeHTa
(yCTaHaBﬂMBaETCﬂ HacnegoBaHME HAaCTPOEK OT pOAI/ITe!IbCKOl‘;I prﬂl’lbl).

7.2.1.3. Fpynnbi

B pa3aene Mpynnbl HacTpavBaeTCs CMUCOK rpymnm, B KOTOPble BXOANT AaHHas pabouvas
cTaHumA. B cnncke YneHCTBO nepeuncieHbl BCe rpynmbl, B KOTOPblE BXOAMT pabouas cTaHUmA
1 B KOTOPble ee MOXHO BKIHOUMUTb.

Ana ynpaBneHns uneHctBom paboueit ctaHuun HeobxoaMmo:

1. [na pobaBneHns CTaHUMKM B NOAb30BaTENLCKYHO FPYMMny YyCTaHOBMTE Gpaar HanpoTMB 3TOW
rpynnbl B cnvcke YneHcrso.

2. Ansa ypaneHusa paboyeit CTaHLUMM U3 NONb30BaTEIbCKOM TPYMMbl CHAMUTE daar HanpoTuB
3TOW rpynnbl B cnvcke YneHcTBoO.

@ yﬂ,aHEHVIe CTaHLJ,VIVI M3 NpeayCcrtaHOBJIEHHbBIX rpynn HEBO3MOXXHO.

3. Mpun HeOHXOAMMOCTN Ha3HAUNTb APYTYHO MEPBUYHYIO TPYMMY HAaXXMUTE Ha 3HAUOK HY>KHOW
rpynnel B cnncke YneHctso. Mpu 3ToM Ha 3Hauke rpynnbl nossutcs 1.

PyKkoBOACTBO aAMAHUCT paTopa
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7.2.1.4. be3onacHOCTb

B paszene besonacHocTb 3a4at0TCA OrpaHMYeHMs Ha CeTeBble ajpeca, C KOTOPbIX AreHrT,
YCTaHOBJ/IEHHbIW Ha JAHHOW CTaHLMKN, MOXeT noakitoyatbca k CepBepy.

Y106bI HaCTpPpoOuUTb orpaHnyeHuda goctyna:

1. YctaHoBuTe dpnar Mcnonb3oBaTb 3TOT CNMCOK AOCTYNA, YTOObI 3a4aTb CANCKN
pa3peLleHHbIX UAN 3anpeLleHHbIx agpecoB. Ecan dnar cHAT, Bce coefnHenns byayT
paspeLleHbl.

2. YT06bI paspewmntb ocTyn € onpegeneHHoro TCP-aapeca, Bkirounte ero B cnncok TCP:
paspeweHo nav TCPv6: paspelueHo.

3. Yrtobbl 3anpeTtnTb kakon-nnbo TCP-agpec, BkitounTe ero B cnucok TCP: 3anpewyeHo nav
TCPv6: 3anpeLyeHo.

4. Appeca, He BKJIFOUYEHHbIE HU B OAMH U3 CMNCKOB, pa3peLuaroTcs 1av 3anpeLLaroTcs B
3aBNUCMMOCTM OT TOrO, ycTaHoBAeH an ¢nar MNMpuoputeTHocTb 3anpeta. Ecan dnar
YCTaHOBJIEH, CNVCOK 3anpeL,eHo nmMeet 6oaee BbICOKUI MPUOPUTET, YEM CMNCOK
Pa3speweHo. Agpeca, He BK/IFOUYEHHbIE HN B OAMH M3 CMTUCKOB UAN BKIOYEHHbIE B 063,
3anpewatotcs. Pa3peluatoTcs TONbKO ajpeca, KOTopble BKAKOUEHbI B Cncok PaspelueHo v
He BK/IFOUYEHbI B CNMCOK 3anpeLeHo.

UTo6bI OTpeaakTMpOBaTh CNUCOK apecoB:

1. BBeauTe ceTeBOW ajpec B COOTBETCTBYHOLLEe Nose B BUAe: <IP-adpec>/ [ <npegukc
cemu>1].

2. [na pobaBneHVa HOBOrO MOJA agpeca Ha>xXKMUTe KHOMKY COOTBETCTBYIOLLIErO paszena.

3. [ns ypaneHuns nons HaxmuTe KHOI'IKyE HanpoTUB yAanseMoro agpeca.

4. [lna npUMeHeHNs HacTpoeK HaxmmnTe KHOMKy COXpaHUTb.

| Cnnckn ans BBoga agpecoB TCPv6 6yayT oToOpaskeHbl, TOIbKO C/IM Ha KOMMbLOTEPE
: ycTaHoBaeH uHTepdeiic IPvé.

Mpumep ncnonb3oBaHua npedukca:

1. Mpedunkc 24 o603HauaeT ceTn ¢ Mackoun: 255.255.255.0
Copepxut 254 agpeca.
AZpeca XOCTOB B 3TWX ceTaX BMAa: 195.136.12.*

2. Mpedukc 8 0603HauaeT ceTn ¢ Mmackon 255.0.0.0
Cogepxut po 16387064 agpecos (256*256*256).

Appeca XOCTOB B 3TUX CeTAX BUAA: 125 . * . * . *

PyKkoBOACTBO aAMAHUCT paTopa
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7.2.1.5. MNpokcn-cepsep

B pa3gene MNMpokcu-cepBep 3agatotca HacTpouku [Npokcn-cepeepa Dr.Web, yctaHoBnaeHHOro
Ha 3TOW CTaHLUMW.

| MNMoapobHas nHpopmauma o6 yctaHoBke 1 nogkntoveHun Mpokcn-cepsepa k Cepsepy
Dr.Web npuseseHa B PykoBoacTBe no ycTraHOBKe, M. YcTaHoBKa [Ipokcu-cepBepa.

Ecnm Mpokcu-cepBep ycTaHOBJIEH Ha CTaHLUK:

1.

B none NpeHTudukarop npnsoautca naeHtmdunkaTop yu4etHom 3anmcu MNpokcm-cepsepa,
co3gaHHoM B LleHTpe ynpasneHus. Mocie co3gaHnsa yY4eTHON 3anncu pesaktmpoBaHue
naeHTMdMKaTOpa He NPesoCTaBAAETCS.

B none Ha3BaHue Bbl MOXeTe U3MEHUTb Ha3BaHMe yYeTHOW 3anucu MNpokcm-cepBepa,
co3gaHHon B LleHTpe ynpaBieHus.

B nonax Maponb 1 MoaTBepaute Naposib Bbl MOXETE U3MEHUTb MAPOJb YUYETHOM 3anmncK
Mpokcu-cepBepa, co3gaHHol B LieHTpe ynpasaeHus. Maposib ncnonbsyertcs ans
noakntoueHus MNpokcu-cepsepa k Cepeepy. B cnyyae nameHeHuns napons B LleHTpe
yrnpaBieHus Heob6xoanMMo y6eanTbCs, UYTO Napo/b B HaCTPOMKax NOAKIHOUYEHMA Ha MNpokcu-
cepBepe coBMnajaeT C M3MeHeHHbIM NaposeM B LleHTpe ynpaBaeHus. B cayyae
HecoBnageHWs naponen Mpokcm-cepBep He CMOXET NoakatoUnTbCA K CepBepy ANs
yAaneHHOro ynpasieHnsa KoHburypaumen yepes LieHTp ynpaBneHus.

B pa3gene YneHcTBO 3a4aeTca rpynna, B KOTOpyro BXxoauT MNpokcn-cepsep. Ans
M3MEHEHWNA rpynnbl ycTaHOBUTE diar HAaNPOTUB HYXXHOW FpynMbl B MPUBEAEHHOM CrUCKe.

MMpokcm-cepBep MOXET BXOAUTb TONIbKO B OAHY rpynmny.
[onyckaeTca BbIbOp NpesycTaHOBAeHHOW rpynnbl Proxies 1 ee noarpynn.

Bbl MoxceTe yaanutb Mpokcn-cepeep, CBA3aHHbIN C ATEHTOM Ha peAakTMpyeMOon CTaHLMW.
[ins 3toro HaxwmuTe % Yaanuts Mpokcu-cepsep.

MNMocne HaxaTna CoxpaHuTb, [pokcn-cepBep ByAeT AeUHCTaNNNPOBaH CO CTaHLUUK.
YueTtHas 3anuce [pokcn-cepsepa — yaaneHa c Cepepa.

Ecnn I'Ipoxcu-cepBep Heé YCTaHOBJI€H Ha CTaHuuu:

1.

Ecnv Bbl XOoTUTE yCTaHOBUTL [poKCU-cepBep Ha BbIOpaHHOW CTaHUMK, ycTaHOBUTE daar
Co3patb cBsi3aHHbIN Mpokcn-cepBep 1 3ajaliTe NapameTpbl co3gaBaeMoro Mpokcu-
cepBepa. [NNapameTpbl aHasIOTMYHbI MapamMeTpaM npu co3gaHmm MNMpokcn-cepeepa.

Mocne HaxaTns CoxpaHUTb, byaeT co3aaHa yyeTHas 3anuch [pokcn-cepsepa B LleHTpe
ynpasneHusa. lMNocne nepegaun HacTpoek Ha ctaHuuto, MNpokcm-cepBep byaeT ycTaHOBAEH
Ha 3TOW CcTaHUMKN B GOHOBOM pexxume. AreHT byzaeT noakntouatbcs kK CepBepy TObKO
yepes ycTaHOBeHHbIN [Tpokcn-cepBep. Vicnonb3oBaHue Npokcm-cepeepa byaeT
NPO3payYHo ANs Mo/b30BaTeNA.

PyKkoBOACTBO aAMAHUCT paTopa
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7.2.1.6. Pacnoso)xxeHue

B pa3aene Pacnono>xeHue Bbl MOXeTe 3aJaTh AOMONHUTENbHYIO MHDOPMaL MO O
dU3NUECKOM PaACNONOXKEHNN CTAHLUN.

Takoke Ha AaHHOW BKIajKe Bbl MOXETE MPOCMOTPETb PACMONOXEeHNE CTaHL MM Ha
reorpaduyeckon kapre.

Ana npocMmoTpa pacnosio)KeHus CTaHLLMU Ha KapTe:

1. 3apavite B nonax Wnpota 1 onrota reorpadumueckme KoopAMHaTbl CTaHUUK B popmaTe
AecAaTnuHbIX rpagycos (Decimal Degrees).

2. Haxxmute kHonky COXpaHUTb AN COXPaHEHMA BBEAEHHbIX JaHHbIX.

3. Ha Bknagke PacnonoxxeHue otobpasntcs npeBbto kapTel OpenStreetMap ¢ meTkon,
COOTBETCTBYHOLLEN 3aJaHHbIM KOOPANHATaM.

B cnydae, eCnanm 3arpyska npeBbto HEBO3MOXKHaA, 0To6pa>KaeTc>'-| TekcT MNokasaTb Ha Kaprte.

4. [ina npocMOTpa NOJIHOPa3MepPHOM KapTbl HaXXKMUTE Ha NPeBbto MAK Ha TekcT MNMokasaTb Ha
Kapre.

| [na ctaHumi nog OC Android Bo3MO>Ha HacTpOWKa aBTOMaTUUECKOro onpeaeneHus
pacrnonoXeHs.

Moapo6Hyo MHGOPMaLMIO MO UCMOJIb30OBAHMIO U HACTPOMKE AaHHON QYHKLMM Bbl MOXeTe

Havtn B fokyMeHTe MpunodkeHuns, B pasjene ABTOMaTUUECKOE OnpejesieHme
MecTononoxeHus ctaHumm noa OC Android.

7.2.2. KOMNOHEeHTbI 3aWNTbI

KomMnoHeHTbI

UT06b1 Y3HATb, KakMe KOMMOHEHTbI aHTUBUPYCHOTO MaKeTa yCcTaHOBJIEHbl Ha paboueii
CTaHLMK, a TaloKe 3anycTUTb WU OCTAaHOBUTb PaboTy KOMNOHEHTOB:

1. BbibepunTe NyHKT AHTUBUPYCHas ceTb B r1aBHOM MeHto LieHTpa ynpasieHus, B
OTKPbIBLLEMCSl OKHE B MEPapPXMUYECKOM CMUCKe HaXXMWUTE Ha Ha3BaHWe CTaHLUU Nan
rpynnol.

2. B oTkpbiBWEMCS ynpaBasdtoLlleM MeHIO BbibepuTe U3 noapassena Obuwme nyHKT
KomnoHeHTbI 3aunThbl.

3. OtkpoeTcs OKHO € MHOopMaLMelr 0 KOMMOHEHTaX, yCTaHOB/IEHHbIX Ha BblOpPaHHbIX
CTaHLMSAX.

PyKkoBOACTBO aAMAHUCT paTopa
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@ Cnncok YCTaHOBE€HHbIX KOMIMOHEHTOB 3aBUCUT OT:

® KOMMOHEHTOB, pa3speLleHHbIX Ad NCMNOJib30BaHWA B JIMUEH3NOHHOM KIHOYE;
e OC pabouel ctaHUMY;

e HaCTpoek, 3afaHHbIX agMuHMUCTpaTopom Ha Cepeepe Dr.Web. AaMuHuctpatop Moxet
M3MEHsTb COCTaB KOMMOHEHTOB aHTUBMPYCHOTO MakeTa Ha CTaHLMM Kak nepes, yCTaHOBKOM
AreHTa, Tak 1 B 1t060€e Bpems Moc/ie ero ycTaHoBKM (CM. YCTaHaBAMBAEMbIE KOMMOHEHTbI

dHTMBUPYCHOTIO MNakKeTa ).

Mpn HeOH6XOAMMOCTM Bbl MOXETE M3MEHATb CTAaTyC PpaboTbl KOMMOHEHTOB HaNpPsAMYyHO 13
LleHTpa ynpaBneHua. [ina atoro yctaHoBuTe Gaarn 418 Tex KOMMNOHEHTOB, CTaTyc paboTbl
KOTOPbIX Bbl XOTUTE U3MEHUTb, N HAaXXMWUTE Ha COOTBETCTBYHOLLYHO KHOMKY Ha NaHesu
WHCTPYMEHTOB:

° m — OCTaHOBWTb pa60Ty Bbl6paHHbIX KOMMOHEHTOB Ha CTaHUWMAX.

° B— 3anyCtnTb Bbl6paHHbIe KOMMNOHEHTbI Ha CTaHUMAX.

l Mpw octaHOBe PaboTbl KOMMOHEHTOB TeKYLLMe CKaHMPOBaHWA 6yayT npepBaHbl, CkaHep
: OCTaHOBJIEH, paboTa 3anyLeHHbIX MOHUTOPOB MPUOCTaHOBJIEHA.

Takke Bbl MOXeTE OCTaHOBUTb pa60Ty KOMMOHEHTOB B 3aBUCMMOCTU OT TUNa KX 3anycka, Kak

OnncaHo B pasjene ﬂpepblBaHl/le pa6OTbI 3anyuleHHbIX KOMMOHEHTOB MO TUMaM.

Mpy HeOBXOAMMOCTU Bbl MOXETE 3KCMOPTUPOBATh AaHHble O cTaTyce paboTbl
KOMMOHEHTOB CTaHUWIM B dann. [lns 3TOro HaxkKMuTe OAHY U3 CeAyroLLMX KHOMOK Ha
naHean NHCTPYMEHTOB:

& CoxpaHuTtb aaHHble B CSV-pann,
& CoxpaHutb aaHHble B HTML-¢aiin,
i CoxpaHutb aaHHbie B XML-¢paiin,

& CoxpaHutb aaHHble B PDF-daiin.

BupycHbie 6a3bl

UTob6bl y3HaTb, Kakue BUPYCHble 6a3bl ycTaHOB/IeHbI Ha pabouel craHLuu:

1.

BbibepuTe nyHKT AHTUBUpPYCHasA CeTb B r1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLUEMCA OKHE B MepPapXMUYeCcKOM CANCKE HaXXMUTEe Ha Ha3BaHWe CTaHLMN.

B oTkpbiBLWIEMCA yrpaBastoueM MeH0 BbibepuTe n3 nogpasgena CratucTuka nyHKT
BupycHble 6a3bl.

OTKpOETCH OKHO C MHPOPMaLMen 06 yCTaHOBNEHHbIX BUPYCHbIX 6a3ax: Ha3BaHuWe dalina,
cofiep>Kalllero KOHKPeTHYHO BUPYCHYHO Ha3y; Bepcua BUPYCHOW 6a3bl; aTa co3jaHmsa
BMPYCHOW 6a3bl; KOANYECTBO 3anucen B BUpycHon Haze.

PyKkoBOACTBO aAMAHUCT paTopa
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@ Ecan oTobpaskeHne nyHkTa BupycHble 6a3bl OTKIHOUEHO, A ero BKIKOUEHNS BbibepuTe

NyHKT AZAMUHUCTPUPOBaHME [1aBHOrO MEHIO, B OTKPbIBLLEMCA OKHe BblbepuTe MyHKT
ynpasastowero MeHro KoHdurypaums CepBepa Dr.Web. Ha Bknagke Cratuctuka
yctaHoBuTe ¢pnarv CocrosiHme ctaHumi 1 CocTosiHMe BUPYCHbIX 6a3, nocne yero
nepesarpysute Cepsep.

MyHKT BupycHble 6a3bl JOCTyNeH TOAbKO Npu Bbibope eAMHNYHBIX CTaHLWNA.

7.2.3. AnnapaTtHo-nporpaMmmHoe obecneueHne Ha ctaHumax nog OC
Windows®

Dr.Web Enterprise Security Suite no3BonsietT HakananMBaTb U NpocMaTpuBaTh MHGOPMaLMIO 06
annapaTtHOM M NporpaMMHOM obecneyeHnn, yCTaHOBNEHHOM Ha 3alUMLaeMblX CTaHLMAX MOZ
OC Windows.

Ana c6opa nHpopmaumm 06 annapaTHOM 1 NporpaMMHOM obecneueHmn CTaHLWiA:

1.

Biarounte cbop cratuctnkm Ha Cepsepe:

a)
b)

Q)

d)

BbibepuTe nyHKT AAMUHNUCTPUPOBaHMeE 1aBHOro MeHHo LleHTpa ynpaBaeHus.
BbibepuTe nyHKT ynpasasatowero meHto Kongpurypauusa Cepsepa Dr.Web.

B HacTponkax CepBepa oTkpounTe Bknagky Cratmcrmka n yctaHosute dnar Cocras
obopyaoBaHMA 1 NporpaMmm, eCin OH CHAT.

Ana NPpUHATUA BHECEHHbIX M3MeHeHMI HaxkmuTe CoxpaHUTb 1 nepe3sanyctute Cepsep.

PazpelumnTe cO6Op CTAaTUCTUKN Ha CTaHLMAX:

a)
b)

)

d)

e)

BbibepuTte nyHKT AHTUBUPYCHasA ceTb r1aBHOTO MeHto LleHTpa ynpaBaeHus.

B nepapxmueckoM cnmcke aHTUBUPYCHOW CeTU BbIGepuTe CTaHLMIO AW TPYNNY CTaHLMWK,
A9 KOTOPbIX Bbl XOTUTE pa3pewwntb cbop ctatnctuku. Npun Bolbope rpynnbl CTaHLMURA
obpaTtnTe BHMMAHME Ha HaceA0BaHWe HAaCTPOEK: eCIN AN CTaHUMNA BblIOpaHHOMN
rpynmnbl 3a4ak0TCs NepCcoHaibHble HACTPOWMKN, TO U3MEHEHMSA HAaCTPOEK rPynmbl He
npuBeAeT K U3MEHEHWNIO HAaCTPOEeK CTaHL K.

B ynpasnstowem MeHto, B cekuvv Kongpurypauma — Windows Bbibepute nyHKT AreHT
Dr.Web.

B HacTponkax AreHTa Ha Bknasake O6uwme yctaHoBuTe diar Cobupatb MHpopmaumio o
CTaHUMAX, €C/IN OH CHAT. [py HEOBXOAMMOCTM OTpesaKTUPYMTe 3HaUYeHe NapamMeTpa
Mepwuog c6opa MHpopmaum o ctaHLMAX (MUH.).

Ana NPUHATUA BHECEHHbIX M3MeHeHUI HaxmunTe CoxpaHuTb. HacTpolikn 6yayT
nepejaHbl Ha CTaHLMW.

Ana npocmoTpa annapaTHOro U NporpaMmMHoro obecneueHms Ha OAHOW NN HECKOJIbKUX
CTaHUMAX:

1. BbibepuTe NyHKT AHTMBMPYCHaA ceTb 1aBHOTO MeHHo LleHTpa ynpasaeHus.

PyKkoBOACTBO aAMAHUCT paTopa
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2. B nepapxmueckom crnvcke aHTUBUPYCHOWN CeTU BblbepuTe CTaHLMIO AN TPYMMY CTaHLMA.
B ynpaBastoLem meHo, B cekumn Obwme Bbibepute nyHkT O60pyaoBaHMe U NporpamMmbi.

4. Tabauvua comep>XuT caeayrollme BkKnajku ¢ HGopmaumen o6 annapatHoOM u
nporpaMMHoOM obecrneyeHnn BblIBpaHHbIX CTaHUMWIAL

° OGopyp,OBaHMe — CnncokK annapatHoOro O6eCI'Iel-IeHVIFI, YCTaHOBJIEHHOIO Ha CTaHUWAX.
° nporpaMMbl — CNNCOK NPOrpaMMHbIX MPOAYKTOB, YCTaHOBJAEHHbIX Ha CTaHLUUAX.

e O6HOBNeHua Windows — cnncok naketoB ob6HoBaeHnin OC Windows, ycTaHOBNEHHbIX Ha
CTaHLMSAX.

5. Cron6ey CTaHLMA Ha KaXX0W U3 BKNALOK COAEPXKUT Ha3BaHMe CTaHLUMK, A1 KOTOPOW
npueegeHa nHGopmMaums.

6. YTO6bI OTpesakTMpoBaTh OTODpPaXeHWe faHHbIX B TabanLe:
e [1py NnomoLm 3Hauka & BbibepunTe, Kakme cTonbubl byayT oTobpaxkatbca B Tabanue.

e Mpy Nomowwm 3Hauka ¥ 3ajaiiTe NPOU3BO/LHYIO CTPOKY A/S MOWCKa MO BCEM pa3Aenam
Tabanubl.

7. Tpy HeOHXOAMMOCTIN Bbl MOXETE 3KCMOPTUPOBATb AaHHbIE O MPOrpaMMHO-annapaTHOM
obecneyeHnmn ctaHumn B dana. [lns 3TOro HaXxkMmTe OAHY M3 CIeAytoLmx KHOMOK Ha
NaHenn NHCTPYMEHTOB:

& CoxpaHuTb aaHHble B CSV-dain,
e CoxpaHutb aaHHblie B HTML-daiin,
i CoxpaHutb aaHHble B XML-daiin,

t CoxpaHutb aaHHble B PDF-dann.

7.3. Hactpoiika koHpurypauum pabouein ctaHLK

7.3.1. MNpaBa nonb3oBaTesien CTaHLUMU

UTo6bI HaCTPOUTHL NpaBa No/b30BaTeIel CTaHL MM Npu nomolum LieHTpa ynpaBaeHus
6e3onacHocTbio Dr.Web:

1. BbibepunTe NyHKT AHTUBUPYCHasA CeTb 1aBHOTO MEHIO, B OTKPbIBLUEMCS OKHE B
MepapxmyeckoM CrncKe HaXXMuTe Ha Ha3BaHMe CTaHUMW. B oTKpbIBLIEMCS yripaBastoliem
MeHt0 BbibepuTe NnyHKT MpaBa. OTKpOEeTCA OKHO HACTPOWMKM Npas..

2. PepaktvpoBaHMe NpaB OCYLECTBASETCA Ha BKAajKaX, COOTBETCTBYHOLLMX ONEPaLMOHHON
cucteme pabouert ctaHumn. ns Toro Utobbl U3MEHUTh (MPEesOCTaBUTL UAN OTHATL) Kakoe-
NM60 13 NpaB., yCTAaHOBUTE UM CHUMUTE dar Ans 3TOro npasa.

3. PepaktnpoBaHue npas ans ctaHumin nog OC Windows, macOS, Linux n Android
OCYLLECTBASETCA Ha CeAyOLMX BKNaAKaX:

e KoMnoHeHTbI — HacTpoWika NpaB A/18 YyNpaBAeHUS aHTUBUPYCHbIMU KOMMOHeHTamu. o
YMOJIYaHUIO 3a NONb30BaTeleM COXPaHEeHbl NpaBa Ha 3amnyck KaXA0ro 13 KOMMOHEHTOB,
HO eMy 3aMnpeLLeHO peaakTMpoBaTh KOHPUIypaL Mo KOMIOHEHTOB U OCTaHaBANBATb UX.

PyKkoBOACTBO aAMAHUCT paTopa
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e O6uwme — HacTpoiika NpaB Ana ynpasaeHns AreHtom Dr.Web u ero ¢yHkumamu:

®nar pasgena MNpasa

MameHeHue pexxuma
pab6oTbi

N3meHeHue
KoHpurypaumm AreHta
Dr.Web

OTKNOUeHne
camMo3alyuThl

AeviHcTrannauua
ArenTta Dr.Web

AeiictBue ¢pnara

Pe3ynbraTt Ha cTaHuMK, ecnu ¢paar cHAT

CraHuumn noa OC Windows

YctaHoBuTe dnar, 4tobbI
pa3peLmnTb NoNb30BaTENAM
Ha CTaHLuM yCTaHaB/AMBaTb
pexumbl paboTbl AreHTa
Dr.Web.

YctaHoBwuTe dnar, 4tobbI
pa3peLmnTb NoAb30BaTENAM
Ha CTaHUUU U3MEHATb
HacTpownkn AreHta Dr.Web.

YctaHoBuTe dnar, utobbl
pa3peLlnTb NoJb30BaTeENSIM
Ha CTaHUMM OCTaHaBAMBaTb
camo3alyuty.

YctaHoBuTe dnar, Utobbl
pa3peLunTb NoJb30BaTeENSIM
Ha CTaHLyK
AevHcTanavpoBsatb AreHt
Dr.Web.

B HacTpolikax AreHTa, B pa3zese OCHOBHbIe
— CepBep HeAOCTYMHbI CeyroLme
HaCTponKu:

e MpuHUMaTbL O6HOB/IEHUA OT cepBepa,
¢ MpuHumaTtb 3agaum oT cepBepa,

¢ Hakanaueatb cobbiTUA.

B HacTpolikax AreHTa, B pa3zese OCHOBHble
HEAOCTYMHbI HACTPOWMKN CefyHoLL X
noapasfenos:

o YBeAOMJIEHUSA: HeJOCTYMHbI BCe
HaCTPOWKMW.

e CepBep: HEJOCTYMHbI HACTPOWKN
noakntouenus K Cepsepy, dnar
CUHXpPOHM3NpOBaTb CUCTEMHOE Bpems C
BpeMeHeM cepBepa 1 HacTpovika
Ucnonb3oBatb Mo6unbHbIN pexxum,
€C/IN OTCYTCTBYET NoAK/IloUeHne K
cepBepy.

e CamosawmTta: HeOCTYMHbI HAaCTPOWKK
3anpewiatb U3MeHeHWe AaTthbl U
BpeMeHU cuctembl, 3anpewaTtb
IMyNALMIO AeCTBUI NoNb3oBaTeNs.

e JlononHUTEeNbHO: B HaCTPOMKax
noapasgena XXypHan HeZOCTyrMHbI MyHKTbI
O6HoBneHue Dr.Web, Cnyx6b1 Dr.Web,
Cos3gaBaTtb gaMnbl NamMAT! Npu
owmnbkax NpoBepKu.

B HacTpolikax AreHTa, B pa3gesne OcHOBHble
— Camo3sauyuTa HeJOCTynHa HacTpoiika
BxAounTb caMo3alLmUTy 1 HacTpoWika
BxarounTb NoAAepIKKY annapaTHoi
BUpPTYyanumsaLum.

3anpelyaet yaaneHne AreHta Ha CTaHLMM Kak
NPV NOMOLLM MHCTAANATOPA, TaK W LUTAaTHLIMM
cpeactBamm OC Windows. B atom cayuae
yAaneHne AreHta MOXHO OCYLLLeCTBUTb
TONBLKO MPU MOMOLLM MyHKTa 74 O6uwme —

1l
Q AevHctananposatb AreHT Dr.Web Ha
naHenn MHCTpyMeHToB LleHTpa ynpassieHua.

CraHuum nog macOS
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®nar pasgena Npasa  [JeiictBue ¢nara Pe3synbrart Ha cTaHumn, ecnn ¢nar cHAT
3anyck B MO6unbHOM  YcTaHoBUTe dAar, 4tobbl B rnaBHOM OKHe npuioXeHua pasgen
peXxxume pa3pelwuntb Noab3oBatensMm  O6HOBAEHUE HeAOCTYreH.

Ha CTaHUMM nepekntoYaThbcs B
MOBWUBHBIN PEXUM U
nosayyatb 06HOBJ/IEHWS
HEMOCPeACTBEHHO 13
BcemMupHoOR cuctembl
o6HosneHuns Dr.Web, ecan
OTCYTCTBYET MOAK/IOUEHME K
Cepsepy Dr.Web.

CraHuun nopg, OC cemeiicTBa Linux

3anyck B MO6UAIbHOM  YcTaHoBUWTE dAar, u4tobbl [ns KOHCONIbHOTO pexuma paboTsl
pexxume pa3pelnTb NoaAb30BaTENSIM  MPUAOXKEHWS: KOMaH4a drweb-ctl
Ha CTaHLMM NepeknoyaTbca B update AN O6HOBAEHMA BUPYCHbIX 6a3 C
MOOWNbHBIV PEXIM 1 BCO HepocTynHa.

nosayyatb 06HOBEHMA
HeMNoCpPeACTBEHHO 13
BcemupHon cuctemsl
obHoBseHua Dr.Web, ecau
OTCYTCTBYET MOAKIOYEHME K
Cepaepy Dr.Web.

CraHuum nog, OC Android

3anyck B Mo6unbHoM  YctaHoBuTe diar, utobbl Ha rnaBHOM 3kpaHe nMpuaoXeHus,
peXxume paspeLluTb NMoJb30BaTeNIiM  3aMyLLLEeHHOTo Ha MOGWIbHOM YCTPOWACTBE,
MOBWUbHBIX YCTPOMCTB pa3zen O6HoBAEHME HefOCTyrMEH.

nepekntoYaTbCa B
MOBWUIbHBIN PEXUM 1
nosyyatb 06HOB/IEHWs
HenoCpPeACTBEHHO 13
BcemupHon cuctembl
o6HoBneHuws Dr.Web, eciu
OTCYTCTBYET MOAK/IOUEHUNE K
Cepsepy Dr.Web.

| Mpw OTKAHOYEHUM KaKOTO-IMBO M3 MYHKTOB, OTBEYAIOLLMX 3@ M3MEHEHWe HacTpoek AreHTa,
: 6yAeT MCMo/Ib30BaThCA 3HaUEHWE, KOTOpPOe 6bi10 3ajaHo AN AaHHOW HAaCTPOWKM B
nocneAHviA pas nepes oTKIHYEHNEM.

OnucaHwve AGVICTBMVI, BbINONHAEMbIX COOTBETCTBYHOLL UMW MYyHKTaMW MEHIO, NPVBEAEHO B
fokymeHTauyn Dr.Web ana Windows. PykoBogcTBo nosb3oBarens.

4. Bbl TakoKe MOXeTe pacnpoCTpaHUTb 3T HACTPOWKM Ha APYrori 06BbeKT, HaxaBs KHonKyIﬁo
PacnpocTpaHuTb 3T HaCTPOMKMU Ha ApPYroi o6bexT.

5. Y706kl 3KCNOPTUPOBATbL 3TU HACTPOWKM B Gaiisl, HAXKMUTE L& dKCnopTMpOBaTb HaCTPOMKU
U3 faHHOro pasaena B pain.

PyKkoBOACTBO aAMAHUCT paTopa
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6. YT06bl UMNOPTUPOBATL 3TV HAaCTPOMKM U3 daiina, HaxXMUTe ¥ MmnoprtupoBaTtb
HaCTPOWKM B AaHHbIN pa3aen u3 Ppaina.

7. ﬂ,flﬂ TOro ytobbl NMPUNHATb CAeJIaHHbI€ U3SMEHEHUA MPaB, HAXKMUNTE KHOTMKY COXpaHVITb.

| Ecnv Ha MOMEHT pesakTpOoBaHUA HacTpoek pabouas cTaHUMA He nogkiroyeHa k Cepsepy,
TO HaCTPOWKM ByAyT MPUHATBI, KaK TOJIbKO AreHT BOCCTaHOBUT cBA3b ¢ CepBepom.

7.3.2. PacnucaHue 3agaHnin pabouen ctaHUUMU

Dr.Web Enterprise Security Suite npegocTtaBnsieT BO3MOXHOCTb BeAEHWNA YeHMpPaau308aHHO20
pacnucaHus 3adaHudi, KOTOpoe CO34aeTcd aAMUHUCTPATOPOM aHTUBMPYCHOM CETU 1
NOAUYMHAETCA BCEM MpPaBuaM HaclefoBaHNA KOHOUTypaLmi.

PacnucaHue 3ad0aHuli — 3TO CNUCOK AeNCTBUI, BbIMOJHAEMbIX aBTOMATUYeCKN B 3aZaHHOe
Bpems Ha ctaHumsax. OCHOBHOE NpPUMeEHEHNe pacnmncaHuii — CkaHMpoBaHWE CTaHLUUIN Ha
BMpPYCbl B Hanbonee yaobHoe ana nosb3oBatenen Bpemsa 6e3 HeobxoaMMOCT PyYHOTO
3anycka CkaHepa. Kpome 31oro, AreHt Dr.Web no3BonseT BbINOAHATL HEKOTOPbIE Apyrue
TUMNbI AEUCTBUIM, ONMCaHHbIE HUXE.

PepakTpoBaHuve LLeHTPaAn30BaHHOrO pacnncaHuns PeryaspHoro BbiMOAHEHMA 3a4aHWNN
onpeseneHHblx paboumx CTaHUMIA 1 TPynn OCyLecTBAAETCA Npy nomowm LleHTpa
ynpasnieHusa 6e3onacHoctbio Dr.Web.

l HpOCMOTp n pegaktmpoBaHue 3a,£|,aHvu7| LEHTPaNN30BaHHOTO pacrnmcaHuAa noJsib30BaTeNAM Ha
CTaHUMN HE NpeaoCTaBAAETCA.

Pe3ynbTaTbl BbIMOJAHEHWUS 3a/aHWiA MO LEHTPaAN30BaHHOMY PacnucaHmo He 3aHOCATCS B
cTaTUCTUYECKME AaHHble Ha CTOPOHe AreHTa, a oTnpaBastoTca Ha CepBep M XpaHATCA B
cTaTuUcTMYeckux gaHHbix CepBepa.

Ana pepakTMpoBaHuUsA LLeHTPa/IM30BAaHHOIO pacnucaHua BbIMOJIHUTE cegytolLne
AeucTBusa:

1. BbibepuTe NnyHKT AHTUBMPYCHaA ceTb B M1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLLUEMCS OKHE B MepapXmMyeckOM CrnCKe HaXXMUTE Ha Ha3BaHWe CTaHLUMKN Uaun
rpynnbl. B oTKpbIBlLIEMCS yOpaBadtoLeM MeHto BblbepuTe NyHKT M1aHMPOBLLUK 3aAaHUNA.
OTKpoeTca CNUCOK 3aJaHnin ANA CTaHUMWN.

| Mo ymonuaHuo ans ctaHumi nog ynpasnaeHnem OC Windows pacnucaHune cogepskut
: 3agaHue Daily scan — exesHeBHOEe CKaHMPOBaHWE CTaHLMKM (3amnpeLLeHo).

fl} Bosnblwas YacTb MHCTPYMEHTOB JaHHOTO pasgena byaeT HefOCTyMHa, ecau A/ BblbpaHHOM
CTaHLUWM WA TPYNMbl YCTaHOBJEHO HaClefoBaHve HacTPOEK OT POAUTENbCKOM FPyMmbl.

PyKkoBOACTBO aAMAHUCT paTopa
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Cnep,yrou.l,me 3/1€MEHTbl Ha NMaHe/n MHCTPYMEHTOB MO3BOAKOT NpU HeO6XO,CI,VIMOCTVI N3MEHUTb
HaCTpOl\/’IKI/I Hacief0BaHMA B Npejenax pacnmncaHua 3ap,aHvu7|:

# ycranosuts Hac/ef0BaHMe HaCTPOEK OT POAUTENIbCKOW FPpynMbl — yAaIUTb
nepcoHasibHble HaCTPOWMKMN pacnuncaHna 3afaHuii U yCTaHOBUTb HacleAoBaHMe HaCTpoek
JaHHOTO paszena OT POAUTENbCKOW rpymnbl.

& CxonupoBaTb HaCTPOMKM U3 POAUTENbCKOW rpyMnbl U YCTAHOBUTb UX B KauecTBe
nepcoHaNbHbIX — CKOMMPOBAaTb HAaCTPOWKN pacnucaHns 3afaHuii U3 POAUTENbCKOW Fpynnbl
M 3ajaTtb WX A8 BbIOpaHHbIX CTaHUWA. HacnesoBaHue npw 3ToM 6yAeT pa3opBaHo, 1 Bce
JanbHeNVLLVE U3MEHEHNS B pacrnvcaHWm 3ajaHunii ByayT cumtaTbCs NePCOHaNbHbBIMMU.

2. ina ynpaBneHua pacnmncaHneM MCNosb3yoTCA COOTBETCTBYIOLLME 3IEMEHTbI Ha MaHenu
WHCTPYMEHTOB:

a) Oblime aneMeHTbl NaHe M MHCTPYMEHTOB CNYXKaT /1 CO3JaHMsA HOBbIX 3aaHNN U
ynpaBaeHus pa3AesioM pacnucaHuns B LIeJIOM.

[ Co3patb 3apaHue — 06aBVTb HOBOE 3aZaHue. laHHoe aencTBme NoapobHO
OMUCLIBAETCA HUXeE, B Moapa3ene PesakTop 3agaHuii.

[ PacnpocTpaHuTb 3T HaCTPOMKMU Ha ApPYroi 06beKT — ckonnpoBaTb 3ajaHns
pacnucaHmsa B Apyrme obbekTbl — CTaHUMKW 1 rpynnbl. [logpobHee cm. B pa3aene
KonupoBaHuve HacTpoek B [Me rpynnbl/CTaHUNN.

) SKcnopTUpoBaTh HaCTPOIKU U3 AaHHOrOo pasgena B ¢paln — 3KCNOpPTUPOBaTh
pacnuncaHue B dann cneumanbHoro dopmara.

K MMmnopTrnpoBaTb HaCTPOWKM B AaHHbIN pa3gen us ¢aiina — MMNOPTUPOBaTh
pacnucaHue us ¢arina cneynanbHoro popmara.

ili MmnopT cnncka 3aganni ana Cepsepa Dr.Web B [MnaHnpoBLLKK 3aAaHWI paboumx cTaHLmM
1 Ha06OpPOT He AomycKaeTcs.

b) [ns ynpaBieHWA y>e CyLLeCTBYIOLMMMN 3aJaHNAMM YCTaHOBUTe Gaarn HanpoTmB
HY>KHbIX 3aJ,@aHWA AN B 3aroNoBke Tabanupbl Ans Bblbopa Bcex 3agaHuii B cnmcke. Mpu
YCNOBUMN, UTO ANA BbIOPAHHOW rpynnbl UAW CTAHLUMK HEe YCTAHOBAEHO HacnejoBaHne
HacTpoek pacnucaHma 3agaHnii OoT POANTENbCKON rpynnbl, ByAyT AOCTYMHbI ClesytoLme
371eMeHTbl MaHeNn MHCTPYMEHTOB AJi1A yNpaBaeHWs BblOpaHHbIMUY 3aJaHNAMM:

Hacrpoliika JeiictBne

CocrosiHne  Paspewwmtb AKTVBMPOBaTb BbIMOJIHEHME BbIOPaHHbIX 3aZaHnii COrnacHo
BbIMOJIHEHNE  33aZaHHOMY AN HUX PACMUCAHUIO, €C/IM OHW OblNK 3anpeLLeHb!.

3anpetuTb 3anpeTuTb BbINOAHEHWE BbIGPaHHbIX 3asaHuid. [pun 3ToM 3azaHus
BbinosiHeHne  ByZeT NpUCYTCTBOBATb B CMINCKE, HO HE BYAET BbIMOIHATHCS.

l AHanornyHas HaCTpOI7IKa 3a/iaeTca B pejakrtope 3ajaHnAa Ha BKhajke 06I.I.I,V|e npwu
: nomMmoLwn q)na ra Pa3pe|.uwrb BbiMNOJIHEHUe.

PyKkoBOACTBO aAMAHUCT paTopa



A7

-
g

A
d
A

Hacrpovika
Ba)kHoCTb Cpenatb
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FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

AeincrBne

OcyLecTBUTb BHEOUEPEAHON 3amycK 3aaHuna Npu caeaytoLem
3anycke AreHta Dr.Web, eciv BbINOHeHVE AaHHOTO 3aaHus
6b110 NPONYLLEHO MO pacrimcaHuio.

BbinonHATL 3ajaHne TONbKO B YKa3aHHOE AJid HETO BpeMA, BHE
3aBUCMMOCTN OT TOTO, Obin nponyuieH 3anyck 3agaHna Uin Het.

| AHanornyHas HacTpoiika 3ajaeTcs B pefakTope 3ajaHuns Ha Bkiagke O6uwme npu
: nomMoLm diara Kputuueckoe 3agaHue.

m Ay6nnpoBatb HacTpoiiku [ly6/11poBaTh 3aaHns, BbibpaHHbIe B CIUCKe TekyLliero

@J 3annaHunposaTtb
NOBTOPHO

ik Yaanutb Bbi6paHHble
3aj,aHunA

BbinonHntb 3agaHue

pacnucanus. MNpwv 3agaHum gelicTeusa Ay6anpoBatb HaCTPOKM
CO3at0TCs HOBbIE 3aJaHKs C HACTPOMKAaMK, aHa0rMUHbIMM
BbIGpaHHbIM 3aJaHUAM.

ﬂ'ﬂﬂ OAHOKPATHbIX 3ap,aH|/||7|: BbINO/IHNTb 3aJaHKe elle O4AVH pa3 B
COOTBETCTBUN C 3a4aHHbIMW A/1A HETroO HaCTpOVIKaM BpemMeHn
(n3meHeHve KPaTHOCTW/ BbINOJIHEHNA 3a4aHUNA OMMCaHO HWXE, B

nozpa3sgene Pejakrop 3afaHuif).

y,ﬂ,aJ'II/ITb Bbl6paHHoe 3ajaHne n3 pacnncaHuA.

BbInosHWTb Bbl6paHHbIe B CMKCKe 3a4aHnA HE3aMeaNNTENbHO. |_|pl/l
3TOM 3ajaHune 6y,£I,ET 3anyweHo, gaxke ecJin OHO 3anpeLweHo ana
BbINONHEHNMA MO pacnncaHuio.

3. [na Toro ytob6bl MU3MEHUTb NapamMeTpbl 3ajaHus, BbibepuTe ero B cnvcke 3agaHunia. Mpwu
3TOM OTKpOeTca OKHO PeplakTop 3aflaHUA, ONMCaHHOe HUKe.

4. 1o OKOHYaHUKM peAaKTMPOBaHMA pacnncaHna HaxmuTe KHOMKy CoxpaHUTb, YTOObI

NMPUHATb NSMEHEHUNA.

@ Ecav B pe3ynbTate pefaktmpoBaHus byaeT co3zaHo mnycrtoe (He coZepkallee 3aZaHuii)

: pacnucaHue, LleHTp ynpasieHvs npeanoXut 160 UCMoab30BaTh HaclelyeMoe OT Py
pacnuncaHune, 1M6o MCMoab30BaTh MycToe pacnucaHve. Myctoe pacnucaHve HeO6XxoAUMO
3aZaTb B TOM C/lyuae, eCiv Bbl XOTUTE OTKa3aTbCs OT pacnucaHus, HacleLyemMoro oT rpym.

PepakTop 3agaHuin

|_|pl/l nomMoLwn pegakrtopa 3ap,aH|/||7| Bbl MOXXETE 3a4aTb HaCTpOIZKM, yToObI:

1. Co3paTb HOBOE 3ajaHue.

,ﬂ,l'lﬂ 3TOro HaXXMunTte KHOI'IKy@ COBAaTb 3aiaHue Ha NaHean MHCTPYMEHTOB.

2. OTpesakTnpoBaTb CyLLeCTBYrOLLee 3ajaHue.

[lna 3Toro HaXkMuTe Ha Ha3BaHWe OJHOTO U3 3aJaHWN B CNIUCKE 3aZlaHU.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpwn 3TOM OTKPOETCA OKHO peAakTMpOBaHMA NapaMeTpoB 3aZaHumsa. HacTponkmn 3ajaHns npu
pefakTMPOBaHNW CyLLECTBYHOLLEro 3aZaHuna aHaA0rMYHbl HAaCTPOMKaM MPW CO34aHNM HOBOTO
3ajaHuns.

@ 3HaueHUs MoJsiein, OTMEUEHHbIX 3HAaKOM *, OIXKHbI BbITb 06S3aTeNIbHO 3a4aHbI.

AI‘ISI peAaKTUpoOBaHUA NapaMeTpoB 3aAadHUA:

1. Ha Bknaske O6Lwme HacTpanBaroTCs Caeayrollme napameTpbl:

¢ B none Ha3BaHue 3asaeTcs HaMMeHOBaHMe 3a4aHns, Noj KOTOPbIM OHO byaeT
oTobpa>kaTbCA B pacnumcaHunm.

e YcTaHoBUTE q>J1ar Pa3peumrb BbINOJIHEHUe, YTOObI aAKTUBMPOBATb BbIMNOJIHEHNE 3a4aHUA.
Ecan cl)nar He YCTaHOB/€EH, 3aJaHne 6y,£|,€T npnCyTcTBOBATb B CMUCKE, HO HE 6yp,eT
BbIMOJIHATbLCA.

| AHanormnyHas HaCTpOVIKa 3a4aeTCqa B rmaBHOM OKHE rlflaHVIpOBU.I,VIKa npun noOMoOLWKn 3neMeEHTa
‘ naHeAn NHCTPYMEHTOB CocrosiHue.

e YctaHoBUTe dnar Kputnueckoe 3agaHue, UTo6bl OCYLLECTBAATL BHEOYEPEAHOM 3amnycK
3afaHuna npu cieayrollem 3anycke AreHta Dr.\Web, ecam BeinonHeHwe 3agaHma 6bi10
nponyLleHo B HazHauyeHHoe BpeMs (AreHT Dr.Web oTkntoueH Ha MOMEHT BbINOHEH WA
3afaHuna). Echm Ha MOMeHT 3anycka 3agaHuve 6b110 MPOonyLEeHO HEeCKOAbKO pas, TO OHO
BbIMONHNTCA TONbKO 1 pas.

| AHanormnyHas HaCTpOVIKa 3a4aeTCqa B rmaBHOM OKHE rlflaHVIpOBU.I,VIKa npun noOMOLWKM 3n1eMEHTa
‘ NnaHeAn NHCTPYMEHTOB Ba)kHOCTb.

ilf Ecnn npwv 3TOM A0JI>KHbI BbINOJHUTLCA HECKOJIbKO 3ap,aHvu7| Ha CKaHMpOBaHWMe, TO 6y,u,eT
BbIMO/IHEHO TO/IbKO OAHO M3 HWX — NEPBOE, CTOoALLEE B O4epean.

Hanpumep, eciv paspelueHo 3agaHune Daily scan v npu 3ToMm 6b110 OTIOXKEHO KPUTUUHOE
3ajiaHvie Ha ckaHupoBaHuWe Mpu nomolum Agent CkaHepa, To 6yzeT BbinoaHaTcs Daily scan,
a OT/IOXKEHHOE KPUTUUECKOE CKaHUPOBaHMWE HE CMOXET ObiTb BbIMOJHEHO.

e Ecan dnar 3anyckaTtb 3afjaHne aCUHXPOHHO CHAT, 3aZaHue byaeT noMeLLeHO B 00LLytO
ouepeab 3ajaHni MnaHNpPOBLUMKA, BbIMOJHAEMbIX NOCAeA0BaTENbHO. YCTaHOBMTe daar,
yTO6bl BbIMONHATL JaHHOE 3a/jaHne NapaniesbHO BHE ovepean.

2. Ha Bknagke [encrBme BbibepuTe TMN 3ajaHNA U3 BbiNajatoLwwero cnmucka encreme n
HacTponTe NapaMeTpbl 3ajaHuA, Tpebyemble ANA BbINOAHEHUS:

Twun 3apaHusa Mapametpbl n onncaHue

3anucb B ¢aiin xxypHana CTpoKa — TeKCT coobLeHs, 3anmcbiBaemMoro B Gpaiin otyeta.

PyKkoBOACTBO aAMAHUCT paTopa
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Twun 3apgaHusa

3anyck nporpammbl

Dr.Web Agent CkaHep.
Bblcrpoe CKaHUpoBaHue

Dr.Web Agent CkaHep.
Bbi6bopouHoe
cKaHUpoBaHue

Dr.Web Agent CkaHep.
MonHoe ckaHupoBaHue

3. Ha Bknagke Bpems:

FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

MapameTpbl 1 onucaHue

3azavite cnegyrolle napameTpbl:

e B none Mytb — nonHoe vms (c nytem) ucnosHsemoro daina
nporpamMmbl, KOTOPYHO NpeAnoaaraerca 3anyckaTb.

e B nose AprymMeHTbl — MapamMeTpbl KOMaHAHOWM CTPOKU AN
3arnyckaemoii nporpamMmei.

e YctaHoBuTe dar OxkMaaTb 3aBepLUeHUs NPorpamMmbl A/is
OXUZaHUS 3aBepLUEHMs MPOTPaMMbI, 3anyLLeHHON AaHHbIM
3agaHviem. Mpu 3ToM AreHT NpOoTOKOAUPYET 3anycK NporpamMmsl, KOA
BO3BpaTa 1 Bpems 3aBeplueHus nporpaMmbl. Ecnn dnar Oxupatb
3aBepLUeHUA NPOrpaMmbl CHAT, 3aZaHNe CUMTAETCS 3aBepPLLEHHbIM
cpasy noc/e 3arycka nporpammbl, ¥ AreHT MpOTOKOMPYET TOIbKO
3anyck Nporpammbi.

MapameTpbl HACTPOWMKN CKAHUPOBAHMA OMMcaHbl B M. Hactpolika
napametpoB CkaHepa.

YnaneHHbii 3anyck CkaHepa BO3MOXEeH TOJIbKO Ha CTaHumsAx, paboTatowmx nog OC
Windows, OC cemerictea UNIX 1 macOS.

e B Bbinagatowem cnucke MepuoguuHoctb BbibepurTe pexxnm 3anycka 3agaHua v
HacCTpoKTe BpemMs B COOTBETCTBMM C BbIBPaHHOW NePUOANYHOCTbIO:

Pe>xum 3anycka

CraptoBoe

Yepe3z N muHYT nocne
UCXOAHOrO 3ajaHusa

E>xegHeBHO

Mapametpbl u onucaHune
3asaHvie ByaeT 3anyckaTbcs Npu cTapTe paboTbl AreHTa.
3anyckaeTtcs 6e3 JONONHUTE/IbHBIX MapaMeTpoB.

Heobxoaunmo BblbpaTh B Bbinagatowem cnvcke McxoaHoe 3agaHune 10
3ajaHune, OTHOCUTEJIbHO KOTOPOTO YCTaHaB/IMBAETCA BpeMA BbINOJHEHUNA
TeKyLLLero 3asaHus.

B nosie MuHyTa 3azaiite nuin Boibepute 13 npeanaraeMoro crnmcka
KOJIMYECTBO MUHYT, KOTOPOE AOJIXKHO MPONTU NOCAE BbINOJHEHNS
MCXOAHOTO 3a/laHust, YTOObl HaUaNoCh BbINOJHEHNE peAaKTMPyeMOoro
3a4aHus.

Heob6xoaMMo BBeCTM Yac U MUHYTY — 3ajaHvie byAeT 3anyckaTbca
eXe/JHeBHO B yKa3aHHOe Bpems.

PyKkoBOACTBO aAMAHUCT paTopa
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Pe>xum 3anycka Mapametpbl n onucaHue

E>xemecauHo Heobxoanmo BblbpaTh YiCNO (f4eHb MecaLa), BBECTU YaC U MUHYTY —
3ajaHue byseT 3anyckaTbCs B 3aJaHHbIM JeHb Mecsilla B yka3aHHOe BpeMs.

E)KEHEAEJII:HO HeO6XO,U|I/IMO Bbl6paTb A€Hb HeAesin, BBECTU YaC U MUHYTY — 3aJaHne 6yp,eT
3anyckaTtbCa B 3a,£|,aHHbIl7I AEHb HeAe /I B yKa3aHHOE BpeMA.

E>xeuacHo Heobxoaumo BBectn umcno ot 0 go 59, 3ajaroLlee MUHYTY Kaxkaoro yaca, B
KOTOpyto OyaeT 3anyckatbCs 3ajaHue.

Kaxxgbie N munyTt Heobxoaunmo BBecTn 3HaueHve N g1a 3asaHns BpeMeHHOro nHTepBana
BbINOJIHEHNA 3a4aHVA.

Mpun N paBHOM 60 mnn 6onblue 3ajaHne byaeT 3anyckaTbcs Kaxable N
MuHyYT. Mpun N MeHbLle 60 3asaHve HyaeT 3amnyckaTbCa B KaXAyr MUHYTY
yaca, kpatHyro N.

e YcTaHOBUTe dnar 3anpeTuTb Noc/ie NepBoro BbINOJIHEHUA 411 O4HOKPATHOro
BbINMOJHEHWA 3aZlaHMA B COOTBETCTBUWN C YyKa3aHHbIM BpeMeHeM. Ecan dnar cHAaT, 3agaHme
OyAeT BbIMONHATLCA MHOTOKPATHO C YKa3aHHOW NePUOANYHOCTbIO.

Y106l NOBTOPUTL BbIMOJHEHWE OAHOKPATHOTO 3a/aHns, KOTOpoe yxe bbino
BbINMOJHEHO, BOCMO/Ib3yNTeCb KHOMKOWM ) 3ansaHMpoBaTb MOBTOPHO Ha NaHen
WHCTPYMEHTOB pa3jena pacrnucaHus.

e YctraHoBuTe dnar 3anyckatb 3agaHue no UTC, utobbl 3anyckaTb 3ajaHue
OTHOCUTENIbHOTO BCEMMPHOTO BpemeHu (YacoBon nosc UTC+0). Ecan dnar cHAT, 3agaHme
6yaeT 3anyLeHo No 10KaNbHOMY BPEMEHW Ha CTaHLMN.

Mo OKOHYaHWW pesakTMPOBaHUSA NapaMeTPOB 3aZaHUA HaxXMunTe KHonky CoxpaHUTb /14
NPUHATUA U3MEHEHWI B NapamMeTpax 3ajaHuna, eCv Bbl PeJakTpPOBanu yxe
CyLecTBytoLLee 3ajaHne, Uan ANa CO3AaHnA 3aaHna € 3aZaHHbIMU NapamMeTpamu, eCAn Bbl
BbIMOJ/IHANM NPOLLeAypPYy CO3JaHNA HOBOTO 3aAaHWA.

7.3.3. YcTtaHaB/IMBaeMble KOMMOHEHTbl aHTUBMPYCHOro nakera

| Ha cepBepbl, BbINOAHAIOLME BaXHble ceTeBble GYHKUMN (JOMEH-KOHTPOINEPHI, CEpBEpPSI

& pa3jaun ANLEH3WA U T.4.), HE PEKOMEHAYeTCs ycTaHaBAMBaTb KOMMOHeHTh! SplDer Gate,
SplDer Mail n bpangmaysp Dr.Web Bo n3bexxaHre BO3MOXHbIX KOHPAMKTOB CeTEBbIX
CEpPBUCOB 1 BHYTPEHHWUX KOMMOHEHTOB aHT1BMpYca Dr.Web.

YT06bI HaCTPOUTb CNUCOK yCTaHaBJ/IMBa€MbIX KOMMNOHEHTOB aHTUBUPYCHOIO NakKeTa:

1.

BbibepuTe nyHKT AHTUBUPYCHaA CeTb B raBHOM MeHH0 LleHTpa ynpaBneHus, B
OTKPbIBLLEMCS OKHE B MEepapxXmM4eckoM crnucke Bbibepute cTaHLMIO uan rpynny. B
OTKPbIBLUEMCSA YIPaBAAOLEM MeHIO BblbepuTe MyHKT YcTaHaB/IMBaeMble KOMMOHEHTbI.

. ﬂ,flﬂ HeO6XOAI/IMbIX KOMMOHEHTOB Bbl6epl/lTe B BbliNajaowem Cnncke oanH N3 BapnaHTOB!:

PyKkoBOACTBO aAMAHUCT paTopa

160



A7

-
g

A
d
A

FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

161

¢ [lo/mKeH 6bITb ycTaHOB/IEH — 3a/aeT 0b643aTeNbHOE HaMumMe KOMMOHEHTa Ha CTaHLMN.
Mpw co3saHNN HOBOM CTaHLMM KOMMOHEHT BXOAUT B COCTaB yCTaHaBAMBAEMOTO
aHTUBMPYCHOrO NakeTa B o6A3aTesibHOM nopagke. [pun 3agaHnn 3HavyeHnsa JomkeH
6bITb YCTAaHOBJIEH /11 y>Ke CYLLEeCTBYHOLLEN CTaHLMM KOMMOHEHT byzeT fo6aBneH B
COCTaB MMEOLLEroCs aHTMBUPYCHOTO NakerTa.

¢ Mo)keT 6bITb YCTaHOBJIEH — OMnpeensieT BO3MOXHOCTb YCTaHOBKM aHTUBUPYCHOTO
KOMMOHeHTa. PelleHne 06 ycTaHOBKE NPUHMMAaET NONb30BaTeNb NPU YyCTaHOBKe AreHTa.

e He moxxeT 6bITb yCTaHOBJIEH — 3anpeLlaeT Haanume KOMMNOHEeHTa Ha cTaHuumn. Mpwn
CO3/@aHMM HOBOW CTaHLMM KOMMOHEHT HE BXOAMUT B COCTaB yCTaHaBAMBAaEMOro
aHTUBMPYCHOro naketa. [pu 3agaHum 3HayeHs He modkeT 6bITb yCTaHOBJIEH A1 yXXe
CYLLECTBYHOLLENM CTaHLMWN KOMMOHEHT ByZeT yAaneH U3 coCcTaBa aHTUBMPYCHOTO MnakeTa.

B tabanue 7-1 ykaszaHo, byaeT M yCTaHOBAEH KOMMOHEHT Ha CTaHLUMK (+) B 3aBUCMMOCTH
OT NapameTpoB, 3aJaHHbIX NONb30BaTeNEM, N HACTPOeK, 3aJaHHbIX aAMUHUCTPATOPOM Ha
Cepsepe.

Tabanuya 7-1.
3agaHo Ha CepBepe
3agaHo A peep
nosib3oBaTtesieM
AomkeH Mo>ket He moxker
YcTaHOBUTb + +
He yctaHaBavBaThb +

3. Haxmute kHonky COXpaHUTb AN COXPAHEHMA HAaCTPOEK M COOTBETCTBYHOLLETO M3MEHEHMA
COCTaBa aHTUBMPYCHOTrO MakeTa Ha CTaHLUWN.

7.3.4. NMapameTpbl NOAKIOUEHUSA

Ha Bkiaske MapameTpbl NOAK/IFOUMEHUA HACTPaMBaAKOTCA NapaMeTpbl, onpejenstoLme
HacTpoukKn B3ammogenctems ¢ CepBepom:

e B none Ceptudumkar 3agaetca SSL-ceptnuoumkat Cepsepa Dr.Web (drwesd-
certificate.pem). ns Bbibopa darna ceptmdurkata HaxKMmUTe KHOMKY E

Ha ctaHuum MoryT XxpaHuTbC O4HOBPEMEHHO HECKONbKO CEPTUPUKATOB, HaNnpumMep, Npu
nepeesze c ogHoro Cepeepa Ha Apyroi. Mpu 3ToM cepTudUKaTbl JOIKHBI ObITb YHUKANbHBI,
T.e. HeNb3sA 3a4aTb ABa OAMHAKOBbIX cepTudmkaTa.

Ana pobaBneHns ewe ogHOro ceptmdurkaTta HaxmuTe kHonky Bl n BbibepuTte dann
cepTudukara.

Ansa yaaneHus cyliecTBytoLlero ceptudurkata HaxXMuTe KHOMKY - HanpoTuB cepTndmrKaTa,
KOTOPbIA HYXXHO YAanUTb.

PyKkoBOACTBO aAMAHUCT paTopa



A7 7
yA

-
~

FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

{ | t CepTudukaTt fokeH 6biTb 06A3aTENBHO 3ajaH.

e B none CepBep 3agaetca agpec Cepepa Dr.Web. lJaHHOe none Mo>XeT ocTaBaTbCA NMYCTbIM.
B aTom cnyuae AreHT b6yaeT ncnosnb3osaTb agpec CepBepa, yka3aHHbIN B HaCTPOMKaxX Ha
NokanbHOW MalmHe nonb3osaTtens (agpec CepBepa, C KOTOPOro NPoOn3BoAMNAAChH
yCTaHOBKa).

Mo>xeT 6bITb 3asaH kak oaunH agpec CepBepa, Tak U HECKO/IbKO aZpeCcoB Pa3aNyYHbIX

Cepeepos. A pobaBneHus ewe ogHoro agpeca Cepeepa HaxmuTe KHOI'IKy. Y BBEAUTE
agpec B sobaBneHHoe none. opmat 3agaHusa ceTeBbix agpecoB CepBepa onuvcaH B

AokymeHTe Mpunoxxenus, B pasjene [Ipunoxenun E. Cneupmdukauma ceteBoro ajpeca.
Mpumep 3agaHms agpeca Cepsepa:

tcp/10.4.0.18:2193

tcp/10.4.0.19

10.4.0.20

ili Ecnn 3apath HekoppekTHOe/HeBepHOe 3HaueHne napameTpa Cepsep, TO AreHTbl
oTkNtouaTca oT CepBepa 1 60JbLLe He CMOTYT K HeMy MOAKIOUMTLCA. B 3TOM cnyvae
3aflaHve agpeca CepBepa HeOHXOAMMO MPOU3BOAUTL HEMOCPEACTBEHHO Ha CTaHLWN.

¢ B nose KonnuecrBo noBTOpeHU NoncKa 3aaiTe napaMeTp, onpeaenatolmii KOANYecTBO
nonbiTok noncka Cepsepa Dr.Web npu nogkntoueHnmn ¢ ncnonb3oBaHneEM pexnma
Multicasting.

e B none Tanm-ayT nouncka (c) 3asanite NpoOMeXyTOK Mexay nonbiTkamu noncka Cepeepa
Dr.Web B cekyHAax Npu NOAKIHOYEHMM C UCMOb30BaHMEM pexxnmMa Multicasting.

e Monsa Pexxum oxatua 1 Pexknm wmngppoBaHna onpeaesstoT COOTBETCTBYHOLLME HACTPONKHN
oKaTtvsa v WndpoBaHns ceTeBoro Tpaduka.

¢ B none MNapameTpbl npocnywimBaHna cetu ykaxnte UDP-nopt, ncnonbsyembinn LieHTpom
yrnpaBieHusa Ans noucka B cetn paboTatowmx AreHtoB Dr.Web. Yto6bl 3anpeTntb
npocaywmneaHne noptos, BBeanTe 3HauyeHe NONE.

MapameTp 3agaeTcs B popmaTe CeTeBOro ajpeca, NPUBEAEHHOTO B JOKYMEHTe
Mpunoxxenus, B pasgene [punoxeruve E. Cneundukaums ceteBoro agpeca.

Mo ymonuaHuto ncnosbsyetca udp/:2193, uto o3HauaeT "Bce HTEepdencol, nopt 2193".

7.3.5. JInueH3noHHbIe Kaouun

npOCMOTpeTb n oTpeaakTnpoBaTb CNMNCOK JIMUEH3NOHHbIX KAroUen CTaHUMW nan rpynnbl
MOXHO cneayrowmMmm cnocobamu:

Yepes MeHeaxep nuvueH3nm.

2. Yepes koHOUrypaLmio ob6bekTa NMLEH3NPOBAHUSA (CTaHLMK UAWN TPYMMbl) B aHTUBUPYCHOM
cetn.

PyKkoBOACTBO aAMAHUCT paTopa
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Ana Toro, uto6bI OTPEAAKTMPOBATb CMIMCOK JIMLLEH3UOHHbIX K/IloUel yepe3 KoH$pUrypaumio
o6bekTa ML EeH3NPOBaHUA:

1. BbibepuTe NnyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBieHus.

2. OtkpoliTe pa3gen CBoNCTBa CTaHUMK Man CBOMCTBA rpyNnbl Aff 06beKTa, IMLEH3VOHHbIE
KNHOUM KOTOPOTO Bbl XOTUTE OTPEAAKTMPOBATh.

3. B pa3gene KOHPUrypauma HaxxmMuTe 3Ha4oK e PepakTupoBathb 1A CCbiNKy
JInueH3noHHbIe KoUM.

4. OtkpbiBLIEeeCA OKHO JIMLL,@eH3MOHHDbIE KJIKUMN COAEPKNT CMNCOK INLEH3NOHHbIX KtOYel
obbekTa, NX TeKYLLMIA CTaTyC (yHacneAoBaHbl MW 3ajaHbl MEPCOHANbHO), @ TakKe CMMCOK
BCEX KNtOUen, AOCTynHbIX Ha gaHHOM CepBepe. Takke Npu HEOBXOAMMOCTU Bbl MOXETE
HanpsMyto nepentn B MeHezaxep NULLEH3UNA.

5. ,ﬂ,el‘/’ICTBI/IFI Haj CrMCKOM KJFOUEN 3aBUCAT OT CTaTyCa TEKYyLWUX TNLUEH3NOHHbIX KAHOUen

obbekTa:

AeiicrBne

Jobasutb
NIMLEH3NOHHBI
N KoY

Ypanutb
JINLIEH3VOHHBI
M Kntoy

YcTaHOBUTL
HacneaoBaHU
e

PasopBsatb
HacnefoBaHu
e

Texkywme karoun
yHacnepoBaHbl

HacnepoBaHue 6yaet
pa3opBaHo. HoBbIN KoY
[06aBUTCA B CNNCOK
Ha3HaueHHbIX KatoYen, u
CMNCOK KK Yen cTaHeT
nepCcoHasIbHbIM.

[JelicTBre HefOCTyMHO.

[leicTBMe HEe[OCTYMHO.

HacnegoBaHve 6yaet
pa3sopBaHo. C1COK KatoYeit
OCTaHeTCs HeM3MeHHbIM, HO
CTaHeT NepCcoHaNbHbIM.

TEKyI.I.I.I/Ie KJIlOUUN yHacneaoBaHbl

YT106b1 A,062aBUTH INLLEH3NOHHDbIN KJIHOY:

Tekywune KaKOUM 3a4aHbl
NnepcoHaibHO

HoBbiln kntou gobaButcs B
CMUCOK Ha3HaYeHHbIX
KNHOYe.

Kntou byaet yaaneH un3
crucka Karouen obbekTa.

Tekyuine knroum 6yayt
YZaneHbl U3 Crncka Kroyeit
ob6bekTa, 3aaHo
HacnesoBaHWe KItOUen oT
nepBUYHON/POAUTENbCKO
rpynnbl.

[leicTBMe HEZOCTYMHO.

Hu oauH knou He
3aAaH

Kntoun pobasatcs B
CMUCOK ANLIEH3MOHHbIX
KI1ouen obbekTa B
KauecTBe MePCOHaNbHbIX.

[JelcTBre HefOCTyMHO.

[JeiicTBre HeOCTyMHO.

[eicTBre HeoCTyrHO.

1. B okHe JIuL,eH3MOHHbIe K/Iloun, B cnvcke Bece karoum Boibepurte OAMH NAN HECKONBKO
NINLLEH3VOHHbIX KNHOYel, KOTOpble Bbl XOTUTE A06aBUTh.

PyKkoBOACTBO aAMAHUCT paTopa
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HaxxmuTe IR,

B cnyuae, eciv cnnckm ycTaHaBAMBaEMbIX KOMIOHEHTOB Ha CTaHUMAX U B oBaBAsieMbIX
KNtOYax pasnmyatotcs, OyaeT BbIBEAEHO COOTBETCTBYHOLLEE NpeaynpexaeHue u
NpeasoXeHO OTPeAaKTUPOBaTb PE3YNbTUPYHOLLMI CMTNCOK KOMMOHEHTOB.

MNocne BHeCeHNs BCeX HEOBXOANMBIX U3MEHEHUI HaxkMuTe COXpaHUTb.

HacnepoBaHue 6yaet pazopBaHO. HOBbIV K1Y 06aBUTCA B CMMCOK Ha3HaYeHHbIX
KNHOYEN, M CMUCOK KNHOYEN CTaHET NePCOHaIbHbIM.

UT06b1 pa3opBaTb HacnegoBaHMNe 6€3 M3MeHeHUA CNUCKa INLEeH3MOHHBIX KJIoUeil:

1.

B okHe JINLLeH3NOHHbIe KAKUM HaXKMUTE KHOMKY & CkonupoBaTb HaCTPOMKMU U3
NepBUYHON rpynnbl M YCTAHOBUTb UX B KaUeCTBe NMepPCOHasIbHbIX.

HacnepoBaHue 6yaet paszopBaHo. CNncok katoven byaet cKonmpoBaH 13
NepBUUYHOWN/POANTENBCKON FPYMMbl U 3ajaH AN 00bekTa B KAUECTBE NEPCOHAIbHOTO.

Haxxmunte CoxpaHUTb.

Tekywiume KaOUM 3ajaHbl NEPCOHANbHO

YT06bI ,06aBUTb /INLLEH3VOHHbIV K/IIOY:

1.

B okHe .nMLI,EH3VIOHHbIe K/KOUM, B cnmcke Bee karoum Bbl6epI/ITe OANH NN HECKONbKO
JIMUEH3NOHHbIX KAroYen, KOTOpbl€ Bbl XOTUTE ,D'O6aBVITb.

HaxxmuTe IR,

B cnydae, eCan CNUCKK yCtaHaBABae€MbIX KOMMOHEHTOB Ha CTaHUMAX U B AO6aBJ'IHeMbIX
K/TKO4YaXx pa3nn4yaroTcs, 6y,u,eT BbIBE€4EHO COOTBETCTBYHOLLEE npeaynpexageHne un
npeanoXeHo OTpeAakKTMPOBaTbh CMNCOK KOMMNOHEHTOB.

MNMocne BHeCEHNS BCeX HEOBXOANMBIX U3MEHEHUI HaxkMUTe COXpaHUTb.

HoBbIn kntou AO6aBVITCF| B CMNCOK Ha3HaYeHHbIX KJIHOUeNn.

UT06b1 YyAANIUTD INL,EH3UOHHBIN K/IHOU:

1.

B okHe JIueH3UOoHHbIe KarouK, B crincke Karoum obbekra HaxxmumTe X HanpoTuB Tex
NNLLEH3VOHHbIX KJKOYel, KOTOpble Bbl XOTUTE YAANNUTb.

| Ecnv 6b1nm yaaneHbl Bce kitouwm, ByaeT yCTaHOBAEHO HacNef0BaHNE JINLEH3UOHHBIX KO Yeln
OT NEPBUYHOWN/POANTENBCKOW TPYMMbl (CM. Takke YCTaHOBNEHWE HAaCIeA0BaHNS).

2. Haxkxmunte CoxpaHuUTb.

3. B cnydae, eCan CNUCKK yCctaHaBABae€MbIX KOMMOHEHTOB Ha CTaHUUAX M B OCTaBLLUNXCA

KJKOUax pasnyatotcs, byaeT BbiIBeAeHO COOTBETCTBYHOLLEE MPpesyrnpexeHune 1
NpeasoXeHO OTPeAaKTUPOBaTb PE3YNAbTUPYHOLLMIA CMTNCOK KOMMOHEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa

164



14
X
I\

A
g

FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

YT06bI YCTaHOBUTb HacJiegoBaHue:

1. YcTtaHOBUTL HaciejoBaHMe Bbl MOXETE OAHUM U3 Chefyrolnx cnoco6oB:

e OtkpowTe pa3gen CBonCTBa CTaHLMK MAn CBOWCTBA rpynnbl AnA o6bekTa, 419 KOTOPOro
Bbl XOTUTE YCTaHOBUTb HacnefoBaHWe. B pa3gene KOHPUrypaLma HaxMmute 3HauoK X

Yaanutb Kitou.

e B okHe JluueH3noHHble Karum, B cnmncke Karoum obbekra Haxxmute X HanpoTMB BCEX
Ha3HaYeHHbIX TNLEH3NOHHBIX K1touen. Haxxmunte CoXpaHUTb.

2. Tekywme knroum 6yayT yaaneHbl U3 CNUCKa KAtoYen obbekTa, 3a4aHo HacneAoBaHMe
KNtOYer OT MepPBUYHOW/POANTENBCKOWN TPYMMbl.

3. B cayyae, ecnm cnncky ycTaHaBAMBAEMbIX KOMMOHEHTOB Ha CTaHUMAX U B HAaCcaeAyeMblIX
KJKOYax passmyatotcs, 6yaeT BbiBeAeHO COOTBETCTBYHOLLEE MPpesyrnpexeHmne 1
NpeasoXeHO OTpeAakTMpPOBaTb CMCOK KOMMOHEHTOB.

Hwu oauH KnoU He 3apaH

| CuTyauusi BO3MOXHa TOJIbKO B TOM cayyae, eciv Ha CepBep He 6bi1 fo6aBieH HU OAMH
JINLEH3VOHHBIN KNHOY UK JIMLEH3UOHHbIE Ktoun 6biin gobasieHsl Ha CepBep, HO He
pacnpocTpaHeHbl HU Ha OAMH 06beKT, B TOM unc/ie Ha rpynny Everyone.

YT106b1 06aBUTb INLLEH3NOHHDbIN K/1HOU:

1. B okHe JIuL,eH3MOoHHbIe K/Iloun, B cnvcke Bece karoum Bbibepute OAMH MAN HECKONBKO
NINLLEH3VOHHbIX KNHOYel, KOTOpble Bbl XOTUTE 06aBUTb.

2. HaxmuTe IR,
Ha>xmute CoxpaHUTb.

4. Knroum l£|,06aBS'-|TCFI B CMNCOK IMLEH3NOHHDbIX KAroUen ob6bekTa B Kauectse nepCcoHa/bHbIX.

7.4. Hactpoiika aHTUBUPYCHbIX KOMMOHEHTOB

[leTanbHOE OMnMcaHWe HaCTPOEK aHTUBUPYCHBIX KOMMOHEHTOB, 3aaBaeMblx yepes LieHTp
yrnpas/ieHuvs, npueeseHo B PykoBoACTBax agMUHUCTpaTOpa Mo YNpaBAeHUIO CTaHLMWS MU
A/ COOTBETCTBYHOLLEN OMNepaLyOHHON CUCTEMBI.

PyKkoBOACTBO aAMAHUCT paTopa
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7.4.1. KOMNOHEeHTbI

B 3aBMCMMOCTM OT ONepaLmoHHOM CUCTEMbI CTAHLUN NPEfOCTaBAAOTCA COOTBETCTBYHOLLME
byHKUMM 3aLLmMThI, MPUBEAEHHbIE Janee.

CraHuumm nog OC Windows ®

CkaHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpoBaHMe KOMMbloTepa Mo 3anpocy Nob30BaTeNs, a TakKe COracHo
pacnuncaHuto. Takke Noaaep>KMBaeTcs BO3MOXHOCTb 3anycka yAanieHHOW
aHTMBUPYCHOWM NPOBEPKM CTaHLMI U3 LleHTpa ynpaBaeHus, B TOM Uncie Ha Haanume
PYTKNTOB.

SplDer Guard

MNMocTosiHHasA NpoBepka GaniNoBOM CUCTEMbI B pexXunMe peanbHOro Bpemenn. NMpoeepka
BCEX 3aMycKaeMbIX MPOLLECCOB, a Takke co3aBaeMblx GaioB Ha XKECTKUX ANCKAX U
OTKpbIBaeMbIX GaliloB Ha CMEHHbIX HOCUTENSIX.

SplDer Mail

I'IpOBepKa BCel BXO,D,FIIJ.I,eI‘/’I n I/ICXOAFIU.I,el‘/JI NOoYTbl NP NCNONb30BaHMN MOYTOBbIX
KNNEHTOB.

Takke BO3MOXHO MCNOAb30BaHWe cnam-ouabTpa (Mpu ycaoBUK, YTo ANLLEH3NA
NO3BOJ/IAET UCMO/Ib30BaHNE Takou QyHKLMN).

SpIDer Gate

MpoBepka Bcex obpalleHnI Kk Beb-cantam no npotokony HTTP. HenTtpanmsauus yrpos
B HTTP-Tpadwmke (Hanpumep, B oTNpaBAseMbIX AN NoayYaeMblx Gannax), a Takke
610KMpOBKa AOCTyNa K MOA03PUTENbHBIM AN HEKOPPEKTHBIM pecypcam.

OdgpucHsIli KOHMPOIL

YnpaBneHve AOCTYNOM K JIOKa/IbHbIM 1 CETEBbIM Pecypcam, B HaCTHOCTU, KOHTPO/Ib
AocTyna k Beb-caritaM. [No3BoAsSieT KOHTPOIMPOBATL LENOCTHOCTb BaXKHbIX GalinioB OT
CNYYaNHOrO U3MEHEHUS MW 3apaKeHUs BUPYCaMK, U 3anpeLLaeT cay>Kalym AoCTyn K
HeXenateNbHon MHPopMaLmu.

bpa+Homay3p

3almTa KOMMNbHOTEPOB OT HECAHKLIMOHMPOBAHHOIO AOCTyNa U3BHE U NpesoTBpalleHme
YTEUKWN Ba>KHbIX AaHHbIX N0 ceTn VIHTepHeT. KOHTPOAb NOAKNOUEHWS 1 Nepesayn
AaHHbIX Mo ceTu VIHTepHeT n 610KknpoBKa NOAO3PUTENbHBIX COEAUHEHWNI Ha YPOBHE
NakeToB U NMPUIOXEHNN.

KapaHmuH

N3onauma BpeOHOCHbBIX M NOA03PUTENbHbIX OOBEKTOB B CNeLunasbHOM KaTaaore.

PyKkoBOACTBO aAMAHUCT paTopa
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Camosawuma

3awmTa dpannoB n katanoros Dr.Web Enterprise Security Suite ot
HECaHKLMOHNPOBAHHOTO UM HEBOJIBHOTO YAANneHUs AN Moandukaumm
nonb3oBaTeneM, a Takxe BpegoHocHbIM MO. MNpu BKIHOUYEHHOW caMo3alumMTe JOCTYN K
davinam u katanoram Dr.Web Enterprise Security Suite pa3spelueH TonbKO Ans
npoueccos Dr.Web.

HpeeeHmueHaﬂ 3awuma

MpeaoTBpalleHne NoTeHUManbHbIX yrpo3 6esonacHocTv. KOHTpoab focTyna K
KPUTUYECKMM 0bBbeKTaM OMnepaLMOHHON CUCTEMbI, KOHTPOb 3a 3arpy3kol ApanBepos.,
aBTOMATMUYECKMM 3aMyCcKOM NpPorpaMm 1 paboToin CUCTEMHBbIX CyX6, a Takke
OTC/IEXMBaHME 3anyLLEHHbIX MPOLLECCOB 1 UX BNOKMPOBKA B Clyuae O6Hapy>KeHUS
BUPYCHOW aKTUBHOCTM.

CraHuyumm nog OC cemeiictea UNIX®

Dr.Web Scanning Engine

CkaHupyowee aapo. BbinonHAeT aHTUBMPYCHYHO NPOBEPKY AaHHbIX (COAepPXUMOTro
dalinoB, 3arpy304HbIX 3aNnCe AUCKOBBIX YCTPOMCTB, MHbIX AAaHHbIX, MOJAYYEHHbIX OT
Apyrux komnoHeHToB Dr\Web ans UNIX). OpraHu3yeT ouepesb NnpoBepku. BoimonHser
NleyeHue Tex yrpos, A/f KOTOPbIX AaHHOE AelCTBUE MPUMEHUMO.

Dr.Web File Checker

KoMnoHeHT npoBepkn 06bEKTOB paiioBOM CUCTEMbI U MEHEAXEP KapaHTUHaA.
MpuHUMaeT oT apyrnx komnoHeHToB Dr.Web ana UNIX 3agaHunsa Ha npoBepky ¢annos.
O6xoanT KaTanoru GparnoBOWN CMCTEMbI COrNacHO 3ajaHunto, nepegaeT dalinbl Ha
NpOBeEpPKy CKaHUpytowemMy aapy. BeinonHseT yaaneHne nHGMUnpoBaHHbIX Gannos,
nepemeLleHne Ux B KapaHTUH 1 BOCCTAHOBJ/IEHWE M3 KapaHTUHA, yNpaBaseT KaTaaoramm
KapaHTMHa. OpraHun3yeT 1 COAEePXNUT B aKTyaJlbHOM COCTOSHUW K3LU, XPaHALLMNA
MHPOpPMaLMIO O paHee NPoBepeHHbIX Gainax 1 peecTp 06HapPY>KEHHbIX Yrpos3.

Ncnonb3yetcs BceMn KOMNOHEHTaMu, MPOBEPAOWMMUN 06BbeKTbl GaliIOBON CUCTEMBI,
Takmmu kak SplDer Guard (ans Linux, SMB, NSS).

Dr.Web ICAPD

ICAP-cepBep, BbINONHAOLWMIA aHaAn3 3anpocoB 1 Tpaduka, NPOXoAaLLero Yepes
npokcn-cepeepbl HTTP. MpegoTtepaluaet nepegady MHOULMPOBaAHHbIX GanaoB 1 4OCTYN
K y3/1aM CeTu, BHECEHHbIMW KaK B HeXenaTeNbHble KaTeropuu Beb-pecypcosB, Tak 1 B
yYepHble CNUCKN, GOpMUpPYyeMble CUCTEMHBIM aAMUHUCTPATOPOM.

SplDer Guard 0na Linux (mosbko 8 cocmase ducmpubymusos, npedHasHa4veHHbix 015 OC
cemeticmsa GNU/Linux)

MoHuTop darinoBom cmctemsl Linux. PaboTtaet B YOHOBOM pexunme 1 oTcaexmnsaeT
onepauunu ¢ dainamu (Takme Kak cosgaHue, OTKPbITUE, 3aKpbiTUeE 1 3anyck dainna) B
darnosbix cuctemax GNU/Linux. Mocbinaet KoMNoOHeHTY npoBepku GanoB 3anpochl Ha

PyKkoBOACTBO aAMAHUCT paTopa
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NpoBepKy COAEPKUMOTO HOBBIX M U3MEHUBLUNXCA GalnoB, a Takke UCMONHAEMbIX
dalinoB B MOMEHT 3amnycka nporpamm.

SplDer Guard ona SMB

MoHWTOp pa3gensieMbix katanoros Samba. PaboTaeT B POHOBOM pexmme u
oTCcaexunBaeT onepaunm GanaoBon cucteMbl (Takme Kak co3gaHue, OTKPbITUE U
3aKpbiTve daina, a TakKe onepaunm YTEHUA U 3aNnCK) B KaTasorax, OTBEAEHHbIX ANS
darinoBbIx xpaHuaunw, SMB-cepeepa Samba. OTnpaBiseT KOMMOHEHTY NPOBEPKMU
darinoB cosep>XMMoe HOBbIX N M3MEHUBLUMXCA GaliioB Ha MPOBEPKY.

SplDer Guard dna NSS (mosbko 8 cocmase ducmpubymuegos, npedHazHa4eHHbix 01 OC
cemeticmea GNU/Linux)

MoHunTop TomoB NSS (Novell Storage Services). PaboTtaet B GoHOBOM pexume u
oTCNexXMBaeT onepaumm GarinoBoOn cMCTeMbI (Takme Kak co3AaHune, OTKpbITUE U
3akpbiTve dainna, a Takke onepauunm 3anncun) Ha Tomax NSS, CMOHTUPOBAHHbIX B
yKa3saHHy Touky dannoBoi cucteMbl. OTNpaBAseT COAEPXKMMOE HOBbIX U1
N3MEHUBLUMXCA GaliioB Ha NPOBEPKY KOMMOHEHTY NPOBepPKN GalrinoB.

SplDer Gate (mosabko 8 cocmase ducmpubymuegos, npedHazHa4eHHbix 01 OC cemelicmea
GNU/Linux)
KomnoHeHT npoBepku ceteBoro Tpadumka n URL. MNpesHaszHaueH ana NnpoBepKn AaHHbIX,
3arpy>kaembix Ha NOKaNbHbIN y3en U3 CeTU N NepesaBaeMblX C HEFO BO BHELLHIOK CETb,
Ha Ha/nume yrpos, u NPesoTBPALLEHNSA COeANHEHWNS C Y3laMW CeTU, BHECEHHbIMW KakK B
HexXenaTeNbHble KaTeropun Beb-pecypcoB, Tak U B UepHble CNUCKN, GOpMUpYeEMble
CUCTEMHBIM aAMUHNCTPATOPOM.

Dr.Web MailD

KomMnoHeHT npoBepkM NOYTOBbIX COOOLLEHNA. AHaNN3MpPyeT COODLLEHNA MOYTOBBIX
NPOTOKON0B, pa3bunpaeTt coobLEeHNA SNEKTPOHHOW NOYTbI U MOArOTaBAMBAET UX K
npoBepke Ha Hannume yrpo3. Moxet paboTaTb B ABYX pexXmmMax:

1. ®unbTp ana noutoBbIX cepBepoB (Sendmail, Postfix n 1.n.), nogxkntovaembi vepes
nHtepoenc Milter, Spamd nam Rspamd.

2. Mpo3payHblii NpokcK NouToBbIX NpoTokonos (SMTP, POP3, IMAP). B 3ToM pexume
ncnonbsyert SplDer Gate.

| OcTanbHble KOMMOHEeHTbI ans ctaHumii nog OC cemerictea UNIX aBasatoTcs
JLOMONHUTENIbHBIMU W CAYXKaT AN BHYTPEHHEN HacTpOoMKn paboTbl aHTMBMpYCcHoro MO.

CraHuum nog, macOS®

CkarHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpOBaHMe KOMMbloTepa Mo 3anpocy Noib30BaTens, a Takke COrnacHo
pacnuncaHuto. Takke noaaep>KMBaeTcs BO3MOXHOCTb 3amnycka yAaneHHOWM
aHTUBMPYCHOM NPOBEPKM CTaHUMN 13 LleHTpa ynpaBneHus.

PyKkoBOACTBO aAMAHUCT paTopa
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SplDer Guard

MNocTosiHHasA NnpoBepka GaniNoBOM CUCTEMbI B pexXnMe peanbHOro Bpemenu. Nposepka
BCEX 3aMyCcKaeMbIX MPOLLeCCOB, a Takke co3aBaeMblx GanioB Ha XXECTKUX ANCKAX U
OTKpbIBaeMbIX PalilOB Ha CMEHHbIX HOCUTENSX.

SpIDer Gate

MpoBepka Bcex obpalleHni k Beb-caritam no npotokony HTTP. Hentpannsauma yrpo3
B HTTP-Tpaduke (Hanpumep, B OTNpaBASEMbIX AN NOAydYaeMblx Gainax), a Takke
610KkMpOBKa AOCTYNa K MOAO03PUTENbHBIM AN HEKOPPEKTHBIM pecypcam.

KapaHmuH

|/|3OIIF|LI,VIH BPeAOHOCHbIX N MOAO3PUTENIbHBIX 061BbEKTOB B cneynanbHOM KaTasiore.

Mo6unbHbie ycrpoiictBa nog OC Android

CkaHep Dr.Web, Dr.Web Agent CkaHep

CkaHMpoBaHWe MOBUIBHOrO YCTPOICTBA MO 3anpocy NoJib30BaTeNs, a Takke COrnacHo
pacnuncaHuto. Takxke Noaaep>KMBaeTcsl BO3MOXHOCTb 3anycka yAaseHHOM
aHTUBMPYCHOM NPOBEPKM CTaHUMIM 13 LieHTpa ynpaBneHus.

SplDer Guard

MocTosiHHasA NpoBepka GalriIoBOM CUCTEMbI B PEXUME PeaNbHOro BPEMEHN.
CkaHnpoBaHue Bcex GpanNoB Npu NombiTKE X COXPaHEHUS B MaMATU MOBUIbHOTO
yCTponcTBa.

@unemp 380Hko8 u SMS

OunbTpauma SMS-coobueHnii 1 TenePpOoHHbIX 3BOHKOB N0O3BOAAET BN1OKMpPOBaThb
HeXenaTeNbHble COOBLEHMA N 3BOHKN, HanpyMep, pekiiaMHble PacCbiikK, a Takke
3BOHKM M COOBLLEHNA C HEN3BECTHbIX HOMEPOB.

AHmusop

O6Hapy>eHne MecToMNoNOXEeHUs UK onepaTMBHas 610KMpoBKa GYHKLMIA MOBUABHOTO
YCTPOWCTBA B C/lyYae ero yTepu Uav Kpaxu.

Cloud Checker

URL-¢unnbTp no3BosiAeT orpagmTb Nosb3oBatens MOOUAbLHOTO yCTPONCTBa OT
HeXenaTeNbHbIX MHTEPHET-PECypPCoB.

bpaHomaysp (Hacmpouku 0ocmynHel MoJibko Ha MobUIBHOM ycmpolcmee)

3awmTa MOBUIBHOTO YCTPOMCTBA OT HECAHKLMOHMPOBAHHOTO AOCTyNa U3BHE U
NpeaoTBPaLLEHNE YTEUKN BaXKHbIX AaHHbIX MO ceTU. KOHTPOAb NOAKNHOUEH NS U
nepesauv AaHHbIX No cetv VIHTepHeT 1 610KMPOBKa NOAO3PUTENbHBIX COEANHEHWI Ha
YPOBHE MakeToB U MPUAOXKEHUN.

PyKkoBOACTBO aAMAHUCT paTopa
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Aydumop 6ezonacHocmu (Hacmpoliku docmynHsl MoJibko Ha MobuneHOM ycmpolicmee)

[varHoctnka n aHanm3 6e30nacHOCTM MOBUABHOIO YCTPONCTBA U yCTpaHeHMe
BbISIBNEHHbIX NPO6AEM U YA3BUMOCTEN.

@unemp npunoxeHuti

3anpet 3anycka Ha MOBMALHOM YCTPOICTBE TeX NPUNOXEHWUN, KOTOPbIe HE BKIHOUEHbI B
CMNCOK pa3peLleHHbIX aAMUHNCTPATOPOM.

7.5. AHTUBMpPYCHaA NpoBepKa paboumnx ctaHunn

Monb3oBaTtesnib pabouer CTaHLMM MOXET NPOW3BOANTL aHTVBMPYCHOE CKaHUPOBaHMe
CTaHLWN CaMOCTOATENIbHO, UCMOAb3ya kKoMnoHeHT CkaHep Dr.Web.

3anyck un ycnewHas pabota CkaHepa BO3MOXHa Jae npu HepaboTocnocobHOCT AreHTta, B
TOM UMC/Ie MPW 3arpy3Ke CUCTEMbI B H€30MacHOM pexuMe.

UYepes LieHTp ynpaBaeHusa Bbl MOXKeTe:

° I'IpocmanleaTb CMNCOK BCEX 3anyLEeHHbIX B HacTodALlee BpeMA aHTUBUPYCHbIX
KOMMNOHEHTOB.

° npeprBaTb 3anyuweHHble aHTUBNPYCHbIE KOMMOHEHTbI MO TUMaM.

° 3aI'IyCKaTb 3ajaHnA Ha aHTUBUPYCHOE CKaHUPpOBaHMe C HaCTpOl‘/JIKOI‘/JI napamMeTpos
CKaHnpoBaHUA.

7.5.1. NMpepbiBaHue paboTbl 3anyLLeHHbIX KOMMOHEHTOB NO TUNam

ili Mpu NCNONb30BaHWM JaHHOW ONLWK TeKyLliMe CKaHMPOBaHWa 6yayT npepBaHbl, CkaHep
: OCTaHOBJIEH, paboTa 3anyLLeHHbIX MOHUTOPOB MPUOCTaHOBJIEHa.

BHumaHme! 3anyck moHuTopoB SplDer Guard, SplDer Mail n SplDer Gate u3 LieHtpa
yrnpaB/ieHVs HEBO3MOXKEH.

UT06bI NpepBaTh paboTy BceX KOMMNOHEHTOB ONpeAe/IeHHOro TUNa, 3anyLLeHHbIX Ha
pabounx craHuMAX:

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBieHus, B
OTKPbIBLUEMCS OKHE B MepapXnyeckoM Crnncke BbibepuTte HeObXoanMYyo rpynny nam
OTZe/bHble CTaHLUN.

2. Ha naHe/sm MHCTPYMEHTOB KaTafora aHTMBMUPYCHOM ceTn HaxxmuTte @ YnpasneHue
KOMMNOHeHTaMW. B Bbimagatolem cnuvcke Bbibepute MyHKT @ MpepBaTb 3anyuw,eHHble
KOMMOHEHTbI.

PyKkoBOACTBO aAMAHUCT paTopa
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3. Ha OTKprBLLIEVICH naHenan yctaHoOBUTE c|>nar|/| HanpoOTUB TMNOB KOMMOHEHTOB, KOTOPbIE Bbl
XOTUTE HEMEANEHHO NMpepBaThb:

MpepBatb Dr.Web Agent CkaHep, 3anyuieHHbI MNnaaHMPOBLLMKOM 3agaHNA — 414
OCTaHOBKW aKTMBHOTO CKaHMpoBaHMA npu nomolm Dr.Web Agent CkaHepa, koTopoe
6b110 3aNyLLEHO COrnacHo 3ajaHnAaM LIeHTPaan30BaHHOrO pacnucaHms.

MpepBartb Dr.Web Agent CkaHep, 3anyLeHHbI aZMUHUCTPATOPOM — JJ/is OCTaHOBKM
aKTUBHOTO CkaHMpoBaHusA npu nomolm DrWeb Agent CkaHepa, koTopoe 6bi10
3anyLleHo BPYYHYH aZMUHUCTpaTopoM uepes LieHTp ynpaBaeHus.

MpepBatb CkaHep Dr.Web, 3anyuieHHbIi nonb3oBaTenemM — A1 OCTaHOBKM aKTUBHOIO
ckaHnpoBaHusa npu nomowwm CkaHepa Dr.Web, kotopoe 6bi10 3anyeHo
Nnosib30BaTeNeEM Ha CTaHLMW.

MpepBatb SplDer Guard, SpIDer Mail, SplDer Gate, O¢pucHbIli KOHTpoab, BpaHamayap,
Camosawuty 1 MpeBeHTUBHYIO 3alUTY — A5 NPUOCTAaHOBKM PaboTbl COOTBETCTBYHOLLIMX
KOMMOHEHTOB.

[ns BbiGOpa BCeX TMMOB NpepbiBaeMblX KOMMNOHEHTOB ycTaHOBMTe daar HanpoTue
3aronoska naHenn MNMpepbiBaHMe 3anyL,eHHbIX KOMNOHEHTOB.

4. Haxmute kHorky MpepBatb.

7.5.2. 3anyck npoBepku pabouen ctaHuUn

UT06bI 3aNyCTUTL aHTUBUPYCHYIO NPOBEpPKY pabounx cTaHLuiA:

1. BbibepunTe NyHKT AHTUBUPYCHaA CeTb B rNaBHOM MeHo LleHTpa ynpaBaeHus.

2. B OTKpbIBLUEMCS OKHE B MepapXmMyeckoM Crncke HaXXMUTe Ha Ha3BaHWe CTaHLUN Uan
rpynnol.

3. Ha naHenwu MHCTPYMEHTOB HAa>XMUTE Ha I'IyHKTQ CKaHMpOBaTb. B OTKpbIBLWEMCA CMNNCKE Ha
naHenn NHCTPYMEHTOB Bbl6epI/ITe OAVH N3 PEXMMOB CKaHNPOBaHWA:

4 pr.web Agent CkaHep. BbicTpoe ckaHMpoBaHue. B JaHHOM peXXme CKaHUpPYrTCa
cnepyrowme o6beKTbI:

onepaTtMBHas NamMsTb,

3arpy3ouHble CEeKTOpPbl BCEX AMCKOB,

06beKTbl aBTO3anycka,

KOpPHEeBOW KaTa/or 3arpy304HOro AMcka,
KOpHeBOW KaTasor gucka yctaHoBkun OC Windows,
cuctemMHbin katanor OC Windows,

nanka Mou JIOKYMEHTEL,

BPEMEHHbI KaTaaor CUCTEMBI,

BpeMeHHbIVI KaTa/Jior noJib30oBaTena.

PyKkoBOACTBO aAMAHUCT paTopa
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B\ Dr.Web Agent CkaHep. lNonHoe ckaHMpoBaHue. B fJaHHOM peXxxrme Npoun3BoanTCA
MOJIHOE CKAHWPOBAHME BCEX XKECTKMX ANCKOB M CMEHHbIX HOCUTENEN (BKItOYas
3arpy3o4Hble CeKTopbl).

k Dr.Web Agent CkaHep. BbibopouHoe ckaHupoBaHue. [JaHHbIN pexxMm npesocTaBaseT
BO3MO>HOCTb Bbl6paTh Nt06ble KaTanoru n darabl Ans NOCAeAyOLWEro ckaHMpoBaHums, a
TaK>Ke HaCTPOUTb paclIMpeHHble MapaMeTpbl MPOBEPKU.

4. Mocne BbIbOpa BapmaHTa CkaHMPOBaHMUA OTKPOETCA OKHO HacTpoek CkaHepa. Mpwu
HEOBXOAMMOCTM U3MEHUTE NapaMeTpbl CKAHMPOBaHUA (CM. pa3gen Hactpolika
napametpoB CkaHepa).

5. HaxmuTe kHonky CkaHMpoBaTh A/11 3anycka npoLecca CkaHMPOBaHMA Ha BbIBPaHHbIX
pabounx cTaHLMAX.

| CkaHvpoBaHve ctaHuwm npu nomotm Dr.Web Agent CkaHepa, 3amnyLLeHHOro yAaneHHo,
‘ NPOBOAMNTCS B POHOBOM pexkmme He3 oTobpakeHVs yBeJOMAEHUI 411 NOb30BaTeNs
CTaHUUMW.

7.5.3. Hactponka napametpoB CkaHepa

Mpu nomowum LieHTpa ynpaBaeHns Bbl MOXKeTe 3a4aThb C/leAyloline HaCTPOMKMN
aHTUMBUPYCHOW NPOBEPKN:

e Hactpoikn CkaHepa Dr.Web. JaHHbI CkaHep 3anyckaeTcst NOb30BaTENSAMU Ha CTaHLMAX U
He JOCTyneH AN yAaneHHoro 3anycka u3 LieHTtpa ynpasnernuns. OgHako agMuHMCTpaTop
MOXET LIeHTPaIM30BaHHO U3MEHUTb €ro HaCTPOWKM, KOTOPbIE B MOCAEACTBUMN ByayT
nepejaHbl U COXPaHeHbl Ha CTaHLMSAX.

e Hactpownkn Dr.Web Agent CkaHepa. JaHHbin CkaHep 3anyckaeTca yaaneHHo u3 LieHTpa
yrnpaBieHWsa 1 OCyLLECTBASIET NMPOBEPKY CTaHLMKM aHanormyHo CkaHepy Dr.Web. Hactpoinku
Dr.Web Agent CkaHepa npeacTaBAsrOT CO60M pacwmpeHHble HacTporikmn CkaHepa Dr.Web u
3a/,ar0TCA NMPU 3anycke aHTUBUPYCHOW NPOBEPKN CTaHLMN.

Hacrpoiika napamerpoB CkaHepa Dr.Web
1. BbibepuTe NyHKT AHTUBUPYCHaA CeTb B IN1aBHOM MeHto LleHTpa ynpaBneHus.

2. B OTKPbIBLLEMCA OKHE B MepPapXNUYECKOM CNNCKE Ha>XKMWNTE Ha Ha3BaHWeE CTaHUWK NN
rpynnebl.

3. B oTkpbiBWeMCs yrpaBasoulem MeHo B padgene KoHurypauusa Boibepute B nogpassene
HY>XHOW BaM onepaLMoHHON cnucteMbl NyHKT CkaHep. OTkpoeTcs okHO HacTpoek CkaHepa.

4. 3apavite HeobxoaMMble NapaMeTpbl CkaHMpoBaHWA. OnrcaHmne napametpoB CkaHepa
Dr.Web npuBeseHbl B PykoBoACTBe No/sib3oBaTeNs /15 COOTBETCTBYHOLLEN ONepaLMoOHHON
CUCTEMBI.

5. Haxxwmute kHonky CoxpaHuUTb. HacTpolikn 6yayT coxpaHeHbl B LieHTpe ynpasaeHus u
nepejaHbl Ha COOTBETCTBYHOLLME CTaHLNN.

PyKkoBOACTBO aAMAHUCT paTopa
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Hacrpoitka napametrpoB Dr.Web Agent CkaHepa

MapameTpbl Dr.Web Agent CkaHepa 3agatoTcs Npu 3anycke NpoBepky paboumx cTaHUMA Kak

OnuncaHo B N. 3anyck NnpoBepku paboyen cTaHLUUN.

Cnucok pa3genoB Hactpoek CkaHepa, KoTopble ByayT AOCTYMHbI (+) MAN He JOCTYMHbI (),
3aBUCUT OT BapmMaHTa 3anycka CKaHMPOBaHUA CTaHLMI 1 NpUBeAeH B TabavLe HUXe.

Ta6banua 7-2. CNUCOK pa3aenoB HaCTPOeK CKaHepa B 3aBMCUMOCTU OT BapMaHTa 3anycka

BapuaHT 3anycka ckaHMpOBaHUA Pasgenbl HacTpoek
O6wue AeiictBua  OrpaHuueHn WcknroueHus
f

@ Dr.Web Agent CkaHep. Bbi6opouHoe + + + +
CKaHMpoOBaHUe

@ Dr.Web Agent CkaHep. BbicTpoe - + + -
CKaHMpoBaHue

B Dr.Web Agent CkaHep. MonHoe - + + -
CKaHMpoOBaHUue

B 3aBMCMMOCTM OT ONepaLmoHHOM CUCTEMbI CTAHLMKN, HAa KOTOPOW 3amnyckaeTcs yaaneHHoe
CKaHWpoBaHue, byAeT JOCTyMHa TOAbKO Ta YacTb HacTpoek CkaHepa, KoTopas
NoAAEPKNBAETCA CUCTEMOM CTaHLUMN.

7.5.3.1. Obwme

| Hactpolikv, koTopble He MOAAEP>KMBALOTCA NMPU MPOBEPKE CTaHUmM, paboTatowmx nog OC
: cemeiictea UNIX 1 macOS, 3akntoueHbl B KBagpatHble ckobku [ 1.

Hactpolikv, koTopble He MOAAEP>KUBALOTCA NMPU NPOBEpPKe CTaHUmK, paboTatowmx nog OC
Android, 3akitoueHbl B kpyrible ckobku ().

B pa3aene O6uime Bbl MOXeETE 3ajaTb CleAyoLme HaCTPONKN aHTUBUPYCHOM NPOBEPKU:

e YctaHoBuTe dpnar McnonbsoBaTb IBPUCTUUECKUI aHanun3, Utobbl CkaHep OCyLLecTBAAN
MOWCK HEN3BECTHbIX BUPYCOB NPW MOMOLLM 3BPUCTUYECKOTO aHanm3aTopa. B gaHHOM
pexrMe BO3MOXHbI OXHble cpabaTbiBaHMA CkaHepa.

e YctaHoBuTe dnar NpoBepATb 3arpy3ouHble ceKTopbl, YTOObl CkaHep OCyLLEeCTBAAN
NPOoBepKy 3arpy304HbIX CEKTOPOB. NMpoBepALOTCA KaK 3arpy304Hble CEKTOPbI JIOFMYECKMX
AMCKOB, TaK U rNaBHble 3arpy304Hblie CeKTOpbl GU3NYECKUX ANCKOB.

PyKkoBOACTBO aAMAHUCT paTopa
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e YctaHoBuTe ¢nar [MpoBepsaTb aBTOMaTUUECKM 3anyCcKaemble NporpaMmmbi], Utobb

NpoBepsTb NMPOrpamMMbl, aBTOMaTUUYECKMN 3amnyckaeMble Npu cTapTe onepauuoHHOM
CUCTEMBI.

YctaHoBUTE cl)nar CI'IeAOBaTb CMMBOJINHECKUM CCblJIKaMm, yTOObI cnepoBatb
CMMBOJINYECKMM CCbhlNIKaM MPU CKaHNPOBaHUMN.

YctaHoBuTe dnar [(MpoBepaTb 3arpy>kaemble nNporpaMmmbl U Mogynn)], utobbl NpoBepATb
npoLieccol, 3anyLieHHble B OnepaTMBHON NamATL.

YcraHoBute ¢nar [(MpoBepAaTb Ha HaAMuMe PYTKUTOB)], UTOObI BKAKOUMNTL CKAHMPOBaHME
Ha Ha/n4yme BPeJOHOCHbIX NPOrpaMM, CKpbIBatOLLMX CBOE NMPUCYTCTBUE B CUCTEME.

YcraHosuTe ¢nar [(MpepbiBaTh NpoBepKy Npu nepexoae Ha NUTaHWe OoT akKymynaTopa)],
yTob6bl MPEpbIBaTb aHTUBUPYCHYHO MPOBEPKY NPU Nepexoe KOMMbloTepa Noib30BaTeNs Ha
nUTaHue OT akKyMyaaTopa.

Boinagatowmii cnucok [(Mpuopuret ckaHMpoBaHuA)] onpesenseT NpUopuTeT npoLiecca
NPOBEPKN OTHOCUTENBHO MMEIOLLMXCA BbIUYNCAUTENBHbBIX PECYPCOB ONnepaLoHHON
CUCTEMBbI.

YctaHoBUTe dnar [(YpoBeHb 3arpysku pecypcoB Komnbiotepa)], utobbl orpaHuumBaTh
MCNOAb30BaHME PecypCcoB KOMMbOTEPa NpY NPOBepPKe, 1 BbibepuTe 13 BbiNajaroLLlero
CNMCcKa MakCMManbHO AOMYCTUMYHO 3arpy3Ky pecypcoB CkaHepoMm. MNpun oTCyTCTBUN APYTmX
3a/lay pecypcbl KOMMbOTEPaA OYAYT NCNOIB30BaTbCA MaKCMMaabHO.

BE/IVUMHY 3arpy3Kn PecypcoB Mpw 3amycke CKaHUPOBaHWs Ha OAHOMPOLECCOPHOW CUCTEME C
OZHVM SZIPOM.

@ Onuusi YpoBeHb 3arpy3ku pecypcoB KOMMbIOTEPA He OKa3blBaeT BAVSIHUA Ha daKTUueckyro

B none [(KonnuectBo ucnonbsyemsbix saep)] 3agarite MakCMManbHOE KONNYECTBO AAep
npoueccopa, Ncnoab3yeMbix ckaHepom. [lonyckatoTca uenble 3HayeHns ot 0 go 32.
3HaueHuve 0 NnpeanVcbIBaeT NCNONb30BaTb BCe AOCTYMHbIE A4pa.

Mpwu HacTpoWke rpynnbl CTaHLMA ciesyeT 06paTUTb BHUMaHME Ha TO, UTO A5 JaHHOTO
napameTpa 3ajaeTca abCcontoTHOe 3HaUeHMe, a He MPOLEHTHOE COOTHOLLEHMe OT obLero
KO/MM4YecTBa JOCTYMHbIX Agep. [No3ToMy 3ajaHne OAHOrO 1 TOrO Xe 3HaYeHUs MOXeT
NPWBECTU K Pa3/IMYHON OTHOCUTENbHOW 3arpy3ke CTaHLUUIW C Ppa3HbIM KOJIMYECTBOM
MNPOLLeCCOPHbIX A4ep.

Boinagatowmii cnncok ([,encTBuA nocse CKaHUPOBaHUA) OnpejenseT aBToMaTMyeckoe
BbINMOJIHEHWE 3alaHHOTO AEeNCTBUA Cpa3y NoC/ie OKOHYaHWA NpoLiecca NpoBepKu:

5 HUUEro He AesnaTh — Moc/e 3aBepLUEHNs NPOBEPKM HE NPeANPUHUMATL HUKaKMX
AENCTBMIA C KOMMbBIOTEPOM NOJIb30BaTENS.

o [BBIK/JIFOUUTb CTAHLUIO] — NMOC/Ie 3aBEPLUEHNS MPOBEPKMN BbIKIHOUNTL KOMMbOTEP
nosb3oBatens. [epes BbikntoUeHMeM KomnbtoTepa CkaHep NPUMEHUT 3ajaHHble
AeVCTBUA K OBHApPYXXEHHbIM yrpo3am.

o [nepe3sarpy3uTtb CTaHLUIO] — NOC/Ie 3aBePLUEHNSA MPOBEPKM Nepe3arpy3nTb KOMMbIOTEP
nonb3osatena. MNepeg nepesarpyskoit koMmnbtoTepa CkaHep NPUMEHUT 3aZlaHHble
AeNcTBMA K 0OBHapy>KeHHbIM yrpo3am.

o [mepeBecTU CTaHLUIO B XXAYLLUA peXxkum].

PyKkoBOACTBO aAMAHUCT paTopa
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o nepeBectu CTaHUUIO B CI'ISII.I.I,VIFI peXxxnm.

e YctaHoBuTe dnar [OTKAOUUTD CeTb NPU CKAHUPOBAHUM], UTOObI OTKNHOUMTL KOMMbHOTEP OT
NoKanbHOW cetv 1 VIHTepHeTa Ha Bpems CKaHMpPOBaHMS.

e YctaHoBuUTe dnar NMpoBepATb cTaLMOHapPHbIE ANCKU 15 MPOBEPKM CTaLMOHAPHbIX XEeCTKUX
AVCKOB (BMHYeCTep U T.M.).

e YctaHoBUTe dpnar MpoBepATb 06bEKTbI HA CbeMHbIX HOCUTENAX /15 MPOBEPKN BCEX
CMEHHbIX HocuTenern MHPOpPMaLLMK, TakKMX Kak HAKOMUTENM Ha MarHUTHbIX AMUCKaX (AUCKETbI),
CD/DVD-aucku, flash-Hakonutenun v T.4.

e B nose MyTtn, Bbi6GpaHHbIe ANA CKAHUPOBAHUA 3aJaiiTe CNNCOK NPOBEPSEMbIX MyTen
(cnocob nx 3aaHna ONMUCbIBAETCA HUXE).

o [lna TOro uto6bl 406aBNTb HOBYHO CTPOKY B CMIMCOK, Ha>XMUTe KHOI'IKy nB
OTKPbIBLUYHOCS CTPOKY BBeAMTe Tpebyemblil NyTb.

o [lnf TOro uto6bl YAaANTb IEMEHT U3 CNMCKA, HAXXMUTE KHOI'IKyE HanpoTne
COOTBETCTBYHOLLEN CTPOKM.

Mpw yctaHoBke ¢nara MyTn, BbiGpaHHbIE ANA CKAHMPOBAHMUA OCYLLECTBAAETCA
aHTUBMPYCHaA NpPoOBepKa TONbKO yKa3aHHbIX NyTein. Ecam dnar cHAT, npoBOANTCA NpoBepKa
BCEX JMCKOB.

7.5.3.2. UcknroueHusn

B pasaene UcknroueHns 3asaetcs CNMCOK KaTanoros 1 Garnos, UCKIOYaeMbIX 13
aHTUBMPYCHOW MPOBEPKHY.

AIISI peaAaKTUpoBaHUA CNUCKOB UCK/TIOYaeMbIX ny‘reﬁ n <|>ai7|nos:

1. BBeauTe nyTb K Tpebyemomy darnny nam katanory B ctpoky Uckarouaembie nytu u ¢paitbi.

2. nsa TOro ytobbl 406aBUTL HOBYHD CTPOKY B CMUCOK, HAaXXMUTE KHOI'IKy 1 B OTKPbIBLLYHOCA
CTPOKy BBeAuTe Tpebyembli MyTb.

3. [ns Toro utobbl yAannUTb 3NEMEHT U3 CNINCKA, HAXKMUTE KHOMKY E HanpoTne
COOTBETCTBYHOLLEN CTPOKM.

Cnncok uckirouaemMbix 06BEKTOB MOXKeT coAepiXKaTb 3J/iIeMeHTbl cieayrounx Buaos:

1. MpsmMoW NyTb B ABHOM BMAE A0 UCKAOUYaemMoro obbekTa. [Mpwu aTom:

e CuMBOA \ AN / — NCKNKOYEHWE U3 MPOBEPKM BCEro ANCKA, HA KOTOPOM HaxoAmTcA
kaTanor yctaHoBkun OC Windows,

° rlyTb, 3aKaHl-IMBaI-OU.I,VIl‘/J|CFI CUMBOJIOM \ — ,D,aHHbII7I KaTanor NCKIK4YaeTcAa U3 MpOBEPKHK,

e [lyTb, HEe 3aKaHUMBAOLLMACA CUMBOIOM \ — NHO6OM NoAKaTanor, MyTb K KOTOPOMY
HauUMHaEeTCs Ha yKa3aHHYH CTPOKY, NCKNHOYAETCA 13 MPOBEPKY.

Hanpumep: C: \Windows — He npoBepATb ¢pannbl katanora C: \Windows 1 BCe €ro
noAkaTasoru.
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2. Mackun 06bekToB, NCKAKOYaEMbIX U3 MPOBePKN. s 3agaHns Macok Jonyckaetca
NCNONb30BaHMe 3HAKOB ? U *.

Hanpumep: C: \Windows\*\*.d11 — He NpoBepATb BCe palabl C pacmpeHmem dl1,
pacnonoXeHHble BO BCeX NojKaTanorax katasora C: \Windows.

3. PerynapHoe BbipaxeHue. [yt MOryT 3aZiaBatbCa peryaspHbIMU BblpaxXeHnaMu. Takxe
ntobou dann, NoAHOe MMA KOTOPOro (C NyTem) COOTBETCTBYET PeryasapHOMY BbipaXeHUto,
NCKIFOYaEeTCA N3 NPOBEPKW.

@

MNepes 3amyckom nMpouecca CKaHMPOBaHWA Ha BMPYCbl O3HAKOMbTECh C PEKOMEHAALIMAMM MO
NCMOb30BaHMKO aHTUBMPYCHBIX MPOrpamMM A5 KOMMbOTEPOB nog ynpasaeHvem OC
Windows Server 2003 n OC Windows XP. CtaTbs, cogep>kallias HeobXoANMYyHO

MHPOPMaLMIO, HaxoauTcsa no agpecy — http://support.microsoft.com/kb/822158/ru.

MaTepMan ,D,aHHOIz CTaTbM NpM3BaH NOMOYb ONTUMU3NPOBATb NMPOU3IBOANTE/IbHOCTb
CNCTEMDI.

CMHTaKCKC peryaspHbiX BblpaXkeHWN, NCNONb3yeMblX A5 3aMNCU NCKIKOYaeMbIX NyTeN,
cneayowmin:

gr { BepaxeHue } prarm

Hanbonee yacto B kauectBa psara MCNONb3yeTcsa CUMBOA i, AAHHbIN daar o3HayaeT "He
npUHMUMaTb BO BHUMaHWe pasinuve perncrpa 6yks".

Mpumepbl 3anncK uckarouaembix nyTen u ¢painioB NpyU NOMOLLU PeryaspHbIX BbipaXkeHU

PerynapHoe Bbipa)keHue 3HaueHue

gr{\\pagefile\.sys$}1i He nposepaTb Gainbl nogrkaukn OC Windows NT

gr{\\notepad\.exe$}i He NpoBepATb Gaiibl notepad.exe

gqr{”C:}i He nMpoBepsTb BOOOLLE HUYero Ha gucke C

gr{”. :\\WINNT\\}1i He NMpoBepATb HMYero B Kataaorax WINNT Ha BCex Amckax

gqr{ ("C:) | (*.:\\WINNT\\) }1i 06beAVHEHNE ABYX MPEAbIAYLLUX CyYaeB

qr{"C:\\dirl\\dir2\
\file\.ext$S}i

He npoBepaTb ¢pain c:\dirl\dir2\file.ext

gr {"C:A\\dirI\\dir2\\ (.+\\)? He nNpoBepATb ¢pain file.ext, €CAN OH B KaTanore c:

file\.ext$S}i

gr{~C:\\dirl\\dir2\\}1i

gr{dir\\["\\]+}1

\dirl\dir2 v ero nogkatanorax
He npoBepsTb kaTanor c:\dirl\dir2 v ero nogkatanoru

He MpoBepATb MNOAKATaNOr dir, HAXOAAWMIACA B NHO6OM
KaTanore, HO NPOBEPATb NoAKaTaNoru
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PerynapHoe Bbipa)keHue 3HaueHue

gr{dir\\}i He NMpoBepsTb NMoAKaTaNor dir, HAXOAALWMIACA B HO6OM
KaTasore, N ero nojkatanaoru

Vicnonb3oBaHue PerynapHbIX Bblpa)KGHMVI KpaTKO OMMCaHO B JOKYMEHTE anIIIO)KeHVIﬂ, B

pa3gene [Npunoxexwue J. icnonb3loBaHue perynapHbix BoipaxeHuni B Dr.\Web Enterprise
Security Suite.

B nogpa3gene NMpoBepaTtb copep)xumoe ceaytowmx ¢paitioB Bbl MOXETE OTK/IHOUNTb
NpoOBepKy COCTaBHbIX 06beKTOB. [lna 3TOro CHUMUTe cnegyrowme daaru:

e Onar ApxmBbl NpeanucoiBaeT CkaHepy MckaTb BUPYChl B darinax, ynakoBaHHbIX B pannoBble
apXuBbI.
e ®Onar MoutoBblie Ppannbl NpesncbiBaeT MPOBEPATb MOUTOBbIE ALLMKMN.

e Onar MHcTannsaumnoHHble nakeTbl NpeanuncobiBaet CkaHepy NPoBEPATb NakeTbl A/is
YCTaHOBKM MPOrpamMm.

7.5.3.3. AencTBua

@ Hactpolikv, koTopble He MOAAEP>KUBALOTCA NMPU NPOBEPKe CTaHUuM, paboTatowmx nog OC
: cemeiictea UNIX 1 macOS, 3akntoueHbl B KBagpatHble ckobku [ 1.

B pa3aene [leiictBuA 3asaetca peakumsa CkaHepa Ha 0bHapy>XXeHWe 3apaXKeHHbIX Uaun
NoAO3puTENbHbIX GaliNoB, BPEAOHOCHbIX MPOrpaMm, a Takke MHOULMPOBaHHbIX apXMBOB.

| Dr.Web Agent CkaHep aBTOMaTWUYeCKN MPYIMEHSET AeNCTBYA, 3aAaHHble As OOHAPY>KeHHbIX
: BPEJOHOCHbIX 06BEKTOB.

npe,qYCMOTPEHbI cieapyrouimne AEFICTBVISI Hapj 06HaPY)KEHHbIMVI yrposamwu:

¢ Jleuntb — BOCCTAHOBUTb COCTOSAHME MHPULMPOBAHHOIO 0H6BbeKTa A0 3apaxkeHus. Ecam
06BbEKT Hen3neunM Uau NMomnbiTka eyeHms He Bbina ycnewHon, byaer npumMeHeHo
LencTBMe, 3alaHHOe ANS Hen3aeunMblX 06 BbEKTOB.

[laHHOe aelicTBME BO3MOXHO TONbKO A/11 06EKTOB, 3apaKeHHbIX M3BECTHbIM N3/1eUMMbIM
BMPYCOM, 3@ UCK/IFOYEHNEM TPOSIHCKUX MPOTrPaMM U 3apakeHHbIX GaiNoB BHYTPK
COCTaBHbIX 06BEKTOB (apXx1MBOB, GaNIOB 3NEKTPOHHOW MNOYUThl AN GaNIOBbIX KOHTEMHEPOB).
e YAaanatb — yAannTb 3apaxKeHHble 00beKTbI.
e MepemelwiaTb B KQPaHTUH — MePEMECTUTL 3apa>KeHHble 06beKTbI B kKaTanor KapaHTvHa Ha
CTaHUMW.

e Coobwartb — oTNpaBuTb B LieHTp ynpasieHns ysegomieHne ob obHapyxeHnmn Bupyca (o
HacTpolke pexvma OMoBeLLeHMA CM. B N. HacTpoiika onoBeLleHni).
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\

¢ NIrHopnpoBaTtb — MPonycTuTb 06bEKT 6€3 BbINOAHEHNS KaKnX-1Mb0 AeNCTBUM, B TOM Yncie
He NPUCbiNaTh OMOBELLEHNSA B CTaTUCTUKE CKAHWPOBAHUA.

Tabauua 7-3. feiictBua CkaHepa Hapa 06Hapy>KeHHbIMU BpeAOHOCHbIMU 06bekTaMu

JevictBne

Obwexr Neuntb Ypanarb Mepemewatb Coobwatb UrHopuposaTtb

B KapaHTUH
VHdunumpoBaHHble +/* + +
Mopo3putenbHble + +/* +
Hewnsneunmble + +/*
WHcTannaumoHHble . oy
nakeTbl
ApxuBbl + 1/
MoutoBble dainbl +/* +
3arpy3oyHble CeKTOpbl +/* +
PeknaMHble nporpaMmsl + +/* +
Mporpammbl 403BOHA + +/* +
Mporpammbi-LLyTKK + +/* +
MNMoTeHuWanbHO onacHble + +/* +
Mporpammbl B3 10Ma + +/* +

YcnoBHble 0603HaueHus

+ JeViCTBMe pa3peLleHo AN JaHHOTO TUMOB 0H6BbeKToB

+/* Ael‘/'ICTBI/Ie yCTaHOBﬂeHO KakK peaKLl,I/IFl no yMOﬂl-IaHI/II-O ANna AaHHOro TMnoB
061beKkToB

A na 3apaHuAa aercTBUA Haa 06Hapy>KeHHbIMU Yyrpo3amMu CyXKaT c/iefyrollue HaCTPOUKN:
e Boinagatowmin cnncok MHpuumpoBaHHble 3asaeT peakuymtio CkaHepa Ha OOHapy>XeHune
davina, 3apa>keHHOro M3BEeCTHbIM BMPYCOM.

e Boinagatowmin cnucok Mopo3spurenbHble 3agaeT peakumio CkaHepa Ha OBHapy>eHue
darina, NPeAnoNoXMTENbHO 3apaXkeHHOro BUPYcoM (cpabaTbiBaHME 3BPUCTMYECKOTO
aHanunsaTopa).

PyKkoBOACTBO aAMAHUCT paTopa
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ii Mpw ckaHMpoOBaHWKY, BKItOYatoLLeM katanor yctaHoBkv OC, pekoMeHayeTca BblIbpaTh Ans
nozo3putenbHbix dannos peakumto MHpopmupoBatb.

e Boinagatowmii cnncok Hemsneunmbie 3asaet peakuymnto CkaHepa Ha obHapyeHue dalina,
3apa>eHHOro M3BECTHbIM HEM3/IEUMMbIM BUPYCOM, @ TakKxKe Korga npeAnpuHsaTas nonbiTka
M3/1eUYeHNs He NpUHecaa ycnexa.

¢ Boinagatowmii cnncok MH$puULmnpoBaHHbIe MHCTaNNALMOHHbIE NaKeTbl 33JaeT peakLuto
CkaHepa Ha obHapy>xeHVe 3apaXKeHHOro UK NojO3pUTENbHOTO dalina B COCTaBe NakeToB
AN YCTAaHOBKW MPOrpamMm.

e Boinagatowmin cnucok MHGULMpoBaHHbIe apxuBbl 3a4aeT peakunto CkaHepa Ha
obHapyXeHne 3apaxKeHHOro UiV NoAO3pUTENLHOrO dalia B coctaBe GpailoBOro apxmea.

e Boinagatowmii cnucok MHurumpoBaHHble noutoBble ¢paitnbl 3ajaeT peakunto CkaHepa Ha

o6Hapy>XeHNe 3apaXKeHHOro Man NoAo3puTeabHoro ¢anna B dopmate 3NEKTPOHHOM NOYTHI.

@ Mpy 06Hapy>KEHWN BUPYCOB WY MOAO3PUTENIbHOTO KOAA BHYTPU COCTaBHbIX 06 BbEKTOB

: (apxvBOB, GaliNoB 3NEKTPOHHON MNOUTbI UK HaNIOBbIX KOHTEMHEPOB) AEUCTBMSA MO
OTHOLLIEHUNIO K YrpO3aM BHYTPM Takux 06 bEKTOB BbIMONHAIOTCSA Haj BCEM 06BEKTOM, a He
TOJIbKO HaJ, 3apa>keHHoM ero yactbto. [1o yMoYaHMo BO BCEX 3TWX Clydasx NpesycMOTPeHo
MHGOpMUpPOBaHHUE.

e Bhinagatowmin cnncok MHpULMpoBaHHbIe 3arpy3ouHble CEKTOPbI 334a€eT peakLmio
CkaHepa Ha obHapy>XeHWne BUPYCOB MM MOAO3PUTENBHOrO KoZa B 061aCTu 3arpy304HbIX
CEKTOpPOB.

e Cnepytolime BbiNagarowme Cnmcky 3agatoT peakunto CkaHepa Ha obHapyxeHune
COOTBETCTBYHOLEro HexenatesbHoro 10:

o PeknamHble nporpamMmmbl;
@ MporpamMmmbl AO03BOHa;

o MporpamMmmbl-LIYTKW;

o MoTeHuWanbLHO onacHbIE;

= Mporpammbl B3/10Ma.

Mpu 3agaHum gencteus UrHopupoBatb He 6yeT MPOU3BEAEHO HYKaKUX AeNCTBUIA: B LleHTp
yrnpaBieHvs He ByZeT oTnpaBAeHO YBEAOMEHWE, KaK B C/lydae BKIHOUEHHOW OMNumn
NHudopmuposatb npy ob6Hapy>KeHUM BrUpyca.

YcraHoBuTe dnar [Mepe3arpy>aTb KOMNbIOTEp aBTOMAaTUUYECKU] /15 aBTOMATUUECKOM
nepesarpysku KOMMbloTeEPa NO/b30BaTENA NOC/TE OKOHYAHWUA CKaHWPOBAHWA, ECAN B
npouecce NpoBepku bblI 0BHapYyXXeHbl MHPULMPOBaHHbIE 06BEKTHI, A5 3aBEPLUEH NS
NeveHns KOTopbIxX TpebyeTcs nepesarpyska onepaunmoHHOM cuctembl. Ecam dnar cHarT,
nepesarpyska KOMMbrOTEPA NOJb30BaTENS HE OYAET OCYLWEeCTBAATLCA. B cTaTuCTMKE
CKaHMPOBaHWA CTaHLMWK, NoayYaeMoln LleHTpom ynpasneHus, byaeTt cooblieHo o
HeobXoAMMOCTY nepe3arpysku CTaHUUKN Ans 3aBepLieHns nedveHus. Mindopmaums o
cocTosHuu, Tpebytolem nepesarpysky, otobpaxaerca B Tabavue CoctoaHus. Mpwm
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HEOBX0AMMOCTM aAMUHUCTPATOP MOXET nepe3arpy3nTb CTaHUMIO U3 LleHTpa ynpaBaeHus
(cM. pa3gen AHTUBMPYCHAA CeTb).

YctaHoBuTe dnar MokasbiBaTbh XoA NpoBepkyn, UTobbl oTobpaxkaTs B LieHTpe ynpaBaeHus
NHANKATOP N CTPOKY COCTOAHNA NpoLiecca CKaHMPOBAHUA CTaHLMN.

7.5.3.4. OrpaHunueHus

| HacTpoliku, KoTopble He MOAAEPXMBAOTCA NPY NPOBepPKe CTaHUWiA, paboTatowmx nog OC
cemeiictea UNIX 1 macOS, 3akntoueHbl B KBagpaTHble ckobku [ 1.

B pa3gene OrpaHuueHmna JOCTYMHbl CefytoLiMe HAaCTPOMKM aHTUBMPYCHOW MPOBEPKY:

7.

MakcumanbHoe Bpemsa cKaHMpoBaHUA (MC) — MakCMMalbHOe BPeMs NPOBEpPKM OAHOTO
obbekTa B MuanmcekyHaax. Mo ncteyeHn ykasaHHOro BpemMeHn nposepka obbekTa byaeT
npekpatyeHa.

MakcumanbHbIA yPpOBEHb B/IOXKEHHOCTU B apXUB — MakCMMalbHOE KOJIMYEeCTBO
BJIOXKEHHbIX apX1BOB. ECNM ypOBEHb BNIOXKEHHOCTM B apXMB NMpeBblIaeT 3ajaHHoe
orpaHunueHune, npoBepka byaeT NPoOn3BOAUTLCA TONbKO A0 YKa3aHHOIO YPOBHSA
BJIOXKEHHOCTH.

[MakcumanbHbi pa3mep apxmBa (KB)] — MakcuManbHbI pa3mep NnpoBepseMoro apxuea
B knnobanTtax. Ecan pasmep apxvBa npesbillaeT 3ajaHHOe OrpaHnyeHmre, pacnakoska v
npoBepka NPOM3BOANTLCA He ByaeT.

MakcumanbHbI kK03pPULMEHT oKaTua apxmBa — ecan CkaHep onpeaensieT, uto
KO3QPMUMEHT CKaTuA apxMBa NpeBbILLAeT 3ajlaHHOe OrpaHMUYeHne, pacrnakoBka v
npoBepKa Npon3BOANTLCA He ByaeT.

[MakcumanbHbI pasmep pacnakoBaHHoro obbvekra (Kb)] — MakcMmanbHbIn pasmep
davina npu pacnakoBke B knnobanTtax. Ecnm CkaHep onpegensier, UTo Noc/ie pacnakoBku
pa3mMep GainnoB apxvBa NpeBbILLAeT 3aJaHHOEe OrpaHMYeHMe, pacrnakoBka U NpoBepKa
Npon3BOANTLCA He ByaerT.

[Mopor npoBepku ypoBHa oxatua (KB)] — MuHMManbHbIN pa3mep dpaiina B knnobaritax
BHYTPUW apxMBa, HauMHas C KOTOPOro byAeT NPon3BOANTLCA NPOBepKa Ko3hPuLmeHTa
oKaTus.

6. MpocmoTp cTaTUCTUKM No pabouein ctaHUUM

Mpw NoMoLLKM yNpaBAAIOLLErO MeH0 pasjena AHTUBUPYCHas CeTb Bbl MOXETe
npocMaTpuBaTh CaesyoLyto MHGOPMaLMIO:

Cratuctuka — JaHHble MO CTaTUCTUKe pa6OTbI AHTUBUPYCHbIX CPeACTB Ha CTaHUWMK, NO

COCTOAHUIO pa60‘-IVIX CTE:]HLI,VII7I N aHTUBMPYCHbIX CPEACTB, N4 NPOCMOTPA N COXpPaHEHUA
OTYETOB, Cogep>XKalnmx BCe CBOAHbIE CTAaTUCTUUECKME AaHHbIE NN BbI60pOl-IH bleé CBOAKWN MO
3ajaHHbIM TUMaM Ta6III/ILI,.

e [padukn — rpaduku ¢ HPopMaLmen 0 3apaxkeHNAX, 0OGHaPY>KEHHbIX Ha CTaHLUAX.
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e KapaHTVH — yAaneHHbI JOCTyN K coAepXnmomMy KapaHTuHa Ha pabouelt ctaHumun.

7.6.1. Cratucrtuka

@ Takke Bbl MOXeTe HaCTPOWUTb aBTOMAaTMYECKOE CO3JaHNe CTaTUCTUYECKOTO OTUeTa,

g BK/IFOYAHOLLErO HY>XHbIA BaM Habop cTaTucTMUecknx Tabamuy, [JaHHbI OTYeT B BbiIGpaHHOM
bopmaTe MOXET He TONIbKO COXpaHATbCs Ha CepBepe, HO 1 OTNPABAATLCA HA INEKTPOHHYH
nouTy.

,ﬂ,ﬂﬂ 3TOro HaCTpOI;ITe 3ajaHue COBAaHMe CTaTUCTUUYECKOro otyeTa B pacrnvcaHumn CepBepa.

Ansa npocmotpa Tabauuy:

1. BbibepuTe NyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpaBsieHus, B
OTKPbIBLUEMCS OKHE B MepapXmMyeckOM CMNCKe HaXXMUTE Ha Ha3BaHWe CTaHLUMN Uaun
rpynnei.

2. B oTkpbiBWEMCS ynpaBadtoLleM MeHIO BblbepuTe HY>XKHbIA MYyHKT U3 noapa3zjena
CraTtucruka.

Pa3zzen meHo CTaTUCTUKA COAEPXKUT CefyroLme NyHKTbI:

¢ ¥Yrposbl — A5 NPOCMOoTpa MHbOPMaLMmM 06 06HapyKeHHbIX yrpo3ax 6e3onacHocTH
3alUMLLAeMbIX CTaHLMIA: MepeYyeHb 3apaXkeHHbIX 0OBEKTOB, PacnoNOXeHNE MO CTaHLUUAM,
Ha3BaHWA yrpos, 4erCTBMA aHTUBMpPYCa U T.M.

e Co6biTna NMpeBeHTUBHOM 3aLUTbI — A5 NPOCMOTPa MHGOPMaLUKN O COBBLITUAX,
3aPUKCMPOBAHHbIX Ha CTaHLMAX KOMNOHEHTOM [1peBeHTMBHasA 3aLymMTa.

e CBO/HbIE laHHblE — ANS MPOCMOTPA M COXPaHEeHMA OTYETOB, COAEP KALLMX BCE CBOAHbIE
CTaTUCTUYECKME AaHHbIE W BbIODOPOYHbIE CBOAKM MO 3a4aHHbIM Tunam Tabauy,. He
oTobpaxkaeTca B MEHHO, €C/IN CKPbITbl BCE OCTa/bHble MYHKTbl MEHIO B pa3gene CraTucTuka.

e OwmnbkM — N8 NpoCcMoOTpa Cnurcka owMbOoK CKaHMPOBAHWUA Ha BbiIbpaHHOW paboyel
CTaHLMW 3a onpeseNeHHbIN Nepuoa.

e CTaTWCTMKa CKaHMPOBAHWA — A1A NOJAYYEHNA CTaTUCTUKN O paboTe aHTUBMPYCHbIX CPEACTB
Ha CTaHLWN.

¢ 3anyck/3aBepLueHune — 419 NPOCMOTPa Crncka KOMMOHEHTOB, 3aMycKaBLUMXCA Ha pabouen
CTaHuMN.

e CTaTucTuka yrpos — 15 NpocMoTpa CBeAeHnn 06 0b6Hapy>xeHuK yrpo3 6e3onacHoCTH
3alUMLWAEMbIX CTAHUMURA, CrPYNMMPOBAaHHbIX MO TMMaM Yrpo3 1 No KOJMYECTBY Yrpo3 Ha
CTaHLUMAX.

e CocToAHME — ANA NPOCMOTPa CBeAEHUN O HEOBbIYHOM COCTOSHMM Pabounx CTaHLMK,
BO3MOXHO TpebytoLem BMeLlaTenbCTBa.

e 3apaHua — /19 NPOCMOTPaA CNMNCKa 3aZaHWNI, Ha3HAUEeHHbIX AN paboyer cTaHUMN B
3a/laHHbIN Nepuoa.
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° I'Ipop,yKTbl — 414 NPoCMOTpPa VIHCI)OpMaLI,I/II/I 06 YCTaHOBJIEHHbBIX MPOAYKTax Ha Bbl6paHHbIX

cTaHumsax. Noa npoayktamu B JaHHOM Cayyae MOHUMAKTCA NPOAYKTbl Perno3ntopus
Cepsepa.

¢ BupycHbie 6a3bl — 415 npocmoTpa MHopMauumn 06 ycTaHOBAEHHbIX BUPYCHbIX ba3ax:

Ha3BaHMe darina, cofepikallero KOHKPeTHYH BUPYCHYHO 6a3y; Bepcua BUPYCHOW 6a3bl;
KO/NIMYEeCTBO 3anuncein B BUpYyCHou ba3se; jata co3gaHuma BUpYycHou b6asbl. [yHKT goctyneH
TONbKO NPV BbIGOpPE eANHNYHbIX CTaHLMN.

e Moaynun — ans npocmoTpa nogpobHon nHbopmaLmm 060 BCcex MOAyAsX aHTUBMpPYCa

Dr.Web: onncanve moayns: ero yHKLMOHaNbHOE Ha3BaHWe; Galin, onpesensowmn
OTAENbHbIN MOAY/Nb MNPOAYKTa; NOAHAsA Bepcua MoAyns U T.A. [yHKT 4OCTyneH TOAbKO npw
BbIGOpe CTaHUUN.

e NHcTannsaumm AreHToB — /19 NPOCMOTPa CNNCKA YCTaHOBOK AreHTa Ha pabouyro CTaHLMIO

nav rpynny paboumx ctaHUUM.

¢ flenHcTannAauum AreHToB — A5 NPOCMOTPa Cnucka paboumx CTaHLUMiA, C KOTOPbIX Bbl10

yaaneHo aHtusmpycHoe MO Dr.Web.

AAMVHNCTPUPOBaHME F1aBHOTO MEHIO, B OTKPbIBLUEMCS OKHE BblbepuTte MyHKT
ynpasastouiero meHro Kongurypauusa Cepsepa Dr.Web. Ha Bkiaske Cratucrmka
yCTaHOBUWTE COOTBETCTBYHOLLME daarn (CM. HUXKe), Moce Yero Haxkmute KHonky CoxpaHuTb 1
nepesarpysute Cepsep.

@ [Ans oTo6padkeHUs CKpbITbIX NYHKTOB pa3gesna CraTucTuka Boibepute nyHKT

Ta6aunua 7-4. CooTBeTcTBME NYHKTOB pa3aena Cratuctuka un ¢pnaros pasaena Cratucrmka
B KoHpurypauum CepBepa

MyHkTbl pa3gena Cratucruka ®narn pasgena Cratuctuka B koHpurypaumm Cepsepa
Yrpo3bl O6Hapy>eHHble yrpo3bl 6e30MacHOCTU

Ownbkm OWmnbKM CKaHMPOBaHWS

CTaTncTnka ckaHMpoBaHuWA CTaTUCTUKa CKaHMpOBaHWA

3anyck/3aBepLueHne 3anyck/3aBeplueHne KOMMOHEHTOB

Cratuctuka yrpos O6Hapy>eHHble yrpo3bl 6e30mnacHOCTU

CocTosHMe CoCTOsIHME CTaHLMA

CEV.ELTZE XKypHan BbINOAHEHUs 3ajaHWNI Ha CTaHLMAX

BupycHble 6a3bl CocTosiHme cTaHLui

CocTosiHWe BUPYCHbIX 6a3
XKypHan BbINONHEHNUS 3a@HWN Ha CTaHLWAX

Mogaynn Crnncok Moaynew CcTaHuuiA
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MyHkTbl pa3gena Cratucruka ®narn pasgena Cratuctuka B koHpurypaumum Cepsepa

WHctannaumm AreHtoB WHctannaumm AreHtos

OkHa npocMoTpa pe3ybTaToB PaboTbl Pa3IMUHbIX KOMMOHEHTOB U MTOFOBOM CTaTUCTUKM
pabouer CTaHLMW NMEIOT OAMHAKOBbLIA MHTEPDENC, U AeNCTBMSA NO AeTaan3aLmm
NHbOPMaLMK, NPesOCTaBAAEMON UMW, aHANOTUYHbI.

[lanee paccMOTpeHbl HEKOTOPbIE MPMMEpPbI MPOCMOTPA UTOFOBOWM CTAaTUCTMKM MPU MOMOLLM
LleHTpa ynpaBieHus.

7.6.1.1. CBoaHble AaHHbIE

AJ’IH nMpocMoTpa CBOAHbIX AdHHbIX:

1. B nepapxmyeckomM cnuncke BblbepuTe CTaHLMIO UAK Tpynny.
2. B ynpaenswouiem meHo B pa3gene Cratuctuka Bbibepumte NnyHKT CBOAHbIE AaHHDbIE.
3. OTKpoeTca OKHO, cofepkallee TabanyHble AaHHble OTYeTa.

[ns TOro uto6bI BKIHOUMTBL B OTUET ONpeAeneHHble CTaTUCTUYECKNEe JaHHble, HaXXMUTE
KHOMKy ¥ Ha MaHeau MHCTPYMEHTOB U BbibepuTe Tpebyemble TUMbl B BbiNaZaroweM Crincke:
CraTucrtuka ckaHMpoBaHus, Yrposbl, 3agaHus, 3anyck/3aBeplieHuve, Owmnbku.
CraTncTrKa, BKIOYaeMas B AaHHble pa3zenbl OTYeTa, COOTBETCTBYET CTaTUCTUKE,
coAep>Kallenca B COOTBETCTBYHOLLMX NMyHKTax pa3gena Tabauubl. s npocmoTpa oTyeTa €
BbIOpaHHbIMW TabanLLAMUN HAXXMUTE KHOMKY OGHOBUTD.

4. Ecnvm B oTyeT BkAtOUeHa Tabmua ¢ 0ObHapy>XeHHbIMM yrpo3amu, Ha NaHean UHCTPYMEHTOB
CTAaHOBATCA JOCTYMHbI TakoKe caeaytoLiye onunm:

Onuusa OnucaHue

20 ckiounTb Mo3BonseT fob6aBUTb BbIGpaHHble 0H6BEKTbI B CMIMCOK UCKNKOYEHUI 13
daiinbl us CKaHMPOBaHUA KOMMOHEHTaMM 3aLLUTbI:

CKaHUPOBaHUA

a) B Tabnavue Yrposbl yctaHOBUTE diar HaNPOTUB OAHOTO WU HECKObKMX
0BHapy>KeHHbIX 06BEKTOB.

e
b) Haxxmute KHOMKY <o,
C) B oTkpbIBLIEMCS OKHe 3ajaliTe CiefyroLLme HaCTPOVKM:

o Ucknountb M3 ckaHMpOBaHUA U 3aAaThb NepPCcoHaibHble HAaCTPOMUKN
SplDer Guard — 106aBuTb BbIOpaHHbIE 06BEKTLI B CMIUCOK UCKAHOYEHWNIA
npw ckaHMpoBaHuM kKommnoHeHToM SplDer Guard. MNpw 3TOM, ecau y3bl
cetw, AA KOTOPbIX BYyAeT M3MEHEH CNUCOK UCK/IOYEHWI, Hacie[0Banu
HacTponkn komrnoHeHTa SplDer Guard oT CBOMX NMepPBUYHBIX TPYMM, TO
4NA HUX byseT pa3opBaHO HacaeAOBaHVe U yCTaHOBEHbI
nepcoHasibHble HaCTPOMKN.

e VcknounTb M3 CKaHUPOBaHUA U 3aAaTh NepPCcoHa/lbHble HAaCTPOMKMN
CkaHepa Dr.Web — f06aBuTb BbibpaHHble 06beKTbl B CMUCOK
UCKNFOYEHWIA NMPY CKaHMPOBaHWUM komnoHeHToM CkaHep Dr.Web. Mpwu

PyKkoBOACTBO aAMAHUCT paTopa
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AT
\g’:

Onuua OnucaHue

3TOM, €C/IN Y3/1bl CETH, A/ KOTOPbIX BYAET U3MEHEH CMUCOK
UCKJTOYEHWIA, HaclejoBaAn HaCcTPOWikvM koMmnoHeHTa CkaHep Dr.Web ot
CBOWX MEPBUWYHBIX Py, TO ANs HUX ByAeT pa3opBaHO HacieoBaHWe U
yCTaHOBJ/IEHbI NMepPCOHaNbHble HACTPOIKN.

e B cnivcke Uckntountb Ana cnepyrownx o6beKToB BbibepuTe y3/bl
ceTn, AN KOTOpbIX BbIOpaHHbI 06bekT byaeT fo6aBNeH B CIUCOK
NCKNOYEHWIA: 16O TONBbKO ANA CTaHLMK, Ha KOTOPOWN 06beKT Bbin
obHapy>KeH, b0 AA CTaHLMIA U NONb30BaTENbCKUX TPYMM, BblOpaHHbIX
B MPEeA/I0XKEHHOM CrnCKe.

d) Haxwmure kHonky UckntoumnTb.

O. CKaHVIPOBaTb |_|OBTOpHO CKaHMpoBaTb Bbl6paHHbIe ob6bekTbl. B BbiMajgatoweM MEHHO
Bbl6epI/ITe TN CKaHNPOBaHUA.

5. [ns otobpaxkeHWs AaHHbIX 3a ONpeseNeHHbIn nepnog Ambo ykaxxunte Mana3oH BpeMeHu
OTHOCWUTE/IbHO CErOAHALLHErO AHA U3 BbiNajatoLlero cnmcka, 1mbo 3agante
NPOW3BO/bHbIV AMana3oH AaT Ha NaHeNu MHCTPYMeHTOB. s 3ajaHnsA NPOU3BOJIbHOTO
Anana3oHa BBeanTe TpebyeMble AaTbl MM HaXXMUTE Ha 3HAYKW KaneHAaps pAAoM C
nonaMu gat. Jna npocMoTpa AaHHbIX HaXXMUTe KHOMKY O6GHOBUTD.

6. Mpy HEOHXOAMMOCTN COXPaHUTb OTUET ANA pacneyaTkm Uan JanbHerwen obpaboTkm
Ha>XMWUTe Ha OAHY N3 KHOMOK:

& CoxpaHuTb gaHHble B CSV-¢dain,
% CoxpaHutb aaHHble B HTML-¢aiin,
@ CoxpaHutb gaHHble B XML-¢aiin,

t CoxpaHuTtb aaHHble B PDF-¢aiin.
7.6.1.2. CtaTuctnka ckaHMpoBaHNA
Ana nonyyeHusa cTaTUCTUKM O paboTe aHTUBUPYCHbIX CPEACTB Ha CTaHLUK:
1. B nepapxunyeckom cnucke BbibepuTe CTaHLMIO AN TPyMny.

| Mpn HeEOHXOAMMOCTN MPOCMOTPA CTATUCTUKM MO HECKOJbKUM CTaHLMSM WU rpynnam,
BO3MO>eH OZHOBPEMEHHbIN BbIGOP HY>HbIX CTaHUMK ¢ nomoLbto knasuw SHIFT nan CTRL.

2. B ynpasnstoulem MeHto B pasgene Cratuctmka BbibepuTte nyHKT CraTucTuka
CKaHMPOBaHUA.

3. OTKpoeTcs OKHO cTaTUCTUKK. Mo yMOonYaHUIO oToBpaXkaeTcsa CTaTUCTLKa 3a NOCeAHNe
CYTKM.

4. [na otobpaxkeHUs JaHHbIX 3a ONpPeAesieHHbIA Nepuoj N1Mbo yKaxknte AnanasoH BpeEMEHHN
OTHOCUTE/IbHO CeroAHsALLIHEro AHA U3 BbiMaatoLLlero cnucka, 1Mbo 3agarite
NPON3BObLHbIN AMana3oH AaT Ha MNaHEeNN UHCTPYMeHTOB. [Ins 3aZiaHns NPOU3BOILHOrO
AnanasoHa BBeauTe TpebyeMble AaThl AWM HaXXMUTE Ha 3HaUKK KaneHaaps psagoMm ¢

PyKkoBOACTBO aAMAHUCT paTopa
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nonsmu gat. lns Toro utobbl 3arpy3nTb AaHHble, HaXXMUTE KHOMKY O6HOBUTB. B OkHO
ByayT 3arpy>keHbl TabanLbl CO CTaTUCTUUECKUMU AAHHBIMU.

5. [Ona Toro utobbl NOCMOTPETL NOAPOOHYHO CTaTUCTUKY PabOTbl KOHKPETHBIX aHTUBUPYCHbIX
CPEeACTB, HAXXMUTE Ha Ha3BaHMe cTaHUuMK B Tabanue. OTKpoeTca okKHO (Mam pasgen
TeKyLLero okHa), cogep>allee Tabanuy ¢ NoAPOO6HbIMY CTaTUCTUYECKUMW AAHHBIMW.

6. V3 Tabanupbl co ctatucTMkKon paboTbl aHTUBMPYCHbBIX CPEACTB CTaHLUW UAW TPYMMbl MOXHO
OTKPbITb OKHO HaCTPOMKM KOHKPETHOTO aHTUBMPYCHOTO KOMMOHEHTa. 115 3TOro HaxmumTe
Ha COOTBETCTBYHOLLEE Ha3BaHNe KOMIMOHEHTa B CTaTUCTUYeCKOW Tabanue.

7. YTO6bI NPON3BECTM COPTUPOBKY AaHHbIX CTONOLA TabANLLbI, HAXXMUTE Ha
COOTBETCTBYHOLLYHO CTPEsIKY (COPTUPOBKa NO YObIBaHUIO MW MO BO3PacTaHMWIO) B 3aroNoBKe
COOTBETCTBYHOLLIErO CTONOLA.

8. lMpun HeobXOAMMOCTN COXPaHUTL TabaMLy CTaTUCTUKN ANS pacneyvaTkn U JafbHenLen
06paboTKn HaXKMUTe Ha OAHY M3 KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-daiin,

i CoxpaHutb aaHHble B PDF-daiin.

9. [na Toro uytobbl NPOCMOTPETH CTATUCTUKY MO BUPYCHbIM COObITUAM B dOpMe anarpamm, B
yrnpaeasrollem MeHt Bbibepute nyHKT Fpapukmn. OTKpoeTcs OKHO MPOCMOTpa
CTaTUCTMYECKMX AnarpaMm (NoapobHOe onncaHne CM. HUXe).

7.6.1.3. CocTtoaHme

Ansa npocmoTtpa cBeeHNIA 0 COCTOAHUM paboumnx cTaHLMiA:

1. B nepapxunyeckom cnuncke BblbepuTte CTaHLMIO AW Fpynny.
2. Bynpasnatouiem meHto B pa3gene Cratucrmka soibepute nyHKT CocTtoaHme.

3. Ansa oTobpaxkeHWsa JaHHbIX 3@ ONpeAeeHHbI MePUOA YKaxnTe Anana3oH BPeMeHM
OTHOCUTE/IbHO CEeroAHsALLIHEro AHA B BbINajatoWweM CrMCKe Ha NaHen MHCTPYMeHTOB. [ns
3alaHns NPOU3BOJIBHOTO AMana3oHa BBeanuTe TpebyeMble AaTbl BPYUHYH UAN HAaXXMUTE Ha
noss aat ans otobpaxeHusa kaneHgaps. Haxmumrte kHonky O6HOBUTB, UTOObI 3arpy3unThb
AaHHble. ToUHOe BpeMs NoayYeHMs CObbITUIA, COOTBETCTBYHOLWMX BbIBPaHHOMY AManasoHy,
npnBoAnTcs B ctTonbue Bpema.

4. CBefleHNA O COCTOAHUM CTaHLMI OTOBpaXkatoTca B COOTBETCTBMM C HAaCTporkamu dpuabTpa.
HaxmuTe 3HauoK ¥ B 3arofioBKe TabAnLbl 419 U3MEHEHUS CleaytoLX NapaMeTpoB
bunbTpa:

e B none MNowuck BBEAUNTE MPOU3BONBbHYHO CTPOKY A/ MOWCKa No BCEM pa3jesiamM Ta6J'IMLI,bI.

e B cnucke Cepbe3HOCTb ycTaHOBUTE daaru ana Tpebyembix YpOBHEN BaXKHOCTU
COOBLEHNIN: CMUCOK COOBLLEHNI O COCTOAHMN ByaeT cogep>KaTb TONbKO COObLLEeHMA C
BbIOpPaHHOW Cepbe3HOCTbIO.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ B cnucke UcTtouHuk yctaHoBUTE daru Ans TeX UCTOYHMKOB NMOSBAEHUA COOBITUN,
KoTOpble 6yayT OTOHbpaxaTbCA B CrINCKE:

o AreHT — otobpaxaTb cobbiTns, npuweawwe ot AreHto Dr.\Web, nogkntoueHHbIX K
faHHowmy CepBepy.

o CepBep — oTo6paxaTb cobbiTUA, NpuLieawne ot gaHHoro Cepsepa Dr.Web.

e B cnucke CraHuMm ycTaHOBUTE darn Ans TMNOB CTaTyca CTaHLMM, COOBLEeHNS O
KOTOopbIX ByayT oToH6paxkaTbCs B CMIUCKE:

o MoakNroUueHHble — 0OToHpaxxaTb COObITUSA ANA CTaHLUUI, KOTOPbIE MOAKIHUEHbI K
AaHHomy CepBepy M HaxoAAaTCsA B aHHbI MOMeEHT B ceTu (online).

o OTK/IlOUEHHbIe — 0TObpaxkaTb COObITUS AN CTAHLUWUI, KOTOPbIE MOAKNHOUEHbI K
faHHoMy CepBepy v B AaHHbIA MOMeHT He B ceTu (offline).

o JleMHCTan/IMpoBaHHble — 0ToHpaxkaTb NnocnegHee cobbITUE ANA CTAHLUMI, Ha KOTOPbIX
6b110 yaaneHo aHTuBMpycHoe MO Dr.Web.

[ns ynpaBneHusa HacTpoikamu GuUAbTPa UCNOb3YNTe Ceaytolme KHOMKN B CNMCKe
bunbTpa:

¢ Mo ymonuaHuIo — yCTaHOBUTb BCE HAaCTPOWKN GUIbTPa B 3HAUEHWNA NO YMONYaHUIO.
e O6HOBUTb — NPVMEHNTb BbIGPaHHbIE HACTPOMKM GUAbTPa.

5. [AewcTtBuA no getanvsaunn n opmatmpoBaHuo MHGOPMaLUN JaHHON TabanLbl
aHaJIorMYHbl ONMNCaHHbIM BbiLle 418 TabAULbI CTAaTUCTUKMU CKAHUPOBAHWS.

Bbl Takoke MoxxeTe NPOCMOTPETb PE3YNbTaThbl pa6OTbI N CTaTUCTUKY HECKOIbKMX pa60t-w|x
‘ CTaHLI,l/II‘/’I. ,ﬂ,flﬂ 3TOro HeO6XOAI/IMO Bbl6paTb 3TN CTaHUMN B NepapXmn4eCKoM Crncke ceTn.

6. Mpy HeOHXOAMMOCTN COXPaHUTb OTYET A1 pacneyvaTkm AN JanbHerwen o6paboTku
Ha>XMWTe Ha OZHY M3 KHOMOK Ha NaHen ynpaBaeHus:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-¢aiin,

i CoxpaHutb aaHHble B PDF-daiin.

7.6.2. l'padpukun

Fpadpukm 3aparkeHum

Ana npocmotpa o6uwmx rpadpukos ¢ Hpopmaumeli 06 o6HapyIKEHHbIX 3apaXkeHUAX:

1. BbibepuTe NyHKT AHTUBUPYCHAA CeTb B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLUEMCS OKHE B MepapXxmMyeckOM CMNCKe HaXXMUTE Ha Ha3BaHWe CTaHLUMN Uaun
rpynnbl. B oTkpbIBLIEMCS yNpaBadtoLLEeM MeHHO BblbepuTe B pa3gene O6uwme nyHKT
Fpadpukn.

PyKkoBOACTBO aAMAHUCT paTopa
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2. OTKpoeTcsa OKHO, coaep Kallee cneayrowme rpadmueckme aaHHble:

BupycHasa aKTMBHOCTb — Ha rpaduke oTobpaxkaetca obLyee KOMYECTBO BPEAOHOCHbIX
06bEKTOB, HAWAEHHbIX B Npejenax KaXxa0oro BpeMeHHOro NpoMexyTka /s BCex
BbIOpPaHHbIX CTaHUMiA 1 rpynn. Mpadurk oTobpakaeTcs, ecav 3ajaH BPEMEHHOM Neprog,
MPeBbILAOLLMIA OAHMU CYTKN.

Haubonee pacnpocrpaHeHHble Yrpo3bl — MPUBOANTCA CMUCOK U3 AECATA Yrpo3,
BCTpeyvatomxcs B HanbosblieM konmdectse pannos. Ha rpaduke otobpakarorcs
YMCNIEHHbIe JaHHble N0 06beKkTaM, COOTBETCTBYHOLMM KOHKPETHOW yrpo3e.

Knaccbl yrpos — nprvBOANTCA CUCOK Yrpo3 B COOTBETCTBMU C KnaccmburkaLmen
BPeAOHOCHbIX 06BbEeKTOB. Ha kpyroBon gnarpaMmme oTobpakaeTcs NpPoLLeHTHoe
COOTHOLLUEHME MeXAY BCEMUN OOHAPY>KEHHBIMU YrpO3aMu.

Haun6onee 3apa)keHHble CTaHL UM — NPUBOANTCA CMUCOK CTaHLMIA, Ha KOTOPbIX 6bIaK
obHapy>KeHbl yrpo3bl 6e3onacHocTn. Ha rpaduke otobpakaetcs obluee KOMYECTBO
Yyrpo3 Ans KaXaou CTaHuuun.

MpousBeaeHHble AeCTBUA — NMPUBOANTCA CMMCOK AENCTBUIA, MPOU3BEAEHHbIX Haj,
06Hapy>XeHHbIMW BPeAOHOCHbIMW 06bekTaMu. Ha kpyroBow gnarpamme oTobpakaertcs
NPOLEHTHOE COOTHOLLEHME MEXAY BCEMU MPOU3BEAEHHBIMU AENCTBUAMMN.

3. [ns npocMoTpa rpadunueckmx AaHHbIX 3a NpesonpeAeneHHbln nepuog Bbibepute
AMana3oH 13 BbiNaJatoLLero Crnucka Ha NaHeau MHCTPYMEHTOB: OTYET 3a onpeAeneHHbIn
AeHb nan Mecsal. JIN6o Bbl MOXeTe BbiIbpaTb MPON3BOAbHbIN AMana3oH AaT, AN 3TOro
BBeAUTe TpebyeMble AaTbl UK BbibepuTe AaThl B BbiNajarolmx kaneHgaps. Ana npocmoTpa
AaHHbIX HaXMUTe KHOMKY O6HOBUTD.

4. YT10Obl MCKIOUNTD KaKOM-NMBO MYHKT N3 0TobpaXkeHus Ha rpaduke (kpome rpaduka
BupycHas aKTMBHOCTb), Ha>XKMUTe Ha Ha3BaHMe 3TOro NyHKTa B iereHae noj rpadunkom.

padukm ntorosoit craTUCTUKM

Mpaduueckme gaHHble NpuBoaaTcsa B NyHkTe Fpadukm passena O6uime 1 B HEKOTOPbIX
nyHKTax pa3zgena CTaTUCTUKA yNpaBastoLWEro MeHto. B Tabanue HUxe npuBeseH CNmMcok
BO3MOXHbIX FpadunKkoB 1 pa3esbl yrpaBAstOLLErO MEHIO, B KOTOPbIX AaHHble rpaduku
oTobpaxatroTca.

Tabnuua 7-5. CooTBercTBUe rpaduKOB pasgesiaMm ynpas/iSiloOLLEero MeHo

Fpadpuxn Paspenbi

BupycHasa aktmBHOCTb Mpadukn

Hanbonee pacnpoctpaHeHHble yrpos3bl Mpadwmkm
Yrpo3bl

CTaTuctvika yrpos

Knacchbl yrpos padukn
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Fpadpumkm Pazpenbi

CraTuctmka yrpos

Hanbonee 3apa>keHHble CTaHLMM Mpadukn
MNpowu3BeaeHHble feACTBUSA padukn

Yrpos3bl
KonnuectBo ownbok no ctaHumusm Owunbkn
KonnyectBo owmboK No KOMMOHEHTaM Owmbkm
Yrpo3bl MO KOMMOHeHTaM 3anyck/3aBepLueHune
OwmnbkM NO KOMMNOHEeHTaM 3anyck/3aBepLueHve

¢ KonnuectBo own60K NO CTaHLUAM — NPUBOAUTCA CIUCOK CTAHLUMMN, Ha KOTOPbIX
BO3HMKaAN OLWMOKN B GYHKLMOHNPOBAHWUM aHTUBUPYCHbIX KOMMOHEHTOB. Ha rpaduke
oTobpakaeTca obLiee KONMYECTBO OLUMOOK ANA KaXKA0W CTaHLUN.

¢ KonnuectBo own60K N0 KOMMNOHEHTAM — NMPUBOANTCA CMMCOK aHTUBUPYCHbIX
KOMMOHEHTOB, B PYHKLIMOHUPOBaAHMM KOTOPbIX BO3HUKaAN own6KN. Ha Kpyrosoi
AnarpamMme oTobpaxkaeTcs MPOLEHTHOE COOTHOLLEHME MeXy OLIMBbKaMn Bcex
KOMMOHEHTOB.

¢ Yrpo3bl N0 KOMMNOHEHTaM — NPUBOAUTCA CMUCOK aHTUBUPYCHbLIX KOMMOHEHTOB, KOTOPbIMM
6611 06Hapy>xeHbl yrpo3bl. Ha rpaduke otobpaxkaetca obuiee KONMYECTBO Yrpos,
OBHapYy>XeHHbIX KaXZAbIM 13 KOMMNOHEHTOB.

e OWKM6KM NO KOMMOHEHTAM — NMPUBOAUTCA CMMCOK aHTUBUPYCHBIX KOMMOHEHTOB, B
bYHKUMOHMPOBaHMN KOTOPbIX BO3HMKaAM owmnbku. Ha rpaduke otobpakaetcs obuiee
KONNYeCTBO OLWMBOK KaXKAoro n3 KOMMNOHEHTOB.

7.6.3. KapaHTuH

Copepxnmoe KapaHTuHa

®aninbl B KapaHTUH MOryT 6bITb J06aBAEHbI OAHWMM U3 aHTUBUPYCHbIX KOMMOHEHTOB,
Hanpumep, CkaHepoMm.

Monb3oBaTenb MOXET cam NMOBTOPHO CKaHMpPOBaTb Ganbl, Haxogalmecs B KapaHTuHe, yepes
LleHTp ynpaBieHua unu vyepes meHeaxep KapaHTHa Ha cTaHLUuW.
Ana npocmoTpa 1 peaakTmpoBaHusa coaepxmmoro KapaHtuHa B LleHTpe ynpaBaeHus:

1. BbibepuTe NnyHKT AHTUBMPYCHAaA ceTb B M1aBHOM MeHto LleHTpa ynpasieHus, B
OTKPbIBLLUEMCS OKHE B MepapXmMyeckOM CrnCKe HaXXMUTE Ha Ha3BaHWe CTaHLUMN Uaun
rpynnbl. B ynpasastouiem MeHo BbibepuTe B passene O6wme nyHkT KapaHTUH.

PyKkoBOACTBO aAMAHUCT paTopa
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2. OTKpoeTCﬂ OKHO, cojep>Kallee TabanuHble AaHHbI€ O TeKyLeM COCTOAHUN KapaHTVIHa.

Ecnm 6bina BoibpaHa ogHa pabouas cTaHumMA, TO ByaeT oTobpaxeHa Tabavua ¢ obbekTamuy,
HaxoAalwmMMnca B KapaHTVHe Ha AaHHOW CTaHLMK.

Ecnm 66110 BbIGpaHO HECKONBKO CTaHLUMI, Fpynna Uan Heckoabko rpynn, To 6yaer
oTobpaxkeH Habop TabanL, coaep>kallimx 06beKTbl KapaHTUHA A8 KaXKAOW CTaHLUKN B
OTAENbHOCTW.

| CTaTUCTVKa O MOBTOPHOM CKaHMpOBaHUM o6bekTa B KapaHTuHe, NpvBeeHHas B cTobLe
MNHdopmauums, yuntbiBaeT TOIbKO NMOBTOPHOE CKaHWPOBaHWe, 3anyLieHHoe Yepes LleHTp
yrpaB/ieHus..

Mpw nepemMeLLeHn B KapaHTUH 60iee 04HOW Yyrpo3bl HaxmuTe B cTon6ue UHdopmauma Ha
KOJIMYECTBO NMepemeLLeHHbIX B KapaHTUH 06beKTOB, YTOHbl MOCMOTPETL BECH CMMCOK Yrpo3
BO BCM/IbIBatOLLEM OKHE.

Ecnv ans obbekta B KapaHTuHe 3asB/IeH cTaTyC He MHGUUMPOBaH, 3TO O3HauYaeT, YTo
nocne nepemelyeHns B KapaHtiH ob6bekTa, KBaanduLMpoOBaHHOTO Kak yrpo3a, 6b110
npov3BeAeHO MOBTOPHOE CKaHUPOBaHWE, 1 06BEKTY MPMCBOEH CTaTyc 6e3omacHoro.

BocctaHoBAeHME 06BEKTOB U3 KapaHTVIHa ocylectBadAeTCa TOJ/IbKO BPYYHYHO.

3. Ana npocmoTpa daninos, NoMelleHHbIX B KapaHTUH 3a onpeseneHHbl nepunog, 1mMbo

YKaXXnTe anana3oH BpeMeHn OTHOCUTENbHO CErogHALLIHEroO AHA U3 BbliNajakowWwero crnmncka,
nmbo 3ap,a|7|Te I'IpOVI3BOJ'IbeII7I AVvana3oH AaT Ha NaHenn MHCTPYMEHTOB. ,ﬂ'J'IFI 3ajaHunA
NMpPon3BOJIbHOIO AMana3oOoHa BBeANTE Tpe6ye|v|b|e AaTbl WM Ha>XXMWTE Ha 3HaUKM KaneHgapa
pagom C noaamMum Aar. ,CLJ'IFI NPOCMOTPa AaHHbIX HAXMUTE KHOMKY O6HOBUTD.

. Ana n3meHeHnsa otobpaxkeHnA AaHHbIX HAXKMUTE Ha 3HAYOK ¥ 5 saronoske Tabanubi:

e 3a4aliTe HaCTPOMKM OoTOBpakeHns CTPok (Hanbonee akTyasbHO A4 AAMHHBIX CTPOK).
e BbibepuTe, kakme ctonbupbl 6yayT oTobpaxkatbca B Tabanue.

Y106bI OTOMALTPOBATL (aiinbl KapaHTHa, HaXmuTe KHOMKY ¥ B 3aronoBke TabanLbl 1
3aZ,anTe cnegyrowme napaMeTpbl GUAbTPaLUN:

e Mowmck — 3a7aiMTe NPOU3BOJIbHYH CTPOKY A/ MOUCKA MO BCEM paszenam tabanubl. B
Tabamue 6yayt otobpaxkaTbCA TONbKO CTPOKWN, COOTBETCTBYIOLLME pe3yabTaTaM Nomncka.

¢ MepemecTUBLUMIA KOMMOHEHT — BbibepunTe KOMMOHEHT 3awmTbl Dr.Web, koTopbin
nepemectun darinbl B KapaHTUH.

¢ Yrposa - BbibepuTe Ha3BaHWe 0O6HapYy>XeHHOW Yrpo3bl COrnacHoO knaccmdukaLmm
kKomnaHun «/loktop Beb».

° MCXOAHOE mma — BBegnTe NCXoaHoe nmA obbekTa A0 nepemMeLLeHna B KapaHTMH.

e Pasmep ¢aiina, b — npn nomoLm nonsyHka 3agarite gnanasoH pa3MepoB
obHapyXeHHbIX 06bekToB B HamTax.

HaxxmunTe kHonky MpumeHnTb, utTobbI BbiBECTU Qalinbl KapaHTMHa No 3agaHHbIM
napameTpam ounbTpa.
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Haxxmute kHonky Mo ymonuaHuio, utobbl cOpocnTb BCe NnapamMeTpbl GuabTpaLmm B

Ha4aJibHbleé 3Ha4YeHWA.

6. [na ynpasneHus dpannamu, Haxogaawmmmncs B KapaHtuHe, yctaHoBuTe daiar Ans
COOTBETCTBYIOLLErO Parina, rpynnbl Garnos nam ana scex Gannos KapaHTuHa (B 3arosoBke
Tabanubl). Ha naHenn MHCTPYMEHTOB BbIOepUTE OAHO M3 CeAyHoLLMX AeUCTBUIA:

Onuua

& BoccraHoBUTL

o =
daiinbl — &
BocctaHoBUTHL ¢aiinbi

& BoccraHoBUTL
¢aiinbl — )
BocctaHoBUTHL ¢aiinbi
no napamerpam

OnucaHue

BocctaHOBUWTL NepBOHaYanbHOE MeCToMNoNoXeHe GaiioB Ha
KOMMbOTEPE, T.e. BOCCTAHOBUTL (aii/ibl B KaTasory, B KOTOPbIX OHM
HaxoAMNncb JO nepeMelyenna B KapaHTuH.

B oTKpbIBLLUEMCS OKHE 3ajaliTe CiefytoLLmne HacTPO KU
e Ecnv BbiGpaH oAvH 06bekT:

= BocctaHOBUTBH ¢aiin Kak — BOCCTaHOBUTb BbIOpPaHHbI Gpaiin us
KapaHtHa 1 pa3mecTutb ero no 3aZaHHoMy MyTh U € 3aZaHHbIM
NMEHEM.
B none BoccraHoBUTL ¢aiin no cneayiouiemMy Nyt 3aaiite NoAHbIN
MyTb Ha CTaHLUWW, MO KOTOPOMY 6yZeT BOCCTaHOB/EH BblOpaHHbIN
dann. ims daina foaxkHo 6biTb 0653aTesibHO 3agaHo. Mo
YMOJIYaHMIO MOACTaBAAETCA NepBOHaYa bHOE MECTOMOJIOXKEHNE U
nMsa darina (fo nepemelleHus). Mpy HEO6XOAUMOCTM Bbl MOXKeTE
M3MEHUTb 3TOT NapameTp.

= BocctaHOBUTDH ¢aiizibl NO TUNY Yrpo3bl — BOCCTaHOBUTL 13
KapaHTuHa Bce ¢aiibl, KOTOPbIM 6bl1 MPUCBOEH TOT Xe TWM Yrpo3bl,
4TO M BbIGpPaHHOMY dariny. Tun yrpo3bl NPUBOAMUTCA B MO
BocctraHoBUTBL ¢aiinbl, cogepikalyue caesyroluLyto yrposy.

s BocctaHOBUTb ¢aiinibl MO NYTU — BOCCTaHOBUTL 13 KapaHTuHa Bce
dalinbl, nepemelLeHHble 13 OnpeseneHHOro Kataiora.
B none BocctaHoBUTL Bee ¢aiiibl, NepemellieHHble B KapaHTUH 13
cnepytoulero Kartasora 3ajalte nyTb K kaTasory Ha ctaHumu. Bce
dalinbl, nepemelleHHble B KapaHTUH U3 yka3aHHOTo KaTaiora, byayt
BOCCTaHOBJEHbI. 10 yMOAYaHUIO NOACTaBASETCSA MyTb A0 KaTajora, B
KOTOPOM Haxoauncsa BblbpaHHbI daiin. Mpn He06X0ANMMOCTL Bbl
MOXeTe N3MEHUTb 3TOT NapameTp.

e Eciv BbIGpaHO HECKOIbKO O06bEKTOB:

= BocctaHOBUTb ¢aiinibl — BOCCTaHOBUTb NepBOHayabHOe
MecTomnosioXeHve GannoB Ha KOMMbIOTEPE, T.e. BOCCTAHOBUTL Galifibl
B KaTa/siory, B KOTOPbIX OHW HaXOAWAUCh A0 NEPEMELLEHVS B
KapaHTuH.

= BocctaHOBUTDH ¢paiizibl NO TUNY Yrpo3bl — BOCCTaHOBUTL 13
KapaHTuHa Bce daiinbl, KOTOPbIM GbIIV MPUCBOEHBI TE XKe TUMbI YTPo3,
4TO M BbIGPaHHBIM darinam.

e B crincke BoccTaHOBUTB Ha cieAyromnx o6beKTax BbibepuTe y3/bl CETH,
Ha KOTOpPbIX BbIGpaHHbIi 06beKT byseT BoccTaHOBEH 13 KapaHTuHa:
NMBO TONBKO A/1f CTaHLMKW, Ha KOTOPOM 06bekT Bbl 06Hapy>KeH, Anbo
A9 NO/Ib30BaTENbCKMX FPYMM, BbIGPaHHbIX B MPEANOXEHHOM CrNCKe.

o lo6aBUTb UCKJIIOUEHUNSA B KauecTBe NepcoHasibHbIX HacTpoek SpiDer
Guard - 106aBuTb BbIOpaHHble 06BEKTbI B CMIMCOK UCKAHOYEHWI MpU
ckaHupoBaHUM koMnoHeHToM SplDer Guard. MNpu 3TOM, ecau y3abl ceTy,

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHue

A7 KOTOPbIX BYAET U3MEHEH CMUCOK UCK/THOYEHWI, HAaclef0Bau
HacTpoVikm komrnoHeHTa SplDer Guard OT CBOWX MePBUYHBIX TPYMM, TO A1
HUX ByAeT pa3opBaHO Hacle0BaHVe 1 YCTaHOB/EHbI MepCOoHabHble
HaCTPOMKM.

e [l06aBUTb UCK/IIOUEHUA B KauecTBe NepcoHasibHbIX HaCcTpoeK
CkaHepa Dr.Web — n06aBuTb BbiIOpaHHble 06BEKTbI B CMIUCOK
WCKFOYEHWA NPY CKaHMPOBaHUM KOMMoHeHToM CkaHep Dr.Web. Mpwu
3TOM, eC/IN y3/1bl CeTU, A1 KOTOPbIX ByAeT U3MEHEH CMNCOK UCKITHOYEHNH,
HacnefoBanu HacTpoliku komnoHeHta CkaHep Dr.Web ot ceoux
nepBUYHBIX FPYNM, TO ANA HKUX OyaeT pa3opBaHO HaciefoBaHWe U
YCTaHOB/IEHbI MEePCOHa/IbHbIE HACTPOMKM.

Ypanutb BolbpaHHble dparinbl n3 KapaHTHa 1 13 cUCTEMBI.

MNMoBTOpPHO ckaHMpOBaTh BbibpaHHble B KapaHTuHe daiisbl.

CkonmpoBaTb U COXpaHWTb BbibpaHHble B KapaHTuHe dainbl.

Mocne nepemelleHns NOAO3pPUTENbHBIX GaliNOB B JIOKaAbHbIA KapaHTUH Ha
KOMMbIOTEPE NMONb30BaTeNsA, Bbl MOXETe CKONMPOBaTh 3TV Galibl uepes
LleHTp ynpaBaeHua 1 coxpaHuTb NocpescTBoM Beb-6paysepa, Hanpumep,
ANA AanbHeWweli oTnpaBkv GaioB Ha aHain3 B BUPYCHYO nabopaTtoputo
KoMnaHun «/loktop Beb».

ii Ncnonb3yiite GyHKLUMIO BOCCTaHOBEHMS ¢alinoB 13 KapaHT1Ha TOIbKO eC/v Bbl YBEPEHBI,
yto 06BEKT He3onaceH.

7. 3KCI'IOpTI/IpOBaTb JaHHble O COCTOAHUN KapaHTI/IHa B q)a|7m B O4HOM M3 chejyromx

dopmatos:

% CoxpaHuTtb AaHHble B CSV-dawnn,

& CoxpaHutb gaHHble B HTML-¢aiin,

ﬁ CoxpaHutb aaHHble B XML-¢aiin,

o CoxpaHutb gaHHble B PDF-¢aiin.

7.7. Paccbinika MHCTaNNALNOHHBIX ¢dannios

Mpwn co3gaHnmM HOBOW YYeTHOM 3anncu cTaHumm B LieHTpe ynpaBaeHuns reHepupyetca
nepcoHabHbIV MHCTaNNALMOHHbIV NakeT Ans yctaHoBku AreHTa Dr.Web. VIHCTannaUMOHHbIN
naket BkAtoYaeT B cebs nHctannatop AreHta Dr.Web 1 Habop napaMeTpoB NOAKAHOUEHUS K
Cepsepy Dr.Web v aBTopum3saumm ctaHunm Ha Cepepe Dr.Web (onucaHne
WMHCTaNNALMOHHOIO NakeTa U npouecca yctaHoBKM AreHTa € ero noMoLlpbto NpuBeAeHo B
PykoBoacTBe No ycTaHOBKe, B pa3gene JlokasbHas yctaHoBka AreHta DrWeb).

PyKkoBOACTBO aAMAHUCT paTopa
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Mocne co3aaHns MHCTaANALMOHHBIX NAaKeToB, AN YA0DOCTBa UX PacnpOCTPaHEHUs, Bbl MOXETe
OTNPaBWUTb KOHKPETHbIE MHCTANNALMOHHbIE NakeTbl Ha 3JIEKTPOHHYIO MOYTY NOJib30BaTENEN.

Mpwn oTNpaBKe MHCTaNNALMOHHbIX MAaKETOB COAEPXNMOe MMCbMa GOPMUPYeTCa CAesyHOLLMM
obpasom:

1. B HaCTpOVIKaX 3anpeleHbl BNOXXEHNA (yCTaHOBIIeH CI)J'IaI' OTﬂpaBJ'IilTb TOJIbKO CCblJIKY, CM.
HI/I)Ke)I B MMCbME OTNPaB/IAKOTCA TOJIbKO CCbIZIKM Ha CKaYMBaHUE MakKeTOB.

2. OnepaumoHHasa cuctemMa CTaHUMM U3BECTHA (BAOXKEHUSA pa3peLleHbl):

a) OC Windows: kK nTncbMy NpuKnajbiBaeTCAd MHCTaANAUMOHHBIV nakeT AreHta Dr.Web ana
Windows.

b) OC Linux, macQOS, OC Android: K ncbMy NpuKNaabiBaeTCA NHCTAANALNOHHBIN Gann
AreHTa Dr.Web gns cooTBeTcTBYtOLLEN ONEPALMOHHON CUCTEMbI Y KOHOUTYPaLMOHHBbIN
dalin c HacTpoikamu noakntoyeHms k Cepsepy Dr.Web.

3. OnepaumMoHHan cucTemMa CTaHUMM He M3BECTHa — HOBasA y4eTHas 3anncb CTaHuMn, AreHT
elle He YCTaHOBJIEH (BIOXKEHMA pa3peLleHbl):

a) Ecan Ha CepBepe HeT nakeToB ans ctaHumin nog OC Linux, macOS, OC Android (B

yacTHOCTH, Ha CepBepe He YCTaHOBJ/IEH AOMNOHUTENbHbINA (extra) AUCTPUOYTUB): K

NNUCbMY NPUKNAAbIBAETCA NHCTANNAUNOHHBIA NnakeT AreHta Dr.\Web gns Windows, a
TalkoKe KOHOUTypaLMoHHbIM $ann ¢ HacTporikamu noakntoveHns K Cepsepy Dr.\Web ans
ctaHumm noa OC Linux, macOS, OC Android.

b) Ecam Ha CepBepe ecTb XOTs Obl OANH NakKeT, KpoMe nakeTa ana ctaHumii nog OC
Windows: k nncbMy NpukiaAbiBaeTCs MHCTaANALMOHHBIN nakeT AreHTta DrWeb ans
Windows, KOHOUrypaLmoHHbIn dann ¢ HacTponkamu noakntoyeHma k Cepsepy Dr.Web
ans ctaHumi nog OC Linux, macOS, OC Android, a Takxke ccblfika Ha ckauMBaHue
NHCTaNNALMOHHBIX dannoB ans ctaHumin nog OC Linux, macOS, OC Android.

Ana paccbiIKN NMHCTaNNALMOHHBIX NaKeTOB MO 3/1IeKTPOHHOM NnouTe:
1. BbibepuTe NyHKT AHTUBMpPYCHaA ceTb rNaBHOro MeHto LieHTpa ynpaBneHus, B
OTKPbIBLUEMCS OKHE B MepapXnyeckoM crnuncke BbibepuTe cnegyrowme o6bexTb:

e BbibepUTE CTaHLMIO, UTOObI OTNPABUTL MO 3NEKTPOHHOWN MOUTE NHCTANNALNOHHBIN NakKeT,
CreHepupOBaHHbIW 4151 JaHHOW CTaHLUUK.

e BbibepuTe rpynny ctaHumMm, YTobbl OTNPaBUTL MO EKTPOHHOM NouYTe BCe
WHCTaNNALMOHHbIE MakKeTbl, CreHepMpOBaHHbIe A1 CTaHLMIA AaHHOW rpynnbl.

[ns opHOBpeMeHHOro Bblbopa HeCkobKMX 06 beKTOB NCnonb3ymTe kHonku CTRL nau
SHIFT.

2. Ha naHesnn MHCTpyMeHTOB HaxmuTe 3 O6wme — Kl Pasocnatb MHCTanNALMOHHDBIE
dainnbl.

3. B oTkpbiBWeMCcs pa3zesie Paccbiika MHCTaANALMOHHBIX PpaliNoB 3a4aiTe cieayrowme
napameTpsi:

e B cekunn O6wme:
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o YcTaHoBMTe dnar YnakoBaThb B zip-apXuB, UTOObI ynakoBaTb Gaisibl

WHCTaANALMOHHbIX MaKeTOB B Zip-apXuB. YNakoBKa B apXMB MOXET ObITb MNone3Ha npu
HaAnumMm GUALTPOB INEKTPOHHOW MOYTbI Ha CTOPOHE NoJib30BaTens, 6J10KMpPYOLWNX
nepegauy ncnosHAaeMblx GanaoB BO BAOXKEHUAX INEKTPOHHbIX MNCEM.

YcraHoBuTe dnar OTnpaBAATb TONBKO CCbUIKY, UTOObI OTMPaBAATL B MMCbME TONbKO
CCbINIKY Ha cKaumBaHwme nakeTa. [1pn 3ToM caMm Galn MHCTaNNALMOHHOIO NakeTa He
6yaeT NpmkaaabiBaThCa K NMCbMy. [JaHHaa onunsa MoXeT ObiTb MNose3Ha, eciun
MOUTOBbIV CepBep KIMEHTa aBTOMATNYECKM YAANAET BAOXKEHUA U3 INEKTPOHHbIX

nmceM.

e B cekuunun dnekTpoHHaA nNoyTa noJsyyarenen 3ajalite agpec 3N1eKTPOHHON NOYTbI, Ha
KOTOpbIV ByAeT oTnpaBaeH MHCTaANALMOHHBIV NakeT. Eciv 66110 BbIGpaHO HECKOBLKO

CTaHLl,VIl\/’I nan rpynn, To 3ap,a|7|Te ajpeca 3ﬂeKTpOHHOI7I MOoYThbl ANA OTNpPaBKK

MHCTaNNAUMOHHbIX MaKeToB And Ka)K,D'OI\/II CTaHUMW B OTAEJIbHOCTN HAanpoTuB MMEHN 3TOM

CTaHUMWN.

| MapameTpbl OTNPaBKX 3NEKTPOHHOW MOYTbI HACTPAMBALOTCA B MeHIO AAMUHUCTPUPOBaHUeE,
B pa3gene Konpurypaums Cepsepa Dr.Web, Ha Biagke CeTb, Ha BHyTPEHHEW BKIaAKe

D/leKTpOHHad moyTa.

4. HaxmuTte kHonky OTnpaBuTb.

7.8. OTnpaBKa cO06LWEeHNN CTaHLUAM

CMCTEMHbIN aAMUHNCTPATOP MOXKET OTNPaBAATL MNOb30BaTENAM MHPOPMALIMOHHbIE
CcoObLEeHNA MPON3BOIBHOTO COAEeP>XKaHMSA, BKIOUAtOLLME:

® TEKCT COOBLLEHNS;

® TMMEpPCChbINIKA Ha UHTEPHET-Pecypchl;

e JIOroTMN KOMMaHum (unn nroboe rpadpuyeckoe n3obpaxeHue);

® B 3aroJioBKe OKHa TakXXe yKa3blBaeTCA TOUHaA AaTa NoayyvYeHunaA COO6LLI,€HI/IFI.

[aHHble coobLieHnsa BbIBOAATCA Ha CTOPOHE MOJ/b30BaTeNA B BUAE BCM/bIBAOLLMX OKOH (CM.

pucyHok 7-1).
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Hoeoe coobueHne
09.04.2015 16:52

YEAKAEMBIN NONbL30EATENR!

Ha Eal komMneoTep BblN YCTAHOBNEH KOMMNOHEHT
Dr.Web Firewall, EBINOAHAKILWMEA GYHKLMK MEXCETEEOIO
3kpaHa.

NogpofHy MHGOPMAaLWKD O GYHKLWOHANE 4aHHOTO
KOMMOHEHTE MOXHO NOMYYWTE ZAECh.

C yEGXEHWEM,
AJMUHUCTRAULNA.

PucyHok 7-1. OkHo coobueHus Ha craHuum nog OC Windows

Ansa oTnpaBKku coobLLeHUA NO/Ib30BaTeNIO:

1. BbibepuTe NnyHKT AHTUBMPYCHaA ceTb B I1aBHOM MeHto LleHTpa ynpasieHus.

2. B oTkpbIBLIEMCS OKHE BblbEpUTE B MepapXMyeckoM Crncke CTaHLMIO AW FPynny v Ha
naHenn NHCTPYMEHTOB HaxmuTe 3 O6wme — %OTnpame coobLyeHne CTaHLMaM.

3. B oTKpbIBLIEMCA OKHE 3aN0NHUTE Caeayrowme nons:

¢ B none 3aronoBoK coobuieHna MoxkeTe 3aaTb 3aroJ0BOK COObLLEeHMA, HanpumMep,
Ha3BaHWe KoMNaHuuW. [laHHbIN TekcT byaeT oTobpa>keH B 3aro/ioBke OKHa CO0bLeHNS
cnpaBa oT siorotuna. Ecam gaHHoe nosie ocTaHeTcs NyCTbIM, TO HAa MeCTe 3aro/ioBka B
OKHe coobLleHMa ByaeT BbIBOANTCA MHPOPMALMSA O COOBLLEHUN.

¢ TekcT coobLieHuns — o6a3aTenbHOe none. CoaepXXnT HeMOCPeACTBEHHO CamMO
coobuleHmne.

e YctraHoBuTe dnar MNMokasbiBaTb I0roTMN B coobLeHnn, UtTobbl oToHpaxathb
rpaduuecknin o6beKT B 3aroNoBke OkHa cooblleHuns. 3ajariTe caegyrolime napamMeTpsl
noroTuna:

o Cnpasa oT noas ®dain aoroTuna HaxmMuTe KHOI‘IKyE ANs 3arpysku darina norotuna
C IOKaNIbHOTO pecypca 1 BbibepuTe HEOHXOANMBIV OOBEKT B OTKPbIBLUEMCS Bpay3epe

no dannosou cucteme (cM. Dopmat daiia norotmna).

o B nose URL Mo>eTe 3aZaTb CCbINKY HA BED-CTpaHULy, KoTopas byaeT OTKpbIBaTbCs
NpW HaXaTuW Ha NOrOTUM W 3aroJI0BOK OKHa.

Ecnam norotun He 3agaH, nav pa3mMep A0roTMna NpeBbilaeT MakCMManbHO AOMYCTUMbIM
(cm. Dopmat davina norotuna, n. 3), TO Ha ero MecTe B OKHe coobLeHns byaet oTobpaxeH
3Hayok AreHTa Dr.Web.

e YctaHoBuTe dnar MokasbiBaTb CCbIJIKY B cO06WWeHNN, UTOObI BKIOUNTL B COOOLLEHNE
rMnepccbinKy Ha Beb-pecypchbl.

[ns pobaBneHns CCbIKM:
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a) B none Tekcr ykaXknTe HazBaHMe CCbIJIKU — TEKCT, KOTOPbIV ByaeT oTobpakaTbcs Ha
MecTe CCbIIKM B COOBLLEHNI.

b) B none URL 3apalite ccbinky Ha MHTEPHET-pecypC.

c) B none Tekcr coobuieHus fob6aBbTe Mapkep {link} Be3ze, rae HeOH6XOAMMO
n06aBnUTb CCbiNKy. B pe3ynbTupytowem cooblieHmnn Ha ero MecTe byzeT BCTaBeHa
CCbI/IKa C yKa3aHHbIMK NapameTpamMin. KonmuectBo TeroB {1ink} B TeKCTe He
OrpaHM4YeHo, HO BCe OHM ByayT coaep>kaTb OAMHaKOBble napameTpbl n3 nosen URL
un Tekcr. MNpy HaMUMM OAHOTO UM HECKONbKMUX MapKkepoB {1ink}, ccbiika byaeT
BCTaB/JieHa TO/IbKO Ha MeCTa MapKepoB.

d) Ecnv mapkep {1ink} He yka3aH B nosie TeKcT coobuieHus, ccoliika 6yaeT BCTaBaeHa
€ANHOX/bl B KOHLLE COODLLIEHNS Ha OTAENbHON CTPOKE.

e YctaHoBUTe pnar OTNpaBAATH TO/IbKO CTaHLMAM B ceTH, YTOObI OTNPaBAATb
coobueHmne Tonbko cTaHumam B ceTu (online). Ecan nar yctaHoBAeH, oTnpaBka
CTaHUMAM He B CeTU OCYyLLeCTBAATLCA He ByaeT. Ecam dnar cHAT, oTnpaBka CTaHUMAM He B
ceTn ByaeT OTI0XKeHa A0 MOMEHTa UX MOAKIOUEHUS.

e YctaHoBuTe dnar MokasbiBaTb CTaTyC OTNPaBKKU, YUTOObLI BbIBOAUTL YBEAOM/IEHWE CO
CTaTyCOM OTMNPaBKM COObLLEHMSA.

Haxxmute KHOMKY O'rnpanrb.

®dopmart Ppanina norotmna

®aiin c rpaduryeckmm n306paxkeHeM (IOroTUMOM), BKIOYaEMbI B COODLLEHME, AONXKEH
YAOBNETBOPATL CIEAYHOLLMM YCAOBUAM:

1.
2.

Mpaduueckmii dopmat darina: BMP, JPG, PNG, GIF, SVG.
Pa3smep darina norotuna He goskeH npesbiwatb 512 Kb.

labapuTHble pa3mepbl M30b6paxeHnsa — 72x72 nukcens. VI3obpaxeHunsa gpyroro pasmepa
6yayT MacwTtabmnpoBaTbCsA Npu OTMpPaBke A0 pa3Mepa Mo YMOAYAHWIO.

FnybuHa ugeTa (bit depth) — ntobas (8 — 24 6ur).

| Ecav Bbl XOTUTE MCNOAb30BaTh B COOBLLEHWM TOTOTUM C MPO3paYHbiM GOHOM, UCMONb3YITe
‘ darinbl B popmate PNG unn GIF.

MNepes oTNpaBKOM NOAb30BaTENLCKOrO cOObLeHNs (0COHeHHO MHOroaapPEeCHOr0),
peKoMeHayeTca npesBapuUTeIbHO OTNPaBUTb ero Ha Nt060N KOMMbIOTEP C YCTAHOBAEHHbIM
AreHTOM, UTOb6bI MPOBEPUTL KOPPEKTHOCTL pe3ysbTaTa.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 7: YnpaBneHue paboummm CTaHLUAMU

Mpumep oTnpaBku coobLieHns

Ans oTnpaBKn COOBLLEHNSA, NPUBEAEHHOTO Ha pUCYHKe 7-1, Bblan 3aaHbl CleayroLime
napameTpbl:

TekcT coobLieHuna:
YBaxaeMelld I10JIb30BaTEJb !

Ha Bam koMmobioTep OBJI YCTAHOBJIEH KOMIOHEeHT Dr.Web Firewall, BHIIIOJIHSOIMIA

byHKLMM MEeXCeTeBOI'O 2KpaHa.

MompoBbHyl MHbOOPMaLMIO O (QYHKIMOHAJE OAaHHOTO KOMIOHEHTAa MOXHO mnojyumThb {link}.

C yBaxeHueM,

AODIMUHUCTPALNA .

URL: http://drweb.com/

TeKcT: 3mech

PyKkoBOACTBO aAMAHUCT paTopa
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naBa 8: Hactpouka CepBepa Dr.Web

B AaHHOW rnaBe NpPUBEAEHO OMUCAHWE CEAYHOLWMX BO3MOXHOCTEN MO YNPaBieHNIO
napameTpamu paboTbl aHTUBUPYcHOM ceTn n Cepsepa Dr.Web:

° YHpaBneHme ANLIEH3VAMW — NapaMeTpbl TIMUEH3NPOBaAHUA;

e BeseHue XxypHana — NPOCMOTP 1 ynpaBaeHune xypHanamu pabotel CepBepa, NpoCMOTp
noApOb6HbIX CTAaTUCTUYECKMX JaHHbIX MO paboTe CepBepa;

e Hactpoiika koHdurypaumm Cepeepa Dr.Web — HacTpoiika napametpoB paboTbl CepBepa;

e Hacrtpoika pacnucanuns Cepsepa Dr.Web — HacTpoWka pacnucaHua 3agaHnin ana
obcnyxumBaHua Cepsepa;

e Hacrpouka koHdurypaLmmn seb-cepeepa — HaCTpovika NapameTpoB paboTbl BeH-cepBepa;
e [lonb3oBaTeNbCkMe NpoLeaypbl — MOAKNOYEHME N HAaCTPOMKa MNONb30BaTeIbCKUX NPOLieayp;
e Hactpoiika onoBeLleHni — HaCTPONKa CUCTEMbI OMOBELLEHUS aAMUHNCTPATOPa O COBBITUAX

aHTMBMpyCHOVI CeTn C pasnnNyYHbIM METO4aMUN AOCTABKA COO6UJ,eHVII‘/’I;

e YnpassneHune penosuntopuem Cepsepa Dr.Web — HacTpoika peno3utopusa ana obHoBAEHMA
BCeX KOMMOHEHTOB aHTMBUpPYcHoW ceTn ¢ BCO 1 ganbHelLero pacnpoctpaHeHns

OOHOBNEHWNI Ha CTaHLUNK;
e YnpaeneHve 63301 JaHHbIX — HEMOCPEACTBEHHOE 06CNyKMBaHWe 6a3bl aHHbIX CepBepa;

e OcobeHHOCTU ceTu ¢ HeckobkuMu Cepeepamu Dr.Web — koHbUrypaums MHOrocepBepHOM
aHTVMBUPYCHOM CETU N HaCTPOWKa MeXCePBEPHbIX CBA3EN.

8.1. YnpaBneHue nuuyeHsnamm

8.1.1. MeHep)xep nuueH3nMn

| MoapobHas nHGoOpMaLmMa O NMPUHLMMNAX U 0COBEeHHOCTAX AnueH3poBaHua Dr.Web
‘ Enterprise Security Suite npvBeaeHa B pa3gene [naBa 2: JiuleHsnpoBaHue.

Nutepdeinc MeHeaxepa nnueH3nu

B coctaB LieHTpa ynpasaeHus Bxoant MeHeaxxep NMLeH3UNA. JaHHbIA KOMNOHEHT
MCNOb3YeTCa ANA yNpaBAeHUS INLEH3MPOBAHNEM OOBEKTOB aHTUBUPYCHON CeTU.

Ans Toro utobbl OTKPbITb OKHO MeHegxepa NMLEeH3UI, B T1aBHOM MeHto LieHTpa ynpasneHus
BblbepuTe NyHKT AAMUHUCTPUPOBAHUE, B OTKPbIBLUEMCA OKHE B YNPaBAAOLLEM MEHHO
BblOepuTe NyHKT MeHeayKep NnLeH3WiA.

PyKkoBOACTBO aAMAHUCT paTopa
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Mepapxmuecknu cnncok Karouen

Inaea 8: Hactpoiika CepBepa Dr.Web

[naBHOe OKHO MeHezaXepa ANLEH3NN COAEPXKUT AePEBO KIIOUEN — MepapXmMyeckmii Crncok,
y3/1aMW KOTOPOTrO SIBASIOTCA NLEH3NOHHbIE KJTHOUM, @ TakoKe CTaHL MK, FPYRnbl Y MOJANTUKY,
AN KOTOPbIX Ha3HaYeHbl IMLIEH3MOHHbIE KNHOUM.

Manenb UHCTPYMEHTOB COAEPXKMUT c/iejgyrouiune 3/1ieMeHTbl yrnpaB/1€HUA:

Onuusn

+ Ao6aButb

ﬂI/ILI,eH3VIOHHbII7I KoY

':& Yaanutb Bbl6paHHble
06beKTbI

® PacnpocTpaHutb kntou
Ha rpynmnbl U CTaHUUK

Glf" dKcnopTMpoBaTh KoY

- MpoBeputb Hanuune
06HOB/IEHUIA U 3aMeHUTb
JINLIEH3VOHHbIE KoUK

2 PacnpocTtpaHutb kntou
Ha cocegHue CepBepbl

OnucaHue

[ob6aBunTb HOBYHO 3anMcb O
JIMUEH3NOHHOM Kkoue.

yﬂ,aﬂl/ITb CBA3b MeXAY KNHYOM U
o0b6BbeKToM JIMUEH3NPOBaHUA.

3aMeHuUTb Unu JobaBuUTb
BblOpaHHbIV KNHOY K 00beKTy
NVLEH3MPOBaHWS.

CoxpaHuTb N0KaNbHYH KOMUIO
daina AMLEH3MOHHOTO KKoYa.

MpoBepwuTb HanMue 0H6HOBAEHWI,
pacnonaraembix Ha BCO, ansa Bcex
kntoyein. Mpu Hannumum
OBHOBJIEHWIA CKaYvaTb KUK U
NpoBecTV 3aMeHy (CM.
ABTOMaTtnyeckoe 06HOBEHVE

JINLIEH3UIA).

MNepeaaTb AMUEH3UM U3
BbIOPaHHOIO K1OYa COCEAHUM
Cepsepam.

3aBUCMMOCTb OT O6BEKTOB B AepeBe
Karouen

Onuua Bcerga AoctynHa.

OcobeHHoCTM dyHKUMOHaNa 3aBUCAT
OT TOrO, BblOpaH N1 06beEKT B AepeBe
kntouer uin Het (cm. Jobasnerue
HOBOTO JINLIEH3VOHHOIO KAtOYa).

Onuus foCTynHa, eciv B AepeBe
BblbpaH 06 BbEKT NNLEH3MPOBAHMSA
(CTaHupa, rpynna man NoAnTUKa) Unm
JIVILLEH3VOHHBIA KO,

Onuys AocCTyrnHa, eciv B Aepese
BbIGPaH JMLEH3VOHHBIV KA.

Onuus Bcerga AocTynHa.

[elicTBre pacnpocTpaHaeTcs Ha BCe
JIVLEH3VOHHbBIE KUV B AepeBe.

Onuys fOCTynHa, eCciv B Aepese
BblOpaH JINLEH3MOHHBIN K.

=1 %)
=] HaCTpOVIKVI BUAa gepeBa NO3BONAKOT UISMEHATb BUA MEPAPXMNYECKOTO AepeBa:

e Onar NokasbiBaTb KOAMUYECTBO JINLLEH3WUW BK/IHOUAET/OTK/IHOUaeT oTobpaxeHue B JepeBe
KNtOYen 0bLLEero KoamyecTBa ANLEH3NR, NPesOCTaBASEMbIX NNLLEH3NOHHBIMU KJTHOYEBBIMMU

darinamu.

e [Ins N3MEHEeHWA CTPYKTYpPbl AepeBa NCMONb3YNTe CieaytoLiye Onunu:

PyKkoBOACTBO aAMAHUCT paTopa
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o OI'ILI,I/IH Knroumn npegnnmncbiBaeT OTO6pa)KaTb BCE JIMUEH3NOHHbIE K/THOYN aHTMBMpyCHOVI

CeTh B Ka4yeCTBE KOPHEBbLIX Y3/10B Nepapxmyeckoe gepesBa. I'Ip|/| 3TOM BJIOXKEHHbIMW
1IEMEHTAMU TNUEH3NOHHbIX KJHOUEen ABAAOTCSA BCE rpynnebl, CTaHUMW N NOANTUKWN, ANA
KOTOPbIX HAa3HAY€HbI 3TN KNKOUN. ,[l,aHHoe npeacraBaeHne gepeBa ABaaeTcA OCHOBHbIM U
NO3BONAET YNPaBJATb obbekTamm JIMUEH3NPOBAHUA N TNUEH3NOHHBIMW KNKOYaMK.

Onuusa Mpynnbl NpeanucbiBaeT oTobpaxaTb B KaUeCTBe KOPHEBbIX Y3/10B
Mepapxmyeckoro Aepesa rpynnbl, CoAep>kaliye o6bekTbl, 415 KOTOPbIX
HenocpeACcTBEHHO Ha3HaueHbl JIMLLEH3VOHHbIE KAtouun. [Tpy 3TOM BAOXKEHHbIMM
3/IeMEHTaMU rpynn ABAAIOTCA CTAHLMM U NMOJUTUKN, BXOASALLME B JaHHbIE FPynnbl,
JMLEH3NOHHbIE KJIOUN, KOTOPble Ha3HayeHbl 418 3TUX 06bekToB. [laHHOoe
npeAcCTaBieHNe JepeBa CYXMUT Ans yaobcTBa BM3yanmsaumm nidopmMauum o
JNLEH3NPOBAHUN 1 HE NO3BOAAET yNpaBAsTb 06ObeKTamMu gepeBa.

e [N U3MEHEHUs BHELLUHEro BMAa AepeBa UCMNOb3ynTe CieyroLime onuumm:

o Moka3biBaTb NAEHTU(PMKATOPbI KIMEHTOB — BK/IOYaeT/oTK/IouaeT oTobpaxeHune

YHUKaNbHbIX UAEHTUNKATOPOB CTAHLMN.

o Moka3sbiBaTb Ha3BaHUA KJIMEHTOB — BKJ/IFOYaeT/OTKAOYaeT 0To6pa>|<eH|/|e MMeH

(Ha3BaHWI) CTaHUMN.

o MNMoka3biBaTb ajpeca K/INeHTOB — BK/IOYaEeT/OTKArOUaeT OTO6pa>KEH ne |P—aApeCOB

CTaHUUN.

o Moka3sbiBaTb ONUCAHUA — BKIOYAET/OTKAOUaEeT OTO6pa>KeHVIe onuncaHum CTaHLI,VIl\;I n

rpynn CTaHLUMN.

Pabota c anuyeHsnamm

Mpwu nomown MeHeayxepa MLEH3UIA Bbl MOXKETE OCYLL,ECTBAATb cefytoliune AeCTBUA
Haj, IMLLEH3MOHHbIMMU K/IlOYaMu:

1.

© N o vk WD

[pocmMoTp nHbopMaUnmM 0 ANLEH3IUN.

JobaBieHne HOBOrO INLIEH3NOHHOIO K/HYa.

Ob6HoBAEHWNE NNLIEH3NOHHOIO KAtoYa.

3amMeHa AMLEH3NOHHOIO Kakua.

PacuinpeHuve cnncka ANLLEH3NOHHbIX K1HYer obbekTa.

YpaneHue AniLIeH3MOHHOIO KAtoYa U yaaneHne obbekra U3 cnncka ANLLEH3INPOBAHUS.
MNepenaya NuLLEH3NM Ha coceaHmin CepBep.

PesakTmpoBaHuWe N1LIEeH3UI, NepejaHHblx Ha coceaHuni Cepeep.

PyKkoBOACTBO aAMAHUCT paTopa
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Mpocmotp nHpopmauum o AnMLEeH3NN

[ns TOoro uto6bl NPOCMOTPETL CBOAHYIO MHGOPMALMIO O MLLEH3MOHHOM K/IHOYe, BbibepuTe B
rnaBHOM OkHe MeHegzyepa NMNLEH3MIA YYeTHYHO 3anucb KAtoYa, MHPOPMaL MO O KOTOPOM Bbl
XOTUTE MPOCMOTPETb (Ha>XMUTe Ha Ha3BaHMe yUYeTHOW 3anucuy kKatoya). B otkpbiBLiencs
naHenun 6yaeT BbiBeAeHa Takaa MHGOpMaLMS, Kak:

e NpesocTaBasemoe 1 UCNoAb3yeMoe KONYECTBO NNLLEH3NIN U3 JaHHOTO JINLLEH3NOHHOrO
kntoueBoro danna.

e Nonb30BaTENb NLEH3NM.

e [lpogageL, y KOTOPOro bblna NnpuobpeTeHa faHHaa ANLEH3NS.

e /IaeHTMMKaLMOHHBIN N CEPUINHBIN HOMEpPa NNLEH3NN.

e [laTa OKOHYaHWA CpPOKa AENCTBMA NNLEH3UN.

e Brarouaet M faHHas NMLEH3NSA NOAAEPXKKY MOAYAA AHTUCNAM.

e MD5-X3W ANLLEH3MOHHOrO KtoYa.

e PazpelueHHble cnncku GronnetTeHen xawen ans MHOGOPMUPOBAHMA O MPUHAAIEXHOCTU
06HapyXeHHbIX yrpo3. Eciv dyHKLMoHan He MMLEH3MPOBaH, JaHHbI NapamMeTp
OTCyTCTBYET.

l OTcyTCTBVIe JINLIEH3UWN Ha 6roNNeTeHN X3LWen He YMEHbLLUaeT YypOBEHb aHTVIBI/IpyCHOf;I 3anTbl.
,ﬂ,aHHaﬂ JIMLUEeH3UA no3sondeTt AO6aBVITb onoeeleHne agMMHUCTpaTopy O TOM, YTO
O6Hapy)KEHHaF| yrpo3sa npucyTctByeT B cneunannsnpoBaHHbIX OrONNETEHSAX U3BECTHbIX X3LLEN

yrpos.

e Cnuncok AHTUBUPYCHbIX KOMMOHEHTOB, KOTOPbIE MO3BONAET NCMNOJIb30BaTb JaHHAA
nnueH3nA.

[o6aBneHVe HOBOro /INLLEH3UOHHOrO KJ/Iloua

Ana Toro urobbl 406aBUTb HOBbIV JINL,EH3UOHHbIN K/IHOU:

1. B rnaBHOM okHe MeHezxepa NNLEH3NN HaXMUTe KHOI'IKy+ [06aBUTb NMLLEH3NOHHDbIN
KJIFOU Ha MaHEeNn NMHCTPYMEHTOB.

2. Ha oTkpbIBLUEWCA NaHeNn HaxkmuTe KHOI‘IKyE ¥ BblbepuTe Gain C IMLLEH3NOHHbIM
KNFOUOM.

3. YcraHoBuTe dnar:

¢ HazHauuTb MLEH3MOHHBIN KAtouU rpynne Everyone, ecnvn 310 nepBbii ANLEH3VMOHHBIN
K04 B @aHTUBUPYCHOW ceTu. [lobaBasgemblin kito4y byaeT aBTOMaTUUeCkN Ha3HaveH
rpynne Everyone.

¢ 3aMeHUTb INLLEeH3MOHHbDIN K/toY rpynnbl Everyone, ecaun 310 He nepBbii
JNNUEH3VOHHbIV K1HOY B aHTUBMPYCHOW CeTU. TeKyLLUMI ANLEH3VUOHHBIW K4 rpynnbl
Everyone 6yzeT 3ameHeH A06aBAAEMbIM NNLEH3NOHHBIM KIHOYOM.

PyKkoBOACTBO aAMAHUCT paTopa
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I Ecan ANA rpynnbl Everyone Ha3Ha4eHO HECKOJIbKO NNLUEH3NOHHbIX Kﬂ}OHEIz, TO 6y,u,eT
3aMeHeH ﬂepBbIVI B Crnuncke.

Ecnu Bbl XOTUTE 3aMeHUTb OMNpeseNeHHbIN NLEH3NOHHbIN KoY rpynnbl Everyone,
BOCMOJ/Ib3yWTeCh Npoueaypoit OBHOBEHVE NNLIEH3VOHHOIO KAtoYa.

4. HaxmuTte kHornky CoxXpaHUTb.
5. JInueH3noHHbIV Ktou ByaeT fobaBieH B AepeBO KIHOYEN.

Ecnm Ha ware 3 Bbl He YCTaHOBWAW COOTBETCTBYHOWMI dnar, To Jo06aBAEHHbIN
NNLLEH3VOHHbIN KoY He ByseT NpuBsA3aH HU K O4HOMY 13 06bekToB. B 3ToM ciyvae ans
3a/,aHnsA 06bEKTOB NNLIEH3MPOBAHMWA BbIMOAHUTE Npoueaypbl 3amMeHa N1LEH3VOHHOrO

KJAKO4Ya nan PacmmpeHme CMnNCKa NNLLEH3MOHHbIX KArOYen O6'beKTa, OnucCaHHble HKXKe.

O6HoBNEHNe JINLLEH3UOHHOIO KJ/ltouya

|-|pl/l obHoBNEHNMU JMUEH3NOHHOIO K/IKO4a, HOBbI W J1VILI,eH3VIOHHbII7I KN4 6y,u,eT Ha3Ha4eH and
Tex e ob6bekToB JIMLUEH3NPOBaHUA, ANA KOTOPbIX OblN Ha3HauYeH OBHOBASIEMbIN K/IHOU.

Bocnonb3ylitech npoLesypoil 06HOBAEHUS KAtOUa A/1f 3aMeHbl K/lkoYa C UCTEKLIUM CPOKOM
AENCTBNS UV AN 3aMeHbl Ha KU C APYrMM CMUCKOM YCTaHaBAMBaeMbIX KOMMOHEHTOB C
COXpaHeHWeM CTPYKTYpbl AepeBa KNOUen.

Ana Toro uto6bl 0O6HOBUTb /INLLEH3UOHHbIN KJ/IIOU:

1. B rnaBHOM okHe MeHezxepa ANLEeH3NI B ilepeBe KAtoUel BblbepuTe KroY, KOTOPbIN
XOTUTEe OOHOBUTH.

2. Ha oTKpbIBLUENCS NaHean CBONCTB KitoUa HaXXMnUTe KHOI'IKyE 1 BbIbepuTe pain ¢
JNNLEH3VOHHbBIM KIHOYOM.

3. Haxmute kHonky CoxpaHutb. OTKPOETCS OKHO HAaCTPOEK YCTaHaBAMBaEMbIX KOMMOHEHTOB,
OMNuCaHHOE B Nogpasgene Hactporiky npv 3aMeHe NMLLEH3NOHHOIO Krua.
4. HaxmuTte kHornky CoxpaHuUTb A1 OOHOBAEHMA NNLLEH3NOHHOIO KKoua.

3ameHa m UEeH3NOHHOro KJjirouda

Mpn 3amMeHe NMLLEH3MOHHOrO KItoYa A1 06bekTa NMLLEH3MPOBaHMA YAaNAaoTCA BCe TeKyLume
NMLLEH3NOHHbIE KNHOUM U 106aBASETCA HOBbIV KIHOY.

Ana Toro uro6bl 3aMEHUTb TEKYLLL WA JIMLLeH3UOHHbIN K/1IOU:
1. B rnaBHOM OkHe MeHeaxxepa ANLLEH3UIN B epeBe KIHOUEN BbIbepuTe KAy, KOTOPbIN
XOTUTE Ha3HauUMTb 0OBEKTY TNLEH3NPOBAHUA: FPYMMe CTaHLUI, CTaHLWUW AU MONUTUKE.

2. Ha naHenn NHCTPYMEHTOB Ha>XMUTe KHOMKY 18 PacnpocrpaHuTb K104 Ha rpynnbl U
craHumn. OTKpPOeTCA OKHO C MepapXmyeckMm CMMCKOM aHTUBUPYCHOWN CeTu.

PyKkoBOACTBO aAMAHUCT paTopa
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3. BbibepuTe B crnvcke 06beKTbl ANLEH3MPOBaHMSA. s BbiIbOpa HECKONbKNX OO BEKTOB
ncnonbsymte kHonku CTRL n SHIFT.

| YT06bl Ha3HaUUTL KUY /18 MOJUTUKK, HEOBXOAMMO BbIGpaTh Camy MOJIUTVKY UK TEKYLLYHO
: BEPCUIO 3TOW MOJIUTUKM (K1HOY aBTOMATUUECKM Ha3HayaeTcs NoAuTuke npu Belbope ee
TEKyLLLe Bepcum 1 HaobopoT).

JIVLIEH3MOHHBIN KJTHOY Takxke MOXKET HbITb Ha3HaueH Nt0601 BEpCUM NMOAWTYKY, KOTopas He
ABAseTCa Tekywel. MNpu 3ToM KNtoY 6yAeT HazHaueH TOIbKO 3TOW BepCUW, HO He camol
nonuTuke. Takom Knou He 6y,£l,yT NPUMEHATLCA K CTaHUMAM, NOKa TeKyllaa BepCcha noJnNTnkKn
He 6yaeT 3aMeHeHa Ha Ty, KOTOPOM 3TOT KJIHOY Ha3HaYeH.

ﬂVILI,eH3I/IOHHbIl7I K1Y HeO6XOAI/IMO Ha3Ha4aTb NMOJINTUKaM UM UX BEPCUAM
HenocpeaCcTBeHHO.

4. HaxmuTte KHOMKY 3ameHuUTb I'IVIll,EHBI/IOHHbIﬁ KJ/T1HOu. OTKpOGTCﬂ OKHO HacCTpoek
YCTaHaB/IMBaeMbIX KOMIMOHEHTOB, ONMMCaHHOE B nojgpasaene HaCTQOIZKM npuv 3amMeHe
JNUEH3NOHHOIO KAKo4a.

5. Haxmunte KHOMKY Coxpanrb AnAa 3aMeHbl IMUEH3NOHHOIO K/1FO4a.

PaclumpeHme cnncka IMLLeH3MOHHbIX K/touen o6beKkTa

I'Ip|/| AO6aBﬂeHI/II/I JNUEH3NOHHOIO KJKoYa Ana obbekTa JINLUEH3NPOBaHNA COXPaHAKTCA BCE
TeKyLne Kio4n, n B CNMCOK KNHOUENn AO6aBJ'IF|eTCFI HOBbI I J1I/ILI,€H3I/IOHHbII7I KNHO4.

Ansa Toro uro6bl 406aBUTH /INLLEH3MOHHbBIN KJIFOU K CMUCKY JINLLEH3UOHHbBIX K/touei
obbekTa:

1. B rnaBHOM OkHe MeHeaxxepa ANLLEH3UIN B epeBe KIHOUEN BbIbepUTe Katou, KOTOPbIN
XOTWUTe J06aBUTbL B CMUCOK KAtouer obbekTa: rpynne CTaHUMiA, CTaHLUW UAN NOANTMKE.

2. Ha naHenn HCTPYMEHTOB HaX>XMUTe KHOMKY 18 PacnpocrpaHuTb K104 Ha rpynnbl U
craHumn. OTKpPOeTCA OKHO C MepapXmyeckMm CMMCKOM aHTUBUPYCHOWN CeTu.

3. Bbibepute B cnmcke 06beKTbl ANLEH3MPOBaHNA. 1A BbibOpa HECKONbKMX OO BbEKTOB
ncnonb3symte kHonku CTRL n SHIFT.

l YT106bI Ha3HaUUTL KAHOY ANa NONUTUKK, HeO6XO,£I,I/IMO Bbl6paTb camMy NoOJINTUKY Nan TEKYLLYHO
Bepcuno 3TOW MOJUTUKM (knto4 aBTOMaTUYECKM Ha3HaYaeTCca NOANTUKe npu Bbl60pe ee

TekyLLielri Bepcum n Haobopor).

JIVLEH3VIOHHBIV KNHOU Takoke MOXKET HbiTb Ha3HaueH Nt060I BepCum NOAUTUKY, KOTOpas He
aBaseTcs Tekywei. MNpu 3ToM Koy ByaeT HazHauUeH TO/IbKO 3TOW BEPCUW, HO HE CamMoW
noauTuke. Takon KoY He ByayT MPUMEHATLCSA K CTaHLMAM, NoKa TeKyLlas BEpCUs NOAUTUKA
He ByzeT 3aMeHeHa Ha Ty, KOTOPO 3TOT KItOY Ha3HaYeH.

ﬂVILI,EHBVIOHHbIl\;I K1Y HeO6XO,£I,VIMO Ha3Ha4aTb NOJINTUKaM UInN X BEPCUAM
HenocpeaCcTBeHHO.

PyKkoBOACTBO aAMAHUCT paTopa
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4. HaxmuTte KHOMKY AO6aBVITb I'IVIU,GHBVIOHHbIﬁ KJ/1HOU. OTKpoeTCﬂ OKHO HacCTpoeK
YCTaHaB/IMBa€MbIX KOMIMOHEHTOB, ONMMCaHHOE B nojpasaene HaCTQOI\/JIKI/I npu AO6aB}'IeHI/II/I
JVLLEH3NOHHOTO K/IKYa B CONCOK KJIHOYEWN.

5. Haxmunte KHOMKY COXpaHMTb and AO6aBJ'IeHI/IFI JIMUEH3NOHHOIO KNKO4a.

YAaﬂeHMe JINUEH3NOHHOro KJjiroua u yaaneHume obbekTa U3 cnucka
JINUEH3NPOoBaHNA

/I\ Henb3s yaanutb NociesHO0 yUYeTHYHO 3anuch Kitoda rpynnsl Everyone.
)

ﬂ,}'lﬂ NONNTWK, KOTOPbIE Ha3Ha4Y€Hbl CTaHUVAM be3 nepcoHaNbHbIX HACTPOEK TNLEH3NOHHOTO
KNKO4Ya, A0JIKEH ObITb 3a4aH J'IVILI,eH3VIOHHbIﬁ KoY.

AIISI TOro uTob6bl YAQAJINTb J'IMIJ,EHBMOHHbIﬁ KJIIOY MM 06 EKT M3 cnumcka JINUEeH3NpoBaHUA:

1. B rnaBHOM okHe MeHegyxepa NnLEH3M BbibepuTe NNLLEH3NOHHbIN KNHOY, KOTOPbIN Bbl
XOTUTE YAANNUTb, AN OB6BEKT (CTaHLMIO, TPYMNMNY UAWU MOANTAKY), AN KOTOPOro Ha3HayeH
3TOT KJIKOY, M HaXXMUTE KHOMKY & Ypanuts Bbl6paHHble 06beKTbl Ha NaHeNu
WHCTPYMeHTOB. pu 3TOM:

e Ecnm bbina Bbl6paHa rpynna man CtaHUuMA, TO OHa yaandaeTca n3 cnmcka O6'beKTOB, Ha
KOTOPbIX pacnpocCTpaHAeTCA ,D,el\/’ICTBVIe Ha3Ha4eHHOro AnAa Hee Karouya. ﬂ,.l'lﬂ rpynnbl nan
CTaHUWMW, Yy KOTOPbIX yAaNAeTCA HepCOHaﬂbeIVI J'II/ILI,eHBVIOHHbIlZ K/IHOY, yCTaHaBAMBaeTCA
HaciegoBaHMe NTMUEH3MOHHOTO KJ/IKO4a.

e Ecnn 6bina BoibpaHa NosnTHKa, TO U3 CNUCKa 06 BEKTOB, Ha KOTOPbIX Ha3HauYeH
JNNLEH3VOHHbIW KUY, TakkKe yaanseTcs Tekyllas Bepcus noantukun. Ecam 6oina BoibpaHa
TekyLlas Bepcua MOANTMKM, TO caMa NoAnTuKa Takke byaet yaaneHa. OgHako, npu
yAaneHNn BepCcumn NoanTUKN, KOTopas He ABAAETCS TeKyLlen, caMa NonTnka n ee
TekyLlas Bepcua He ByayT yaaneHbl.

e Ecv 611 BbIGPaH NMLIEH3NOHHBIN KNHOY, YAANAeTCA yYeTHas 3anmcb Karoua m3
aHTUBMPYCHOM ceTu. [Ina BCex rpynn 1 CTaHUMK, A8 KOTOPbIX Hbln Ha3HAaYeH AaHHbIN
NNLEH3MOHHBIV KoY, ByeT yCTaHOBAEHO HacnefoBaHWe NINLEH3NOHHOTO KIoYa.

2. OTKpOGTCH OKHO HacCTpOeK yCTaHaB/IMBaeMbIX KOMMNOHEHTOB, OnNnCaHHOE B nNojpa3aene

Hactponku npu 3aMeHe NLIEH3VOHHOIO K/oYa.
3. HaxmwuTe kHonky CoxpaHuUTb A5 yaaneHus BbibpaHHOro obbekTa.

Mepepaua nnueH3nin Ha coceaHunin CepBep

Mpu nepegaye Yactn cBOBOAHbBIX NNLEH3UI Ha cocegHUI CepBep U3 IMLLEH3UOHHOTO KikoYa
Ha gaHHoM CepBepe, NepesjaHHOe KOMYECTBO INLIEH3UI ByAeT HeJOCTyMHO ANs
Mcrnonb3oBaHMsa Ha JaHHOM CepBepe 0 OKOHYaHMs CpoKa PacnpoCTPaHEeHUs 3TUX TNLEH3NA.

PyKkoBOACTBO aAMAHUCT paTopa
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Ansa Toro uro6bl NnepeaaTb AMLEH3UN Ha coceaHuin CepBep:

1.

B rnaBHOM OkHe MeHepaykepa MNLEH3MI B epeBe KNtoUeln BbibepuTe KoY, CBO6OAHbIE
JNLEH3MN N3 KOTOPOTO XOTUTE nepeaTtb Ha cocegHuii Cepaep.

Ha naHenn MHCTpPYMEHTOB HaXXmuTe KHOI'IKyE'P PacnpocTtpaHuTb K104 Ha cocegHue
CepBepbl. OTKpOETCA OKHO C nepapxmyecknm cnnckom cocegHumx Cepsepos.

BbibepuTe B cnncke CepBepbl, Ha KOTOPblE XOTUTE PACNPOCTPAHUTL NNLIEH3UN.
HanpoTtue kaxaoro n3 CepeepoB 3ajaniTe ciesytollime napameTpsbi:

e Konunuecreo AnueHsunii — K0NMUecTBO CBO6OAHbIX IMLEH3NI, KOTOPbIE Bbl XOTUTE
nepeaaTb U3 JaHHOrO KatoYa Ha coceaHunin Cepsep.

o [laTa OKOHUYAHUA JINLLEH3UM — CPOK AEVCTBMSA Nepesaum AMueH3nii. Mo ncreueHmm
yKa3aHHOro Cpoka, BCe MnLeH3um ByayT oTo3BaHbl ¢ coceaHero CepBepa v BepHYTCs B
CMMCOK CBOBOAHbIX NNLLEH3MIA JAHHOTO IMLLEH3MOHHOTO KitoYa.

Haxxmute OAHY N3 KHOMOK!

¢ [106aBUTb INL,EH3NOHHbBIN KJIFOU — YTOObI J06aBUTL NLLEH3NM K CMINCKY MM EHOLLMXCA
nnueH3nii cocegHux CepaepoB. OTKPOETCS OKHO HaCTPOEK YCTaHaB/MBaeMbIX

KOMMNMOHEHTOB, ONNCaHHOE B noapa3aene HaCTpOI\/’IKI/I npwu AO6aBIIeHI/II/I JINLLEH3NOHHOIO
KJHOYa B COVCOK KIHOYEN.

¢ 3aMeHUTb JIL,EH3UOHHbIN K/IH0U — UTOObI YAaINTb TEKYLLME NNLEH3UN COCEAHNX
CepBepoB 1 3aaTb TONbKO pacnpocTpaHsembie anueH3nmn. OTKPOeTcs OKHO HacTpoek
yCTaHaBAMBaEMbIX KOMMOHEHTOB, ONMUCaHHOE B Noapa3jene Hactpoku npun 3aMeHe
JINLLEH3UOHHOTO KKoYa.

PepakTupoBaHue ML EH3UNA, NepeAaHHbIX Ha coceaHunii CepBep

Ana Toro uro6bl OTpPeAaKTUPOBATD JIML,EH3MN, PAacNPOCTPaHeHHble Ha coceaHuii CepBep:

1.

B rnaBHOM okHe MeHegykepa N1LEeH3nI B AepeBe Kitovel Bbibepute cocegHmii Cepep, Ha
KOTOpPbIA ObININ PacNpPOCTPaHEHbI NNLEH3NN.

Ha oTKpbIBLUENCA NaHenn CBOMCTB OTpeAaKTUPYnTe Caeytolime napamMmeTpbi:

¢ KonnuecTtBo AnLLEH3UI — KONNYECTBO CBOHOAHbLIX INLEH3NI, KOTOPble NepesaHbl U3
kntoua ¢ gaHHoro CepBepa Ha coceaHuin Cepsep.

e [laTa OKOHUYaHUA NINLLEH3UN — CPOK JENCTBMA Nepesaun anLeH3ni. Mo ncreyeHmm
yKa3aHHOro CpokKa, BCe nnLeH3nm byayT oTo3BaHbl ¢ gaHHOro CepBepa 1 BepHYTCA B
CNUCOK CBOHOAHbBIX NNLLEH3UI COOTBETCTBYHOLLENO IMLEH3UOHHOTO KJIKOYa.

HaxxmunTe kHonky CoxpaHuUTb 419 06HOBAEHNSA MHDOPMaLMKM MO pacnpoCTpaHAEeMbIM
NNLEH3MAM.

PyKkoBOACTBO aAMAHUCT paTopa
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N3meHeHMe cnucka YCTaHaBJ/INBaeéMbIX KOMIMOHEHTOB

HacTpoikun npu 3ameHe IMLLEH3MOHHOIO KJKoua

B saHHOM nopgpasjene onncaHa HacTpoWKa yCTaHaB/IMBAaEMbIX KOMMOHEHTOB Mpwu
BbIMOJIHEHWM NPOLEeAYp:

e O6HOBNEHME NNLEH3NOHHOTO KJItOYa.

e 3aMeHa NMLUEH3NOHHOTO KItoua.

e YaaneHue NMUEeH3MOHHOTO Kkoua.

e MMepesava NMuUEH3NM Ha coceaHumii CepBep € 3aMeHOW Katoua.

Mpw BbINONHEHMN JaHHbIX NpoLeAyp ANA HAaCTPOMKU yCTaHaB/IMBaeMbIX KOMMOHEHTOB:

1. B okHe HaCTpO€EeK yCTaHaB/IMBaeMblX KOMMOHEHTOB B CMNKCKe 0b6bekToB npueeaeHbl:
° CTaHLI,VII/I, rpynnbl U NOJANTUKN CO CBONMU CMUCKaMW YCTaHaBIMBae€MbIX KOMIMOHEHTOB.

e B cTonbue Tekywnii kKaKoU NprBeseH CNUCOK KAtoYen obbekTa 1 HaCTPOMKM
yCTaHaB/NMBaeMbIX KOMMOHEHTOB, akTyasbHble AN 06beKTa Ha AaHHbI MOMEHT.

e B CTOJ'I6LI,€ HasHauaemblii K1OU npmeeieH KAo4 n HaCTpOVIKM YCTaHaBJIMBaeMbIX
KOMMOHEHTOB, 3ajaHHble B KJIKOYeE, KOTOprI\/II 6y,u,eT Ha3Ha4eH and Bbl6paHHbIX 06BbEKTOB.

e pun HeobxoamMocTh yctaHoBUTe dnar MokasbiBaTh TONBKO pa3anyatrouimecs, YToOb! B
cnncke oTobpakaancb TONbKO T€ KOMMOHEHTbI, HACTPOMKM KOTOPbIX B TEKYLLEM U
Ha3HayaeMOM KIroUax pa3/inyatoTca.

2. ﬂ,flﬂ HaCTpOVIKM CMncKa yCTaHaB/IMBaeMbIX KOMMOHEHTOB:

a) B ctonbue HazHauaeMblii K1KOU Bbl MOXETE HAaCTPOUTb PE3Y/IbTUPYHOLWMIA CMINCOK
yCTaHaB/NMBaeMbIX KOMMOHEHTOB.

e Hactpoiku ycTaHaB/AMBaeMbIX KOMNOHEHTOB B cTON6Ue HazHauaemblii Kitou
PaCcCUNTbIBAOTCA UCXOASA U3 TOTO, pa3peLLeHo I UCNOb30BaHNE KOMMOHEHTa B
TEKYLLMX HAaCTPOMKax N HOBOM KJItOUe (+) UK He pa3peLleHo (-), cresyrowmm
obpaszom:

Tekylime HacTpoku Hacrpoiiku Ha3sHauaemoro katoua PesynbTupyrouine HacTpPoOku

e Bbl MOXeETE N3MEHNTL HaCTpOVIKI/I yCTaHaB/IMBaeMbIX KOMIMOHEHTOB (I'IOHI/I3I/ITb npasa
Ha yCTaHOBKy) TOJZIbKO €C/N B HaCTpOVIKaX, NONYyYEHHbIX B CTO}'I6LI,e HasHauaembii
K104, pa3pelleHOo ncnojsib30BaHMeE 3TOro0 KOMMOHEHTa.

PyKkoBOACTBO aAMAHUCT paTopa
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b) YcraHoBuMTe dnaru ans Tex 06beKTOB (CTaHLMIA, FPyNn U MOAUTKK), A8 KOTOPbIX ByaeT
pa3opBaHO Hac/leZoBaHMe HACTPOEK U 3aZlaHbl HACTPOWMKWN yCTaHaBAMBAEMbIX
KOMMOHEHTOB 13 cTon16ua HazHauaeMblli K1HOU B KaYecTBe NepcoHabHbIX. s
OCTa/IbHbIX 06 BEKTOB (47151 KOTOPbIX $1arn He YCTaHOBJ/IEHbI) ByAeT YCTaHOBNEHO
HacneZoBaHWe N3HaYabHbIX HAaCTPOeK 13 cTonbua HasHauaembiii Katou.

HacTpoiku npu po6aBneHNM NNLLEH3MOHHOrO KJ/lloUa B CMMCOK KJ/IHoUen

B saHHOM nojpa3szesie onmncaHa HacTpolika ycTaHaBANBaEMbIX KOMMOHEHTOB Mpw
BbIMOJIHEHWM NpoLeayp:
e PaclumpeHne cnmncka NMLEH3NOHHbIX Ktoued obbekTa.

e [lepesaya nMueH3nn Ha coceaHnii Cepeep ¢ gobaBaeHNEM Ktoua.

anI BbiNOJIHEHUU AaHHbIX Npoueayp AnAa HaCTpOﬁKM yCTaHaBJ/INBa€MbIX KOMMOHEHTOB:

1. B okHe HaCTPOEK yCTaHaBANBa€MbIX KOMMOHEHTOB B CMUNCKe 06BbeKTOB npmeeaeHbl:
° CTaHU'I/II/I, rpynnbl U NOANTUKN CO CBOMMU CMUCKaMW yCTaHaBAMBae€MbIX KOMMNOHEHTOB.

e B cTon6ue Tekywum Kirou NprBeseH CNNCOK KItoUen obbekTa 1 HaCTPOMKHM
yCTaHaB/NMBaEMbIX KOMMOHEHTOB, akTya/ibHble A1 06bekTa Ha JaHHbI MOMEHT.

e B cton6ue HazHauaemMbii K1KOU NMPUBEZAEH KIHOY U HAaCTPOWMKN YCTaHaBANBAEMbIX
KOMMOHEHTOB, 3aJlaHHble B KItOYe, KOTOPbIM Bbl XOTUTE A00aBUTb A5 BbIBPaHHbIX
06DBEeKTOB.

2. Mpu HeobxoammocTn yctaHoBUTe dnar MokasbiBaTh TONLKO pa3siMuatrowmecs, Ytobbl B
Cnuncke oTobpaxkanncb TONbKO T€ KOMMOHEHTbI, HACTPOMKN KOTOPbIX B TEKYLLEM W
HacnesyeMoM Krouax pasnunyatorcs. Obpatnte BHUMaHWe, 4to B pa3gene HasHauaembin
KJIFOU NMPUBEAEHBI HE CAMW HACTPOMKM Ha3HAaUYaeMOoro K/ikoua, a pesynbTupyroLme
HaCTPOMKM yCTaHaBANBAEMbIX KOMMOHEHTOB.

3. ,ﬂ,l'lﬂ Hacrp0|7||<|/| CnnckKa yCTaHaB/IMBae€MbIX KOMMOHEHTOB:

a) B ctonbue HasHauaeMblii KIKOU Bbl MOXETE HACTPOUTb PE3Y/bTUPYHOLLMIA CMUCOK
yCTaHaBANBaeMblX KOMMOHEHTOB.

e Hactpoiku ycTaHaB/iMBaeMbIX KOMNOHEHTOB B cTON6Ue HasHauaemblii Kitou
PaCcCUNTLIBAOTCA UCXOASA U3 TOTO, pa3peLLeHo I UCNOJIb30BaHNE KOMMOHEHTa B
TEeKyLLMX HAaCTPOMKax N HOBOM KJItOUe (+) UAK He pa3peLleHo (-), cresyrowmm
obpazom:

TekyLime HacTpOKU Hacrpoiiku Ha3sHauaemoro katoua PesynbTupyrouine HacTpPoOku

+ + +
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e Bbl MOXeTe N3MEHUTb HaCTPOIKN yCTaHaB/MBAaEMbIX KOMMOHEHTOB (MOHW3UTb NpaBa
Ha YCTaHOBKY) TOJIbKO €C/IN B HAaCTPOMKax, MONyYeHHbIX B cToN6L.e HazHauaembiii
KJIFOU, Pa3peLLIEeHO NCMO/Ib30BaHME 3TOr0 KOMMOHEHTA.

b) YcraHoBuTe dnarn ana Tex 06B1EKTOB (CTaHLUMIA, FPYNM U NOANTUK), ANS KOTOPbIX byaeT
pa3opBaHO HacaeAOBaHWe HAaCTPOEeK M 3aaHbl HACTPOWMKM yCTaHABNMBaEMbIX
KOMMOHEHTOB 13 cTonbua HasHauyaemblii KIKOU B KauecTBe NepcoHabHbIX. s
OCTa/IbHbIX 06 BEKTOB (4151 KOTOPbIX d/1arn He YCTaHOBAEHbI) ByaeT yCTaHOBIEHO
HacnefoBaHWe HacTpoek K13 ctonbua HasHauaembii Katou.

8.1.2. OTueT 06 NCNO/ZIb30OBaHUMN INLLEH3UNWN

OtueT 06 MCNoNb30BaHMM NNLEH3NIA COAEPXKUT MHOPMaLMIO 060 BCEX NLIEH3NSAX,
Mcrnonb3lyembiMU Kak AaHHbIM CepBepoM, Tak 1 cocegHumm CepBepamu, B TOM Uncie Npu
nepegaye MNLEH3MN MO MEXCEPBEPHOW CBA3MN.

l OTtyeTsl OTNPaBAAKTCA COCeEAHUMMN CepBepaMM B COOTBETCTBUA C HaCTpOr/'IKaMVI,
3aslaBaembiMy B pasgene KoHngurypaumusa Cepsepa Dr.Web — JlnueHsuu.

Ans Toro uto6bI MPOCMOTPETL OTYET, B I1aBHOM MeHo LleHTpa ynpaBaeHus BbibepuTe NyHKT
AAMWHUCTPUPOBAHUE, B OTKPbIBLUEMCS OKHE B YIIPAB/AOLIEM MEHO Bbibepute NyHKT OTUET
06 1Cnosb3oBaHUM JINL,EH3UN.

B faHHOM pa3gene NpuBOAUTCA Ceayrowas nHGopmaums:

e OTyeT 060 BCEX NIMLIEH3MAX, KOTOPbIMU pacrnopsaxaetca faHHbIn Cepep. OTueT 6yaeT
MPWCYTCTBOBATL TakKe B TOM C/lyyae, eciv Ha CepBepe He HacTpOeHa HU OfHa CBA3b C
cocegHumum CepBepamu.

e OTyeTbl O NNLLEH3MAX, KOTOPbIMW pacnopsxatotca coceaHne CepBepbl, NOAOTYETHbIE
AaHHomy CepBepy, B TOM Uuc/e, NoJyYatowme OT HEro NLEH3UN MO MEXCEPBEPHbIM
cBasam. [pun aToM ByayT NpMCyTCTBOBATL OTHYETHI OTO BCeX cocesHMX CepBepoB BHU3 NO
fepeBy MeXCepBepPHbIX CBA3EW.

Ka>abli oT4eT oTobpakaeTcs B BUAE OTAEbHOW TabauLbl U COAEPXKUT MHPOPMALNIO TONBKO
0 mueH3nsax ogHoro CepBepa — aBTopa oTyeTa.

B 3arosioBke TabanLbl NpUBOANTCS Ciedyrollas MHGopMaLms:

e CepBep Dr.Web — nmsa Cepsepa — aBTOpa oTueTa.

¢ Bcero nvueH3uii, NosiyyeHHbIX MO CBA3AM — 00LLee KOMYECTBO NNLIEH3MI, KOTOPbIE
CepBep Moyuns nNo MexxcepBepHON CBA3N.

Tabavua oTyeTa COAEPXKMUT Caesytoline AaHHble:

¢ Monb3oBarTesnb — NOAb30BaTENb NNLLEH3MOHHOrO KAto4a, MHPOPMaLMs O INLLEH3NAX
KOTOPOro NpuvBOAUTCSA B CTPOKE OTYeTa.

e Bcero nuueHsnm — obuiee KOMYECTBO NNLLEH3UNI, MPEAOCTABASEMbIX U3 JAHHOTO
NNLLEH3VMOHHOrO Kato4a Ha atoM CepBepe.
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ﬂ,ocrynHo — KOJIN4eCTBO CBO6OAHbIX, HE NCIMONb30BaHHbIX ﬂVILI,eH3l/II\/’I B JaHHOM KNHO4YeE.

e Bcero ucnonbsyetca — o6LLee KOMYECTBO NNLEH3UIA, KOTOPbIE NCMOb30BaNNCH (Oblan
Bbl4aHbl CTaHUMAM AN cocegHM CepBepaM) Ha MOMEHT COCTaB/IEHMA OTYeTa.

e Mcnonb3ayetca cTaHUUAMM — KOIMYECTBO NINLIEH3NIN, KOTOPbIE NCMOJb3YHOTCA CTaHLMAMMY,
noAKItOUeHHbIMKN K CepBepy — aBTOpY OTuyeTa.

e B oxXxuaaHum — KOIMYECTBO NNLLEH3MIA, KOTOPbIE aBTOP OTUYETa OXWUAAET ANS NoayyeHus. B
yacTtHocTH, ecnm CepBep, NCMONb30BaBLUNN HEKOTOPOE KOANYECTBO NNLLEH3UN (AMBO yxe
Ha3Hauna CBOUM CTaHLMAM, TMHO nepesan No MeXXCePBEPHbLIM CBA3AM), IULLUACA YacCTy
3TUX MLEeH3nn. Hanpumep, 6bin 3aMeHeH IMLEH3NOHHbIM KU Ha KJIHOY C MEeHbLUMM
KOIMYECTBOM INLEH3UN NN BbINO YMEHbLLIEHO KOANYECTBO JINLEH3UIA, MONYUYEHHbIX OT
poantensckoro Cepsepa.

e 3ape3epBUPOBaHO — KOJIMYECTBO NNLLEH3UI, KOTOPbIE Ha3HAUeHbl CTAaHLMAM WU OTAAHbI
MO MeXCepBEPHbIM CBA3AIM, HO MoOJlyyYaTesb elle He 3abpan HazHaueHHble eMy INLIEH3NK:
CTaHuum naum cocesHne CepBepbl eLle He MOAKIYANNCH ANS MONYYEHUS TNLEH3NN.
[aHHble N1LeH31M 3ape3epBUPOBaHbl U3 INLIEH3MOHHOrO KatoYa U He MOryT BbiTb OTAaHbI
Apyrum ctaHumam nan Cepsepam.

e BbiaaHO Mo CBA3AM — KOJIMYECTBO /IMLIEH3UI, KOTopble CepBep — aBTOp OTYeTa Bblgas No
MEXCepPBEPHbIM CBA3SIM CBOUM coceaHM CepBepam.

¢ MonyueHo No cBA3AM — KONNYECTBO ANLEH3UI, KOTOpble CepBep — aBTOP OTYeTa MNoayumn
MO MeXCepBepHbIM CBA3AM OT cBOMUX coceaHnx CepBepoB.

e [laTa oTuera — JaTa COCTaB/leHNs OT4eTa.

Ana nvueH3nn, ncnonbsyemblx cTaHumamm camoro Cepeepa — aBTopa OT4eTa, AOCTyMnHa
AononHutenbHas nHGopmaums. Jna ee npocMoTpa HaxXMUTe Ha KONMYECTBO NNLEH3NIA B
ctonbue Mcnonb3yeTtca cTaHUUAMM (KONMYECTBO INLLEH3NI AONXKHO ObiTb He Hy/neBbIM). B
OTKpbIBLUEACA TabanLe Ucnonb3oBaHWe NINLLEH3UNA TPyNnamMu NpesocTaBaseTca CaeaytoLwas
nHpopmauma:

e HasBaHue rpynnbl — nMA rpynnbl CTaHLMA, Ha KOTOPYHO ObINN pacnpoCTpaHeHbl INLLEH3NN.

e PacnpocTpaHeHo nnLeH3uii — 06LLiee KOIMYECTBO NNLEH3UA, PaCNPOCTPaHEHHbIX Ha
rpynmny CTaHuum.

o AKTMBHbIX CTaHLMIA — KOIMYECTBO aKTUBHbIX CTaHLMI B rpynne. Moz akTMBHbIMM
noZpasymMeBatoTCA CTaHLMKW, KOTOpble BbINV B CETU 3@ Mepnoj, yKazaHHbIV B HaCTPOMKax
AN reHepaumm oTyeta Ha CepBepe — BnaesbLie NMLEH3MOHHOIO Katova.

8.2. BepeHue xxypHana

8.2.1. XXypHan B peaibHOM BpeMeHU

XypHan B peanbHOM BpeMeHM MO3BOASET MPOCMOTPETb CMUCOK COBLITUIA 1 U3MEHEHW,
cBA3aHHbIX ¢ paboTon CepBepa, BbIBOAUMbIX CPa3y B MOMEHT NOABAEHNA COObITUA.

PyKkoBOACTBO aAMAHUCT paTopa
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@ XypHan B peanbHOM BpeMeHn oTobpa>kaeT nHGopmaLmio ToAbKo B LieHTpe ynpaBieHwa u

: He ocCyLLecTBASET 3anuncb cobbitnii B dann. ®ann xyprHana Cepsepa Dr.Web BeaeTcs
OTAE/bHO CO CBOVMM HAaCTPOMKaMM W He 3aBUCUT OT XypHasa B peasibHOM BPeMEHU 1 ero
HacTpoek.

MNpu nepexogse B Apyroi pasgen Bcs MHGOPMaLWs, BbIBeEHHAs B XypHasie peasbHOro
BpeMeH, yaansercs.

Tabmua >XypHasia COAEPXUT CNeaytolime faHHbIe:

e Bpemsa B popmare XypHana — Bpems NosiBAEHUA cOObITUA, NpeAcTaBieHHOe B popmaTe

xypHana Cepsepa Dr.Web. MoxeT 6bITb MCNONb30BaHO Npu Noncke cobbiTns B panne
xypHana Cepsepa.

Bpemsa — BpeMs nosiBAeHMA COObITUA, NpeACTaBAeHHOe B YA0O6HOM A8 NoAb30oBaTens
dopwme.

YpoBeHb — ypOBEHb BEeAEHUA XYpPHana, B COOTBETCTBMM C KOTOPbIM NMPOU3OLLNO CObbITUE.
PID — nageHtndmkaTop npoecca, B paMkax KOTOpPOro npon3oLno cobbitue.

TID — naeHTMdMKaTOp NOTOKA, B paMKax KOTOPOro Npomn3oLwio cobbiTme.

MoTok — Ha3BaHMe NOTOKa, B paMKax KOTOPOro Npoun3oLno cobbiTme.

Moacucrema — Ha3BaHVe NOACUCTEMbI, B paMKaX KOTOPOW NpomM30LWao cobbiTue.

CoobueHune — TekCT coobLieHns o nponsoLealeM cobbiTum. HaxmuTe Ha cooblueHne B
Tabmue, UTOObl OTKPbITH OKHO C MOJIHBIM TEKCTOM coobueHuna. Ecam TekcT npeacrasaseT
cobor HTML-kog, yctaHoBUTE dnar PopmaTnpoBaTb kak HTML-TeKcT 415 KOPPEKTHOro
oTobpaxkeHVa MHPopMaLMKN. YUTuTe, 4To ec/iv B TekcTe coobLueHna npucytcreyeT JavaScript,
OH byAeT BbINONHEH.

UT0o6bI M13MEHUTb OTO6parkeHUe AaHHbIX B Tabauue:

e [1py noMoLLM 3HaYKa L+ 2

o 3afaiiTe HacTPOMKM oToBpaXxeHUs CTPOK (Hanbosee akTyasbHO AN ANMHHbBIX CTPOK).

s BbibepuTe, Kakne ctonbubl 6yayT otobpaxkatbcs B Tabanue.

e Mpvi noMoww 3Hauka Y:

o 3ajaiiTe NPOM3BOJIbHYIO CTPOKY A/ MOMCKa MO BCeM pa3genam tabauvubl. B Tabanue
ByayT 0TOBpaxkaTbCs TONbKO CTPOKM, COOTBETCTBYHOLLME pe3y/ibTaTaM MouUcKa.

@ Y106bl 0OTOBpaxKaTh TONIbKO KOHKPETHbIE YPOBHM, YCTaHOBUTE Glarv HAaNPOTUB HY>KHbIX
ypOBHeWN.

s Y106b1 OTOH6pakaTb TONbKO KOHKPETHbIE MOACUCTEMbI, YCTaHOBUTE Giarn HaNnpPoTUB
HY>KHbIX MOACUCTEM.

UYT06bI B XXypHaN NMcanmcb COOOLLEHNS TONbKO KOHKPETHbIX YPOBHEN U OT KOHKPETHbIX
NoACNCTEM, 3a/jlaNTe HAaCTPOWKM BEAEHUA XYPHANa.

PyKkoBOACTBO aAMAHUCT paTopa
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Ha naHenn nHCTpyMeHTOB NpuBeAEHbI CNEAYOLWME 3NEMEHTbI YPaBAEHUA XYPHANOM:

'ﬁ Hacrpomb o1'06pa)|(el-me AdHHbIX — OTKPbITb OKHO H6CTQOI7IKI/I BeAeHWA XXypHaa.

@ OuncrTutb Tabnnuy - yaannTs BCe AaHHbLIe, NOKasaHHbIe B Tabauue. Onepauys
HeobpaTuma.

© OcraHOBUTb C60P AAHHDbIX — OCTAHOBUTb BbIBOZ MHGOPMALMM O COBLITUAX B TabANLLY.
KHonka akTvBHa, Korga ocyluecteasetcs c6op gaHHbIX. [1py HaxaTun MeHseTcs Ha ©
3anycTuTb c60p AaHHbIX.

© 3anycTutb c60p AaHHbIX — HauaTb BbIBOA MHPOPMALMK O COBLITUAX B Tabaunuy. KHonka
aKTVBHa, Koraa c6op faHHbIX OCTaHOB/EH. [pu HaxaTun MeHseTcs Ha © OcraHoBuUTb c6op
AaHHDIX.

Hacrpoiika BeaeHus >xypHana B peaslbHOM BpeMeHU

1. Ha naHenu ynpasneHus Haxmute ¥ HacTpouth oTo6parkeHme gaHHbIX. OTKPOETCH OKHO
Hactpoiiku oTobparkeHnAa AaHHbIX.

2. NMone MakcMmanbHOe KOIMUECTBO 3anucem 3ajaeT OorpaHn4YeHne Ha Koam4ecTBso 3an|/|ce|7|,
BbIBOAMMbIX B Ta6n|/||_|,e XKypHana. |_|pl/l AOCTUOKEHWMW 3a4aHHOTO KOAn4yecTBa CTapble 3anncu
YAANATCA NPy NOCTyNnJI€HNN HOBDIX.

3. MNone YacTtoTa 06HOBAEHMA, C ONpesenseT YacToTy B CeKyHAax, C KOTOPOMW HOBble 3aMncu
OyayT BbIBOAUTLCA B XXypHa.

4. TMone Mowuck no noacucrtemMam rno3BOAET OCYLLECTBATL MONCK MO HAa3BaAHMIO NOACUCTEM,
npmBeaeHHbIX HMXKE. Mo>keT ncrnoib3oBaTbCA npwum HeO6XO,£l,I/IMOCTI/I 3aj4aHnA YpOBHA
I'IO,CI,pO6HOCTVI BEAEHWNA XXYPHaa onpe,u,eneHHoﬁ noacnCTemMbl B Csiydae 6onbLoro
KonnyectBa noacmcrtemM B Crnuncke.

5. Tabavua noAcMcTEM MO3BOSET HACTPOUTL CMMCOK OTOBpakaeMbIX AaHHbIX U YPOBEHb UX
noApo6bHOCTH:

a) YcraHoBuTe daarn HaNnpoTUB TeX MOACUCTEM, COOBLLLEHNS KOTOPbIX ByayT oTobpaXkaTbCs
B TabanLe.

b) Ana BbiGpaHHbIX NoACMCTEM BbibepMTe ypOBEHb NOAPOOHOCTM BeAeHUA XypHana.
c) YTtobbl OTOBpaxaTb BCe MOACUCTEMbI, YCTAHOBUTE daar B 3arosioBKe TabanLbl.

d) YTtobbl 334aTb OAMHAKOBBIA YPOBEHb NOAPOOHOCTN BEAEHWNSA XYpHana Ans BCEX
noAcucTeM, BolbepuTe 3HaUYeHne B BbiNajatolweM cnuncke Hanpotue noacmctemel all.
Mpwn 3TOM B TabamLy 6yayT BbiBeAeHbl TONbKO COOBOLLEHNS OT TeX MOACUCTEM, A/is
KOTOpPbIX yCTaHOBAEHbI dnaru.

6. Haxxmute KHOMKY an/IMeHVITb, yTOObI HAUaThb BbIBOANTb AaHHblIEe B COOTBETCTBUU C
3aJaHHbIMW HaCTpOVIKaMl/I.

7. Haxmute % 3akpbITh, UTO6bI 3aKpbITh OKHO 6€3 M3MEHEHW B HacTpoiikax 0ToBpaxkeHWs
XypHana.

PyKkoBOACTBO aAMAHUCT paTopa
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8.2.2. XXypHan ayaurta

XypHan ayanta no3BosseT NPOCMOTPETb CMUCOK COOLITUI U M3MEHEHWIA, OCYLLECTBAEHHbIX
npv nomoLwm ynpasastowmx nogcmcrem Dr\Web Enterprise Security Suite.

Ana npocmoTpa XXypHana ayauTa:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.
2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT ynpasasatowero MmeHo XKypHan ayaura.

3. OTKpoeTca OKHO C TabaunLien 3aperncTpupoBaHHbIX 4eUCTBUI. [Ing HacTpPOMKN NpocMoTpa
XXypHana 3afiaiiTe Ha NaHeNn MHCTPYMEHTOB NEPUO, B TEYEHNE KOTOPOTO OCYLLEeCTBAANINCD
AencTBuA. lna aToro Bbl MOXeTe BblbpaTh B BbiMaatoLLieM CMUCKe OAVH U3 npegaaraemMbix
NnepuoAoB MK 3ajaTb MPOM3BOJbHbIE JaTbl B KaleHAAapsX, OTKPbIBAEMbIX MPU HaXkaTUK Ha
nons gat. Haxmute O6HOBUTDB 415 OTOBpaXkeHUs XypHana 3a BbibpaHHble AaTbl.

4. [ina HacTpoVikv BuAa Tabaunubl HaxmuTe 3Hayok & B npasom yray 3aronoeka tabanupl. B
BbiNaJatoLLeM CrMCKe Bbl MOXETe HaCTPOUTb CAeaytoLLme Onunn:

e BKAOUMTb AU OTKNHOUUTD nepeHoC CTPoK ANAa ANNHHBIX COO6LLI,€HMI‘/J|.

e Bbibpatb ctonbubl, kKoTOpble HyayT oTobpaxaTtbca B Tabanue (0OTMedeHbl Gaarom pagom
CO CBOMM Ha3BaHueM). 14 BKAKOUEHMA/OTKIHOUEHNA CTOIOLa HaXXMUKTe Ha CTPOKY C ero
Ha3BaHMeM.

e BbibpaTb NOpAaA0K cnefoBaHuA cToNbLoB B Tabavue. Ana nsmeHeHnsa nopsagka
nepeTalLMTe COOTBETCTBYHOLLMI CTONbeEL, B CrMCKe Ha TpebyeMoe MecTo.

5. Tabauvua XXypHana COAEPXMUT Caeayrolme JaHHble:
e Bpemsa — sata n Bpems, korga 66110 Npon3BeseHO AENCTBUE.
o CocTosiHMe — KpaTKnin pe3ynbTaT BbIMOJHEHWA AENCTBUSA:
o OK — onepauus BbINONHEHA yCneLHo.

o HeYCrNeLwHO — BO BPeMs BbIMOJHEHWS onepaLmm npousoluia owmrbka. Onepaums He
BbIMOJIHEHA.

" MHUULMUNPOBAHO — BbIMOJIHEHNE Onepaunmn 6blN0 MHNUMMPOBAHO. Pe3yanaT
BbIMOJIHEHUA onepaynn 6y,u,eT M3BECTEH TONIBKO NMOCAE €€ 3aBepLUeHNA.

B HeT npaB — Yy aAMNUHNCTPATOpPa, 3anyCTUBLUETO BbIMOJIHEHNE ONepauUnn, HET NpaB ANA
€e BblMOoJIHEHWNA.

5 OT/JIO)K€HO — BbIMOJ/IHEHNE ,D,EVICTBVIH 6bI10 OTNOXEHO A0 HacTynieHunA
onpeaeneHHOro Cpoka nan BbiNOAHEHNA onpeaeNeHHOro cobbITUS.

o 3anpeLLeHo — BbiMOJIHEHWE 3aNPOLLIEHHOrO AeCTBUA 3anpeLleHo. Hanpumep,
yAaneHne CUCTEMHbIX Tpynm.

| [ns fencTBUIA, 3aBEPLUMBLUMXCSA C OWMOKON (3HaYeHVe HeycnewHo B cTosbue CocTosHue),
CTPOKN OTMEYatoTCs KPaCHbIM LIBETOM.

PyKkoBOACTBO aAMAHUCT paTopa
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e CoobueHune / Owmbka — nogpobHOe onrcaHne NPOnN3BEAEHHOro AeNCTBUS UK
BO3HUKLLEN OLLUNOKMN.

e PerncrpauuoHHoe umMsa — pernctpaLmoHHoe nMa agmmHuctpaTopa Cepeepa.
YKa3biBaeTcs, ecan AeicTeme Obl10 MHULUMNPOBAHO HEMOCPEACTBEHHO
aAMMHUCTPATOPOM WY Mpu NoakatoueHnn Kk CepBepy COrNacHO YUYeTHbIM AaHHbIM
agMUHUCTpaTopa.

e Appec — IP-azpec, ¢ KOTOPOro 66110 MHULMMPOBAHO BbINMOAHEHWE JAHHOTO AEeACTBUS.
YKka3biBaeTcs TONbKO B C1y4ae BHELIHero nogkntoveHua K Cepeepy, B HaCTHOCTU Yepes
LeHTp ynpaBneHua nam yepes Web API.

¢ Mopacucrema — HazBaHVe NOACUCTEMbI, KOTOPOWN UAN Yepe3 KOTOPYHO Bbiio
NHULMMPOBAHO AeNCTBME. 3annCb ayAMTa OCYLLECTBAAETCA ANS CAEAYHOLLMX NOACUCTEM:

o LleHTp ynpaBaeHus — feicTBMe 6bi10 Npoun3BeseHo yepes LieHTp ynpaBaeHus
6e3onacHocTbio Dr.Web, B 4acTHOCTM aAMVMHUCTPATOPOM.

o Web API — geiictBre 66110 npounsBegeHo uepe3 Web API, Hanpumep, 13 BHeLHero
MPUIOXKEHNSA, MOAKNOYEHHOTO COMNAacHO YYETHbIM JaHHbIM agMUHKUCTPaTopa (CM.

Taioke gokymeHT Mpunoxkenuna, n. [punoxenve L. NHterpauma Web APl u DrWeb
Enterprise Security Suite).

o CepBep — gelcTBue 66110 NpounsseseHo Cepsepom Dr.Web, Hanpumep, cornacHo ero
pacnmncaHuto.

o YTUAUTBI — JelicTBME BbII0 MHULMMPOBAHO Yepes3 BHELUHWE YTUANTbI, B YaCTHOCTM
yepes yTUANTY AUCTaHLMOHHOM AnarHoctnkn CepBepa.

6. Mpn HeoHXOAMMOCTUN Bbl MOXeTe 3KCMOPTMPOBATb B paln AaHHble 3a BbIOpaHHbIA Nepuog,
[nA 3TOro Ha NaHeNn UHCTPYMEHTOB HaXXMUTE OAHY U3 CAeAyHOLLMX KHOMOK:

& CoxpaHuTb AaHHble B CSV-¢ain,
& CoxpaHutb aaHHble B HTML-¢ainn,
i CoxpaHutb aaHHbie B XML-daiin,

i CoxpaHutb aaHHble B PDF-daiin.

8.2.3. XXypHan CepBepa Dr.Web

Cepsep Dr.Web BezeT xypHan cobbITUIA, CBA3aHHbIX C ero paboTon.

| XypHan CepBepa 1crnosib3yeTcs AN OTAaAKW, a Takke YCTpaHeHUs Hemoaagok B ciyyae
HeluTaTHOM paboTbl KOMMNOHEHTOB aHTVBUPYCHOM CETW.

Mo ymonuaHuto Gann xypHana HasbiBaeTcs drwcsd.log M pacnosiaraertca:

e [Mog OC UNIX:
o ana OC Linux: /var/opt/drwcs/log/drwesd. log;
o ana OC FreeBSD: /var/drwecs/log/drwesd. log.

e Moa OC Windows: B noakaTtanore var katasora yctaHoskn CepBepa.

PyKkoBOACTBO aAMAHUCT paTopa
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daln nMeeT NPOCTON TEKCTOBLIN popMaT (M. okymeHT MpunodxxeHnus, pasaen [puioxeHve

K. Popmat darinos xxypHana).

Ana npocmotpa xxypHana pa6otbl CepBepa uepes LieHTp ynpaBaeHus:

1. BoibepuTe NyHKT AGBMUHUCTPUPOBaAHME B M1aBHOM MeHto LleHTpa ynpaBaeHus.
2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasastowero MmeHto XXypHan Cepsepa Dr.Web.

3. OTKpOETCs OKHO CO CMUCKOM XypHanoB paboTtbl Cepeepa. CornacHO HacTpoMkaM pexxmma
poTauuMm UCNOob3yeTca caeayrowmin dopmat MeHOoBaHUA Galrnos XXypHana paboTbl
Cepsepa: <file name>.<N>.1log nau <file_name>.<N>.log.gz, rae <N>— NnopsaAKOBbIN
Homep: 1, 2, 1 T.4. Hanpumep, npun Ha3BaHWK darna drwesd, CMMCOK GannoB XypHana
paboTbl ByseT cheayroWwni:

e drwcsd. log — TeKylwmin darn (B KOTOPbIN UAET 3anunch),
e drwcsd.1l.log.gz — NpeablayLwmni,
e drwcsd.2.log.gz W Tak janee — yem H6onblue uncno, Tem 6onee ctapas Bepcus.

4. [na ynpaBneHua Gpannamu xxypHana yctaHoBuTe Gaar HanpoTUB HYXXHOTo daiina nam
Heckobkmx darnos. [ina Boibopa Bcex GpanioB XXypHana yctaHoBUTe daar B 3aroNoBke
Tabanubl. Ha naHenn NHCTPYMEHTOB CTaHYT AOCTYMHbI CeAytoLme KHOMKN:

5 3KcnopTMpoBaTh BbIGpaHHbIe Baiiibl XKypHaia — COXPaHNTb 0KaNbHYO KOMMIO
BbI6paHHbIX GannoB XXypHana. CoxpaHeHmne KOnmm XypHaaa MOXeT NCNOAb30BaTbCH,
HanpvmMep, 414 NPOCMOTPa CoAepP>XXMMOro darna XypHana C yaaJleHHOro KoMnbroTepa.

# Yaanutb Bbi6paHHble ¢paiinbl XXypHana — 415 yaaneHus BblbpaHHbIX GansioB XypHana
6e3 BO3MOXXHOCTM BOCCTaHOB/IEHUA.

| [Ans u3aMeHeHWs pexuma BefeHws xypHana Cepeepa yepes LleHTp ynpaBaeHus
BOCMO/b3ylTeCh pa3zenom XypHain.

Hactpoiika >xypHana pa6otbl ansa UNIX

B Cepsepax Dr.Web nog OC cemeinctea UNIX BkitOUeHa BO3MOXHOCTb HAaCTPOMKN BeLeH U
XypHana pabotbl CepBepa uepes OTAe/bHbI KOHOUTYPaLMOHHbIN daiin:

e ana OC Linux: /var/opt/drwcs/etc/local.conf;
o ana OC FreeBSD: /var/drwcs/etc/local.conft.

Cogepxnmoe danna local.conf:

# Log level.
DRWCS LEV=info

# Log rotation.

PyKkoBOACTBO aAMAHUCT paTopa
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DRWCS ROT=10,10m

3HauyeHMs NapamMeTpPOB COOTBETCTBYIOT 3HAYEHMAM KItOYEn KOMaHAHOMW CTPOKM ANs 3anycka
Cepsepa:

e —verbosity=<yposeHb_nodpobHOCMuU> — ypOBEHb AeTaan3aumm XypHana paboTbl
Cepsepa.

e —rotate=<N><f>, <M><u> - pexum poTaunn xxypHana pabotel Cepsepa.

MNoapobHoe onuncaHue kntover NnpueeseHo B gokymeHTe Mpunodxenus, pasgen H4.8.

| Ecam dain local.conf 6bin oTpesakTMpoBaH B npoLecce pabotsl CepBepa, Heob6xoAVMO
nepesarpy3utb CepBep, UTOObI UI3MEHEHUSA B HAaCTPOMKax BeAeHMs XXypHana BCTynUAn B
cuny. Mepesarpyska AOMKHa OCYLLECTBAATLCA CPeACTBaMU OMepPaLMOHHON CUCTEMBI.

Mpwn obHoBNEeHMU U yaaneHnn CepBepa ¢anin local .conf NPOXOAUT pe3epBHOE
KOMMpPOBaHMe, YUTO NMO3BOJIAET YNPaB/iATb YPOBHEM BEAEHUA XypHana npu nakeTtHom
obHoBneHnmn Cepaepa.

8.2.4. )XypHan o6bHOBNEeHUI peno3uTopus

XypHan o6HOBAEHNI PenO3UTOPUA COAEPXUT CNUCOK 0BbHOBAeHMI ¢ BCO, BkatovatoLwmii
NnoApo6HYr NHPOPMaL Mo 06 0BGHOBNEHHbIX PEBM3UAX MPOAYKTOB.

Ansa npocmotpa >XxypHana o6HOB/IeHUIi peno3uTopus:

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTkpbIBLIEMCS OKHe BbIbepuTe NyHKT yrpasastoLlero MeHto XKypHan o6HoBAeHuU
penosuTopwms.

3. OTKkpoeTcs OKHO C TabaunLeln 3aperncTpupoBaHHbIX AeUCTBUA. [Ina HacCTPOWKM NPOCMOTpa
XXypHana 3aZlailTe Ha NaHenn NMHCTPYMEHTOB NEPUO, B TEUEHNE KOTOPOTrO OCYLLECTBASAIMNCD
aencreua. [lna 3Toro Bbl MOXeTe BbI6paTh B BbiNajatoLleM Crvcke OAMH U3 Mpeanaraembix
NepuoAoB MK 3ajaTb MPOM3BOJIbHbIE JaTbl B KaNE€HAAPAX, OTKPbIBAEMbIX MPU HaXaTuK Ha
nons gat. Haxmute O6HOBUTB A5 OTOOPaXKeHNs XypHana 3a BblbpaHHble AaTbl.

4. Yto6bl 0OTOBpakaTb B TabaunLe TONbKO COObITUS OMpPeAesIeHHOro TMMa, HaXKMUTE Ha 3HAY0K
7 Ha NaHeAn MHCTPYMEHTOB. B BbiNajatoLemM crnvcke BolbepuTe HYXXHbI BapUaHT:

¢ Moka3biBaTb Bce cobbiTnA — B Tabanue XXypHana 6yayT otobpakeHbl Bce COObITUS,
nepeurciaeHHble B rpynnax Huxe.

¢ Moka3biBaTb ycneLHble ceaHCbl 06HOBNEHUA — B Tabsmue XypHana byayT oTobpa>keHbl
ceaHcbl 06HOBNEHMSA, NPY KOTOPbIX coeanHeHne ¢ BCO 6b1a10 ycnewHo ycTaHOBAEHO, Ha
BCO obHapy>xeHa HOBasA peBu3uA, koTopas Oblana yCcnewHo 3arpy>eHa B peno3mtopum
Cepsepa.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Moka3biBaTb HeycnelwHble ceaHCbl 06HOBNAEHUA — B TabauLe XypHana byayt
oTObpa>keHbl ceaHCbl 0OHOBAEHUS, MPU KOTOPbIX coeamnHeHne ¢ BCO 6bin0 ycnewHo
ycTaHoB/ieHO, Ha BCO obHapyeHa HOBas peBM3KMa, HO 3arpy3ka 3TOM peBU3nM
3aBepLUNNOCh HeyAauHo.

¢ Moka3biBaTb HeycnewHble coeanHeHunna ¢ BCO Dr.Web - B Tabanue xxypHana 6yayt
oTobpa>keHbl ceaHCbl 0OHOBAEHUS, MPWU KOTOPbIX coeamnHeHne ¢ BCO He bbino
YCTaHOB/IEHO 1AM HbINI0 NpeKkpaLleHo A0 noayyeHns nHdopmauymm o pesmsnax Ha BCO.

. Tabanua XypHana coAep>XUT CesyroLime JaHHbIe:

Hauano - gaTa 1 Bpems Havana 3arpy3ku 0OHOBNEHU KOHKpeTHOro npoaykrta ¢ BCO.

OKOHuUaHMe — /laTa 1 BpeMs 3aBepLUeHNs 3arpy3kmn 06HOBAEHNI KOHKPETHOIO NPOoAyKTa
c BCO.

HasBaHue npoayKTa — Ha3BaHWe NPoAyKTa PeENno3nTopus, KOTOPbI Bbla 3arpy>eH nan
3arpyska KOToporo 3anpaLuvBanach.

Pe3synbTat 06HOBNIEHNA — pe3ynbTaT 06HOBAEHUA peno3utopusa. MNpuBoanTCca KpaTkas
nHPopmMaLma 06 yaauHoM 3aBepLUeHN OOHOBAEHUA NAN NPUYMHA OLINOKW.

| [ns fencTBUIA, 3aBEPLUMBLUNXCS C OWIMOKON, uelikv Pe3ynbTaT 06HOBAEHUA OTMEYatoTCS
KpacHbIM LIBETOM.

McxopHana peBU3ns — HOMep PeBU3NMN (PEBU3NM HYMEPYHOTCA COrIacHO AaTe UX
co3faHus), KoTopas bblna NoCNesHeR Ana JaHHOTO NPOAYKTa Nepes HavyaaoM npouecca
obHOBAEHMUA.

PeBu3uA n3 o6HOBEHUA — HOMEP PEBU3UM (PEBM3UN HYMEPYHOTCA COMIacHO AaTe nx
co3zaHua), KoTopas bbina 3arpy>keHa B npotiecce O6HOBNEHMA.

O6HoBIeHHble ¢ainbl — KpaTkas CBOAKA NO M3MeHeHHbIM painnam. MpusoanTcs B
dopmare: <kosuvyecmeo ¢atnose> - <delicmaue Had palaamu>.

VlHVIIJ,VIaTOp — CncTemMa, nHnunmnpoBasLlana npouecc obHoOBNEHUS:

o 3anyw,eHo U3 KOMaHAHOMN CTPOKU — OOHOB/IEHNE NHULIMMPOBAHO aAMUHUCTPATOPOM
NPV MOMOLLY COOTBETCTBYHOLLEN KOHCOIbHOW KOMaHApbI.

o 3anyw,eHo MaaHNpoBLWMKOM 3aAaHui — OOHOB/IeHWe HbIN0 3anyLLEHO COrnacHo
3afaHunto B pacnucaHmm Cepeepa Dr.Web.

o MexxcepBepHoe 06HOBIeHUE — 06HOBJ/IEHME ObIJIO MONYYEHO MO MEXCEPBEPHON
cBA3M oT rnaBHoro Cepepa. JaHHbIN NHULIMATOP NPUCYTCTBYET TO/IbKO B CayYae

MHOFOCQQBQQHOVI KOHQDI/Iprau,I/II/I aHTI/IBI/IQyCHOI\/’I CETU C pacnpocTpaHeHneM

O6HOB/IEHNI NO MEXCEPBEPHbBIM CBA3AM.

o 3anyw,eHo u3 LleHTpa ynpaBaeHusa — o6HoBaeHMe 6b1/10 3anyLUeHo
agMUHUCTPaTOpoMm Yepes LleHTp ynpasneHunsa 6esonacHocTbio Dr.Web, B pa3aene
CoctodHuMe peno3nTtopus.

o Mmnopt peno3sutopusa — o6HOBAeHWe BbI10 3arpy>kKeHo aAMUHNCTPATOPOM Yepes
pa3gen Cogepxunmoe penosutopus LleHTpa ynpasneHus.

e AAMMHUCTpPATOp — perucTpaumoHHoe nma agmmHuctpatopa Cepsepa. YkasbiBaetcs,
ecnv fencTene 6bi1I0 MHULMMPOBAHO HEMOCPEACTBEHHO aAMUHUCTPATOPOM.

PyKkoBOACTBO aAMAHUCT paTopa
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o CeteBoi agpec — |IP-agpec, c KOTOPOro 6610 NHMLNMPOBAHO BbIMOJIHEHWE AAHHOTO
AencTBMA. YKa3blBaeTcs TONbKO B C/lyYae BHelLUHero noakntoyeHums k Cepeepy, B
YacTHOCTM yepe3s LleHTp ynpaBneHusa nan yepes Web API.

e Katanor B penosutopum — Ha3BaHwue katasora penosuntopus Cepeepa, KOTOpbIi Hbin
MOANOULIMPOBAH COrNacHo npoLeccy o6HOBAEHUS.

6. YTo6bI NPOCMOTPETH NOAPOGHYIO MHPOPMALMIO O KOHKPETHOM OOHOBIEHWUN, HAXXMUTE Ha
CTPOKY AaHHOro o6HoBaeHMs. OTKpoeTCH OKHO € Tabanuen o danax NpoaykTa,
M3MeHeHHbIX B NpoLiecce BbIbpaHHOTro o6HoBAeHMA. AN Kaxaoro Gpaina npuBoAMTCA
cneayrowas nHdopmauma: Uma dpanna, Xaw ¢aina, Pasmep n CoctosHue.

7. Mpun HeOHXOAMMOCTU Bbl MOXETE 3KCMOPTMPOBATh B Gain AaHHble 3a BbIOpaHHbIA Nepuoga,

[lna 3TOro Ha NaHeAn NHCTPYMEHTOB HaXXMUTE OAHY U3 CAefyHOLLMX KHOMOK:
& CoxpaHuTtb aaHHble B CSV-dann,

& CoxpaHutb aaHHble B HTML-¢aiin,

i CoxpaHutb aaHHbie B XML-¢painn,

& CoxpaHutb aaHHble B PDF-daiin.

8.2.5. XXypHan coobweHuin

B >xxypHane coobuieHnin oTobpa>katoTcs BCe TEKCTOBbIE COOBLLEHMSA, KOTOPble Hblau
OTNpaB/eHbl aAMUHUCTPATOPOM Ha CTaHLMN aHTUBUPYCHOM ceTu (cM. OTnpaBka coobLIeHMi

CTaHUMAM).

XypHan oTnpaBaeHHbIX COOBLLEHNN COAEPXKUT CeAyHOLLYH MHGOPMaLUIO:

e [laTa oTnpaBKM.

e OTnpaBuUTeNb — pPerncTpaLMoHHoOe UMA aAMUHNCTPaTOpa, aBTopmn3oBaHHoro B LieHTpe
yrnpaBaeHWA Npun oTnpaBke coobLeHns.

e CocTosiHMe — KOJINYeCTBO COObLLEHWI, OTNPaBAEHHbIX aAMUHNUCTPATOPOM, U KONNYECTBO
COOOLLEHNI, YCNELIHO AOCTaBAEHHbIX Ha CTaHUUW. ECM KOANMYEeCTBO OTMNpaB/ieHHbIX U
AOCTaBNEHHbIX COODLLEHWI coBnagaeT, To nHdopmauma 06 3TMx coobLeHnax BblgenseTcs
CepbIM LBETOM.

e CoobueHune — TeKCT OTNpaBAeHHOro coobeHns. ONUMOHaNbHO BbIBOAUTCS MHPOPMaLLUS
06 ocTanbHbIX HAaCTPOMKax, KOTOpble OblAN 3a4aHbl MPY OTNPaBKe.

Mpw KAMKe MO KOHKPETHOMY COObLLEHNIO B TabimLe OTKPbIBAETCS OKHO C MOAPOOHOCTAMMU O
AOCTaBKe: CMUCOK BCeX MoslyyaTtener 1 gata AOCTaBKM COOBLLEHNS B CyYae YCrnewHoM
onepaumu nan coobuleHne He gocraBsieHo — B C/lyyae HeyCneLlHOoW.

Ana ynpaBaeHuA >KypHasiomMm coobleHnin Ucnosb3yiTe cefyroline onumm Ha naHenm
MHCTPYMEHTOB:

5 OTnpaBuTb Bbi6paHHble cO06LeHNA MOBTOPHO — OMNLMA JOCTyNHa Npw Bblbope
OAHOTO UM HECKONbKUX OTNPaBAEHHbIX COODLLEHMI B XXypHane (CM. NpoLesypbl HUXE).

PyKkoBOACTBO aAMAHUCT paTopa

216



A7

-
g

A
d
A

Inaea 8: Hactpoiika CepBepa Dr.Web

CoxpaHuTb BblbpaHHOe coobuieHune Kak WabaoH — co34aTh M3 OTNPaBJEHHOIO
coobueHns WwabnoH Ana NOBTOPHOTO UCMO/b30BaHMA B AanbHerweM. Onumsa AOCTynHa
npwv BblbOpe 0AHOro coobLeHns B XXypHaae. YnpaBieHe COXPaHEHHbIMY WwabaoHamu

ocywecTeasetca B pasgene LLabaoHbl coobLleHnI.

B BbinagatolLlemM cnuvcke Bbibepute neprog, B TeueHre KOTOPOro 6biin OTipaBeHbl
coobLeHns, KOTopble Bbl XOTUTE 0TOOPa3nTb. TOT XXe caMblii Nepuoj Bbl MOXeTe BbibpaTb
B MOAIAIX C AaTaMu, KOTOpble 3aJatoTCs Yepes BbiNajatolmii KaseHaapb. s npuMmeHeHus
BblOpaHHOro nepuoga HaxxmuTe KHornky O6GHOBUTbD.

UT06bI NOBTOPHO OTNPaBUTb OAHO COObLL eHue:

1. YctaHOoBUWTe dsiar HaNPOTMB COOBLLEHNSA, KOTOPOE Bbl XOTUTE OTMPaBUTb.
2. Haxxmute kHOMKy % OTtnpaBuTb Bbi6paHHble COO6LEHNA MOBTOPHO.
3. Otkpoetca okHO OTnpaBKa coobLleHuns. 3ajanTe caeayroLimMe HacTPOMKM:

a) B pepese AHTMBMpYCHasa ceTb OyayT BblOpaHbl CTaHLMW, Ha KOTOPble JaHHOe
cooblueHne 6110 oTNpaBaeHo. MoxeTe OCTaBUTb NMPeAbIAYLLMX NoyYaTenen nam
BbIOpaTb MPON3BONbHbIX MOJyYaTeNnen U3 NPesCTaBieHHOro CNncka: 3To MoryT H6bITb Kak
OTAe/IbHble CTaHLMW, TaK U TPynmbl CTaHLMN.

b) Hactpolikm coobluieHna aHanormuHbl HacTponkam u3 pasgena OtnpaBka cOObLLEHWN
CTaHUMAM.
4. HaxmuTte kHonky OTnpaBuTb.

UT06b1 NOBTOPHO OTNPaBUTb HECKOJILKO COO6LLL eHUIA:

1. YcraHoBUTe dnarv HanNpPoTUB COOBLLEHMI, KOTOPbIE Bbl XOTUTE OTNPaBUTb.
2. Haxmute KHOMnKy G- OTnpaBuTb Bbi6paHHble cO06L,eHNA MOBTOPHO.

3. OtkpoeTcs okHO OTnpaBKa HeCKOJIbKUX coobuieHuid. B pa3gene Cnmucok coobueHnia
npuBeseHbl BCe COObLLEHNS, KOTOPbIE Bbl BbIBpann 41 MOBTOPHOWN oTnpaskn. HasBaHus
COOBLLEHNI COOTBETCTBYET AaTaM MUX NpeaplayLeri OTNpaBKM Ha CTaHLMK.

4. HaxmuTte KHOMKY O'rnpanrb BCe, yTOObI OTNnpaBnTb BCE COO6U.I,eHVIF| M3 CNncKa.

5. [ns pepaktMpoBaHMsA Kakoro-ambo n3 coobuueHunr, BoibepuTe ero B pasgene Cnucok
coobueHni. B pazgene Hactpoiiku coobueHus 3ajanite cnegyrollme napameTpsbi:

a) B aepeBe AHTMBUpYCHaA ceTb OyayT BbIOpaHbl CTaHLMM, Ha KOTOPble AaHHOe
cooblueHne 6b110 oTNpaBaeHo. MoxeTe OCTaBUTb NMPeablAyLLIMX NoyYaTeNnen nam
BbIOpaTh MPOU3BOJIbHbIX MONyYaTeNen N3 NPeACTaBAEHHOrO CrncKa: 3T0 MOTyT 6bITb Kak
OTAe/IbHble CTaHLMW, TakK U TPYNMbl CTaHLMWN.

b) HacTpolikm coobuieHrs aHanorMyHbl HacTporkam 13 pasgena OTnpaBka coobLIeHUN
CTaHUMNAM.

¢) YT106bI yaannTb BbiIbpaHHOE COOBLLEHME U3 CMMCKA Ha OTNPAaBKY, HaXXMUTE KHOMKY
Ypanuto.

PyKkoBOACTBO aAMAHUCT paTopa
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8.3. Hacrpouka koHpurypauum Cepsepa Dr.Web

ili Mpn Ka>kA0M COXpaHeHWn n3meHeHun paszgena Konpurypaums Cepsepa Dr.Web
: aBTOMaTUYeCKM COXPaHAETCA pe3epBHaA KOMWsA NpeablayLlen Bepcum KOHQUrypaLmoHHOro
danna Cepsepa. XpaHeHuto nognexat 10 nocaeaHUX KOMUN.

Pe3epBHble kONWM pacrnosiaratoTca B TOM Xe KaTanore, YTo U caM KOHQUrypaLMOHHbIN daiin,
1 Ha3bIBAOTCA B COOTBETCTBUM CO C/IeAyHOLMM GOPMATOM:

drwcsd.conf <epema_co3daHus>

Bbl MO>KeTe MCnob30BaTh CO3JaHHble Pe3epBHbIE KOMUKW, B YaCTHOCTY, As BOCCTaHOBAEHWs!
KOHdUrypaLmoHHoro daiina B cayyae, ecnm uHtepdeiic LieHTpa ynpaBaeHvs HefocTyneH.

UT06b1 HacTpOUTb KOHGUrypaLoHHble napameTpbl Cepepa Dr.Web:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasieHus.

2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT ynpasasatowero meHo Kongurypaunsa Cepsepa
Dr.Web. OtkpoeTcsi okHO HacTpoek CepBepa.

@ 3HaueHus I'IOJ'IEI\/’L OTMEUYEHHbIX 3HaKOM *, AOJIXKHbI 6bITb 0653aTENBHO 3adaHbl.

3. Ha naHenn MHCTpYyMEHTOB AOCTYMHbI CefytoLLme KHOMKM YNpaBaeHMA HaCcTpoKamm
pa3gena:

C MNepe3anyctutb CepBep Dr.Web — nepesanyctnte CepBep AN NPUHATUA U3MEHEHW,
BHECEHHbIX B JaHHOM pa3gene. KHonka CTaHOBUTCA aKTMBHOW MOC/Ie BHECEHWS
M3MEHEHWI B HaCTPOIKN pa3gena n Haxatns KHonku CoOXpaHUTb.

4 - BocctaHOBUTL KOHUrypaLuio U3 pesepBHOI KOMMM — BbiNaaroLLmii CrIMCOK,
cofiep>Kallmi CoOXpaHeHHble KOMnM HacTpoeK BCero pasgena, K KOTopbiIM MOXHO BEPHYTbCS
nocne BHeceHUs n3meHeHun. KHonka cCTaHOBUTCA akTMBHOW MOCAe BHECEHWUA N3MEHEHWIA
B HAaCTPOWKM pasgena n Haxxatna KHonkn CoxpaHUTb.

# Ycranosuthb Bee napameTpbl B HauaJibHble 3HAUEHUA — BOCCTAHOBUTb 3HaUeH WS,
KOTOpble BCe MapaMeTpbl JaHHOTO pa3zena UMenun A0 TEKYLLEero peAakTmpoBaHms
(nocneaHne coxpaHeHHble 3HaYeHs).

@ YcTaHOBUTBL BCe napamMmeTpbl B 3Ha4Y€HUA NO YMOJTYaHUIO — YCTaHOBUTb A4/14 BCEX
napamMeTpoB 4aHHOTO pa3jena 3HadYeHNA, 3ajaHHble MO YMOJIHaHUIO.

4. YT10Obl NPUHATL NU3MEHEHUSA, BHECEHHbIE B HACTPOMKMN pa3gena, HaXxmMmnTe KHOMKyY
CoxpaHutb, Noc/e yero notpebyetcs nepesarpyska Cepsepa. [s 3TOro HaXxkmmTe KHOMKY
C Mepe3anyctutb CepBep Dr.Web Ha naHenn MHCTPYMEHTOB AaHHOTO pasgena.

PyKkoBOACTBO aAMAHUCT paTopa
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8.3.1. O6bwume

Ha Bkiagke O6uwime 3ajatoTcs cnegyrolume HacTponkm pabotsl CepBepa:

¢ HasBaHue CepBepa — nmsa gaHHoro Cepsepa. Ecav 3HaueHre nossa He 3aAaHo,
MCNONb3YyeTCAa NMA KOMMbOTepa, Ha KoTopoM yctaHoBaeH Cepeep Dr.Web.

o A3bik CepBepa — A3blK, KOTOPbIA MCMO/b3YETCA MO YMOJYAHNKO KOMMOHEHTaMU U
cuctemamu Cepeepa Dr.Web, ecan He yaanocb nonyunTb HaCTPOMKKM A3blka U3 6a3bl JaHHbIX
Cepsepa. B vactHoct ncnonbsyetca anqa LieHTpa ynpaBneHus 6e3onacHocTbio Dr.Web un
CUCTEMbI ONOBELLEHNI aAMUHKCTPaTOpPa, ecm H6a3a JaHHbIX Oblna NOBpPeXAeHa, U
MOAYYNTb HAaCTPOWKM A3blKa He MPeACTaBAAETCA BO3IMOXHbIM.

¢ KonnuectBo napannenbHbIX 3aNpocoB OT KJIMEHTOB — KOJIMYECTBO NOTOKOB ANA
06paboTKM AaHHbIX, MOCTYNarOLMX OT KIMEHTOB: ATEHTOB, MHCTANNATOPOB AreHTOB,
cocegHunx CepBepoB. [laHHbI NapameTp BANSET Ha Npon3BoauTenbHOCTL CepBepa.
3HayeHWe, yCTaHOBAEHHOE MO YMOAYAHUIO, PEKOMEHAYETCS N3MEHATb TOIbKO Nocae
COrNacoBaHWUA CO CYXXOOW TEXHMYECKOW NOAAEPXKKM.

| HauwnHas c Bepcum 10, BO3MOXHOCTb pedakTmpoBaHua napameTpa Ouepeab aBTopusaumm
‘ yepes LleHTp ynpaBieHus He npefoCTaBAAeTCA.

Mo ymonuaHuio, Npu ycTaHOBKe HOBOro CepBepa, AaHHblV NapamMeTp 3ajaeTcs paBHbIM 50.
Mpv 06HOBAEHUM C MpeablayLLEe BEPCUN C COXPaHEHWEM daiiia KOHPUIrypaLumy, 3HaueHne
oyepeam aBTopuU3aLyn COXPaHAETCA U3 KOHOUrypaLmn npeapblayLleli BEpPCUN.

Mpy HEOBXOAUMOCTN M3MEHEHUS ANNHBI OUYepPesn aBTOPM3aLIML, OTPeSaAKTMPYITE 3HaYeHe
cnefyrolLero napameTpa B KoHouUrypaumoHHomM darine Cepeepa:

<!-- Maximun authorization queue length -->
<maximum-authorization-queue size='50"'/>

e B BbinagatoemM cnuncke Pexxum perncrpaumm HOBMUKOB 33/aeTca NOANTMKA NOAKIHOUEH NS
HOBbIX paboumnx cTaHUMi (cM. n. [loanTnkKa NOAKAHOYEHUA CTAHLLNI).

o Beinagatowmi cnmucok MepBryHaA rpynna no yMmoa4aHuio ornpeaenseT nepeuYHyro
rpynny, B KOTOpyto 6yayT NoMeLleHbl CTaHLMKU NMPY aBTOMATUYECKOM NMOATBEPXKAEHUM
poctyna ctaHumii k Cepsepy.

e YctaHoBuTte ¢nar NMepeBoAUTb HEAaBTOPM30BaHHbIX B HOBUUKM, UTOObI CHpackiBaTh
napameTpbl NoayyeHuns goctyna k CepBepy y CTaHLUMIA, HE NPOLUeALNX aBTOPU3aLmIo.
[JaHHaa onuma MoxeT HbITb NOse3Ha NPU M3MeHeHUN HacTpoek CepBepa (Takmx Kak
OTKPbITbIV K4 WndpoBaHUA) uam npu cMeHe B/l B nogo6HbIX cayyasx CTaHUMM He CMOTyT
NOAKNOUNTLCA, N NOTPebyeTcs NOBTOPHOE NOoJlyYeHMe HOBbIX MapaMeTpoB ANs AOCTyrna K
Cepsepy.

e B none flonycruman pasHuua mexxay spemeHem CepBepa n AreHrta 3ajaetca Jonycrmmas
pa3sHuLa Mexay cncteMHblM BpemeHeM Dr.Web Cepsepa 1 AreHtoB Dr.Web B muHyTax.
Ecnn pacxoxaeHune bonblie yka3zaHHOro 3HayeHus, 3To bygeT OTMeYeHO B cTaTyce CTaHLUK
Ha CepBepe Dr.Web. No ymonuaHuto gonyckaetcs pa3Huua B 3 MUHYTbI. 3HaueHue 0
O3HauaeT, YTo NpoBepKa He byaeT NPOBOANTLCA.

PyKkoBOACTBO aAMAHUCT paTopa



o

7
-
f%‘r Inaea 8: Hactpoiika CepBepa Dr.Web
&

e YctaHoBuTe dnar 3ameHATb IP-apgpeca, uto6bl 3aMeHATb IP-agpeca DNS-1meHamm
KomnbtoTepoB B danne xypHana Cepepa Dr.Web.

e YctaHoBute dpnar 3ameHaTb NetBIOS-umeHa, utobbl oTobpaxkaTb B KaTanore
aHTMBUpPYCHOW ceTu LleHTpa ynpaBneHusa He NetBIOS-nmeHa paboumx ctaHumii, a ux DNS-
nMeHa (Npu HEBO3MOXHOCTW ONpeaeneHns JOMEHHbIX UMeH oTobpaxatoTtcs IP-agpeca).

| O6a ¢nara 3ameHatb IP-agpeca 1 3ameHATb NetBIOS-umeHa no ymonuaHmo cHATbI. MNpu

& HenpaBWIbHOM HacTpoike cnyx6bl DNS BKItOUEHNE 3TUX BO3MOXHOCTEN MOXKET
3HauuTeNbHO 3amenTb paboty Cepsepa. [MNpu BkAtOUEHUM HO6OrO 13 3TUX PEXUMOB
peKoMeHayeTCa paspeLlmnTb KalmpoBaHve nmeH Ha DNS-cepsepe.

@ Ecnn dnar 3ameHaTb NetBIOS-MMeHa yCTaHOB/EH, U B aHTUBUPYCHOW CETU UCMOJIb3YeTCs

: Mpokcu-cepBep, TO AN BCEX CTaHLMIA, NoakatoueHHbIx K CepBepy yepes lMNMpokcu-cepsep, B
LleHTpe ynpaBieHus B KayecTBe Ha3BaHWM CTaHLUMI ByaeT oTobpaXkaTbCa Ha3BaHVe
KOMMblOTEpPa, Ha KOTOPOM YcTaHoBAEH Npokcn-cepsep.

e YctaHoBUTe Gpnar CUHXPOHU3MPOBATbh ONMUCAHUA CTAHL UMK, YTOObI CUHXPOHU3NPOBATL
onvcaHue KOMMbIOTepa NOAb30BaTeNS C ONUCaHWEM CTaHUuUKM B LleHTpe ynpaBaeHus (none
Computer description Ha cTpaHuue System properties). Eciv onucaHune ctaHumm B LleHTpe
yrnpaBaeHus OTCYTCTBYET, TO B JaHHOe noJsie byaeT 3anncaHo onvcaHne KOMMboTepa Ha
CTOpPOHe nosib3oBaTens. Ecam onncaHmsa pasnmyarotcs, TO faHHble B LieHTpe ynpaBneHus
6ysyT 3aMeHeHbl Ha MNoNb30BaTe/IbCKMe.

e YctaHoBUTe Gpnar CUHXPOHU3UpPOBaThb reorpaguueckoe NoJsioXKeHue, YTobbl akTMBMPOBaTb
CUHXPOHM3aUMIO reorpaduryeckoro pacrnosioxeHus ctaHunii mexay Cepsepamu Dr.Web B
MHOroCepBepPHOWN aHTUBUPYCHOM ceTu. [Tpn ycTaHOBAEHHOM daare Bbl TakKe MOXeTe
3a4aTb CAeAyoWnin NapameTp:

o CTapTroBas CUMHXPOHU3aLMA — KOJIMYECTBO CTaHLMI 6e3 reorpapuueckmx KOOpAnHaT,
MHdOpPMaLMA O KOTOPbIX 3anpalunBaeTCcs Npu YCTaHOBNEHUN COEANHEHUA MeXay
CepBepamu Dr.Web.

e YctaHoBUTe dnar Ucnonb3oBaTb MOAUTUKM, UTOObI pa3peLlmTb UCMOIb30BaTb MOAUTUKM
NS HACTPOVKM 3alumLaeMblx CTaHuni (cM. [loautunkn).

o KonnuectBo Bepcui NOJIMTUKMN — MakCMabHOE KOJIMYECTBO BEPCUM, KOTOPbIe MOTYT
ObITb CO34aHbl A5 KAaXKA0N NOANTUKM.

e B none Konnuecreo pesepBHbIX konuii ana Bepcuii CepBepa 3ajaliTe MakCMManbHoe
KO/IMYECTBO XPaHMMbIX Pe3ePBHbIX KOMUI, CO3JaHHbIX MPU NepeXose Ha HOBYH PEBU3NIO
CepBepa uepes LleHTp ynpaBneHus (cMm. pasgen O6HoeneHne Cepeepa DrWeb u

BOCCTaHOBJIEHWE 13 pe3epBHOW konuu). 3HadyeHne 0 NnpeanuncbiBaeT XpaHUTb BCe
pe3epBHble KOMUMW.

PyKkoBOACTBO aAMAHUCT paTopa
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8.3.2. Tpadpuk
8.3.2.1. ObHOoBNEeHUA

Ha Bkiaske O6HOBAEHUA 334at0TCA OrpaHMYeHNs Ha 06beM ceTeBOro Tpadpuka npu
nepesauye obHoBAeHUI Mexay CepBepom 1 AreHTamu.

MNoppobHee cM. B N. OrpaHnyeHmne Tpaduka 0OHOBAEHWNN.

UYTt06bI1 3agaTb OrpaHMUYeHUA Ha Tpapuk o6HOBIeHNA AreHTOB:

1. B none KonnuecTtBo ogHOBpEeMeHHbIX NPOL,EeCCOB O6HOBJIEHNA 3343a€eTC MaKCMMalbHOe
AOMNYCTUMOE KONNYECTBO CECCUIA pa3jaym 06HOBAEHWI, 3anyLLEHHbIX OAHOBPEMEHHO C
AaHHoro Cepeepa. MNpu A4OCTUXKEHUMN YKa3aHHOTO OrpaHMYeHMs 3anpockl OT AreHToB
pa3MeLLaloTca B oUuepeamn oxuaaHuns. Paamep ouepean oXxunaaHms He orpaHnyYeH.
YcTtaHoBUTe 3HaueHne 0, UTo6bl CHATL OrPaHNYEHME Ha KONMUYECTBO OAHOBPEMEHHbIX
NpoLEeccoB.

2. YcraHoBuTte dnar OrpaHnumnTb Tpadpuk 06HOBAEHUN, UTOObI OrpaHNUMTL 0O6bEM CETEBOrO
Tpadvka Npu nepesaye obHoBAeHNN Mexay CepBepom 1 AreHTamu.

Ecav dnar cHAT, o6HOBNEHNA ana AreHToB nepegatotca 6e3 orpaHMYeHna NOAOChI
nponycKkaHua cetTeBoro Tpapuka.

3. Ecan dnar yctaHoBneH, 3aganTe B none MakcmmanbHasa ckopoctb nepeaaum (Kb/c)
3HaueHne MakCMMabHOW CKOPOCTU nepesaun obHoBaeHMA. [pn 3TOM 06HOBNEHMA ByayT
nepesaBaTbCs B Npejenax 3ajaHHON NOJOCkl MPOMNYCKaHWsS COBOKYMHOMO CETEBOTO
Tpaduka o6HOBNEHNI BCeX ATEHTOB.

[lonyckaeTca 3ajaHne Ao NATU OrpaHUYEeHNI Ha CKOPOCTb nepesayn obHoBAeHWI. [ns
nobaBneHns eLle OAHOIO MoJA OrPaHUYEHNA CKOPOCTU HAaXXMUTE KHOMKY . Ana
yAaneHns orpaHnYeHUsa HaxxMuTe KHOI'IKyE HanNpPOTMB OrPaHNYEHUNA, KOTOPOE HY>KHO
yAANNTb.

4. B Tabanue pacnmcaHmsa 3ajaeTca pexuM orpaHnyeHns 0OHOBNEHWI OTAE/bHO Ha KaXable
30 MUHYT KaXA0ro gHa Hejenu.

[nsa n3mMeHeHMs pexxumMa orpaHnUYeHnn nepesaum AaHHbIX HaXMUTE Ha COOTBETCTBYHOLLMIA
610k Tabanubl. Takke Noasep>KMBaeTca BbIBOP HECKONbKNX BPEMEHHbIX 6710KOB MO
npuHuunny drag-and-drop.

LiBeT sueek N3MeHSeTCs LMKINYECKN COMIacHO LiBETOBOW CXEME, NMPUBEAEHHOW NOZ
TabanLen, HauMHas C BapmMaHTa, MPU KOTOPOM nepesaya o6HOBAEHWUI pa3pelleHa H6e3
orpaHuyeHunii Tpaduka, L0 BapuaHTa, NPy KOTOPOM Nnepesaya 06HOBNEHUI 3anpeLleHa.

5. MNocne 3aBeplUeHNsA pefaKTUPOBaHUSA, HaXXMUTe KHOMKY COXpaHUTb AN MPUHATNSA
BHECEHHbIX U3MEHEHUN.

PyKkoBOACTBO aAMAHUCT paTopa
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8.3.2.2. YcTaHOBKM

Ha Bknagke YcTaHOBKM 3a/atoTCs OrpaHnYeHns Ha o6bem ceTeBoro Tpaduka npu nepegaye
AaHHbIX B npouecce yctaHoBkn AreHToB Dr.Web Ha ctaHumsax.

MoapobHee cm. B n. OrpaHunyeHmne tpadbrka paboumx CTaHLUNN.

Yr1o6bl 3apaTb OrpaHNUYEeHUA Ha TpadUK NpU ycTaHOBKE AreHToB:

1. B none KonnuectBo oaHOBpEeMEHHbIX NPOLLeCCOB YCTAHOBKM 3343a€TC MakCMMalbHOe
[AOMYCTUMOE KOJIMYECTBO CeCCUM YCTaHOBKM AreHTa, 3anyLeHHbIX O4HOBPEMEHHO C
nAaHHoro Cepsepa. [py JOCTUMXKEHNM YKa3aHHOTO OrpaHMYeHns 3anpockl OT AreHToB
pa3MeLLaloTCca B ouepeamn oxuaaHuns. Pasmep ouepean oxXxnaaHma He orpaHnyeH.
YctaHoBUTe 3HauveHne 0, UToObl CHATb OrpaHNYEeHME Ha KOIMYECTBO OJHOBPEMEHHbIX
npoL,eccos.

2. YctraHoBuTe dpnar OrpaHMumnTb TpapuK Npm yctTaHOBKE AreHToB, UTOObl OrpaHNYnNTb
obbeM ceTeBOro Tpaduka npu nepesave AaHHbix ¢ CepBepa Ha CTaHLMK B npoLecce
yctaHoBku AreHToB Dr.Web.

Ecnv dnar cHAT, nepeaaya faHHbIX NpW ycTaHOBKe AreHTOB ocyllectBaseTca 6e3
OorpaHM4YeHmnsa NoaA0CkI MPONyCKaHWA ceTeBoro Tpaduka.

3. Ecav dnar yctaHoBneH, 3agarite B none MakcumanbHaa ckopocTb nepegaumn (Kb/c)
3HauyeHVe MaKCMMaabHOW CKOPOCTU Nepeaaun JaHHbIX. [py 3TOM JaHHble ANA YCTaHOBKM
AreHTOB BYAYT NepeaaBaTbCA B Npejenax 3aZaHHOM NoAOChl MPONYyCckaHWA COBOKYMHOIO
ceTeBOro Tpaduka Bcex AreHToB.

[onyckaeTca 3ajaHne A0 NATU OrpaHMYEeHNI Ha CKOPOCTb Nepejayn JaHHbIX ANs
ycTaHOBKM AreHToB. [l fob6aBneHNs eLe OAHOIO NOAS OrPaHUUYEHNS CKOPOCTU HAaXMUTE
KHOMKY . [ns yaaneHns orpaHnyeHma HaxxMmmTe KHOI'IKyE HaNpPOTMB OrpaHNYeHMs,
KOTOPOE HY>XXHO YAainTb.

4. B Tabanue pacnucaHms 3afaeTca pexumM orpaHnYeHns Ha nepejady JaHHbIX OTAEAbHO Ha
Ka>kable 30 MUHYT KaXKA0ro AHA Heaenun.
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Ana N3MeHeHVs pexxrMa orpaHNyYeHUn nepesaum AaHHbIX HAXXMUTE Ha COOTBETCTBYHOLLMI
610K TabanLbl. Takke NOAAEPXKMBAETCSA BbIOHOP HECKONbKUX BPEMEHHbIX 6J10KOB MO
npuHumny drag-and-drop.
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LiBeT sueek N3MeHSETCs LMKINYECKN COMIacHO LBETOBOW CXEME, MPUBEAEHHOW NOZ
Tab/MLeNn, HauMHan C BapuaHTa, Mpu KOTOPOM Mepejava AaHHbIX paspelueHa 6e3
orpaHuyeHunii Tpaduka, L0 BapnaHTa, Npy KOTOPOM nepeayda JaHHbIX 3anpeLleHa.

Mocne 3aBepLUEHNS PEAAKTMPOBAHMSA, HAXXMUTE KHOMKY COXPaHUTb ANs NPUHATUS
BHECEHHbIX U3MEHEHUN.

8.3.2.3. OrpaHuueHue Tpadpunka paboumx ctaHUUI

B aHTMBMpYycHOM ceTn Dr.Web Enterprise Security Suite cyLiecTByeT BO3MOXHOCTb OrpaHUuUUTb
CKOPOCTb Nepeaaun gaHHbix mexay Cepepom 1 AreHTamu. Hactporku gensatca Ha
OorpaHMYeHns nepesayn o6HOBAEHUI N OrpaHUYEHUs NPY Nepesayde JaHHbIX NPU YCTaHOBKaX
AreHTa.

I'Ipep,ocraBnﬂeTcsl BO3MOXXHOCTb C/ieAyrounxX BapuaHTOB OorpaHn4YeHuA 'rpac|>v|Ka:

1.

Orpan-leHme O6LLI,€I7I CKOpOCT/ nepejayn jaHHbIX BCEM CTaHUMNAM.

HacTpoika ocyliectBasetca B pa3gene KoHourypaumm Cepeepa: MyHKT rNaBHOTO MEHHO
AaMunHUCTpUpOBaHMeE — MyHKT ynpasasatolero meHto Konpurypauma Cepsepa Dr.Web
— Bknagka Tpapuk — BHyTpeHHAS Bknajgka O6HOBAeHUA 1V YCTaHOBKM — NapameTp
OrpaHnuuntb Tpadpmk o6HOBEHUI N OrpaHMUNTb TPpadUK NpU ycTaHOBKE AreHTOB
COOTBETCTBEHHO.

MNepcoHanbHOE OrpaHMYeHme CKOPOCTM Nepesayun AaHHbIX NPY OBHOBAEHUN KOHKPETHBIM
CTaHUMAM MW TPpynnamM CTaHUUN.

HacTpoiika ocyliectBaseTca B pasgene KOHGUrypaumm CTaHLMIA: NYHKT raBHOrO MEHHO
AHTMBUpYCHaA ceTb — BbIOpaTb CTAaHLMIO UM TPYMMNY B MePapXMUeckom Crncke cetn —
NYHKT ynpaBastoLlero MmeHto OrpaHnueHma obHoBaeHUA — napamMeTp OrpaHUUUTbL
Tpadpnk 06HOBIEHNN.

OrpaHqul-me 'rpaqua ocyujecTtBsifdeTca no cnejgyrowemMy npuHyuny:

1.

Ecnm BKIOUEHO OrpaHmnyeHme Ha 06 LUy CKOPOCTb Nepesayun JaHHbIX B HACTPOMKaXx
CepBepa, TO cyMMapHas CKOpPOCTb nepejayn gaHHbix oT CepBepa BCeM CTaHUMAM He
NPEeBbICUT yKa3zaHHOro 3HaueHus. [pu aTom:

a) BHe 3aBUCMMOCTM OT pa3iumii B NPOMNYCKHON CMOCOOHOCTM KaHANOB CBSA3M MeXay
CepBepoOM 1 CTaHUMAMMW, CKOPOCTb NepeAayn JaHHbIX A€NTCA MOPOBHY MEXAY BCEMMU
CTaHLMAMM.

b) Ecan nponyckHas cnocobHOCTb kaHana Mexay CepBepoM U CTaHLMeNn MeHblLe
NOJYYEHHOrO CpeHEero 3Ha4YeHNsa CKOPOCTU ANA OAHOWN CTaHLMU COrNAacHO MYHKTY a),
A5 TaKOW CTaHLMM yCTaHaBANBAETCA OrpaHMYeHMe nepejaum AaHHbIX paBHOe
MaKCMMaNbHOW LMPUHE KaHana fo 3ToM cTaHumn. OcTaBLlueecs 3HaueHMe obLero
OrpaHWYeHNs aHaNOTMYHO MYHKTY a) AENNTCS MOPOBHY ANS OCTaNbHbIX CTAHLMWINA.

Ecnm BkIroUeHO nepcoHanbHOe OrpaHMyYeHre Ha CKOPOCTb Nepesayun JaHHbIX B
HaCTpoWMKax rpynnbl MAM KOHKPETHOWN CTaHLUMI, TO CKOPOCTb Nepesayun JaHHbIX Ha 3TU
rpynmnbl AW CTAHLMIO HE MPEBbLICUT yKa3aHHOro 3HayeHMs. Ha Bce ocTasbHble CTaHLMK
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orpaHuyeHne He pacnpoCTpaHAeTcs, U nepejaya JaHHbIX OCYLLECTBASETCA C
MaKCMMalbHOW CKOPOCTbHO.

3. Ecnv BkAtOUEHO OrpaHmnyeHmne Ha obLLyto CKOPOCTb Nepesaun AaHHbIX B HAaCTPOMKax
CepBepa 1 NepcoHasbHOEe OrpaHMYEHME Ha TPYNNy UK CTaHLMIO, TO:

a) CkopocTb nepefaun fJaHHbIX Ha NePCOHaIbHO OrpaHUYEHHbIe TPYNMbl UAU CTAaHUUK He
NPEeBbICUT 3HAYEHWNA, 3aaHHOTO B pa3jene HacTPOeK 3TUX FPYMM U CTaHLUMWN.

b) ,ﬂ'flﬂ nepejayn JaHHbIX Ha OCTaJibHbl€ CTaHUUN, o6Lu,ee orpaHmnyeHne CKopocCTtu
nepegayvn gaHHbIX C y4€TOM BblYe€Ta OrpaHn4YeHnAa CtaHUMm mn3 n. a) AENNTCA MOPOBHY.

c) Ecam nponyckHaa cnocobHocTb kaHana mexay CepBepom 1 CTaHLUMeN, He
OrpaHNYEeHHOW MHANBKAYaANbHO, MEHbLLE MONYYEHHOTO CPeAHEro 3HaUYeHNA CKOPOCTU
A9 OAHOW CTaHLMM COT/IaCHO MYHKTY b), AnA TakowW CTaHUMK yCTaHaBANBaETCA
OorpaHuyeHne nepesayn JaHHbIX paBHOe MakCMMabHOW LWMPUHE KaHana Ao 3TOW
ctaHumu. OcTaBLieeca 3HaYeHne obLLero orpaHMYeHNa aHaaorMYHO NyHKTY b) aenntca
NMOPOBHY A/ OCTa/IbHbIX CTaHLMWA, HE OTPaHUYEHHbIX MHANBUAYaNbHO.

8.3.3. CeTtb

8.3.3.1. DNS

Ha Bksiagke DNS 3agatotcs napametpbl obpaleHuii k DNS-cepsepy:

e Taim-ayt ana DNS-3anpocoB (c) — TanmMayT B CekyHAax ANA pa3peLleHns
npsmbix/obpaTHbix DNS-3anpocoB. YctaHoBuTe 3HayeHume 0, UTobbl He orpaHM4YMBaTh
BpemMa OXnAaHua A0 OKOHYaHMA pa3pewweHna DNS-3anpoca.

e Konnuecrteo noBTopHbix DNS-3anpocoB — MakcMManbHoe KOMYecTBO NOBTOPHbIX DNS-
3anpocoB Npu HeycrnewHoM pa3peweHnn DNS-3anpoca.

e YctaHoBUTe dnar 3apaTb BpeMa XpaHeHusa otBeTtoB oT DNS-cepBepa, utobbl 3agaTb
BpeMsa xpaHeHus B kawwe otBeToB OT DNS-cepsepa (TTL).

o 1nA NoNoXKUTEeNbHbIX OTBETOB (MUH.) — BpeMsa xpaHeHusa B kawe (TTL)
nonoxuTtenbHbix otBeToB oT DNS-cepBepa B MUHyTax.

o lna oTpuuaTenbHbIX OTBETOB (MUH.) — BpeMs xpaHeHusa B kawe (TTL) oTpuuatesibHbIX
otBeToB OT DNS-cepBepa B MUHyTax.

e CepBepbl DNS - cnvcok cepsepoB DNS, 3aMeHAOLLMI CUCTEMHbBIV CMIUCOK MO YMONYaHUIO.

e NlomeHbl DNS - cnncok someHoB DNS, 3aMeHSAOWMIA CUCTEMHbIA CINCOK MO YMOJYaHUIO.

8.3.3.2. lNpokcn

Ha Bknaake Mpokcu 3a4ar0Tcsa napamMeTpbl MPOKCK-cepBepa.

PyKkoBOACTBO aAMAHUCT paTopa
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YcraHosute dnar Ucnonb3oBatb Nnpokcn-cepBep, Utobbl HacTpouTb coeanHeHnsa Cepeepa
Dr.Web uepes npokcun-cepsep. [1pr 3TOM CTaHYT JOCTYMHbI CeAytoLLMe HaCTPONKM:

¢ Mpoxkcn-cepBep — IP-agpec nam DNS-umsa npokcun-cepsepa. MNpu HeobxoanMocCTn B

aZpecHOI CTpOKe JoMNycKaeTcs 3ajaHune nopTa B opmate <adpec>:<nopm>. Mo
YMOJIUaHMIO MCMO/b3yeTcs MopT 3128.

e YT0ObI NCMONBL30BATL aBTOPM3aLUUNIO AnA AOCTYMNa K MPOKCU-cepBepy COrnacHO 3ajaHHbIM

MeTozaMm, ycTaHoBuTe ¢ar Mcnonb3oBaTb aBTOpPU3aALLUIO 1 33JaliTe Cegytolume

napameTpbl:

o 3anonHuTe nosa MNonb3oBatenb npokcn-cepsepa 1 NMaponb nonb3oBaTensa NPoOKCU-

cepBepa.

o Bbl6epMTe OAVH N3 MeTO40B aBTOPUM3aLLnN:

Onuus

Jtoboli meToa 13
NnoAAepP>KMBaeMbIX

Jltoboi 6esonacHbIn MeTos,
n3 I'IO,CI,Aep)KI/IBaeMbIX

YKkazaHHble
HMXe
METObl:

Basic-
aBTOpM3aLVSA

Digest-
aBTOpuM3aunA

Digest-
aBTOpM3aLVs
C
NOAAEPXKKOM
IE

NTLM-
aBTopu3aLus

NTLM-
aBTOpM3aLVSA
yepes
winbind

GSS-
Negotiate
aBTOpM3aLS

OnucaHue

WNcnonb3oBaTh Nt060# cnocob aBTopM3aLym, NOAAEPKMBAEMbIA
npokcu-cepeepoM. Eciv npokcn-cepBep noAsepK1BaeT HECKOIbKO
MeTOZ0B aBTopm3aLyy, 6yAeT UCNo/Ib30BaTbCs Hanbosiee HaZeXHbIN.

Wcnonb3oBatb nt0b60oi 6e3onacHbii cnocob aBTopm3aLmy,
noAsep>kKMBaemblii NPOKCU-cepBepoM. B faHHOM pexxvime MeTos
aBTOpm3aumm Basic He ncnonb3yetca. Ecim npokcn-cepsep
NoAAEP>KVBAET HECKO/bKO MeTOA0B aBTopu3auwy, byaeT
MCMOAb30BaTbCA Havbosiee HafeXHbIN.

Ncnonb3osatb Basic-aBTopmzaumnio. He pekomeHayeTcs ncnosib3oBaTb
3TOT MeTO/, MOCKO/bKY Nepejaya yueTHbIX AaHHbIX aBTOpM3aLmMn He
wndppyetcs.

Wcnonb3osatb Digest-aBTopumsaumto. Kpuntorpaduuecknii Metoz,
aBTOpU3aLMN.

Vcnosnb3oeats Digest-aBTopumzaumto. Kpuntorpaduueckmii Metoz,
aBTOpwv3aumn. BkirouaeT nogaepxkky 6paysepa Internet Explorer Bepcum
6 1 6onee paHHUX.

Ncnonb3osate NTLM-aBTOpu3aumo. Kpuntorpadpuueckuii MeToz
asTopmsaummn. nsa aBTopmsaumm ncnoabsyetca npotokon NTLM
KomnaHun Microsoft.

Vicnonb3oBaTtb NTLM-aBTOpM3aumo uepes BHeLlHee NPpUNoXKeHme
winbind. Kpuntorpaduueckuii Mmetog aBTOpm3aLmn.

Wcnonb3osate GSS-Negotiate aBTopuzaumio. Kpuntorpadpudeckuii
MeTOZ, aBTopw3aLmn.
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8.3.3.3. TpaHcnopr

Ha Bknagke TpaHCMOpT HacTpanBatoTCA MapamMeTpbl TPAHCMOPTHbIX MPOTOKO/IOB,
ncnosb3yemblx CepBepoM A/ COeAVHEHUS C KNMEHTaMM.

¢ B Bbinagatowem cnucke LndppoBaHue BbibnpaeTca noantrka wndpoBaHua Tpaduka,
nepesaBaemMoro no kaHany cesazm mexay Cepsepom Dr.Web n nogkatouaeMbiMu K HEMY
knueHTamu: AreHtamu, coceaHnmm Cepsepamu, CeTeBbIMU MHCTAaNNATOPAMMU.

e B Bbinagatowem cnuncke Cxartue BbibnpaeTca pexxmm oxatusa Tpaduka, nepesaBaemMoro no
kaHany cea3n mexay Cepsepom Dr.Web n nogkntouaeMbiMu K HEMY KaMeHTamMu: AreHTaMu,
cocegHnmu Cepsepamu, CeTeBbIMU MHCTAaNNATOPAMMN.

MoapobHee 06 3Tnx NnapameTpax cMm. B N. LLindpoeaHune n cxatmne tpaduka.

o Mpwn BbIObOpe 3HaueHM [la n BO3MOdXKHO /11 cxkaTusa Tpaduka, CTaHeT AOCTyrneH
BblNaAatoLMii CMMCOK YpoBeHb OKaTusa. B 3ToM cnuvcke Bbl MOXeTe BbIGpaTh YPOBEHb
COKaTUA AaHHbIX OT 1 80 9, rae 1 — MUHUMaNbHbLIA YPOBEHb, @ 9 — MakCUMaNbHbIM
YPOBEHb CXaTus.

@ Bosee nogpo6Has nHbopmaLms npueeseHa B pasgene LLUvdbpoBaHve n oxatve Tpaduika.

e B none Knrou wm¢ppoBaHua ana maHgatoB TLS-ceccum 3azariTe nyTb K hanny kKiroua
wndpoBaHna ana MaHaaToB TLS-ceccunin. Vicmonb3yeTca ans BO306HOBAEHUA ceaHca TLS Ha
OCHOBe MaHJaToB ceccuii (session tickets), koTopble WNPYHOTCA C UCNONb30OBAHNEM
3aZlaHHOro Kkoua.

B nogpa3aene TCP/IP HacTpamBatoTcs napameTpbl coeanHeHnin ¢ CepBepoM Mo NpPOTOKOAAM
TCP/IP:

e Apapec v Moprt — cooTBeTCTBEHHO IP-agpec 1 HOMep nopTa ceTeBOro MHTepdeiica, K
KOTOPOMY NMpPVBA3bIBAETCA AAaHHbIN TPAHCMOPTHbIN NPOTOKO. VIHTepdeiic ¢ ykazaHHbIMK
HacTpoiikammn npocaywmsaetca CepBepoMm A/ B3aUMOAENCTBUS C AreHTamu,
YCTAaHOBJIEHHbIMU Ha Paboumx CTaHLMSAX.

e YctaHoBuTe dpnar O6Hapy>keHme, UTo6bI BKIOUNTL CNy>Kby obHapyxeHusa Cepaepa.

e YcraHoBuTe dnar Multicasting, uto6bl ncnonb3oBatb pexxum Multicast over UDP npu
obHapyxeHuun Cepsepa.

¢ Multicast-rpynna — IP-agpec multicast-rpynnel, B kotopon 3apeructpupoaH Cepaep.
Wcnonb3yetcs ana B3anmogencteus ¢ AreHtamum n CeTeBbIMU MHCTANNATOPaMM NPU NMOUCKe
aktnBHbIx CepBepoB Dr.Web cetn. Ecav 3HaueHVe gaHHOTrO NOAS He 3a4aHO, MO YMOYaHUIO
ncnosbsyetca rpynna 231.0.0. 1.

e HasBaHue — nmsa Cepsepa Dr.Web. Ecim oHO He 3agaH0, ncnonb3yeTtca nma, 3ajaHHOe Ha
Bkagke O6uime (CM. BblLlie, B YaCTHOCTW, €C/IN Ha YKa3aHHOW BKaAKE MMS He 3aJaHo,
MCNoAb3yeTca MMA KOMMNbloTepa). Ecan ana npoTokosia 3aAaH0 MHOE M4, YeM
onpegeneHHoe Ha Bikiaske Obuime, NCNoOb3yeTca MMA U3 OnNMcaHusa npoTtokoa. [JlaHHoe
MUMS MCMONb3yeTcA CNy>K601 obHapyxxeHns ana noncka Cepeepa AreHTamu u T.4.
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e Tosnbko nog OC cemenctea UNIX: B none MyTb 3agaeTtca nyTb 4O COKeTa CBA3W, HaNnpumep, ¢
AreHTOM.

@ Bonee nogpo6Has nHbopMaLys nNpuBeseHa B pasdzene Hactpolika ceTeBbiX COeAMHEHWIA.

ﬂ'aHHbIe napamMmeTpbl 3a4a0TCA B q)opmaTe CEeTeEBOro agpeca, npnBeaeHHOro B JOKyMeHTE

MpunoxxeHunsa, B pa3gene [lpunoxerve E. Cneundukalma ceteBoro agpeca.

8.3.3.4. DnekTpoHHas noura

Ha Bk/iaske dneKTpoOHHaA NouTa HacTpavBakOTCA NapaMeTpbl OTNPaBKN 31I€KTPOHHOM MOYThI
n3 LleHTpa ynpaBneHus, Hanpumep, B Ka4ecTBe ONOBELLEHVNA agMUHUCTPATOPa UAN Npu

PacCbliKe NHCTANNALWNOHHbIX MaKETOB CTaHuMVIZ

¢ J/IeKTPOHHaA NMouTa oTrnpaBUTeNs — ajpec ALMKa INEKTPOHHOW NOYTbl, OT UMEHM
KOTOpOro 6yayT oTNpaBAATLCA INEKTPOHHbIE MUCbMa.

e Apapec cepBepa — agpec SMTP-cepBepa, KOTOpbIN ByAeT MCMOb30BaTLCA ANA OTNPaBKM
3/1eKTPOHHOM MOUYTbI.

MopT — nopTt Ana nogxitoyeHnsa kK SMTP-cepsepy. 1o ymonyaHuto nopt 465 npu oTKpbLITUN
OTAENbHOrO 3awmeHHoro TLS-coeanHeHnsa nav nopt 25 B NPOTUBHOM Ciyyae.

Monb3oBatenn, Maponb — Npy Heo6x0AMMOCTH 3a4aliTe UMSA NMONb30BaTENA U NAPOb
nonb3oBaTtens SMTP-cepBepa, ecnim SMTP-cepBep TpebyeTt aBTOpM3aLmn.

Tanm-ayT coeguHeHusa ¢ SMTP-cepBepom — TallM-ayT B CeKyHAaX ANS YCTaHOBEH WA
coeanHeHns ¢ SMTP-cepBepoM. 3HaueHMe — Liesioe NONOXKMNTENIbHOE YNCA0 BobLuee Uan
paBHoe 1.

B BbliMagakoWweM Crincke 3au.|,vrra coeagnHeHunA Bbl6epl/ITe T™Mn LLII/ICI)pOBaHHOFO obmMeHa
AAaHHbIMW:

o STARTTLS - nepekntoyeHme Ha 3alLMLLEHHOe COefMHEeHNe OCYLLeCTBAAETCA Yepes
KOMaHAy STARTTLS. [1o ymMOa4aHUIO ANA COefMHEeHMs npesycMaTpuBaeTcs
ncnonb3oBaHme 25 nopra.

o SSL/TLS — OTKpbITb OTAENbHOE 3aluMiLeHHOe WwWndpoBaHHOe coeanHeHme. 1o
YMOZIYaHUIO ANA COeAMHEHMA NpeaycMaTpmuBaeTcsa UCnoib3oBaHue 465 nopra.

o Het — He ucnosb3oBath WndpoBaHme. OBMeH AaHHbIMK BYAET NPOUCXOANTL NO
He3aLWnLWEHHOMY COeANHEHWIO.

e YcraHosute ¢pnar Ucnonbsosatb CRAM-MDS5 ayteHTndMKaLmro 411 NCMOIb30BaHUA
CRAM-MD5 ayteHTMdMKaLMmM Ha NOUTOBOM CcepBepe.

e YcraHosute ¢pnar Ucnonbsosatb DIGEST-MD5 ayreHTuduKaumio 118 NCNoONb30BaHUA
DIGEST-MD5 ayteHTudWKaLMmn Ha NOYTOBOM CepBepe.

e YcraHosuTte ¢pnar Ucnonbzosatb LOGIN ayreHTudmkaumo a1a ncnonbsosanunsa LOGIN
ayTeHTUdUKaLMM Ha MOYTOBOM CepBepe.

e YcraHosute ¢pnar Ucnonbsosatb AUTH-NTLM ayteHTudpmkaumro 414 NCrnosib30BaHUA
AUTH-NTLM ayteHTnduMKaLMM Ha MOUYTOBOM CepBepe.
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e YcraHoBuTe dnar Ucnonb3oBatb 06bIUHYIO ayTeHTUPUMKALMIO 419 NCMONb30BaHMA plain
text ayTeHTMPUKaLMM Ha MOYTOBOM CepBepe.

e YctaHoBuTe dnar NMpoBepAaTb NpaBuUNbHOCTL cepTudmkata CepBepa UTOOLI NPOBEPATH
npaBuabHOCTb TLS-cepTndukata noutoBoro cepsepa. B none Ceprudpukar Cepsepa
yKaxknte nyTb K kopHeBoMy TLS-ceptndunkaty Cepsepa Dr.Web.

e YctaHoBuTe dnar OTIaAOUHDIN PEXUM A/ NONAYYeHUs AeTanbHOro XypHana SMTP-ceccun.

¢ B nose dnekTpoHHas nourta nosy4artesnei MoxeTe 3aJaTb ajpeca ALMNKOB 31eKTPOHHOW
MOoYTbl, YUTOObI NPOBEPUTL OTNPABKY 3/1EKTPOHHOM MOoYThbl. HaxkmuTe kHonky OTnpaBUTb
TecTtoBOe€ cooblieHne, UTOObI OTNPaBUTL TECTOBOE MUCbMO (aHaNIOrMYHOe ONoBeLlEHNIO
CepBepa) Mo 31eKTPOHHOW NoYTe B COOTBETCTBMM C 3aZlaHHbIMUW HAaCTPOMKaMu B JaHHOM
pasgene.

8.3.3.5. Knacrep

Ha Bknagke Knacrep HacTpanBatotcs napametpsbl knactepa Cepepos Dr.\Web ans obmeHa
MHbOpPMaL e NPU MHOrocepBepHOU KOHOUTYpaLMN aHTUBUPYCHOM CeTU.

Ans ncnonb3oBaHWUs K1acTepa 3ajanTe ciesyrollme napameTpsbi:
¢ Multicast-rpynna — IP-agpec multicast-rpynnsl, yuepes kotopyto Cepepbl HyayT
OCyLLEeCTBNATb O6MeH nHbopMaLmen.

e MopTt — HOMep NopTa ceTeBOro MHTepdenca, K KOTOPOMY NPUBSA3bIBAETCA TPAHCMOPTHbIN
NPOTOKOA AN Nepefayn nHPopmaLumm B multicast-rpynny.

e CpOK XXM3HU — CPOK XM3HW AaTarpaMMbl Npu nepejave JaHHbIX B knactepe CepBepoB
Dr.Web.

e NHTtepdeiic — IP-agpec ceTeBoro nHtepderica, K KOTOPOMY NPUBA3bIBAETCA TPAHCMOPTHbIM
NPOTOKON ANA nepegaun nHbopmaumm B multicast-rpynny.

OcobeHHocTn co3aaHus knactepa CepeepoB Dr.Web npuBegeHbl B pa3zene Knacrep
Cepgepos Dr.Web.

8.3.3.6. 3arpy3ka

Ha Bknagke 3arpyska HacTpauvBatoTcs napameTpbl CepBepa, NCnoab3lyemble npu
bopmumpoBaHUM GarinoB MHCTaNNALMM AreHTa ANS CTaHLMA aHTUBUPYCHOW ceTu. B
AaNbHeNLeM 3T NapamMeTpbl UCMOb3YIOTCA MPU NOAKIOYEHMM MHCTansTopa AreHTa K

Cepsepy:
e Appec Cepsepa Dr.Web - IP-agpec nan DNS-ums Cepsepa Dr.Web.

Ecnn agpec CepBepa He 3ajaH, TO UCMOJb3yeTca UMA KOMMbOTepa, BO3BpallaemMoe
ornepayyoHHOM CMCTEMON.

e MopTt — HOMep NopTa, KOTOPbIV ByAeT NCNOAb30BaATLCA MPU NMOAKIHOUYEHUN MHCTANNATOPA
AreHrta k Cepsepy.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecan HoMep nopTa He 3ajaH, To ucnonb3yetca nopt 2193 (HacTpansaeTtca B LleHTpe
ynpasneHus B pasgene AgmuHucrpupoBaHue — KoHpurypauma Cepsepa Dr.Web —
Bknagka Cerb — Bknagka TpaHCNopT).

Hactpoviku pa3aena 3arpyska COXpaHaoTCa B KOHOUIrypaumoHHOM darne download.conf

(cm. gokymeHT Mpunodkenus, n. G3. KoHburypaumnoHHblin dann download.conf).

8.3.3.7. I'pynnoBble 06HOB/IEHUA

Ha Bkiagke FpynnoBble 06HOBAEHUA HaCTpavBaeTCs nepegava rpyrnmnoBbiXx OOHOBAEHWI Ha
pabouve cTaHUMM No multicast-npoTokony.

YTo6bI BKAHOUNTL Mepesady OOHOBAEHMM Ha CTaHUMK Mo multicast-mpoTokoy, ycTaHOBUTE
dnar Bkarountb rpynnosblie 06HOB/IEHUA.

OcHOBHbI€e MPUHLMMbI Pa6oTbl rPynnoBbix 06HOBIEHMIA:

1. Ecav rpynnoBble 06GHOBAEHWS BKIKOYEHbI, TO 4151 BCEX CTaHLUM, NOAKIHOUYEHHbIX K JAHHOMY
CepBepy, 06HOBNEeHWe ByaeT OCyLLEeCcTBAATLCA B ABa 3Tana:

a) CraHuMM NpocaylmBatoT 3ajaHHble multicast-rpynnsl, B koTopble Bxoaut Cepsep. Mpu
NOCTYNAEHUN rPYrnnoBbIX OOHOBAEHWUN, CTAHLMM CKauMBaOT Ux Yepe3 multicast over
UDP.

b) Mocne nepesaum rpynnoBbix 06HOBAeHUI CepBep OTNpaBAseT CTaHAapTHOE
OMnoBeLLeHNe CTaHLUMAM O Haanumm obHoBeHWI. Bce, uTo He yaanock ckavaTtb Yepes
rpynnoBble OBHOBAEHWA, CTaHL MM AOKaUMBatOT Kak NpW CTaHAaPTHOM OBHOBAEHMMU MO
npotokoay TCP.

2. Ecav rpynnoBblie 06HOBAEHMA OTK/IOYEHbI, OOHOB/IEHNE AN BCEX CTaHL MM
OCYLLECTBASAETCA TONbKO LWITAaTHbIM cCNOCO60M — no npoTokony TCP.

[Ana HaCTPOWKM rpynnoBbIX OBHOBAEHUI UCMONb3YHOTCA CeAytoLLMe NnapamMeTpbl:

¢ Pasmep UDP-pararpammbl (6aiTbl) — pasmep B 6aritax UDP-gatarpamm, ncnonb3syembix
multicast-npotokonom.

Jdonyctumbii anana3oH 512 — 8192. Bo nsbexxaHum GparmeHTaumm pekoMmeHayeTca
3a/,aBaTb 3HayeHMe MeHblue MTU (Maximum Transmission Unit) ncnons3yemom cetu.

e Bpemsa nepegauu ¢aiina (mc.) — B TeueHme 3aZlaHHOrO MHTEPBasa OCyLLEeCTBASETCA
nepegaya ogHoro daina obHoBAEHMs, Mocie yero CepBep HauMHaEeT OTNpPaBKy
cneayrollero dpanna.

Bce dawinbl, KOTOpble He yaanock Nepesatb Ha 3Tane 06HOBAeHMA No multicast-npoTokony,
6yayT nepesaBaTtbCA B NpoLecce CTaHAapTHOro obHoBaeHMa no npotokony TCP.

e NUTeNbHOCTb rPYyNMNoBbIX 06HOBIEHU (MC.) — J/IMTENBHOCTL NpoLiecca 06HOBAEHMWSA MO
multicast-npoTokony.

Bce daninbl, kOTOpbIe He yaanock nepesaTtb Ha 3Tane oO6HoBAeHMsA No multicast-npoTokony,
6yayT NnepesaBaTtbCs B MpoLecce CTaHAAPTHOTO 06HOBeHUs no npoTtokoay TCP.

¢ MiHTepBan oTnpaBku nakeToB (Mc.) — MHTepBas OTNpaBKkM NakeToB B multicast-rpynny.
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Manoe 3HaueHVe NHTepBana MOXET MPUBECTM K 3HaUMTENbHbIM NOTEPAM Npu nepejave
NnakeToB M Neperpy3unTb ceTb. He pekoMeHayeTca N3MEeHATb 3TOT NapameTp.

¢ VIHTepBan mexxay 3anpocaMmu Ha NOBTOPHYIO nepegavy (Mc.) — C JaHHbIM UHTEPBaJIOM
AreHTbl OTNPaBAAIOT 3aNPOChl Ha MOBTOPHYHO Nepesaydy NOTEPAHHbIX NaKEeTOB.

Cepsep Dr.Web HakananBaet 3T 3anpockl, MOC/Ae Yero nepecbiiaet NoTepsHHbIe 6a0KN.

e NHTepBan “TUlIMHBI" Ha IMHUKM (MC.) — B C/lyYae 3aBepLueHums nepegauv danna ao
NCTeYeHNs OTBEAEHHOrO BPEMEHU, eCNV B TedeHMe 3alaHHOro nHTepBana "TMWnHbL" OT
AreHTOB He NOCTYNWAO 3anMpoOCOB Ha MOBTOPHYHO Nepesady NoTepaHHbIX nakeTos, Cepeep
Dr.Web cuutaert, uto Bce AreHTbl ycnewHo noayunaum eannbl OGHOBNEHMA, N HauMHaeT
oTnpaBky cnegyrowero danna.

¢ IHTepBan HaKoN/IeHMsA 3anNpPoCcoB Ha MOBTOPHYIO Nepeaauy (Mc.) — B Te4eHMe yKazaHHOro
nHTepeana CepBep HakanaMBaeT 3anpocbl OT AreHTOB Ha MOBTOPHYO nepeaavy
NOTEPSAHHbIX MaKeTOB.

AreHTbl Nepe3anpalumBatoT NoTepsiHHbIe nakeTsl. CepBep HakanaMBaeT 3TW 3anNpochl B
TeUEeHMe yKazaHHOro BPeMEHW, MOC/Ie Yero nepecbinaeTt noTepsiHHbie 610Ku.

YTtobbl 3asaTb cnncok multicast-rpynn, yuepes KoTopble ByAeT JOCTYMHO rpynmnoBoe
0H6HOBNEHWE, HACTPOLTe CreaytoLme napameTpbl B nogpaszgene Multicast-rpynnbi:

e Multicast-rpynna — |IP-agpec multicast-rpynnel, yepes KkoTopyto cTaHuuuM byayT nony4yatb
rpynnoBble O6HOBAEHWA.

e Mopt — Homep nopTa ceteBoro nHTepderica Cepepa Dr.Web, k koTopomy npuBsa3biBaeTcs
TpaHcnopTHbIM multicast-npoTokon ans nepesauv O6HOBAEHUN.

[ns rpynnoBbix 0OHOBAEHMA HeOBX0AMMO 3a4aBaTb 060N CBOOOAHBIV MOPT, B YAaCTHOCTH,
‘ OT/INYHbIV OT MOPTa, KOTOPbIA Ha3HaUYeH B HACTPOMKax AN PaboTbl TPaHCMOPTHOrO
npotokosia camoro Cepsepa.

e CPOK YXU3HU — CPOK XM3HM AaTarpaMmbl Npu nepeaude JaHHbIX B NpoLecce rpynnoBbIX
OBHOBNEHUMN.

e NuTtepdeiic — IP-agpec ceteBoro nHtepderica Cepsepa Dr.Web, k kotopomy
NpVBA3bIBaETCA TPAaHCMOPTHbLIN Mmulticast-npoTokon ana nepesaym O6HOBAEHWUN.

B kaxxzoM cTpoke 3asatoTcs HacTponku ogHour multicast-rpynnel. Ans gobaBneHus ele
oAHOWN multicast-rpynnbl HaXXmMuTe +]

Mpwn 3agaHnm Heckonbknx multicast-rpynn, obpatnuTe BHMMaHWe Ha caeayrolime
0CObeHHOoCTH:

e ins pa3Hbix CepBepoB Dr.Web, kotopble 6yayT paccbinaTb rpynnoBble O6HOBAEHMS,
[LOMKHBI 3aZlaBaTbCA pa3nnyHble multicast-rpynnbi.

e [1na pa3Hbix CepBepoB Dr.Web, kotopble 6yayT paccbinaTb rpynnoBblie 0OHOBAEHWS,
HeobxoAnMO 3agaBaTb pa3anyHblie napameTtpbl UHTepdeiic n Mopr.

e [pun ncnonb3oBaHUK HeckobkMx multicast-rpynn, Habopbl CTaHLMI, BXOAALME B JaHHbIE
rpynmnbl, He JO/XHbI MepecekaTbcs. TakuM 06pa3oM, kaxzas CTaHLUMA aHTUBMPYCHOW ceTu
MOXeT BXOAWUTb TOJIbKO B OAHY multicast-rpynny.
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B pa3aesne CNMCOK KOHTPOJA AOCTYNa 33/at0TCsA OrPaHNUYEHNs Ha CeTeBble ajpeca CTaHLuN,
KoTopble ByayT noayyaTb rpynmnoBbie O6HOBAEHUS:

e CTaHUMK, KOTOPBIM pa3peLleHOo NoayyaTb rpynnoBbie 06HOBAEHMS, BYAyT NpOCayLINBaTh
3afjaHHble multicast-rpynnbl 1 nonyyaTb OGHOBAEHMSA MO CTaHAAPTHOM cxeme (CM.

npoueaypa 1).

e CTaHLMN, KOTOPbIM 3aMnpeLLeHOo nosyyaTb rpynnoBble OOHOBNEHMA, HE MPOCAYLLNBAOT
3af,aHHble multicast-rpynnbl Ha Hannune o6HOBNEHMIA, @ CKauMBatOT BCe OOHOBEHMA NO

TCP (cm. npoueaypa 2).

HacTpolika cnnckoB OCyLLEeCTBAAETCA aHa0TMYHO HaCTPOMKe CNNCKOB pa3jena
be3zonacHoCTb.

8.3.4. Ctatuctuka

Ha BKJlagKe CraTtuctuka 3ajaeTca CtTaTucTtnyeckan |/|Hc|>op|v|a|_|,vm, KOTOpPaA 3anncblBae€TCA B
KYPHaa NPOTOKOJ1a N 3aHOCUTCA B 633y AaHHDbIX CepBepa.

Ana perncrpauum n gobasnenuna B b/, nnpopmauum cooTBeTCTBYIOLLETO TUNA
ycTaHoBUTe cieayouue pnaru:

e CocTofiHMe KapaHTUHA — Pa3peLlaeT MOHUTOPUHT COCTOSIHMA KapaHTHa Ha CTaHLMAX 1
3anucb MHGopmauumn B 6a3y AaHHbIX.

¢ CoctaB 06opyAoBaHMA M NporpaMm — pa3peLluaeT MOHUTOPUHI COCTaBa annapaTHo-
nporpaMMHoro obecrneyeHma cTaHUMK 1 3anucb MHOGopMaunm B 6asy JaHHbIX.

¢ CnNucok Mmoaynein CTaHLMIA — paspeLlaeT MOHUTOPUHT CNncka Mogynein AHTMBMpPYCa,
YCTaHOBJIEHHbIX Ha CTaHLMAX, U 3anncb MHGOpMaLuun B 6asy AaHHbIX.

e CNXCOK YCTaHOBJ/IEHHbIX KOMIMOHEHTOB — pa3peLllaeT MOHUTOPUHT CMUCKa YCTaHOBIEHHbIX
KOMMOHeHTOB AHTMBMpPYca (CkaHep, MOHUTOPLI U T.MN.), yCTAHOBJIEHHbIX Ha pabouel
CTaHUMK, 1 3anucb MHGopMaLmn B 6a3y JaHHbIX.

e Ceccum nosb3oBaTtesieil CTaHL UM — pa3pellaeT MOHUTOPUHI CECCUI MOb30oBaTeNen
paboumx CTaHUMA 1 3anncb B 6a3y JaHHbIX PerncTpaLnoHHbIX UMEeH NoJib30BaTesen,
BOLUEALIVX B CUCTEMY Ha KOMMbIOTEPE C YCTAHOBAEHHBIM AreHTOM.

¢ 3anyck/3aBepLueHMe KOMMOHEHTOB — pa3pellaeT MOHUTOPUHT MHQOPMaLIMKM O 3anyCcke U
3aBepLUeHnn paboTbl KOMNOHeHTOB AHTUBMpPYCa (CkaHep, MOHUTOPbI U T.N.) Ha pabounx
CTaHUMAX 1 3anucb nHGopmaLumm B 6a3y AaHHbIX.

e O6Hapy>keHHble yrpo3bl 6e3onacHOCTU — pa3peLlaeT MOHUTOPUHT OBHapy>XeHWs yrpos
6e3onacHocTn pabounx cTaHUUIW 1 3aNncb MHPOPMaLMKM B 6a3y AaHHbIX.

Ecan dnar O6Hapy>KeHHble Yrpo3bl 6€30MacHOCTU YCTaHOBJ/IEH, Bbl TaKXKe MOXeTe
HaCTPOWTb JOMONHUTE/IbHbIE NapaMeTPbl CTaTUCTMKM MO Yyrpo3am.

o YctaHoBuTe dar OTcneXxmBaTh INUAEMUN, UTOObI BKIHOUNTD PEXMM OMOBELLEHNA
ajMUHUCTPaTOpa O CAy4Yasx BUPYCHbIX anuaemuid. Ecam dnar cHAT, onoBeLleHns o
BUPYCHbIX 3apaXKeHunaAxX ByayT OCyLLecTBAATLCA B 06bIYHOM pexxume. [Mpu
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yCTaHOBNEHHOM ¢are Bbl Takke MOXeTe 3aaTb Clefyrolie napamMeTpbl OTCAEXNBAHMWSA
BMPYCHbIX 3NNAEMUNA:

* Mepuog, (c) — NpoMexXyToK BpeMeHU B CEKYHAAX, 3@ KOTOPbIA AONXKHO MPUATU
3a/laHHOE KONIMYEeCTBO COOBLWEHMI O 3apaxeHunsx, utobbl Cepsep Dr.Web otnpasnsn
aAMUHUCTPaTOPY eAMHOe yBeAOMAEHME 06 3NNAEMUM Ha BCE ClyYan 3apa>KeHuns.

* KonunuectBo coobueHnii — KOANMYeCTBO COOBLLEHNI O 3apaXkeHNaAX, KOTopble
AOJKHbBI MPUATK 3a 3al@aHHbIA MPOMEXYTOK BpemeHu, utobbl Cepeep Dr.Web
oTNpaBAAN aAMUHUCTPATOPY eAnHOoe yBeJOMIeHne 06 anMaeMnmn Ha Bce cayvau
3apaxxeHus.

* KonuuectBo Hanbosiee pacnpocTpaHeHHbIX Yrpo3 — KOJIMUYeCTBO Hanbosiee Yacto
BCTPEUaOLLMXCA YrPO3, KOTOPblE HEOBXOANMMO BKAKOUMTL B OTUET 06 3nnaemMusX.

o YctaHoBuTe dnar FpynnupoBath oTueTbl MpeBeHTUBHOM 3aUThbl, YTOObLI NpPUCbIIaTb
€4VHbI CYMMapHbIN OTYET O MHOXECTBEHHbIX COObITUAX [1peBeHTUBHOM 3alumTbl. Ecau
dnar cHAT, cobbITNA NpeBeHTUBHOW 3aLUnTbl OyAyT NPUXOAUTL B OTAE/bHbIX
ornoBseLeHnAX BHe 3aBUCUMOCTU OT UX KonuyecTtsa. [1pu yctaHoBaeHHOM dnare Bbl
TaKKe MOXeTe 3a4aTb c/iefyroLlme napaMmeTpbl rpyrnnmMpoBKY OTYETOB:

* Mepuog, (c) — NpomMexXyToK BpeMeHU B CEKYHAAX, 3@ KOTOPbIA AONXKHO NMPUATU
3a/laHHOe KO/IMYecTBO COObLLEeHNI O cObbITUAX [TpeBEHTUBHOM 3aLMTbl, UTOObI
Cepep Dr.Web otnpaBnsn agMUHUCTPATOPY €AUHbBIA CYMMapHbIA OTYeT 06 3TUX
cobbITUSAX.

» KonunuectBo cobbiTUiA — KOIMYECTBO COObLITUI [TpeBEHTUBHOM 3aLUUThI, KOTOPbIE
AODKHbBI MPUATY 3a 3alaHHbIN MPOMEXYTOK BpeMeHu, utobbl Cepsep Dr.Web
OTNPaBAAN aAMUHUCTPATOPY €AVHbIA CYMMapHbIA OTYET 06 3TUX COOBLITUAX.

= KonnuectBo Hanbosiee akKTUBHbIX npouyeccoB — KOJINYECTBO Hanbonee yacto
BCTPEeYaroLWmnxca npoueccoB, oCywecTBUBLUIMX NOAO3PUTENIbHOE [l,el‘/’ICTBVIe, KOTOpPbIE
H€O6XOAI/IMO BKJIKOUNTb B OTUET npeBeHTMBHOIz 3alnThbl.

o [lna aKTMBaLmMmM OTNPaBKN CTaTUCTUKM NO OBHapY>KeHHbIM yrpo3amM 6e3onacHoCTu
CTaHUMI B KOMNaHuto «Jloktop Beb» yctaHoBUTe dnar OTNpaBAATbL CTaTUCTUKY B
komnaHuio «Jiokrop Be6». CTaHyT JOCTYMHbI CegyroLime Nons:

* MiHTepBan — nHTepBan OTNpaBKku CTaTUCTUKU B MUHYTAX;
* Uaentndukarop — MD5-kntou (HaxoamTca B KOHOUrypaumoHHoM danne Cepsepa).
Obs3aTenbHbIM Nonem ABaAseTcs ToNbko MHTepBan oTnpaBkun CTaTUCTUKMN.

e OWKM6KM CKAHUPOBAHUA — Pa3peLlaeT MOHUTOPUHT OBHapy>XXeHUs ownboK Npwu
CKaHMpPOBaHMMN Ha paboumnx CTaHUMAX U 3aNnCb MHGOPMaL MK B 6a3y AaHHbIX.

e CTaTUCTUKA CKAHUPOBAHUA — Pa3peLlaeT MOHUTOPUHT Pe3ybTaTOB CKAHNMPOBAHMA Ha
paboumx cTaHuMAX 1 3anmcb MHGopMauun B 6asy AaHHbIX.

e NHcTtannauum AreHToB — paspeluaeT MOHUTOPUHT MHPOPMaLMK 06 MHCTaNAALMAX
AreHTOB Ha paboumnx CTaHLMAX 1 3anncb ee B 6a3y AaHHbIX.

o )Kyp|-|an BbINOJIHEHUNA 3ap,a|-|V|D'| Ha CTaHUUAX — pa3peiaeT MOHUTOPUHT Pe3y/ibTaTOB
BbIMOJIHEHWA 3a4aHNA Ha CTAaHUMAX N 3alMNCb UX B 6a3y JaHHDbIX.
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e CocTosiHMe CTaHL MW — pa3pellaeT MOHUTOPUHT U3MEHEHWIM COCTOAHMUA CTaHLMA 1 3aMnchb
nHbopmauymnm B 6a3sy gaHHbIX.

o CocTosiHMe BUPYCHbIX 6a3 — pa3pellaeT MOHUTOPUHT COCTOAHMUSA (COCTaBa, U3MEHeHUs)
BMPYCHbIX 6a3 Ha CTaHUMK 1 3anucb MHGopMauum B 6a3y gaHHbix. Dnar JOCTyneH,
TOIbKO ecn ycTaHoBaeH diar CoOCTosHMe CTaHLUUNA.

e JlaHHblEe O MeCTOMOJIOXKEHWUN — pa3peLlaeT noay4atb MHGOPMaLMIO O MECTOMONOXEH M
CTaHUMIA ¥ 3anuncbiBaTb MHPOPMaLUto B 6a3y AaHHbIX.

Ansa npocmotpa cratucTuueckom uHpopmavum:

1. BblbepunTe NyHKT rnaBHOro MeHto AHTUBUpPYCHasA CeTb.
2. B nepapxmueckom cnivcke Bbibepute CTaHLMIO UAK TPYMMy.

3. OTkpoWnTe COOTBETCTBYHOLUMIN pa3zen ynpaBastoLLero MeH (CM. Tabaunuy Huxe).

MoapobHoe onuncaHve CTaTUCTUYECKUX AaHHbIX MPUBEAEHO B pa3gene [1poCMOTD CTaTUCTUKU
: N0 paboyent cTaHUMu.

B Tabanue Huxe npuBeaeHo cooTBeTCTBUE daroB 13 pasgena CraTUcTUKa B HaCTPOMKax
CepBepa 1 NyHKTOB yrNpaBAAIOLWEro MeHIo Ha cTpaHuLe AHTUBMPYCHaA CeTb.

Mpw cHATUM dnaroB Ha BKk1agke CTaTUCTUKA, COOTBETCTBYHOLLME UM MYHKTbI OYAYT CKPbIThI
M3 yNpaBAsIOLLErO MEHHO.

Ta6nunua 8-1. CoorBetcTBME HacTpoek CepBepa U MYHKTOB YNpPaB/AOLLErO MEHIo

Hacrpoiiku CepBepa MyHKTbI MeHIo

CocTofiHME KapaHTUHa O6uwue — KapaHtuH

KoHdpurypauma — Windows — Arent Dr.Web — ¢nar Pazpelwntb
yAaneHHoe ynpaB/eH/e KapaHTUHOM

CoctaB obopysoBaHua 1 O6uwue — ObopysoBaHMe 1 NPOrpaMmbl
nporpamm
Ob6uwme — CpaBHeHve 06opys0BaHUA 1 NporpamMm

Cnncok Moaynew cTaHumm Cramuctnka — Mogynu

CnNncok yCTaHOBNEHHbIX O6uine — YcTaHOBAEHHbIE KOMMOHEHTbI
KOMMOHEHTOB
Ceccum nonb3oBaTenemn O6uwwme — Ceccun nosnb3oBaTenemn

CTaHumMm

3anyck/3aBepLueHve
KOMMOHEHTOB

Cratuctka — 3anyck/3aBepLueHue
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Hacrpoiiku CepBepa MyHKTbI MeHIo
O6Hapy>eHHble yrpo3bl Cramuctnka — Yrpos3bl
6e3onacHoCTK

Cratuctmnka — CraTtucTuka yrpos

OWwmnbKN CKaHMPOBaHWA CraTtuctka — OwmbKu
Cratnctmka ckaHMpoBaHMA Cratuctmka — CraTuCTvKa CKaHMpPOBaHUA
WHctannaumm AreHtoB Cratuctnka — UHctannaumm AreHTos

XKypHan BbinosHeHus 3agaHuin  CTatucTvka — 3agaHus

Ha CTaHLyW
CraTtuctmka — BupycHble 6a3bl

CocTtosaHMe cTaHumin Cratuctnka — CocTtosiHme
CratucTuka — BupycHble 6a3bl

CocrosiHve BUPYCHbIX 6a3 CratncTuka — BupycHble 6a3bl

8.3.5. be3zonacHocTb

Ha Bknaske besonacHOCTb 3a/at0TCA OrpaHNYEHMA Ha CeTeBble agpeca, C KOTOPbIX AreHThbl,
ceTeBble MHCTaNNATopbl U apyrue (coceaHne) Cepepbl Dr.Web cmoryt nonyuate goctyn K
faHHomy Cepsepy.

YnpaBneHue XxypHanoMm ayamTta CepBepa OCyLLeCTBASETCA NPU NOMOLLM cheayrolmx Gpaaros:
e AyauT onepauuii agMUHUCTPaTOpa pa3peLlaeT BeJeHne XypHana ayauTta onepaumi
aagMuHUCTpaTopa ¢ LleHTpom ynpaBieHus, a Takke 3anunck xypHana B b/,

e AyauT BHYTPEHHUX OnepaLMi cepBepa pa3peLlaeT BeJeHne XypHaia ayanta BHYTPEHHMUX
onepauumn Cepsepa Dr.Web v 3anucbh xypHana B b/,

e Ayaut onepauuii Web API pa3peluaet BegeHne XXypHana ayauTa onepaumnii yepe3 XML API
n 3anuck XypHana B b/,

| XKypHan ayamta MOXHO NOCMOTPETb, BbIOpaB B rMaBHOM MeHIO AMUHUCTpUpPOBaHUue
nyHkT XKypHan ayaura.

Ha BKJlagKe besonacHocTb pa3MeLlaroTca 40NONHNTENbHbIE BKAAAKN, Ha KOTOPbIX
HaCTpanBakOTCA OrpaHNYeHnAa Ana COOTBETCTBYHOLWUX TUTOB COG,D,VIHeHI/Il\/’I:

e AreHTbl — CMNCOK OrpaHnYeHni Ha IP-agpeca, c kotopbix AreHTsl Dr.Web moryT
noakntoyatbca K gaHHomy Cepsepy.

e NHcTannaTopbl — CNYCOK orpaHnyeHnin Ha IP-agpeca, ¢ KOTOPbIX MHCTaNNATopbl AreHTOB
Dr.Web moryt nogiitouatbca k saHHoMy CepBepy.

PyKkoBOACTBO aAMAHUCT paTopa
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e CBA3M — CNUCOK OrpaHmYeHnin Ha IP-agpeca, c koTopbix cocegHne Cepsepbl Dr.\Web moryt

noakntoyatbca K gaHHomy Cepsepy.

e Cny>k6a o6Hapy>XeHUA — CMNCOK OrpaHnyeHmnii Ha IP-agpeca, ¢ KOTOpbIX MPUHUMAOTCA

LUIMpOKOBeLLaTeNbHble 3anpochkl caykbon obHapyxeHuns Cepeepa.

UT06bI HACTPOUTbL OrpaHUUEHMs AO0CTyNa (3aAaroTcA OTAENbHO ANA AreHToB,
MHcTrannaumm, cocegrHnx CepsepoB nam Cny>x6bl o6Hapy)keHuns):

1.

YcTtaHoBuTe dpnar Ucnonb3oBaTb 3TOT CNMCOK AOCTYMNA, YTOObI 3a4aTh CMINCKN
pa3peLUeHHbIX WY 3anpeLleHHbIX agpecoB. Ecam dnar cHAT, Bce coeanHeHns byayT
pa3peLleHbl.

Utobbl pazpewmnTb goctyn ¢ onpegeneHHoro TCP-agpeca, BkatounTe ero B cnncok TCP:
paspeweHo nan TCPv6: paspeLueHo.

Utobbl 3anpeTuTb kKakon-nmbo TCP-agpec, BkatoumTe ero B cnmcok TCP: 3anpewyeHo nav
TCPv6: 3anpeLyeHo.

Ajapeca, He BK/IFOYEHHbIE HU B OAMH U3 CMNCKOB, pa3peLuaroTca 1iamn 3anpeLuaroTcs B
3aBMCUMOCTM OT TOTO, yCTaHOBAEeH v ¢pnar NMpuoputeTHocTb 3anpeTa. Ecav pnar
yCTaHOBJ/EH, CNNCOK 3anpeweHo nmeeT 6oJiee BbICOKUA MPUOPUTET, YEM CMMCOK
PaspelueHo. Aspeca, He BKIHOUYEHHbIE HU B OAMH M3 CMUCKOB MW BKJIOYEHHbIE B 06a,
3anpewatotca. PaspeluatoTca TO/IbKO ajpeca, KOTopble BKIHOUYEHbI B Ccok PaspelueHo v
He BK/IFOUYEHbI B CNMCOK 3anpeLeHo.

UTo6bl OTpeAaKTUPOBATb CMUCOK aApPecoB:

1.

BBeanTe ceTeBOM aspec B COOTBETCTBYHOLLEE NOe B BUAe: </P-adpec>/ [ <npegukc
cemu>].

. ﬂ,flﬂ AO6aB}'IeHI/IFI HOBOTO MoJiA ajgpeca HaXMute KHOI'IKy COOTBETCTBYHOLLETO pa3jena.

3. [Ana yaaneHnsa nona Haxmmre KHOI'IKyE HanpoTnB yansieMoro ajpeca.

ﬂ,l'lﬂ nPpUMeHeHNA HaCTpOoeK HaXXMUTE KHOTKY COXpaHVITb.

| Cnnckn ans BBoga agpecoB TCPv6 6yayT oTobpaskeHbl, TOIbKO eCM Ha KOMMbLOTEpe
ycTaHoBaeH uHTepdenc IPvé.

Mpumep ncnonb3oBaHus npegpukca:

1.

Mpedukc 24 obo3HauaeT ceTn ¢ Mackon: 255.255.255.0
Copepxut 254 agpeca.

Azpeca XOCTOB B 3TUX CeTAX BMAa: 195.136.12.*
Mpednkc 8 obo3HavaeT ceT ¢ Mackom 255.0.0.0
Cogepxut go 16387064 agpecos (256*256*256).

Azpeca XOCTOB B 3TUX CeTAX BUAA: 125 . * . * . *
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8.3.6. Ko

Ha BKJ1lagKe Kaw 3a4ak0TCA NapaMeTpbl OUNCTKM CEPBEPHONO K3Lla:

° ﬂepwop, OYUCTKU Kdla — NEPNOJNYHOCTb NMOJIHOWM OYMCTKM K3LLa.

e daiinbl B KapaHTUHE — MEePUOANYHOCTb YaaneHms dannos B KapaHTMHe Ha CTOpOHe
Cepsepa.

¢ daiiNbl peno3uTopus — NEPMOANYHOCTb yaaneHuns GaliioB B peno3nTopun.
¢ Kaw ¢aitnoB — nepnoamnyHoCTb OUMCTKM HanoBOro KaLua.

° MHCTaJ'II'ISILI.VIOHHbIe nakeTbl — NepPNOANYHOCTb yaasieHNA nNepCoOHaNbHbIX N TPYNMNOBbIX
MHCTaNNALUMNOHHbBIX MakKeTOB.

HaxwmuTe KHonky % YaanuTb Bce MHCTaNNALMOHHBIE NAKeTbI ceiiuac, UTobbl yaaauTh Bce
paHee co3jaHHble NepCcoHalbHble Y FPYNMOBble NHCTANNALMOHHbIE NakeTbl, HAXOAALLMECS B
kaTasore installers—-cache katasora var. ObpaTute BHMMaHMe: Npy obpalleHnmn K
AaHHbIM MakeTaM A CKauMBaHWSA, OHW ByayT Co3/aHbl 3aHOBO, UTO MOXET 3aHATb
HekoTOpoe BpeMs.

I'Ipvl 3a4aHnnN YNCZIOBbIX 3HaUEeHUN o6paT|/|Te BHMMaHME Ha BblaatolWwine Crnnckn ¢ eaMHNUamMun
° n3mMepeHna nepnognyHoOCTn.

8.3.7. ba3a gaHHbIX

Ha Bkiaske basa aaHHbIX 3agaeTca Bbibop CYB/, Heobxoanmou ana GyHKLMOHUPOBAHUS
Cepsepa Dr.Web.

| Crpyktypy B/l Cepeepa Dr.Web MO>XHO noayumntb Ha OCHOBe sgl-ckpunTa init.sql,
: pacrnoNoXeHHOro B MojKaTtanore etc Katasora yctaHoeku Cepsepa Dr.Web.

UTob6bI 3aaaTb NapameTpbl paboTbl ¢ 62301 AaHHbIX:

1. B none KonnuecrBo coeamHeHUA 3a7aliTe MakCMMaabHO AOMYCTUMOE KOIMYECTBO
coeanHeHnin CepBepa ¢ 6a30M AaHHbIX. 3HaYeHWe, yCTaHOBIEHHOE MO YMOIYaHUIO,
PEKOMEHAYeTCs U3MEHATb TOJIbKO MOC/e COrlacoBaHMA CO CYXXOOM MOAAEPIKKM.

2. YctaHoBuTte dpnar ABToMaTUUecKku oumwatb 6a3y AaHHbIX Nocse npoueayp
ob6cnyXkuBaHus, UTOObl aBTOMATUUECKN NPOBOANTL OTIOXEHHYHO OUMCTKY 6a3bl AaHHbIX
nocne ee nHMUMann3aumm, obHosaeHns n umnopta. Ecam ¢nar cHAT, aBTOMaTUyecKkas
ouncTka He ByzeT BbIMONHATLCA. B 3TOM cnyyae pekoMeHayeTcs HacTPOUTb 3ajaHune
Ouncrtka 6a3bl gaHHbIX B pacnucaHum CepBepa Uan BbINONHATb OUNCTKY BPYYHYHO Yepes

pa3gen YnpasneHue 6a30u JaHHBbIX.
[lns BbINONHEHMA aBTOMATUYECKOM OYMCTKMN CO3AaEeTCA CKPbITOE 3ajaHne B pacnucaHunm

CepBepa. 3agaHue BbinoaHAeTCAa 6anKarwen Houbto nocae 0603HauYeHHbIX NpoLeayp
obcnyxumBaHus, B 01:17 no mectHomy BpemeHu CepBepa. 3ajaHne BbIMOJHAETCS TONbKO B
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TOM C/lyyae, ecin B pacnucaHum Cepeepa He 3an1aHUPOBaHO APYyroro 3agaHns Oumncrka
6a3bl AaHHbIX B TeyeHue B6aMxKalLnX CyTOK OTHOCUTENbHO 0603HaUeHHbIX NpoLueayp
obcny>xmBaHUA.

3. B Bbinagatowem cnucke basa gaHHbIX BbibepuTe TN 6a3bl AaHHbIX:
e MySQL - BHewHAsa b/,

e ODBC - ans ncnosnb3oBaHua BHewHel b/l uepe3 ODBC-coegnHeHve,

A

Mpun BO3HWKHOBEHWUM NpeaynpexaeHnii namn owmnbok B pabote Cepeepa Dr.Web ¢ CYB/,
Microsoft SQL Server uepe3 ODBC cnesyet y6eauTbCs, UTO Bbl UCMONb3YyETe NMOCAEAHIOH
foctynHyto Bepcuto CYB/L ans gaHHOW pejakumu.

C 1em, kak onpeaenntb Haan4dme I/ICI'IpaB}'IeHI/II7I, Bbl MOXXeTe O3HaKOMUTbLCA Ha C.I'IGAyI-OLLI,Gf;I

cTpaHuue koMnaHum Microsoft: https://support.microsoft.com/en-us/kb/321185.

¢ Oracle — BHewHasa B/l ana nnatdopm, kpome FreeBSD,

A

Mpw ncnonb3oBaHum BHelw Hen CYB/, Oracle uepes ODBC-noakntoueHne He0H6XoANMO
yCTaHOBUTL NocnesHroto Bepcnto ODBC-apanBepa, noctaBasemyto ¢ gaHHow CYB/,.
WNcnonb3zosaHne ODBC-gpatiBepa Oracle, noctaBasemoro Microsoft, kateropuuecku He
peKoMeHA0BaHo.

e PostgreSQL - BHewHAs B/,

e SQLite3 — BcTpoeHHasa b/, (komnoHeHT CepBepa Dr.Web).

4. 3apanTe HeobXxoAMMbIe HaCTPOWKM ans paboTbl ¢ B/

e [Ina BcTpoeHHbIx BJl, npn HeobxoanmocTy, BBeanTe B nose Uma dpaina nonHbivi NyTb K
danny c 6a3on AaHHbIX 1 3ajaliTe pa3Mep KILW-NaMATU U PEXMM 3aNnCK JaHHBIX.

e [NapameTpsbl ana BHelWwHUX b/l onucaHbl B JokymeHTe MpunodxxeHus, B pasjene
MNpunoxeHune B. Hactponku, Heobxoanmble ang ncnoabiosaHma CYB/. Mapamerpsl

apavisepos CYB/L.

5. [lna npuMeHeHWa 3afaHHbIX HAaCTPoeK HaXXMuTe KHoNKy CoXxpaHUTb.

VA

[Anctpunbytme Cepeepa Dr.Web cogep>ut BCTPOEHHbIE KANEHTbI A/15 NOAAEPKMBAEMBbIX
CYB/, noatomy:

e Ecau Bbl NnaHMpyeTe MCNoab30BaTb NocTaBaseMble BMecTe ¢ Cepsepom Dr.Web
BCTpOeHHble knneHTbl CYB/l, To npw ycTaHoBKe (06HOBAeHWM) CepBepa, B HACTPOMKax
WHCTannsTopa ybeamtech, UYTo pa3peLleHa YCTaHOBKA COOTBETCTBYHOLLLErO BCTPOEHHOTO
knneHta ans CYB/[ B pa3zene Moppepikka 6a3 fgaHHbIX.

e Eciv Bbl NNaHVpyeTe UCMoONb30BaTh B kKavecTBe BHeLHel 6a3bl gaHHbIx B/] Oracle uepes
ODBC-nogknroyeHune, To Npu yctaHoske (06HoBAeHWM) CepBepa, B HacTpOMKax
MHCTaNnsaTopa OTMEHWTE YCTaHOBKY BCTPOEHHOTo kaveHTta ans CYB/, Oracle (B pa3aene
Mopapepikka 6a3 gaHHbIX — [lpaliBep 6a3bl AaHHbIX Oracle).

B npoTmBHOM ciiyyae paboTa ¢ b/l uepe3 ODBC 6yzeT HeBO3MOXHa M3-3a KOHMANKT
6ubavoTek.

PyKkoBOACTBO aAMAHUCT paTopa
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NHctannatop CepBepa NoAAepXKMBAET PEXUM M3MEHeHWs NpoaykTa. s gobasaeHus uim

yAaneHna OoTAeNbHbIX KOMMNOHEHTOB, Hanpumep, ,D,pal‘/lIBepOB ANA ynpaBJieHuA 6azamn
AdHHbIX, 4OCTAaTOYHO 3anyCTUTb UHCTaNNATOP CepBepa n Bbl6paTb BapuaHT N3meHunTDb.

Mo ymon4aHUIo NpeaycMoTpeHO ncnoab3oBaHue BctpoeHHon CYB/. Beibop atoro pexunma
CO3JaeT 3HauMTe/IbHYHO BblUMCAUTENbHYIO Harpy3ky Ha Cepsep. [pun 3HauMTeIbHOM pa3mepe
aHTMBUPYCHOW CeTU peKkoMeHAyeTca ncnoab3oBaTtb BHewHow CYB/. MNpoueaypa cMeHbl TMna

CYB/l onucaHa B gokymeHTe MpunodxeHuns, B pasgene Cvera tnna CYB/ Dr.Web Enterprise
Security Suite.

A

@

Wcnosb3oBaHve BcTpoeHHOM Bl sonycTumo npw nogkiaroyeHun k Cepeepy He 6osiee 200-
300 ctaHumii. Ecam no3sonsieT annapaTtHas KOHGUrypaLums KOMMbioTepa, Ha KOTOPOM
yctaHoBneH CepBep Dr.Web, 1 Harpy3ska no npouvm 3ajayaM, BbIMOJHAEMbIM Ha AaHHOM
KOMMbOTEPE, BO3MOXHO noakntoueHue Ao 1000 ctaHLmiA.

B npoTtvBHOM cnyyae HeO6XOAMMO UCMONb30BaTh BHeLLHIOH B/.

Mpw ncnonb3osaHum BHelwHen b/l n nogxntoueHnn k Cepeepy 6onee 10000 cTaHLwin
pPeKOMEHAYeTCS BbIMONHEHVE CNEAYHOLLMX MUHMMaNbHbIX TPeBOBaHWIA:

e npoLeccop ¢ Yactoton 3w,

e onepaTuBHas namatb — oT 4 b ana Cepeepa Dr.Web, ot 8 b — ans cepsepa b/,

e OC cemenctBa UNIX.

MpeaycMOTpeHa BO3MOXHOCTb OCYLLECTBAEHUS ONepaumii, CBA3aHHbIX C OYMCTKON Ba3bl
JaHHbIX, ncnonb3yemoinn Cepepom Dr.Web, a nmeHHo: yaaneHne 3anuceri o cobbiTusx, a
Taloke MHGOPMaLWK O CTaHLUMAX, He mocellaBLvx CepBep B TeYeHWE OMpeAeNeHHOro
nepvoga. Ans ounctkn 6asbl JaHHbIX NeperauTe B pasgen pacnucaHvs Cepeepa U co3gaiite
COOTBeTCTBYHOLLEE 3aJaHMe.

8.3.7.1. BocctaHOoBAeHMe 6a3 AaHHbIX

B cnyuae c60s BcTpoeHHON 6a3bl faHHbIX SQLite3 cyllecTByeT BO3MOXHOCTb BOCCTAHOBAEHMA
noBpeXAeHHOW 6a3bl WITaTHbIMW CPeACTBaMMU.

B cnyuae noBpeXkaeHusa 6a3bl JaHHbIX BbIMOJIHAETCA C/leAyiolas noc/eA0BaTeIbHOCTb

BencTBui:

1.

Mpwn Hannunm noBpexaeHnsa 6asbl JaHHbIX 3anycK U GyHKUMOHUpoBaHKe CepBepa He
OCYLLECTBAAETCA:

a) B npouecce paboTbl CepBepa: ecnv BO3HWUK CHOM Npu LITaTHOM B3aMMOZAENCTBUU CO

BCTPOEHHOW 6a30M AaHHbIX, OCYLLEeCTBASETCA aBTOMaTM4eckmin octaHoB CepBepa.

b) B npouecce 3anycka CepBepa: eciv B HacTpolikax 6a3bl AaHHbIx SQLite3 yctaHoBAEH

CI)J'IaF npOBepﬂTb LU eJIOCTHOCTb 06pa3a, OCyLLecCTBNAETCA aBTOMAaTUUECKaA NpoBEpPKa
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LeNoCTHOCTN 0bpa3a 6a3bl faHHbIX. [1py 0O6Hapy>KeHW HercnpaBHOCTM 3amnyck
CepBepa He ocylecTBaseTca.

2. [ns Bo3MOXHOCTM 3anycka CepBepa HeEOHXOAMMO OCYLLLECTBUTb BOCCTAHOBEHNE
NoBpeXAeHHOWN 6a3bl AaHHbIX:

a) Ecam B HacTporikax 6a3bl gaHHbIx SQLite3 yctaHoBneH dnar BoccraHaBAMBaTh
noBpeXAeHHbI o6pa3 aBTomaTuueckm, npu 3anycke Cepsepa Dr.Web
OCyLLeCTBASETCA aBTOMaTMyeCckoe BOCCTaHOBAEHME NOBPeXAeHHOro obpa3sa 6a3bl
AAHHbIX.

b) Ecan aBTomMaTnyeckoe BOCCTaHOBAeHMe obpa3a 6a3bl AaHHbIX OTKIHOUEHO, Bbl MOXeTe
BOCMO/1b30BaTbCA KNHOUYOM repairdb npu 3anycke Cepeepa M3 KOMaHAHOW CTPOKM (CM.
Taioke AokymeHT Mpunoxxenus, pasgen H4.3. KomaHabl ana ynpasaeHuns 6a3ou
JaHHbIX).

8.3.8. Moaynn

Ha Bknagke Moaynm 3agaetcsa pexum Blanmogericteus Cepsepa Dr.Web ¢ gpyrumu
komnoHeHTamu Dr.Web Enterprise Security Suite:

e YctaHoBuTe dnar Mpotokon AreHta Dr.Web ans BiitoueHMa NpoTokoaa B3anMoAenCTBUA
Cepsepa c AreHtamu Dr.Web.

e YctaHoBuTte ¢nar Mporokon Microsoft NAP Health Validator ans BkntoueHus npotokona
B3aumozenctens Cepeepa C KOMMNOHEHTOM NPOBePKN PaboTOCNOCOBHOCTN CUCTEMDI
Microsoft NAP Validator.

e YctaHoBuTe dpnar Mpotokon uHctannatopa Aredta Dr.Web ana BkatoueHms npotokona
B3anmMogencteuna Cepsepa ¢ nHctaanatopamm AreHtos Dr.Web.

e YctaHoBuTe ¢nar Mporokon knacrepa CepsepoB Dr.Web 15 BkatoueHns npotokona
B3aumogencTeumsa Mexay CepBepamMu B KnacTepHOM CUCTEME.

e YcraHoBuTte dnar Mpotokon Cepsepa Dr.Web ans BkitoueHns NnpoTokoia B3anMoaencTBus
CepBepa Dr.Web c gpyrumu Cepsepamu Dr.Web. MNMpoTtokon no ymonuaHuto otkatoueH. Mpu
3a/laHMM MHOrocepBepPHON KOHPUrypaumm cet (cm.n. OcobeHHOCTU CeTn C HECKONbKUMUA
CepBepamu Dr.Web) BkatounTe 3TOT NpoTokos, yctaHoBuB ¢pnar Mporokon CepsBepa
Dr.Web.

e YcraHoBuTe dnar Mpotokon Mpokcn-cepBepa Dr.Web a4 BkitoueHms npotokona
B3aumogenctens Cepsepa Dr.Web c Mpokcn-Cepsepamu Dr.Web.

e YctaHoBuTe dnar Paclumpenve LieHTpa ynpaBaeHusa 6e3onacHoctbio Dr.Web a4
BO3MOXHOCTM yrpaBieHus CepBepoM 1 aHTUBUPYCHOM ceTbto Yepes LleHTp ynpaBaeHus.

| Mpw cHaTUW dnara PacuumpeHue LieHTpa ynpaBaeHns 6esonacHoctbio Dr.Web, nocne

& nepesarpy3ku Cepepa Dr.Web 6yaeT HegoctyneH LleHTp ynpaBaeHns 6e3onacHOCTbIO
Dr.Web. MNpwn atom ynpasneHne CepBepomM 1 aHTUBUPYCHOM ceTbto ByAeT BO3MOXHO TONbKO
yepes yTUANUTY AUCTAHLMOHHOW AMarHOCTUKY, NMpun ycaosum, yto ¢aar PaclumpeHue Dr.Web
Server FrontDoor yctaHoBAEH.
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e YcraHoBuTe dnar Pacumpenuve Dr.Web Server FrontDoor a5 BO3MOXHOCTH
ncnosnb3oBaHua pacwmpenma DrWeb Server FrontDoor, no3BosiftoLLEero NnoakItoueHne
YTUANTBI ANCTaHLMOHHOMW AnarHoctnkm Cepsepa (CM. Takoke M. YaneHHbl A0CTyn K

Cepeepy Dr.Web).

e YctaHoBuTe dnar Paciumpenue Yandex.Locator, uto6bl paspewmts ncnosb3oBaHme
pacwmnpeHuns Yandex.Locator ana onpeseneHns MecTononoXeHNs MOBUAbHBIX YCTPOWCTB,
noAkNtoYeHHbIX K CepBepy.

s B none API-inrou BBegmTe cBOM API-K1tOY, MONYYEHHbIV Yepe3 COOTBETCTBYHOLLMN
cepBUC KOMNaHun AHpekc.

ilf Ecnv Bbl BkatoumTte pacwmvpenune Yandex.Locator, Ho He 3agazaute APl-kitou, pacluimpeHune He
B6yneT aKTMBHO.

| MoapobHyo MHbOpPMaLWIO MO UCMOb30BaHUIO U HAacTpolike paclmpeHns Yandex.Locator
‘ Bbl MOXeTe HaWTh B jokymeHTe MpunodkeHus, B pa3gene ABToMatuyeckoe onpeseneHme
MecTononoxenus craHummn nog OC Android.

8.3.9. Pacnono)xeHue

Ha Bkiagke PacnonoykeHue Bbl MOXeTe 3aaTb JOMOJHUTENbHYIO MHGOPMaLMIO O
dN31MUeCcKOM PacrnosioXXeHM KOMMbIOTePa, Ha KoTopoM yctaHoBaeHo MO Cepeepa Dr.Web.

Takoke Ha AaHHOW BKNajKe Bbl MOXeTe MPOCMOTPeTh pacnosioxeHne Cepeepa Ha
reorpaduyeckon kapre.

Ana npocmotpa pacnonoxxeHus Cepsepa Ha Kapre:
1. 3apanite B nosax Wnpota n Aonrora reorpaduueckme koopamHaTel CepBepa B popmate
fecAaTnuHbix rpagycos (Decimal Degrees).

2. Haxxmute kHonky CoXxpaHUTb 1 COXPaHEHWA BBEAEHHbIX JaHHbIX B KOHQUIypaLMOHHOM
davine Cepaepa.

Ana oTobpaxeHns kapTbl Nnepe3arpyska Cepeepa He Tpebyetca. OgHaKo, AN NPUMEHEHUS
M3MEHEHHbIX reorpaduuecknx KooparHat nepesarpyska Cepsepa notpebyercs.

3. Ha Bknagke PacnonodkeHune otobpa3zmtcsa npesbto kapTl OpenStreetMap ¢ meTkoWn,
COOTBETCTBYHOLLEN 3aZlaHHbIM KOOPANHATaM.

B cnyyae, ecnm 3arpyska npeBblo HEBO3MOXHA, OTobpaxkaeTcs TekcT MokasaTb Ha KaprTe.

4. [lna npocMoTpa NosHOPa3MepHOM KapTbl HaXXMUTe Ha NpeBbto Uan Ha TekcT Moka3saTb Ha
Kapre.
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3.10. J/inueHsun

Ha Bkiagke JILeH3um 3aat0TCA HAaCTPOMKM pacnpocTpaHeHms anueH3nin mexay Cepsepamu
Dr.Web.

Hactpouku ansa CepBepa, Bblaaloliero ML EH3UN

Mepuvop aBTOMaTUUECKOro NPoAJieHUs BbijaBaeMbiX JIMLEH3UIA — Nepuos BpPEMEHM, Ha
KOTOpPbIN BblAAOTCA INLEH3UN 13 KatoYa Ha gaHHOM CepBepe. [Tocsie OKOHYaHWUS 3TOro
neproja OCyLLECTBASETCA aBTOMATUYECKOE MPOAJEHME BblJaHHbIX ULIEH3UIN Ha TOT Xe
caMblil nepunoj. ABToMaTnUeckoe NpojsieHre byaeT OCyLLecTBAATLCA 4O TeX Nop, Noka
AJINTCS CPOK PacnpoCTpaHeHNs INLEH3UI, 3alaHHbIi B MeHeakepe ANLEH3UI Ha ware 5.
[aHHbI MexaHN3M obecneuynBaeT BO3BpaALLEHNE NNLLEH3UI Ha rNaBHbIn CepBep B TOM
cnyyae, ecam noAunHeHHbl CepBep HyAeT OTKNHOUEH U HE CMOXKET BEPHYTb BblJaHHbIE
NNLEH3NN.

Mepuvop, cCMHXPOHU3ALLUM INLLEH3UI — MEPUOANYHOCTb CUHXPOHM3aLUUN MHGOPMaL MK O
BblaBaeMbIX MnLeH3MaX Mexay CepeepaMmn. CUHXPOHM3AUNA TULEH3UI NO3BOANT
onpezenvnTb, UTO KOJIMYECTBO NNLLEH3NN, BblAaHHbIX FNaBHbIM CepBEpPOM M MONYUYEHHbIX
nogunHeHHbIM CepBepoM, coBnagaet. JaHHbIN MexaHN3M NO3BOJISET BbISBUTb COOM U
cNlyyYaun nognora npu nepegave AMLEH3NN.

Mepvop oTnpaBku oTyeTa 06 NCMNOIb30OBAHUM JIMLLEH3WUNA — MEPUNOANYHOCTb, C KOTOPOW
nogunHeHHbIi CepBep ByaeT OTNPaBAATb OTYETbI 06 MCMONb30BaHMM MONYYEHHbIX
NnueH3nii Ha rnaBHbln CepBep. HacTporika 3agaetca Ha rnaBHoM CepBepe, HO
Mcnosb3yeTca NoAYnMHeHHbIM CepBepoM Npu oTNpaBKe OTYETOB.

Mepuopa nogcueta aKTUBHbIX CTAHLLMA ANA OTUETa MO JIMLLEH3UAM — MePUOZ, B TeUeHne
KOTOPOro 6yAeT MOACUNTLIBATLCA KONMUECTBO aKTUBHbIX CTAHLUMWIA ANs OTMPaBKM oT4YeTa 06
MCNoNb30BaHUN NMLEH3NN. HacTpoiika 3agaeTcs Ha rnaBHoMm CepBepe, HO MCMOJIb3yeTcs
noA4YnHeHHbIM CepBEPOM MNP OTNPaBKE OTYETOB.

Hactpouku ana CepBepa, noay4yarowiero ML eH3nm

WHTepBan anAa npeaBapuTeNIbHOro NPOoAJeHNA NoJly4aeMbiX IMLLeH3UIA — MPOMEXYTOK
BPEMEHW 0 OKOHYaHMWs Mepuosa aBTOMaTUUECKOrO NPOA/IEHNN NNLEH3UIA, MONYYEHHbIX OT
cocegHero CepBepa, HauMHasa ¢ KOTOPOro AaHHbI CepBep 3anpalunBaeT npeaBapuTenbHoe
aBTOMATUYECKOE MPOAJIEHNE ITUX JINLLEH3UN.

Vicnonb3oBaHMe faHHOW HAaCTPOWKM 3aBUCUT OT TMMNa MNOAKIHOUEHUS, BbIBpPaHHOrO B
HacTpoike MapameTpbl coeguHeHus Npu KOHOUrypaumm cesazm mexay Cepsepamu (CM.
pa3gen Hactpownka ceasen mexay Cepeepamu DrWeb):

o [1nf nepnoamnyeckoro Tmna NoAKNOUEHUS: eIV NePUOA NepenoaKIFOUEHNS, 3aaHHbIN B
HacTpolike cBs3u, 6osblue yem Mepuog aBTOMaTUUECKOrO NPOA/JIEHUSA BblAaBaeMbixX
NNLEH3Ui, 3aZlaHHbIn Ha CepBepe, BblZaBLUEM JINLEH3MM, TO aBTOMATUYECKOE MPOA/IeHMe
3TUX IMLEH3UIN BYAEeT MHULMMPOBAHO paHblue, yeM ncTedeT MNepuog aBToMaTMuecKkoro
npojJieHns BbijaBaeMbiX JIML,EH3UNA.

o [Inf NOCTOSAHHOIO MNOAK/IOYEHNSA: JaHHAs HACTPOWKa He NCMOJIb3yeTCs.

PyKkoBOACTBO aAMAHUCT paTopa
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| MoapobHyo NHbOPMaLMIO O pacnpocTpaHeHUn AnLeH3ui Mexay CepBepamu cM. B
pazgene PacnpoctpaHeHuve NULIEH3WIA N0 MEXCePBEPHbIM CBA3AM.

8.3.11. XXypHan

Ha Bkiaake XKypHan 3a4at0Tcs HAaCTPOMKM BefeHUs XypHana paboTsl Cepsepa Dr.Web:
e B Boinagatowem cnncke YpoBeHb AeTanunsauum xxypHana CepBepa BbibepuTte ypoBeHb
noApobHOCTN Ans BefeHUA XXypHana paboTel CepBepa Dr.Web.

¢ MakcumanbHoe kKonuuecTBo ¢aiNoB — MakcMMaibHOE KOMUecTBO GpanNoB XypHana
(BKAtOYAS TEKYLLMI U apXMBHbIE), KOTOpble ByaAyT XpPaHUTLCA.

¢ Pexxum porauumm xxypHana CepBepa — pexxum poTaumm xypHana pabotsl Cepsepa.
BbibepurTe 04HO M3 NpeacTaBieHHbIX 3HaUYEHW:

o poTauus No pa3mepy OnpejesseT orpaHMUeHne Ha pa3Mep Kaxaoro us epannos
XypHana.

MakcumanbHbIV pa3mep KaXkaoro ¢aiina — MakcMManbHO AOMNYCTUMbIA pa3mep
Kaxxgoro darina xypHana. Korga tekywmin dan gocturaet 3aaHHOro pasmepa, oH
CMUCbIBAETCA B apXMB C COOTBETCTBYIOLMM U3MEHEHNEM MMEHMW, N CO3AAETCA HOBbIN
danin xypHana.

" poTtayma no BpemMeHu onpegendet 4/INTeJIbHOCTb 3annCK Ka>kKa0ro m3 q>a|7u103 >KypHana.

MakcumanbHoe Bpems 3anucu ¢painia — MakCMMaibHas ANNTENbHOCTb ANS 3anncK
Kaxxgoro darina xxypHana. Korga Bpems 3anucu davina Aoctmraet 3ajaHHOM
AIVTENIbHOCTU, OH CMNCBIBAETCA B aPXMB C COOTBETCTBYIOLMM U3MEHEHNEM MMEHN, U
co3zaeTca HOBbI dann XypHana.

e YctaHoBuTe ¢nar ApxuBupoBaThb ¢aiibl XKypHana, UToObl YyNakoBbIBaTb B apX1B CTapble
dannbl XXypHana B npoLiecce poTauum.

fli [Ans NpuMeHeHUs BHECEHHbIX U3MeHEHWA HeobxoanMa nepesarpyska Cepeepa.

Mepe3arpyska MOXeT HbiTb BbINONHEHA KakK Yepe3 LleHTp ynpaBsieHus, Tak 1 Npu NomMoLLm
COOTBETCTBYHOLLEWN KOHCONbHOW KOMaHZbI.

@ MoapobHas nHpopmaums o xypHane CepBepa npuBeseHa B pasgene XypHan Cepsepa
: Dr.Web.

8.4. YpanenHbin poctyn Kk Cepsepy Dr.Web

| [lnsi BO3MOXHOCTV MOAKIOUEHUS YTUANUTBI AUCTAHLUMOHHOM AnarHoctnku Cepaepa
HeobxoAMMO BkAtOUMTL paclimpenve Dr.Web Server FrontDoor. lns 31oro B paszene

PyKkoBOACTBO aAMAHUCT paTopa

242



A7

-
g

A
d
A

Inaea 8: Hactpoiika CepBepa Dr.Web

KoHndurypaumus Cepsepa Dr.Web, Ha Biaske Mozayau yctaHoBute daar PacumpeHnve
Dr.Web Server FrontDoor.

[lns BO3MOXHOCTV MNOAKIOUEHUS YTUANUTBI AUCTAHLMOHHOM AnarHoctuku Cepaepa
Heob6X0AMMO, UTODbI A5 aAMUHMCTPATOPA, KOTOPbIV NOAKIOUAETCA Yepes yTuanTy, 6bi10
pa3peLleHo npaso Mcnonb3oBaHue AOMNOJIHUTENbHbIX BO3MOXXHOCTEN. B NMpoTMBHOM
cnyyae goctyn k CepBepy yepes yTUAuTy AUCTaHLMOHHON AMarHOCTUKM ByseT 3anpeLueH.

UTo6bI HACTPOUTL NapaMeTpbl NOAK/IFOYEHUA YTUWINTbI ANCTAaHLLMOHHON ANarHOCTUKU
CepBepa:

1.

Bbibepute nyHKT AAMUHUCTPUpPOBaHMe B rNaBHOM MeHto LieHTpa ynpaBieHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT yNpaBAatoLLero MeHIo YaanaeHHbIW A0CTyN K
Cepsepy Dr.Web.

3ajaliTe HAaCTPOMKM NPOTOKOIA NOAKIOYEHWNS:

e YctraHoBuTe dpnar Mcnonbsosatb TLS, utobbl paspelwmts NOAKAHOUYEHNE YTUANTDI
ANCTaHUMOHHOM anarHocTmkn Kk Cepeepy Dr.Web no npotokony TLS. Ecam dnar cHaT,
NoAKAroYeHNe byaeT BO3MOXHO TONbKO no npotokoay TCP.

[ns noaknroueHms no npotokony TLS 3azanTe cnesyrolme HaCTPOMKN:

o Ceptudmkar — dalin ceptnudunkata, KOTopbln ByseT NPoBepATLCA NPU NOAKIOUYEHUN. B
BblMajaroLleM Cnuncke NpuBOAATCA AOCTYyMHble cepTudnkaTtel n3 katanora Cepepa.

o 3aKpbITbIN KoY SSL — daiin 3akpbITOro kitouva SSL, koTopbivi 6yaeT NnpoBepATbCS
npv nogkntoueHnn. B BbinagatoLemM cnmcke NpuBOAATCA JOCTYMHbIE 3aKPbITble KIHOUN
SSL n3 katanora Cepsepa.

o B none Knrou wmudppoBaHua ana maHgaroB TLS-ceccum 3azaite nyTb K hanny kiroua
wndpoBaHmnsa ana MaHaaToB TLS-ceccmid. Vicnonb3yeTtcs aAns BO30OHOBAEHMSA CeaHca
TLS Ha ocHOBe MaHAaTOB ceccuin (session tickets), koTopble WndpyroTcs ¢
MCNO/NIb30BaHWEM 3alaHHOTO KJIHOYa.

o CNUCOK paspelleHHbIX WUdpoB — CTPOKa, onpeaensrolias CnMcok Wndpos 13
naketa OpenSSL, pa3pelueHHbIX 418 NCNOAb30BaHMA B COEANHEHMUAX C KIMEHTaMW.
Ecan octaBuTb Nose nycTbiM, 6yaeT NCNOb30BaHO 3HaYeHWe DEFAULT, 4TO O3HayaeT
ALL:!'EXPORT:!LOW: !aNULL: !eNULL: ! SSLv2.

3. 3agjanTe HacTporKkM MHTepderca AN NOAKIHOUEHA:

e Appec — IP-agpec, npocaywinBaeMblii O CTOPOHbI CepBepa AN MOAKIOYEHNA YTUAUTBI
ANCTaHLMOHHOW ANArHOCTUKM.

e MopT — nopT, NnpocaywmBaeMbli cO CTOPOHbl CepBepa A5 NMOAKIHOUEHUA YTUANTDI
ANCTAHLUMOHHOW AnarHocTuku. Mo ymonuaHuto ncnonbsyetca nopt 10101.

Uto6bI O06aBUTL eLle OANH NHTepPdENC ANS NOAKIOUEHUSA, HaXXMUTE N 3ajanTe
3HaueHus J00aBEeHHbIX NOJEN.

YT06bI 3aNpeTUTb NOAK/IIOYEHME MO 3aZlaHHOMY paHee HTepdency, yaanunte ero us
Cnncka, Haxas — HanNpoTWB CTPOKM C 3TUM UHTephencom.
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4. HaxmuTte kHonky CoxpaHUTb.

| OnvcaHvie NCNoNb30BaHNA KOHCOIbHOW BEPCUN YTUAUTBI ANCTAHLUMOHHOMW AMAarHOCTVKU
CepBepa npuBegeHo B fokymeHTe MpunodkeHuns, B pasgene H9.3. Ytwinta AnCTaHUMOHHOM
AvarHoctuku Cepeepa Dr.Web.

8.5. Hacrpoiika pacnucanua Cepsepa Dr.Web

YT0o6b1 HaCTPOUTb pacnucaHue BbiNoJIHeHUs 3agaHuii gna Cepsepa Dr.Web:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHHO LleHTpa ynpaBieHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NYHKT yrnpaBastowero MeHto MaaHMpoBLL MK 3agaHniA
CepBepa Dr.Web. OtkpoeTtca cnucok 3agaHunim Cepsepa.

2. [Ina ynpaBieHNs pacnucaHvem UCNOb3yHOTCA COOTBETCTBYIOLLME INEMEHTbI Ha MaHenu
WHCTPYMEHTOB:

a) Oblme anemMeHTbl NaHen MHCTPYMEHTOB CNYXKaT 418 CO3JaHMA HOBbIX 3aaHNi U
yrpas/ieHuna pa3fenom pacnncaHuna B LenoM. [laHHble MHCTPYMEHTbI BCerga AoCTymnHbI
Ha NaHean NHCTPYMEHTOB.

+ [ o6aBuTb 3apaHuA U3 pacnUcaHUA MO YMOJYaHUIO — 106aBUTb B Tekyllee
pacnuncaHue BCe 3a4a4v U3 pacnncaHma no ymoadaHuto. [Npu aTom B cnmncke
COXPaHAKTCA BCe TeKylme 3ajaHuna 1 fo06aBaatoTCcA BCe 3ajaHMa U3 pacnucaHus no
YMONYaHUI0. 3aZaHns U3 pacnmcaHma no yMoaYaHuio obaBaatoTca B 1t06OM cayyae,
faXe ecnu Tekyllee pacnmcaHune y>ke CoOAep>XnT 3TV 3agaHna (B UCXOAHOM UK
MOANPULNPOBAHHOM BUAE), B TOM UMC/e, MONHOCTBIO COBMajaeT ¢ pacnncaHmem no
YMONUYaHUIO.

‘ﬁ YcTraHOBUTb pacnucaHve no yMmoadyaHuro — yaaJinTb BCE 3a4aHNA N3 TEKYLLETO
pacnuncaHna n yCtaHOBUTb pacrnncaHune 3a,u,aH|/||7| no yMOA4aHUH.

| PacnncaHune no ymMonyaHuo — 3TO CNMCOK 3afaHuiA, CO34aBaeMblX MPU NePBUYHON YCTaHOBKE
Cepsepa. [laHHOe pacnucaHue He MOANEXUT U3MEHEHWIO.

[ Co3patb 3apaHue — 106aBUTb HOBOE 3ajaHue. [JaHHoe aencTeme NogpobHO
OMUCbIBAETCA HUXeE, B Noapa3aene PesakTop 3ajaHuii.

& KCNOpPTUPOBaTb HAaCTPOMKN U3 JAHHOTO pa3aena B ¢paiia — SKCNopTUPOBaTh
pacnuncaHue B dainn cneumanbHoro dopmara.

K MmnopTtupoBaTb HaCTPOMKM B AaHHbIV pa3aen u3s ¢ganna — MMNopTMpPOBaTh
pacnucaHue u3 ganna cneymanbHoro popmara.

ilf NmnopT cnncka 3aganuin ans Cepsepa Dr.Web B MnaHMpoBLLMK 3agaHnil paboumx cTaHuuiA
“ Hao0bOPOT He fomMycKaeTcs.

b) [Ans ynpaBneHus yxe CyLLeCTBYHOLWMMMN 3ajaHNAMM YCTaHOBUTe Gaarn HanpoTmnBe
HY>KHbIX 3aaH1I NN B 3arooBKe Tabanubl ana Bbibopa Bcex 3agaHuni B cnuncke. Mpwu
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3TOM CTAaHYT AOCTYNHbI 3/IEMEHTbI MaHe/I NHCTPYMEHTOB A4 YNpaBAE€HUA

BbIOpaHHbIMW 3aJaHNAMMU:
Hacrpoiika

CocrosiHme Paspewntb
BbINOJIHEHUe

3anpetutb
BbiNoOJIHEHUe

AelictBne

AKTI/IBVIpOBaTb BbIMOJIHEHNE Bbl6paHHbIX 36AaHVII7I cornacHo
3ajaHHOMY ANnA HUX pacnncaHnio, eCsin OHN 61N 3anpeLleHbl.

3anpeTuTb BbIMOJIHEHME BbIOpaHHbIX 3aAaHuid. Mpu 3ToM 3agaHua
6yseT NpUcyTCTBOBaTL B CMMCKE, HO He ByAeT BbIMONHATLCA.

| AHafNorvyHas HacTpoika 3aaeTcs B pejakTope 3ajaHus Ha Bkiagke O6uwime npu
: nomouwn dnara Paspewsmtb BbINOJIHEHME.

BaxxHoctb Cpenatb
KPUTUUYECKUM

Caenatb He
KpUTUYECKUM

OcyLLI,ECTBI/ITb BHeoqepep,Hoﬁ 3anycK 3ajaHud, ecin BbINOJIHEHME
AAHHOTO 3a4aHuA 6b10 nponyweHo no pacnmncaHuio.

BbinosHATb 3ajilaHne TONbKO B yKa3aHHOE€ AJi1A HETO BpeMA, BHE
3aBUCMMOCTU OT TOTO, Bbin nponyuweH 3anyck 3agaHna Uin HeT.

| AHafnornyHas HacTpoWnka 3aaeTcs B pejakTope 3ajaHna Ha Bknagke O6uwime npu
nomowmn dnara Kpurtnueckoe 3agaHwve.

ﬁfl Ay6nnpoBaTb HaCTPOMKM AybnvposaTb 3ajaHus, BbibpaHHble B CMCKe TeKyLLero

@J 3annaHunpoBaTtb
NOBTOPHO

[k Yaanutb Bbi6paHHble
3agaHunn

BbinonHntb 3agaHue

pacnucanus. MNpu 3agaHnn geicteua Ay6ampoBatb HacTpPOUKK
CO34at0TCs HOBbIE 3a/,aHNA C HACTPOMKaMW, aHaNOTUYHbIMU
BbIGpaHHbIM 3aAaHuAM.

Ans oAHOKPaTHbIX 3aaHUIA: BLINONHWTL 3aZaHune elle OAWH pa3 B
COOTBETCTBUM C 3aJaHHbIMU ANl HETO HAaCTPOMKaM BpPEMEHM
(M3MEHeHMe KPaTHOCTU BbIMOJIHEHMS 3a4aHWs OMMUCAHO HUXE, B

nozpa3szene Pefakrtop 3asaHui).

Ynanutb BblbpaHHOE 3aZaHre 13 pacnmcaHus.

BbINoAHWTL BbIGpaHHbIE B CMMCKe 3a4aHuNs HE3aMeA/IUTENbHO.
Mpwu 3ToM 3agaHre ByZeT 3amyLeHo, Aaxe eCiv OHO 3anpeLLeHo
A1 BbINMOJIHEHUS MO PACMUCAHMIO.

3. [ns Toro ytob6bl MU3MEHUTb NapamMeTpbl 3ajaHus, BbibepuTe ero B cnvcke 3agaHunin. Mpw
3TOM OTKpOeTCs OKHO PefiakTop 3afiaHniA, ONMcCaHHOE HUXKE.

4. T1o OKOHYaHUKM peAaKTMPOBaHMA pacnncaHna HaxmuTe KHOMKy CoxpaHUTb, UTOObI

NPUHATb UBMEHEHUA.
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PepakTop 3agaHuin
|_|pl/l nomMoLwn peagakrtopa 3ap,aH|/||7| Bbl MO>KeTe 3a4aTb HaCTpOVIKM, uTob6bI:

1. Co3paTb HOBOE 3ajaHue.
[na 3Toro HaxmuTe KHonKy@ CospaTb 3apaHue Ha NaHeNu MHCTPYMEHTOB.
2. OTpesakTnpoBaTb CyLLeCTBYHOLLee 3ajaHue.
[na 3Toro HaXkMuTe Ha Ha3BaHWe OJHOTO U3 3aJlaHMN B CMIUCKE 3aJlaHU.
Mpwn 3TOM OTKPOETCA OKHO peAakTMpOBaHMA NapaMeTpoB 3aZaHus. HacTponkmn 3ajaHns npu

pPesakTMPOBAHMWMN CYLLECTBYIOLLErO 3a4aHNs aHaNOMMYHbl HAaCTPOKaM Mpu CO34aHNUN HOBOTO
3afaHus.

@ 3HaueHus MoJsien, OTMEUEHHbIX 3HaKOM *, OIXKHbI BbITb 06S3aTeNIbHO 3a4aHbI.

AI‘ISI peAaKTUpoBaHUA NapaMeTpoB 3aAadHUA:

1. Ha Bknagke O6wme HacTpoinTe cnesyrolime napameTpbl:

¢ B none Ha3BaHue 3asaiTe HavMeHOBaHWe 3ajaHNs, NOJ KOTOPbIM OHO byzeT
oTobpa>kaTbCA B pacnncaHunm.

e YcTaHoBUTE q>J1ar Pa3peumrb BbINOJIHEHUe, YTOObI aAKTUBMPOBATb BbIMNOJIHEHNE 3a4aHUA.
Ecan cl)nar He YCTaHOB/EH, 3aJaHne 6y,£|,€T npnCyTcTBOBATb B CMUNCKE, HO HE 6yp,eT
BbIMOJIHATbLCA.

l AHanormnyHas HaCTpOVIKa 3a4aeTCqa B rmaBHOM OKHE rlflaHMpOBU.I,VIKa npun noOMOLWKM 3n1eMEHTa
‘ NnaHeAn NHCTPYMEHTOB CocrosiHue.

e YctaHoBUTe dnar Kputnueckoe 3agaHue, UTo6bl OCYLLECTBASATL BHEOYEPEAHOM 3amnycK
3aflaHuA, ecn ero BbiNoJIHEHWe Bbl1I0 NPONYLWEHO B Ha3HAaYeHHOEe BPeMs MO KakKon-
6o npuunHe. NaaHNPOBLLMK EXEMUHYTHO MPOCMaTPUBAET CMUCOK 3aZaHUi U, Npu
0bHapy>XeHNN NPONYyLLEHHOro KPUTUYECKOTO 3ajaHns, OCYLLEeCTBAAET ero 3anyck. Ecam
Ha MOMEHT 3anycka 3aZaHune 66110 NPONyLLIEHO HECKO/IbKO pa3, TO OHO BbIMOJHUTCS
TOoNbKO 1 pas.

| AHanorvyHas HacTpoWika 3aZlaeTca B r1aBHOM OkHe [1aHMpOoBLLVKa NPW MOMOLLM 31eMeHTa
naHeaun MHCTPYMeHTOB Ba)kHOCTb.

e Ecn dnar 3anyckaTb 3afaHne aCUHXPOHHO CHAT, 3aZaHre ByaeT NOMELLEHO B 06LLyHO
ouepesb 3ajaHni MnaHMpPOBLUMKA, BbIMOJHAEMbIX NOCAeA0BaTeNbHO. YCTaHOBMUTE daar,
yTO6bl BbIMONIHATL AAaHHOE 3ajjaHNe NapaniesbHO BHE ovepean.

2. Ha Bknagke [ eicTBue BbibepuTe TUN 3aZaHns U3 Bbinajarolwero cnucka Jencreme v
HaCTpoWnTe NapamMeTpbl 3asaHus, Tpebyemble AN BbINOAHEHUS:

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl u onucaHue

3ajiaHvie NpesHa3HaueHo A4/1A BbINOJAHEHWA lua-ckpunTa, NprBeAEeHHOTo B noJe
Ckpwmnr.

VAN

OzHoBpeMeHHOe BbINOHeHMe 3ajaHunsa Tvna BoinosHeHne ckpunTa
Ha Heckonbkux CepBepax, UCMoab3yoWwmx oaHy b/l, moxeT
NPVBOAWTb K OLLIMOKaM BbINOJAHEHUA JaHHOTO 3ajaHus.

Mpw BbINOAHEHWUM lua-CKPUNTOB aAMUHUCTPATOP MOJyYaeT AOCTYN KO
Bcel GainoBon cucteMe B npegenax katasora Cepeepa u
HEKOTOPbIM CUCTEMHBLIM KOMaHAaM Ha KOMMbHOTEpPE C YCTaHOBJ/IEHHbBIM
CepBepom.

YT1060bI 3anpeTnTb AOCTYN K pacnncaHnio, OTKAoYKUTE NpaBo
PeAaKTVIPOBaHVIe pacnucaHusa CepBepa AN1A COOTBETCTBYHOLLLErO

aAMVUHNCTPaATOpPa (cm. n. AQMVIHVICTpaTOpr N aAMVHUCTPATUBHbIE
ngﬂﬂbl).

3ap,aHV|e npegHasHa4yeHo AnA nepmop,mquKon 3aMeHbl Ciegyro WX MHCTPYMEHTOB,
o6ecneqMBarou.|,|/|x LIJI/Iq)pOBaHI/Ie MeXAYy KOMMNOHEHTaMW:

e 3aKpbIThIli KNtOY drwesd.pri Ha CepBepe,
e OTKPbITbIV KNFOY drwcsd. pub Ha paboumx cTaHUmsAX,

e ceptndukat drwcsd-certificate.pem Ha paboymx cTaHUMAX.

Mocko/IbKy HEKOTOpble paboume CTaHLMM MOTYT OKa3aTbCsl BbIKIFOUEHbI HA MOMEHT
3aMeHbl, Npoleaypa AennTcs Ha ABa 3Tarna. HeobxoamMmo co3zath ABa 3aZaHuvs Ans
BbIMOJIHEHUS KaX40ro M3 3TWX 3TarnoB, MPW 3TOM BTOPOW 3Tan PEKOMEHAYETCs
BbIMOJIHATL CMYCTS HEKOTOPOE BpeMs Moc/ie NepBOro 3Tana, 3a KOTopoe CTaHuMK
HaBepHska nogkntovatcs k Cepsepy.

|_|pl/l CO34aHNN 3a4aHUA Bbl6epVITe COOTBeTCTBy}OLLI,VIVI 3Tan U3 BblNajgakoLWero
cnncka:

e Jlo6aBsieHMe HOBOrO KIlOUa — MEPBbIN 3Tan NPoLeAypbl, HA KOTOPOM
CO3/aeTcs HOBas HeakTMBHAsA Mapa kitouen WndpoBaHus 1 ceptudukar.
CTaHUMM NoAyYatoT HOBbIM OTKPbITBIN KIOY U cepTUdMKAT, KOrAa NOAKIOUAIOTCA
k Cepsepy.

e YpaneHue ctaporo k/itoua v rnepexoj Ha HOBbIA KUY — BTOPOW 3Tar, Ha
KOTOPOM paboune CTaHLUM MHOOPMUPYIOTCA O NMepexose Ha HOBbIE KUK
WwundpoBaHusa 1 cepTUdUKaT, MOCNE YEro OCYLLECTBAAETCA 3aMeHa AeMCTBYHOLLNX
MHCTPYMEHTOB Ha HOBbIE: OTKPbITbIE KIHOUM U CepTUDMKAT Ha CTaHLMAX 1
3aKpbITbIl Kntoy Ha CepBepe.

Te cTaHUMK, KOTOPbIE MO KakUM-MOO MPUUMHAM HE MONYUMIN HOBbIE OTKPbITbIN
KtOY 1 cepTudmKaT, He CMoryT nogkntoumtbcs kK CepBepy. [a paspeLleHus
JaHHOW Npo61eMbl HEOBXOAMMO BPYUHYH MOANOXUTL HOBbIV OTKPbITBLIN KAHOY U
cepTvdMKaT Ha CTaHLMK (C NPOLEeAypPOIi 3aMeHbI K/HoUa Ha CTaHLMKM MOXHO
03HaKOMUTLCS B okyMmeHTe MpunodxkeHus, B pasgene [loaxnroyerve AreHta

Dr.Web k apyromy Cepsepy Dr.Web).

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl u onucaHne
3ajaHvie NpesHa3HaueHo A1 3anucy B daiin otueta CepBepa 3aZ,aHHOM CTPOKMW.
Crpoka — TekCT coobLeHns, 3an1cbiBaeMoro B Gain otueTa.

3ajaHvie NpeAHa3HaUEHO /1 3amnycka NPOW3BOJIbHONM MPOrpaMMbl.

@

Heobxoavmo 3asath cieaytolme napameTpsbi:

Mporpammel, 3aMyLeHHble B pamMKax JaHHOTO 3ajaHus, BbIMOAHAOTCSA
B POHOBOM pexume.

e B none MyTb — nonHoe vms (c nytem) ucnosHsemoro daina nporpamMmbl,
KOTOpYtO MpeanosiaraeTcsa 3anyckaTb.

e B none AprymeHTbl — NapameTpbl KOMaHAHOW CTPOKY s 3anyckaemol
nporpammsi.

e YctaHoBuTe daar OxkuaaTh 3aBepLIEHUs NporpamMmMbl A5 OXUAaHNS
3aBepLUeHWs Mporpammbl, 3anyLeHHOM AaHHbIM 3aZaHunem. Mpu sTom Cepsep
NPOTOKO/IMPYET 3amyck MPOorpamMmbl, KOZ BO3BpaTa 1 BpeMs 3aBepLUeHus
nporpammel. Eciv dnar Oxxupatb 3aBepLUIeHUA NPOrpaMmMbl CHAT, 3aZaHne

CUMTaAETCs 3aBepLUEHHbIM Cpa3y NMocsie 3amnycka nporpaMmel, 1 CepBep
NPOTOKOIMPYET TOILKO 3amyck MNPOrpamMMbi.

3ajiaHvie NpesHa3HaUeHO A/11 BbiJayn OMOBELLEHNA 00 OKOHYaHUM Cpoka AencTBUSs
NnueH3un Ha npoaykTt Dr.Web.

HEO6XOAVIMO 3aj4aTb nepunos A0 OKOHYaHWMA CPpOKa AEVICTBMH JINLIEH3MWN, Ha4YMHaA C
KOTOpOTro 6y,a,eT BblAaBaTbCA HanoOMWHaHKeE.

3azaHue npeaHa3HaueHo Ans 3anycka 06HOBAEHUS MPOAYKTOB PEMNO3UTOPUS C
BCO.

HeobxoaMmo 3asaTbh ciegyrollve napameTpsbl:

e B cnincke MpoaykT yctaHoBMTe daarv HaNPOTVB TeX NPOAYKTOB Pero3ntopus,
KoTOpble 6yayT 06GHOBAATLCA COMNACHO 3TOMY 3aJaHuto.

e YctaHoBUTe dpiar O6GHOBAATH INLLEH3VMOHHbIE KUK, YTOObI aKTVBMPOBaTb
npouesypy aBTOMaTMYeCKOro 06HOBAEHNSA NIMLEH3NOHHBIX KIHOUen npu
o6HoBNeHUM peno3uTopua. MNogpobHas nHPopmMaLma NnpuBeaeHa B pasgene
ABTOMaTUYeckoe 06HOBAEHWE NNLEH3UI.

3ajaHvie NpeAHa3HayeHo s 3aBeplueHns paboTel CepBepa.
3anyckaetcs 6€3 ZOMNONHUTENbHBIX MNapaMeTPOB.

3ajiaHvie NpesHa3HaueHo A1 OTNPaBKM NPOW3BOJIbHOTO COOBLLEHUS
noab3oBaTenAaM CTaHUUM UAW Tpynnbl CT3HLI,I/II7I.

Hactpolikvu coobieHuns npueeseHsl B pasgene Otnpaska COOOLLEHWN CTaHLMSM.

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl u onucaHue

3ajiaHvie NpesHa3HaueHo A1A COOPKU 1 yAaneHVs HEMCNOAb3yeMblX 3anucen B
6a3e gaHHbix CepBepa NOCPEACTBOM BbINOJHEHNA KOMaHZAbl vacuum.

3anyckaetcs 6€3 JOMONHUTEbHBIX MapPaMeTPOB.

3ap,aHV|e npegHasHavyeHo AnAa yAaieHuna HeOTnpaB/€HHbIX cobbITUiA 13 6a3bl
AaHHbIX.

HeobxoAMMO yka3aTb Nepuos XpaHeHUs HeoTrnpPaBAeHHbIX COBBITUR, MO UCTEUeHUM
KOTOpPOro oHu 6yayT yaanaTbcs.

3pecb UMeroTCa B BUAY CObbITUA, NepesaBaemble Nog4MHeHHbIM CepBepom
rnasHoMy Cepeepy. [pun HeyaauHol nepesaye cObbITUA, OHO 3aHOCUTCA B CMMCOK
HeoTnpaBAeHHbIX. NoAunHeHHbIV CepBep € 3a4aHHOM NEPUOANYHOCTbIO
OCyLLLeCTBAAET MOMbITKX NepeAayun. Mpun BeiNONHeHUN 3agaHna OuncTka
HeoTNpaB/IeHHbIX CO6bITUI OCYLLECTBARETCA yAaNeHne BCeX CObbITUN,
ANUTENBHOCTb XpaHeHUs KOTOPbIX AOCTUMIA U NpeBbicaa 3aaHHbIVi Nepuog.

3ajaHve npejHa3HaueHo ANa yjaneHvs yctapesllen nHGopmaumm us H6asbl
AaHHbIX. Tunbl yaanseMbix 3anucert NprBeAeHbl B napamMeTpax 3afaHus.

HeobxoaMMo yka3aTb KOAMYECTBO AHEN, MO UCTEYEHUM KOTOPbIX 3anucn B Hase
JaHHbIX MPU3HatOTCs cTapbiMu W yaanstotcs ¢ Cepeepa.

I'Iepmop, yAaneHna AaHHbIX 3a4aeTCA ANA KaXX40ro tuna 3anvcer B OTAENBbHOCTW.
3ap,aHV|e npegHasHa4yeHo AnAa yAaneHua yCctapeBLllnx CTaHU,MlZ.

Heobxoaumo ykazatb BpeMeHHOW nepuos (no ymonuaHuo 90 gHel), B TeueHue
KoToporo He nocelyasluvie CepBep CTaHUMW NPU3HAKOTCA CTapbIMU 1
nepemellaroTcs B rpynny aHtmBupycHon cetv Deleted. OkoHuaTenbHoe yaaneHue
TakuX CTaHUmin 13 6asbl gaHHbIX CepBepa byAeT NPOV3BeAEHO NPW BbIMOJHEHWN
3aflaHns OumncTKa cTapbixX 3anuUcen (CPOK yaaneHus ctaHumi u3 rpynnsl Deleted
3ajlaeTca B MapameTtpax 3ajaHns OumcTka crapbix 3anucei Ans Tvna YaaneHHble
CTaHLMM 1 OTCUUTBIBAETCA C MOMeHTa nepemelleHns B rpynny Deleted).

@ Crapble faHHble aBTOMATUYECKW YAANAOTCA 13 6a3bl AaHHbIX C LeNblo SKOHOMUK

: JAMCKOBOTO NMpocTpaHcTBa. o yMoaYaHWio nepuog Ans 3afaHuii Oumcrka crapbix
3anuceit 1 OuncTKa cTapbiX cTaHUMiA coctaaseT 90 AHel. YMeHbLUeHVe 3Toro
napamMeTpa NPUBOAMUT K MEHbLLEN pernpe3eHTaTUBHOCTA HAaKOMIEHHOM CTaTUCTUKN O
paboTe KOMMNOHEHTOB aHTVMBMPYCHOW CETU. YBenYeHre napaMeTpa MOXeT CePbe3HO
yBesmunTb noTpebHocTb CepBepa B pecypcax.

Ouuncrka
ycTapeBLumnx
coobLeHuni

3ajiaHvie NpesHa3HaueHo A1 yaaneHna 13 6asbl AaHHbIX CleayoLLnX COOB LW EeHWIA:

e areHTCKMe ornoBeLleHus,
e OnoBeLLeHNs AN Be6-KOHCON,

® OTYeTbl, CO34aHHbIE MO pacnncaHnio.

PyKkoBOACTBO aAMAHUCT paTopa
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|-|pVI 3TOM YAanaroTca COO6LLI,eHI/Iﬂ, nomMeyeHHble Kak yCTapeBLline, T.e. COO6LLI,eHI/I$|
C UCTEKW KM CPOKOM XpaHeHuA, KOTOprI‘/’I Bbl MO>XeTe HaCTPOUTb!:

e [/15 OMOBELLEHWA: MPY CO34aHNM OMOBELLLEHWI A1 COOTBETCTBYHOLLErO Cnocoba
oTtnpaBku (cM. n. KoHdurypaums onoseLleHuin).

® N/1A OTYETOB: B 3a4aHNN Ha CO34aHNEe OTUETOB.

3afaHve 3anyckaetcs 6€3 AOMOJHUTE/IbHBIX MapaMeTpOB.
3afaHve NpeAHasHayeHo A1 nepesanycka CepBepa.
3anyckaeTtcs 6€3 AOMONHUTENbHBIX MapaMeTPOB.

3ap,aHme npegHasHavyeHo AnA BKAHOYEHUA CTaHLI,VIl\/'I, HanpumMmep, nepes 3anyCckom
3ajaHnA Ha CKaHMpOBaHMe.

Bknrouaemsble CTaHUMU 3aak0TCA Npy NnOMOLLK CaeayroWmnx napaMeTpoB 3ajaHunA:

e ByauTb BCe CTaHUMM — NPeANUCbIBAET BKIHOUNTL BCE CTAHLMM, MOAKIFOYEHHbBIE K
aaHHomy CepBepy.

o Eyp,MTb CTaHUUU MO 3aAaHHbIM NMapamMeTpamM — npeanmcbiBaeT BKIHOUYUTb
TONbKO CTaHUMKN, COOTBETCTBYHOLLME YKa3aHHbIM HVKE NapaMeTpam:

s IP-agpeca — cnvcok IP-agpecoB CcTaHUMI, KOTOpble HEOHXOAMMO BKIHOUMTL.
3apaetcs B popmate: 10.3.0.127, 10.4.0.1-10.4.0.5, 10.5.0.1/30. Mpwn 3azaHmm
crmcka afpecoB UCMOb3YWTe 3anaTyt0 UK Nepexos Ha HOBYHO CTPOKY B
KauvectBe pasgenutens. Taike IP-agpeca MOXHO 3aMeHATb Ha DNS-nmeHa
KOMMbIOTEPOB.

s MAC-agpeca — cnucok MAC-aZpecoB cTaHUMi, KOTOpble HEOBX0AUMO
BrAtounTb. OkTeTol MAC-agpeca pasgenatorca 3HakoMm "' [pu 3agaHunm
Cr1cka aZpecoB UCMOJb3YITe 3anaTyr0 WK Nepexos Ha HOBYHO CTPOKY B
KauecTBe pasgenurens.

s Fpynnbl — cNUCoK rpynn, CTaHLMW KOTOPbIX HEOBXOAMMO BKAHOUNUTL. YTOOI
M3MEHWTb CMMCOK FPYMM, HaXkmuTe KHOMNKy PegakTuposartb (11
naeHTMOUKaTOPbI FPYNM, eCW rPpynnbl y>Ke 3a4aHbl) U Bbibepute HyXXHble
rpynnbl B OTKPbIBLLUEMCS OKHe. [1nf BbIOOpa HECKObKUX TPYMM UCMO/Ib3YITe
kHonku CTRL mn SHIFT.

| [ns BbINONHEHUA JaHHOTO 3aJaHNA Ha BKAOUYAEMbIX CTaHLMAX
: [OJIKHBI BbITb YCTAaHOBJ/IEHbI CETEBbIE KapThbl C MOAAEPIKKON OMNLmm
Wake-on-LAN.

Moagnep>xky onummn Wake-on-LAN Bbl MOXeTe NpoBepuTb B
[OKYMeHTaLUMm K CETEBOW KapTe AN B CBOWCTBAX CETEBOW KapTbl
(MaHenb ynpaBnenusa — Cetb n NHTepHet — CeteBble
noakntoueHnsa — Hactpoiika napameTpoB Nogk/atoueHusa —
Hactpoutb — JononHuTtenbHo, ans ceolictBa Mpo6yxkaeHue ¢
nomouwbio Magic Packet 3asats 3HaueHune — BrroueHo).

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl u onucaHue

3azaHue npefHa3HaueHo ANs CO3jaHWs Pe3epPBHON KOMUM CAeAyOLLNX KPUTUYHDBIX
JAaHHbix CepBepa:

e 0asza AaHHbIX,

® JINLEH3MOHHbIN KNtOYeBON daiin,

e 3aKpbITbIV KNHOYU WNPOBaHNMS.
Heobxogumo 3azath cieytolve napamMeTpsbi:

e MMyTb — NyTb K KaTanory, B KOTOPbIA BYAYT COXpPaHEHbI AaHHble (MyCTOW NyTb
O3HauaeT KaTasor No yMOAYaHUIO).

¢ MakcumanbHOe KO/IMYECTBO KOMUIA — MakcMMaibHOe KOIMYECTBO pe3epBHbIX
Konwuii (3HaueHne 0 03HavaeT OTMEHy 3TOrO OrpaHUYeHus).

MoapobHee cM. B sokymeHTe MpuaoxkeHuns, n. [pwioxeHune HA4.5.

KaTtanor ANA pe3epBHOINo KoOnMpoBaHUA AOJIXKEH ObITb nycr. B
: NPOTUBHOM CJlydae COAeP>XXMMOE KaTasiora 6y,u,eT yAaneHo npu
BbINO/THEHNN PE3EPBHOIO0 KOMNMMpPOBaHUA.

3ajaHvie NpeAHasHayYeHo A5 MEPUOAMNUECKOrO COXPaHEHUS Pe3epBHbIX KOMuii
penosutopus.

HeobxoaMmo 3asaTbh ciegyrollve napameTpsbi:

e MyTb — NO/HBLIN NYTb A0 KaTasora, B KOTOPOM ByAeT coxpaHaTbCs pe3epBHas
Konws.

¢ MakcMmanbHOe KOJIMUeCTBO KONMUM — MakClMaibHOe KOJIMYECTBO pe3epBHbIX
KON peno3ntTopua, CoOxXxpaHaeMblX 3agaHneM B yKadaHHOM KaTaore. I"IpM
AOCTVXKEHUN MaKC/Ma/ZlbHOTO KOn4vecTBa Konui penosnTopua, And COXpaHeHUA
HOBOW KOMWMY, yAanaeTca camMasa Ctapas U3 MMer L KXca KO MU

e O6sacTb peno3uTopus onpegenset, kKakon 610k nHbopmaumm oo
AHTVBMPYCHOM KOMTMOHEHTe ByseT COXpaHATbCS:

o Becb penosmopuﬁ — COXpPaHATb BCE PEBU3NN U3 PENO3NTOPUA, ANA TEX
KOMMOHEHTOB, KOTOpPble Bbl6paHbI B CMKNCKe HKXe.

o TonbKo Ba)kHble peBU3NnN — COXpPaHATb TOJIbKO pPeEBU3NK, MOMEYEHHbIE KakK
Ba>XHble, A4 TeX KOMMOHEHTOB, KOTOpPble Bbl6paHbI B CMCKe HKxXe.

s Tosbko KOHPUrypaunoHHble ¢aliibl — COXPaHATb TONbKO
KOHdUrypaLmoHHble daiisibl Tex KOMMOHEHTOB, KOTOpble BblIOpaHbl B CrINCKe
HUXE.

e YctaHoBUTE d1arv HaNMPOTUB KOMMOHEHTOB, BbibpaHHble 061acTV KOTOPbLIX Byay
COXPaHsATLCS.

KaTtanor ANA pe3epPBHOINo KOnMpoBaHUA AOJIXKEH ObITb nycr. B
: NPOTUBHOM CJlydae COAeP>XXMMOE KaTasiora 6y,CI,ET yAaneHo npu
BbINOJHEHNN PE3EPBHOIO0 KOMNMMPOBaHUA.

PyKkoBOACTBO aAMAHUCT paTopa
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MapameTpbl u onucaHue

3ajiaHvie NpesHa3HauYeHo A1 CUHXPOHM3aLUMN CTPYKTYPbI CETU: KOHTeMHepbl Active
Directory, cogep><alline KOMMbrOTEPbIl, CTAHOBATCA FPYynnammn aHTUBUPYCHON ceTw, B
KOTOpble NMomMeLatoTca paboune CTaHUUK.

HeobxoaMmo 3ajaTbh Ciesyrollvie NapaMeTpsbi:

e KoHtponnep Active Directory — koHTponnep Active Directory, Hanpumep,
dc.example.com.

e PerucrpauymoHHoe Ums — perucTpaLmoHHoe UMs nosb3oBatens Active
Directory.

e Maponb — naponb nosnb3zoBatens Active Directory.

@ [na Cepeepos nog OC Windows HacTponku He ob6s3aTenbHbl. B

: KayecTBe PerucTpaLyoHHbIX AaHHbIX MO YMONYaHMIO UCMOb3YHOTCA
JaHHble NMoNb30BaTeNs, OT MMEHN KOTOPOTO 3aMyLLeH NpoLecc
CepBepa (kak npaBwuio LocalSystem).

[Onsa Cepeepos nog OC cemenctea UNIX HacTpOMKN JOKHBI ObITh
oba3aTenbHO 3ajaHbl.

e B BbiMagatoLem cnvcke 3almTa coegnHeHus Bbibepute TMN WUPPOBaHHOTO
obMeHa AaHHbIMU:

o STARTTLS — nepeknroyeHvie Ha 3aLlMLeHHOe COeAnHEHMe OCyLLeCTBAAETCA
yepes koMaHay STARTTLS. 1o ymMoa4aHWO And COefuHeHNA
npegycMaTpuBaeTca UCNonb3oBaHWe 25 nopra.

© SSL/TLS — oTKpbITb OTAE/NbHOE 3aluuLLeHHoe WNdPOBaHHOE coeanHeHve. 1o
YMOJIYaHWIO ANS COeAVHEHMs nNpeaycMaTpmMBaeTca UCNoib3oBaHue 465
noprTa.

= Her — He ucnosb3oBath WrdposaHve. ObMeH faHHbIMY BYAeT MPOUCXOAUTL
Mo He3alLWLLEHHOMY COENHEHNIO.

l Mo YMONYaHVKO AaHHOE 3ajaHue OTKAHOYEHO. ﬂ,flﬂ aKTnBaumn

° BbINO/HEHNA 3a4aHNA YCTaHOBUTE ONUNHO Pa3peu1wrb BbiMNoJIHEHUe B
HaCTpOVIKaX 3ajaHuAa Uan Ha naHenn MHCTPYMEHTOB Kak OMnncaHo
BbllUe.

3ajaHve npeAHasHaueHo A5 BblZaum OMNOBELLEHNS O TOM, UTO cocefHune CepBepbl
JaBHO He nogkitoyanncb k gaHHomy Cepaepy.

Hactpolika oTobpa>keHns OnoBeLLeHUs oCyLwecTBAseTcs B pa3gene KoHdburypalums
OroBeLleHVIA NPY NoMoLwM nyHkTa CocefHMIA cepBep AaBHO He NMOAK/IOUaICA.

B nonax YacoB un MMHyT 3ap,al7|Te nepunoabl BpeMeHn, no NctedeHnn KOTopbIX
COCG,CI,HI/II‘;I CepBep 6y,CI,ET CUMTaTbCA AaBHO He NMOAKNHOYaBLUKMMCA.

3ajaHve npejHa3HayeHo ANA Bbijaun OMOBELLLeHMA O TOM, YTO CTaHLUMW AaBHO He
noakroYanmch k gaHHomy Cepsepy.

PyKkoBOACTBO aAMAHUCT paTopa

252



A7

-
g

A
d
A

Twun 3apgaHusa

Inaea 8: Hactpoiika CepBepa Dr.Web

MapameTpbl u onucaHue

Hactpolika oTo6pa>keHns onoBeLLeHUs ocylecTBaseTca B pasgene Kondburypalms
OﬂOBeu_J,eHI/If/] npy nomMoLn nyHKTa CTaHU,VISI AaBHO He nojgKnroyasacb K

cepBepy.

B nosne [Hewn 3azaiTe Nepuos BPEMEHH, MO UCTEUYEHMN KOTOPOTO CTaHUms ByaeT
CuMTaThCsl JAaBHO HeMoAK/IoYaBLLENCs.

Co3p,a|me 3ap,aHV|e npegHasHadyeHo AnAa CO34aHuA OT4yeTa CO CTaTUCTUYECKUMWU AaHHBIMW MO
cTraTucTtuyeckoro aHTMBI/IpyCHOl‘/ﬁ ceTun.
oT4yeTa

[ BO3MOXHOCTM CO3JaHNsA OTUETa HEOOXOAMMO, UTOObI BbINO BKAHOUEHO
onoBeleHne Ctatuctuueckmni otuet (cM. n. KoHdburypalms onoBeLLeHuin).
Co3aHHbIV OTYET COXPaHAETCA Ha KOMMbrOTepPE C yCTaHOBAEHHbIM CepBepOM.
MosyyeHve oTyeTa 3aBUCUT OT TWMa OMOBELLLEHNS:

o ,ﬂ,ﬂﬂ MeTOo4a OTMpPaBKU COO6LLI,€HI/IFI BHEKTPOHHaﬂ noyrta: Ha agpec Nno4TtoBoOro
AllnKa, 3a4aHHOTO B HaCTpOI7IKaX onoseLleHna, oTnpaBaaeTca NMCbMoO CO
CCbIIKOWM Ha MECTOMOJ/IOXKEHME OTUETA U CaM OTUYET BO BJIOXKEHMSX K NMNCbMYy.

o ﬂ,ﬂﬂ BCeX OCTa/ibHbIX METOA0B OTMNPAaBKN: OTNPaBAAETCA COOTBETCTBYHOLLEE
onoseLleHne, KOTOpoe COAEPXKUT CCbIJIKY Ha MECTOMOIOXKEHNE OTUETa.

[Ans co3panvs 3ajaHvs B pacnmcaHnm HeobxoAMMO 3aaTb CleayroLimne
napameTpbi:

e Mpodunu yBegomaeHnin — HazpaHvie rpynmbl ONOBELLEHUI C HAaCTPORKamu,
cornacHo KoTopbIM ByeT co3aaBaTbca oTHeT. Ha3BaHMe 3aronoBska 3ajaeTcs
Mpu CO3AaH1M HOBOW rPYMMbl ONOBELLEHWI.

e f3bIK OTUeTa — A3bIK, Ha KOTOpPpOM 6y,£l|yT npeacraBsieHbl JaHHbIE B OTUETE.

o ®opmar gatbl — GopmaT, B KOTOPOM ByseT 0TobpaxkaTbCs CcTaTUCTUYecKas
MHPopMaums, cogep>kaLias gatbl. JOCTyrnHbl cregyroLine dopmatbi:

@ eBPOMeNnckWii: DD-MM-YYYY HH:MM:SS
@ aMepuKaHCKWA: MM/DD/YYYY HH:MM:SS

o dopmar otueta — dopmaT AOKYMEHTa, B KOTOPOM OyaeT coxpaHeH
CTAaTUCTUYECKUM OTYET.

e OTueTHbI NEePUOA — Nepuros BPEMEHY, CTaTUCTUYECKME AaHHbIE 38 KOTOPbIV
OyAyT BHECEHbI B OTYET.

e [pynnbl — CNXCOK rPynn CTaHLMN aHTUBMPYCHOW CeTH, AaHHble O KOTOPbIX ByayT
3aHeceHbl B oT4eT. [na BbIOOpa HeCKObKMX Fpynmn nucnoab3ymte kHonku CTRL
nan SHIFT.

e Tabnnupbl oTueTa — CNMCOK CTAaTUCTUYECKMX TabanL, AaHHbIE U3 KOTOPbIX ByAyT
3aHeceHbl B oTYeT. s Bbibopa HeCKoNbKMX Tabaul, ncnonb3yinte kHonkm CTRL
nnn SHIFT.

o CPOK XpaHeHuA oT4yeTa — BpeMeHHOVI nepunoj XxpaHeHuna ot4yeTa Ha
KOMnNbrOTEPE C YCTaHOBJIEHHbIM CepBepOM, HaynHaAa C MOMEHTa CO34aHnA
oT4eTa.
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3. Ha Bknagke Bpemsa HacTponTe cnesyrolime napamMeTpbl:

e B Bbinagatowem cnucke MepuoguuHoctb BbibepurTe pexxnm 3anycka 3ajaHua u
HacTpoWTe BpemMs B COOTBETCTBMM C BbIOBPaHHOW NePUOANYHOCTbIO:

PyKkoBOACTBO aAMAHUCT paTopa
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Pe>xum 3anycka

3aBepuluatouee

CrapTtoBoe

Yepes N muHyT
nocsie UCXOAHOTO
3apaHua

E>xxeaHeBHO

E>xemecAuHo

E>xeHepgenbHO

E>xeuacHo

Kaxxabie N munyTt

Inaea 8: Hactpoiika CepBepa Dr.Web

MapameTpbl  onucaHne

3asaHue 6yaeT 3anyckaTbCs Npu 3aBepLieHun paboTel CepBepa.

3anyckaeTcs 6e3 JOMONHUTENbHBIX MapaMeTpoB.

3anaHve bygeT 3anyckaTbcs npu 3anycke Cepsepa.

3anyckaeTcs 6e3 JONONHUTEIbHBIX MapamMeTpoB.

Heobxoanmo BbibpaTh B BbiMagatoliem cnivcke MicxoaHoe 3agaHue 10
3a/laHrie, OTHOCKTE/IbHO KOTOPOTO YCTaHaBAMBAETCS BPEMS BbIMNOJHEHWS
TeKyLLero 3ajaHus.

B none MuHyTa 3azaiite unun Boibepute U3 NpesiaraeMoro crnmcka Kom4yectBo
MWHYT, KOTOPOE A0JIKHO MPOWTY NMOC/IE BbINMOAHEHUS UCXOAHOTO 3aZaHus,

YTOObl HAUYaNOCh BbIMOJIHEHME pesaktmpyemMoro 3ajgaHus.

HEO6XOAVIMO BBECTN YaC N MUHYTY — 3ajiaHne 6yp,eT 3anyCckaTbCA eXegHeBHO B
YyKa3aHHO€ BpeMA.

Heobxoaumo BbIbpaTb Mo (AeHb MecALa), BBECTU Yac U MUHYTY — 3ajaHue
6yzeT 3anyckaTbCA B 3aJaHHbIV JieHb Mecsla B yKazaHHOE BPeMs.

HeO6XO,£I|I/IMO Bbl6paTb A€Hb HeAenn, BBECTU YaC N MUHYTY — 3aJlaHne 6WJ,ET
3anyCckaTbCA B 3aAaHHbIl‘/‘| A€Hb HeAeNn B yKa3aHHOE BpeMA.

Heobxoaumo BBectn umcno ot 0 go 59, 3agaroliee MUHYTY KaXkaoro vaca, B
KOTOpyro ByzeT 3anyckaTbCs 3ajaHve.

Heobxoanmo BBecTn 3HaueHne N ans 3ajaHva BpeMeHHOro nHTepBasa
BbINOJIHEHUA 3aJaHus.

Mpwn N paBHOM 60 mnm 6osblue 3ajaHne ByaeT 3anyckaTbCs Kaxkzablie N MUHYT.
Mpun N mMeHble 60 3agaHvie byaeT 3anmyckaTbCA B KaXcAyro MUHYTY Yaca,
kpaTHyto N.

e YcTaHOBUTe dnar 3anpeTutb Noc/ie NepBoro BbINOJHEHUA 411 O4HOKPATHOro

BbINMOJHEHWA 3aZlaHMA B COOTBETCTBUW C YyKa3aHHbIM BpeMeHeM. Ecan dnar cHAaT, 3agaHme
OyZAeT BbIMONHATLCA MHOTOKPATHO C YKa3aHHOW NePUOANYHOCTbIO.

YTO06bI NOBTOPMUTL BbIMOJIHEHME OAHOKPATHOTO 3a4aHns, KOTOpOe y>Ke BblN0 BbIMOJHEHO,
BOCMO/Ib3yNTECH KHOMKOW ) 3annaHupoBaTb NOBTOPHO Ha NaHeAn MHCTPYMEHTOB
pa3sgena pacnucaHus.

Mo OKOHYaHWW pejakTUPOBaHNA NapaMeTPOB 3aZaHNA HaxXmuTe kHonky CoxpaHuUTb 414
NPUHATUA U3MEHEHWI B NapamMeTpax 3ajaHus, eCIv Bbl PeJakTPOBanu yxe
CylecTBytoLlee 3ajaHne, Uan Ana CO3AaHNA 3ajaHna € 3aJ@aHHbIMU NapamMeTpamm, eCan Bbl
BbIMOJHAAM NMPOLEeAypYy CO34aHMA HOBOrO 3aJaHuA.

PyKkoBOACTBO aAMAHUCT paTopa
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8.6. Hactpoiika koHpurypaumm Beb-cepBepa

ili Mpw KaxkaoM CoxpaHeHUn n3meHeHw pasgena Kondurypauus Beb-cepsepa
: aBTOMAaTUYECKN COXPaHAETCA pe3epBHas KoMnus npeablayLiei Bepcum KOHGUrypaumoHHOro
danina Beb-cepBepa. XpaHeHuo nognexat 10 nocnesHmx KOMUN.

Pe3epBHble kONWM pacrnosiaratoTca B TOM Xe KaTanore, YTo U caM KOHQUrypaLMOHHbIN daiin,
1 Ha3bIBAOTCA B COOTBETCTBUM CO C/IeAyHOLMM GOPMATOM:

webmin.conf <epems_co30aHus>

Bbl MO>KeTe MCnob30BaTh CO3JaHHble Pe3epBHbIE KOMUKW, B YaCTHOCTY, As BOCCTaHOBAEHWs!
KOHdUrypaLmoHHoro daiina B cayyae, ecnm uHtepdeiic LieHTpa ynpaBaeHvs HefocTyneH.

UT06b1 HacTpOUTb KOHPUrypaLMoOHHbIe NapamMeTpbl Be6-cepBepa:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B 1aBHOM MeHIo LleHTpa ynpasieHus.

2. B OTKpbIBLUEMCS OKHEe BblbepuTe NyHKT ynpasastoliero meHto Kondurypauus Be6-
cepBepa. OTKpoeTcs OKHO HacTpoek Beb-cepBepa.

@ 3HaueHus I'IOJ'IEI\/’L OTMEUYEHHbIX 3HaKOM *, AOJIXKHbI 6bITb 0653aTENBHO 3adaHbl.

3. Ha naHenn MHCTpYyMEHTOB AOCTYMHbI CefytoLLme KHOMKM YNpaBaeHMA HaCcTpoKamm
pa3gena:

C MNepe3anyctutb CepBep Dr.Web — nepesanyctnte CepBep AN NPUHATUA U3MEHEHW,
BHECEHHbIX B JaHHOM pa3gene. KHonka CTaHOBUTCA aKTMBHOW MOC/Ie BHECEHWS
M3MEHEHWI B HaCTPOIKN pa3gena n Haxatns KHonku CoOXpaHUTb.

4 - BocctaHOBUTL KOHUrypaLuio U3 pesepBHOI KOMMM — BbiNaaroLLmii CrIMCOK,
cofiep>Kallmi CoOXpaHeHHble KOMnM HacTpoeK BCero pasgena, K KOTopbiIM MOXHO BEPHYTbCS
nocne BHeceHUs n3meHeHun. KHonka cCTaHOBUTCA akTMBHOW MOCAe BHECEHWUA N3MEHEHWIA
B HAaCTPOWKM pasgena n Haxxatna KHonkn CoxpaHUTb.

# Ycranosuthb Bee napameTpbl B HauaJibHble 3HAUEHUA — BOCCTAHOBUTb 3HaUeH WS,
KOTOpble BCe MapaMeTpbl JaHHOTO pa3zena UMenun A0 TEKYLLEero peAakTmpoBaHms
(nocneaHne coxpaHeHHble 3HaYeHs).

@ YcTaHOBUTBL BCe napamMmeTpbl B 3Ha4Y€HUA NO YMOJTYaHUIO — YCTaHOBUTb A4/14 BCEX
napamMeTpoB 4aHHOTO pa3jena 3HadYeHNA, 3ajaHHble MO YMOJIHaHUIO.

4. YT10Obl NPUHATL NU3MEHEHUSA, BHECEHHbIE B HACTPOMKMN pa3gena, HaXxmMmnTe KHOMKyY
CoxpaHutb, Noc/e yero notpebyetcs nepesarpyska Cepsepa. [s 3TOro HaXxkmmTe KHOMKY
C Mepe3anyctutb CepBep Dr.Web Ha naHenn MHCTPYMEHTOB AaHHOTO pasgena.

PyKkoBOACTBO aAMAHUCT paTopa
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8.6.1. O6bwume

Ha Bkiagke O6wyme 3ajatoTcs creayrolime HacTponkm paboTel Beb-cepBepa:

e Apapec Cepepa Dr.Web — IP-agpec nnm DNS-umsa Cepsepa Dr.Web.
3asaeTtca B popmare:
<IP-adpec unu DNS-umsa Cepsepa> [ : <nopm>]

Ecnv agpec CepBepa He 3ajaH, TO UCMONb3YeTCA MMSA KOMMbOTEPa, BO3BpallaemMoe
ornepauyMoHHOM cucteMon nam ceteBon agpec Cepsepa: DNS-ums, ecim foctynHo, B
NpoTUBHOM cayyae — IP-agpec.

Ecnv HoMep nopTa He 3ajaH, UCNoAb3YeTCsA MOPT, 3aZaHHbIi B 3anpoce (Hanpumep, npu
obpaweHun k Cepsepy n3 LieHTpa ynpasneHus nam yepe3 Web API). B yactHocTn, npu
3anpoce u3 LleHTpa ynpaBaeHuns — 370 NOpPT, 3ajaHHbI B aJpeCHON CTPOKe Mnpwu
noakntoueHnn LleHtpa ynpaenenus k Cepsepy.

¢ KonnuectBo napannesnbHbIX 3aNpOCOB OT KJIMEHTOB — KOJIMYECTBO MapasiesbHbIX
3anpocoB, obpabaTtbiBaeMbix Beb-cepBepoM. [laHHbI NapameTp BAMAET Ha
NPOWN3BOANTENBHOCTL CepBepa. He pekoMeHAyeTcs U3MEeHsATb ero 3HaueHue 6e3
HeobXxoAMMOCTH.

¢ KonunuectBo NoToKOB BBOAA/BbIBOAA — KONNYECTBO NOTOKOB, 06pabaThiBatoLLMX AaHHbIE,
nepesaBaemMble Mo ceTw. [laHHbI NapaMeTp BAMsAET Ha NpousBoautensHoctb CepBepa. He
pPEKOMEHAYeTCA N3MEHATb ero 3HauveHne 6e3 HeobxoaMmMoCTL.

e Tam-ayTt ceccum no HTTP/1 (c) — Tavim-ayT ceccum ana npotokona HTTP Bepcum 1. Mpwm
MCNOAb30BaHNN NOCTOSHHbIX coeanHeHU CepBep pa3pbiBaeT COeANHEHNE, eCIN B TEUeHMe
yKa3aHHOro BPeMeHU OT K/IMEeHTa He MPUXOAAT 3anpockl. TaliM-ayT akTyaleH A0 Havana
obMeHa JaHHbIMU B paMKax Ceccum.

¢ MuHumanbHasa ckopoctb otnipaBku no HTTP/1 (B/c) — MnHMManbHaa CKOpoCTb OTMpPaBKU
JAaHHbIX no npotokoay HTTP Bepcun 1. Ecam ncxogsailaa ckopocTb nepesaum no cetu Huxe
AAHHOTO 3HayeHWs, B coeAnHeHnn byaeT oTkasaHo. 3agante 3HayeHue 0, uTobbl CHATb
JaHHOe orpaHuyeHue.

¢ MuHumanbHasa ckopoctb npuema no HTTP/1 (B/c) — MyMHUManbHaa CKOPOCTb NONYyYEHUS
JaHHbIX no npotokoay HTTP Bepcun 1. Ecan BxoaaLan ckopocTb nepegayun no cetm Huxe
AAHHOTO 3HayeHWs, B coeAnHeHnn byaeT oTkasaHo. 3aganTte 3HauyeHue 0, UTobbl CHATb
JlaHHOe orpaHuyeHue.

e Tavim-ayT ornpaBku no HTTP/1 (c) — Tanm-ayT oTNpaBKkM AaHHbIX B paMKax OTKPbITOM
ceccum no npotokony HTTP Bepcum 1. Ecam B TeyeHWe yKa3aHHOro BpeMeHU He yAanocb
OTNPaBUTb AaHHble, CECCUA 3aKPbIBAETCA.

e Taum-ayt npuema no HTTP/1 (c) — Taim-ayT npremMa AaHHbIX B pamMmKax OTKPbITON ceccuu
no npotokony HTTP Bepcuu 1. Eciv B TeyeHme yka3aHHOrO BpeMeHM OT KINeHTa He
NPUXOAAT 3aNpoChbl, CECCUA 3aKpblBaeTcA. TaiM-ayT akTyaieH nociae Havyana obmeHa
AAaHHbIMU B paMKax CecCUm.

e Pasmep 6ydepa ornpaBku (KB) — pasmep 6ydepoB, ncnonb3yembix Npu OTApaBke AaHHbIX.
[JaHHbIV napameTp BAMAeT Ha NnpousBoauTensHoctb CepBepa. He pekomeHayeTca n3mMeHATb
ero 3HauyeHune 6e3 Heob6XxoANMOCTU.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Pasmep 6ydepa npuema (KB) — pasmep 6ydepoB, ncnonb3yembix MpU NOAYYEHUN JaHHbIX.
[aHHbI NnapameTp BAMAET Ha Npoun3BoanTenbHOCTb CepBepa. He pekoMeHayeTcs M3MeHATb
ero 3HayeHune 6e3 Heob6xoaNMOCTL.

¢ MakcumanbHas anuvHa 3anpoca (Kb) — makcvumanbHO gonyctumblin paamep HTTP-3anpoca.

¢ Binrountb 3awuty ot flood-arak — yctaHoBuTe dnar, uto6bI NPMHUMATL 3aLUMTHBIE MEpPbI
npotume flood-atak. 3agalite chegyrouime napaMmeTpbl O6GHAPY>KEHNA aTaku:

o Mepwmog (c) — NPOMEXYTOK BPEMEHM B CEKYHAAX, 3@ KOTOPbIA AONXKHO NPUNATH
onpeaeseHHOe KONMYeCTBO 3anpocoB, Yytobbl noaTBepanTb flood-aTaky co cTOpoHbI
KAMeHTa.

s KonnuectBo 3anpocoB — MUHVMalbHOE KOJIMYECTBO 3anpOoCOB, KOTOPbIE AOMXKHbI
NPWINTK 3a ONpeseneHHbI MPOMEXYTOK BpeMeHU, utobbl noateepamnTb flood-ataky co
CTOPOHbI KINEHTA.

o A INTeNbHOCTb 6/IOKMPOBKM (C) — COEANHEHMA C KIMEHTOM ByayT 3anpeLleHbl B TeUeHne
3a/l@aHHOTO KONMYeCTBa CeKyH,

B pasaene Ckarme 3a4at0Tcs NapaMeTpbl ckaTvsa Tpadurka Npu nepesave AaHHbIX MO KaHany
cBA3u ¢ Beb-cepBepom yepe3s HTTP/HTTPS:

¢ MakcumanbHbIV pa3mep oTBeta ana okatua (Kb) — makcMmanbHbin pa3mep HTTP-
OTBETOB, KOTOpble byayT CknmaTtbca. 3aganTe 3HadyeHne 0, UTobbl CHATL OrpaHnyeHre Ha
MaKCMManbHbI pa3mep HTTP-oTBETOB, MoA/eXallmx CKaTuio.

¢ MuHuManbHbIA pa3mep oTBeTa ana okatua (B) — MuHMManbHbIK pa3mep HTTP-oTBeTOB,
KoTopble ByayT cknmaTtbca. 3aganTe 3HadyeHne 0, UTobbl CHATL OrpaHMYeHre Ha
MWHMMaNbHbIN pa3Mmep HTTP-0TBETOB, MoANeXaLLUMX CKATUHO.

° I'Iopap,ox ncnoJib30BaHUA TUNOB COKaTUA:

o Onpep,enﬂe'rcn KJINEHTOM — NOopAAOK NCMNONb30BaHMA TUMOB OKaTUA onpeaendaeTca
KIVMEHTOM C YYETOM pa3pelleEHHbIX TUNOB CKaTUA.

= OnpepensaeTca cepBepoM — NopsAOK UCMONb30BaHUA TUMOB CKaTWsA ONpesenserTcs
CepBEePOM C YUYEeTOM pa3peLLeHHbIX TUMOB CkaTus. B 3Tom ciyyae 3agavite nopsagok
CnefoBaHMsA TUMOB CKaTUs B CNUCKe HMXe. [ns usmeHeHns nopsaka nepetawimre
COOTBETCTBYHOLLMI 610K 3@ KOPELLOK.

Bbl MOXeTe BKIHOUMTb UM OTK/IHOUYMTb, @ TakKe 3a4aTb NOPAAOK (414 TOrO caydas, Korga
nopsgok onpegensetca CepBepom) cesyroLlime TUMbl CKaTUs:

o Ucnonb3oBatb okatne GZIP — yctaHoBUTe dar, YTO MCNOb30BaTh 3TOT TN CKaTuA. B
none YpoBeHb oxatua GZIP 3aganTe 3HaueHne B gnana3oHe 0-9. 3HaueHne 0 o3HavaeT
OTK/IKOUUTL CKaTHe.

= Ucnonb3oBaTtb okaTtue Deflate — yctaHoBUTE dnar, Uto Mcnosb30BaTb 3TOT TUN CXKaTusA. B
none YpoBeHb cxatua Deflate 3asaiite 3HaueHme B gnanasoHe 0-9. 3HaueHune 0
O3HayaeT OTKIHUUTL CKaTUe.

s Ucnonb3oBaTtb okatue Brotli — yctaHoBuTe dnar, uto ncnonb3osatb 370T TN OKaTuA. B
none YpoBeHb cxxatusa Brotli 3apalite 3HaueHne B agnanasoHe 0-11. 3HaueHune 0 o3HayaeT
OTK/IKOUUTb CKaTHe.

PyKkoBOACTBO aAMAHUCT paTopa

257



A7

-
g

A
d
A

Inaea 8: Hactpoiika CepBepa Dr.Web

258

e 3ameHaTb IP-agpeca — yctaHoBuTe dnar, uto6bl 3aMeHATb IP-agpeca DNS-vmeHamu
KomnbtoTepoB B danne xypHana Cepsepa.

e Biunrountb nopgaepxky HTTP/2 — yctaHoBuTe dnar, utobbl nogaepxunsaTb obpalleHne K
Be6-cepBepy no npotokony HTTP Bepcum 2.

s Taiim-ayTt ceccum no HTTP/2 (c) — Tarim-ayT ceccum ana npotokosna HTTP Bepcum 2. Mpwn
MCMO/Ib30BaHUN NMOCTOSHHbIX COEANHEHWI CEPBEP Pa3pbiBaeT COeANHEHME, eV B
TeyeHMe yKa3zaHHOro BpeMeHU OT KIMeHTa He MPUXoAAT 3anpochl.

e MoaaepxmBatb TLS-ceccuro akTUBHOM — yCTaHOBUTE diar, UTobbl MCNONBL30BaTh
NOCTOAHHOEe coeanHeHwue ana TLS. YcTapeBLlumne Bepcum bpay3epoB MOryT HEKOPPEKTHO
paboTtaTtb € NOCTOAHHbIMU TLS-coeamHeHnamm. OTKIOUMTE 3TOT MapameTp, eC/iv BO3HUKaKT
npobaemsbl c pabotou no TLS npoTokony.

e Ceptudukar — nytb K panny TLS-ceptudurkata. B Bbinagaroliem cnmcke NnpruBoAaTCs
JocCTynHble cepTudmkaThl U3 KaTtanora Cepsepa.

¢ 3aKpbITbiv KoY SSL — nyTb Kk danny 3akpbiToro kitoua TLS. B Bbinagarollem cnmcke
NPUBOAATCA AOCTYyMNHbIE 3akKpbiTble KAtoun TLS n3 katanora Cepsepa.

e Knrou wndposaHuna ana maHgatoB TLS-ceccum — nyTb K danriny kntova wWndpoBaHns ans
mMaHgaToB TLS-ceccuir. Vicnonb3yetcs ana BO306HOBNEHMA ceaHca TLS Ha ocHOBe MaHAaTOB
ceccum (session tickets), koTopble WNGPYOTCA C MCNOAb30BaHNEM 3aJaHHOTO KAHOYa.

e Cnucok paspelueHHbIX WndPoB — CTPOoKa, onpesenarowan cCnmcok Wmdpos 13 nakerta
OpenSSL, paspelweHHbIX And NCMOAb30BaHWA B COeAMHEHMAX C KnneHTaMu. Ecam octaBuTb
nosae nycrbiM, 6yaeT MCNOb30BaHO 3HaYeHWe DEFAULT, UTO O3HavaeT
ALL: !'EXPORT:!LOW: !aNULL: !eNULL: ! SSLvZ2.

8.6.2. lononHNTEeNbHO

Ha BKJ1lagKe AOI‘IOIIHVITelIbHO 3ajakoTCa ciegyroumne HaCTpOVIKM pa6OTbI Be6—cepBepa:

e YctaHoBuTe dpnar OTobparkaTb oLIMGKM CKPUNTOB YTOObI MOKa3biBaTb OLIMOKM CKPUNTOB B
Be6-6pay3epe. [JaHHbIN NapaMeTp UCNONb3YeTcs CNY>KOO0M TEXHUUECKON NOAAEPXKKN U
pa3paboTumkamun. He pekomeHAayeTCs N3MEeHATb ero 3HaveHne 6e3 HeobxoanMMocCTL.

e YctaHoBuTe dpnar TpaccupoBaTb paboTy CKPUNTOB UTOObI BKIOUNTL TPACCUPOBKY PaboTbl
ckpunToB. [laHHbIN NapamMeTp UCMONb3yeTCs CNYy>KO0N TEXHNUYECKOM NOAAEPXKKN 1
pa3paboTumkamu. He pekoMeHayeTcs N3MeHSATb ero 3HaueHne 6e3 HeoHXoAMMOCTH.

e YctaHoBUTe dpnar Paspewsatb 3aBepLueHMe CKPUNTOB YTOObI pa3peLumnTb NpepbiBaHMe
paboTbl ckpnnToB. [JaHHbBIV NapaMeTp MCNOb3yeTca CYXXOO0M TEXHNYECKOW MOAAEPXKKM U
pa3paboTumkamu. He pekomeHayeTcs N3MeHATb ero 3HaveHne 6e3 HeobxoaAMMOCTH.

PyKkoBOACTBO aAMAHUCT paTopa
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8.6.3. TpaHcnoprT

Ha Bkiaske TpaHCcnOpT HacTpanBatoTca "Mpoc/ylinBaemMble” ceTeBble ajpeca, C KOTOpbIX Be6-
cepBep NPUHUMAaEeT BXOAALLME COeANHEHNSA, HanpuMep, ANa noakatodeHns LieHTpa
yrnpaB/ieHVa UaAn BbINOAHEHUS 3anpocoB Yepe3 Web API:

B pa3gene MpocaywmBaemMble agpeca HacTpanBaeTcs CNMCOK MHTEPHENCOB, KOTOpble byayT
NpoCAyWMBaTbLCA A4 NpveMa coeanHeHnin no npotokony HTTP:
e Appec — IP-agpec ceTeBoro nHtepderica, C KOTOpPOro paspeLleH NpuemM CoefNHEHNN.

e Mopt HTTP - Homep nopTa ceTeBOro MHTepderica, C KOTOPOro paspeLleH Npuem
coeauHeHnn no npotokony HTTP.

e Mopt HTTPS — HoMep nopTa ceTeBOro nHTepdenca, C KOTOPOro paspeLleH Npuem
coeamHeHnn no npotokony HTTPS.

Mo ymonuvaHuto ana "npocaywiBaHuna” Beb-cepBepomM ycTaHaBAMBaAKOTCA:

s Appec: 0.0.0.0 — ncnosb3oBaTb "BCe ceTeBble MHTEPDENCHI" ANA JaHHOW MalUWHbI, Ha
KOTOpPOW ycTaHOB/IEH BeO-cepBep.

s Mopt HTTP: 9080 — ncnonb3oBaTb CTaHAAPTHbIV NOPT 9080 aAna npotokona HTTP.

o Mopt HTTPS: 9081 — ncnonb3oBaTb CTaHAapPTHbIM NOpT 9081 ans npoTtokona HTTPS.

Ans pobaBneHns HOBOW CTPOKM aZpeca, HaXKMuMTe KHOMKY +] Ansa yaaneHus cTpoku
KOHKPETHOrO ajpeca HaXmMmnTe KHOMKY — HanmopTWB yAansemMoro agpeca.

8.6.4. be3onacHoOCTb

Ha Bknagke besonacHOCTb 3a4at0TCA OrpaHNYeHNA Ha ceTeBble ajpeca, C KOTOPbIX Beb-
cepsep npuHumaetr HTTP n HTTPS 3anpocsl.

O6bwume
e YctaHoBuTe dnar MNepeHanpaBAATb Ha 3aLLMLLLEHHOE COeAMHEHUe, UTOObI aBTOMAaTUUECKM
nepeHanpasaaTb BCe coeanHeHuna no HTTP Ha HTTPS.

e YctaHoBuTe dpnar BosBpawaTtb Noapo6HbIN 3aronoBok, UTOObLI Be6-cepBep BO3BpaLlan
noApobHOCTN OKpyXeHus B “Server’-3aronoske.

e YctaHoBuTe dnar NMpeobpasoBbiBath URI B HMKHMIA peructp, uto6bl Npeobpa3oBbiBaTh
Bce URI B 3anpocax k Beb-cepBepy B HUXHWI perncTp. [peobpa3oBaHuno NOANEXMT TONbKO
bparmeHT nepapxmueckon vactn URI, coagep>xalmn nyTb.

PyKkoBOACTBO aAMAHUCT paTopa
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OrpaHuueHue paocTtyna

Ana Toro uro6bl HACTPOUTbL OrpaHMUEHUA AOCTYMNA A1A Kakoro-1mbo Tuna coeguHeHNs:
1. [Ansa Toro uto6bl paspewmntb goctyn no HTTP nam no HTTPS ¢ onpeseneHHbIX afpecos,
BkAtoUMTe Mx B cnuckv HTTP: Paspeweno nan HTTPS: PaspeweHo cOOTBETCTBEHHO.

2. [na Toro ytobbl 3anpeTnTb goctyn no HTTP nan no HTTPS ¢ kakmx-nnmbo aapecos,
BkatounTe nx B cnnckv HTTP: 3anpewero nav HTTPS: 3anpelyeHo.

3. AZpeca, He BKIHOYEHHbIE HM B OJMH M3 CMUCKOB, Pa3peLlaroTcsa AN 3anpeLaroTca B
3aBMCUMOCTM OT TOTO, YCTaHOBAEeHbI v dnarv MpuoputeTHocTb 3anpeta ana HTTP n
MpuopurerHocTb 3anpeta ana HTTPS: npu yctaHoBneHHOM dnare agpeca, He
BK/IFOUEHHbIE HM B OANH U3 CMUCKOB (MM BKAOYEHHble B 06a), 3anpewarotcs. B
NPOTVBHOM C/y4ae, Takne agpeca pa3peLuaroTcs.

Ana pepakTMpoBaHUA cNncka aapecoB:

1. BBeauTe ceTeBOW ajpec B COOTBETCTBYHOLLEE MOJIe U HaXXMUTe KHOMKY COXPaHUTb.

2. CeTteBOW agpec 3agaetca B Buae: </P-adpec>/ [ <npegukc>1].

| Cnnckn ans BBoga agpecoB TCPv6 6yayT oTobpaskeHbl, TOIbKO eCM Ha KOMMbLOTEpe
ycTtaHoBaeH uHTepdeic IPvé.

3. [na pobaBneHVa HOBOrO MoJA ajpeca, HaXXMnTe KHOMKY COOTBETCTBYHOLLEro paszena.

4. [lna ypaneHva nona HaxXMmuTe KHOMKy E

Mpumep ncnonb3oBaHus npedpukca:

1. Mpedunkc 24 o603HauaeT ceTn ¢ Mackomn: 255.255.255.0
Copepxut 254 agpeca.
AZpeca XOCTOB B 3TWX ceTaX BMAa: 195.136.12.*

2. Mpedukc 8 0603HauaeT ceTn ¢ Mackon 255.0.0.0
Cogepxut po 16387064 agpecos (256*256*256).

Ajppeca XOCTOB B 3TUX CeTAX BUAA: 125. % . * . *

PyKkoBOACTBO aAMAHUCT paTopa
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8.7. Nonb3oBaTenbckue npoueaypbl

| Mpu BbINONHEHUM lua-CKPUMTOB aAMMHUCTPATOP MOydYaeT ZOCTYN KO BCel GainoBoi
cvcTeMe B npegenax katanora CepBepa v HEKOTOPbIM CUCTEMHBLIM KOMaHAaM Ha
KOMMbHOTEpPE C yCTaHOBJIEHHbIM CepBepoM.

Y1o6bl 3aMpeTnTh AOCTYM K MOJIb30BaTENbCKUM MPOLeAypaM, OTKIOUMTE NPaBo
PepaktnposaHmne koHpurypauumn Cepsepa n KoH$pUrypaumum penosmropus Ans

COOTBETCTBYIOLLEro agMuHUcTpaTopa (CM. n. AAMUHUCTPATOPbL U aAMUHUCTDATVBHbLE
rpynnbl).

Ana ynpolueHns 1 aBToMaTm3aLnm BoIMOJHEHNS onpeaeneHHbix 3agaHnin Cepeepa DrWeb
BO3MOXHO MCMNOJIb30BaHMe NO/b30BaTeIbCKUX NPOLLeAYpP, Peaan3oBaHHbIX B Buae lua-
CKPUNTOB.

| Monb30oBaTeNbCkve MPOoLEeaypbl PacrnoiaratoTcs B ClefytoLemM nojkaTasore Katasora
: yctaHoBku CepBepa:

e ana OC Windows: var\extensions
e ana OC FreeBSD: /var/drwcs/extensions

o ana OC Linux: /var/opt/drwcs/extensions

Mocne VHCTanaaumn CepBepa B JAaHHOM MnoJKaTaaore pasMeLllaroTca npeaycraHOBJI€HHbIE
NnoJsib3oBaTe/ibCKME npoueaypbl.

PEAaKTI/IpOBaHMe No/1Ib30BaTe/IbCKUX NMpoLueayp pekoMeHAYyeTCA OCYLeCTBAATL Yepes LLeHTp
ynpaBaeHus.

UT06b1 HaCTPOUTL BbINOJ/IHEHME MOJ1Ib30BaTe/IbCKUX NpoLeAyp:

1. BbibepuTe NyHKT AGMUHUCTPUPOBaHME B I1aBHOM MeHto LleHTpa ynpaBaeHus.

2. B oTkpbIBLWEMCS OKHe BbibepuTe NYyHKT yripaBastowero MeHto Monb3oBatenbckue
npoueaypbl. OTKPOETCA OKHO HAaCTPOEK MOJb30BaTe/IbCKMX MPOLLeayp.

Aepeeo npoueayp

Nepapxnyecknii cnncok npoueayp oTobpaxkaet ApeBOBUAHYHO CTPYKTYPY, y31aMu KOTOPOW
ABAAKOTCA TPYNMbl NPOLEAYP W BXOAALLME B HUX MONb30BaTe/IbCKMe NPOoLeaypbl.

V3HauanbHO B AepeBe npoueayp npeacrtaBjiedbl ciedyrouime npedyCcraHOBJIEHHbIE Tpynnbl:

e Examples of the hooks — coaep>uT WabnoHbl Bcex AOCTYMHbIX MONb30BaTENbCKMX
npoueayp. Ha ocHoBe AaHHbIX LWabaOHOB Bbl MOXeTe CO34aBaTh COOCTBEHHbIE
noJsib3oBaTesbCckne npoLeaypbl. BO3MOXHOCTb pesakTMpOBaHUS U BbINOJAHEHUSA
WabNOHHbBIX NpoLeayp He NpeAocTaBaseTcs.

PyKkoBOACTBO aAMAHUCT paTopa

261



A7
>}
-‘ﬂ

-
g

Inaea 8: Hactpoiika CepBepa Dr.Web

¢ IBM Syslog — cosep>uT WwabsoHbl NOAb30BaTENLCKUX MPOLEAYP, NCMO/Ib3YyeMbIX MPU
nHTerpaumm ¢ cuctemont IBM Tivoli. CobbITVA, COOTBETCTBYHOLLME BKIOYEHHbIM
npoueaypam, dunkcnpyrorca B dopmarte Syslog.
Bce cobbiTva nuwwyTca B OANH Gainn No cneayrolemy nyTu:

s ana OC Windows:
var\export\tivolilsyslog\drwcs syslog.log

e ans OC FreeBSD:
/var/drwcs/export/tivoli/syslog/drwcs syslog.log

v ansa OC Linux:
/var/opt/drwcs/export/tivoli/syslog/drwcs syslog.log

¢ IBM W7Log — cosep>xuT WwabaoHbl MOab30BaTeNbCKUX NPOLeayp, NCNOAb3yeMblX Mpu
nHTerpaymnm ¢ cuctemont IBM Tivoli. CobbiTns, COOTBETCTBYHOLLME BKIHOYEHHbBIM
npoueaypam, pukcmpyrotca B popmate IBM W7Log XML.
[ns kaxgoro cobbiTna co3gaeTca oTAeNbHbIA Gann No cieaytowemy nyTu:
o ana OC Windows:
var\export\tivoli\w71log\<Ha3eaHue cobbimusa>_<unix_timestamp>
e ans OC FreeBSD:
/var/drwcs/export/tivoli/w7log/<HazsaHue cobbimus>_<unix_timestamp >
o ana OC Linux:
/var/opt/drwcs/export/tivoli/w7log/<HazsaHue_cobbimus>_<unix_timestamp>

3Ha4yoK 3n1eMeHTa AepeBa 3aBUCUT OT TMMa NN COCTOAHMA 3TOIO 3/1IEMEHTA (cm. Ta6n|/|u,y 8-6)

Ta6aunua 8-6. 3Hauku 3/1IeMeHTOB iepeBa npoueayp

3Hauok OnucaHue
pynnbl npoueayp
ca Mpynna npoueayp, 418 KOTOPOW paspeLleHo BbIMOJHeHWe npoLleayp.
8 Mpynna npoueayp, 419 KOTOPOW 3anpeLLeHO BbINOJHEHWE NpoLeayp.
Mpoueaypsbl
g Mpoueaypa, AN KOTOPOU pa3peLleHo BbINOAHEHNE
i Mpoueaypa, AN KOTOPOU 3aMpeLLEHO BbINMOJIHEHME.

YnpaBsieHue aepeBom npoueayp

[ns ynpaBneHnsa obbektamu B epeBe NpoLeayp MCNOb3YHOTCA CaesytoLline 31eMeHTbI
NaHeNn NHCTPYMEHTOB:

+ - BbINaZatoLLMiA CNNCOK AN A06aBNEHUS 31EMEHTA AepeBa NpoLueayp:

% [ o6aBuTb npoueaypy — 406aBNTL HOBYIO MO/IL30BATENBCKYHO MPOLEAYPY.

PyKkoBOACTBO aAMAHUCT paTopa
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(3 fo6aBuTh rpynny npoueayp — Co3atb HOBYHO MOJIb30BaTE/IbCKYHO Fpynny ANs
pa3MeLleHns B Hel npoLeayp.

X Ypanutb BbiGpaHHbIe 06BEKTBI — YAaNNTH MO/Ib30BATENLCKYHO POLEAYPY UAW rpynny,
BbIOpaHHYIO B lepeBe npoLeayp.

© PaszpewmnTth BbINONIHEHME NpOLEAYPbI — aHANOTNUHOE AeiiCTBUE NPOU3BOANTCA U3
peaakTopa npoueayp Npu NomMoLwwm ycTaHoBKM diara PaspelumnTb BbiNoJIHEHWE NpoLeaypbl.

Cm. Tarke AKTMBaLmMa npoueayp.

O 3anpetuTth BbINOAHEHME NpOLEAYPbI — aHANOTVUHOE AeliCTBUE NPOVN3BOAUTCA U3
pesakTopa npoueayp npu NOMOoLLM CHATUA Gaara PaspewunTb BbinosiHeHUe npoueaypbl. CM.

Takke AKTMBauma npoueayp.

YnpaBneHue rpynnaMmu npoueayp

UTo6bI cO3a4aTh HOBYIO rpynny:

1. Ha naHenn nHcTpymeHTOB BblibepuTe + [ o6aBuTb rpynny npoueayp.
2. B oTKpbIBLIEMCS OKHE 3ajauTe Ceayrolive napameTpsbl:

e YctaHoBuTe dnar PaspelunTtb BbiNoJIHEHUE NPoLeAypbl, UTOObI akTBMPOBaTb
npoueaypbl, KOTOpble 6yayT BXOAUTb B 3Ty rpynny. Cm. Takke AKTMBaLMS NpoLeayp.
¢ B none HasBaHwue rpynnbl 3ajavite NPON3BO/IbHOE Ha3BaHWe A1 CO3aBaeMOW rpynnbl.

3. Haxmute kHonky CoxpaHUTb.

UT06bI M3MEHNTb NOPAAOK UCNO/Ib3OBAaHMUA Fpynn:
1. B aepese npoueayp nepetawmte (drag and drop) rpynny npoueayp n pasamecTtuTe ee B
HY>XHOM MOpPAAKE OTHOCUTENBHO APYTX FpymMmn.

2. nOpﬂAOK NCcnonb3oBaHMA Npoueayp aBTOMaTUYECKN N3MEHUTCA NMPU N3MEHEHUN NOPALKa
rpynn: nepBbiMu 6yAyT BbIMOJIHATBCA Npoueaypbl U3 Tpynn, pacnoJIOXKEHHbIX BblLLE B

Aepese npoueayp.
UTo6bI NnepemecTUTb NpoLeaypy B APYryto rpynny:

1. B pepeBe npoueayp Bbibepute NpoLeaypy, KOTOPYH Bbl XOTUTE NEPEMECTUTD.

2. Ha oTkpbiBLUeNCA NaHenn CBOWCTB, B BbiNazatolleM cnucke Pogutenbckan rpynna
BbIbepuTe rpynny, B KOTOPYHO HEOBXOANMMO NepPeMeCcTUTb NPOoLEaYpY.

3. Haxmute kHonky CoxpaHUTb.

YnpaBneHue npoueaypamu

UYT06b1 f062BMTHL HOBYIO NpoOLLEAYPY:

1. Ha naHenu nHcTpyMeHTOB BbibepuTe = - {F No6asutb npoueaypy.

2. B oTKkpbIBLUEMCS OKHe 3ajaliTe Ciejytolime napameTpsbl:
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e YctaHoBUTe dnar PaspewinTb BbiNOJIHEHME NpoLeAypbl, UTOObl akTMBMPOBaTb
co3gaBaemyro npoueaypy. Cm. Takke AKTMBaLmMsa NpoLeayp.

¢ B Bhinagatowem cnuncke Poaurtenbckas rpynna BolbepuTe rpynmny, B KOTOpoK byaeT
pa3mMeLlaTbCs co3jaBaeMas npoueaypa. B ganbHeriwem MOXHO NnepeMecTuTb

npoueaypy B APYryto rpynny — CM. BblLLE,

e B Bbinagatowem cnucke Mpoueaypa Bbibepute TMN Nnpoueaypsl. Tun npoueaypsl
onpeaensert AeNCTBUE, N5 KOTOPOro byaeT Bbi3blBaTbCA AaHHasA NpoLeaypa.

e B nose Tekct npoueaypbl BBeMTe lua-ckpUnT, KOTOPbIN ByAeT BbIMOAHATHCA NPU
BbI30BE AaHHOW Npoueaypsbl.
B nogpa3aene Mnpopmaumsa o npoueaype nprBoamTcsa cobbiTue, Ana KOTOporo byaet
BbI3bIBaTbCA AaHHas npoueaypa; nHGopmMaLma o ToM, AOCTynHa nn 6aza JaHHbIX
CepBepa Ans JaHHOM NpoLeaypbl; @ Takke NPUBOAATCA CMUCKM BXOAHbIX MapaMeTpoB U
BO3BpaLL@aeMblX 3HaUYeHWI AN AaHHOro TMNa NpoLeaypbl.

3. Haxmute kHonky CoxpaHUTb.

UT06b1 OTpepaaKTUpOBaTh NpoLEeAYpY:

1. B aepeBe npoueayp BbibepuTe NpoLiesypy, KOTOPYHO Bbl XOTUTE OTPEAaKTMPOBATb.

2. B npaBo# YacTh OkHa aBTOMaTUYeCKN OTKPOETCA NaHeAb CBOWCTB JaHHOM npoueaypsbl. Jns
pefaKkTMPOBaHWA AOCTYMHbI BCE NapaMeTpsbl, KOTOpble 3aZaBaincb MPW CO34aHMM
npoueaypbl, kpome napametpa Mpoueaypa. JaHHbIV napameTp onpegenseT cobbiTue, ANs
KOTOPOro 6yzeT BbI3blBATbCA JaHHAs Npoueaypa, v He NOANEXNT PesakTMPOBaHUIO Nocae
Co34aHuns npouesypsbl.

3. Haxmute kHonky CoxpaHUTb.

AkTnBauma npoueayp

AKTnBaLMsA Npoueayp v rpynn npoueayp onpeaenset, 6yayT M BbINONHATLCA NpoLeaypbl
NPW HaCTyNJIeHUM COOTBETCTBYHOLWErO UM COBbITUSA UAN HET.

UT06b1 aKTMBMpPOBaTb NMPOLLEAYPY WM rpynny npoueayp:

1. B aepeBe npoueayp BbibepuTe Npoueaypy Uan rpymnmny, KOTOPYH Bbl XOTUTE aKTUBMPOBATb.
2. BbINnoAHWTE OAHO U3 CNeAyOLWNX AENCTBUN:
e Ha naHenu MHCTpyMeHTOB HaxmuTe kHorky &@ Paspeluntb BbinosHeHne npoueaypbl.

e B npaBoi YacT okHa Ha NaHenn CBOWCTB BblOpaHHOro obbekTa yctaHoBUTe daar
Pa3spewunTtb BbiNo/IHEHME NPOLEAYPbI, €C/IV OH CHAT. HaxkmuTe kKHOMNKy COXpaHUTb.

Oco6eHHOCTM aKTMBaL MK NpoLeayp:

[Ans Toro utobbl Npoueaypa BbIMOJHANACL MPU HACTYMNNEHUM COOTBETCTBYHOLLErO el cobbiTus,
HeobxoanuMo cieayroLlee:

a) JosxkHa ObITb aKTMBMPOBaHa caMa npoueaypa;
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b) AOJIDKHa ObITb adKTUBMPOBaHa rpynra, B KOTOPYH BXOAUT AaHHAA npoueaypa.

| Ecav rpynna npouesyp oTkAtOUeHa, BXOAsLLME B Hee NpoLeAypbl He 6yayT BbINOAHATLCS,
: JaXxe ecNn caMu OHU aKTMBUPOBaAHBI.

Mpw akTMBauMy rpynnbl 6YAyT BbINOAHATECA TONLKO Te MPOLEeAypbl, KOTOpble camu
HenocpeACTBEHHO aKTMBUPOBAHbI.

8.8. LlabnoHbl coobueHni

B pa3gene WabnoHbl coobuieHnii nprBeseH cCNncok WabsoHOB MPOM3BObHbIX TEKCTOBbIX
coobueHnin, oTNpaBageMbIX a4MUHNUCTPATOPOM Ha CTaHLMU aHTUBUPYCHOW ceTu (CMm.

OtnpaBka cOOHOLIEHWI CTaHLMAM).

B cnncok wabs10HOB cOO6LLL,EeHUA MOrYT NOMNacTb OAHMM U3 C/IeAYHOLLLUX Croco60oB:

1. WabnoH moxeT bbITb CO3JaH Ha OCHOBE COObLLEHUS, KOTOPOE yXKe Koraa-1o 6bi10
oTnpasBaeHO agMUHUCTpaTtopoM. Co3aaHme NoZo6HOro WabnoHa OCyLLeCTBASETCA B

pa3aene XypHan coobuieHunn.

2. MoxeT 6bITb CO34aH MNOJIHOCTbIO HOBbIV LWABA0H. [118 3TOro HaxkmuTe KHOI‘IKy+ Co3patb
wabnoH Ha NaHenn MHCTPYMeHTOB B pa3zesie LLabnoHbl coobueHnin. HacTporku
coobLleHns aHanorMyHbl HacTporkaM 13 pasgena OTnpaBka cOOOLIEHUIN CTaHLNAM.

Ansa ynpaBneHus wabioHamm coobweHnin UCMob3yiTe C/ieAyoL e Onuun Ha NaHenu
MHCTPYMEHTOB:

® Ypanutb — yaannTb BbibpaHHble WwWabaoHbl cOObLWeHNN.

= Co3patb WabnoH — co31aTb HOBbIN WABJIOH COOBLLIEHMS (CM. BblLLE).

# PepaKTnpoBath — peakTMpOBaTh HACTPOMKM YKe CYLLECTBYIOLLEro WwabaoHa. Onuus
AOCTyNHa TOAbKO NMpu Bbibope ogHOro wabsioHa B CnMCKe.

= OTnpaBuTb cO0bLEeHNe CTaHLUAM — OTNPaBUTb OAHO UM HECKOJIbKO COOBLEeHMN
CTaHLUMAM Ha OCHOBe LWab/IOHOB, BbIGPaHHbIX B CMUCKE (CM. HUXE).

UTo6bI OTNPaBUTbL OAHO cOObLEeHME:

1. YcraHoBuTe dpnar HanpoTMB WabaoHa COOBbLLEHNS, KOTOPOE Bbl XOTUTE OTMPaBUTb.
2. Haxmute KHOMKy = OTnpaBuTb coobLeHne CTaHLMAM.
3. Otkpoetca okHo OTnpaBKa coobuyeHua. 3asaniTe ciesytoLme HaCTPOMKK:

a) B aepeBe AHTMBMpYCHaA ceTb BbibepuTe nosyyatenen cooblieHns ns
NpeACTaBAEHHOrO CMMCKA: 3TO MOTYT ObITb Kak OTAE/IbHbIE CTAaHLMK, TaK U TPyn bl
CTaHLNN.

b) Hactpovikm coobuieHna aHanormyHbl HacTponkam u3 pasgena OtnpaBka COOBLLEHN
CTaHUMAM.
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4. HaxmuTte kHonky OTnpaBuTb.

UYT06b1 OTNPABUTb HECKO/IbKO COO6LLEHUIA:

1. YcraHoBuTe dnarv HanpoTMB WabaoOHOB COOBLEHMI, KOTOPbIE Bbl XOTUTE OTNPaBUTb.
2. Haxxmute kHonky = OTtnpaBuTb coobLLeHne CTaHLUAM.

3. OtkpoeTcs okHO OTnpaBKa HeCKOJIbKUX coobuieHuid. B pa3gene Cnucok coobueHnia
npuBezeHbl Bce cOObLLEHMA, KOTOPbIEe Bbl BbiIbpann ana oTnpasBkn. HazBaHma coobLueHnn
COOTBETCTBYHOT Ha3BaHWAM KX LWabAOHOB.

4. HaxmuTte KHOMKY O'rnpanrb BCe, yTOObI OTNnpaBnTb BCE COO6U.I,eHVIF| M3 CNncCKa.

5. [ns pepaktMpoBaHMs Kakoro-ambo n3 coobuueHuni, BoibepuTe ero B pasgene Cnncok
coobueHnn. B pazgene Hactpoiiku coobueHus 3ajanite caegyrollme napameTpsbi:

a) B nepeBe AHTMBUpYCHas ceTb BbibepuTe Nosyyatenel coobleHus n3
NpeACTaBAEHHOrO CMMCKA: 3TO MOTYT ObITb KakK OTAE/IbHblE CTAaHLMW, TaK U TPYyn bl
CTaHLNN.

b) Hactpolikn coobLueHns aHanormyHbl HacTpokam 13 pasgena OtnpaBka coobuleHmiA
CTaHLMAM.

€) Ytobbl yaanuTtb BbibpaHHOE cOObLLEHMEe U3 CMMCKa Ha OTMNPaBKY, HaXXMUTE KHOMKY
Yaanuro.

8.9. Hacrpoiika onoBeLweHUn

Dr.Web Enterprise Security Suite noaaep>xvBaeT oTnpaBKy ONOBELLEHNN O BUPYCHbIX aTakax,
COCTOSIHMAX KOMMOHEHTOB aHTUBUPYCHOW CETU N APYrnX COBbITUAX aAMUHNCTPaTOPaM
aHTMBUMpYycHon ceTn Dr.\Web Enterprise Security Suite.

8.9.1. KoHdurypauma onoBewseHni

Ana HacTpoiiku onoBeLLeHUiA 0 COBbITUAX B aHTUBUPYCHOMN ceTu:

1. BbibepuTe NnyHKT ABMMUHUCTPUpPOBaHME B 1aBHOM MeHHo LleHTpa ynpasaeHusa. B
OTKPbIBLLUEMCS OKHe BblbepuTe NyHKT ynpasaatoliero meHtio KoHdurypaumsa onoseweHui.

2. KoHdurypauuns onoBeLleHMin HacTpamBaeTCa OTAEAbHO ANS KaXA0ro aiMUHMUCTpaTopa
LeHTpa ynpaBneHus. ima agMnHUCTpaTOpa, 419 KOTOPOTo 3ajaHbl oTobpaxkaemble
HaCTPOMKM, NpMBeAEHO B Nose AAMMUHUCTPATOP, NMOJyYaloLL 1A onoBeleHns. YTobb!
HaCTPOWUTb ONOBELLEHUA A8 APYroro aAMMUHUCTPATOpPa, HaXXMUTE KHOMKY & v BbIbepuTte
ajMWHUCTPaTOpa B OTKPbIBLUEMCA OKHE.

3. Mpw nepBoOHa4YanbLHOM HacTpolike gobasaeH oaMH 610K (Mpodrab) ONOBELLEHWNI MO
YMOIYaHWIO ANS TNaBHOTO aagMumHucTpaTopa admin. Ecav cnncok onoseLyeHmi
aAMUHUCTpaTopa NycT, HaxmuTe [lo6aBUTb onoBeleHue B paszese CNUcok
onoBeLyeHUi.

PyKkoBOACTBO aAMAHUCT paTopa
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YT06bl BKIHOUNTD OTMpPaBKy OFIOBEU.I,GHI/IVI YCTaHOBUTE Nnepeknryate/ib Ca1eBa OT 3arojioBKa
6n10ka onoeeleHnAa B COOTBETCTBYHOLLEE MONOXKEHNE!

— OTnpaBkKa OI'IOBGLLI,GHI/IVI Ana AaHHOTO 610Ka BKIOYEHa.

M| onoBeleHUs 4aHHOTO 610Ka OTNPABAATLCA He ByayT.

Bbl MOXxeTe CO34aTb HECKOJIbKO 610K0B (npoq)vmem) OI'IOBeLLI,eHI/II/I HarnpuMmep, anAq

pa3NnyHbIX crocobos otnpaBku. Ana gobaBaeHns ewe oAHOro 610Ka HaXXMuTe . cnpaBa
OT HacTpoek 610ka onoBeLleHnI. BHU3y ctpaHuubl 6yaet fobaBneH ele oanH 610K
onoBeleHn. HacTporka pa3inuHbix 6J10KOB OMOBELLEHNN, KaK 1 TEKCTOB UX LWABNOHOB,
OCYyLLLeCTBASETCA HEe3aBUCMMO.

B none 3aronoBokK 3ajainTe Ha3BaHWe A06aBAEHHOTo 6/10Ka ONOBELEHMA. DTO Ha3BaHMe
byzeT ncnonb3oBaTbCA, HaNpPUMep, Npu HacTpownke 3ajaHnsa Co3aaHme CTaTUCTUUECKOTO
ortuerta B pacnucaHun Cepsepa. B ganbHenwem ana pesakTMpoBaHMs 3arosoBKa HaXkMuTe
Ha Hero 1eBOoW KHOMKOW MbILW 1 BBeAUTe Heobxoanmoe HasBaHue. MNpu Hannunm 6onee
yeM ofHOro 6710ka ONoOBeLLEeHWI, PN HaXXaTuUK Ha TEKCT 3aroa0BKa, byAeT npeanoXxeH
BbIMaJatoLLUMA CMUCOK C 3aro0BKaMu CyLLECTBYHOLLMX BN10KOB OMOBELLEHN.

UT06bI HAaCTPOUTL PACChI/IKYy OMOBELLEHWNI, BbIbEepUTE HEOOXOAMMbIN TUM OTNPAaBKM
ornoBeLlleHns B BbiNagatoweM cnncke Metoa oTnpaBKu onoBeLy,eHUiA:

e Be6-KkOHCO/Ib — OTNPaBAATbL ONOBELLEHMA AN MPOCMOTPa B BEO-KOHCON.
e Arent Dr.Web — oTnpaBnaTb ONOBeLLEeHMI Yepe3 NPOTOKOA AreHTa.

e DJIeKTPOHHas noyTta — OTNPaBAATL OMNOBELLEHNSA MO NEKTPOHHON nouTe.
e SNMP — otnpaBasaTb onoselleHnsa yepe3d SNMP-npoTokoa.

e Push-onoBelleHnsa — oTnpaBaaTb push-onoselleHa Ha MobunbHbIN LieHTp ynpaBaeHus
6e3onacHocTbro Dr.Web. [laHHbIN NyHKT ByaeT 4OCTyneH B BbiNajatoem cnucke Metop,
OTNpaBKX ONOBeELLeHUN TO/IbKO Nnocae noakntoyeHns MobwuabHoro LieHTpa ynpaBaeHus
6e3onacHocTtblo Dr.Web k gaHHomy Cepsepy Dr.Web.

OnuncaHve HacTpoekK KaXA0ro 13 TMMOoB OTMPaBKX OMOBELLEHNI NPUBEAEHO HUXE B
AAaHHOM pasgese.

B cnuncke onoBelleHWI ycTaHOBUTE Gaarn HanNpoOTUB TeX OMOBELLEHUI, KOTOpble byayT
OTNPaBAATbLCA B COOTBETCTBUM C METOAOM OTMpPaBKM TekyLlero 610ka onoBeLLeHUN.

. Onsa otnpaBku onoBelleHnn CepBepa NpeaoCcTaBAfeTCs NpesonpeseeHHbIn Habop

TEKCTOBbIX COOOLEHUN.

| OnwucaHve nNpeaonpesenieHHbIX OMOBELLLEHUIA U UX MapaMeTPOB NPUBEAEHO B AOKYMeHTe
MpunoxxeHuns, B [punoxexne D1. OnvcaHne npeaonpefeneHHbIX ONOBeLLEHWN.

UYTO6bI HACTPOUTL KOHKPETHbIE OMOBELLEHNS, HEOHXOAMMO:

a) ,ﬂ,]’lﬂ nepekntoyYeHna B pexXmmMm pelaktmpoBaHMA HaCTpoeK OI'IOBGLLI,GHI/II7I HaxxmuTe & B
3aronoBKe pasaena.

b) Ana n3ameHeHUs HaCTPOEK OMOBELLEHUIM HaXXMUTE Ha OMOBELLEHNE, KOTOPOE XOTUTE
oTpesakTnpoBaTtb. OTkpoeTcs WwabnoH onoselyeHUs. Mpn HEOBXOANMOCTM
OTpesaKTUpynTe TEKCT OTNPaBASEMOro coobLleHns. B TekcTe onoBeLLeHns MoxeTe
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MCNONb30BaTh NepeMeHHble WwabnoHa (B durypHbix ckobkax). Ans sobaBneHns
nepeMeHHbIX MPeAoCTaBAAOTCA BblMajatowme CnCKM B 3aronoBke coobueHuns. Mpu
NOArOTOBKE COODOLLEHNA CMCTEMA OMOBELLEHMS 3aMeHAEeT NepeMeHHble WwabaoHa Ha
KOHKPETHbIN TEKCT, 3aBUCALLMI OT ee TeKyLUMx HacTpoek. CNMCOK JOCTYMHbIX
nepemMeHHbIX yka3aH B JokyMeHTe Mpunoxxenus, B [1punoxerHunn D3. [TapameTpbl
1abJOHOB CUCTEMbI OMOBELIEHUS.

¢) [na onoBeLeHNn NO 31eKTPOHHOW NouTe NPeaoCTaBaAseTCs BO3MOXHOCTb J06aBUTb
NPOM3BOJIbHbIE NOAb30BaTeNbCKNE NOAA B JOMONHUTENLHOM pa3jene 3aroNoBKuU B
pesakTope wabaoHa Ana KaXaoro onoeelleHus (CM. n. a)). 3aronoBKN AOMKHbI
dbopmumpoBaTbca B cooTBeTCTBMM cO cTaHAapTamum RFC 822, RFC 2822 n He nepecekaTbCa
C MONAMU, ONpeAeNeHHbIMU B CTaHAAPTaX 418 COOBLEHMIA 31eKTPOHHOW NouThl. B
YyacTHoCTU, ctaHgapT RFC 822 rapaHTupyeT oTcyTCTBME B Cneumdukalmm 3arosoBKOB,
HauMHaroLWMXCa € X-, MO3TOMY peKOMeHAyeTca 3ajaBaTb Ha3BaHWA B dopmate X-—
<Ha3eaHue-3azos08ka>. Hanpumep: X-Template-Language: Russian.

d) Jna onoBeweHnin nogpaszsena CraHUMA Bbl Takke MOXeTe 3a/aTbh CMUCOK CTaHLUMI, O
cobbITMAX Ha KOTOPLIX BYAyT OTNPaBAATLCA ONOBeLleHnA. B okHe peaakTmpoBaHua
wabnoHa, B sepese Fpynnbl oTcneXXmBaemMbixX CTaHLUIA BbibepurTe rpynnbl CTaHUUR,
A9 KOTOPbIX ByAyT OTCNEXMBaTbCA COOLITUA N OTNPaBAATLCA COOTBETCTBYOLME
onoselleHns. ina Bbibopa Heckonbkux rpynn ncnonb3ynte kHonkn CTRL nan SHIFT.

e) [lna BbIXOZa N3 pexuma peaakTMpoBaHNa onoBeLleHunii HaxmuTe & B 3aronoske
pa3sgena.

@ [Ans metoga otnpaBkn SNMP TekcTbl Wab/OHOB OMOBELLEHWIA 3aat0TCA Ha CTOPOHE

‘ nonydvatensa (ynpasaarowjas cmaHyus B TepmuHax RFC 1067). Yepes LleHTp ynpasaexns B
nogpassene CraHUMA Bbl MOXETE 3aJaTb TOJIbKO CMMCOK CTaHUMM, O COObITUAX Ha KOTOPbIX
6yayT OTNPaBAATLCA OMNOBELLEHMS.

10.MNocne okoH4YaHUA pesaktmpoBaHMa HaXXMUTE KHOMKY COXpaHVITb, yTOObI nPpUMEeHnNTb BCE
BHECeHHble 3MeHEeHWNA.

OHOBeI.I.I,eHVIiI, OT06pa)KaEMbIe B Be6-KOHCONMn

[ns onoselleHN, oTobpaxaeMbix B Beb-koHconW, 3ajaliTe cresytolime napameTpsbi:

e B pa3zene NoBTopHasa ornpaBka CepBepom Dr.Web 3azaiTe HacTpoiku Ans NOBTOPHbIX
OTNpPaBOK OMOBeLLEeHMs, KOTopble NpeanpumMeT CepBep B Cydyae Heyaauu:

o KonnuecTtBo — KOIMYECTBO MOBTOPHbIX MOMbITOK, MpeanpuHuMaemMbix Cepsepom Dr.Web
npw HeyaauyHown oTnpaske coobuieHuns. Mo ymonuvaruto 10.

o Talim-ayT — nepuoz B CekyHAax, No ncreyeHun kotoporo Cepsep Dr.Web ocyuwiecteasier
MOBTOPHYIO MOMbITKY OTNPaBku cooblueHms. Mo ymonyaHuto 300 cekyHa,

e Bpemsa xpaHeHUA oNoBeLLEeHUsA — BPeMS, B TeUeHMe KOTOPOro TpebyeTcs XxpaHUTb
onoBelleHne, HauMHaa C MOMeHTa ero noaydeHus. o ymonvanuto 1 geHsb. 1o ncreveHmm
yKa3aHHO CpoKa OMnoBeLleHMe NOMeYaeTca Kak ycTapeBLlee 1 yaanseTca CoOrnacHo 3ajaHuto
YaaneHue ycrtapeBLUMX cOO6Ww,eHuit B HacTponkax pacnucaHus Cepeepa.

PyKkoBOACTBO aAMAHUCT paTopa

268



A7 7
yA

-
~

InaBa 8: Hactpoiika CepBepa Dr.Web | 269

[ns onoBeLleHW, NONYYEHHbIX JaHHBIM METOAOM OTMPaBKW, Bbl MOXeTe 3a4aTb
HeorpaHWYeHHbI CPOK XpaHeHUs B pa3zene OnosellleHns Be6-KOHCON.

° OTﬂpaBVITb TecroBoe COOGI.I.I.eHI/Ie — OTNpPaBuUTb TECTOBOE ONnoBeLLEHNE B COOTBETCTBNN C
3aJaHHbIMWN HaCTpOVIKaMM CNCTEMDI OI'IOBELU,GHVIVI.

OnoBelyeHnA yepe3 NPoTokon AreHta

OTnpaBka OMOBELLEHMA Yepe3 NPOTOKO AreHTa BO3MOXHA TOJIbKO Ha AreHTbl Dr.Web ans
Windows.

[Ans onoBelleHW Yepe3 NPoToKo AreHTa 3ajalite ciesyrolime napameTpsbl:
¢ B pa3gene NoBTopHasa ornpaBka CepBepom Dr.Web 3azaiiTe HacTpoiku ans NOBTOPHbIX
OTNpPaBOK OMOBeLLEeHMs, KOTOpble NpeanpumMeT CepBep B Cyyae Heyaauu:

o KonnuecTBo — KOAMYECTBO NOBTOPHbIX MOMbITOK, NpeanpuHumMaemMbix Cepsepom Dr.Web
npv HeyZauyHou oTnpaske coobueHus. Mo ymonuanuio 10.

s Taum-ayT — nepmoj B cekyHAaax, No ncreyeHnm kotoporo Cepsep Dr.Web ocyuwecteaser
NMOBTOPHYO NOMbITKY OTNPaBku coobuieHms. Mo ymonyanumto 300 cekyHA.

e CraHuma — aeHTUPMKATOP CTaHLMK, Ha KOTOPYH ByAyT OTNPaBAATLCA ONOBELLEHNS.
NaeHTndrKaTop CTaHLMM MOXHO MOCMOTPETb B CBOUCTBAX CTAHLUN.

e OTNpaBuUTb TeCTOBOE cOO6LLLeHue — OTMPaBNTb TECTOBOE OMOBELLEHWNE B COOTBETCTBUMN C
3a/laHHbIMM HaCTPOMKaMM CUCTEMbI OMOBELLEHWNIA.

orlOBel.l.l,eHVIﬂ no BHGKTPOHHOI‘;I nouyrte
,ﬂflﬂ OI'IOBeLLI,eHI/Il\/’I no 3}'IeKTpOHHOI7I rnouyre 3ap,a|7|Te canegyrowie napamMmeTpbl:

e B pa3zene NoBTopHasa ornpaBka CepBepom Dr.Web 3azaiTe HacTpoiku Ans NOBTOPHbIX
OTMpPaBOK OMOBELLEeHWs, KoTopble NpeanpumMet CepBep B Caydae Heygauu:

o KonnuecTtBo — KOIMYECTBO MOBTOPHbIX MOMbITOK, MpeanpuHuMaemMbix Cepsepom Dr.Web
npw HeyaauHoWn oTnpaske cooblieHuns. Mo ymonyvaruto 10.

o Talm-ayT — nepuoz B CekyHAax, No ncreyeHun kotoporo Cepsep Dr.Web ocyuwiecteisier
MOBTOPHYO MOMbITKY OTNPaBku coobuueHms. Mo ymonyaHuto 300 cekyHa,

¢ JDNIeKTPOHHasA NMouTa nosy4yatenein — agpeca 31eKTPOHHON NOYTbl NoayYaTenen
coobueHmns. B kaxaoe nose BBOANTCS TONIbKO OAWH ajpec 3J1eKTp00|7| MouYTbl NoJslyyaTesns.
Ana pobaBneHus ele OAHOrO NOJsA NoayYaTeNns HaXxkKMmTe KHOMKY . Ans yaaneHus nons
HaXXMWTe KHOMKY E

| MapameTpbl OTNPaBKM NEKTPOHHOW MOYTbI HACTPAMBALOTCSA B MeHIO AAMUHUCTPUPOBaHUeE,
: B pa3zene Konopurypauus Cepsepa Dr.Web, Ha Biaske CeTb, Ha BHYTPEHHEN BKIaAKe

3!'IeKTQOHHaFI noyra.

PyKkoBOACTBO aAMAHUCT paTopa
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e OTNpaBUTb TecToBOe cOObLeHne — OTNPaBnUTb TECTOBOE OMOBELLEHMNE B COOTBETCTBUM C
3a/laHHbIMM HaCTPOMKaMUN CUCTEMbI OMOBELLEHWNI.

Onosewennsa yepes SNMP nporokon

Ans onoseleHn yepe3 SNMP-npoTtokon 3aganTe ciegyrowe napaMmeTpsbil:

e B paszene MoBTopHasa otnpaBka Cepeepom Dr.Web 3azainTe HacTponkn Ans MOBTOPHbIX
OTMpPaBOK OMOBELLEHWs, KOTopble NpeanpumMeT CepBep B Cydae Heyzauu:

s KonnuectBo — KOIMYECTBO MOBTOPHbIX MOMbLITOK, NpeanpuHuMaemMbix Cepsepom Dr.Web
npv HeyAauyHou oTnpaske coobuieHund. Mo ymonyaHuio 10.

o Talim-ayT — Nepunoj B ceKyHaax, no ncreveHunn kotoporo Cepsep Dr.Web ocyuwiectBaser
NOBTOPHYO NOMbITKY OTNPaBKM coobueHmna. Mo ymonuaHumto 300 cekyHA.

e B pa3gene MoBTopHaa ornpaBka SNMP-noacucremoi 3agalite HaCTPOMKM AN MOBTOPHbIX
OTNpaBoOK onoBelleHuns, kKoTopble npegnpumeT SNMP-noacucrema B cnydyae Heygauu:

o KonanuectBo — KO/IMYECTBO MOBTOPHbIX MNOMbITOK, NpegnpuHumMaemMbix SNMP-
NOACUCTEMOM NpPW HeyjauHOoM oTnpaBke coobueHuna. o ymonyaHuto 5.

o Tam-ayT — Nepuog B cekyHaax, No ncreueHunmn kotoporo SNMP-noacucrema
OCyLeCcTBASET MOBTOPHYHO MOMbITKY OTNPaBKky coobLeHnsA. 1o ymonyaHmio 5 cekyHa,

¢ Monyuarenb — cywHocTb, NpuHUMarowaa SNMP-3anpoc. Hanpumep, IP-agpec nan DNS-
nmMA KoMMbtoTepa. B kaxxgoe nose BBOANTCA TONLKO OAMH noaydvatens. [ns sobaBneHns

ele OAHOro NoAA noayyatens HaXxkMuTe KHOMKy . Ana yaaneHnsa nons HaXXMuTe KHOMKY

e OTnpaButenb — CyWHOCTb, oTnpasaatowaa SNMP-3anpoc. Hanpumep, IP-agpec nam DNS-
nMA KOMMbtoTepa (4OMKHO pacrno3HaBaTbca DNS-cepsepom).

Ecnv oTnpaBuTtenb He 3ajaH, MO yMonyaHWto ncnoabayetcs “localhost” ana OC Windows
n > ana OC cemenctea UNIX.

e 06w HOCTb — SNMP-06LWHOCTb MAN KOHTEKCT. o ymMonuaHuio public.

o OTﬂpaBVITb TecroBoe COOGI.I.I.EHVIe — OTNpPaBuUTb TECTOBOE ONnoBeLeHe B COOTBETCTBNN C
3ajaHHbIMWU HaCTpOVIKaMM CNCTeMbI OI'IOBGLLI,GHVIVI.

| [na nonyuenus onuncanuin OID npu pa3bope SNMP trap mo>xeTe Bocnosib3oBaTbcs MIB,
noctaBnsemown Bmecte ¢ Cepepom. ®anbl DRWEB-ESUITE-NOTIFICATIONS-MIB. txt
n DRWEB-MIB. txt pacrnoJsiaratotca B nojkatanore etc katasora yctaHosku Cepepa.

Push-onoBelwieHus

[Ans Push-onoBelueHW, oTnpaBaseMbix Ha MoBUAbHbBIA LEHTP yNpaBaeHUs, 3ajanTe
cneayrolive napameTpsbi:

e B pa3zene NMoBTopHasa otnpaBka Cepepom Dr.Web 3azainTe HacTpoikn Ans MOBTOPHbIX
OTNpPaBOK OMOBELLEHWs, KOTopble NpeanpumMeT CepBep B Cayyae Heyzauu:

PyKkoBOACTBO aAMAHUCT paTopa
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o KonnuecTBo — KOAMYECTBO NOBTOPHbIX MOMbITOK, NpeanpuHumMaemMbix Cepsepom Dr.Web
npv HeyZauyHou oTnpaBke coobuieHus. Mo ymonuanuio 10.

s Taum-ayT — nepmoj B cekyHAax, No ncreyeHnm kotoporo Cepsep Dr.Web ocywecteaser
NMOBTOPHYO NOMbITKY OTNPaBku coobuieHms. Mo ymonyanumto 300 cekyHA.

o OTﬂpaBVITb TecroBoe COOGI.I.I.EHVIe — OTNpPaBUTb TECTOBOE ONnoBeLeHe B COOTBETCTBNN C
3ajaHHbIMU HaCTpOVIKaMM CNCTeMbI OI'IOBGLLI,GHVIVI.

8.9.2. OnoBelweHUs Be6-KOHCONMMU

Yepes LleHTp ynpaBaeHuns Bbl MOXeTe MPOCMaTpUBaTh W yNpaBasaTb ONOBELLEHNAMMN
agMUHUCTPaTOpPa, NOAYyYEHHbIMU MeToL0M Be6-KoHconb (OTNpaBka ONOBELLEHWN

agMUHUCTpaTopa onucaHa B pasgene KoHpurypaums onoseLeHni).

AJ’IH npocMoTpa U ynpaBJ/ieHnA onoBeLl,eHnaAMun:

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpasneHus. B
OTKPbIBLLEMCS OKHe BbibepuTe NyHKT ynpaBastoLiero MeHto OnoBeleHns Be6-KoHconm.
OTKpOETCH CMUCOK OMOBELLEHWI, OTNPaBAEHHbIX Ha Be6-KoHCob.

2. lnsa npocMOTpa ONOBELLEHNSA HAaXXMUTE Ha COOTBETCTBYHOLLYHO CTPOKY Tabaunupbl. OTkpoeTca
OKHO C TeKCTOM onoBeLleHua. [Tpn 3ToM onoBeleHne byaeT aBTOMaTMYeCKM MOMEYEHO
Kak MpounTaHHoe.

3. [ns ynpaBneHUs CNMCKOM OMOBELLEHWIA MPW MOMOLLUM ONLUMUIN Ha NaHEeAN UHCTPYMEHTOB:

a) [ns oTobpaxkeHWs ONOBELLEHNI, MONYYEHHbIX B TEUEHWE ONPEAENEHHOTO BPEMEHHOTO
MPOMEXXYTKa, BOCMO/Ib3yUTECh OAHUM U3 CIeAyHOLLMX CMOCOBOB:

° Bbl6epVITe B BblMajgakolwem Crnncke Ha naHean NHCTPYMEHTOB OANH U3
npeagonpeaeneHHbIX BPEMEHHbIX MPOMEXYTKOB.

° Bb|6ep|/|Te B BblNaJakOWNX KaneH4apAaX NPpOU3BOAbHbIE AaTbl HaYana N OKOHYaHWNA
BPEMEHHOIO NMPOMeEXYTKa.

MNocne M3MeHeHMA 3HAUEHWI JaHHbIX HAaCTPOEK HaXXMuTe KHomnky O6HOBUTD A5
OTOBpaXkeHMa CnmcKka ONOBELLEHNI B COOTBETCTBMN C 3a,@aHHBIMW HacTpOMKaMu.

b) Ans ynpaBneHWA OTAEAbHbIMW OMOBELLEHNAMM YCTAaHOBUTE GAarn HaNPOTUB HYXKHbIX
OMOoBEeLLEHNI UK obwmii dnar B 3aronoBke Tabanupbl A8 BbibOpa BCex ONOBELLEHNN B
cnucke. MNpu 3TOM CTaHyT AOCTYMHbI CAeAytoLMe 3NeMeHTbl MaHeNn MHCTPYMEHTOB:

ﬁ YAaJ'IMTb onoBeweHna — yaaanTb BCe Bbl6paHHbIe onoseLleHnA 6e3 BO3MOXHOCTHU
BOCCTaHOBANEHWUA.

@ Mometutb onoBelweHna KakK npoyntaHHbleé — OTMETUTb BCE Bbl6paHHbIe
OonoBeLleHnA Kak NpoYnTaHHbIE.

c) Anda ynpaBneHua onpeAeneHHbIMM TUNMAaMW OMOBELLEHWNA YyCTaHOBUTe Gaarn HanpoTuB
OMOBELLEHNI COOTBETCTBYHOLLMX TUMOB. MpK 3TOM CTaHyT AOCTYMHbI CreaytoLime
3N1E€MeHTbl NaHen NHCTPYMEHTOB:

E HenOATBep)KAEHHbIe CTaHUMKU — onuna AOCTynHa TOJIbKO Mpu Bbl60pe OI'IOBGLLI,GHI/IVI
Cc TMnom CTaHLI‘VIH OXXMAaaeT NoaATBepXKXAEeHUA. B BbliMagatoweM Crincke Bbl MOXXeTe
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NoATBEPAVTb PErNCTPaLMIO NAKN OTKa3aTb B AoCTyne k CepBepy AnA CTaHUMI 13
BbIOpaHHbIX ONOBELLEHNA.

Q CkaHUpoBaTb — ONUMA AOCTyMHa TOJIbLKO NpU BbiGOpe ONOBELLEHNI C TUMaMu
Snuaemus B cetn, OimnbKa ckaHnpoBaHusa, O6Hapy>keHa yrposa 6esonacHocTn. B
BbIMajaroLleM Cnurcke Bbl MOXeTe 3aAaTb NapameTpbl 3anycka CkaHepa Dr.Web Ha
CTaHUMAX U3 BbIBpPaHHbIX ONOBELLEHWNA.

@ YnpaBneHve KOMMNOHEHTaMM — OMLMA AOCTyMHa TONbKO NP BbIGOPE ONOBELLEHNI C
TMnoMm Kputnueckaa owmnbka o6HOBNEHMA CTaHUUK. B Bbinagatowem cnmncke Bbl
MO>eTe 3a/laTb BapuMaHT 3anycka OO6HOBAEeHWI aHTMBUpPYcHOro MO Ha cTaHUMsAX 13
BblOpaHHbIX OMOBELLEHWNN.

Mepesarpy3utb cTaHLMIO — OMLUMA JOCTYMHa TONbKO NPW BbIGOpPE ONOBEeLLEHWI C
Tvnom Tpebyetca nepesarpyska CTaHL UM ANA NPUMeEHEeHUA o6HoBeHnA. Onuus
UHULMUPYET nepe3arpysky CTaHL MM U3 BbIBpaHHbIX ONOBELLEHW.

Mpn HeOHXOAMMOCTU Bbl MOXETE 3KCMOPTMPOBaTh ONoBeLLeHNs B Gan. IKCNopTy
noaJsiexxaT OrnoBeLLeHNs, BbiBeAeHHble B JaHHbIN MOMEHT B Tabsimue cornacHo
HaCTpoOMKaM BPEMEHHOro MHTepBana N GuUAbTPOB Mo ctonbuam Tabamupl (cm. n. 4.b).

[lns 3KcnopTa OMoBeLLEeHNI HaXMUTE OAHY U3 CNeAyHLMX KHOMOK Ha NaHean
WNHCTPYMEHTOB:

& CoxpaHuTb aaHHble B CSV-dann,
& CoxpaHutb aaHHblie B HTML-daiin,
i CoxpaHuTb aaHHble B XML-daiin,
& CoxpaHutb aaHHble B PDF-daiin.

4. [ns ynpaBAeHUs ONOBeLLeHUSAMW NPY NOMOLLM ONUUK, NpesocTaBaseMblx Tabanuen

OMOBELLEHUN:

a)

b)

YcTaHoBwTe 3Hauok [l XpaHutb coobuyenmne 6e3 aBToMmaTMueckoro yaaneHus
HanpoOTUB TEX OMOBELLEHWI, KOTOPbIE HE JOKHbI ObITb YAaNeHbl MO UCTEUYEHUN CPpOKa
XpaHeHMA (CPOK XpaHeHWA 3ajaeTca nepes OTNPaBKOW OMOBELLEHWI B pa3jene
KoHburypauma onoselleHnin B HACTPOKax MeToza oTnpaBkv Beb-koHconb). Takne
onoBeLleHnsa byayT XpaHUTbCA A0 Tex MOP, NOKa Bbl HE YAaNuTe UX BPYUHYIO B pasjene
OnoBeleHns Be6-koHconm un He cHumerte 3Haudok M HanpoTye 3TUX onoseLeHnNil.

[ns oTobpakeHMs TONbKO onpeseieHHbIX ONMOBELLEHNIM, HAaXXMUTE B TabanLe Ha
3aro/IoBOK CTON6La, KOTOPbIV Bbl XOTUTE OTOUBLTPOBATb. B OTKpbIBLLEMCS MEHIO
yctaHoBUTe daarv Ans Tex napameTpoB OMOBELLEHUI, KOTOPblE BYAYT BbIBOAUTLCSA B
Tabanue.

Ana duabTpaumn fOCTYNHbI Ciefyrolme pasaensl:

Cronbeu, Mapametp AeiictBne
MakcnmanbHasn
Cepreanocr OTtobpaxaTb OMnoBeLLeHVa TOIbKO C BbIOpaHHbIM YPOBHEM
b Bbicokas cepbe3HoCTU. YTob6bl 0TOOPa3nTh BCE OMOBELLEHMS, YCTaHOBUTE
BCce bnaru.
CpepHasn
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Cronbeu, Mapametp [AeiictBne
Hwuzkas
MwuHumanbHas
AreHTt OTobpaxaTb OMoBeLLeHWs, CBA3aHHble C COObLITUAMMN Ha
CTaHUMAX.
UcTouHmnk
CepBep OTobpaxaTtb OMnoBeLLeHUs, CBA3aHHbIe C COOLITUAMM Ha
Cepsepe.

¢) [Ans HacTpoiku Buaa TabanLsl HaxmuTe 3Havok & B npaBoM yray 3aronoBka TabinLbl.
B BbiMazatoLLeM CMUCKe Bbl MOXETE HAaCTPOUTb CeAytoLne ONUMK:

e BKIHOUNTL MAM OTKNHOUNTL MEPEHOC CTPOK A5 ANNHHbBIX COOBLLEHNIA.

e BbibpaTtb cTonbubl, KOTOpbIe ByayT oTobpaxaTbcs B Tabavue (oTMeyeHbl drarom
PAAOM CO CBOMM Ha3BaHWeM). A BKIOUEHMA/OTKAOUEHNS CTONOLA HaXXMUTe Ha
CTPOKY C €ro Ha3BaHMWeM.

e BbibpaTb nopsagok cnegoBaHms cTonbLoB B Tabavue. [ns n3aMeHeHUs nopsaka
nepeTalLMTe COOTBETCTBYHOLWMNI CTONGEL, B CNMCKe Ha TpebyemMoe MecTo.

8.9.3. HeoTnpaBneHHble onoBeLLeHNA

Yepes LleHTp ynpaBieHuns Bbl MOXETE OTCIEXMBATb U YNPaBAATb ONOBELLEHNSMU
aAMUHUCTPaTOpa, KOTOPbIe HE YAaN0Ch OTNPaBUTb COrIACHO HAaCTpOWKaM paszgena

KOH@MpraQMH OHOBeU_J|eHMI>’I.

,ql'lﬂ npocMoTpa U ynpaB/ieHUA HeoTnpaB/ieHHbIMU onoBeLlleHnaAMun:

1. BbibepuTe NyHKT AGBMUHUCTPUPOBaAHMUE B 11aBHOM MeHto LleHTpa ynpaBaeHus. B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatoLlero meHto HeornpasneHHble
onoBeweHns. OTKPOETCsA CMMCOK HEOTMNPaB/IEHHbIX OMoBeLeHUI gaHHoro CepBepa.

2. B cnucok HEOTNPaBAE€HHbIX ONOBELWEHNA MOMELLAOTCA ONMOBELEHNA, KOTOPbIE HE YAaN0Cb
OTNpPaBuUTb agpecatamM, HO KOAnN4YeCTBO NMOMbITOK I'IOBTOpHOI7I OTNpaBKK, 3ajaHHOE B
HaCTpOVIKaX 3TOro onoeeweHnA, elle He NCTeKNo.

3. Tabavua HeonpaBAEHHbIX OMOBELLEHWI COAEPXKUT CeyHoLLyto MHGOPMaLMIO:
e OnoBeLyeHne — Ha3BaHMe OMOBEeLLEHMSA U3 CMNCKA NPeayCcTaHOBIEHHbIX OMOBELLEHUIA.

¢ 3aros10BOK — Ha3BaHuMe 610Ka OI'IOBELLI,GHVIVI, cornacHo HaCTpOVIKaM KOTOPOro
OCyLLECTBNAETCA OTNpPaBKa AaHHOIo onoBeLeHnA.

e OcTanocb OTAPaBOK — KOJIMYECTBO OCTaBLUMXCA MOBTOPHbIX MOMbITOK,
npeanpUHMMaeMbIX NPU HeyAauHOW OTrpaBke OnoBeLleHNs. I3HayaibHOe KONNMYeCcTBO
MOMbITOK MOBTOPHOW OTNPAaBKMN 3aZaeTcs Mpu HaCTPOKiKe OMOBELLEHWI B pa3jese
KoHburypaums onoeellieHunin. NMocne oTnpaBky ONOBELLEHNS BO3MOXHOCTb U3MEHUTb
KO/IMUYECTBO MOMbITOK MOBTOPHbIX OTMPAaBOK A/ 4aHHOTO OMOBELLEHNA He
npeaocTaBaseTcs.
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e Bpems cnepyroweit oTnpaBKy — aTa 1 BPEMS CeAyHOLLEN NOMbITKM NOBTOPHOW
oTnpaBku onoseLLeHUns. [eprnogMUHOCTb, C KOTOPOW ByAyT OCYLLEeCTBAATLCA MOMbITKA
NMOBTOPHOW OTMNPAaBKN OMOBELLEHWNS, 3a4a€TCA NPU HaCTPONKe ONOBELLEHMI B pasjene

KOHQ)I/IFyQaQ,I/IFI onoseu,eHMM. Mocne OTnpaBKM onoBeLweHA BOSMOXHOCTb UISMEHUTb
nepnognyHOCTb MOBTOPHbIX MOMbITOK OTNPaBKN ANA AaHHOIo ONoBELEHNA HE

npeAocTaBAseTcs.

e Monyuartenb — agpeca nosiyyatesiein ONOBELLEHNS.

e Ownbka — owmnbkKa, N3-3a KOTOPOU He yAanoCh OTNPaBUTb OMOBELLEHNE.
4. [na ynpaBaeHus HEOTNPABAEHHbIMW OMOBELLEHUAMM:

a) YcraHoBuTe Gpnarv HaNPOTUB KOHKPETHbIX OMOBELLEHNI UK dar B 3arosoBke TabaunLbl
OrnoBeLLeHNI, YTobbl BbIOpaTh BCE OMOBELLEHMSA B CMTUCKE.

b) Vicnonb3yiTe cnegyrowme KHOMKM Ha NaHen UHCTPYMEHTOB:

5% OTnpaBWTb NOBTOPHO — OTMPABMUTL BbIGPaHHbIE OMOBELLEHUS HeMeaieHHO. Mpw
3ToM byAeT ocyllecTBieHa BHeoYepeaHasa NonbiTka OTNpaBku onoBselleHua. B cryuae
HeyAauyHOW OTNPaBKM KONNYECTBO OCTaBLUMXCA MOMbITOK YMEHbLUWUTCA Ha eANHULY, U
BpemsA caeaytoLen NonbiTkn byaeT OTCUNTbIBAaTLCA OT MOMEHTa TeKyLLel OTNPaBKu C

NepUoANYHOCTbIO, 3aZlaHHOM B pa3aene KoHburypaliysa onoBeLeHni.
# ypanurs - yAannTb BCe BblOpaHHble HeOTNpaB/ieHHble ONoBeLleHMs He3
BO3MOXHOCTV BOCCTAHOB/IEHWA.
5. HeoTnpaBieHHble ONOBELLEHMSA YAANAOTCA U3 CNUCKa B CAEAYHOLLMX CayYasX:
a) OnogelleHne 6bINO yAauUHO OTNPABAEHO agpecary.

b) OnoBelyeHne 66110 yaaneHO aAMUHUCTPATOPOM BPYUYHYHO MPU MOMOLLM KHOMKM ®
Ypanutb Ha NaHeNn NHCTPYMEHTOB.

¢) KonnuectBo nonbITOK MOBTOPHOW OTMNPaBKM 3aKOHYNIOCh, U ONOBELLeHMEe He OblNo
OTMpaB/ieHO.

d) B pa3gene KoHdurypaums onosellleHnii yaaneH 610K ONOBeLLEeHWIA, COracHO
HaCTpoOMKam KOTOPOro OTNPaBASANCL JaHHbIE OMOBELLEHNS.

8.10. YnpasneHue penosutopuem Cepsepa Dr.Web

Penozumoputi Cepsepa Dr.Web npegHa3sHaueH ans xpaHeHUs 3TaNoHHbIX 06pa3uos MO u
obHoBneHus mx ¢ cepsepos BCO.

Ana 3ToN uenn penosnTopuin onepupyet Habopamu GannoB, HazbiBaEMbIMU NPODYKMAamu.
Ka>kabli npoayKT pa3mellaeTcs B OTAeNbHOM nojkaTtanore katasora Cepsepa
var/repository. PyHKUMN PENO3NTOPUS M YNPaBIeHNE UMW OCYLLECTBAAOTCA ANA KaXA0ro
NpoAyKTa He3aBUCUMO.

Ana ynpaBneHns o6HOBNAEHMEM PENO3UTOPUIA UCMOb3YET NOHATME pesu3uu NPOJYyKTa.
PeBun3ns npeacTaBasieT CO60OM KOPPEKTHOE Ha ONpeaeNeHHbI MOMEHT BPEMEHU COCTOSIHNE
darinoB npoaykTa (BKAKOUYAET MMeHa GpaliioB 1N KOHTPOJIbHbIE CyMMbl) U XapakTepusyeTcs
YHUKaNbHbIM HOMEPOM.

PyKkoBOACTBO aAMAHUCT paTopa
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Peno3ntopuii Npon3BOAUT CUHXPOHM3ALMIO PEBU3NI NPOAYKTa B CAEAYHOLLMX HAaMpPaBAEHUAX:

a) Ha CepBep Dr.Web c caita 06HOBNEHMA NPOAYKTa,

b) mexay pa3nnuHbimu CepBepamu Dr.Web B MHOrocepsepHou koHbUrypauum (B
COOTBETCTBUM C 3aZ@HHON MONUTUKON 0BMeHa),

c) c Cepsepa Dr.Web Ha pabouve ctaHuum.

Peno3uTtopui npegoctaBnset AAMUHUCTPATOPY aHTUBUPYCHOM CETU BO3MOXHOCTb
HacTpavBaTb C/leAytoLLe NnapaMeTpsbil:

e NnepeyeHb CANTOB OGHOBAEHUSA MPU onepauusax TMna a);

® OrpaHM4yeHune coCtaBa NpPoOAyKToOB, HY>KAaOWKMXCA B CUHXPOHU3aunn Tmuna a) (tTakmm
o6pa30M, NONb30BaTENHO NPefoCTaBAAETCA BO3ZMOXXHOCTb OTC/IEXXMBATb TOJIbKO HY>XHbIE
EeMY N3MEeHEHUNA OTAE/IbHbIX KaTeFOpMVI I'IpO,D,yKTOB);

e OrpaHMYeHne YacTer NPoAyKTa, HY>KAAHOLLMXCA B CUHXPOHM3aumMm TMna ¢) (Nosb3oBaTesb
MOXeT BblbpaTb, UTO MMEHHO NOANEXMT YCTAHOBKE Ha paboune cTaHumm);

e KOHTPO/Ib NMepexoja Ha HOBble PeBM3MM (BO3MOXHO CaMOCTOATE/IbHOE TeCTUpPOBaHMe
NPOAYKTOB Mepej BHeApeHMeM);

e no6aBseHne B NPOAyKTbl COOCTBEHHBIX KOMMOHEHTOB;
® CaMOCTOATE/IbHOE CO3/laHNe HOBbIX MPOAYKTOB, AN KOTOPbIX Takke 6yAeT BbIMOJHATLCA
CUHXPOHM3aLMA.

B HacToAlee BpeMA NpeaoCTtaBaAdAr0TCA caejgyrolmne npoayKrbl:

e Cepsep Dr.Web,

e AreHTtbl Dr.\Web (MO AreHTa, aHTuBMpYycHoe MO paboyert CTaHLMK AN COOTBETCTBYHOLLMX
onepaLmoHHbIX CUCTEM),

e [pokcn-cepsep Dr.Web,
e Moaynb obHoBneHma Dr.Web,
e BupycHble 6a3bl Dr.Web,

e ba3bl SplDer Gate,
e basbl AHTcnama Dr.Web,

e HoBocT kKOMNaHun «loktop Beb».

8.10.1. CocTosaHue penosntopus

UTo6bI NPpOBEpUTL TeKyLlLee COCTOSIHME PENno3uTopus Uam o6HOBUTb KOMMOHEHTbI
aHTUBUPYCHOM ceTun:

1. BbibepunTe NyHKT AAMUHUCTPUPOBaHUe B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLLUEMCS OKHE BblbepuTe NyHKT ynpasasatoLiero meHto CocTosHme penosutopus.

2. B oTKpbIBLIEMCA OKHE NpUBEAEH CNNCOK MPOAYKTOB PENO3UTOPUISA, JaTa NCMO/Ib3yeMOW B
AaHHbIA MOMEHT PEBU3UW, faTa NOCNEAHEN 3arPy>KEHHOM PEBU3NN N COCTOSIHME
NPOAYKTOB.
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| B cton6ue CocTosHMe yKa3aHO COCTOAHWE NPOAYKTOB B peno3utopum CepBepa Ha MOMEHT
nocnesHero o6HOBIEHUS.

3. [na ynpaBieHus COAep>KMMbIM PEno3nUTOpPUsA UCMONb3YITE Ceytolme KHOMKN Ha NaHeam
MHCTPYMEHTOB:

e Haxxmute kHonky MpoBeputb 06HOBAEHUA 15 NMPOBEPKM HaMuUMa OOHOBAEHWNI BCEX
npoayktoB Ha BCO. Ecnn npoBepsieMblli KOMMOHEHT ycTapes, To ero o6HoBAEHNE
npov3onaeT aBTOMaTNYeCKM.

e Haxxmute 0AHY M3 CesyroLMX KHOMOK Ha NaHeAn NHCTPYMEHTOB, YTOObI ckayaTb XKypHan
OBHOBNEHWNI Peno3nTopuA:

& CoxpaHuTb aaHHble B CSV-dann,
& CoxpaHutb aaHHblie B HTML-daiin,
i CoxpaHuTb aaHHble B XML-daiin,

& CoxpaHutb aaHHble B PDF-daiin.

e Haxxmute KHOMKy %o Mepe3arpy3utb peno3utopuii ¢ gucka, YTobbl NPOM3BECTM
nepesarpysky TeKyLLein Bepcun peno3nTopua C aucka.

Mpw 3anycke CepBep 3arpyxaeT CoAep>XMMOe peno3nTopusa B NaMaTb, U eCan B npoLecce
paboTbl CepBepa cosep>XMMoe peno3ntopus 66110 U3MEHEHO aAMUHUCTPATOPOM B 06X04
LleHTpa ynpaBneHus, Hanpumep, Npy 06HOBAEHWM COAEP>KUMOrO PEMO3UTOPUSA MPK
MOMOLLM BHELIHEN YTUANTBI NN BPYYUHYHO, A1 UCMOJIb30BaHMA 3arpy>KeHHOM Ha ANCK
BEPCUMN PENO3UTOPUSA HEODXOAMMO OCYLLECTBUTL €ro nepesarpysky.

8.10.2. OTnoXXeHHble O6HOB/IeHUA

B pa3sene OTnoxkeHHble 06HOBIEHNA NpPYBEAEH CMNCOK MPOAYKTOB, A/1A KOTOPbIX Hbian
BPEeMEHHO 3anpeLleHbl 06HOBAEHUS MPOAYKTOB B pa3gene [letanbHaa KoH$Urypaums
peno3sutopusa — <[1podykm> — O110xeHHble 06HOBAeHUA. OTNOXEHHas PeBU3NSA CUMTAETCA
3aMOpOoKeHHOU.

TabmLa 3aMOPOXKEHHbIX MPOAYKTOB COAEPXKNT CNeAYHOLLYH MHPOPMaLMIO:

e KaranorB Peno3nTopun — Ha3BaHWE KaTanora 3aMOPOXEHHOTO NPOAYyKTa B PEMNO3NTOPUN!L

s 05-drwmeta — faHHble 6e3onacHocTn Cepeepa Dr.Web,

o

10-drwbases — BupycHblie 6a3b,
10-drwgatedb — 6a3bi SplDer Gate,

[u]

o

10-drwspamdb — 6a3bl AHTUCNama,

o

10-drwupgrade — Mogynb o6HoBneHuna Dr.Web,

o

15-drwhashdb — N3BecTHbIE X3wWK yrpos,

[u]

20-drwagent — AreHT Dr.Web ana Windows,
20-drwandroid11 — ArenT Dr.Web ans Android,

o
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s 20-drwcs — Cepep Dr.Web,

o 20-drwunix — AreHT Dr.Web gns UNIX,

s 40-drwproxy — MNpokcu-cepsep Dr.Web,

o 80-drwnews — HOBOCTK KOMNaHUK «/loktop Beb».
e PeBU3na — Homep 3aMOPOXKEHHOM PEBU3NN.

o OT/10)KEHO A0 — BpeMA, 4O KOTOPOro OblNV OTNOXEHbI OOHOBNEHUS AAHHOTO NpoAyKTa.

Mpwn HaXaTnm Ha CTPOKY TabMLLbl 3aMOPOXKEHHbIX MPOAYKTOB OTKpbIBaeTcs Tabaumua ¢
noApobHon nHGopMaLmmn 0 3aMOPOXKEHHOW PEBU3UM AAHHOTO MPOAYKTa.

®YHKLMOHAN OTNOXEHHbIX OBHOBAEHWA MOXET UCMOJIb30BaTbCs, €CIM HEOHXOAMMO
BPEMEHHO OTMEHUTb PacnpoOCTPaHEHWE NOCNeAHEN PEBU3NN NPOAYKTA Ha BCE CTaHLMNM
aHTUBMPYCHOW CETU, HaNnpUMep, NPY HEOBXOANMOCTM NpPeABapUTEbHOIO TECTUPOBaH U
[AaHHOM PEeBU3NN HA OFPAHNYEHHOM KOIMYECTBE CTaHLUN.

Y1obbl MCNOAb30BaTh QYHKLMOHAN OTIOXKEHHbBIX OOHOBNIEHWI, BbINOAHUTE AENCTBUA,
onuncaHHble B pa3gene fletranbHasa KoHpurypauma penosutopma — OT/I0XeHHble
obHOBNEHN].

p,llf-l ynpaB/ieHUA OT/1I0OOKeHHbIMU o6HOBNEHUAMMN:

1. YctaHOBUTe dniar HANPOTMB TeX NPOAYKTOB, A/1A KOTOPbIX Bbl XOTUTE 3a4aTb AENCTBUE Haj,
OT/IOXXEHHbIMU 06HOBAEHUAMM. [lna BbiIbOpa BCex NPOAYKTOB yCTaHOBUTe dnar B
3arosioBke TabaunLbl 3aMOPO>XKEHHbIX MPOAYKTOB.

2. Ha naHenn MHCTpyMEHTOB BbibepuTe HEOHXOANMOE AENCTBME:

& BbINONIHUTL HEMEeAJIEHHO — CHATL 3aMOPO3KY MPOAYKTa U BKAKOUMTL AaHHYIO PEBU3NIO
B CMMCOK PEBU3UIN C pacnpoCTPaHEHWEM Ha CTaHLMK No obLer npoleaype.

# OrmeHuTb 06HOBNEHME — CHATL 3aMOPO3KY MPOZAYKTa 1 3aMPETUTb AAHHYIO PEBU3NIO.
Mpouecc nonyueHuns obHosneHul ¢ BCO byaet BoccTaHOBAEH. Pa3aMoposkeHHas peBn3uns
byneT yaaneHa 13 cnucka pesmsunii npogykta. Mpu npuxoge crepyroein pesmsmnm,
pa3MOpOXKeHHas peBun3nNs ByaeT TakKe yaaneHa C Ancka.

© Namenntsb BpemMsA 3aiep>KKu 06HOBJIEHNI — 33/aTb BPeMS, Ha KOTOpPOe peBn3uA
AaHHOro NpoAyKTa oTknajpiBaetca. Hauano BpeMeHn 3aMOpO3Kn cumTaeTca C MOMeHTa
nonyyeHuns pesusun ¢ BCO.

3. Ecam Hag 3aMOpOXKeHHbIM NPOAYKTOM He 6bIIo 3alaHO AerCTBME MO ero pa3Mopo3Ke, TO
MO UCTEYEHWM BPEMEHU, 3alaHHOM B cncke Bpemsa 3agep)kku o6HOBeHUIA, peBN3NS
6yzeT aBTOMaTUUECKN Pa3MOpPOXEHa U BKIKOUEHA B CMMCOK PEBU3NIA C pacnpoCTpaHeHWeM
Ha CTaHUMM No obLen npoLleaype.

8.10.3. O6wan KoHpUrypaLma peno3nTopums

Pazpen Obuwan KoHpUrypaumsa penosutTopus No3BoAfeT 3aaTb NapamMeTpbl NOAKIOUYEHNSA K
BCO n 06HOBAEHUNA PENO3UTOPUA ANA BCEX MPOAYKTOB.
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UT06b1 OTpepaKkTMpoBaTh KOHPUIypaLMio peno3nTopus:

—_

BbibepuTe NyHKT AAMUHUCTPUPOBaHME B r1aBHOM MeHto LieHTpa ynpaBaeHus.

2. B oTkpbiBLIEMCA OKHe BbibepuTe NyHKT ynpasBastowero MeHto Obuiaa koHpurypauua
peno3surtopums.

HactpoiTe Bce HeobxoanmMble napameTpbl 06HoBAeHWI ¢ BCO, onvcaHHble HUXe.

4. Ecnv B npoLecce pesakTMpoBaHMa nNapamMeTpoB HeEOHXOANMO OTMEHUTbL BCE BHECEHHble
N3MEHEHWA, NCNONb3YyNTe Clelytowme KHOMKN Ha NaHean NHCTPYMEHTOB:

# Ycranosuthb Bee napameTpbl B HauaJibHble 3HAUEHUA — COPOCUTL 3HAYEHUS BCEX
napamMeTpoB AaHHOroO pa3zena B 3HaUeHUs, KOTOPblE OHW MMENUN A0 TEKYLLEro
peaakTmpoBaHusa. [lns aHanOrMUYHOro AeNCTBUSA HaZ OTAENbHBIMY MapaMeTpamMu
MCNOAb3YNTEe KHOMKM ™ HaNpOTUB KaXAoro napametpa.

# YcranoButhb Bee napamMeTpbl B 3HaUeHWUA NO YMOJIYaHUIO — COPOCUTb 3HaUYEHNA BCeEX
napamMeTpoB JaHHOro pa3zena B 3HaUYeHWs, COXPaHeHHble B KOHOUTypaLMOHHOM daline
Cepsepa. [ln14 aHaNOrMYHOro AeNCTBMA Haj OTAE/IbHbIMM MapaMeTpaMmn NCNOoNb3ynTe
KHOMKW % HanNpOTMB KaXa0ro napameTpa.

5. HaxmuTte kHonky CoxXpaHUTb, UTOObI COXpaHWTb BCe BHECEHHbIE M3MeHeHMs B danax
KOHPUrypaumm penosntopusa. MNpu 3ToM OCyLLleCTBAAETCA Nepe3arpyska TekyLlen Bepcum
pernosnTopua ¢ gucka.

Bpems. MNpy HemeaneHHOM 06HoBAEHUM peno3utopus ¢ BCO cpasy nocie naMeHeHus
KOHOMrypaLumy, MoryT UCNO/Ib30BaTbCA NMPeablayLLne HaCTPONKH.

@ [Ans NpUMeHeHUs HOBbIX HAaCTPOEK KOHdUrypaLmm penosutopus Tpebyetcs HekoTopoe

BCO Dr.Web

Ha Bknagke BCO Dr.Web ocyuiectBasetca HacTporika mapameTpoB MOAKIOYEHMA K
BcemupHon cucteme obHosneHuin Dr.Web.

Ana pepakTtupoBaHua nogkaroueHusa kK BCO ncnonb3yrotca cnepyrowme HaCTPOMKM:

e B Boinagatowem cnuncke Mporokon nosyyeHns o6HOBEHUIA BbIGepuTe TUM NPOTOKOAA s
nonyveHns obHOBNEHMI C cepBepOB 0OHOBAEHUI. [Ins BCeX MPOTOKOJ/IOB 3arpyska
OBGHOB/IEHWNIA OCYLLECTBASETCA COTNIAaCHO HacTporikam B passene CNMcok cepBepoB
BcemupHoi cuctembl o6HoBneHusa Dr.Web.

e bazoBbiit URI — katanor Ha cepBepax 0OHOBAEHWI, COAepP>KaLLMA OOHOBEHMS NPOAYKTOB
Dr.Web. lNpun o6HoBneHn ¢ cepBepoB BCO Dr.Web He cnesyeT MeHATb AaHHY HAaCTPOMKY
6e3 HeobxoanMOCTH.

e Ecan B cnncke MpoTokon nonyvyeHna o6HOBAEHWIA BbIOPaH OAVH U3 3aLUMLLEHHbIX
NMPOTOKONOB, NOAAEP>KMBAOLWMIA WNPPOBaHME, TO B BbiMagatoLlem cnucke Jonyctumbie
ceptudmkarbl Bbibepunte TMN TLS-cepTndurKaTOB, KOTOPbIE BYAYT aBTOMATUYECKM
NPUHMMAaTbCA NP YCTaHOBKE COeAMHEHMA MO BbIBpaHHOMY NPOTOKONY.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecan B cnucke Aonyctumble ceptudmkatbl BbibpaH BapnaHT Monb3oBaTenbcknii, TO
Heobxoanmo 3ajaTb NyTb A0 darina ¢ Bawmm TLS-cepTndumkatom B none Ceprudmkar.

PerucrpaumoHHoe UMsA — perncTpaLMoHHOE MA Noib30BaTeNs /A ayTeHTUPMKaLUn Ha
cepBepe 06HOBNEHWNI, eCIM cepBep TpebyeT aBToOpM3aLLUK.

Maponb — naponb Nnonb3oBaTens Ans ayTeHTMdUKaLmMmn Ha cepeepe OOHOBAEHWI, eCau
cepBep TpebyeT aBTOpPM3aLUN.

B Bbinagatowem cnncke Metoa aBTOopu3aLmm Bbibepute MeTO aBTOpU3aLLMK Ha cepBepe
OBHOBNEHUMN.

B none Konnuecreo BpeéMeHHO XpaHUMbIX pesusuﬁ 3a4aeTca KOM4YeCTBO pEBVI3VIl\/’I
Ka>a0ro n3 npoAykTtoB, BPEMEHHO XPaHNMbIX Ha ANCKE, HE CUMNTaA pEBVI3VII\/JI, OTMe4YeHHbIX
Ha BKJlajKe Cnucok pEBVIBVIVI B pa3aene Ae‘raanaa KOH(IJVIryan,VIﬂ penosutTopun.

I'Ipm HeO6XOAVIMOCTI/I MOXXeTe 3a4aTb JaHHYHO HaCTpOVIKy OTAENBbHO ANA KaXXA0ro npoaykKra

B pa3gene [etanbHas KoHOUIypaumsa Peno3ntopus, HO NOCAE COXPaHEHUA U3MEHEHWI B
obuen KoOHPUrypaumm, HacTponka byaeT 3ameHeHa Ha obLee 3HaveHwMe.

YctaHoBuTe dpnar McnonbszoBatb CDN, uto6bbl paspewnts ncnonbsosaHune Content Delivery
Network npw 3arpy3ske penosuntopus.

Mpy HEOHXOAMMOCTN OTpesaKTUpPYMTe cNncok cepeepoB BCO, c KOTOPbIX OCyLLEeCTBASETCS
obHOBNEHWe peno3nTopus, B cekumm Cnnucok cepeepoB BcemupHon cucrembli
obHoBneHusa Dr.Web:

s Y1066l fo6aBUTL cepep BCO B cnncok cepBepoB, MCMONb3YeMbIX AN OOHOBAEHWS,
HaxxmuTe kHonky B n BBeanTe agpec cepBepa BCO B fobaBneHHOe none.

o Y10bbl yaanuTb cepep BCO 13 cnuncka ncnosb3yembix, HaXXMuTe KHOI'IKyE HanpoTVB
cepBepa, KOTOPbI HEOHXOANMO YAANUTb.

s Mopsagok cepepoB BCO B cnucke onpegenset nopsasok obpaweHna Cepsepa Dr.Web
npu obHoBAEHUM peno3nTtopus. [nsa nameHeHmsa nopsgka cepsepos BCO, nepetawwmre
TpebyeMblli cepBep, 3axXBaTMB CTPOKY CEPBEPA 3a KOPELLIOK C/IEBa.

Mpw yctaHoBke Cepsepa Dr.Web B cnncok BxogaT Tonbko cepBepbl 0OHOBAEHMI
koMnaHun «Joktop Beb». Mpn He0b6X0ANMOCTM Bbl MOXKETE HACTPOUTb COOCTBEHHbIE 30HbI
O6HOBJ/IEHNI 1N BHECTU UX B CMMCOK CEPBEPOB A1 NOJyYeHUs OOHOBAEHW.

NMnaHMpoBLMK 3a84aHUN

Ha Bkiagke MnaHMpoOBLLMK 3agaHuNA NpYBeeHbl BCe 3aZaHnsa 13 pacnucaHmsa Cepeepa
Dr.Web Ha o6HOBneHMe peno3uTopus.

| Co3pgaHue, yaaneHve 1 pesjakTMpoBaHve 3ajaHnii Ha OBHOB/IEHVE Peno3nUTOpPUS
ocylecTBasieTcsa B pasgene [naHnposuink 3agaHunii Cepsepa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa
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AreHT Dr.Web ana UNIX

Ha Bknaake AreHT Dr.Web ana UNIX Bbibepute, ansa kaknx OC cemerictBa UNIX Tpebyetcs
OBHOBNEHNE KOMIMOHEHTOB, YCTaHaBANBaEMbIX Ha paboumne cTaHLUW.

@ YT06bl MONHOCTLIO OTKIOUNUTL NOAyYeHUe obHoBAeHWA ¢ BCO ana Arenta ans UNIX,

: nepenaute B pasgen MeranbHaa koHurypauusa penosuropus, nyHkT AreHt Dr.Web ansa
UNIX, v Ha Bkiaske CMHXpOHU3auma ycTaHoBUTe daar OTKIOUNTL 06HOBIEHUE
npoaykra.

AreHt Dr.Web ana Windows

e Ha Bknagke AreHt Dr.Web ana Windows ykaxxute, Tpebyetcs am obHoBAeHne Bcex
KOMMOHEHTOB, yCTaHaBAMBaeMbIx Ha paboune ctaHumm nog OC Windows, nam Tonbko
BMPYCHbIX 6a3.

e Ha Bknagke fsbiku AreHta Dr.Web ana Windows 3agalite cnucok A3blkoB nHTepdeica
AreHTa 1 aHTUBMpYcHoro naketa ai1a OC Windows, koTopble 6yayT ckaunBatbca ¢ BCO.

CepBep Dr.Web
e Ha Bknagke CepBep Dr.Web ykaxwute, ans kakmx OC 6yaeT ocyLlectBAaTbCA O6HOBAEHNE
dannos Cepsepa:
s Y106bI NONyyaTh 06HOBAEeHMA ana CepBepoB NoA BceMu nogaepxmeaembimn OC,
yctaHoBuTe Gpnar O6HOBAATL Bce NnaT¢opmMbl, AocTynHble Ha BCO.

o Y1066l NoNyyaTb 06HOBAEHMA ana CepBepa TONLKO NOA HEKOTOPbIMU U3
nogaepxusaemMbix OC, yctaHoBUTe darm Tonbko HanpoTtus 3Tux OC.

YT06bl MONHOCTLIO OTKIOUYNTL MoAyYeHne obHoBaeHu ¢ BCO ana CepBepa, nepenaute B
pa3gen AetanbHaa kKoHUrypauusa penosutopus, nyHkt Cepsep Dr.Web, v Ha Bknagke
CnHXpoHM3auma ycTaHoBUTe Gpaar OTKAOUUTD O6HOB/IEHUE NMPOAYKTa.

e Ha Bknagke HoBoctn komnaHum «Jlokrop Beb» 3azainTe cCnmcok A3bIKOB, Ha KOTOPbIX byaeT
CKauMBaTbCs HOBOCTHAA /IeHTa.

Hactpolika noanuckn Ha pa3genbl HOBOCTEM OCYLLEeCTBAAETCA B pa3gesne Hactponku —
Moanucka.

C HoBOCTAMYM KOMNaHUK «JlokTop Beb» Bbl MOXeTe 03HaKOMUTbCA B pa3jene rnaBHoro
MeHto LleHTpa ynpasneHus @ Moapep>xka — HoBoctn.

e Ha Bknagke fisbiku LleHTpa ynpaBneHusa 6esonacHoctbio Dr.Web 3azaiite cnuncok s3bikos
nHTepdeica LleHTpa ynpaBneHus, kotopble 6yayT ckaumBaTbcsa ¢ BCO.

PyKkoBOACTBO aAMAHUCT paTopa
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8.10.4. letanbHaa KOHpUrypauunsa peno3utopus

Pa3zzen [letanbHaa KOHPUrypaums penosntopms no3BosiseT HaCTPOUTb KOHOUTypaLmio
PEBU3NI ANA KaXKA0ro NPOAyKTa Perno3nTopus B OTAENbHOCTY.

Uro6b1 OTpeaaKkTUpoBaTbh KOHPUIypaLMio Peno3nTopu:

1. BbibepuTe NyHKT ABMUHUCTPUPOBaHME B [1aBHOM MeHIo LleHTpa ynpasieHus.

2. B oTKkpbIBLLEMCS OKHe B nogpa3jesie ynpasastowero MmeHto JietanbHas KoHpUrypauusa
peno3utopua BbibepuTe NPOAYKT, KOTOPbIA Bbl XOTUTE OTPEAAKTUPOBATb.

3. HactpowTe BCe Heobx0aMMble NapamMeTpbl Peno3nTopms BbiIbpaHHOro NpoayKTa,
OnuCcaHHble HUXe.

4. Ha naHenn NHCTPYMEHTOB AOCTYMHbI CAeAytolme Onumn Ana ynpaBaeHns peno3ntopmem
NPoAyKTa LLe/IMKOM:

e Yaanutb NpoAayKT U3 Perno3utopusa — NoJHOCTbIO YAaanTb NPOAYKT U3 Peno3nTopums.
Mpwn 3TOM 6yAyT yaaneHbl BCe PeBM3NN NPOAYKTa U OTKIOUYEHO OOHOBAEHWE NPOAYKTa C
BCO. KHonka focTyrnHa B TOM Cay4yae, eCiv NPOoAyKT elle He 6bi yaaneH u3
peno3utopus. lNocne yaaneHna npoaykra, KHOMka MeHAeT CBoe Ha3BaHWe Ha
BocctaHOBUTb NPOAYKT B PENO3NTOPUN.

| Mocne yaaneHws npogykTa U3 penosutopus Bkiagka Cnncok peBusunid 6yseT nycra,
: OCTaJ/ibHble BKNAAKN JAaHHOTO pa3zenia OCTaHyTCs B OHbIYHOM COCTOSIHWM, OHAKO WX
HaCTPOViKM He ByayT MPUMEHATLCS, NMOCKOJIbKY MPOAYKT B PEMO3UTOPUM OTCYTCTBYET.

e BocctaHOBUTb NPOAYKT B PENO3UTOPUM — BOCCTAHOBUTb MPOAYKT B PEMO3UTOPUM, ECAN
OH 6bIN yaaneH paHee Npu NOMOLLUM KHOMKW YAanAUTb NPOAYKT U3 peno3sutopus. [pu
3TOM byaeT BKItoUeHO obHoBAeHMe npoaykTa ¢ BCO. B peno3untopuin byaeT 3arpyxeHa
camas cBexas peBu3nsa NpoaykTa, goctyrnHas Ha BCO. ObpatnuTe BHMMaHMe Ha
BO3MOXHbI 06BbEM 3arpyaemMblx gaHHbIX. HacTpoiika 3arpy3kv o6HOBAEHWIA
ocywecTeasetca B pasgene Obuias koHdurypaumnsa penosuntopus. MNMocne
BOCCTAHOBJ/IEHNA MPOAYKTa KHOMKa U3MEHUT CBOe Ha3BaHWe Ha YAaAUTb NPoAyKT U3
penosuTopms.

e CoxpaHuUTb 1 Nepe3arpy3muTb € ANCKa — COXPaHUTb BCE BHECEHHble 3MeHeHus. [pu
5TOM OCYLLECTBAAETCA Nepe3arpyska TekyLlein Bepcuy peno3ntopms ¢ amncka (CM. Takxke

pa3gen CocToaHve penosuntopus).

Cnuncok pesnsum

Ha Bknagke Cnncok peBusuii npueegeHa nHpopmaumnsa 060 Bcex peBmn3nax JaHHOTO
nNpoAayKTa, AOCTYNHbIX Ha saHHOM CepBepe.

YTtobbl yaannTb Kakne-anbo 13 pesnsnii, yctaHoBuTe Gaarv HaNnpPoOTUB STUX PEBU3UI U
HaXXMUTe KHOMKY 96 YaanuTh BbIGpaHHbIe PEBN3NMN Ha NaHENN UHCTPYMEHTOB.

PyKkoBOACTBO aAMAHUCT paTopa
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Henb3sa yaanuts Bce peBuamm npoaykta. MNpoaykT JOMKeEH cogepykaTb XoTs 6bl 0Hy
peBM3uto.

UTo6bl yAanWTb NPOAYKT LENVKOM, BOCMO/b3YMTECH KHOMKOV YAanuTh NPOAYKT U3
penosuTopus.

Ynanexvie peevsunii — HeobpaTtmas onepauus.

Tabavua peBM3nNin COAEPXUT Ceayrolime cTonbubl:

HasBaHue

cTonbua

OnucaHwue coagep>xmvioro

Pacnpoctp ABTOMaTWuecKkWiA MapKep B aHHOM CTOGLE onpeAensieT COCTOsHVEe peBM3uniA NposykTa. B

aHAeMasn

Tekywasn

CTON6LE MOTYT CTOAT ZBa TUMNa MapKePOB:

Q- PacnpocmpaHsaemas pesusus. PeBn3na Ucnonb3yetcs ans 06HOBAEHWUI AreHTOB 1
aHTmBuMpycHoro MO Ha cTtaHumAX.

PeBv3us A7 pacnpoCcTpaHeHns BbibMpaeTcs cieayounm obpasom:

1. PacnpocTpaHsieTcs peBu3ns, OTMeYeHHash MapKkepoMm Os ctonbue Tekywaa. OTmeueHa
MOXET ObITb TO/IbKO OfjHa PeBU3US.

2. Ecnn B ctonbue Tekylwiaa peBm3ma He OTMeYeHa, PacnpoCTpPaHAETCA NoCAeAHAS
peBV3KA, OTMeUeHHas MapkepoMm © & cronbue XpaHumas.

3. Ecau B cTtonbuax Tekywas n XpaHumas He OTMEYEHa HU OfHa PeBM3MS,
pacnpocTpaHaeTca caMan MOCNeHAA PeBU3MA.

ABTOMaTUYECKUIN MapKep BCerja ykasbiBaeT Ha pacrnpoCTpaHsemMyto peBusuto.

Eg 3amoposxeHHas pegu3us. [laHHas peBM3nsA He PacnpoCTPaHAETCA Ha CTaHLWW, HOBble
peBu3uM He ckauvBatoTcs ¢ Cepsepa. O AeiCTBUAX MPU 3aMOPO3Ke PEBM3UM CM. NMOAPa3aen
O1n10XeHHble 06HOBAEHWS.

MpyY HaIMUUM 3aMOPOXKEHHON PEBU3UM, PEBU3US A4S pacnpocCTpaHeHus BbibnpaeTcs
cnesyroLmMM obpasom:

1. Ecnv mapkep Qs ctonbue Tekyliaa ycTaHOBJIEH, CTAaHLMAM pa3jaeTcs Tekylas
peBu3vs.

2. Ecan mapkep Qs cton6ue Tekyuwiasa He YCTaHOBJ/IEH, CTaHLMAM pa3jaeTca peBusus,
npeALecTBYtOLLIaA 3aMOPO>KEHHON.

YctaHoBuTEe Mapkep G yTo6bI 334aTh PEBU3UIO MPOAYKTa, KOTOPaa byaeT NCNoNb30BaThCA
AN 06HOBNEHW AreHTOB ¥ aHTVBUPYCHOTo MO Ha cTaHumax.

MoxeT 6bITb YCTaHOBJ/1I€EHA TOJ/IbKO OJHa TeKylaa peBu3unAa.

Taioke Mapkep, 3aZaroLLunii TEKYLLYIO PEBU3UIO, MOXET ObiTb He YCTaHOBJIEH.

Cm. Tarke OTKaT peBU3MM NPOAYKTa Ha NPeAblayLULyHO BEPCUIO.

PyKkoBOACTBO aAMAHUCT paTopa
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OnucaHue coagep>xmvioro

YctaHoBUTE Mapkep 0 UTOH bl COXPaHATbL JaHHYHO PEBU3MO MPU aBTOMATUYECKON OUMCTKE
peno3utopus (CM. Takoke CUHXPOHMU3ALNA).

Mapkep MOXeT ObITb YCTaHOB/IEH AN HECKONbKUX PEBU3WIA OJHOBPEMEHHO.
Taioke HM OAMH MapKkep MOXKeT ObITb He YCTaHOBJIEH.

Ecnun peBu3mnsa npogykTa paboTaeT cTabunbHO, ee MOXHO OTMETUTb KakK XpaHUMYH, U B
cnyyae, ecnm ¢ BCO npuaeT HectabuibHas PEBU3NS, MOXKHO OTKATUTCA Ha MPeablAyLLyHo.

ABTOMaTUYECKWA MapKep onpeaenseT, YTO KOMMOHEHTbI U3 JaHHOM PeBU3WN YCTaHOBAEHbI
Ha CTaHUMAX C orpaHnYeHreM obHoBaeHU (B pa3gene OrpaHnyeHns 06HOBIEHWIA
yCTaHOBJEHbI ONuM O6HOBAATL TONIbKO 6a3bl WK 3anpeTuTb Bce 06HOB/IEHUS).

Takas peBM3Msa He yaanseTcs Nnpy aBTOMaTUUYECKON OUMCTKE PEMO3UTOPUS U MOXKET ObiTh
MCMOIb30BaHa, ecin byaeT HEOBXOANMO MepeyCcTaHOBUTL COOMHbIE KOMMOHEHTbI HA CTaHLMM
WY YCTaHOBUTb JOMOJHUTE/IbHbIE KOMMOHEHTbI U3 3TON PeBU3UN.

[Jlata nonyuyeHvst peBm3umM NpoayKTa.

Ecnun peBu3mnsa 3amopoxkeHa, B JaHHOM CTO/IOLIE AOMOHUTENBHO BbIBOAWUTCA CTaTyC
610KMPOBKN.

OTkaT peBM3MM NPOAYKTa Ha NpeAblAYyLLYIO BepCcUio

BO3MOXHOCTb OTKaTUTb YCTaHOBJIEHHbIE Ha CTaHUMAX NPOAYKTbl Ha npeablayline Bepcnn
onpeaendaetca chegyrownMmm noJIOKEHNAMN.

e ba3bl Bcerga MoryT 6bITb OTKaYeHbl Ha NMPeAblAyLLYH BEPCUIO.

e Yto6bl OTKaTUTL AreHT, 3Ta ONuus A0XKHO BbiTh pa3pelleHa B pa3gene OrpaHnyeHuns
0HHOBAEHUN.

e Henb3a oTkatnTb AreHT Ha NpeAbIAyLLYHO BEPCUIO, €CNN YCTaHOB/IEHHAs Ha CTaHLMK
peBM3ns oTMeueHa MapkepoM TekyLas.

| Mpwu oTkaTe Bepcum AreHta ans Windows Ha npegbiAyLLyro peBu3mnio (415 YCTaHOBKM Ha

& CTaHUmsax AreHta Bepcum Maaglue), byAet Nnpov3BeseHa NPUHYAWTEIbHAA Nepesarpyska CTaHLmin
C MHTEPBANIOM B NATb MUHYT. /I3MeHeHWe MHTepBana, a Takke OTMeHa nepesarpysku
HeBO3MOXHbI. O Npe/cToALLei Nepesarpyske Noab30BaTeNAM CTaHLMM coobLaeTcs BO
BCM/IbIBAtOLLEM OMOBELLEHNN.
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CuHXpoHM3auumsa

Ha Biiagke CMHXpPOHM3aLMA HAaCTPanBatOTCA NapaMeTpbl OOHOBAEHWA PENO3NTOPUSA
Cepsepa c BCO:

¢ B none Konnuecreo BpeMeHHO XpaHMMbIX PeBU3UM 333€TC KOIMUYECTBO PEBU3UIA
NPOoAyKTa, BPEMEHHO XPaHUMbIX Ha ANCKE, HE CYMTAsn PEBU3NIN, OTMEYEHHbIX XOTA Obl B
OAHOM M3 cToN16U0B Ha Bknaske CnuMcok peBu3UIA. B ciyuae, ecam npuviwna HoBasa peBu3us,
a KOIMYECTBO BPEMEHHO XPaHMMbIX PEBU3UI NPOAYKTa y>Ke AOCTUIIO MakKCUMaibHO
AOMYCTMMOrO 3HayYeHus, TO yaanaeTca camas ctapas BpeMeHHO XpaHuMasa peBusns.
PeBun3nn, nomeueHHble kak Tekywana, XpaHumas, PacnpocrpaHsemas v Yaep>xusaemas
He nojaJsiexar aBToOMaTU4YeCcKoMY yAaneHUIo N He YUMUTbIBAeTCA Npu noacyete BPEMeHHO
XPaHUMbIX PEBU3UI.

[JaHHasa HacTpolika ByaeT nepe3anncaHa Ha eAnHOE 3HaYeHMe ANs BCEX MPOAYKTOB B
CNyyae pesakTMpoBaHus pasgena Obuias koHdUrypalmsa peno3nTopus.

e YcTaHOBUTe pnar OTKAOUUTD O6GHOB/IEHME NPOAYKTA, YTOObI OTK/IHOUMTL MONyYeHMe
0bHOBNEHWNM gaHHOTO npoaykTa ¢ cepepoB BCO. AreHTbl Npu 3T0M 6yayT 06HOBAATLCA A0
TekyLlen peusnn Ha CepBepe (MaK cornacHo npoleaype Bolbopa pacnpocTpaHiaeMomn
peBn3nn).

Ana HeKOTOpbIX MPOAYKTOB TakXKe AOCTYMHbI CAeAytoLne HaCTPOMKW:
e YctaHoBuTe dpnar O6GHOBAATL TONBKO crieayroume ¢aibl, UToHbI NOyYaTb OOHOBAEHUSA C
BCO TONbKO yKa3aHHbIX HUXe $annoB.

e YctaHoBuTe pnar He o6HOBAATL TONbKO cneaytowmne ¢pannbl, YUTOObI OTKIHOUNTD
obHoBneHne ¢ BCO TONbKO yKka3aHHbIX HMXe Galnnos.

Cnuckm pannos 3agatoTca B Gopmate peryaspHbiX BblpaXkKeHU.
Ecnn yctaHoBAeHbl 06a dnara, To Bbibopka GpalriNoB OCyLLEeCTBASETCS CeAyoLWMM 06pa3oMm:

1. V13 nonHoro cnucka Gannos npoaykta Bbibuparotca Gpanabl no cnnckam O6HOBAATH
TOJ/IbKO cneaytoune pannbl.

2. W3 cnucka, nonyyeHHoro Ha ware 1, yaanatorca darinbl no cnuckam He o6HoBAATL
TO/IbKO cneayiouime pannbl.

3. CBCO obHoBAstOTCA TONBKO dalbl, MONYyYeHHble B pe3ynbTaTe BblIOOpKM Ha Lware 2.

OnoBelweHus

Ha BKJlagKe OI'IOBeI.I.I‘eHMiI HaCTpanBakoTCA OnoBeLleHnA 06 06HOBNEHUNAX peno3nTopua:

e YctaHoBuTe ¢nar He onoBewatb T0/1bKO 0 cneayrowmx dpansiax, Utobbl OTKIOUNTD
OTNpaBKy yBeJOMAEHUI TONLKO Ha CODbITUA, CBA3aHHble C dalinaMu, KOTopble 3ajaHbl B
CMNCKE HUXe.

e YctaHoBUTe pnar OnoBewaTb TO/IbKO O cegyrounx ¢pannax, Utobbl OTNPaBAATL

yBeAOMANEHNA TONbKO Ha CO6bITVIH, CBA3aHHbIE C ¢a|7u1a|v|m, KOTOPbIE 3a4aHbl B CMMNCKE HNXKE.

Cnuckm darinoB 3agatotcs B Gopmate perynspHbiX BblpaXKeHW.

PyKkoBOACTBO aAMAHUCT paTopa
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Ecnv cnnckm UCKNOUEHWI He 3ajaHbl, TO 6y,£l|yT OTNpPaB/ATLCA BCE ONMOBELEHNA, BKIHOYEHHbIE

Ha CTpaHunue KOHQ)MFyQauMH OﬂOBeueHl/IlZ.

MapameTpbl onoBeLyeHWin 06 OBHOBAEHMAX PEMO3MTOPUSA HAaCTPaMBALOTCA Ha CTpPaHMLe
KOHUrypaLmm onoseLleHnin B nogpasaene Penosuropumid.

OTno)KeHHble 06HOB1IEHUA

Ha Bkiaske OT/I0XKeHHble 06GHOBAEHUA Bbl MOXETe OT/IOXUTb pacnpocTpaHeHue
OOHOBJ/IEHNI Ha CTAHLUMUWN Ha onpesesieHHbI cpok. OTNOXKEHHAs PEBU3NSA CUMTAETCA
3aMOPOXXEHHO.

[aHHbIA GYHKLMOHAN MOXKET MCMONb30BaTbCA, €C/I HEOOXOANMO BPEMEHHO OTMEHUTH
pacnpocTpaHeHne NocieiHen PeBU3NN NPOAYKTA Ha BCE CTAHLMUN aHTUBUPYCHOM CETH,
Hanpumep, Npu HeEOBXOAMMOCTU NPeABapPUTENLHOTNO TECTUPOBAHMA JaHHON PEBU3NN Ha
OrPaHNYEHHOM KONNYECTBe CTaHLMNA.

UT0o6bI UCNONb30BaTb PYHKLMOHAJ OT/IOXKEHHbIX O6HOB/IEHUIA, BbINOJIHUTE C/leAytoLne
pencreus:

1. [ns npoaykTta, KOTOPbIN HEOBXOAMMO 3aMOPO3UTh, HACTPOWUTE OTIOXKEHHbIE OOHOBNEHUS
Kak OMMCaHO HUXKe.

2. YTO6bI OTMEHUTbL pacnpocCTpaHeHue NocaeAHen peBm3nm, yCTaHOBUTE B KayecTBe TekyLlein
PEBU3UN OAHY 13 NPeAblAYLLMX PeBU3NI Ha Bkaagke CNrCcOK PEBU3UNA.

3. [na rpynnbl CTaHUMI, Ha KOTOPble ByAeT pacnpoCTPaHATLCA MOCNEAHAA PEBU3US,
yctaHoBUTe dnar Monyuatb nocnegHue o6HoBNAEHUA B pa3zesie AHTUBUPYCHas ceTb —

OrpaHunyeHve 0bHoBAeHWI Paboyurx cTaHLUMIK. Ha ocTanbHble CTaHUnM byaeT
pPacnpoCTPaHATLCA PEBU3NSA, KOTOPYHO Bbl OTMETUAMN B KaUeCTBe TeKyLLeW Ha wware 2.

4. Cnepyrowas 3arpyxeHHaa ¢ BCO peBun3uns, kotopasa yaoBaeTBopsaeT yCAOBUAM ONUUn
OT/710)KUTb 06HOB/IEHUA TOJIbKO cieayrowux ¢pannos, byaeT 3aMOpoXeHa U OTI0XKeEHA
Ha CpoK, BbIbpaHHbIN B cnnucke Bpemsa 3agep>xkn 06HOBAEHMIA.

YT106bI HaCTpouUTb OT/IO)KE€HHbIe o6bHOBNEeHUA:

1. YcraHoBuTe dpnar OTN0XKUTb 06HOBAEHUA, YUTOObI BDEMEHHO OTMEHUTb 3arpysKky
06HOB/IEHNI AaHHOrO NpoaykTa, Noay4Yaembix ¢ cepepos BCO.

2. B Bbinagatowem cnuncke Bpems 3agepixku o6HoBAeHUIA BbiGeprTe BpeMs, Ha KOTopoe
OTK/IaZblBaeTCs 3arpy3ka OOHOBAEHMI, HauMHasA C MOMEHTa UX MOyYeHUNs C CEPBEPOB
BCO.

3. Mpun Heobx0AMMOCTU ycTaHOBUTE diar OTNOXKUTb OGHOBNEHUA TOJILKO C/IeAYHOLNX
¢aitnoB, UTo6bLI OTIOXKMTL pacnpocTpaHeHne 0OHOBAEHWNI, coaepKalLmX hanbl, KOTOpbIe
COOTBETCTBYOT MackaM, 3aZlaHHbIM B cnincke Huxke. CMMCOK Macok 3agaeTcs B popmate
perynsipHbIX BblpaXkKeHWn.

Ecnan dnar He yctaHoBAeH, ByayT 3amopoxeHbl Bce o6HoBAeHMs, npuxoaaime ¢ BCO.

PyKkoBOACTBO aAMAHUCT paTopa
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YT106bI CHATb 3aMOpPO3KY:

e Ha Bknagke Cnncok pesmsmii Haxmnte [ BbINOAHUTL HEMeANeHHO, UTOGbI CHSATH
3aMOpPO3Ky MNPOAYKTa N BKIHOYMNTb JaHHYH PEBM3MIO B CMUCOK PEBU3NIA C
pacnpocTpaHeHWeM Ha CTaHLMK no obuwel npoLeaype.

e Ha Bknagke Cnncok peBr3niA HaxxMmunTe # OrmeHuTb 06HOBNEHME, UTOGLI CHATH 3aMOpPO3KY
NpoAyKTa 1 3anpeTuTb AaHHY0 peBu3uto. [Npouecc nonyveHnsa obHosaeHnn ¢ BCO byaet
BOCCTaHOBJIeH. PaamopoxkeHHas peBum3una byaeT yaaneHa 13 cnucka pesnsnii npogykra. Mpwu
npuxoge cneaytoler pesm3nm, pa3sMopoXXeHHasa peBm3mna byaeT Takke yaaneHa ¢ gucka.

e o ncTeUEHUN BPEMEHN, 3alaHHOM B crincke Bpems 3agepikku o6HOBAEHUIA, peBU3Ms
6yzeT aBTOMATUUECKM Pa3MOPOXKEHA N BKIOUEHA B CMMCOK PEBM3MIA C pacnpoCTpaHeHNEM

Ha CTaHLUMM No obLlien npoLesype.

YHpaBneHme 3aMOpPO>XKEHHbIMU PEBU3NAMU ANIA BCEX MPOAYKTOB OCYLLUECTBAAETCA B pa3jene
OT1n10XEHHbIE OOHOBIEHMS.

8.10.5. Copeprxumoe penosutopus

Pazgen Copep>xumoe penosutopusa No3soJigeT NpocMaTpmBaTh U YNPaBaaTb TEKYLLUMM
COZEP>XKMMbIM PEnO3MTOPUA Ha YPOBHE KaTasioroB U GpanaoB peno3ntopus.

[naBHOe OKHO pa3gena CoaeprXKMMOoe Peno3nTopusa COAEPXUT MepapxmUeckoe epeBo
COAEPXKMMOTO PENO3UTOPUS, OTPakatoLLiee BCe KaTasoru U Gaiibl B TeKyLLeh Bepcum
PENO3UTOPUA CO CMUCKOM BCEX MMEHLLMXCA PEBM3NIA KadXKAOro NpoayKTa.

MpocmoTp nHpopmauum o penosntTopum

Y1066l NpOoCMOTPETH HDOPMaLMIO 06 06bEKTax PENO3NTOPUS, B MEPAPXMUECKOM AepeBe
COAEPXMMOTro peno3ntopms Bolbepute 06bekT. OTKPOETCs NaHe b CBOMCTB CO C/eAytoLLei
nHdopmaumen:

e B nogpaszene BoibpaHHble 06beKTbI NprBeseHa NogpobHas nHopmaumsa 06 obbekTe,
BbIGpaHHOM B epeBe cogep>XXmmoro penosuntopus: Tun, Pasmep (TONbKO An8 OTAENbHbIX
dannos), Aara co3paHua 1 [lata NsMmeHeHus.

¢ B nogpaszene CocrosiHue penosutopus npueeseHa obuas nHdopmaums o060 Bcex
06bEKTAX PENO3NTOPUSA: TEKYLLMIA CMMCOK OOBEKTOB U AaTa UX NOCaeAHero 06HOBIEHNS.

YnpaBneHue penosntopuem

Ana ynpaBneHns COAEPXMMbIM PEMO3UTOPUSA UCMONb3YNTE CAeAytoLMe KHOMKN Ha NaHenu
NHCTPYMEHTOB:

@ 3KCI'IOQTVIQOBaTb ¢a17mb| PENO3NTOPUNA B aPXUB,
@ MMHOQTVIQOBaTb apxuB C gpaﬁmalvlm PENO3NTOPUA,

PyKkoBOACTBO aAMAHUCT paTopa
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# Ypanute BbI6paHHble 06BEKTLI — Y1aNUTh 06bEKTbI, BbIGPAHHbIE B 4€PEBE COAEPXKUMOTO
peno3ntopus, 6€3 BO3MOXHOCTM BOCCTAHOBAEHMWS.

l Mocne U3MeHeHWs COAEP>KMMOro Peno3nTopus, HaNpPUMep, NPV yaaneHUn in uMnopTe
: 06DBEeKTOB peno3nTopus, AN UCnoab3oBaHNA CepBepOM M3MEHEHHbIX AaHHbIX HEOOXOAMMO
nepesarpy3utb pPeno3nTOpPUiA.

Cm. pa3gen CoctoaHvie penosntopus.

JKCNopT penosutopus

UT06b1 COXpaHUTL ¢paiiNibl Peno3nTopus B Zip-apXmB, BbINOJIHUTE C/ieAytolLve AelCcTBUA:

1.

B nepapxunueckom sepeBe COAEPXKMMOro peno3nTopus Bbibepute NPoAyKT, OTAENbHYHO
PEeBU3MIO MPOAYKTa UAWN BECb Peno3nTopuin. Becb peno3suntopuii byaeT skCnopTMpOoBaH,
€C/IM HNYero He BbIOpaHoO B AepeBe Uau BbibpaH 3aronoBok Aepesa — Penosutopwii. [ns
BbI6Opa HeckoNbknx 06bekToB ncnonb3yrte kHonku CTRL nam SHIFT.

Mpw 3kcnopTe 06beKTOB peno3nTopua obpatnte BHUMaHNE Ha OCHOBHbIE TUMbI
3KCMOPTUPYEMbIX OO BEKTOB:

a) Zip-apx1Bbl MPOAYKTOB peno3nTopusa. Takne apxmBbl COAep>KaT OANH U3 CNeyoLmNX
TMNOB O6BEKTOB PEMO3UTOPUA:

e Becb peno3ntopuii LLesnKoM.
e BecCb NpOAYKT LLEeNNKOM.
e Bca oTaenbHan peBunsna Npoaykra Lennkom.

ApXxu1Bbl, NONYYEHHbIE NMPU IKCMOPTE AaHHbIX 06 BEKTOB, MOTYT ObITb UMOOPTUPOBAHbI
yepes pasgen Cogeprxmmoe peno3uTopuna. HasBaHve TakMx apXMBOB COAEPXUT npeduKc
repository .

b) Zip-apxuBbl oTAENbHbBIX Paln OB PENO3UTOPUS.

ApXxuBbI, NONYyYEHHbIE MPW 3KCNOPTE OTAENbHbIX GailIoB 1 KaTaNoroB, HaXoAsALLMECHA B

nepapxmyeckom gepese HUXe 0ObeKTOB 13 M. a), He NoANeXaT UMMNOPTY Yepes pasjen
Coaep)xumoe peno3urtopus. Ha3BaHMe Taknx apxmBoB BKIOYaeT npedukc files

Takune apxvBbl MOTYT MCMOJ/Ib30BATHCS B KAYECTBE PE3ePBHbIX KOMWUA GainnoB Ans pyUuHOM
3aMeHbl. O4HaKo, He PEKOMEHAYETCA OCYLLECTBATL 3aMeHY $aliioB peno3ntTopms
BPYUYHYHO, B 06x04 pa3gena Copgeprkumoe penosutopus.

HasxxmuTe kHonky B SkcnopTupoBath ¢aiinibl penosuTopus B apxms Ha NaHe
MHCTPYMEHTOB.

. 3ajiaHune NyTV ANs CoXpaHeHus zip-apxmBa C BbIGpaHHbIM 06 bEKTOM pPeno3nTopus

OCYLLECTBNSETCA B COOTBETCTBUM C HAacTponkaMu Be6-6pay3epa, B KOTOPOM OTKPbIT LleHTp
ynpaBaeHus.

PyKkoBOACTBO aAMAHUCT paTopa
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WUmnopT peno3surtopus

UTo6bI 3arpy3uTb ¢painibl peno3nTopus 13 zip-apxmsa, BbINOJIHUTE C/ieAyloLLne AeUCTBUA:
1. Haxxmute KHOMKyY £ MmnoptupoBaTtb apxumB ¢ pansiaMy peno3nToOpuUAa Ha NaHenn
WHCTPYMEHTOB.

2. B oTkpbiBWEMCcA OkHe B pa3gene Bbibop daiina 3agalite zip-apxus ¢ Gannamm
peno3uTtopua. na Boibopa darina MoxkeTe BOCMONb30BaTbCA KHOMKOWN k=l

MIMnopTy noanexar TOAbKO Zip-apX1Bbl, KOTOPbIe HBblIV MOAYYeHbl MPW 3KCMOPTE OAHOTO
U3 CefyroLmX TUMOB O6BEKTOB PEMO3UTOPUSA:

e Becb peno3nTopuii LLenKOM.

e BeCb NpOAYKT LLeNNKOM.

e Bca oTaenbHana pesBnsna npoaykra LesiMKoMm.

HasBaHue Takmx apx1MBOB NP 3KCMOPTE COAEPXUT NpeduKkec repository .
3. B paszene Hactpoiiku umnopTa 3ajavite cnegytolime napameTpsbil:

¢ Tonbko f06aBUTL OTCYTCTBYHOLME PEBU3UUN — B JAHHOM peXMME MMIMopTa
OCYyLLEeCTBASETCA TONbKO AODOaBAEHME TEX PEBU3NIN PEMO3UTOPUS, KOTOPbIE OTCYTCTBYHOT B
TekyLLen Bepcnun. OcTanbHble PeBM3UN OCTAlOTC 63 N3MeHEeHUN.

¢ 3aMeHUTb BeCb Peno3uTopuii — B JaHHOM peXxXMMe MMMNOopTa OCYLLECTBAAETCA MNOAHas
3aMeHa TeKyLLero peno3nTopus Ha UMMNOPTUPYEMbINA.

e YctraHoBuTe dnar UmnoprupoBaTtb KoH$pUrypaLuoHHble ¢aiinbl, 4ToHbI NPy MMNopTe
peno3nTopus Takke MMNOPTUPOBATb KOHPUIYPaLIMOHHbIE Galbl.

4. HaxmunTte kHonky UmnopTupoBaTtb A14 Hayasia npouecca umnoprTa.

8.11. lononHuTeNbHbIE BO3MOXXHOCTU

8.11.1. YnpaBneHue 6a30M AaHHbIX

Pa3zen YnpaBneHue 6a30# faHHbIX NO3BO/IAET OCYLLECTBAATL HEMOCPEACTBEHHOE
obcnyxxmBaHue 6a3bl JaHHbIX, C KOTopou paboTaet Cepsep Dr.Web.

Cekums O6Lme cofepXXnT caeayrolie napameTpsbi:

e [one Mocnepgxee ob6cnykusanne Bl — nata nocnegHero 3anycka kKoMaHz 06cayxvBaHus
6a3bl JaHHbIX M3 3TOrO pasjena.

e Cnuncok KoMaHa ana obcnyxmeaHna 6a3bl AaHHbIX, BKIHOUAOLMIA

o KoMaHZabl, aHanorMyHble 3ajaHnam n3 pacnucanHus Cepsepa DrWeb. HasBaHus komaHg,
COOTBETCTBYIOT Ha3BaHMAM 3aZaHuin 13 pa3gena [leActBua B pacnucaHunm Cepsepa
(onncaHne COOTBETCTBYHOLLMX 3ajaHNI pacnncaHnsa npuBeseHo B Tabanue Tunbl

3a/laHWI U UX apaMeTpbl).

PyKkoBOACTBO aAMAHUCT paTopa
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o KomaHaa AHanus 6a3bl gaHHbIX. [IpesHa3HaueHa a1s onTMMm3aummn 6asbl gaHHbIX
CepBepa NoCpeacTBOM BbIMOJHEHNSA KOMaHAbl analyze.

s KomaHza Ouncrka HeaKTMBMPOBaHHbIX CTAaHLMI. [TpesHa3HaveHa Ans yaaneHums
YYeTHbIX 3anncen CTaHLUMN, KOTopble Bblan CO34aHbl B aHTUBUPYCHOW CETU, HO HW pa3y
He nogknroyanmch k Cepeepy. Heobxoanmo ykasaTb Nepmos, no NCTEYEHUN KOTOPOro
HEWCNOob30BaHHbIE yUYeTHble 3anncK 6yayT yaaneHsbi.

CnnCoK HeMCNoIb30BaHHbIX YUYETHbIX 3anMucen CTaHUMI MOXHO NOCMOTPETb B
MnepapxmMueckom Crmcke aHTUBMPYCHOM ceTn, B rpynne Status — New.

AJ’IH BbIMNOJIHEHNA KOMaHA OGC]’Iy)KVIBaHVIH 6a3bl AaHHbIX:

1. B cnucke KOMaHA yCTaHOBUTE c|>nar|/| A4NA TEX KOMaHJA, KOTOPbI€ Bbl XOTUTE BbINMONHUTD.

Mpy HeOHXOAMMOCTUN, U3MEHUTE BPEMEHHbIE MEPUOAbI ANA KOMaHA OUMCTKM Ba3bl AaHHbIX,
MO NPOLLECTBUMN KOTOPbIX XpPaHUMasa MHGOPMaLMA NPU3HAETCA yCTapeBLUEN U MOANEXUT
yaaneHuto ¢ Cepsepa.

2. Haxmute kHonky MpumeHnTb ceituac. Bce BbiIOpaHHble KOMaHAbl OYAyT BbIMOAHEHbI
He3aMeANNTENbHO.

[na oTCpoYeHHOro n/manm NneprnoanYeCcKoro aBTOMaTMYeCKoro BbIMONHEHWA AaHHbIX
KOMaHZA (kpoMe koMaHzbl AHanus 6a3bl AaHHbIX) BOCMO/b3yNTeCh [11aHNPOBLIMKOM
3asaHuin Cepeepa.

Ana ynpaBneHua 6a30i faHHbIX UCMONb3YTe CleAytoLiMe KHOMKN Ha NaHean MHCTPYMEHTOB:

@ Wmnoprt,
@ DKCNOpT.

dKcnopT 6a3bl AaHHbIX

UT06b1 cOXpaHUTb MHPOpMaL U0 U3 6a3bl JaHHbIX B ¢aiin, BbINOJIHUTE c/ieayloLme
AeucTBusa:

1. HaxmuTte kHormky Ky DKCMOPT Ha NaHe N NHCTPYMEHTOB.
2. B okHe HacTpoek 3kcnopTa BbibepuTe OANH U3 BApPUaHTOB:

e JKCMOpPTUPOBaTh BCIO 6a3y AaHHbIX 414 COXpaHEHUA BCe MHPopMaLummn 13 Hasbl
AaHHbIX B gz-apxuB. XML-dain, nonyyeHHbI Npu 3KCNOPTE, aHanornyeH danny
skcrnopta 6a3bl JaHHbIX, NOJly4YaeMOMy Mpw 3anycke ncnoaHsemoro ¢anna Cepeepa n3
KOMaHZHOW CTPOKM C KNtoYoM xmlexportdb. [JaHHbIN dalin akcnopTa MOXeT HbiTb
MMMOPTUPOBaH Npu 3anycke ncnoaHaemoro ¢anna Cepeepa 13 KOMaHAHOW CTPOKM C
KJHOUYOM xmlimportdb.

MNoapobHOe onncaHne faHHbIX KOMaHJ NpuBeAeHO B AokyMeHTe MpunoxkeHuns, B
pa3gene H4.3. KomaHabl Ans ynpaBieHns 6a30i JaHHbIX.

e JKCMOPTUPOBaTb MHPOPMALUIO O CTAHLLMAX U FPYNMNax A5 COXpaHeHUs nHGopmaumnm
06 06BbekTax aHTUBUPYCHOWN CeTn B Zip-apxuB. B pe3ynbTaTe BbINONHEHNA AaHHOM
onepauuu B Gann cneumnanbHoro Gopmata coxpaHsaeTcs Bce MHGopmauus o rpynnax
CTaHUMM M CaMUX YYETHbIX 3aMUCAX CTaHLMI aHTUBUPYCHOWN CeTn, 0b6cny>KnBaemMomn
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AaHHbIM CepBepom. Palin akcnopTa BKAKOYaET CieAytoLLyo MHPOPMALIMIO O CTaHLMAX:
CBOMCTBA, KOHPUTYpaLIMIO KOMMOHEHTOB, MPaBa, HAaCTPOWKM OrpaHUYeHNA OBHOBAEHWA,
pacnuncaHune, CNMCOK yCTaHaBANBAEMbIX KOMMOHEHTOB, CTaTUCTUKY, MHGOpMaLuto 06
yAANEeHHbIX CTaHLUMAX; O rPyMnnax: CBOMCTBA, KOHOUTYpaLMo KOMMOHEHTOB, NpPaBa,
HaCTPOWKM OrpaHNYeHnii OBHOBNEHWIA, pacnucaHme, CNMCOK yCTaHaBAMBaEMbIX
KOMMOHEHTOB, NAEHTUPUKATOP POANTENBCKOM TPYNIbI.

B ganbHenwem dain akcnopta MOXeT ObITb UMOOPTUPOBAH Yepe3 pasjen YnpaBaeHue
6a30i1 AQHHDIX.

o B sepeBe AHTUBUPYCHaA ceTb MOXeTe BbiOpaTb OfHY UM HECKONbKO
NoJ/ib30BaTeNbCKMX Tpynmn. B 3ToM cayyae B akcnopT nonaget nHGopMaLma TONbKO O
BbIOPaHHbIX rpynnax n o Tex CTaHLMAX, A8 KOTOPbIX BbIbpaHHbIe rpynnbl ABAAHOTCA
nepBuYHbIMU. ECn He BbiBpaHa HM ofHa rpynna, byeT akcnopTMpoBaHa
MHPopMaLma 060 Bcex CTaHLMAX M MONb30BaTENbCKUX FPYMNnax aHTUBMPYCHOM CETW.

3. HaxXmuTe KHONKy IKCNOPTMPOBaTh.

4. 3ajaHue NyTu Ans coxpaHeHus apxuBa ¢ 6a30M JaHHbIX OCYLLECTBASAETCA B COOTBETCTBMM C
HacTpoinkamu Beb-6paysepa, B KOTOPOM OTKPbLIT LLeHTp ynpaBaeHus.

MmnopT 6a3bl AaHHbIX

Mpoueaypa nmnopTa daina 6asbl JaHHbIX, cogepKallero nHdopMauuto o6 obbekTax
aHTVBUPYCHOW CETU, MOXET NCMOJb30BaThCA /s MepeHoca MHGOPMaLMM KaK Ha HOBbI
Cepsep, Tak 1 Ha CepBep, y>ke GYHKLMOHMPYHOLWMIA B COCTaBe aHTUBUPYCHOM CeTu, B
YaCTHOCTU /1 O6BEANHEHMSA CMUCKOB 06CNYy>XMBaeMbIX CTaHLMI AByx CepBepoB.

| K CepBepy, Ha KOTOPOM OCYLLECTBASETCA UMMOPT, CMOTYT MOAK/IOUATLCA BCE CTaHLWK,

& MHGOpMaLMa O KOTOPbIX UMMNOPTUPYeTCs. MNpu ocyLlwecTBAeHU uMnopTa obpaTtute
BHVMMaHVe Ha HeOHXOAMMOCTb COOTBETCTBYHOLLLENO KOIMYECTBA JOCTYMHbIX JULEH3UA AN
MOAKNFOUYEHWA MepPeHEeCeHHbIX CTaHLWM. Hanpumep, npu Heo6XoAMMOCTWY, B pasgjene
MeHezxep nuueH3ni fobaBbTe NMLEH3MOHHBIN Ktoy ¢ CepBepa, C KOTOPOro nepeHocunach
MHPOpPMaLWA O CTaHLMAX.

UTo6bI 3arpy3uTtb 6a3y AaHHbIX U3 ¢aiina, BbINOJIHUTE C/leAyoLLne AeUCTBUA:

1. Haxmure KHonKy@ Mmnopt Ha naHenn MHCTPYMEHTOB.

2. B okHe nmnoprTa 3aganTe zip-apxus ¢ darnom H6a3bl gaHHbIX. 14 Bbibopa danina moxeTe
BOCIMOJ/Ib30BaTbCA KHOMKOWN A=l

MIMnopTy nognexat TONAbKO zip-apX1Bbl, KOTOPble BblIM NOAYYeHbl NPWU 3KCNopTe Ha3bl
AaHHbIX 414 BapMaHTa DKCNOPTUPOBaTb MHPOPMALLUIO O CTAaHLLMAX U Fpynnax.

Haxxmute kHonky UMnopTupoBathb 415 Havana npolecca umnopra.

4. Ecav npun nmnoprte 6yayT o6Hapy>KeHbl CTaHLUW U/UAW TPYMMbl C O4NHAKOBBIMU
naeHTMdrKaTOpamm, KOTopblie BXOAAT Kak B UMNOPTUPYEMble JaHHble, Tak 1 B 6a3y AaHHbIX
Tekyllero Cepsepa, oTkpoeTca pasgen Konnavsum ana 3agaHna Aenctsuii Hag
npoaybanpoBaHHbIMM O6beKTaMM.
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290



A7

-
g

A
d
A

Inaea 8: Hactpoiika CepBepa Dr.Web

Cnunckm rpyrnn um CTaHLLMVI npmnBOoAATCA B OTAE/IbHbIX Ta611|/|u,ax.

[ns cooTBeTCTBYHOLLEN TabanLbl 06bEKTOB B BbiNajatolleM cnucke Pexxum nmnopra
rpynn nay PeXxum nmnopra CTaHLMA BbibepuTe BapmaHT paspeLleHms KOANN3NN:

¢ CoxpaHuUTb JaHHble MMMNOpPTa ANA BCeX — YAanNTb BCO MHOPMaLnto 0 Ay6AnpoBaHHbIX
obbekTax n3 6a3bl AaHHbIX Tekylwero Cepeepa 1 nepesanucats ee HPopmaLen ns
MMNopTMpyeMoi 6a3bl aHHbIX. lefcTBMe NPpUMeHAeTcs O4HOBPEMEHHO ANA BCEX
Ay6nmpoBaHHbIX 06BEKTOB B laHHOM TabauLe.

o CoxpaHuTb TeKyLMe AaHHble ANA BCEX — COXPaHUTb BCHO MHbOPMaLmMto O
AybnvpoBaHHbIX 06bekTax 13 6a3bl AaHHbIX Tekyllero Cepeepa. Inpopmauma o
Ay6nMpoBaHHbIX 06bEKTax U3 UMNOPTUPYeMOK 6a3bl AaHHbIX ByAeT NPOMTHOPUPOBaHa.
[llencTBMe NpUMeHAaeTca OAHOBPEMEHHO ANA BCeX AyBAMpPOBaHHbIX OObEKTOB B JaHHON
Tabauue.

¢ BbibpaTb BpyuHYyI0 — 33/aTb JEMCTBME BPYUHYIO ANS KaXKA0ro yb6ampoBaHHOro obbekTa
B OTAE/IbHOCTU. B 3TOM pexxmme cnncok ayb6ampoBaHHbIX O6BbEKTOB CTaHET JOCTyMNeH ANS
peAaKkTVpOBaHUA. YCTaHOBUTE OMNLMN HAaNPOTMB Tex 06BEKTOB, KOTOPbIe byayT
COXpPaHeHbI.

Haxxmute kHonky CoxpaHUTb.

8.11.2. Cratuctnka Cepsepa Dr.Web

Mpw nomowm LleHTpa ynpaBieHMsa Bbl MOXeTe 03HaKOMUTbCA CO CTaTUCTUKOMW PaboThbl
Cepsepa Dr.Web Ha ypoBHe NCNOb30BaHWNSA CUCTEMHbIX PECYPCOB KOMTMbIOTEPA, Ha KOTOPOM
yctaHoBsieH CepBep Dr.Web, a Takcke ceTeBOro B3anMoAencTBus ¢ KOMNOHeHTaMum
aHTUBMPYCHOW CETU N BHELWHUMM pecypcamu, Taknumm kak BCO.

UT06bI 03HAKOMUTBLCA CO CTaTUCTUKOM paboTbl CepBepa Dr.Web:

1. BbibepuTe NyHKT AAMUHUCTPUPOBaHME B 1aBHOM MeHIO LleHTpa ynpasaeHus.

2. B oTkpbIBLIEMCS OKHE BbIbEepuTe NYHKT ynpasasatolero MeHro Cratncrtmka Cepeepa
Dr.Web.

3. B OTKpbIBLLEMCA OKHE npeacTtaBaeHbl chegyrouine pasaesibl CTaTUCTUYEeCKNX AaHHbIX!

e AKTUBHOCTb KJIMEHTOB — JlaHHble MO KOJIMYeCTBY 06CAY>KMBAEMbIX KIMEHTOB,
NOAKNFOUEHHbIX K saHHOMY Cepepy: AreHtoB Dr.Web, coceaHnx Cepsepos Dr.Web u
nHctannatopos AreHtos Dr.Web.

o CeteBoW TpaduK — NapaMeTpbl BXOAALLETO U UCXOAALLEro CeTeBOro Tpaduka npum
obmeHe gaHHbIMU ¢ CepBEpPOM.

¢ Vcnonb3oBaHue cUCTEMHBIX PeCcypCcoB — NMapaMeTpbl UCMOIb30BaHMSA CUCTEMHBbIX
pecypcoB KOMMbOTEPA, Ha KOTOPOM ycTaHoBneH CepBep.

¢ Microsoft NAP — napametpbl paboTbl Dr.Web NAP Validator.

¢ Ncnonb3oBaHue 6a3bl AaHHbIX — NapaMeTpbl obpalleHms k 6ase gaHHbIX CepBepa.

¢ Ncnonb3oBaHue ¢aiiioBoro Kawa — napameTpbl obpalleHns K GanoBomy KLy
KOMMblOTEPa, Ha KOTOPOM ycTaHoBAeH CepBep.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ Ncnonb3oBaHue DNS kawa — napameTpbl 06palleHns K KaLy, XpaHAaLeMy 3anpochl K
DNS-cepBepaMm, Ha KOMMbIOTEPE, Ha KOTOPOM ycTaHoBeH CepBep.

e OnoBew,eHusa — napamMmeTpbl PpaboTbl MOACUCTEMbI ONOBELLEHNI aAMUHUCTPATOPA.

¢ Peno3uropuii — napametpbl o6MeHa gaHHbIMUK peno3untopus CepBepa ¢ cepBepamu
BCO.

e Web-cratucrmnka — napameTpbl OTNpaBku CTaTUCTUKM 3apa>keHnn Ha cepBepbl
KomnaHun «/loktop Beb».

¢ Cratuctuka Beb-cepBepa — napameTpbl obpalleHms k Beb-cepsepy.

e Knacrep — napameTpbl 06pallieHniA MO NPOTOKOY MEXCEPBEPHOW CUHXPOHU3ALUKN MPHr
ncrnonb3loBaHuu knactepa CepBepoB B MHOrOCEPBEPHOM KOHPUTYypaLmMm ceTu.

¢ Mepepaua rpynnoBbiXx 06HOBAEHUM — NapamMeTpbl O6MeHa AaHHbIMW NPY Nepesade
rpynnoBbix 06HOBAEHMI Ha paboure cTaHuMKM No multicast-npoTokony.

Y7066 MOCMOTPETL CTaTUCTUYECKME AaHHbIE KOHKPETHOrO pasgena, HaXKMUTe Ha Ha3BaHue
HY>XHOTO pa3zena.

B oTkpbIBLUIEMCA CNUCKE NPUBEAEHbI MNapamMeTpbl pa3jena ¢ AMHAMUYECKMMU CYETUMKAMM
3HaUeHWUN.

OAHOBPEMEHHO MPW PacKpPbITUM CTAaTUCTUUECKOTO pa3zena BKAtoUaeTcs rpaduryeckoe
npeAcTaBAeHNE U3MEHEHUI A/1F KaXKA0ro 13 napameTpos. [pu 3Tom:

e YT06bI OTKNOUMTL Fpaduueckoe npeacTaBieHNE, HAXXMUTE Ha Ha3BaHNE HY>XXHOrO
pa3gena. MNpu oTkatoUeHUM rpadryeckoro NnpeacTaBAeHNs YNCIOBOE 3HaYeHne
napamMeTpoB MNPOAOKMUT JUHAMNYECKN OOHOBAATHCS.

e YTO6bI NOBTOPHO BKAOUMTL Fpaduueckoe npesacTaBieHNE JaHHbIX, MOBTOPHO HaXXMuUTe
Ha Ha3BaHMe HY>XXHOro pa3zena.

e Ha3BaHuA pa3zenoB 1 UX NapamMeTpoB, AN KOTOPbIX BKIOYEHO rpadunyeckoe
oTobpaxkeHne, BblAENAOTCA MONYXXMPHbBIM LWPUPTOM.

. ,ﬂ,l'lﬂ N3MEHEHWNA YacTOTbl OOHOBAEHMSA napamMeTpoB BOCI'IOfIb3yI7ITer caejgyrolimMmm

WHCTPYMEHTaMM Ha NaHenu ynpasBaeHus:

e B Bbinagatowem cnucke Yacrora o6HOBeHUs BbibepuTe TpebyeMblli Nepuo
O6HOB/IEHUS AaHHbIX. [PV N3MEHEHWN 3HaUeHWNs BbiMaZaroLLEro CNMCKa, aBTOMaTUYECKN
NPUMEeHSETCs BPEMEHHOW Nepros 06HOBAEHNS UNCNOBBIX U TpadnUecKkmxX AaHHbIX.

e Haxxmute kHonky O6HOBUTb, UTOObI €AMHOX bl OOHOBUTL BCE 3HAYEHMS CTAaTUCTUYECKMX
AAHHbIX OHOBPEMEHHO.

MNpwn HaBeeHWW yKa3aTens MbllW Ha rpaduyeckme JaHHble BbIBOAUTCSA YUMCIOBOE
3HaueHVe BbIOBpPaHHOW TOUKM B BUE:

e Abs — abcontoTHOE 3HaueHMe napameTpa.

e Delta — npupocT 3HaueHNs NapamMeTpa OTHOCUTENBHO €ro NpeaplAyLero 3HaueHus
COrNIaCHO 4YacToTe OOHOBNEHUS JAaHHbIX.

UTO6bI CKPBLITb NapamMeTpbl pa3zena, HaXxKMUTe Ha CTPEJKY C/ieBa OT Ha3BaHUS 3TOTO
pasgena. MNpun ckpbITUK NapaMeTpoB pa3gena rpaduyeckoe NpeacTaBaeHMEe CTaTUCTUKN
OUMLLAETCs U MPU MOBTOPHOM OTKPbLITUM NMapamMeTpOB OTPUCOBKA HauMHAETCs 3aHOBO.

PyKkoBOACTBO aAMAHUCT paTopa
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8.11.3. Pe3epBHble konuu

Pa3aen PesepBHble KONMUKM MO3BOAAET MPOCMATPMBATL HA YPOBHE KaTasoros 1 Gpannos, a
TakoKe COXPaHATb NOKaNbHO COAEPXMMOE pe3epPBHbIX KOMUI KPUTUUHbIX AaHHbIX CepBepa.

Mpwn pe3epBHOM KOMUPOBaHUM COXPAHALOTCA CaeaytoLine 06BbeKTbl: HAaCTPOWKM peno3nTopums,
KOHPUIrypaLMOHHbIM dainbl, Kioun WwndpoBaHua, cepTudurKaThl, pe3epBHas Konus
BHYTpeHHel 6a3bl JaHHbIX.

Pe3epBHble KOMUW KPUTUYHBIX aHHbIX CepBepa COXPaHAIOTCA B CeAYOLWMX CyYasX:

e B pe3ynbTaTe BbINONHEHUSs 3a4aHMA Pe3epBHOe KONMpoBaHMe KPUTUUHBIX AAaHHbIX
cepBepa cornacHo pacnucanuto Cepsepa.

e B pe3ynbTaTe pe3epBHOro KONMPOBaHWA Npu 3anycke ncnoaHaemoro danna Cepsepa u3
KOMaHZHOW CTPOKM C KNHOUYOM backup. [MogpobHoe onvcaHme JaHHOW KOMaHAbI
npuseaeHo B JokyMeHTe MpunodkeHus, B pasjene H4.5. PesepBHoe konuposaHue
KPUTUYHbBIX AaHHbIX CepBepa Dr.Web.

MpocmoTtp nHpopmauum o pesepBHbIX KONMUAX

YT106bI MPOCMOTPETL MHPOPMALIMIO O PE3EPBHOWN KOMUK, B MEPAPXNYECKOM JepeBe
BbIbepurTe 06BbEKT, OTHOCALLMICA K HY>XKHOW BaM pe3epBHOM KOnuu. Pe3epBHblie Konun
pa3MeLLatoTCca B lepeBe COriacHo kaTtaioraM CBOEro XpaHeHus: Kataaor No yMoa4aHuIo
var/backups, a TakKe BCe NyTU COXPaHEHUS pe3epBHbIX KOMWUN, yKazaHHble B 3ajaHMAX
pacnucanus Cepsepa.

Mpwn BbIGOpeE KaTanoros 1 GannoB pe3epBHbIX KOMUIA OTKPbIBAeTCA NaHeab CBONCTB C
nHbopmauymen o6 obvekte: Tun, Pasmep (Tonbko ana otaenbHbiX dannos), [lata cosgaHna v
Adata nsmeHeHums.

YnpaBaeHune pe3epBHbIMU KONNAMMU

[ns ynpaBneHnsa pe3epBHbIMU KOMUAMUN NCMONb3YNTE CAeAyroLiMe KHOMKM Ha NaHenm
WHCTPYMEHTOB:
B PesepBHOe KonvpoBaHmue — co3AaTh Pe3ePBHYHO KOMMIO KPUTUUHBIX AaHHbIX CepBepa.

5 SKCNOPTUPOBATE — COXPAHUTL PE3EPBHYHO KOMMIO BbIBPAHHOTO 06BEKTA Ha KOMTLIOTEPE,
Ha KOTOPOM OTKpbIT LleHTp ynpaBneHus.

# ypanuts Bbl6paHHble 06beKTbl — yAannTb 06BEKTbI, BbibpaHHbIe B AepeBe, 6e3
BO3MOXHOCTW BOCCTaHOBNEHWA.

PyKkoBOACTBO aAMAHUCT paTopa
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JKCMNOPT pe3epBHON KONuUu

UT0o6bI COXpaHUTbL pe3epBHYHO KOMUIO JIOKa/IbHO, BbINOJIHUTE C/leAyoLLne AeNCTBUA:

1. B nepapxunuyeckom gepese Bbibepunte HeobxoamMble pe3epBHble Konuu (ana Bbibopa
pe3epBHOM KOMUU LIeNIMKOM JOCTaTOYHO BblibpaTh B AepeBe KaTaaor, COOTBETCTBYHOLLEN
3TOWN pe3epBHOW KOMUW) UK OTAeNbHble dalinbl U3 cOCTaBa pe3epBHbIX KONui. [ns
BbibOpa HeckoNbknx 06bekToB Mcnonb3ynte kHonkn CTRL nan SHIFT.

Mpw 3kcnopTte o6paTnuTe BHUMaHWe Ha OCHOBHbIE TUMbl SKCMOPTUPYEMbIX OO bEKTOB:
a) Zip-apx1Bbl pe3epBHbIX KOMWUA COXPaHAOTCA ANA CneayroLmx BblbpaHHbIX 06 bEKTOB:

e OfHa NN HECKOIbKO pe3epBHbIX KONui Lennkom (Npu Beibope katanoros,
COOTBETCTBYIOLMX PE3EPBHBIM KOMUAM).

e Heckonbko oTAenbHbIX $aliioB U3 COCTaBa PE3epPBHbIX KOMUN.

b) OtaenbHble daninbl U3 cocTaBa pe3epBHbIX konun. Ecan ana akcnopta 6bin BbibpaH
TO/NIbKO OAMH Palin, OH COXpaHAEeTCA B UCXOAHOM BuAe, 6e3 apXnBMpOBaHMUS.

2. Haxmwute KHonKy@ AKCNOPTMPOBATb Ha NaHeAN MHCTPYMEHTOB.

3. 3agaHue NyTV ANs COXpaHeHUs BbIbpaHHbIX 06BEKTOB OCYLLECTBASAETCS B COOTBETCTBUN C
HacTpoinkamu Beb-6pay3epa, B KOTOPOM OTKPbIT LLeHTp ynpaBaeHus.

Pe3sepBHOe KonnpoBaHue

YTo6bl CO3AaTh PE3EPBHYIO KOMUIO KPUTUUHBIX AaHHbIX CepBepa, HaxmuTe kHonky B
Pe3epB|-|oe KonunpoBaHuWe Ha naHeam NHCTPYMEHTOB. ,ﬂ,aHHbIe 6yAyT COXpPaHeHbI B gZ-apXuB.
®alinbl, NOAyYEeHHbIe B pe3y/ibTaTe pe3epBHOrO KOMMPOBaHMA, aHaNOrMuUHbl daniam,
noay4aeMbIM Mpwu 3anycke ncnosHaemoro garvina Cepepa M3 KOMaHAHOW CTPOKU C KHOUOM
backup.

MNoapobHoe onncaHne JaHHOW KOMaHAbl NpUBeAeHO B JokyMeHTe MpuaoxkeHus, B paszene
H4.5. PesepBHOE KONMPOBaHWE KPUTUYHbIX AaHHbIX CepBepa DrWeb.

8.12. OcobeHHOCTU ceTu ¢ Heckonbkumun Cepsepamm Dr.Web

Dr.Web Enterprise Security Suite no3Bonsert co3gaBaTb aHTUBMPYCHYHO CETb C HECKObKMMMU
Cepsepamu Dr.Web. MNpun 3ToM Kaxkaaa paboyas cTaHUMA NPUNUCBIBAETCA K O4HOMY
onpegeneHHomy CepBepy, UTO NO3BONAET PacCnpesennTb Harpy3Ky Mexay HUMU.

Ceasn mexay CepepaMun MOTyT UMeTb MepapXMYecKyro CTPYKTYpY, UTO NO3BoOAAET
onTUManbHbIM 06pa3om pacnpesenntb Harpysky Ha CepBepbl.

Ana obmeHa nHpopmaumern mexay Cepeepamum UCNOAb3YeTCA CneunanbHbl NPOMoKo
mexcepeepHOU CUHXPOHU3ayuU.

PyKkoBOACTBO aAMAHUCT paTopa
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Bo3morkHocTH, npeaocraBsigseémMbieé NMPOTOKOJ/IOM Me)KcepBepHoﬁ CUHXpPOHM3aUuuu:

e PacnpoctpaHeHune obHoBaeHM Mexay CepBepaMu B Npejenax aHTBUPYCHOWN CeTu.
e OnepaTMBHOCTb Nepesayn o6HOBAEHUIN NpK Ux NoayyeHumn ¢ cepeepos BCO Dr.Web.

e [Mepesaya mexay cBazaHHbIMU CepBepaMm CTaTUCTUUYECKOM MHPOPMALIMN O COCTOAHUM
3aMLLIaEMbIX CTaHLMNA.

e [lepesaya MMUEH3NN ANS 3aLLMLL@EMbIX CTaHLUI Mexay coceagHumm CepBepamu.

8.12.1. CrpoeHue cetn ¢ Heckonbkumu Cepsepamu Dr.Web

B aHTMBMPYCHOW CETU MOXHO YCTaHOBUTbL Heckoabko CepepoB Dr.Web. Mpwu 3ToM kaxapii
AreHT Dr.Web npucoeanHsetca k ogHomy 13 CepaepoB. Kaxabin Cepep BMecTe C
NPUCOEANHEHHBIMW aHTUBUPYCHBIMUW pabounmMm cTaHUMAMU QYHKLMOHUPYET Kak OTAeNbHanA
aHTMBUPYCHasA CeTb, KaK OMNCaHO B NPeablAyLLMX pasjenax.

Dr.Web Enterprise Security Suite no3BosseT cBA3aTb TakMe aHTUBMPYCHbIE CETU, OPraHN30BaB
nepesgauy nHdopmaumm mexay Cepsepamu Dr.Web.

Cepsep Dr.Web moxxet nepegaBatb gpyromy Cepsepy Dr.Web:

e o6HoBNeHNA 1O 1 BMpycHbIX 6a3. [Mpun 3ToM nonyyaTe o6HOBAEHMA ¢ cepBepoB BCO
Dr.Web 6yaeT TONbKO OAMH U3 HUX;

e MHPOPMaLMIO O BUPYCHbIX COBBLITUAX, CTAaTUCTUKY paboTbl 1 T.4,

e IMLIEH3UN AN 3alUMLLAEMbIX CTaHLMA (Nepegaya nvueH3nin mexay Cepsepamum
HacTpaunBaeTcs B MeHeakepe ULEH3NI).

Dr.Web Enterprise Security Suite Bbigenser gBa Tuna ceaseu mexxay Cepsepamu Dr.Web:

® (C85A3b MUNQA 2/1a8HbIU-NO0YUHEHHbIU, MPU KOTOPOW rNaBHbIN NepesaeT NOAYNHEHHOMY
obHOBAEHWNA, N Noay4YaeT 0bpaTHO MHGOPMaLMIO O COOBITUSAX,

e C853b Mexdy pasHONPAsHeIMU, NPV KOTOPOW HanpasaeHWs nepesaydn U TUNbl MHGopmauum
HaCTpauBarOTCA MHAMBUAYANbHO.

Ha pucyHke 8-1 npeactaBnaeH npuMep CTPYKTYpbl CETU C Heckonbknmu Cepeepamu.

PyKkoBOACTBO aAMAHUCT paTopa
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Cepsep Dr.Web s CeTb Ha ocHoBe TCP/IP

3aLLMLLEHHDBIN NOKaNbHBIA KOMMbIOTED  me— Mepepaya o6HoBNEHM Yepe3 HTTP

BCO Dr.Web =3  [lepesaya VMHPOPMaLWM O COBLITUAX

r @ g

¢ MexcepBepHas nepesava o6HOBAEHNI,
JNIILEH3WA ANS CTaHLMRA

PucyHok 8-1. Cetb ¢ Heckonbkumu Cepsepamu

HekoTtopble U3 npenmylLLLecTB aHTUBUPYCHO ceTh ¢ Heckonbkumu Cepsepamu Dr.Web:

1. Bo3MOXHOCTb nonyyeHms obHoBaeHuN ¢ cepepoB BCO Dr.Web uepes oanH CepBep
Dr.Web c nocnegytowiein nepesayein Ha octanbHble CepBepbl HAMPAMYH UK yepes
MPOMEXYTOYHble 3BEHbS.

I CepBepr, npuHMMarLwne 06HOBNEHWS OT BbllUeCToALLETO CepBepa, He NPpUHUMarT
° 06HOBNEHMA C BCO, Aa>Ke NP HaJIMunm Takoro 3ajaHna B pacnnucaHun.

PyKkoBOACTBO aAMAHUCT paTopa
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OgHako, Ha TOT ciyyaid, ecau rnaBHbili CepBep 6yAeT BPEMEHHO HEAOCTYMEH,
peKOMeHAyeTca OCTaBUTb B pacnuncaHnm noguvHeHHoro Cepeepa 3ajaHune Ha o6HoBAEHWE C
cepsepoB BCO. 310 no3BoauT AreHtaMm, NOAKIKOUYEHHbIM K nogunHeHHOMY CepBepy,
nosyyatb OOHOBJ/IEHME BUPYCHBIX 6a3 1 MporpaMMHbIX Mogynen (cM. Takoke n. Obulas

KOHQQI/IFyQaI:I,I/IH penosntopud).

| B 3agaHum Ha o6HoBAeHWe ¢ BCO Ha rnaBHom CepBepe, pa3jatolem 0OHOBAEHMS,

& Heob6X0AMMO HaCTPOUTb MosyueHne 06HOBAEHN cepBepHOro MO ans Bcex onepaunoHHbIX
CUCTEM, YCTAHOBJIEHHbIX Ha BCeX MOAUMHeHHbIX CepBepax, MoayyatoLmx o6HoBAEHUA OT
sToro rnaBHoro CepBepa (cm. n. O6ulas KoHbUrypaLms peno3ntopus).

2. Bo3MOXHOCTb pacnpegeneHuns paboumx cTaHumi no Heckonbkum CepBepam ¢
YMEHbLUEHWEM HarpysKku Ha Kaxkapbli U3 HUX.

3. ObbearHeHMe MHPOPMALUM OT Heckobknx CepBepoB Ha OAHOM; BO3MOXHOCTb
nosnyyeHuns ee B ceaHce LleHTpa ynpaBneHus Ha 3ToM CepBepe B KOHCONNANPOBAHHOM
BUAE.

| Dr.Web Enterprise Security Suite caMOCTOSITeNIbHO OTCNEXMBAET U He AorycKkaeT
: BO3HWKHOBEHUS LIMKINYECKVIX MyTel nepeaaun nHGopmMaLmu.

4. BO3MOXHOCTb Nepesayun CBOOOAHbBIX INLEH3NI ANS 3aLMThl CTAHLUUA Ha COCEAHUN
CepBep. MNpuv 3TOM caM NNLEH3VMOHHbIN K1Y OCTAeTCs B PaCropsaXKeHN pa3fatoero
CepBepa, cBODOAHbIE IMLIEH3UM BblAatoTCs coceaHeMy CepBepy Ha onpeseneHHbIl
MPOMEXYTOK BPEMEHM, MO UCTEUEHUW KOTOPOTO OT3bIBAtOTCA 0BpaTHO.

8.12.2. Hactpoika cBasen mexay Cepsepamu Dr.Web

ﬂ'flﬂ TOro Yto6bl BOCMOAb30BATLCA BO3MOXHOCTAMM pa6OTbI C HECKOJIbKUMW CepBepaMM,
HeO6XO,£I,I/IMO HaCTPOUTb CBA3UN MeXAY HUMMW.

PekomeHayeTcs NpeABapuTeNIbHO CNIAaHNPOBaTb CTPYKTYPY aHTUBUPYCHOW ceTn, 0603HaumB
BCe npeanonaraemMble NOTOKN MHOPMaLMK U MPUHAB peLleHne, Kakne cBA3n byayT Tmna
"Mexzy paBHOMpPaBHbIMK", @ Kakne — Tuna "rnaBHbIN-NOAUYMHEHHbIN". [Tocne 3Toro Ans
kaxxgoro CepBepa, BXOAALLErO B Ce€Tb, HEOHXOAMMO HAaCTPOUTL CBA3M C "cocegHUMI"
Cepsepamu ("coceaHne” CepBepbl CBA3bIBAET XOTA 6bl OANH MHOOPMALMOHHbBIN NMOTOK).

Mpumep HacTPOKKN coeguHEeHUn r1aBHOro u noagumHeHHoro CepsepoBs Dr.Web:
@ 3HaueHus Moaen, OTMEUEHHbIX 3HAaKOM *, JONIXKHbI BbITb 0053aTeNIbHO 3a4aHbl.

1. Y6epmntech, uto oba Cepsepa Dr.Web HopmanbHO GYHKLMOHUPYHOT.

2. Kaxxgomy n3 CepsepoB Dr.Web painte «roBopslme» nMeHa, Tak kak 3T0 MOMOXET He
COBepLNTb OLWMOKY Npu HacTpoiike coeanHeHns Cepsepos Dr.Web v npu ganbHenwem

PyKkoBOACTBO aAMAHUCT paTopa
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ynpasaeHun. Caenatb 3T0 MOXHO B MeH0 LleHTpa ynpaeneHns AGMUHUCTpUpOBaHue —
KoH¢urypauua Cepsepa Dr.Web Ha Bkiazke O6uwyme B none HassaHwme. B saHHOM
npvmMmepe HazoBeM rnaBHbli CepBep MAIN, a NOAYNHEHHBIA — AUXILIARY.

. Ha o6oux Cepepax Dr.Web Bkntounte cepBepHbIi NpoTOKO. s 3TOro B MeHto LieHTpa

ynpasneHa AamuHuctpupoBaHue — Konpurypauusa Cepsepa Dr.Web Ha Bknagke
Mogaynm yctaHoBuTe dnar Mpotokon Cepsepa Dr.Web (cm. n. Moaynu).

| Ecnv cepBepHbIN MPOTOKOA He BKAKOUEH, MPW CO3A4aHNMN HOBOM CBA3M B LleHTpe ynpaBaeHus
6yzeT BbiIBEAEHO COOBLLEHME O HEOHXOANMOCTN BKIHOUEHMSI aHHOrO NPOTOKO/1a U JaHa
CCbIIKA Ha COOTBETCTBYHOLLUI pa3gen LieHTpa ynpaBaeHus.

. Mepe3anyctute ob6a Cepeepa Dr.Web.

5. Yepes LeHTp ynpaBneHuns nogumHeHHoro CepBepa (AUXILIARY) gobaBbTe rnaBHbIN

CepBep (MAIN) B cnncok cocegHmnx CepBepos.

[ns 310r0 BI6EpUTE NYHKT AHTUBUPYCHAA CeTb B IN1aBHOM MeHt0. OTKpOeTCs OKHO,
cozepkallee nepapxmyecknin CnMcok aHTMBUPYCHOW ceTu. ins Toro utobbl 406aBUTbL
cocepHuii CepBep, Ha NaHen NHCTPYMEHTOB BbibepuTe + [ o6aBuTtb 06bLEKT ceTu — 2k
Co3aaTtb CBA3b.

OTKpOETCH OKHO HACTPOWKM CBA3M MeXAy Tekywmnm 1 sobasnsembim CepBepom. 3aganTe
cnegytolme napameTpbl:

e Tun co3gaBaemon cBs3n — FNaBHbIN.
e Ha3BaHue — Ha3BaHue rnasHoro Cepsepa (MAIN).
¢ Maponb* — NPON3BOALHBIN NAapPOb AA JOCTyNa K rnaBHoMy CepBepy.

e CobcTBeHHble cepTudukatbl Cepepa Dr.Web — cnivcok SSL-cepTudukaToB

HacTpansaemoro Cepsepa. Haxmunte KHOMKy E n BbibepuTe pann ceptndukara
drwcsd-certificate.pem, oTHOCAWMNCA K Tekywemy Cepsepy. [lna gobasneHua ewe

ofHoro ceptnoukara, Haxmute Bl n nobaBbTe cepTUPMKaT B HOBOE MoJe.

o Ceptudpukartbi coceaHero CepBepa Dr.Web* — cnncok SSL-cepTndukaToB

nogxntovaemoro rnasHoro Cepsepa. HaxmuTte KHOFIKyE 1 BbibepuTe dainn
ceptndukata drwcsd-certificate.pem, OTHOCAWMINCA K rnaBHoMy Cepsepy. [ns

fobaBieHns ele oaHoro ceptudmkata, Haxxmute Bl n nobasbTe cepTMdMKAT B HOBOE
nosne.

e Appec* — ceTeBOW agpec rnaBHoro CepBepa v NOPT 414 NOAKIOYEHUA. 3ajaeTca B
dopmate <adpec_Cepsepa>: <nopm>.

Bo3moxkeH nounck cnucka CepeepoB, AOCTYMHbIX B ceTu. [lns 3Toro:
a) Haxmurte ctpenky cnpasa ot nosa Aapec.

b) B oTKpbIBLUEMCSA OKHE yKaXKuTe nepeyeHb ceTeil B popmarte: yepes geduc
(Hanpumep, 10.4.0.1-10.4.0.10), yepes 3anAtyto n npoben (Hanpumep,
10.4.0.1-10.4.0.10, 10.4.0.35-10.4.0.90), c ucrionb3oBaHmeM npepdmkca
cetn (Hanpumep, 10.4.0.0/24).

c) Haxmwute kHomky & Haunercs 0630p ceTV Ha Haanume gocTynHbix CepBepos.

PyKkoBOACTBO aAMAHUCT paTopa
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d) Beibepute CepBep B cnucke gocTynHbix CepBepoB. Ero agpec 6yaet 3anuvcaH B nose
Appec nna co3gaHua CBA3N.

e Appec LieHTpa ynpaBneHus 6esonacHoctbio Dr.Web — moxxeTe yka3aTb agpec
HayanbHOW cTpaHuLbl LleHTpa ynpaeneHus rnasHoro Cepsepa (cM. n. LleHTp

ynpasneHus 6e3zonacHoctbio Dr.Web).

e B Bbimagatowwem cnucke MapameTpbl coefUHEHUNA 334a€TCA NPUHLNM COEANHEHMS
CepBepoB CO3aBaeMOW CBA3MN.

e B Bbinagatowmx cnuckax Lngposanme n Okatue 3aganTe napameTpbl WMdGpPOBaHUA U
oKaTua Tpaduka Mexay coeanHaembiMn Cepsepamu (cMm. . Mcnonb3osaHue
WwrdpoBaHMa U oKatnda Tpadurka).

Cpok AeicTBUA BblAaBaeMbIX JIMLLEH3UIM — Nepuoj BpeMeHW, Ha KOTOPbIV BblAaroTCA
NNLEH3MM M3 KItoYa Ha rnaBHoM CepBepe. HacTporika MCMonb3yeTcs, eCiv TNaBHbIN
CepBep 6yaeT BblfaBaTb MLeH3UK Tekyllemy Cepepy.

Mepuvopg ana npoaneHns nNoayyaembixX JUMLLEH3UA — HAaCTPOKa He UCMONb3YeTcs Npu
co34aHunm cBs3n Jo rnaBHoro Cepeepa.

Mepropa, cMHXpOHU3aLLMN INLLEH3UN — NEPUNOANYHOCTb CUHXPOHM3aLNKN MHGOopMaLmK O
BblAaBaeMbIX nLeH3nax mexay Cepepamu.

®narun B paszgenax JinueHsnmn, O6HoBeHUs 1 COBbITUA YCTaHOBEHbI B COOTBETCTBUN C
NPUHLUWMOM CBA3W 2/1a8HbIU-NO0YUHEHHbIU N He NoanexaT U3MEHEHUHO:

o rnaBHbin CepBep OTNPaBAAET MLLEH3UN Ha NoguMHeHHbIN CepBep;

o rnaBHbl CepBep OTNpaBaseT 06GHOBAEHNA Ha NogUnHeEHHbIN CepBep;

o rnaBHbln CepBep NpMHUMaeT MHGOPMaLMIO O COBbITMAX OT NnogumMHeHHoro Cepsepa.
e HactpoiTe nonyyeHne OnoBeLLEHUI aAMUHNCTPATOPOM:

o YctaHoBUTe Gnar OTNpaBAATb OnoBeLLeHNs 0 cobbiTuax cocegHero CepBepa,
4yTObbl OTNPABAATL AAMUHUCTPATOPY ONOBELLEHNS O COOLITUAX, MONYUYEHHbIX OT
HacTpanBaemoro nogunHeHHoro Cepsepa. Ecan dnar cHAT, TO agMuHUcTpaTop byaet
noay4aTb OMOBeLLeHMA O COHbITUAX TObKO Ha cBoeMm CepBepe. HacTponTb oTnpasky

KOHKPETHbIX OI'IOBELLI,eHI/II\/II Bbl MOXeETE B pa3jene KOHqgl/IryQag,l/lﬂ OI'IOBGQ,GHI/II\/JI.

o YctaHoBUTe dnar OTNpaBAATbL ONoBeLW,eHns o cobbiTnax cocegHero Cepeepa npwm
o6Hapy>keH1M yrpos no M3BeCTHbIM X3lam, YToObl OTNPaBAATL aAMUHUCTPATOPY
ornoBeLleHna 0 cOHbITUAX, MONYYEHHbIX OT HaCcTpanBaeMoro nogunHeHHoro Cepsepa
B C/lyuyae obHapy>keHuns yrpo3 6e30nacHOCT! NO M3BECTHbIM X3WwaM yrpo3s. Ecan dnar
CHAT, TO agMUHUCTpaTop ByaeT NoayyaTb ONOBELLEHMA O COOBLITUAX TONIbKO Ha CBOEM
CepBepe. HacTpounTb 0TNpaBKy KOHKPETHbIX OMOBELLEHNI Bbl MOXeTe B pa3jese
Konbwurypauma onoseuieHnm.
®nar gocTyneH, TONbKO eCv INLEH3MPOBAHO NCMO/b30OBaHNe bronneteHen
N3BECTHBIX X3LWeW yrpo3. Haanume anueHsnm npnsoautcs B MHGopmaumm no
NNLIEH3VMOHHOMY KHO4Y, KOTOPYHO MOXHO MPOCMOTpeTh B pa3gene MeHepxep
AnLeH31, NnapameTp Pa3pelueHHble cnucku 6ronneTeHen Xawemn (LOCTaToOuHO
NNLEH3UN XOTA Obl B O4HOM M3 INLLEH3NOHHbBIX KNtOYen, ncnonb3yembix Cepepom).

PyKkoBOACTBO aAMAHUCT paTopa

299



A7

-
g

A
d
A

Inaea 8: Hactpoiika CepBepa Dr.Web

| Mpy BKIOUEHUM JaHHBIX OMLMX BO3MOXHO 3HaUWUTE/IbHOE YBEIMYEHWNE MOJTyUYaeMbIX
OmMoBeLLEHUNA.

Mpw HacTpolike paBHOMNPaBHbIX CepBEPOB AaHHble OMNLMM BYAYT AOCTYMHbI TOJIbKO ecaun
yctaHoBaeH ¢sar MpuHumaTtb B pazgene CobbiTuA.

O cobbitvax Ha coceaHem CepBepe JOCTyMHbI Cleytolie onoBelleHVs: O6Hapy>keHa
yrposa 6e3onacHocty, OTUeT NpeBeHTUBHOM 3awWwuTbl, OmMbKa ckaHMpPOBaHUs,
CTaTUCTUKa CKaHMPOBaHMUS.

O cobbiTnax Ha cocepHem CepBepe B cyyae obHapyxxeHUs yrpo3 HesonacHocTy no
M3BECTHbIM X3LLaM Yrpo3 NpeAoCTaBAfOTCA OTAe/bHble OMoBelLeHVs: O6Hapy>KeHa yrposa
6€e30MacHOCTU MO N3BECTHbIM X3LIaM yrpo3, Owmnbka ckaHMpoBaHUsA Npu 06Hapy>KeHUn
yrpos3bl no U3BeCTHbIM X3LllaM yrpos, OTtuer HPEBEHTMBHOﬁ 3anTbl 06 OGHaPY)KeHVIVI
yrpos no M3BecTHbIM X3LIaM Yrpos.

¢ B pasgene OrpaHnueHus o6HoBAeHU — CobbITUA MOXeTe 3a4aTb pacnuncaHune
nepegauv cobbiTmiA OT Tekywero Cepeepa r1aBHOMY (pesakTmpoBaHue Tabanubl
OrpaHuueHnss 06HOBIEHUI OCYLLECTBAAETCA aHaNOTMYHO PeakTMPOBaHMUIO TabanLbl

pacnucaHmsa B pasgene OrpaHnyeHne 06HOBAEHUN PabOUMX CTaHLLLNA).
HaxxmunTe kHonky CoxpaHuUTb.

B pe3ynbTaTte rnaBHbivi CepBep (MAIN) nonaget B nanku Parents n Offline (cm. puc. 8-2).

Ay Offline (1)
E MaIN

[+ (23 Online {0}

4fyParents (1)
B Mam

I+ (3@ Peers (0)

[ 27 Children (0}

a4l (1)
[ MaIN

PucyHok 8-2.

6. OtkponTte LeHTp ynpasneHuns rnasHoro Cepeepa (MAIN) n fo6aBbTe NOAYNHEHHbI
CepBep (AUXILIARY) B cnncok cocegHmnx CepBepos.

[ns 31010 BIGEPUTE NYHKT AHTUBMPYCHAA CeTb B rN1aBHOM MeHt0. OTKpOeTCA OKHO,
cofep>kalliee nepapxmyeckmii CnMcok aHTUBMpPYCHOM ceTu. [ina Toro utobbl fo6aBuUTL

cocegHni CepBep, Ha NaHen NHCTPYMEHTOB BbibepuTe o9F A o6aButb 06beKT ceTn — k.
Co3paTtb CBA3b.

OTKpOeTCs OKHO HAaCTPOMKWN CBA3N Mexay TeKyLmMM 1 jobasaseMbim CepBepom. 3agalite
cneayrole napameTpsbi:

e Tun co3gaBaemoi cBs3n — MogUMHEHHDbIWN.
e Ha3BaHme — Ha3BaHVe nogunHeHHoro Cepsepa (AUXILIARY).

e Maponb* — BBEAMTE TOT Xe Napob, YTO Obln ykasaH B M. 5.

PyKkoBOACTBO aAMAHUCT paTopa
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e CobcTBeHHble cepTudumkatbl CepBepa Dr.Web — cnivcok SSL-cepTtndukaToB

HacTpanBaemoro Cepepa. Haxmunte KHOI'IKyE n Bbibepute dann ceptndnkara
drwcsd-certificate.pem, OTHOCAWMICA K Tekywemy Cepsepy. na gfobaBneHus ewe

OoAHOro CepTI/ICI)VIKaTa, Ha>XMunte n AO6aBbTe CepTI/ICI)VIKaT B HOBOE€ Mnosne.

o Ceptudpukartnbl coceaHero CepBepa Dr.Web* — cnucok SSL-cepTndukaToB
noakntovaemMoro nogumHeHHoro Cepsepa. HaxmuTe KHOI'IKyE " Bbibepute danin
ceptndukata drwcsd-certificate.pem, OTHOCAWMICA K NoAYMHEHHOMY CepBepy.
Ana pobaBneHunsa ewwe ogHOro ceptudukara, HaxxMuTe n gobasbTe cepTudukar B
HOBOE noJie.

e Appec LleHTpa ynpaBneHus 6esonacHoctbio Dr.Web — MoxxeTe yka3aTb agpec
HayanbHOW cTpaHuubl LleHTpa ynpaBaeHnsa nogumHeHHoro Cepsepa (cMm. n. LieHTp
ynpaeneHus 6eszonacHoctbio Dr.Web).

¢ B Bbinagatowem cnvicke MapameTpbl coeaMHEHUs 334aeTCA NMPUHLMM COeAMHEHNA
CepBepoB cO3aBaeMOW CBA3M.

¢ B Bbinagatowmx cnuckax LWngposaHme n Oxatue 3aganTe napameTpbl WMGpPOBaHUA U
oKatua Tpaduka Mexay coeanHaembiMun Cepsepamu (cMm. n. Mcnonb3osaHue
WrdpoBaHMA U OKaTUd Tpadurka).

e Cpok AeiACTBMA BblgaBaeMbIX IMLEH3UI — HAaCTPOWKa HE NCNOb3YeTCA MPW CO3AaHNK
CBA3M A0 nogunHeHHoro CepBepa.

e Mepuvopg ana npoaneHUA NoayvaeMbiX JIMLLEH3UN — NepPrOoZ 0 OKOHYaHMA Cpoka
AEeVCTBUA INLLEH3MM, HauMHasA C KOTOPOro NogurHeHHbln Cepeep MHULMUUPYeET
npoAfeHne InLEeH3nKM, NoaydeHHon oT Tekywero Cepeepa. HacTpoiika ncnosb3syetcs,
ecav nogunHeHHbln Cepsep byaeT noayyatb AnLeH3nn oT Tekywero Cepsepa.

¢ Mepuoa CMHXPOHU3ALLUWN INLLEH3UN — MEPUOANYHOCTb CUHXPOHM3aUMM MHPOpMaLMKM O
BblAaBaeMbIX nLeH3max mexay Cepepamu.

e Onaru B paszgenax JiuyeHsumm, O6HoBAeHUA 1 COBbLITUA YCTaHOB/IEHbI B COOTBETCTBUM C
NPUHLUWMOM CBA3W 2/1a8HbIU-NO0YUHEHHbIU N He NoAnexaT U3MEHEHUHO:

o NoAuvHeHHbI CepBep NPUHUMAET AnLeH3um ¢ rnasHoro Cepepa;
o nofuMHeHHbI CepBep NpuHUMaeT obHoBAeHUs ¢ rnaBHoro Cepepa;
o noguMHeHHbl CepBep oTnpaBaseT MHGopMaLuto 0 CobbITUAX Ha rnaBHbI CepBep.

e Onuwns OTNpaBAATb ONoBeL,eHUA o0 cobbiTnAx coceaHero CepBepa OTKIHOUEHA U He
NOANEXUT N3MEHEHMIO, MOCKONbKY NOoAUNMHEHHbI CepBep He noayyaeTt cobbiTuA OT
rnasHoro Cepsepa.

e B pa3gene OrpaHMueHua obHoBaeHU — O6HOBAEHUA MOXeTe 3ajaTb pacnvcaHune
nepegauv obHoBneHWI OT Tekyllero CepBepa NOAYMHEHHOMY (peAaKTMpoBaHue
Tabmubl OrpaHnueHnss 06HOBAEHUI OCYLLLECTBAAETCA aHaNOTMYHO PeaKTUPOBAHNIO

Tabanubl pacnucaHuns B pasgene OrpaHnyeHne 0bHOBAEHUA Paboumx CTaHLIMN).

Haxxmute kHornky CoxpaHUTb.

B pe3ynbTate nogumHeHHbI CepBep (AUXILIARY) 6yaet BkitodeH B nanky Children n
Offline (cm. puc. 8-3).

PyKkoBOACTBO aAMAHUCT paTopa
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A Offine (1)
E ALIKILIARY
[+ (2 Cnlime (0}
- [2g Parents (D)
[+ [0 Peers (D)
4 Children (1}
B AUXILIARY
A7 Al (1)
[ AUXILIARY

PucyHok 8-3.

7. [oxanTecb ycTaHOBAEeHUA coeamHeHna mexay CepsepaMu (06bIYHO 3TO 3aHMUMAET He
6onee MuHyThI). 1A NnpoBepkun nepnoamnyeckn obHoBaante cnncok CepBepoB C MOMOLLBHO
knasuwun F5. Mocne yctaHOBAEHMSA CBA3N NOAUYMHEHHbIN CepBep (AUXILIARY) nepensert
13 nanku Offline B nanky Online (cm. puc. 8-4).

[ (27 Offline (0)
423 Online (1)
E ALIXILIARY
[+ [0 Parents (0)
I+ (3@ Peers (0)
A Children (1)
E ALIXILIARY
A7l (1)
ﬁ ALIKILIARY

PucyHok 8-4.

8. Otkpotite LleHTp ynpaBneHums nogunHeHHoro Cepeepa (AUXILIARY) 1 ybeantecb B TOM,
yto rnaBHbI CepBep (MAIN) MOAKAOYEH K MOAUYMHEHHOMY (AUXILIARY) (cMm. puc. 8-5).

[ (27 Offline (0)
423 Online (1)
F MaIN
A[Parents (1)
[ Mam
[+ 7 Peers (0)
> [2g Children ()
A7l (1)
§ MAIN

PucyHok 8-5.

ili HeBO3MOXHO cBs3aTh Heckosibko CepBepOB C OAMHAKOBOW Napol NapamMeTpoB: Naposb U
SSL-ceptudumkar.

I I'Ipvl CO34aHNN paBHOI'IpaBHOl‘;I CBA3UN MeXXay CepBepaMM peKkomMeHAyeTCA yKa3biBaTb ajgpec
° nogknro4aemMmoro CepBepa B HaCTpOVIKaX TONIbKO OAHOTO M3 HUX.

OTO He MOBAMAET Ha BBaVIMOAeVICTBVIe MeXay CepBepaMM, O4HaKO NMo3BOAUT n3bexatb

3anuceri Tuna Link with the same key id is already activated B >xypHane paboTbi
CepBepos.

PyKkoBOACTBO aAMAHUCT paTopa
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YcraHoBKa coeaguHeHua mexay Cepsepamu Dr.Web HeBo3MOXKHa B c/iepyrolmx cayyasx:

e [Mpobnembl CBA3M MO CETU.
e [Npun HacTpoike CBA3M 3ajaH HeBepHbIV agpec rnaBHoro Cepaepa.
e 3ajaHbl HeBepHbIe OTKPbITble cepTudmrkaTbl Ha ogHOM 13 CepBepoB.

e 33/1aH HeBepHbIV Mapob JOCTyna Ha ogHOM 13 CepBepoB (3agaHbl HecoBnaatrowme
napoan Ha coeanHsaemblx CepBepax).

Ecnn Heo6xoaMMoO yCcTaHOBUTbL HOBYIO MeXXcepBepHyto cBA3b MeXxay Cepsepamu 10 n 11
BepCcUiA, AONOJIHUTE/IbHO BbINOJIHUTE C/leaylolne AeACTBUA:

1. Tpw co3gaHmm cBA3M yKkaxkmuTe OTKpbITbIN K1tou CepBepa Bepcumn 11 Ha Cepsepe Bepcum 10.

2. CreHepupyrite cepTnudukat ns 3akpbitoro kiroya Cepsepa Bepcum 10 npyv noOMoLLM
yTManTbl drwsign (KOMaHga gencert) n3 coctaBa Cepsepa Bepcun 11 (CM. JOKYMEHT

Mpunoxxenuns, n. H9.1. YTunuta reHepaummn undpoBbIX KNtOYen 1 cepTnudukaToB). YKaxnTe

3TOT cepTnudmKaT Npu co3gaHmm ceasm Ha Cepaepe Bepcun 11.

8.12.3. cnonb3oBaHue aHTUBUPYCHOMW CETU C HECKOJIbKUMM
CepBepamu Dr.Web

OcobeHHOCTbO CeTU € HeckoNbkMMM CepBepamMu ABASETCA NONyYeHe OOHOBAEHNN C
cepsepos BCO Dr.Web uepes uacte CepBepoB Dr.Web (kak npaBuio, OAVH UAK HECKONBbKO
rnaBHbix CepBepoB). Mpu 3TOM ToNbKO Ha 3Tnx CepBepax cneayeT HacTpanBaTb pacnuncaHme,
cozepkallee 3ajaHne Ha obHoBaeHMe (cM. N. HacTpoiika pacnucanua Cepepa Dr\Web).
lobon Cepsep, nonyunsumii obHoBieHUA ¢ cepeepoB BCO Dr.Web wnau ot gpyroro Cepsepa,
HemMezneHHO nepejaeT ero Bcem CepBepaM, A5 KOTOPbIX Y HEFO HAaCTPOEeHa Takas
BO3MOXHOCTb (TO €CTb BCEM CBA3aHHbIM MOAUMHEHHbBIM, @ Tak>Ke TEM U3 paBHOMpPaBHbIX, A5
KOTOpPbIX B SBHOM BUJEe yKa3aHa BO3MOXHOCTb NoyyYaTb O6HOBAEHMSA).

@ Dr.Web Enterprise Security Suite aBTomMaTM4eckn oTCaexvBaeT CUTyaLmm, Koraa 13-3a

‘ HeCOBEepLLEHHOTO MIaHMPOBaHNUSA TOMONOMMN CETU N HacTpokn CepBeEPOB Ha OAWH U TOT Xe
CepBep MOBTOPHO MOCTyMaeT yxe NPUHATOE W3 APYroro UCTOYHUKA OOHOBAEHUE, U He
NpoBOAMT OHHOBEHNE MOBTOPHO.

AZMUHNCTPATOP MOXET TakKe NoyYaTb CBOAHYIO MHGOPMaLMo O Hanbonee BaXKHbIX
BMPYCHbIX COOBbITUAX Ha CErMeHTax CeTu, CBA3aHHbIX C KakuM-nnbo CepBepoM uepes
MeXcepBepHble CBA3U (Hanpumep, B BbILUEONNCAHHOM KOHQUIypaunum "oAMH rNaBHbIN,
OCTa/bHble NOAYMHEHHbIE" Takaa nHPopMauma KoHcoananpyetca Ha rnasHom Cepsepe).

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 NPOCMOTpPETb MHpOPMaL MO O BUPYCHbIX cO6bITUAX Ha Bcex CepBepax Dr.Web,
CBA3aHHbIX C JAHHbIM:

1.

BbibepuTte nyHKT AHTUBUPYCHasA ceTb B rNaBHOM MeHto LleHTpa ynpasneHus. B gepese
aHTmBMpycHow cetu, B rpynne Neighbors Bbibepute coceaHnn Cepsep, MHPopMaL Mo
KOTOPOTro XOTUTE MPOCMOTPETb.

BbibepuTte B ynpasastoweM MeHo NyHKT Obumne — O6opyaoBaHMe U NporpaMmbl, UTOObI
NPOCMOTPETb CTAaTUCTUKY MO annapaTHOMY M MPOrpaMMHOMY obecneyeHnto Ha
3aLUMLAEMbIX CTaHLUMAX, MOAKIFOUEHHbIX K BbIBpaHHOMY cocegHemy CepBepy.

NHdopmaums, npuBeseHHas B JaHHOM pa3zesie, aHanormuHa nHdopmaunm B pasaene ans
CTaHUMI, NOAKNHOUEHHbIX K Bawwemy CepBepy (cM. AnnapatHo-nporpaMmmHoe obecrneyeHve
Ha ctaHumax noa OC Windows®),

UT06bI NPOCMOTPETL CTaTUCTUKY PAabOTbl AHTUBUPYCHbLIX KOMMOHEHTOB Ha 3alUyMLaeMblX
CTaHUMAX, NOAKNOYEHHbIX K BbiIbpaHHOMY coceaHeMy CepBepy, BbibepuTe
COOTBETCTBYIOLLMI MYHKT B pa3jene ynpasastowero meHto CratucTuka.

VHdopmauma, npuseseHHan B JaHHOM pa3jesie, aHasormyHa nHpopmaummn B pasgene ans
CTaHUMI, NOAKNHOUEHHbIX K Bawwemy CepBepy (cM. CTaTncTmKa).

8.12.4. Knactep CepBepoB Dr.Web

| O6HoBasTb CepBepbl B Mpesesiax knactepa ciesyeT TONbKO U3 YCTaHOBOYHbIX MakeToB. Mpu

& 3TOM TpebyeTcs ocTaHOBUTL BCe CepBeEPbI U OCYLLLECTBUTL OOHOBJ/IEHME MO OYEPELN.
O6HoBneHue yepes LleHTp ynpaBaeHus (mepexos Ha HOBYHO PEBU3MIO) MPUMEHATL He
cnesyeT, MoCKoJIbKy MPW UCMONb30BaHUM 06Lwent 6a3bl JaHHbLIX MOC/ie O6GHOBAEHWS NEpPBOTo
CepBepa, Bce octaBlmeca CepBepbl He CMOTYT MPOAOMIKUTE GYHKLMOHMPOBaHME U
o6HOBNEHVE.

Mpwn co3paHnmn B aHTMBUpPYCcHOW ceTn knactepa CepBepoB Dr.Web HeobxoaMMO BbINONHEHME
CnesyroLLmMX NpeanucaHnin:

1. OpmnHakoBble KOH}UrypaLoHHble Ppaiisibl

Ha Bcex CepBepax JOMKHbI 6bITb OANMHAKOBbIE KNHOUM LUNGPOBaHUA drwcsd.pub U
drwcsd.pri, a Takke ceptndukat Cepsepa drwcsd-certificate.pem.

Ecan kntoum wndposaHus 1 ceptndurkaTt paHee He co3/aBaiunch, TO B XO4e YCTaHOBKM
nepsoro CepBepa kiactepa oHu ByayT cGopMmnpoBaHbl aBTOMATUYECKN.

Monyunte HeobxognMmble KoUK WndpoBaHUsa 1 cepTUdmKaT ANA YCTaHOBKN NOCAEAYHOLLMX
CepBepoB Ki1actepa MOXHO yepes LleHTp ynpaBaeHna: MeHt0o AAMUHUCTPUPOBaHMe —
Kntoumn wngpposBanma. MNpuv 3T0M B fanbHenlem MoryT noTpeboBaTbCa 1 3aKPbITbIN KNHOY,
N cepTUPUKaT: MPU 3aJaHNN 3aKPbITOro KNtova drwesd.pri BO BPeMs YCTaHOBKM
CepBepa, OTKPbITbIN KoY drwcsd. pub U cepTudmKaT drwcsd-certificate.pem
bopMUMpyroTCA aBTOMaTUUECKM, OA4HAKO NPV reHepaunmn ceptudmrkata co3gaeTca ero Hoeas
BEPCUSA, MOITOMY CepTUdMKaT AO/KEH ObiTb 3aMEHEH Ha OAHY W1 Ty XXe BEePCUIO Ha BCeX

CepBepax knacrepa (cM. UHCTpyMeHTbl Ans obecneyeHuns 6€300acHOro coeanHeHNs).

PyKkoBOACTBO aAMAHUCT paTopa
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Inaea 8: Hactpoiika CepBepa Dr.Web

@ MecTonosioxeHne KOHOUrypaLmoHHbIX daiiioB npueeseHo B pasgene Cepeep Dr.\Web.

EanHoe nmsa CepBepa

[nsa Bcex CepBepoB A0KHbI ObITh 3agaHbl ognHakoBble IP-agpec nuan DNS-umsa Cepsepa,
Mcnonblyemble Npu GopMmnpoBaHum GansoB MHCTaNNALMM AreHTa ANs CTaHLUMI
aHTUBUPYCHOW CeTu.

[aHHoe nms 3agaetca yepes LleHTp ynpaBieHns: AGMUHUCTPUPOBaHNE —
KoHdwurypaunsa Cepsepa Dr.Web — Bknasgka Cetb — Bksiagka 3arpyska — none Agpec
Cepsepa Dr.Web. HacTtpowikn aToro pasgena xpaHatcs B KOHGUrypaumoHHoOM panne
download.conf (onucaHune ¢panna npmeeseHo B sokyMmeHTe Mpunoxkenums, B n. G3.

KoHdurypaumoHHbi ¢pann download.conf).

Hacrpoiika ncnonbsoBaHua Kiacrepa
Ha DNS cepBepe B ceTv HEOH6XOAMMO 3aperncTpnpoBaTth obLiee MMA Knactepa Ans
Ka>xxgoro otaenbHoro CepBepa v 3agaTb MeToj 6anaHCMPOBKN Harpy3Ku.

[ns aBTOMaTM4eCckoro npuMeHeHuns Hactpoek B knactepe Cepeepos Dr.Web Heobxoanmo
MCNOAb30BaHMeE CreLmanbHOro K1acTepHOro NpoTokoa.

[ns HaCTpOMKM KNacTepHOro NPoToKoAa HeobxoanMO ana kaxzaoro ns Cepeepos B
LleHTpe ynpaBaeHus nepentn B MeHto AGMUHUCTpUpoBaHue — KoHpurypauusa Cepsepa
Dr.Web v 3asatb cnegyrolime HacTPOMKM:

a) [na BIrOUEHWUA K1acTepHOro NpoToKoaa Ha Bkaagke Mozyav yctaHoBuUTe ¢piar
Mpotokon knacrepa CepsepoB Dr.Web.

b) [ns HacTpolikn napameTpoB B3anmogenctaus CepBepoB B COCTaBe KacTepa Ha
BkNaake Knacrep 3agate COOTBETCTBYHOLLME NMAPAMETPbI.

c) lMocne 3agaHma Bcex HeOBXOAMMBIX MapaMeTpoB, HaXXMuTe KHOMKy CoOXpaHUTb U
nepesarpysute Cepepbl.

Hanpumep

e Multicast-rpynna: 232.0.0.1
e MopT: 11111

e VIHTEpdEnc: 0.0.0.0

B naHHOM npumepe ans Bcex CepBepoB knacTepa HacTPamBatoTCA TPAHCMOPTbI A/ BCEX
MHTepdencoB. B nHbIX ciyyasx, Hanpumep, KorAa ofHa U3 ceTeil ABNAETCA BHELIHeN Ans
KnacTepa, U Yepes Hee MOAKIYAtOTCA AreHThbl, @ BTOpas CeTb ABASETCA BHYTPUKIACTEPHOM,
TO KNaCTEPHbIN MPOTOKOA Nyulle OTKPbIBaTb TObKO ANS NHTEPDECOB BHYTPEHHeN ceTu. B
3TOM C/lyyae B KayecTBe MHTepdecoB HeobxoanMMOo 3azaBaTb ajpeca BUja
192.168.1.1,..,192.168.1.N.

PyKkoBOACTBO aAMAHUCT paTopa
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4. EanHana 6a3a gaHHbIX

ili [ns BO3MOXHOCTM paboTbl ¢ 0AHOM 6a301 AaHHbIX Bce Cepepbl Dr.Web a01HbI 6biTb
O/AVHaKOBOW BepCUL.

Bce CepBepbl Dr.Web B npeaenax oAHOro knacrepa A0/ KHbl paboTaTb C 4NHON BHELLUHEN
62301 AaHHbIX.

Kak 1 B cnyyae ncrnosnb3oBaHMsa 6a3bl AaHHbIX 6€3 opraHn3aunm Kiactepa, Kaxkapli ns
CepBepoB obpaliaetcs Kk 6a3e faHHbIX HE3aBMCUMO, U BCe AaHHble CepBepOB XpaHATCA
pa3genbHo. Besge, rae ato aktyanbHo, CepBep 3abupaet n3 6a3bl JaHHbIX TOBKO 3aMuncy,
npuBsA3aHHble K ero ID, KoTopbIv ABNSETCA YHUKaNbHbIM Ans Kaxkgoro Cepepa.
Wcnonb3oBaHue eanHon 6a3bl faHHbIX No3BosseT CepBepaM paboTatb ¢ AreHTamuy,
M3Ha4YaNbHO 3aperncTpupoBaHHbIMK Ha apyriux CepBepax knacrepa.

Mpu co3gaHunn knactepa CepBepoB ¢ eAnHON H6a30KM AaHHbIX HEOBXOANMO YunTbIBaTb
cnepyroLime 0ocobeHHOCTH:

e baza gaHHbIX MOXeT 6bITb YCTaHOBNEHA KakK OTAE/NbHO OT Bcex CepBEPOB, Tak U HAa OAHOM
13 KOMMbIOTEPOB, Ha KOTOPOM ycTaHoB/ieH CepBep KiacTepa.

e basa saHHbIX goMKHa ObITb CO3AaHa A0 ycTaHOBKM nepBoro Cepeepa kiactepa uau Ao
MOMeHTa NoAK/ItoYeHns neporo CepBepa k 6aze AaHHbIX.

e B npouecce gobaBneHns HOBbIX Y310B B Knactep (3a nckaroyeHnem nepsoro Cepsepa),
npu yctaHoBke CepBepOB He PeKOMEHAYeTCs cpa3y 3afaHue eanHon 6a3bl JaHHbIX,
KOoTOpas UCNoab3yeTca B JaHHOM knactepe. /IHaue 3To MOXeT NpUBECTU K YAaneHUo
nHbopmaumnm, yxxe xpaHsilencs B 6ase gaHHbIX. PekomeHayeTcs ycTaHaBAnBaTb
CepBepbl N3HaYaNbHO C BHYTPEHHEW 6a30M AaHHbIX, @ MOCAe YCTaHOBKM MepekatoyaTh NX
Ha eAVHYIO BHELLUHIOK 6a3y JaHHbIX.

Mepexntounts CepBepbl Ha NCMOb30OBaHME BHELLIHEN H6a3bl JaHHbIX MOXHO Yepes
LleHTp ynpaBneHus: B MeHto AgMmuHuctpupoBaHue — KoHdurypauuns Cepsepa Dr.Web
— Ha BkJagke baza faHHbIX AN Yepe3 KOHPUIypaunoHHbIA paiin CepeepoB
drwcsd.cont.

e 3a ucknoyeHnem nepsoro Cepsepa Knactepa, He peKoMeHAyeTCa BBOANTb B KiacTep
CepBepbl, y>ke GyHKLNOHUPYHOLLME B aHTUBMPYCHOW CETU C MHOW BHELLHEN UK
BHYTpeHHel 6a30M AaHHbIX. OTO NPUBEAET K NoTepe AaHHbIX: MHPOPMaLMKM O CTaHLUSAX,
CTaTUCTUKE, HAaCTPOMKaXx (3@ NCK/IFOUYEHMEM HaCTPOeK, XPaHALLMXCA B KOHOUTYPaLMOHHbIX
darinax), Tak Kak Npu UMNoOpTe AaHHble B 6a3e NOAHOCTbIO yaanatotca. B gaHHOM cayvae
BO3MOXEH TOJIbKO YaCTUYHbIN MMMOPT HEKOTOPbIX HacTPOeK.

5. OgHa Bepcua penosutopus

Ha Bcex CepBepax knactepa peno3ntopum AoaKHbl cogepXaTe OOHOBAEHNSA OLHOWN 1 TOM
Xe BepCumn.

AOCTI/I)KeHVIe AaHHOTO Tp66OBaHI/IFI BO3MOXHO OAHUM N3 CiefyromnX cnoco6os:

e OpgHoBpeMeHHO ob6HoBAATL BCce CepBepsbl knactepa ¢ BCO. B gaHHOM cayvae Bce
CepBepbl HyayT cogep>kaTb CamMyto NOC/TeAHIOK Bepcuto obHoBaeHn. ObHOBAeHME

PyKkoBOACTBO aAMAHUCT paTopa
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peno3untopues Bcex CepBepoB Takke BO3MOXHO HAaCTPOUTb C IOKaJIbHOMN 30HbI
0BOHOBNEHWNI, C KOTOPOW ByAeT pa3ZaBaTbCs OAHA M Ta Xe NOATBEpPXKAeHHas Bepcus
OOHOBNEHWI NPOAYKTOB, UM e CaMas NMOCNeAHAsA B Clyyae co3aaHuns 3epkana BCO.

e [lonyckaeTcsa co3saHue rubpruaHoOnN CTPYKTypbl, coveTatolLenn B cebe Kak kiacrep
CepBepoB, Tak U Mepapxmyeckyro CTPYKTYpY Ha OCHOBE MeXCepBepHbIX cBszen. Mpu
3ToM 0aMH 13 CepBepoB (MOXeT 6bITb kak CepBepoM knactepa, Tak U He BXOAALUM B
Kf1acTep) Ha3HayvaeTcs rnaBHbIM 1 noayyaet obHoBneHnsa ¢ BCO. OctanbHble CepBepbl
Knactepa — NOAYMHEHHbIE — MOAy4YaroT 06HOBAEHUS ¢ rnaBHoro Cepsepa no
MeXCepPBEPHbIM CBA3AM.

B cnyyae HacTpoiku obHoBneHna CepBepoB knactepa € 1okasbHOW 30HbI (3epkana BCO)
nan c rnaBHoro Cepeepa HEOBXOANMO CneanTb 3a QYHKLMOHMPOBAHMEM 3TOW 30HbI UK
rnasHoro Cepsepa. B cnyyae Bbixoga 13 cTpos y3na, pasgatoLlero o6HoBeHMS,
HeobXoAMMO NepeHacTpouTb OAWH 13 apyrnx CepBepoB Ha pob rnaBHoro Cepeepa wam
Co34aTb HOBYIO 30HY OGHOBAEHWI ANa NonyyeHns obHoBaeHNUn ¢ BCO cOOTBETCTBEHHO.

OcobeHHOCTU pacnpeaeneHus INLEeH3NA ANA CTaHLUA

[ns pacnpeaeneHus anueHsnim mexay CepsepamMu knactepa MOryT MCMOAb30BaTbCA
cnepyrowme Noaxoabl:

a) B npesenax knactepa He HacTpauBaeTca nepapxmyeckas ctpyktypa Cepeepos.
[locTaTouHO A06aBUTb NNLEH3NOHHbIN KU (MM HECKOIbKO K/IHOYelr) Ha OJHOM U3
CepBepoB knactepa. IHbopmauunsa 06 3ToM AnLLEH3MOHHOM Katouve ByaeT 3anuvcaHa B
06wy 6a3y gaHHbIX. TakMM 06pa3oM, NMLLEH3MOHHbIN KoY ByAeT MCMob30BaTbCA
Bcemu CepBepaMu kiactepa ogHoBpemMeHHOo. ObLiee KOMYECTBO NNLLEH3NI,
XpaHAWmMxcs B obLuen 6ase gaHHbIX, JOMXKHO COOTBETCTBOBATb O6LLEMY KOANYECTBY
cTaHuunK, obcnyxmnsaembix Bcemu CepBepamu knactepa.

| [lns BO3MOXHOCTU UCMOJ/Ib30BaHWA JINLEH3UOHHOTO Katoda Ha Bcex CepBepax kiacTtepa, a
HEe TOJIbKO Ha TOM, Ha KOTOPOM KoY 6bin fobaBneH, octanbHble CepBepsbl kiacTepa
HeObX0AMMO Nepe3arpy3uTb Nocae fobaBaeHVs kiroua.

b) Bo3moxHO co3saHne rubpmaHON CTPYKTypbl, coyeTaroLLen B cebe Kak knacrep
CepBepoB, Tak U Mepapxmyeckyro CTPYKTYpy Ha OCHOBE MeXCepPBEPHbIX CBA3EW.
MosobHas cTpykTypa byaeT nonesHa, ecam npu o6Cay>KMBaHNUN AreHTOB MCMONb3YHOTCA
CepBepbl kKak BXoAsaLLMe B kKnactep, Tak 1 He Bxoasalume. B aTom cnyuae ocywecreaserca
pacnpocTpaHeHne HeoHXOANMMOro KONMYeCTBa NLIEH3MI U3 INLEH3NOHHOTO Gaiia no
MeXXCepBEePHOM CBA3N HEMOCPEACTBEHHO B NpoLiecce paboThl:

o C CepBepa, He BXxoAALero B knactep, Ha oanH n3 Cepsepos kaactepa.
PacnpocTpaHeHHble nnLueH3um byayT ncnonb3oBatbca Bcemu CepBepamMu kiactepa
KakK onmMcaHo B M. a).

e C ogHoro n3 CepBepoB knactepa (T.e. U3 Kato4a, ucnosblyemoro scemu Cepsepamu
knactepa) Ha CepBep, He BXOAALLMIN B KnacTep.

Hactponka pacnpoctpaHeHms HeoH6XOAMMOro KOAn4yecTsa JNLEH3NN Ha HEOOXOANMBbI
CPOK OCYLLEeCTBASETCA BPYUYHYHO aAMUHUCTPATOPOM aHTUBMPYCHOM ceTn (nogpobHee cm.

pa3zaen PacnpocrtpaHeHme NNLLEH3UIM MO MeXCEPBEPHbIM CBA3AM).

PyKkoBOACTBO aAMAHUCT paTopa
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Hanpumep, MmoxeTe HacTpouUTb nepapxmueckyto cTpyktypy CepeepoB 1 BblAennTb
rnaBHbI CepBep (MoXxeT 6bITb Kak CepBepoM knacTepa, Tak U He BXOAALMM B KiacTtep),
KoTOpbIV ByaeT pa3gaBaTb kak OOHOBAEHUA Peno3nTOpmA, Tak N INLLEH3NN 13
NNLLEH3NOHHOro danna.

7. 3apaHua B pacnucaHum CepsepoB

YTo6bI NckNtOUNTb Ay6anpoBaHmMe 3anpocoB K b/l, pekomeHayeTca BbINOAHATL TONbKO Ha
opaHoM un3 CepBepoB cneayrolme 3asaHmnsa ns pacnmucaHma Cepsepa: Purge Old Data,
Backup sensitive data, Purge old stations, Purge expired stations, Purge unsent IS
events. Hanpumep, Ha CepBepe, KOTOPbIM Pacnoa0XeH Ha TOM XXe KOMMbOTEPE, UTO U
efVHasa BHelwHAs 6a3a gaHHbIX. an Ha Hanbonee Npon3BoOAMTENBHOM KOMMbIOTEPE
knactepa, ecam koHourypaumnm CepBepoB pasnmuatorca, 1 6asa faHHbIX YCTaHOBAEHA Ha
OTAENbHOM KOMIMbLOTEpE.

PyKkoBOACTBO aAMAHUCT paTopa

308



A\ T 4
Iy~
fe,‘r FnaBa 9: O6HOBNeHMe komnoHeHToB Dr.Web Enterprise Security Suite B npouecce pa6orbl | 309

\

FnaBa 9: O6HoBneHne komnoHeHTOB Dr.Web Enterprise Security
Suite B npouecce pabotbi

B naHHOM rnaBe onncaHo obHoBaeHWe komnoHeHToB Dr.Web Enterprise Security Suite,
KOTOpPOE OCYyLLECTBAAETCS B Npouecce paboTbl MPOAyKTa N HE NOAXOAUT ANS Mepexosa Ha
HOBYIO BEpPCUIO.

O6HoBAneHME npoaykta n ero KOMMNOHeHTOB 40 HOBOW BepPChK ONMnMcCaHO B PYKOBOACTBe no

ycTaHoOBKe, B pa3gene [naBa 6: O6HoBieHne komnoHeHToB Dr.Web Enterprise Security Suite.

| Mepep Havanom obHoBneHns Dr.Web Enterprise Security Suite v ero otaenbHbIx

& KOMTMOHEHTOB HaCTOATE/IbHO PEeKOMEHAYEM MPOBEPUTb KOPPEKTHOCTb HACTPOEK MPOTOKOA
TCP/IP pnst BO3MOXHOCTM focTyra B IHTepHeT. B yacTHOCTW, foAHa ObITh BKIFOUEHA U
coZiepatb KOpPeKTHble HAacTponkin cayxba DNS.

Mepen o6HoBNeHWEM O pekOMeHAyeTCa HaCTPOUTb KOHGUrypaLwito pernosutopms, B TOM

umcne goctyn kK BCO Dr.Web (cm. n. O6uias koHbUrypaums penosntopus).

9.1. O6HoBneHne CepBepa Dr.Web n BoccraHoBneHue n3
pe3epBHOM KONUn

LleHTp ynpaBaeHuns npesoctaBaseT ciesytowme BO3MOXHOCTM no yrnpasaeHuto MO Cepeepa
Dr.Web:

e O6HoBneHue MO CepBepa Ha OAHY U3 AOCTYMHbIX BEPCUIA, CKayaHHbIX 13 BCO, 1
XpaHawmxcs B penosuntopumn Cepsepa. OnncaHne HacTpoek 06HOBAEHNS PeNnO3nUTOPKUA C

BCO npuBegeHbl B pa3gene YnpasneHve penosuntopvem Cepsepa Dr.Web.

e OtkaT 1O CepBepa k coxpaHeHHOWN pe3epBHOM konuu. PesepsHble konum CepBepa
CO3J4atoTCA aBTOMAaTUYECKN Npu nepexose K HOBOW Bepcuu B pa3gene O6HoBAeHNsA
CepBepa Dr.Web (war 4 B npouegaype Huxe).

nomoLmn anctpubytrea Cepeepa. OnvicaHve npoLesypsl NprBeseHo B PykoBoacTee no

ycTraHoBKe, B pa3gene O6HoeneHve Cepepa Dr.Web ana OC Windows® uam O6HoBneHue
Cepeepa Dr.Web ana OC cemeinctea UNIX®.

@ O6HoBneHne CepBepa B npegenax Bepcun 10 Takke BO3MOXKHO OCYLLECTBAATL NMPU

He Bce ob6HoBneHua CepBepa B npegenax Bepcun 10 cogepxat dann auctpubytmsa.
HekoTopble 1X HMX BO3MOXHO YCTaHOBUTb TOIbKO Yepes LleHTp ynpasaeHus.

Mpu o6HoBAeHUN Cepeepa nog OC cemerictea UNIX uepes LieHTp ynpaBneHus, Bepcus
CepBepa B nakeTHOM MeHeaxepe OC He U3MeHUTCS.

PyKkoBOACTBO aAMAHUCT paTopa
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Ansa ynpaBnenus NO Cepsepa Dr.Web:

1. BbibepuTe NyHKT AGBMUHUCTPUPOBaHME B 1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKpPbIBLUEMCS OKHe BblbepuTe NyHKT ynpasasatowero meHto Cepsep Dr.Web.

2. [ina nepexopa k cnucky Bepcnii CepBepa BbINOAHUTE OAHO U3 CAeAyOWMX JeCTBUN:
e HaxxmuTe Ha TekyLlyo Bepcuto Cepeepa B rNaBHOM OKHe.
e HaxxmunTte kHonky CnMcok Bepcuii.

3. OtkpoeTtcsa pa3gen O6HoBnaeHusa CepBepa Dr.Web co cnrckomM AOCTynHbIX OOHOBAGHUIA U
pe3epBHbIx konuii Cepeepa. Mpn 3TOM:

¢ B cnucke Tekywiaa Bepcus ykazaHa Bepcus CepBepa, KOTOpas MCNOAb3YeTcs B AaHHbIN
MOMeHT. B paszene CNMCoK n3ameHeHui nNpueeseH KpaTknii CMCOK HOBbIX
BO3MOXHOCTEN 1 CNUCOK OLIMBOK, UCMPaBEHHbIX B JaHHOW BEPCUU OTHOCUTENBHO
npeablayLier Bepcmn obHoBAEHUS.

e B cnucke Bce Bepcum npurBeseH CNnMcok 0OHOBAEHUI ans aaHHoro CepBepa, CKauaHHbIX
¢ BCO. B pa3gene CNMcok UsMeHeHwU NpuBeseH KPaTKMii CMNCOK HOBbIX BO3MOXHOCTEN
N UCMPaBAEHHbIX OLLUMOOK ANS KaXA0ro 3 06HOBNEHWIA.
[lns Bepcun, COOTBETCTBYHOLLEN NepBOHayvaibHOW ycTaHoBKe CepBepa 13
MHCTaANALUMOHHOrO nakeTa, paszen CNMcok usmeHeHu nycr.

e B cnncke PesepBHble KONUM NpuBeAeH CMUCOK Pe3epBHbIX KOMUIM, COXPaHEHHbIX ANs
paaHHoro CepBepa. B paszene lata npmBoanTca MHGopMaLms O gaTe pe3epBHOro
KOMMpPOBaHUA.

4. [Ans obHoBneHuns MO CepBepa yCTaHOBUTE OMLMIO HANPOTUB HYXXHOWM Bepcun CepBepa B
cnucke Bce Bepcum 1 Haxxmute kHonky CoXpaHUTb.

| Mpowv3BecTn 06HOBAEHVE MOXHO TOJIbKO Ha Hosiee no3gHoo Bepcuto CepBepa
: OTHOCUTE/IbHO UCMOJIb3yeMOW B JaHHbIN MOMEHT.

B npouecce obHoBneHna CepBepa TekyLlaa BepCMA COXPaHAETCA Kak pe3epBHas Konus
(mnomewaetca B pa3ses PesepBHble KOMUKM), @ BEPCUA, HA KOTOPYHO OCYLLEeCTBAAETCA
obHOB/eHWEe, NepemellaeTca n3 pasgena Bce Bepcum B pasgen Tekyuwiaa Bepcus.

Pe3epBHble KOMUM COXPAHAITCSA B CeAyoLWeM KaTtaaore:
var — update - backup - <Cmapas_eepcus>-<Hogds_eepcus>

B npouecce OBHOB/IEHUS COo34aeTca nan AonosHAeTCA CI)aI7III XKYPHana var —
dwupdater.log.

5. [ns otkaTa MO CepBepa K COXpaHEHHOW pe3epBHOM KOMUWN YCTaHOBMKTE OMLUIO HaNnpoTUB
Hy>kHoW Bepcum CepBepa B crnincke Pe3epBHble KONMUM N Ha>XXMUTe KHOMKY COXpaHUTb.

B npouecce otkaTa 1O CepBepa, pe3epBHasa KOMuA, Ha KOTOPYHO OCYLLECTBAAETCA Mepexos,
nomMeLlaetcs B pa3gen Tekywiaa Bepcus.

PyKkoBOACTBO aAMAHUCT paTopa

310



1
)
-‘ﬂ

A
g

FnaBa 9: O6HOBNeHMe koMnoHeHToB Dr.Web Enterprise Security Suite B npowiecce pa6otbi

9.2. PyuHoe o6HoBneHne peno3utopus CepBepa Dr.Web

UT06b1 NPOBEPUTH TEKYLLLEE COCTOAHUE PENO3UTOPUA UM O6HOBUTb KOMIMOHEHTbI
aHTUMBUPYCHOM ceTn:

1.

BbibepuTte nyHKT AAMUHNCTPUPOBaHMeE B r1aBHOM MeHto LieHTpa ynpaBaeHus, B
OTKPbIBLLEMCS OKHe BblbepuTe NyHKT ynpasastoLero MeHto CoctosiHue penosutopus.

B oTkpbIBLLIEMCS OKHE NMPUBEAEH CMNCOK NMPOAYKTOB PENO3UTOPUS, aTa UCMOb3yeMon B
[AAHHBIA MOMEHT PeBM3UN, aTa NOCTeAHEN 3arpy>KeHHON PEBU3NN N COCTOAHME
NPOAYKTOB.

| B cTton6Le CocTosiHMe yKa3aHO COCTOSHUE MPOAYKTOB B peno3utopum CepBepa Ha MOMEHT
: nocnesHero o6HOBIEHUS.

[ns ynpaBneHus cofep>XnMbIM PENO3UTOPUS UCMOb3YNTe CaesyroLlime KHOMKN Ha NaHenu
MHCTPYMEHTOB:

e Haxmute kHonky MpoBepnuTb 06HOBAEHUA /)15 MPOBEPKN HAaANUMS OOHOBNEHWUIN BCEX
npoayktoB Ha BCO. Ecan npoBepseMblli KOMMOHEHT ycTapes, To ero obHoBAEHME
NpPon30MAeT aBTOMaTUYECKMN.

e Haxxmute 0AHy M3 CesyroLmMX KHOMOK Ha NaHean NHCTPYMEHTOB, YTOObI ckayaTb XKypHan
OBHOBNEHWNI Peno3nTopuA:

& CoxpaHuTb aaHHble B CSV-dann,
& CoxpaHutb aaHHble B HTML-dain,
i CoxpaHutb aaHHble B XML-daiin,
& CoxpaHutb aaHHble B PDF-daiin.

e Haxxmunte KHOMKy %o Mepesarpy3utb peno3utopumii ¢ AUCKa, YTOHbI NPON3BECTM
nepesarpysky TekylLleli BEPCUN PEMO3UTOPUSA C AUCKa.

Mpw 3anycke CepBep 3arpyxaeT CoAep>KMMOe peno3nTopusa B NaMaATb, U eCan B npoLecce
paboTbl CepBepa cosep>XMMoe peno3nTopus 66110 U3MEHEHO aAMUHUCTPATOPOM B 06X0Z
LleHTpa ynpaBneHus, Hanpumep, Npy 06HOBAEHWM COAEP>XKUMOrO PEMO3UTOPUSA MpK
MOMOLLM BHELIHEN YTUANTBI UAN BPYYHYHO, A1 UCMOJIb30BaHMSA 3arpy>XeHHOM Ha ANCK
BEPCUMN PENO3UTOPUSA HEODBXOAMMO OCYLLECTBUTL €ro nepesarpysky.

9.3. O6HoBNeHne peno3uTtopusa Cepsepa Dr.Web no

pacnucaHuio

Bbl MOXeTe HacTpouTb pacnucaHune 3asaHunii Ha CepBepe ANs BbIMOJHEHUS PEryaapHbIX
obHoBneHnn MO (nogpobHee 0 pacnncaHum 3ajaHni CM. N. HacTpolika pacnucaHums

Cepsepa Dr.Web).

PyKkoBOACTBO aAMAHUCT paTopa
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UT06b1 HacTpOUTb pacnucaHue Ans o6HoBAeHUA penosutopus Cepsepa Dr.Web:

1.

BbibepuTe NyHKT AAMUHUCTPUPOBaHMe B I1aBHOM MeHto LleHTpa ynpaBneHus, B
OTKPbIBLUEMCS OKHe BbIbepuTe NMyHKT ynpaBastoLlero MeHto MaaHMpoBLL MK 3agaHuii
CepBepa Dr.Web. OtkpoeTtcs Tekylmin cnncok 3agaHmii Cepepa.

2. [nsa Toro utobbl f06aBNTb HOBOE 3aaHue, Ha NaHeAN UHCTPYMEHTOB HaXXMuUTe KHonKy@

Co3patb 3apaHue. [1py 3TOM OTKPOETCH OKHO peAaKTMpOBaHUA 3ajaHus.
Ha Bkiagke O6wme HacTponTe cneaytoLive napaMeTpb:

¢ B none HasBaHue 3asaiTe HaMMeHOBaHWe 3a/aHus, MOA KOTOPbIM OHO byzeT
oTob6pakatbCa B pacnncaHum.

e YctaHOoBUTe dnar PaspewinTb BbiNoHeHUe, YTOObl aKTUBMPOBATh BbIMONHEHME 3aaHNS.
Ecan dnar He ycTaHOBAEH, 3agaHne ByaeT NPUCYTCTBOBATb B CMUCKE, HO He byaeT
BbINMONHATLCA.

e YctaHoBUTe dnar Kputnueckoe 3agaHue, UTo6bl OCYLLECTBAATL BHEOYEPEAHOM 3amnycK
3aflaHuA, ecn ero BbiNoJIHEHWE Bbl10 NPONYLWEHO B Ha3HAaYeHHOEe BPeMs MO KakKon-
6o npuunHe. NaaHNPOBLLMK EXXEMUHYTHO MPOCMaTPUBAET CMIMCOK 3aZaHUi U, Npu
0bHapy>XeHNN NPONYyLLIEHHOro KPUTUYECKOTO 3ajaHns, OCYLLEeCTBAAET ero 3anyck. Ecau
Ha MOMEHT 3anycka 3aZaHune 66110 NPONyLLIEHO HECKO/IbKO pa3, TO OHO BbIMOJJHUTCS
TOoNbKO 1 pas.

e Ecan dnar 3anyckaTb 3aaHne aCUHXPOHHO CHAT, 3aaHve byaeT NoMeLLeHO B 06Lwyto
ouyepezb 3ajaHul MnaHMPOBLUMKA, BbINOJHAEMbIX MOCAe40BaTeNbHO. YCTaHOBUTE dar,
4TO6bI BBINMONHATH JAaHHOE 3aJjaHre napannesbHO BHE oUyepeau.

Ha Bknagke [ ecTBMe HaCTpoOKTe Caeayrolme napaMeTpsbl:
¢ B Bhinagatowem cnuncke fleiAcTBue BoibepuTe TMN 3asaHnsa O6HOBAEHNE peno3nTopus.

e B cnucke MpoaykT yctaHOBMTE dsiar HaNPOTUB TeX NPOAYKTOB PEMO3UTOPUSA, KOTOPbIe
6yayT 06HOBAATLCA COrNACHO 3TOMY 3a4aHUIO.

e YctaHoBUTe dnar OBHOBAATL INLLEH3NOHHbIE KUK, YTOObI aKTMBMPOBaTb NpoLieaypy
aBTOMaTNYeckoro 06HOBIEHMA NLEH3NOHHbIX KJtOYe NPy OOHOBNEHUM PEMO3NTOPUS.
MNoapobHaa nHPopmauma npueeseHa B pasgene ABToMatnyeckoe obHOBAEHME
NNLIEH3WI.

Ha Bknagke Bpemsa HacTpoliTe ciegyrolime napaMeTpsbi:

e B Bbinagatowem cnucke MepuoguuHocTb Bbibepunte pexxum 3anycka 3ajaHns u
HaCTpoKTe BpeMA B COOTBETCTBMM C BbIOBPaHHOW NePUOANYHOCTbIO.

e YcraHoBuUTe ¢paar 3anpeTuTtb nocsie NepBoro BbIMOJHEHUA /19 O4HOKPATHOro
BbINOJHEHWNA 3a/laHMA B COOTBETCTBUM C YKa3aHHbIM BpeMeHeM. Ecan ¢nar cHAT, 3agaHmne
6yzeT BbIMONHATLCA MHOTOKPATHO C YKa3aHHOW NepMOANYHOCTbIHO.

6. Haxxmute kHonky CoxpaHuUTb ANA CO3JaHMA 3ajaHNA C 3a,aHHbIMW MapamMmeTpamMu.

PyKkoBOACTBO aAMAHUCT paTopa
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9.4. O6HoBNeHMne peno3uTtopusa Cepsepa Dr.Web, He
noak/AtoueHHoro K MIHTepHety

9.4.1. KonnposaHue penosutopus apyroro Cepsepa Dr.Web

Ecnn Cepeep Dr.Web He noaknroueH k VIHTEpHETY, ero peno3ntopuii MOXHO OBHOBUTH
BPYYHYHO, CKOMMPOBAB peno3nTopuin gpyroro, obHoeneHHoro, Cepeepa Dr.Web.

{ | : [JaHHbIM cnocob He npesHa3HaueH ans o6HoBAeHUs CepBepa L0 HOBOM BEPCUN.

A na nepeHoca o6HOBAEHUI peno3uTopus ¢ apyroro Cepsepa Dr.Web:

1. O6HoBUTe peno3uTtopuii CepBepa, NOAKIHOUEHHOTO K IHTepHeTy, 13 pa3aena
AamMmuHucTtpupoBaHue — CoctodHuve pernos3untopua B LleHTpe ynpasaeHus.

2. JKCNOPTUPYMTE PENO3NTOPUIA AN ero YacTb (HY>XXHble BaM NPOAYKTbI) MPX MOMOLLM

LleHTpa ynpaBneHusa, n3 pasgena Coaepxunmoe penosutopud. lMpu sTom Heobxoammo
OCYLLEeCTBAATL IKCMOPT TO/bKO TEX TUMOB OO BbEKTOB, KOTOPbIE NOAAEPKMBAKOTCA A5
nocieayoLero nMnopTa.

3. CkonupynTe apxmB C 3KCMOPTUPOBAHHbBIM Peno3nTopmnemM Ha komnbrotep ¢ CepBepom,
TpebyroLwmM 06HOBAEHNA.
VMnopTtupynTe 3arpy>keHHbin penosutopuii Ha Cepsep Dr.Web npu nomowm LleHTpa
ynpasaeHus, ns paszena AgMuHucTpupoBaHme — CoaepXMMOe PENO3UTOPUS.

| Ecnu Bbl ncnosb3yeTe 0cobble HACTPOMKM PENO3UTOPKSA, Takve Kak 3aMOpO3Ka PeBM3MIA UK

Ay 06HOB/IeHVe AreHTOB TOJIbKO C 3alaHHOW (HemocneHe) peBu3um, To Npu UMNopTe
penosntopus HeobxoanMo BKIOUUTL onuuto TobKO A06aBUTL OTCYTCTBYIOLLME PEBU3UN
1 oTKNOUUTL onumto UMnopTupoBath KoH$UrypaLumoHHble ¢aiinbl.

9.4.2. 3arpy3umuk penosutopua Dr.Web

Ecav HEeT BO3MOXHOCTM NOAKNOUNTL Kakor-11bo n3 Cepsepos Dr.Web k VIHTepHeTy, Bbl
MoXeTe ckavaTb penosuTtopuin ¢ BCO 6e3 ncnonbszosanHus MO Cepsepa. s 31oro
npejocTaBifeTcs WTaTHas ytuauta 3arpysunk penosmtopus DrWeb.

OcobeHHOCTN Ncnosib30BaHUA

e [1na 3arpy3ku penosumtopusa ¢ BCO Heobxoamm nnueH3noHHbI kntod Dr.Web Enterprise
Security Suite nmMb6o ero MD5-x3L, KOTOpPbIN AOCTyneH Ans npocmoTpa B LleHTpe
yrnpaBnieHusa, B pa3gene AGMUHUCTpUpoBaHue — MeHegpkep INLLeH3NN.

e 3arpysuuk penosutopus DrWeb goctyneH B cnegytoLimx Bepcusx:

PyKkoBOACTBO aAMAHUCT paTopa
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o rpaduyeckas Bepcmsa yTuanTbl (Toabko B Bepcum nog OC Windows),
8 KOHCOJIbHas BEPCUSA YTUAUTBI.

e [1pu 3arpy3ke peno3ntopusa ¢ BCO BO3MOXHO NCNONb30BaHWe NPOKCU-cepBepa.

Bo3mo)kHble Ba PUaHTbl NCMNOJIb30OBaHUA

3arpyska ¢ py4yHO 3aMeHOU peno3nTopusn
1. 3arpy3ute ¢ BCO peno3utopuin CepBepa uepes yTuauTy 3arpy3umk penosmtopus Dr.Web.
Mpw 3arpy3ke co3gante apxmB Peno3nTopus:

a) [na rpaduueckort yTuanTbl: Bbibepute pexkum 3arpy3uTb peno3uTopuii 1 yCTaHOBUTE
dnar ApXMBMpPOBaTb PENO3UTOPUIA B [TaBHOM OKHE YTUIUTI.

b) [ns KOHCONBHOW YTUAUTBI: UCMONB3YATE KNOY ——archive.

2. CkonupynTe apxmB C 3arpy>XeHHbIM peno3uTopuem Ha komnbtotep ¢ Cepeepom Dr.Web,
TpebyroLWwmmM 06HOBAEHWN.
VIMnopTtupynTe 3arpy>keHHbin penosutopuii Ha Cepsep Dr.Web npu nomowm LleHTpa
ynpasaeHus, ns passena AgMuHucTpmpoBaHme — CoaepXKMMOe PENO3UTOPUS.

| Ecnv Bbl ncnonb3yeTe ocobbie HACTPOMKM PENO3UTOPKSA, Takne Kak 3aMOpPO3Ka PEBU3NIA UK

& 06HOB/IeHMe AreHTOB TOJIbKO C 3alaHHOW (HemocnesHer) peBu3um, To Npu UMNopTe
penosntopus HeobxoanMo BKIOUUTE onuuo ToIbKo A06aBUTL OTCYTCTBYIOLLME PEBU3UN
1 OTKIOUUTL onumto MMnopTupoBaTth KOH$pUrypaunoHHbie daiinbi.

Co3paHue 3epKasia peno3MTopusa Ha cepBepe JIOKaJlbHOW CeTn

1. 3arpy3ute ¢ BCO peno3sutopuit Cepeepa yepes rpadmueckyto yTUanTy 3arpysumk
peno3utopus DrWeb.

Mpw 3arpy3ke BbIbepute pexkum CUHXPOHU3MPOBATb 3epKasio O6GHOBAEHWIA B I1aBHOM
OKHe YTUNTBI.

2. 3arpy>XeHHbI perno3nTopmnin BbIIOXNUTE Ha Beb-cepBep Ballelr N10KaNbHOW CETU, KOTOPbIM
OyaeT cnyXuTb Ans passauv 0O6HOBNEHUI Peno3nTopus.

3. B paszene AgMmuHucTpmnpoBaHme — O6Las KOHDUIypaLMa peno3nTopus HacTponTe

nonyveHne obHoBneHnn Cepeepom Dr.Web c Balwero nokanbHOro 3epkana, a He C
cepepoB BCO Dr.Web. Beibop npoTokosia 3arpy3km obHoBAeHWI ByaeT 3aBMCeTb OT TUna
cepBepa 13 wara 2: HTTP/HTTPS ansa Be6-cepBepa, FTP/FTPS ansa FTP-cepsepa u .M.
VicknroueHve coctasniset npotokon FILE — oH He gocTyneH gnsa ncnoab3oBaHua no cetm

(cM. Co3zpaHue 3epkana penosmntopus Ha Cepeepe Dr.Web).

Co3paHume 3epkana penosutopusa Ha CepBepe Dr.Web

1. 3arpy3ute ¢ BCO peno3utopun Cepsepa uepes yTuanTy 3arpy3umk penosmtopusa Dr.Web.

PyKkoBOACTBO aAMAHUCT paTopa

314



A7

-
g

A
d
A

FnaBa 9: O6HOBNeHMe koMnoHeHToB Dr.Web Enterprise Security Suite B npowiecce pa6otbi

Mpw 3arpy3ke Bbibepute pexkuM CUHXPOHU3UPOBATb 3epKasio 06HOBAEHUI B r1aBHOM
OKHE YTUNTLI.

2. 3arpyxeHHoe 3epKano pasmMectuTe B NPOU3BOJIbHOM KaTasiore Ha KOMMbloTepe ¢
yctaHoBneHHbIM CepBepom Dr.Web.

3. B pasgene AgMmuHucTpmpoBaHme — O6L1as KOHDUIypaLma peno3nTopus HacTponTe

nonyveHne obHOBNEHMI C UCMOb30BaHMeM npoTokona FILE.

B none bazoBbit URI He06x01MMO yKa3aTb MOAHBIN OKaAbHbIM MyTb A0 KaTanora, B
KOTOPOM pacnonaraetca 3epkano. lNapametp Cnucok cepBepoB BcemmpHom cuctembl
o6HoBneHua Dr.Web npwu atom He ncnonbayercs.

ilf Y6eaunTtech, UTO 3epkano pacrnonaraerca B KaTajaore ¢ HazBaHvem 11.00. Mpwu 3ToMm nyTb B
none basoBbiin URI He06x04MMO yKa3biBaTb BMAOTb A0 3TOrO KaTajora, He BKIrOYas cam
KaTanor.

9.4.2.1. Tpadpnueckasa yrunura

padurueckas Bepcua yTmanTel 3arpysumk penosmtopua Dr.Web goctynHa tonbko nog OC
Windows mo>eT bbITb CkayaHa npu nomMoLum LleHTpa ynpaBneHus, B pasgene
ApMUVHUCTpUpOBaHMe — YTUANTBIL. 3anyckaTb JaHHYH BEPCUIO YTUANUTBI MOXHO Ha itoboM
komnbtotepe nog OC Windows, nmetowem aoctyn B VIHTepHeT.

YTnnuta pacnonaraetca B KaTasore webmin\utilities katanora yctaHosku CepBepa.
NcnonHaembin darin drweb-reploader—-gui-windows—<pa3padHocme> . exe.

Ansa ckaunBaHuA peno3uTopusa npu Nnomoln rpapuueckoin Bepcmm 3arpysumka
peno3utopusa Dr.Web:

1. 3anyctute rpadunyeckyto BepCUto yTManTbl 3arpysumk penosuntopus Dr.Web.
2. B rnaBHOM OKHe yTUAUTbI 3aZlaiiTe cneaytoLime napamMmeTpsbi:

a) JlInueH3noHHbIN Kitou uam MD5 karoua — ykaxknte Gan IMLEH3MOHHOTO KatoYa
Dr.Web. 1na atoro Haxxmute 0630p 1 BbibepuTe gencTByoWwmnin dana ANLEH3NOHHOTO
kntoua. Bmecto darina NMLLEH3MOHHOrO Kato4Ya Bbl MOXeTe 3ajaTh ToAbko MD5-xaw
JINLLEH3VMOHHOrO KIkoYa, KOTOPbIN AOCTyNeH Ana NnpocMoTpa B LleHTpe ynpaBneHus, B
pa3sene AgMUHUCTpupoBaHue — MeHemxep AULLEH3UA.

b) Kartanor 3arpy3km — 3azaite kaTanor, B KOTOPbIA OyAeT OCyLLecTBAATLCA 3arpy3ka
penosuTtopus.

c) B cnucke Pexxum BbibepurTe OAMH 13 PEXMMOB 3arpy3km 06HOBAEHWUI:

e 3arpysuTb peno3suTopun — OCyLLECTBAAETCA CKauMBaHWe penosumtopua B dopmare
peno3suTtopus Cepsepa. 3arpy>xeHHble dalinbl MOryT ObITb HENOCPEACTBEHHO
MMMAOPTMPOBaHbI Yepes LieHTp ynpaBaeHns B kauecTBe OOHOB/IEHVA PeNO3NTOPUS
Cepsepa.

¢ CMHXpOHM3MpOBaTb 3epKasio 06HOBIEHUI — OCYLLECTBAAETCA CKauMBaHWe
peno3ntopus B opmaTe 30HbI 06HOoBAeHM BCO. 3arpy>xeHHble dalinbl MOTYT BbiTb

PyKkoBOACTBO aAMAHUCT paTopa
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BbIJIOXEHbI Ha 3epKasio OOHOBNEHWI B Ballen N0KaAbHOW ceTu. B ganbHenwem
CepBepbl MOryT H6bITb HACTPOEHbI Ha MNOyYeHNe OOHOBNEHUI HEMOCPEACTBEHHO C
JAHHOrO 3epkasna 06HOBNEHMI, CoAep Kallero Noc/ieAHIO BEPCUIO peno3nTopus, a
He c cepsepos BCO.

YctaHoBuTe dnar ApxmBMpoBaTb Peno3nTOpPUM, YTOObl aBTOMATUYECKM yNaKoBaTb
3arpy>KeHHbl peno3nTopuii B zip-apxmBe. [JaHHas onuusa No3BOAAET MONYYNTb FOTOBbIN
apPXMBHbIV Galin Ans MMNOpPTa 3arpy>XeHHoro peno3utopusa Ha CepBep NpY NOMOLM

LleHTpa ynpaBneHus, n3 pasgena AAMUHUCTpUpoBaHmne — CozlepXMMOoe Peno3nTOPUs.

Ecnv Bbl XOTUTE M3MEHUTb JOMONHUTENbHbIE HAaCTPOWKK coeanHeHns ¢ BCO un 3arpysku
06HOBNIEHUW, HaXKMuTe [LOoMONIHUTE/IbHbIE MapaMeTpbl. B OTKpbIBLLEMCA OKHE HacTpoekK
AOCTYMHbI CefytoLlme BKAALKU:

a)

@)

Ha Bknagke MpoayKTbl Bbl MOXETE M3MEHUTb CINCOK 3arpy>KaemMblX NpoAykToB. B okHe
HaCTpOeK NPUBEAEH CMMCOK BCEX MPOAYKTOB PEMO3UTOPUS, AOCTYMHbIX ANS 3arpy3Ku C
BCO:

¢ Y106l OOHOBUTbL CMNCOK NPOAYKTOB, AOCTYMHbIX Ha BCO B AaHHbIA MOMEHT, HaXMuTe
KHOMKy O6HOBUTD.

e YcTaHOBWUTe daarm HanNnpoTUB TeX NPOAYKTOB, KOTOPbIe Bbl XOTUTe 3arpy3uTb ¢ BCO,
nnu ¢nar B 3aronoBke TabanLbl, uToHbI BbIOPaTh BCE NPOAYKTbI U3 CMIUCKA.

Ha Bkiagke BCO Dr.Web Bbl MOXeTe HacTpouTb NapaMeTpbl CepBEPOB OOHOBAEHUS:

e [Mopapok cepeepos BCO B cnuncke onpegenser nopsajok obpalleHns K HUM YTUANTBI
npu 3arpyske penosmTtopus. ns nameHeHuns nopsaka cepsepon BCO ncnonb3symte
KHoMkn Beepx 1 BHus.

e YT06bI f06aBUTL cepBep BCO B cnncok cepBepoOB, NCMOAb3YeMbIX ANA 3arpys3Kke,
BBeAnTe agpec cepsepa BCO B none Haj CNMCKOM CepBepOB U HaXXMUTE KHOMKY
A o6aButb.

e YT106bI yaannTb cepeep BCO 13 cnucka ncnonb3yemsblx, Bbibepute B cnvcke cepsep,
KOTOPbI/ HEOHXOAMMO YAaNNTb, U HAXXMUTE KHOMKY YAANUTD.

e B none baszoBbin URI ykazaH katanor Ha cepeepax BCO, cogepxawmii o06HOBAEHWNA
npoayktos DrWeb.

e B Boinagatowem cnucke Mpotokon BbiGepute TMMN NPOTOKOMA 418 NMONYYEHUA
06HOBNEHWNM C cepBepoB 0H6HOBAEHMN. [1n1A BCEX MPOTOKONOB 3arpy3ka 06HOBAEHWIA
OCYLLLeCTBASETCA COrlacHO HacTpolkaMm cnucka cepsepos BCO.

¢ B Boimagatowem cnucke Jonycrumble ceptugukatbl Boibepute Tmn SSL-
cepTMdurKaToB, KOTOpble ByAyT aBTOMaTUYECKN NPUHMMaTLCA. [JaHHas HacTpoika
NCNONb3YyeTcAa TONbKO 411 3aLUMLLEHHbIX MPOTOKOJIOB, NOAAEPXKMNBAOLLMX
wndpoBaHue.

¢ PerucrpaumoHHoe ums v Maposb — perncTpaunoHHble AaHHble MNOoAb30BaTeNs As
ayTeHTMdUKaLMM Ha cepBepe OOHOBNEHWI, eC/IM cepBep TpebyeT aBTopM3aLnN.

e YctraHoBute ¢dnar Ucnonbzosatb CDN, utobbl pa3pelnts ncnonb3oBaHme Content
Delivery Network npu 3arpyske peno3sutopums.

Ha Bknagke Mpokeun Bbl MoXeTe 3ajaTb NapameTpbl nogkitoveHuns k BCO uepes
NpoKcu-cepBep:

PyKkoBOACTBO aAMAHUCT paTopa
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e Appec npokcu-cepsepa v MopT — COOTBETCTBEHHO CETEBOWM aApec M HOMep nopTa
MCMoAb3yemMOoro npokcm-cepaepa.

¢ PerucrpaumoHHoe ums v Maponb — napameTpbl aBTOpPM3aLLMK Ha MPOKCU-CEPBEPE,
€C/IV NCMOIb3YEMbI MPOKCU-CepBep TpebyeT aBTOpM3aLnIo.

d) Ha Bknagke MaaHMpPOBLLMK Bbl MOXETE HACTPOUTb pacnmncaHne NepuoanyYecKkmnx
06HOBNIEHNI. /119 BbIMONHEHUA pacnncaHna UCMOoNb3yeTca naaHnposLmk 3agay OC
Windows. Mpu 3ToM HeT HeOBXOAMMOCTH 3anyckaTb YTUAUTY BPYYHYHO, 3arpy3ka
penosnTopuns 6yaeT OCyLLeCcTBAATLCA aBTOMaTUYeCKN COrNacHO 3ajaHHbIM
npomexyTkamMm BpeMeHM.

e) Ha Bknagke XXypHan Bbl MOXeTe HacTPOUTb NapaMeTpbl BeAeHWA XypHaaa 3arpy3ok
OBHOBNEHWN.

HaxmunTe OK ans NpUHATMA BHECEHHbIX U3MEHEHWUI 1 BO3BPALLEHMSA B INaBHOE OKHO
3arpy3unka penosutopua Dr.Web.

4. Tlocne HaCTPOVKM BCEX MapaMeTPOB Ha>XXMUTe KHOMKY 3arpy3uTb B r1aBHOM OKHe
3arpysunka penosutopus Dr.Web, utobbl HauaTb nogkntoueHme Kk BCO u 3arpy3sky
peno3nTopums.

9.4.2.2. KoHconbHasa yTnauTa

MpeAocTaBAArOTCA CeAytoLMe BePCUM KOHCONBHOW YTUAUTBI 3arpy3unk peno3mtopus
Dr.Web:

Ucnonnsaemsbiii daiin Pacnono>xeHue OnucaHue

LleHTp ynpasneHua, pasgen HesaBucumas Bepcua ytuantbl. Moxet
ApMuyHUCTppoBaHue — YTUAUTBLI  3amMycKaTbCA U3 NPOU3BOJIbHOTO

drweb-reploader-
KaTajora v Ha 1F060M KoMMbrOTEpPE C

<OC>-<paspadHocme >

KaTtanor Cepeepa COOTBETCTBYHOLLEW OMEPaLMOHHOM
webmin/utilities CUCTEMON.
drwreploader Katanor Cepsepa bin Bepcus yTUAUTBI 3aBUCUT OT HaINUKS

cepBepHbIX bubarotek. Moxet
3anyckaTbCs TOJIbKO M3 KaTasiora CBOero
PacrnosioXeHNs.

OnvcaHve kntoYelr KOMaHAHON CTPOKM ANl KOHCO/IbHOW BepCUM YTUAWTLI 3arpy3umnka
: peno3utopus npuBeaeHo B gokyMeHTe MpunodkeHus, B pa3gene HI.5. 3arpy3umk

peno3utopus Dr.Web.

9.5. OrpaHnueHne o6HoOBAEeHUI pabounx cTaHLUIA

Mpw nomowm LleHTpa ynpaBaeHunsa Bbl MOXeTe 3ajaTb OrpaHUYeHns Ha 06beM CeTEBOTO
Tpaduka npu nepegave obHoBAeHNN Mexay CepBepomM 1 AreHTamu Ha 3alumLLiaemMblX
CTaHUMAX B ONpeseneHHble MPOMEXYTKN BPEMEHM.

PyKkoBOACTBO aAMAHUCT paTopa
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MNMoapobHee cm. B n. OrpaHunyeHune tpadburka paboumx cTaHUNK.

| OrpaHvyeHns CKOpOCT OBHOBEHWIA He MPUMEHSAFOTCA NMPU AOMONHUTENIbHOM YCTaHOBKe
HOBbIX KOMMOHEHTOB, a Takke MPU 0OHOBAEHWW, 3aMyLLEHHOM aAMUHUCTPATOPOM MpK

nomMouin onunn naHeiIn NHCTPYMEHTOB % BocctaHOBUTb C60i/iHble KOMMOHEHTbI.

Ana HacTporKku pexxuMma orpaHMYeHU TpadpuKa BbINOJIHUTE C/leAyloLLe AeUCTBUA:

1. BbibepuTe NyHKT AHTUBMPYCHaA CeTb IN1aBHOTO MEHHO, B OTKPbIBLUEMCS OKHE B
nepapxmyeckoM Crmcke HaXXMMUTe Ha Ha3BaHWe CTaHLMKW Uan rpynnel. B ynpasastouiem
MeHO BblbepuTe NyHKT OrpaHn4YeHna o6HOB/IeHNN.

2. B BbinagatowiemM cnucke OrpaHnueHne o6HOBAEHUIA BbibepuTe pexxuM orpaHuYeHui:

e O6HOBNATL BCE NPOAYKTbI — HE YCTaHaB/MBaTb OrPaHNUYEeHUA Ha pacnpocTpaHeHune
OBHOBNEHWI Ha CTaHUMWN.

¢ 3anpeTuTb Bce 06HOBJIEHNA — 3aMpeTUTb pacnpocTpaHeHne Bcex OGHOBAEHNIN Ha
CTaHUMM B MPOMEXYTKaX BPEMEHM, 3aZlaHHbIX HUXe B Tabanue Pacnucanue
O6HOBJIeHUsA CTAHL WM.

e O6HOBANATL TONbLKO 6a3bl — 3aMNPeTUTL PacnNpoCTpaHeHWe TONbKO O6GHOBAEHNN
NporpamMMHbIX MOAYNE B MPOMEXYTKaxX BPEMEHM, 3aJlaHHbIX HUXKe B Tabanue
PacnucaHue o6HoBneHuA craHumin. O6HOBNEHWE BUPYCHbIX 6a3 ByaeT ocyLlecTBAATLCA
6€e3 N3MEHEHWNI B LUTAaTHOM pPexXnMe.

3. YcraHosute ¢dnar UrHopupoBaTb ycTapeBaHMe BUPYCHbIX 6a3, UToObl CHN3UTb
CepPbEe3HOCTb COCTOSHUM CTaHLUMWI C yCTapeBLUMMUN BUPYCHbIMY Ba3amu. Ecam dnar
YCTaHOBJIEH, TO CTAHLMW C YCTapeBLUMMU BUPYCHbIMK Ba3amu ByayT oTobpaxkatbcs B
aHTMBUPYCHOW CeTn C 06LWMM 3HaukoM H, a B paszzene CocTosiHMue y CTaHLMI ByaeT
cepbe3HocTb Huskas. Ecim dnar cHAT, TO CTaHLUMM C yCTapeBLUMMM BUPYCHbIMK Ha3amu
ByayT oTO6paxatbCa B aHTUBMPYCHOW CETU CO 3HAUKOM ¥ (ecnm BkntoueHa onumsa Ha
NaHenn MHCTPYMEHTOB = Hacrpoiiku Bnaa gepeBa — lNoka3biBaTb cCepbe3HOCTb
COCTOAIHUA CTaHUMIA), a B pa3zene CocTosHUe y CTaHUNI ByaeT cepbe3HOCTb
MaxkcnmanbHaa nav Bbicokas.

4. B none NHTepBan akTyaNbHOCTM PeBU3UN 33/aeTCA BPEMEHHOW MHTEPBaJ, B TeUeHne
KOTOPOro peBU3NN NPOAYKTOB, yCTAaHOBAEHHbIX Ha CTaHLUMAX, ByayT cumtaTthbCs
aKTyanbHbIMW MpW NosBAeHUN Honee HOBbIX peBU3nn B penosntopum Cepeepa.

5. YcraHoBuTe ¢nar Monyuarb nocnegHue o6HOBAEHUA, UTOObI CTaHLMA MOslyYana Bce
OOHOBNEHNA KOMMOHEHTOB, BHE 3aBUCMMOCTN OT OrPaHNYEHWIA, 3aZlaHHbIX B pa3gene

AeTaanaﬂ KOHQDI/IFyQau,I/IFI PENno3nTopKnA.

Ecnam dnar cHAT, cTaHuma 6yaeT nonyyaTb TOIbKO OOHOBAEHWSA, MOMEYEHHbIE B Ka4eCTBe
TeKyLLMX OOHOBAEHWUI ANA PaCcpPOCTPAHEHWS.

6. YctaHoBuTe dnar Paspewmntb nepexoa Ha 60s1ee paHHUe peBU3nK, UTOObI paspeLLmnTb
3aMEHATb Ha CTaHLMAX HOBble Bepcun AreHToB bosiee paHHUMUK PEBUINAMM U3
peno3unTtopus CepBepa COracHO HaCTPOMKaM pPacrnpoCTpaHeHus.

Cwm. Takke OTKaT peBn3nMn NPOoAYKTa Ha NPeAblAYLIVIO BEPCUHO.

PyKkoBOACTBO aAMAHUCT paTopa
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7. YctaHoBuTe dnar OrpaHMuUnTb TpadpuK 06HOBAEHUIA, UTOObI OrpaHNUNTL O6BEM CETEBOTO

Tpaduka npu nepegaye obHoBAeHUN Mmexay CepBepoM 1 AreHTaMu.

Ecan dnar cHaT, o6HOBNEHUS ans AreHTOB Nepesatotcs 6e3 orpaHMYeHma NoioChl
nponyckaHna ceteBoro Tpaduka.

Ecnm dnar yctaHOBNEH, 3aalTe caefytoLime Nons:

e B nose CKOpOCTb MO YMO/IUAHUIO 33aE€TCA 3HaUEHNEe MakCMMaabHON CKOPOCTH
nepegayn o6HOBNEHWNI, UCMO/Ib3yEMOE MO YMONUYAHWUIO, T.€. €C/IN He 3a/laHO HMKakoe
Apyroe orpaHuyeHune (Nyctble 6enble a4ernkn B TabanLe pacnncaHus). Takke 3HaveHne
CKOPOCTM MO YMONYaHMIO NPUMEHSAETCA 419 NePUOAOB, KOrJa nepejava AaHHbIX
3anpeLleHa, HO npoLuecc 06HOBEHMS yKe Bbla 3anyLeH (CM. HUXe).

¢ B none MakcumanbHasa ckopoctb nepeaaum (Kb/c) 3agaetca 3HaueHMe MakCMManbHOM
CKOPOCTU Nepesaun obHoBaeHWI. [Tpn 3TOM 06HOBAEHNS ByAyT NepeaaBaTbCA B
npesenax 3aaHHON NONOChI MPOMYCKaHNA COBOKYMHOro ceTeBoro Tpadurka obHoOBAEHMI
BCeX AreHToB.
[lonyckaeTca 3agaHune A0 NATU OrpaHMYEHNI Ha CKOPOCTb Nepegayn obHoBaeHnn. Ana

fob6aBieHNs eLLe OAHOTO NOAS OTPAHNYEHNS CKOPOCTU HaXKMUTE KHOMKY . Ans

yAaNeHNs OrpaHNYeHma HaxXMmuTe KHOI'IKyﬁ HanpPOTMB OrpaHNYeHs, KOTOPOe HYXXHO
yAaNUTb.

| [Ana 3HaveHwn nonei CKopocTb Mo ymoauaHuio 1 MakcumanbHaa cKOpocTb nepegaum
: (KB/c) cywiecTBytoT Cnesyrolme orpaHuYeHms:

e 3anpelleHo 3ajaBaTb 3HauveHne 0. MuHMMaibHOE AOMNYCTUMOE 3HaYeHWe OrpaHnyeHma —
1 KBb/c.

° I'IyCToe 3HaueHue (nose He 3an0JIHEHO) CHMMAaEeT BCe OrpaHn4YeHna Ha Tpaq)vn(
06HOBAEHMWN AnAa COOTBETCTBYHOLLEro nepumosa BpemMeHu.

B Tabavue pacnucaHuns 3afaeTca pexkum orpaHMYeHnsa Ha nepegady AaHHbIX OTAENbHO Ha
Kaxkgble 30 MUHYT KaXA0ro AHA Heaenu.

00 01 02 03 04 05 08 OF 08 09 10 11 12 13 14 15 18 17 18 19 20 21 22 23

MH

- HlHIEEEEEEEEEEEEEE .
- HEINNNEEEEEEEEEEEEEEEEE
«~ HE BHEEESESSSNEENN e
o | | |
.

Bc

Ana n3MeHeHMsA pexxrMa OorpaHNUYeHNn Nnepesaym AaHHbIX HaXXMUTE Ha COOTBETCTBYHOLLMI
610k Tabanubl. Takke Noasep>KMBaeTca BbIBOP HECKONbKNX BPEMEHHbIX 6710KOB MO
npuHuuny drag-and-drop.

LiBeT Aueek M3MEHAETCA LMKINYECKM COrNacHO LBETOBOIN CXeME, NMPUBEAEHHON NOZ
Tabanuen.

PyKkoBOACTBO aAMAHUCT paTopa
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@ B nepviogbl BpeMeHY, KOTOpble COOTBETCTBYHOT 3HaueHWto Mepeaaya AaHHbIX 3anpeLyeHa,
3anpeLLeHo HauuHaTb nepesady o6HoBAeHWIA. Ecam npu HacTynieHnn AaHHOro neproga
nepesaua o6HOBAEHWN yxKe Bblna 3anylLieHa, oHa He ByaeT npepBaHa, HO MakcMMabHas
CKOPOCTb Mepesaun byaeT orpaHMUeHa 3HaYeHNeM, 3ajaHHbIM B nose CKOpocTb Mo
YMOJIUaHUIO.

8. Mocne 3aBeplUeHNs pesaKTUPOBaHUSA, HaXXMUTE KHOMKY CoOXpaHUTb /18 MPUHATUA
BHECEHHbIX U3MEHEHUN.

Ha naHnenu WHCTPYMEHTOB TakoKe AOCTYNHbI ciegyrouie onuun ana ynpassieHuAa
coAepXXKuMbIM pasgena:

# YcranosuTs Bce napameTtpbl B HauaJibHble 3HAUEHUA — BOCCTAHOBUTb 3HaUEHUS, KOTOpble
BCE NapaMeTpbl JaHHOTO pa3jena UMenu Ao TeKyLero pejaktmpoBaHus (nociesHme
COXpPaHEeHHble 3HaUeHWs).

‘ﬁ YcTtaHOBUTb BCe napameTpbl B 3HAa4Y€HUA NO YMOJIYaHUIKO — YCTAaHOBUTb AN1A BCEX
napamMeTpoB JaHHOIO pa3jena 3HadeHUd, 3ajaHHble MO YMOJIHaHUIO.

¥ PacnpocTpaHUTb 3TU HaCTPOIKUN Ha APYro 06bEeKT — CKONMMPOBaTb HACTPOMKM 13
AAHHOTO pa3jesia B HaCTPOMKM APYron CTaHLMK, TPYNMbl UM HECKONbKNX FPYMNMN U CTaHLMN.

& ycranosurn HacsegoBaHMe HaCcTPoeK OT MNepPBUYHOW FPynnbl — YaanTb NePCOHaNbHbIe
HaCTPOWKM CTaHLUMW N YCTaHOBUTb HacnefOoBaHWe HacTPOeK JaHHOrO pa3jena OT NepBUYHOM
rpynnbl.

o CkonupoBaTb HaCTPOWMKMN U3 NEPBUYHOMN IFPYNNbl U YCTaHOBUTb UX B KauecTBe
NepcoHasIbHbIX — CKONMMPOBAaTb HACTPOWKM AA@HHOTO pa3jesia U3 NepBUYHON TPYNMbl U 3a4aTb
NX AN BblOpaHHbIX CTaHUMI. HacnesoBaHMe Npu 3TOM He yCTaHaBANBAETCA M HaCTPOMKK
CTaHLMW CUMTAOTCA MEPCOHabHbIMM.

LE OKCNopTUPOBaTb HACTPOMKMU M3 AAHHOTO pa3saesa B (palial — COXpaHUTb BCE HACTPOMKM U3
AaHHOro pasgena B Gann cneumanbHoro dopmara.

K MMmnopTnpoBaTb HaCTPOWKM B AaHHbIN pa3gen us ¢aiina — 3aMeHUTb BCe HAaCTPOWKM B
AaHHOM pa3jesie HacTporikaMun n3 danna cneumanbHoro opmara.

9.6. O6HOoBAeHUue MobuabHbIX AreHtoB Dr.Web

Ecnam komnbroTep, HOYTOYK MAM MOBMAbHOE YCTPOMCTBO NONb30BaATENS AOTOE BPEMSA He
6yznet nmetb cBa3n ¢ Cepeepom Dr.Web, ana cBoeBpeMeHHOro nosyyeHns 0O6HOBAEHWI C
cepsepos BCO Dr.Web pekomeHayeTca yctaHOBUTb MobuibHbIl pexxum paboTbl AreHTa
Dr.Web Ha ctaHumu.

| BkntoueHve MobunbHOro pexxiMa B HacTporkax AreHta 6yaeT AOCTYrHO MpU YCI0BUK, YTO

Ay ncnosib3oBaHne MobunbHOro pexumMa paspelleHo B LleHTpe ynpaBaeHus B pasgene
AHTUBMpPYCHas ceTb — MpaBa — <onepayuoHHas_cucmema> — O6uime — 3anyck B
MO6MIBHOM peXxume.

PyKkoBOACTBO aAMAHUCT paTopa
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B MobunbHOM pexunme AreHT nbiTaeTcs nogkntounteca k Cepsepy, AenaeT Tpy NOnbITKN U,
€CNn He yaanochb, BbinonHaeT HTTP-o6HoBneHwme ¢ cepepos BCO. MNonbiTkn HanTtn CepBep
NAyT HENPEpPbIBHO C MHTEPBAJIOM OKOJI0O MUHYTHI.

Bo BpemMs dyHKLMOHMpOoBaHMA AreHTa B MobuabHOM pexnme cBAa3b AreHTa ¢ CepBepom
Dr.Web npepbiBaetcs. Bce nameHeHus, kotopble 3asatotcs Ha CepBepe Ans Takon CTaHLUmMK,
BCTYNAT B CUAY, KakK TONIbKO MoBuIbHBbIN pexxnm paboTbl AreHTa ByaeT OTK/IHOUEH, U CBA3b
AreHTa c CepBepom BO30HHOBUTCS.

@ B MO6MAbHOM pexkrMe NPOV3BOANTCS OOHOBAEHME TONbKO BUPYCHBIX Ha3.

B MobwibHOM pexvime GyHKLMOHMPOBaHMe AreHta He OrpaHMyYeHO Mo BpemeHu, OA4HaKo
06HOB/EHMe BUPYCHbIX 6a3 ¢ BCO ocylecTBafeTcA TONbKO A0 KOHLA CpOKa AencTBumA
JIVLEH3MOHHOTO KtoYa CTaHLmK, MHGOpMaLma 0 KOTOPOM Hblna coxpaHeHa AreHTom mpu
nociesHeM noAkitoueHnn k CepBepy (caM ANLEH3MOHHBIN KIOY pacnonaraercs Ha
Cepsepe).

OnuncaHuve HacTpoek MOBUABHOrO pexkMmMa paboTbl Ha CTOPOHe AreHTa NpPUBEAEHO B
PykoBogcTBe nosnb3oBartens.

PyKkoBOACTBO aAMAHUCT paTopa
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FnaBa 10: Hactpovika AONONHNTE/IbHbIX KOMMOHEHTOB

10.1. NMpoxkcu-cepsep
B coctaB aHTMBMPYCHOWN CETU MOXKET BXOAUTb OAMH UM HECKOAbKO [1poKCcM-cepBepoOB.

OcHoBHas 3agava Npokcn-cepepa — obecneyeHune ceasn Cepepa Dr.Web n AreHtos
Dr.Web B cnyuae HeBO3MOXHOCTM OpraHuM3auum npaMoro goctyna (Hanpumep, ecan Cepsep
Dr.Web n AreHTbl Dr.Web pacnonoxeHbl B pa3fiMuHbIX CETAX, MeXZAY KOTOPbIMUW OTCYTCTBYeT
MapLUpyTU3aLma NakeTos).

Mpokcn-cepBep NO3BOAET NCMOJIb30BaTh KOO KOMMbIOTEP, BXOAALLMI B COCTAB
aHTUBMPYCHOW CETW, B CNEAYHOLWMNX Liensx:

e B kayecTBe LleHTpa peTpaHCAALUN OOHOBNEHNI ANA CHUXEHUS CETEBOW Harpysku Ha
CepBep n coegnHeHmne mexay CepBepoM u [pokcn-cepBepom, a Takxke A COKpaLLeHWs
BPEMEHW NosyyeHUs OBHOBAEHMIA 3aLlUMLLaEMbIMW CTaHLMAMM 3a CYET UCMONb30BaHMA
GYHKLMN KILLMPOBaHUS.

e B kayecTBe LieHTpa NepecblIkKN BUPYCHbIX COBOBLITUIA OT 3alumLlaemMblx cTaHUnn Ha Cepaep,
YTO TaKKe CHUXKAEeT CeTeBYIO Harpy3Ky 1 NO3BOAAET CMPaBUTLCA, HAaNpuUMep, B CIyYasX,
Korga rpynna cTaHUMA HaXOAMTCA B CETEBOM CETMEHTE, M30IMPOBaHHOM OT CErMEeHTa, B
KoTopoM pacnosioxeH Cepsep.

ili [na yctaHoBKM coeunHeHma mexay CepBepom u KineHTamum Yepes Npokcun-cepeep
: peKoMeHayeTca OTKIHUNTL WndpoBaHmne Tpaduka. [nsa 3Toro JOCTaToUHO YCTaHOBUTbL

3HaueHvie HeT ans napametpa WngposaHue B pasgene Konburypaums Cepsepa Dr.Web —
Obuive.

OcHOBHble PYHKLUUN

Mpokcn-cepeep BbiNoHAET cneayouine GyHKUUK:

1. MpocaywmnBaHne ceTn N NpUemM CoeAMHEHN B COOTBETCTBUMN C 3aaHHbIM MPOTOKOIOM U
NopTOM.

2. TpaHcnauma NnpotokoioB (noaaep>xunsarotca npotokonbl TCP/IP).

3. Mepecbinka gaHHbix Mexay Cepsepom Dr.Web n Arentamn Dr.Web B cooTBeTCTBUM C
HacTponkamu [pokcn-cepsepa.

4. KawmnpoBaHne obHOBNEHMI AreHTa U aHTUBUPYCHOrO nakeTa, nepegaBaembix CepBepoM.
B cnyuae Bbifjaum 06HOBAEHMI 13 K3Llwa Npokcn-cepBepa obecneunBaeTca:

e yMeHbLUeHne ceTeBoro Tpaduka,
e YyMeHblUeHNe BpeMeHW NoayYeHns o6HOBAEHWI AreHTaMu.

5. ObecneueHue wndpoBaHusa Tpaduka Mmexay Cepsepamu 1 AreHTamu.

PyKkoBOACTBO aAMAHUCT paTopa
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@ Bo3moxkHO co3gaHue vepapxum Mpokcu-cepBepos.

ObLas cxema aHTUBUPYCHOW CeTU NPU UCNob30BaHUK Mpokcu-cepBepa NpMBeAEHA Ha pUC.
10-1.
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E Cepsep Dr.Web = JlokanbHas ceTb
% Mpokcn-CepBep g VHTepHeT

[ ]

3aLMLLLEHHbIN KOMMbIOTEP MapuwpyTtnsatop

PucyHok 10-1. Cxema aHTUBMPYCHOW CeTU Npu ncnosib3oBaHum Npokcu-cepsepa

MpuHumn pabortbi

Mpwu ncnonbzoBanum Mpokcu-cepeepa BbINOJIHAETCA C/leAyHoLLana NOC/1e0BaTe/IbHOCTb
BeNcTBUn:

1. Ecam Ha AreHTe He nponucaH agpec CepBepa, TO AreHT oTnpaBaseT MHOrOaApPeCHbI
3amnpoc B COOTBETCTBMM C MPOTOKOJIOM paboTbl CETU, B KOTOPOWK OH HAaXOAUTCH.

2. B cnyuae HacTpouikm [pokcr-cepBepa Ha TPaHCAALMIO COeANHEHNI (NapaMeTp
discovery="yes"), AreHTy OTNpaBAseTCsa COOBLIEHNE O HANNUNN PYHKLIMOHUPYHOLLETO
MNpokcn-cepsepa.

PyKkoBOACTBO aAMAHUCT paTopa
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AreHT 3afaeT nonyyeHHble NapamMeTpbl [pokcn-cepBepa B kayecTBe NnapameTpos CepBepa
Dr.Web. lanbHelwee B3aMMOAENCTBME OCYLLECTBANAETCA MPO3pPayYHo Ana AreHTa.

B cooTBeTCTBMM C NapameTpamm KOHGUrypaumoHHoro danna Mpokcn-cepsep
npocaywmnBaeT 3ajaHHble MOPTbl Ha HalMuMe BXOAALLMX COEANHEHWI MO YKa3aHHbIM
MPOTOKO/aM.

. [ns Kaxxaoro BXoAsaLLero coeamHeHus ot AreHTta [Npokcn ycTaHaBAMBaET COeAMHEHMNeE C

Cepsepom Dr.Web.

Anroputm nepeaapecauum npm Haanuum cnucka Cepsepos Dr.Web:

1.

Mpokcm-cepBep 3arpyxaeT B onepaTMBHY0 NnaMaTb cnucok Cepeepos Dr.Web n3
KOHPUrypaLMoHHOro garina drwcsd-proxy.conf (CM. JokymeHT MpuaoxxkeHus, n.

NpurnoxeHuve G4).
K Mpokcn-cepBepy nogkntovaetcs AreHT Dr.\Web.

Mpokcn-cepeep nepeagpecyet AreHta Dr.Web Ha nepsbii Cepep Dr.Web n3 cnucka B
onepaTMBHOM NaMATK.

Mpokcm-cepBep POTMPYET CMUCOK, 3arpPy>XeHHbI B ONepaTUBHYIO NaMATb, U NepemMeLlaeTt
CepBep Dr.Web 13 nepBoro snemeHTa cnmcka B KOHeL, Cncka.

@ Mpokcu-cepBep He COXpaHseT n3MeHeHHbIM nopsasok CepBepoB B cBOM daiin

: kKoHpurypaumm. MNpun nepesanycke Mpokcn-cepsepa cnuncok CepeepoB Dr.Web 3arpyxaetca
B OMepaTVBHYO NaMsATb B MePBOHAYalbHOM BUZe, B KOTOPOM OH XpaHWUTCA B paline
KOHUrypaLumm.

Mpu nogkntoueHnu cnepyrolero AreHta kK Npokcn-cepeepy npoleaypa nosropaeTrcs,
HauMHaA ¢ wara 2.

Ecnm CepBep Dr.Web oTkntouaeTcs OT aHTUBMPYCHOM CETU (Hanpumep, NPy BbIKJOYEHUM
Man oTKase B 06Cay>KmMBaHUKM), AreHT MOBTOPHO NoAkntovaeTcs K [pokcn-cepsepy u
npoueaypa NnoBTOpAETCA HauMHas c wara 2.

flf CKaHep CETU 3aI'IyI.IJ,EHHbIVI Ha KOMMbrOTEPE U3 BHELLHEWN MO OTHOLLEHNIO K AreHTam ceTn, He
= CMOXeT O6Hapy)KVITb YCTaHOB/I€HHbIX AreHTOB.

@ Ecnv dnar 3ameHaTtb NetBlIOS-umeHa yctaHOB/IEH, U B @aHTUBUPYCHOW CETW UCMOJIb3YyeTCs

‘ Mpokcu-cepBep, TO AN BCEX CTaHUMN, NoakntoueHHbIx K CepBepy yepes MNpokcu-cepep, B
LleHTpe ynpaBaeHusi B KaUeCTBEe Ha3BaHWA CTaHUMN ByaeT oTobpakaTbCs Ha3BaHMe
KOMMbtOTepa, Ha KOTOPOM ycTaHOBJeH [pokcu-cepsep.

LWWndposaHume n oxarme Tpadpuka

Mpokcn-cepBep nogaep>kmBaeT cxatve Tpaduka. ObpaboTka nepecbinaemMor HGoOpMaLmK
OCYLLIeCTB/ISIETCA BHE 3aBMCMMOCTM OT TOFO, CKMMaeTCs TpaduK Uam HeT.
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Mpokcn-cepsep noaaepxueaeT wWnpposaHune Tpaduka. s noaaepxkmn WmpposBaHma
Mpokcn-cepsep fomkeH nogknrountbca K Cepeepy (cM. PykoBoACTBO NoO ycTaHOBKe, I.
MNoakntoyeHme MNpokcu-cepepa k Cepeepy Dr.Web) n nognucatb cBor ceptudukat
ceptTndunkKatom 1 3akpbiTbiM KatouoM Cepsepa. LUndpposanme Tpaduka mexay MNpokcum-
cepsepomM n CepBepoM OCyLLeCTBAAETCA Ha OCHOBe cepTudmrkaTa Cepsepa; wndpoBaHue
Tpaduka mexgy MNpokcn-cepsepoM 1 AreHTaMmn OCyLLIeCTBAAETCA Ha OCHOBe cepTuduKaTa
Mpokcn-cepsepa, NOAMUCAHHOTO CEPTUPUKATOM U 3aKpbITbiM Kato4om Cepsepa.

Kswmunposanue

Mpokcu-cepBep NoAAepP>KMBAET KILLMPOBaHMe Tpaduka.

KawmnpoBaHne NpoAyKToB OCyLLecTBASETCA MO peBu3nam. Kaxaasa peBm3mnsa xpaHUTCs B
OTAe/NbHOM KaTanore. B kaTanore ana Kaxxaon cnefyrollenn peBmn3nm nexaT XXeCTKne CCblIKM
(hard links) Ha cywecTBytoLmME banibl U3 CTapbiX PEBU3MIA N OPUTMHANbI M3MEHMBLLMXCA
darnoB. Takum obpasom, Garinbl ANA KaXKAOW BEPCUM XPAHATCA Ha XXECTKOM JMCKe B
eAVHCTBEHHOM 3K3eMrIApe, BO BCEX KaTasiorax NoCaeAyroWwmx peBU3nNA NprBeAeHbl TONbKO
CCbIIKM Ha Hen3meHusLnecs Gannbl.

MapameTpbl, 3agaBaeMble B KOHPUTIypaLMOHHOM daiine, NO3BOAAOT HACTPOUTL CleaytoLlye
AEeNCTBNS NPU KILWMPOBAHNK:
e OcyLLecTBAATb MEPUOAMYECKYHO OUMCTKY YCTapeBLWNX peBU3niA. o ymonuaHumo — pa3 B yac.

e XpaHuUTb TONbKO NociesHne peBnsnn. Bce octanbHble, bonee paHHME peBU3NM, CUMTAROTCA
yCTapeBWNMU U yaanaroTca. Mo yMoYaHUIO XpaHATCA TPU NOC/IeAHNE PEBU3NN.

e MNepunoanyeckn oCyLLeCTBAATb BbIFPY3KY HEUCMONb3YeMbIX memory mapped daninos. 1o
ymonuyaHuto — kaxgble 10 MUHyT.

Hactpovku

Mpokcn-cepBep He MMeeT rpadunyeckoro nHTepderica. 3agaHme HacTPOeK OCyLLEeCTBAAETCA
OAHUM W3 CNesyroLmMx CnocoboB:

1. YpaneHHo yepes LleHTp ynpaBneHus, ecam MNMpokcn-cepsep nogiitoueH k Cepsepy Dr.Web
(cM. n. YaaneHHas HacTpovika [1pokcn-cepBepa).

2. JlokanbHO Npu nomoLm KoHdurypaunoHHoro dania. Popmat koHdUrypaumnmoHHoro dannia
MNMpokcn-cepsepa npusegeH B sokyMeHTe Mpunoxxenuns, n. [1punoxerne G4.

ili YnpaBaeHue HacTpokamu (pesaktmpoBaHue KoHdUrypaLumoHHoro darina) Mpokcun-cepeepa
: MOXKET OCYLLEeCTB/IATb TOJIbKO MNMOb30BaTe/Ib C NMpaBaMn agMNHNCTPATOPa AaHHOTO
KOMMblOTEpa.

[Ans koppekTHoi paboTsl Mpokcn-cepeepa nog OC cemeiictsa Linux nocne nepesarpysku
KOMMboTepa TpebyeTcs cucTeMHas HacTpoiika cetv 6e3 ncnosb3oBaHus CeTeBOro
MeHezaXepa.
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3anycKk n ocTaHOB

Moga OC Windows 3anyck n octaHoB [1pokcn-cepBepa OCyLLEeCTBAAETCA WTATHbIMU
cpeactBaMu npu nomoLum anemeHta MaHenb ynpaBneHua — AAMUHUCTPUPOBaHUE —
CepBuUCbI — B CNNCKe CEPBUCOB ABaXAbl KIMKHYTb Mo drwcsd-proxy v B OTKPbIBLUEMCS OKHE
BbibpaTb HeobxoAMMOe AencTBue.

Moa OC cemenctea UNIX 3anyck n octaHoB Npokcn-cepBepa Npov3BOAMTCA MPU MOMOLLU
KOMaHA start n stop NPUMEHUTENBHO CKPUMTOB, CO3AaHHbIX B MpoOLecce yCTaHOBKM

Mpokcn-cepsepa (cM. PyKoBOACTBO NO yCTaHOBKe, M. YCTaHOBKA MPOKCM-CepBepa).

Tarke ana 3anycka Npokcu-cepsepa nog OC Windows n OC cemenctsa UNIX Bbl MoXxeTe
3anyCcTUTb UCNoNHAEMbIV danin drwcsd-proxy C COOTBETCTBYHOLLUMMW NapamMeTpamm (CM.

[punoxeHve H7. Mpokcn-cepeep).

10.1.1. YpaneHHana HacTpouka lNMpokcn-cepBepa

MNocne nogknroueHus Mpokcn-cepeepa Dr.Web k Cepepy Dr.Web npegocraBnsetcs
BO3MOXHOCTb ya/leHHOW HacTponku Mpokcn-cepBepa yepes LleHTp ynpasaeHus.

| MoapobHas nHGopMaLmMa O HacTpOMKax NOAKIOYEHMs NpuBeseHa B PykoBoaCTBO no
: ycraHoBKke, Nn. [loakntoueHue Mpokcun-cepepa k Cepeepy Dr.Web.

| Mpokcu-cepBep MOXET MoJyYaTb HACTPOMKN TONBKO C ONpesesieHHOro Habopa

A NoAKNOYUeHHbIX K HeMy CepBepoB, KOTOpPble MOMeYeHbl Kak ynpasastowme. Ecam Hn oguH
CepBep He MOMEYEH YNpaBASIOLLNM, TO MOAKIOYEHME ocyllecTBaseTcs Ko BceM CepBepam
no oyepeamn A0 NEPBOrO MONYYEHWA BaJUAHOM (He nycTon) KOHbUrypaumm.

UT06b1 3asaTh HacTpoiiku Mpokcu-cepBepa:

1. BbibepunTe NyHKT AHTUBUPYCHas ceTb B r1aBHOM MeHto LieHTpa ynpasaeHus, B
OTKPbIBLUEMCSl OKHE B MepapxmyeckoM Cruncke HaxXMuTe Ha Ha3BaHwue MNpokcn-cepBepa
wau rpynnel Proxies v ee nogrpynn.

2. B oTkpbiBlWEMCS ynpaBagtolleM MeHto BolbepuTe nyHKT Mpokcu-cepeep Dr.Web.
OTtkpoeTca pa3gen HacTpoek.

3. Ha Bknagke Ceptudmkar 3agaetca cnmcok ceptnourkatos Cepsepos Dr.Web. Heobxoanmo
Haanume ceptnodmkatos Bcex CepBepoB, K KOTOPbIM nogkatovaetcs MNpokcn-cepsep, U Ha
KOTOpble NepeHanpaBafeTca KIMEeHTCKUA Tpaduk.

e Ceptndukat CepBepa Tpebyetca ana noakntoueHmns K Cepepy ¢ Leabto yaaneHHOro
ynpaBaeHua HaCTPOMKamK, a Takoke ANA MOAAEePXXK/ WdpoBaHna Tpadrka Mexay
CepBepoM u [pokcm-cepBepoM.

e Ceptndukat MNMpokcn-cepBepa, KOTOPbIN NOAMUCLIBAaETCA CEPTUDUKATOM U 3aKPbITbIM
kntouom CepBepa (Npoueaypa OCyLecTBaAseTCs aBToMaTnyeckv Ha CepBepe nocne
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NOAKNFOUEHNA 1 He TpebyeT BMellaTeNbCTBa ajMUHNCTPaTopa), TpebyeTca ana
NOAKAtOUEHNA AreHTOB U 418 MOAAEPXKKM WNdpoBaHNA Tpaduka mexay AreHtamu n
Mpokcn-cepsepom.

4. Ha Bknazke MpocnywmBaHue HacTpanBatoTCa NapaMeTpbl MOAYYEHUS U
nepeHanpasaeHus Tpadurka Mpokcn-cepeepom.

[ns eAMHbBIX HAaCTPOEK NPOCAYLLIMBAHUA CETU BO3MOXHO 3aJaTb eAnHbIe HaCTPOMKM
NOAKNOUEHWNS BCEX KIMEHTOB U HaCTPOWKM, 3aZlaBaeMble OTAEbHO /1A KaXA0ro 13
CepBepos.

Ytobbl f06aBUTH eLle 0aNH 60K HACTPOEK, HAXXMUTE KHOMKY .

YT06bI YAaNNTb 610K HACTPOEK, HAXMUTE — pPAZOM C 610KOM, KOTOPbIN Bbl XOTUTE
YAANUTB.

[Ans kaxaoro 610ka Bbl MOXeTe MO OTAENbHOCTU HAaCTPOUTb CleaytoLme napaMeTpsl
paboTbl Mpokcm-cepBepa:

a) B pa3gene HacTpoek npocaywmBaHusa:

e B none Agpec ana npocaywmBaHua 3aganTte IP-agpec, "npocaywmBaembin” MNMpokcu-
cepBepoM. 3HaueHne 0.0.0.0 byseT o3HauaTbh "NpocaywnBaTh” BCe MHTEPDENCHI.

| Azpeca 3agatoTcs B opmaTe ceTeBOro agpeca, NpuBeAeHHOro B JokymeHTe MpunodxkeHus,
° B pa3gene [punoxenue E. Cneundukaumsa ceteBOro agpeca.

¢ B none Moprt 3aganTe Homep nopTa, KOTopbIN ByaeT "NpocaywmBaTbca” Mpokcun-
cepBepoM. 1o ymonyaHuto — nopT 2193.

e YctaHoBuTe dnar O6Hapy>)KeHMe J/11 BKItOUeHUA pexrmMa umutaunmn Cepaepa.
[laHHbIN pexrM No3BOAsSET KIMeHTaM 0bHapyXuBaTb MNpokcm-cepBep B KayecTBe
CepBepa Dr.Web B npoLiecce ero novcka yepes LIMPOKOBeLLaTeNbHbIE 3aNpoChl.

e YctaHoBuTe dpnar Multicasting, uto6bl [Npokcm-cepBep oTBeYan Ha
LUMpPOKOBeLLaTeNbHbIe 3aMpockl, agpecoBaHHble CepBepy.

e B none Multicast-rpynna 3azante IP-agpec MHOroagpecHom rpynnbl, B KOTOPYHO
byaeT BxoanTh Mpokcn-cepsep. YkaszaHHbIA MHTepdec byaeT NnpocayinBaTbCs
Mpokcn-cepBepoM Ans B3aMMOAENCTBUA C KINEHTAMU MPU NMOUCKE aKTUBHbIX
CepepoB Dr.Web. Ecam none octaButb nyctbiM, MNpokcn-cepBep He ByaeT BXOANUTb HU
B OJHY M3 MHOroagpecHbIx rpynn. [1o ymMmonyaHnio MHOroaapecHas rpynna, B
kKoTopyto BxoanT Cepsep —231.0.0.1.

b) B pasaene MapameTpbl coeAMHEHUA C KINEHTAMMU:

¢ B Bbinagatowem cnucke LndppoBaHue Bbibepute pexnm wndposaHusa Tpadurka ans
KaHanoB mexay MNpokcn-cepBepom 1 06Cay>XKMBaeMbIMU KNMEHTaMU: AreHTamMu n
NHCTannaTopamu AreHToB.

¢ B Boinagatowem cnucke CxarTume BbibepuTe pexnm oxatns Tpaduka aAns KaHanoB
mexay MNpokcn-cepBepoM 1 06Cy>KMBaeMbIMU KIMeHTaMn: AreHTamMu U
MHCTannsaTopamu AreHToB. B Beinagatowem cnncke YpoBeHb CKaTus Bblibepute
ypoBeHb ckatua (ot 1 5o 9).
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c) B pa3gene Mapametpbl coeguHeHns ¢ Cepsepamum Dr.Web 3azaetca cnucok Cepsepos,
Ha KOTopble byaeT nepeHanpaBaAaTbCA TpaduK.

OT nopsiaka cnegoBaHms CepBepoB B CMUCKe 3aBUCUT MOPALOK NepeHanpaBaeHms
KAMeHTCKoro Tpadurka 1 nopsagok nogkatoveHuns Mpokcun-cepsepa k Cepepam ans
nofyyeHus HacTpoek. YTo6bl M3MeHUTb NOpPAAOK cnegoBaHus CepBepoB, NepeTawyute
HY>Hbl€ CTPOKM NMPU MOMOLLM MbILLW.

[ns ynpaeneHnamu CepBepamu UCMOb3yNTe KHOMKN Ha MaHeN NMHCTPYMEHTOB CMMCKa
CepBepos:

s peAakTMpoBaTb NapameTpbl coeanHeHns ¢ BbibpaHHbiM Cepeepom Dr.Web.
+ 06aBUTb NapameTpbl coeanHeHus ¢ Cepsepom Dr.Web.
@ yAannTb NapamMeTpbl coeanHeHns ¢ BbibpaHHbiM Cepeepom Dr.Web.

Mpw peaakTMpPOBaHUN N CO34aHNM NapaMeTpoB coeamHeHnsa ¢ CepBepamMm OTKPbIBaeTCA
OKHO HACTPOEK CO CNeAyWMMN ONUNAMN:

e B Boinagatowem cnncke C atoro CepBepa BO3MOXKHO ynpaBJ/ieHue HacTponKkamm
Mpokcun-cepBepa BoibepnTe OANH N3 BapnaHTOB 414 Ha3HauveHns Cepeepa
yrnpasasoLWmm:

Aa — CepBep byaeT 6e3yc/IOBHbIM ynpaBaatoWwmM. Bl MmoxeTe Ha3zHaunTb nroboe
konmyectBo CepBepoB ynpaBaAoOLWMMM, MOAKNHOUEHNE OCYLLECTBAAETCA KO BCEM
ynpasaatowmm CepBepaM Mo nopaaky crefjoBaHuA B HacTporkax [pokcn-cepeepa
A0 NepPBOro NOAyYeHWA BaiUAHOW (He NyCTOM) KOHOUrypaLumu.

Het — CepBep He b6yaeT ynpaBaftoWmMM HU MPU Kaknx ycnoBuax. Takke Bbl MOXeTe He
Ha3HayaTb HX oAMH 13 CepBepOB ynpaBaatoLLMM. B 3ToM cnyyae HacTpoiika
napameTpos [1pokcu-cepBepa (B TOM yMcae Ha3HadeHue ynpasastowmx Cepsepos)
BO3MOXHa TO/IbKO JIOKa/IbHO Yepe3 KOHUTypaLunoHHbI dann Mpokcm-cepeepa (CM.
nokymeHT Mpunoxxenus, pasgen G4. KoHdurypaumnoHHbeii dana Mpokcm-cepepa).
Bo3morkHo — CepBep 6yaeT ynpaBaaroLWmMM TONbLKO B TOM C/lyyae, eCn HeT
6e3yCNOBHbIX yNpaBAAtoLLMX (CO 3HaveHreM [la An1A 3TOW HaCTPOUKM).

e B none Agpec nepeHanpaBaeHus 3agalite agpec Cepepa Dr.Web, Ha koTopbin 6yayT
nepeHanpaBAaTbCA COEANHEHMS, YCTaHaBABaeMble [TpoKcun-cepBepom.

| Ecav B none Appec nepeHanpaB/ieHUA He 3aaH aZpec Wiv yKa3aHo 3HayeHue udp/, TO
: Mpokcn-cepeep nonbitaetca Hantn Cepeep Dr.Web uepes cnyx6y obHapyxeHus —
pacChbiIKOM LIMPOKOBELLATE/IbHBIX 3aMPOCOB (CM. Lwar 9).

Azpeca 3agatoTcs B GopMaTe CETEBOro aApeca, MpvBeseHHOro B JokyMeHTe Mpunoxkenms,

B pasjene |_|QI/I}'IO>KeHI/Ie E. CI'IEI;J,I/IQQI/IKal;LI/IH CEeTeBoro aapeca.

¢ B Boinagatowem cnucke WngposBaHme BoibepuTte pexxum WwWndpoBaHusa Tpaduka ana
KaHanoB CBA3W Mexay lNpokcn-cepBepom 1 3agaHHbIM CepBepom Dr.Web.

e B Boinagatowem cnuncke COkatue Bbibepute pexxmm cxatua Tpadvka 414 KaHanoB
cBA3n Mexay lNMpokcn-cepeepom 1 3agaHHbiM Cepeepom Dr.Web. B Bbeinagatowiem
cnucke YpoBeHb oKaTtusa BbibepuTe ypoBeHb ckatusa (ot 1 40 9).
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B Tabauue Bbl MOXeTe 3aZaTb HaCTPOWKN OrpaHNYeHnA nepegaBaeMoro Tpadvka
aHanornyHo Hactponkam CepBepa, NpuBeAeHHbIM B pa3genax ObHOBAeHMA U
YcTtaHoBKM.

5. Ha Bknagke Kaw 3againte cnegyrolive napameTpbl KalmMpoBaHus [pokcn-cepsepa:

YcraHoBuTe pnar Bkarountb K3lIMpoBaHMue, UToObI KILLMPOBaTb JaHHble, MepesaBaemMble
MpoKkcn-cepBepom, 1 3againTe creayrolime napamMmeTpbi:

¢ B none Mepvopa yaanenns peBusnii (M1H.) 3ajalite NepuoaNYHOCTb YAaNeHMsa CTapblX
PEeBM3MIA U3 K3La B C/yYae, eCN MX KOJMYECTBO MPEBbICMIO MakCMMaslbHO JOMYCTMMOe
KOJIMYECTBO COXPaHAEeMbIX PeBU3MIA. 3HaueHWe 3ajaeTca B MUHYTax. o ymonuaHuo — 60
MUHYT.

o B none KonnuecrBo coxpaHaeMbIX peBU3UIA 334aKiTe MakCMMalbHOE KONMYECTBO
PEeBU3MI KaXA0ro NpoayKTa, KOTOpble OCTaHYTCA B K3Lle nocae ounctku. Mo
YMOUYaHUIO XpaHATCA 3 nocieaHne peBnsnm, bonee ctapblie peBU3nN yAaNArOTCA.

¢ B none Mepuop, Bbirpy3ku Hencnosbyembix ¢painzioB (MUH.) 3asaiTe BpeMeHHOM
NHTEPBaN B MUHYTaX MeXAY BbIrpy3kamMu HeMmcnoab3lyembix GansioB U3 onepatmBHOM
namaTu. Mo ymonuaHuo — 10 MUHYT.

e B BbinagatoLiem cnucke PeXkumMm npoBepKu LLe/IOCTHOCTU BbibepuTe pexkumM npoBepku
LLeNOCTHOCTW JaHHbIX, XPaHALLMXCA B KILLE:

o Ha cTapTe — rnpw 3anycke [pokcn-cepeepa (MOXET 3aHATb MPOAOIKUTENIbHOE
Bpems).

o npu 6e3geiicTBUM — BO BpeMs npocTos Npokcun-cepsepa.

e YctaHoBUTe dnar Mcnonb3oBaTb ynpexxaatoliee K3WMpoBaHUe, YToObl 3arpy>atb
HOBble pPeBM3MN BbIBpaHHbIX NPoAykTOB Ha lMpokcu-cepeep ¢ Cepeepa Dr.Web cornacHo
pacnucaHuio HUXe. B TeueHne 3TOro nepunoga pesmsnn 3arpyxatorcsa Ha lNpokcun-cepsep
cpasy npu nonyyeHunmn nx Cepsepom Dr.Web ¢ BCO. Ecaun ¢nar cHAT, 3arpy3ka HOBbIX
peBun3uni Ha [Tpokcn-cepBep OCYLLECTBASETCA TOIbKO NpW 3anpoce AreHToM 3Tux
pesun3un ¢ Cepsepa.

o B cnuncke HMXe yCTaHOBUTE q)narm AN1A TEX MPOAYKTOB, AJ1A KOTOPbIX 6y,u,eT
BbIMOJIHATbCA CUHXPOHM3aLUNA.

o B pasgene PacnucaHne cCMHXpOHM3aL MM peno3uTopueB 3ajaliTe pacnvcaHme,
COrNacHO KOTOPOMy ByAeT OCyLLEeCTBAATLCA 3arpy3ka OOHOBNEHUI AN BbIOPaHHbIX
NPOAYKTOB.

Ana n3MeHeHnsa pexxvMa orpaHNyYeHnn nepesaum AaHHbIX HAXXMUTE Ha
COOTBETCTBYHOLWMIA 610K TabanLbl. Takke NoALeP>KMBAETCA BbIOOP HECKOIbKUX
BpeMeHHbIx 610Kk0B No npuHuuny drag-and-drop.

LiBeT sueek N3MeHAETCA LMKINYECKN COTNIacHO LiIBETOBOW CXEME, MPUBEAEHHOWN NOZ
Tabaunuen: nepesava AaHHbIX paspelueHa 6e3 orpaHunyeHnii Tpadurka v nepesava
AAaHHbIX MOJIHOCTBIO 3anpeLleHa.

6. Ha Bknagke CobbiTHA 3ajaliTe cneayrolme napaMeTpbl nepegaum cobbITUiA:

e YctaHoBUTe dnar KawmpoBatb cobbITUA, UTOObI K3LIMPOBATh COOLITMA, MONYYEHHbIE OT
AreHToB. [1pu 3TOM cOb6bITUA ByayT oTNpaBaAaTbcsA Ha CepBep kaxable 15 MUHYT B
TeyeHue Neprosa, pa3peLleHHOoro Ans oTnpaBkM CObbITUIA B pacnucaHnm Huxe. Ecan
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K3LWMPOBaHMe OTK/IOYEHO, CobbITMA ByayT oTnpaBaaTbcs Ha CepBep cpa3y nocae mx
nosy4veHus MNpokcn-cepsepom.

¢ B pa3zene PacnucaHue nepegaum cobbiTuii 3a4aiiTe pacnmcaHue, COrnacHo KOTopomy

ByzeT ocyLLecTBAATLCA Nepesayda COObITUI, NOAYYEHHbIX OT AreHTOB.

Ans n3MeHeHusa pexnmMa orpaHuUYeHnn nepegaum AaHHbIX HaXXMUTe Ha
COOTBETCTBYHOLUMIA 610K TabanLbl. Takke NOAAEPXKMNBAETCA BbIGOP HECKOIbKMNX
BpeMeHHbIXx 610koB nNo npuHumnny drag-and-drop.

LiBeT sueek N3MeHSeTcs LMKINYECKN COMNacHO LIBETOBOM CXEME, MPUBEAEHHOW MoA
Tabanuen: nepesaya cobbITUIN paspelleHa 6e3 orpaHnyYeHnn Tpaduka Uan nepesada
COBbITUI MONHOCTLIO 3anpeLleHa.

Ha Bknagke Aamn 3ajavite cregytolime napameTpsbl:

e YctaHoBuTe dnar CosgaBaTtb AamMnbl NAMATKU, YTOObI CO34aBaTb AaMMbl NaMATA B
ClyYasx BO3HMKHOBEHMA KpUTUUeCKnx owmnbok B paboTe MNpokcn-cepaepa.

¢ B none MakcMmasibHOe KO/IMUECTBO AaMIMOB 3a/]aiTe MakCcMMalbHOE KOIMYECTBO
AaMnomM namsatu. Mpu 4OCTUXKEHUN 3aZlaHHOTO KOIMYECTBA, CaMble CTapble gamnbl 6yayT
yAaNATbCA NPU CO34aHMM HOBbIX. HacTponka 4aMnoB NamATh AOCTyrnHa Tobko ans OC
Windows.

Ha Bknagke DNS HacTpanBatotca napameTpbl obpatueHuns kK DNS-cepBepy. Hactponku

aHanornyHbl Hactporikam DNS ans Cepepa DrWeb.

Ha Bknagke O6Hapy>)keHMe HacTpanBatoTCA NapameTpbl XpaHeHWA OTBETOB Ha
WmnpokoBeLLaTenbHble 3anpockl npu noncke Cepsepos Dr.Web ana nepeHanpasneHus
KNMEHTOB (CM. war 4c).

e [lna NonoXKUTeNbHbIX OTBETOB, C — CPOK XpaHeHUs (B cekyHAax) cnuncka CepBepos,
OTBETUBLUMX Ha LUMPOKOBELLaTe IbHbIM 3anpoc npu nouncke Cepeepos Dr.Web. Mo
NCTeYeHUM 3a,aHHOMO CPoKa 3anpoc OTNPaBANAETCA MOBTOPHO.

e lna oTpuuaTeNbHbIX OTBETOB, C — CPOK XpaHeHus (B cekyHAax) MHopmaLmm o6
otcytctBum Cepepos Dr.Web, oTBeTMBLUMX Ha LIMpPOKOBeLaTeNbHbIN 3anpoc. 1o
NCTEYEHNM 3ajaHHOrO CPOKa 3anpoc OTNPaBAAETCA NOBTOPHO.

10.Ha Bknaske O6GHOBAEHNA HAaCTpanBatOTCA NapamMeTpbl aBTOMaTUYeckoro obHoeieHus MO

Mpokcu-cepsepa ¢ Cepsepa Dr.Web:

e YcTaHOBUTe Gnar Bkirountb aBToMaTuueckoe o6HoBJIeHMe, UTOObI aBTOMaTUUECKU
3arpyxatb ¢ Cepsepa Dr.Web n yctaHaBanBaTb HOBble peBu3uun Npokcm-cepsepa.
PacnuncaHne 0O6HOBNEHWA 3aBUCUT OT HAaCTPOEK YNpeXAatoLero KalmpoBaHus MNpokcm-
cepsepa (c™m. war 5):

a) Ecnv Mpokcn-cepBep He BKAKOUEH B CMIMCOK A1 YIPeXAatoWwero K3lnmpoBaHms (B
TOM UnC/ie, eCN KILMPOBAHNE He UCMOob3yeTcs), TO 0bHOoBAeHMA Mpokcn-cepeepa
ByayT CKauMBaTbCA U YCTaHaBAMBATLCA COMACHO PacnmcaHUIo aBTOMATUYECKOro
obHOBNEHUS.

b) Ecaun Mpokcu-cepBep BXOAMT B CMMCOK ANS YNpeXAatoLLero K3WmnpoBaHus,
obHoBneHUA MNpokcm-cepBepa byayT CkauMBaTbCA COrNAaCHO pacnucaHuio
ynpexaaroLwero KawmnpoBaHusa. MNpu noayuyeHnn HoBow pesusnu MNpokcn-cepeepa,
OOHOBNEHME Ha 3Ty PEBU3UIO MPOM3ONAET COrNacHO pacnmMcaHMio aBTOMaTUYeCKoro
obHOBIEHMS.

PyKkoBOACTBO aAMAHUCT paTopa
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¢ B pa3gene PacnucaHne o6HOBAEHUI 3a/aliTe pacnvcaHue, CornacHo KoTopomy byaet
OCYyLLEeCTBAATLCA aBTOMaTMUeckoe 06HOBIEHMe.
Ans n3MeHeHnsa pexunma orpaHUUYeHUn nepesaum AaHHbIX HaXXMUTE Ha
COOTBETCTBYHOLMIA 610K TabanLbl. Takke NoALep>KMBaETCA BbIGOP HECKOIbKMNX
BpeMeHHbIXx 610Kk0B No npuHumny drag-and-drop.
LiBeT sueek M3MeHAeTCa LMKINYECKN COracHO LIBETOBOM CXeMe, MPUBEAEHHOW Moj,
Tabanuen: nepesaya obHOBAEHNI pa3pelleHa 6e3 orpaHnyeHnin Tpaduka nan nepesava
OBOHOBNEHWNI NONHOCTLIO 3anpeLLeHa.

11.Mocne 3aBeplueHns pesakTMpoBaHna HaxxmuTe CoXpaHuUTb.

10.2. NAP Validator

O6bwine cBepgeHna

Microsoft® Network Access Protection (NAP) npeactaBaseT cobor nnatdopmy NOANTUK,
BCTPOEHHYHO B onepaLmoHHble cuctembl Windows, koTopas obecrneuvBaeT NOBbILLEHHYHO
6e3onacHoCTb ceTu. lNMonyuyaemasa 6€30NacHOCTb JOCTUTAETCA 3a CYET BbIMOJAHEHMUA
TpeboBaHWI, NpesbABASEeMbIX K paboTocnocobHOCTN CUCTEM CeTU.

Mpwn ncnonb3osaHum TexHoaornm NAP BO3MOXHO co3jaHMe N0Nb30BaTeNbCKUX MOANTUK
paboToCnocobHOCTM ANA OLLEHKM COCTOSIHUA KOMMbtoTepa. [onyyeHHble OLeHKM
aHaNU3NPYHOTCA B CAEAYIOLNX Cayyanx:

e nepes TeM, Kak pa3peLlnTb AOCTYN UAM B3aMOAENCTBME,

® NN1A aBTOMaATU4eCcKoro obHOBIEHUSA COOTBETCTBYHOLLMX Tpe6OBaHI/IFIM KOMMNbHOTEPOB C
Lenbro obecneyeHms NX NOCTOAHHOW COBMECTUMOCTH,

e NS aZanTaluu He COOTBETCTBYHOLLMX TPeOOBAHUAM KOMMbIOTEPOB TakMM 06pa3oM, UTObbl
OHW Y,0B/IETBOPAIN YCTAHOBNEHHbIM TPeboBaHMAM.

MoapobHoe onuncaHune texHonornum NAP MOXHO HalTK Ha cainte komnaHum Microsoft.

Ucnonb3oBaHmne NAP B Dr.Web Enterprise Security Suite

Dr.Web Enterprise Security Suite no3sonset ncnonb3oatb TexHonornto NAP ans npoepku
paboTocnocobHocTM aHTMBMUPYcHOro MO 3awmiwaeMbix pabounx cTaHUmMn. na 3Toro cay>xmt
komnoHeHT Dr.Web NAP Validator.

Mpwu npoBepke paboTOCNOCO6HOCTM UCMOBL3YIOTCA C/leAylolL e CpeacTBa:

e YCTaHOB/IEHHbIN M HAaCTPOEHHbI cepBep npoBepkun pabotocnocobHocTn NAP.

e DrWeb NAP Validator npeacraBasieT cobou cpeacTBO OLeHKM paboTocnocobHOCTH
aHtnsmpycHoro MO 3awmwaemont cuctemsl (System Health Validator — SHV) 3a cuet
NoAKIOUYaeMbIX NOb30BaTeNbCkMX NoanTuk Dr.Web. YctaHaBanBaeTcs Ha KOMMbroTep C
cepsepomM NAP.

PyKkoBOACTBO aAMAHUCT paTopa
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e AreHT paboTtocnocobHoctu cnctemnl (System Health Agent — SHA). ABToMaTueckm
yctaHaBauBaeTcsa Bmecte ¢ [10 AreHta Dr.Web Ha pabouyto ctaHumto.

e CepBep Dr.Web cnyxunT B kauecTBe cepBepa ncnpaeieHunii, obecneunsatroero
pabotocnocobHocTb aHTUBMPYCHOro MO paboumx CTaHLMNA.

Cepsep NAP + Dr.Web NAP
Cepsep Dr.Web % Validator
wt

3aluLLEeHHBIN KOMMbIOTEP, UCMPaBHbIN NokanbHas cetb, VIHTepHeT

3aLuLLeHHBIN KOMMbIOTEP,
HeucnpaBHbIN

(@ (o £

PucyHok 10-2. Cxema aHTUBMPYCHOM ceTu npu ucnosib3oBaHmun NAP

Mpoueaypa NpoBepku oCylLeCcTBAAETCA cneayouwmm obpasom:

1. AKTMBauuA NpoLecca NPOBEPKM MPOU3BOAUTCA NPU YCTaHOBKE COOTBETCTBYHOLLIMX
HacTpoek AreHTa.

2. SHA Ha pabouel cTaHUMM cBA3bIBaeTca ¢ komnoHeHToM Dr.Web NAP Validator,
ycTaHOBNeHHOM Ha cepepe NAP.

3. Dr.Web NAP Validator ocywiecteaset npoBepKy NOANTUK paboTOCNOCOBHOCTM (CM. HUXKE).
MNMpoBepka NOANTUK NpeacTaBaseT cobon npouecc, B kotopom NAP Validator BoinonHser

PyKkoBOACTBO aAMAHUCT paTopa
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OLLE€HKY aHTUBUPYCHbIX CPeACTB C TOUKUN 3PpE€HUNA BbIMONHEHWNA 3a4aHHbBIX UM MPaBUa, U
onpeaenAaeT KatTeropnko TeKyLero COCToOAHNA CUCTEMDbIL

e CTaHUMW, MpoLlejLIVe MPOBEPKY Ha COOTBETCTBME 3NEMEHTAM MONNTUKN, CUMTAROTCA
pPaboTOCNOCOBHbBIMM 1 AONYCKarOTCA K MONHODYHKLMOHaNbHOW paboTe B ceTu.

e CTaHUMW, He yA0BAETBOPAOLLME XOTA Hbl OAHOMY U3 31EMEHTOB NMOJIUTUKN, MPU3HAOTCA
HepaboTocnocobHbIMU. [lOoCTyn TakMx CTaHLMIA pa3pelleH Toabko k Cepsepy Dr.Web, ot
OCTa/IbHOW CETV OHU N30aMpYytoTCA. PabOTOCNOCOHBHOCTb CTaHLMMN BOCCTaHaBANBAETCA
npu nomoluy CepBepa, NOC/e Yero CTaHUuUs NPOXOANT MOBTOPHYHO NpoLeaypy
NpoBepKMu.

Tpe6oBaHusa k paborocnocobHocTu:

1. Pabouee cocTosHMe areHTa (3anyLueH 1 GyHKLMOHUPYeET).

2. AKTyanbHOCTb BUPYCHbIX 6a3 (6a3bl coBnajatoT ¢ 6azamm Ha cepBepe).

Hactpoitika NAP Validator

Mocne nHctannauymm Dr.Web NAP Validator (cm. PykoBoACTBO no ycTaHOBKe, M. YCTaHOBKA

NAP Validator) Ha komnbtoTepe ¢ yctaHoBAeHHbIM NAP cepBepoMm, He0BXOAMMO BbIMOJHUTD

cnepyrolime AencTBus:

1. OTkpowTe KOMMOHEHT HacTponkn cepeepa NAP (komaHAa nps .msc).
2. B pa3spgene Policies Bbibepute noanyHkT Health Policies.
3. B oTKpbIBLIEMCA OKHE OTKPOMTE CBONCTBA 3/1EMEHTOB:

e NAP DHCP Compliant. B okHe HacTpoek yctaHoBuTe dsiar Dr.Web System Health
Validator, 3agarowmin ncnonb3oBaHune noanTmk komnoHeHta Dr.Web NAP Validator. B
Bbinagatowem crnncke Boibepute nyHKT Client passed all SHV checks, uto6bl npn3HaBaTh
CTaHUM0 paboToCNOCOBHOM, eC/I OHa COOTBETCTBYET BCEM 3/1EMEHTAM 3aJ,aHHOM
NONUTUKW.

e NAP DHCP Noncompliant. B okHe HacTpoek yctaHoBuTe ¢dnar Dr.Web System Health
Validator, 3agarowmin ncnonb3oBaHune noanTmk komnoHeHta Dr.Web NAP Validator. B
BbiNagatoem cnucke Boibepute nyHKT Client fail one or more SHV checks, uto6b!
NnpW3HaBaTb CTaHLMIO HepaboToCNOCOOHOM, eCNIN OHA He COOTBETCTBYET XOTHA 6bl OAHOMY
13 3N1€MEHTOB 3aJ,aHHOMN NMONNTUKMN.
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