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Doctor Web

Doctor Web develops and distributes Dr.Web information security solutions which provide effi-

cient protection from malicious software and spam.

Doctor Web customers can be found among home users from all over the world and in govern-

ment enterprises, small companies and nationwide corporations.

Dr.Web antivirus solutions are well known since 1992 for continuing excellence in malware detec-

tion and compliance with international information security standards.

State certificates and awards received by the Dr.Web solutions, as well as the globally widespread

use of our products are the best evidence of exceptional trust to the company products.

We thank all our customers for their support and devotion to the Dr.Web products!
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Chapter 1. Introduction

1.1. About Manual

This manual is a part of the documentation package of the anti-virus network administrator and

intended to provide detailed information on the organization of the complex anti-virus protec-

tion of corporate computers and mobile devices using Dr.Web Enterprise Security Suite.

The manual is meant for the anti-virus network administrator—the employee of organization

who is responsible for the anti-virus protection of workstations and servers of this network.

The manual contains the information about centralized configuration of anti-virus software of

workstations which is provided by the anti-virus network administrator via the Dr.Web Security

Control Center. The manual describes the settings of Dr.Web for macOS anti-virus solution and

features of centralized configuration of the software.

To get additional information, please refer to the following manuals:

· User Manual of Dr.Web for macOS anti-virus solution contains the information about config-

uration of anti-virus software provided on a station directly.

· Administrator Documentation of Dr.Web Enterprise Security Suite anti-virus network (in-

cludes Administrator Manual, Installation Manual and Appendices) contains the general in-

formation on installation and configuration of the anti-virus network and, particularly, on oper-

ation with Dr.Web Security Control Center.

Before reading these document, make sure you have the latest version of the manuals. The

manuals are constantly updated and the current version can always be found at the official web-

site of Doctor Web at https://download.drweb.com/doc/.

https://download.drweb.com/doc/
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1.2. Conventions and Abbreviations

Conventions

The following symbols and text conventions are used in this guide:

Convention Comment

Important note or instruction.

Warning about possible errors or important notes to which you should pay special

attention.

Anti-virus network A new term or an accent on a term in descriptions.

<IP-address> Placeholders.

Save Names of buttons, windows, menu items and other program interface elements.

CTRL Keyboard keys names.

C:\Windows\ Names of files and folders, code examples.

Appendix A Cross-references on the document chapters or internal hyperlinks to web pages.

Abbreviations

The following abbreviations will be used in the Manual without further interpretation:

· Dr.Web GUS—Dr.Web Global Update System

· OS—operating system.
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Chapter 2. Dr.Web Enterprise Security Suite

2.1. About Product

Dr.Web Enterprise Security Suite is designed for organization and management of integrated and

secure complex anti-virus protection of either a local company network including mobile devices,

or home computers of employers.

An aggregate of computers and mobile devices on which Dr.Web Enterprise Security Suite co-

operating components are installed, represents a single anti-virus network.

Dr.Web Server HTTP/HTTPS

Dr.Web Security Control Center TCP/IP network

Dr.Web Mobile Control Center Updates transmission via HTTP/HTTPS

Protected station Dr.Web GUS

The logical structure of the anti-virus network
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Dr.Web Enterprise Security Suite anti-virus network has a client-server architecture. Its compon-

ents are installed on computers and mobile devices of users and administrators as well as on

computers that function as LAN servers. Anti-virus network components exchange information

via TCP/IP network protocols. Anti-virus software can be installed (and manage them afterwards)

on protected stations either via the LAN, or via the Internet.

2.2. Workstations Protection

Workstations are protected by Dr.Web anti-virus packages designed for corresponding operating

systems.

Protected computer with installed anti-virus package as per its functions in the anti-virus

network is called a workstation of the anti-virus network. Please note: according to its LAN

functions, such computer can be both a workstation or a mobile device and a LAN server.

Anti-virus packages are installed on protected stations and get connected to Dr.Web Server. Each

station is included in one or several groups registered on this Server. Stations and the Server

communicate through the protocol used in the local network (TCP/IP of 4 or 6 version).

Installation

Local installation of anti-virus package under macOS is performed directly on a station. Installa-

tion may be implemented either by an administrator or by a user.

You can find detailed description of the anti-virus packages installation procedures on

workstations in the Dr.Web Enterprise Security Suite Installation Manual.

Management

When connection with Dr.Web Server is established, administrator is able to use the following

functions implemented by anti-virus package on a station:

· Centralized configuration of Anti-virus on workstations via the Control Center.

At this, administrator can either deny or grant user's permissions to change Anti-virus settings

on stations on one's own.

· Configure the schedule for anti-virus scans and other tasks to execute on a station.

· Get scan statistics and other information on anti-virus components operation and on stations

state.

· Start and stop anti-virus scans and etc.
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Update

Dr.Web Server downloads updates and distributes them to connected stations. Thus, optimal

threat protection is implemented, maintained and adjusted automatically regardless of worksta-

tion users’ computer skills.

In case an anti-virus station is disconnected from the anti-virus network, Anti-virus on station

uses the local copy of the settings and the anti-virus protection on a workstation retains its func-

tionality (up to the expiry of the user’s license), but the software is not updated. If a station is al-

lowed to use the Mobile mode, after connection with the Server is lost, the virus databases can

be updated directly from the GUS.

The principle of stations operation in the Mobile mode is described in the Dr.Web Enter-

prise Security Suite Administrator Manual.
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Chapter 3. Dr.Web for macOS

Dr.Web for macOS protects computers running macOS and macOS Server from viruses and other

types of threats.

The core components of the application (anti-virus engine and virus databases) are not only ex-

tremely effective and resource-sparing but also cross-platform, which allows specialists of Doctor

Web to create secure anti-virus solutions for different operating systems. Components of Dr.Web

for macOS are constantly updated and virus databases are supplemented with new signatures to

assure up-to-date protection. Also, a heuristic analyzer is used for additional protection against

unknown viruses.

3.1. Dr.Web for macOS Components

For the workstations running macOS/macOS Server the following anti-virus components are

provided:

Dr.Web Scanner, Dr.Web Agent Scanner 

Scans a computer on user demand and according to the schedule. Also, the remote launch

of the anti-virus scan of stations from the Control Center is supported.

SpIDer Guard

The constant file system protection in the real-time mode. Checks all launched processes

and also created files on hard drives and opened files on the removable media.

SpIDer Gate

Checks all calls to websites via the HTTP protocol. Neutralizes malicious software in HTTP

traffic (for example, in uploaded and downloaded files) and blocks the access to suspicious

or incorrect resources.

Quarantine

Isolates malware and suspicious objects in the specific folder.

You can find the description of how to manage Quarantine via the Control Center in the

Dr.Web Enterprise Security Suite Administrator Manual.

3.2. Dr.Web for macOS Configuration

To view or edit the configuration of the anti-virus components on the workstation:

1. Select the Anti-virus network item in the main menu of the Control Center.



Administrator Manual

11Chapter 3. Dr.Web for macOS

2. In the hierarchical list of the opened window, click the name of a station under macOS/macOS

Server or a group containing such stations.

3. In the Configuration section of the opened control menu, in the macOS subsection, select

the necessary component:

· Scanner for workstations/Scanner for servers 

· SpIDer Guard for workstations/SpIDer Guard for servers

· SpIDer Gate for workstations/SpIDer Gate for servers

4. A window with the component settings will be opened.

Managing settings of anti-virus components via the Control Center differs from managing set-

tings directly via the corresponding components on station:

· to manage separate parameters, use the options located on the right from corresponding

settings:

� Reset to initial value—restore the value that parameter had before editing (last saved

value).

� Reset to default value—set the default value for a parameter.

· to manage a set of parameters, use the options located on the toolbar:

� Reset all parameters to initial values—restore the values that all parameters in this

section had before current editing (last saved values).

� Reset all parameters to default values—restore default values of all parameters in this

section.

� Propagate these settings to another object—copy settings from this section to set-

tings of other station, group or several groups and stations.

� Set inheritance of settings from primary group—remove personal settings of a sta-

tion and set inheritance of settings in this section from a primary group.

� Copy settings from a primary group and set them as personal—copy settings of this

section from a primary group and set them for selected stations. Inheritance is not set and

stations settings considered personal.

� Export settings from this section to the file—save all settings from this section to a

file of a special format.

� Import settings to this section from the file—replace all settings in this section with

settings from the file of a special format.

5. After settings changes were made via the Control Center, click Save to accept the changes.

The settings will be passed to the stations. If the stations were offline when changes are made,

the settings will be passed when stations connect to the Server.

Administrator may forbid editing settings on station for a user (see the Permissions of

Station Users section in the Dr.Web Enterprise Security Suite Administrator Manual). At

this, only administrator will be able to edit settings via the Control Center.
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3.2.1. Scanner

Dr.Web Scanner performs express or full check of the whole file system or scans the critical files

and folders only.

Dr.Web Scanner settings for computers running macOS are available in the Scanner for work-

stations section, for macOS Server—in the Scanner for servers section.

General

· Set the Check archives flag to enable check of files in archives.

· Set the Check email files flag to enable check of email files contents.

· In the Scanning time of one element field, specify the maximum time for scanning a file.

Value 0 means that time to scan one file is unlimited.

Scanning the contents of archives and email files and increasing the time for scanning a

single file may slow down the computer and increase the overall scanning time.

Actions

In this section, select actions that will be automatically applied to computer threats detected by

Dr.Web Scanner depending on their types:

· Cure, move to quarantine if not cured. Instructs to restore the original state of the object be-

fore infection. If the object is incurable, or the attempt of curing fails, this object is moved to

quarantine. The action is available only for objects infected with a known virus that can be

cured except for the Trojan programs and files within complex objects.

· Cure, delete if not cured. Instructs to restore the original state of the object before infection.

If the object is incurable, or the attempt of curing fails, this object is deleted. The action is avail-

able only for objects infected with a known virus that can be cured except for the Trojan pro-

grams and files within complex objects.

· Move to quarantine. This action moves a detected threat to a special folder that is isolated

from the rest of the system.

· Delete. It is the most effective way to remove all types of threats. This action implies full dele-

tion of a dangerous object.

· Ignore. No actions are applied to the object. Notifications are not displayed.

The default settings are optimal for most cases. Do not change them unnecessarily.
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Excluded paths

In this section, specify paths to files and folders that will be excluded from scanning by Dr.Web

Scanner.

3.2.2. SpIDer Guard

SpIDer Guard performs constant real-time scanning of the file system, checks files as they are

modified or saved, thereby protecting the system against security threats.

SpIDer Guard settings for computers running macOS are available in the SpIDer Guard for

workstations section, for macOS Server—in the SpIDer Guard for servers section.

General

· Set the Use heuristic analysis flag to use heuristic analysis for detecting unknown threats.

· Set/clear the Enable SpIDer Guard for macOS (for servers—Enable SpIDer Guard for macOS

Server) flag to enable/disable SpIDer Guard.

· In the Scanning time of one element field, specify the maximum time for scanning a file.

Value 0 means that time to scan one file is unlimited.

Increasing the time for scanning a single file may slow down the computer and increase

the overall scanning time.

Actions

In this section, select actions that will be applied automatically to computer threats detected by

SpIDer Guard depending on their types:

· Cure, move to quarantine if not cured. Instructs to restore the original state of the object be-

fore infection. If the object is incurable, or the attempt of curing fails, this object is moved to

quarantine. The action is available only for objects infected with a known virus that can be

cured except for the Trojan programs and files within complex objects.

· Cure, delete if not cured. Instructs to restore the original state of the object before infection.

If the object is incurable, or the attempt of curing fails, this object is deleted. The action is avail-

able only for objects infected with a known virus that can be cured except for the Trojan pro-

grams and files within complex objects.

· Move to quarantine. This action moves a detected threat to a special folder that is isolated

from the rest of the system.

· Delete. It is the most effective way to remove all types of threats. This action implies full dele-

tion of a dangerous object.

· Ignore. No actions are applied to the object. Notifications are not displayed.
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The default settings are optimal for most cases. Do not change them unnecessarily.

Containers

In this section, specify the maximum nesting level for containers being checked. If the nesting

level is higher than the specified value, the container will be ignored when scanning. Value 0

means that nested objects will not be checked.

In the Maximum compression ratio field, specify the maximum compression ratio for com-

pressed objects (a ratio of source object size to compressed size). If compression ratio of an ob-

ject is greater than the specified value, the object will be ignored when scanning.

Excluded paths

In this section, specify paths to files and folders which will be excluded from scanning by SpIDer

Guard.

3.2.3. SpIDer Gate

Web traffic check is carried out via a resident component called SpIDer Gate. SpIDer Gate checks

the incoming HTTP traffic and blocks all objects that contain security threats. HTTP is used by

web browsers, download managers and many other apps which exchange data with web servers,

i.e. work with the Internet.

SpIDer Gate also allows you to control access to web resources and to prevent users from view-

ing undesirable websites (for example, pages on violence, gambling, adult content, and so on).

SpIDer Gate settings for computers running macOS are available in the SpIDer Gate for work-

stations section, for macOS Server—in the SpIDer Gate for servers section.

General

· Set/clear the Enable SpIDer Gate flag to enable/disable SpIDer Gate.

· Set the Use heuristic analysis flag to use heuristic analysis for detecting unknown threats.

· In the Scanning time of one element field, specify the maximum time for scanning a file.

Value 0 means that time to scan one file is unlimited.

Increasing the time for scanning a single file may slow down the computer and increase

the overall scanning time.
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Actions

· Set/clear the Scan received files flag to enable/disable incoming Internet traffic check.

· In the Block files and Additionally block lists, select types of incoming malicious objects

which will be blocked by SpIDer Gate.

Web filtering

· Set/clear the Scan URL flag to enable/disable check of Internet resources by categories.

· Set/clear the Block non-recommended websites flag to deny/allow access to the websites

that use social engineering techniques to misguide users.

· Set/clear the Block URLs listed due to a notice from copyright owner flag to deny/allow ac-

cess to the websites due to a notice from the copyright owner who has found out about the vi-

olation of rights of the intellectual property in the Internet.

· In the Block websites from the following categories list, select the categories of websites

you need to block access to.

· In the White list/Black list sections, add the paths to the websites you need to allow/restrict

access to:

ú To add a certain website, enter its full address (for example, www.example.com). Access to

all web pages located on this website will be defined by this string.

ú To configure access to websites with similar names, enter the common part of their domain

names. For example, if you enter example, the access to the example.com, ex-

ample.test.com, test.com/example, test.example222.com and other similar web-

sites will be defined by this string.

ú To configure access to websites within a particular domain, enter the domain name with a

period «.». In this case, the access to all web pages located on this domain will be defined

by this string. If specifying domain name, you use a forward slash "/", the substring before

the "/" is considered a domain name, while the substring after the slash is considered a part

of address for the websites that you want to access within this domain. For example, if you

enter example.com/test, SpIDer Gate will configure access to web pages such as ex-

ample.com/test11, template.example.com/test22, and etc.

Containers

In this section, specify the maximum nesting level for containers being checked. If the nesting

level is higher than the specified value, the container will be ignored when scanning. Value 0

means that nested objects will not be checked.

In the Maximum compression ratio field, specify the maximum compression ratio for com-

pressed objects (a ratio of source object size to compressed size). If compression ratio of an ob-

ject is greater than the specified value, the object will be ignored when scanning.
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Additional

· Executable file—executable path for SpIDer Gate.

· Log level—defines the log verbosity level that is used for SpIDer Gate messages logging.

· Logging method—defines the logging method for SpIDer Gate. The following values are al-

lowed:

ú Auto—use the logging method which is defined in Dr.Web settings for all components of

the solution.

ú Syslog—use the syslog system service. If you select this method, you must also specify

the value of Syslog facility parameter. It defines the label (or subsystem) which is used by

syslog to save messages from SpIDer Gate.

ú Path—use the separate specified file to store SpIDer Gate log messages. If you select this

method, you must also specify a path to the file in the Log file field.
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Appendix A. Technical Support

При возникновении проблем с установкой или работой продуктов компании, прежде чем

обращаться за помощью в службу технической поддержки, попробуйте найти решение

следующими способами:

· ознакомьтесь с последними версиями описаний и руководств по адресу https://down-

load.drweb.com/doc/;

· прочитайте раздел часто задаваемых вопросов по адресу https://sup-

port.drweb.com/show_faq/;

· посетите форумы компании «Доктор Веб» по адресу https://forum.drweb.com/.

Если после этого не удалось решить проблему, вы можете воспользоваться одним из

следующих способов, чтобы связаться со службой технической поддержки компании

«Доктор Веб»:

· заполните веб-форму в соответствующей секции раздела https://support.drweb.com/;

· позвоните по телефону в Москве: +7 (495) 789-45-86 или по бесплатной линии для всей

России: 8-800-333-7932.

Информацию о региональных представительствах и офисах компании «Доктор Веб» вы

можете найти на официальном сайте по адресу https://company.drweb.com/contacts/offices/.

https://download.drweb.com/doc/
https://download.drweb.com/doc/
https://support.drweb.com/show_faq/
https://support.drweb.com/show_faq/
https://forum.drweb.com/
https://support.drweb.com/
https://company.drweb.com/contacts/offices/
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