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B2. OracleT—A~R—A R4 NNDLY 7y

M=

Oracle7—4~—2 (Oracle DBMS) (3247 Y15 )L —23F)LDBMSTY , OracleldDr.Web Enterprise
Security Suite®4} #DBELTHERATEET,

| Dr.Web Server(d . FreeBSD’éIﬁ(@'C@?’?JIJ?r L ETHERT—IX—AELTOracle DBMS%E
(o EITENTEET (42 Jav s8]),

i 8



Ny
<aila> E2E T8 | 18
N

Oracle DBMSZ{# AT 3ICIE

1. Oracle DBOAYARYAEA VA R=ILU, AL32UTF8IVI—T4VT YN 7Y T LET, AL32UTF8I V]
— T4V EFE AT RIS ESNEEBEDI VARV AR FEICEE TEET,

2. FNFNONERT —AR—AEFEATELIT—IR—ARFANEEY NPT LET , COIREREFEI74L
[N, F7zI3Dr.Web Security Control Center#Z/ (Dr.Web Servers& &7 —8 —2A 57) T17HE
hWTEET,

I Oracle DBEODBCIESG B THEN T —AN—AELTERAT 3154 . Dr.Web Server/ VA L=l
(s (FEREPYTTL—B)HIC, 1V AM=FREATEIL b U Oracle DBMSHSA4 7Y bDA VA M=)l %
EHCLET (T—AR—ADYR—b - OracleT—3RX—A K34\ £HYav),

COREZITHRBMESR . 517305 &(CLD. ODBCHE M TOracle DBEE#E TEE A,

SYS1—H—HBLUSYSTEM1—H—&LTO0racler —8R—AICEFHRTBCEd TEEEA T,
SYSDBAEIEEEEH LUSYSOPERE IR E EREH-iiEmt B it SN TULFET,

AVAR=IER I IN—Tay

5} E8DBEL COraclex #3354 . Oracle DBOA VARV AEA VA M—=)LU., AL32UTF8(CHARACTER
SET AL32UTF8 / NATIONAL CHARACTER SET AL16UTF16)IVI—TAVHELYNPYTTEIMNE
BHVET, CORERUTONTNHDAETITHIENTEET,

1. Oraclef VAR=FZFERALTA VARV A VA= B LUREDHNEBE— FEFER)
2. CREATE DATABASE SQLIVYVREFALT

Oraclef VARV AN B LUREICEATRFMICOLVTIE, Oracle FF 1AV T—YavaS B LTS,

| ERIIVI-TAVIEERTRIEE. P I7RY MUAN DX FRIERICRRESNBMEENHDE
: ERS

T=ARK=ICTPDERTBHDHZ547 > b (Oracle Instant Client) (&, Dr.Web Enterprise Security Suited
AVAM=IL T = IICEENTVET,

Oracle DBMSH3 S LTS T 79 b IA—LDYRAME, KUA—DWebT A b ES B U TS,

Oracle Clienth>d & LTS T3 b 74— LDYA MME, AVA—DWebH 1 FE SR U TS,

Dr.Web Enterprise Security Suite C(d. Oracle DBMS/\—Jav11 LI EEYR— UET,

F7z. Oracles} &3 7 — AN — AR I2ETBHEDDr.Web Server® U AT LB HISEE L WURSVA VA ML
Za70V0 VAT LEHESE),

NIA=5
Oracle DBMSAM 7O A% AT BICIE. RB-3D/\5A—3%&FEHRALET,
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B - 3, Oracle DBMS®D/{5*—%4

IN5A—=4 SR BA

drworacle SR AT

User F=RAN—21—H—% (WIA)

IR A—H—=)1AT—R(AZE)

ConnectionString T—RAK—EFEXF| (wH78)

Prefetch-rows FT=AR=2ADDITVEETTIEICT)ITYFENDITE

Prefetch-mem F—=RAR—=2AADHIVEZETITRRICT)IIVFEINBTICEIN L TOoNBATY

Oracle DBMSOEHESXFEHNDTA—IYMILLTDERNTT,
// <host>: <port>/ <service name>

CCC:

e <host>- Oracle Server® & RIF=IZIP7 FL A

e <port> - Oraclet")yAYLTVBR— b
o <service name> - 1§59 3DBND A i

UK
//myserverll1:1521/bjava2l
T

e myserverlll - Oracle Server® 4 &
e 1521 - Oraclentyy AV LT3 R— b

e bjava2l - &I HDBDEHI

Oracle DBMS DriverDi%5E
OraclezfEARATRIEE . T—AR—ARFMNDHZREEUTOVTNI DA ETERTRILENHNET,

e Control CenterNT: A UAZ1—D—EE - QY rO—)LAZ1—HODr.Web Servers&E— T—4A\
—A 8T > F=RAR=2A FOYTHHIUA IS Oracle 8IRU. LLTDI4—IYMIHESTISTA—REEE
EULET,

o Y—N—-EZET7MIA,
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B3. PostgreSQL DBMSO) (& FH

M=

Oracle Database. Microsoft SQL Serverfz& D5 FADBMSEILE TGN, PostgreSQLIEZY—017ELTREBET
34T VIO MIL—2aFIVDBMSTY . KIREL Y U F 04V A%y T —DRTDr.Web Enterprise Security
Suite® 4} #8DBE L TPostgreSQL DBMSE{# A TEET,

PostgreSQLENE T —AX—AELTHERATBICE

1. PostgreSQLY —/\—F/(ZPostgres Proty—)\—&A VA F—ILLET,

2. FNENDOHERT—IR—AEE AT L5Dr.Web Serverzsty b7y I LET , CORER>ETET7MILA.
F7z(3Dr.Web Security Control Center#ZH (Dr.Web Serverf&E -7 —3X—2 87) TITHTENT
EFFY,

CI PostgreSQL DBEMD#E#E(CIE . (EFEFREE. /SAD— FEEEE. HLUMDSEEDH NMERATEET,

AVAM=IERIGEN—TaY

1. CM7')—PostgreSQLE & (PostgreSQLY —N—rH LUt i THODBC K34 /) DEwRFTDN—Javed oy
A—RFBLEICLTLESL, TN DG E TE . 8.4(Postgres ProTld11.4.1) D& H LV —JavidfE
FAUBWTIEL,

2. LTFD350WFNHD A% TPostgreSQLT — AR —A&ERK LET,
a) pgAdminJST4BIAVA—T1—A%FERALT
b) CREATE DATABASE SQLOYYKEFERALT

2' F—AR—ARUTF8IVI-FA VI TR T RRENHIET

IR T — AR —AANDE D EEMICDLVTIE, Dr.Web Enterprise Security Suite@DBMSDIE$ENEFE &S
BRL TS,

F1z. PostgreSQLANER T — AN — AR ET B DDr.Web Server® Y AT LEH(SEFE LRSI VAL
—IVWRIAZINDIATLERESE),

NS5A=4
PostgreSQLT — AR —ADE& EICIFRB-4CEREH INE/ISA—4EFALET,

i 8



141
d
A

Pu)
$

F22E T8k | 21
52B-4PostgreSQLM /{5 A—4
AWl T74)V ME EEA
host <UNIX domain PostgreSQL Serverit A b
socket>

port PostgreSQL Serverii— b, £7(&V 7y 774 L4 DILEEF
dbname drwcs F—ANK—24%
user drwcs 1-H-%4
password drwcs INAD—FK
options B—N—-ISEETRHDT NI /=2 AT Y3y
requiressl o 1:SSLEEmZUDIALNTS

e 0:UDIARLIEW
temp tablespaces — R T—JIVERM%
default_transactio FUFD a3V S EEL X)L (PostgreSQLOR Za17 V&S HRLT
n isolation IEELY)

FEHAICDOULVTIE. hitps://www.postaresal.or cs/ESRBUTES,

UDS#ZHTMDDr.Web ServertPostgreSQL DBME

Dr.Web Server&PostgreSQL DBA' Rl —DIVE1—A—(CA VA F—ILENTIVBIHE . UDS(UNIX ALY
TyM EBRTEDEEZRETEET,

UDSIEH TEHEERTETSICIE
1. PostgreSQLERE 771 (postgresqgl.conf) HT, UDSICLLTDTF1LYOMEIEELET,
unix socket directory = '/var/run/postgresql’

2. PostgreSQLZEH#ZENSH TS,

PostgreSQLT—3/X—ADELE

PostgreSQLT —ANR—AENA UAFDaVBECIN T4 —I U AE R LSBB(CIE, COT—AX—AD A FFaA
VrDERICHSTREEITOEEHRELET,
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KEELRT—AR-2ZFEALCGEYIBIVE1—T100)Y - A& EPTIHB AL, postgresgl . confiRE

TPAINT, RONTA—BERETH_LEHELTT,
=/IMERK:

shared buffers = 256MB
temp buffers = 64MB

work mem = 16MB

BREX E -

shared buffers = 1GB

temp buffers = 128MB

work mem = 32MB

fsync = off

synchronous commit = off

wal sync method = fdatasync
commit delay = 1000

max locks per transaction = 256

max pred locks per transaction = 256

I fsync = of f/\SA=RF)ITA—Y U AEKIBICH LEBFTHN, EBERVATLIIYV105E
Loy TN RISHKTIAEEMNBHNET, fsync/iTA—4%Toff[(CTEDIE. T—IX—2%

TEIETTER)INVIT7YTNHBSEEICRESNET

max_locks per transaction/{IA—RDEE[. F—IRN-AT—TIOEEELBLHPIL
AL=ZABHDICTBENTE, FCT—IR-AEFH LLWN—JaVIT7yTTL— FTBEE(CERT

3-0

B4. MySQL DBMSO{ Ff

M=

MySQL - DORF5Y b TA—LOYL— Va3 F—AR—AE B Y AT LTT, MySQL DBMSIEDr.Web

Enterprise Security Suite® 4+ EiDBEL TERTEET,
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MySQLEANERT—AIR—ALLTHERTBICIE

1. MySQLY—N—=ZAVA=ILLET,

2. FNENDOHERT—RIR—2AEFE AT L5Dr.Web Server&s 2y b7y I LET . COBERETET7MILA.,
F7=(3Dr.Web Security Control CenterfZ (i (Dr.Web ServerftE -7 —3X—2 87) TITH2EHT
FFET,

AVAM=IERIGEIN—TaY
Dr.Web Enterprise Security Suite (&, R®D)\—3>0OMySQL DBMSICxt it LTLVET

o MySQL—5.5.14155.75 £ 1/8.0.12 L1 .
e MariaDB—10.0. 10.1, 10.2.

DBMSOA VA =)Lk, FLWT =X -AZER T BRI ET7MIVATUT OREERE T IBENHN
F9 (FEMIIDBMS K1 XV hESHR) ,

=35 XOMYSQLOB S -

[mysqgld]

innodb large prefix = true
innodb file format = barracuda
innodb file per table = true

max allowed packet = 64M
JN—U3v8 XDMYySQLDIE A :

[mysqgld]
innodb file per table = true

max allowed packet = 64M
A3 $MariaDBD/\—Javh10.2.4LDEIDE G, BRET7MIVTRDLICKRET IR ENHIFET,

binlog format = mixed
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f+#C. EEHEF DL

| Dr.Web ServerCOEEEDRILICEHTS LML HERE, EBEI_217IN0EEEDZRE
SRUWES,

C1. Active Directory:2 il

AL A EDNFERAOEME. BLURMEBIAINNDIEFEDHNEESNET (auth-ads . confEREI7MI
(D<enabled/>PH L U<order/>BATA) ,

EniEIREE
1. EEEELUTOVINDADIA—IVTCA—HY—EZBLVNAT-FEIEELET,
® username
e domain\username
e username@domain
e 1—H—(MLDAP DN

2. ServerlFENLO 1Y —RBLVNAT— FET T4V FD A VIV FO-5(FE31 - —RNTIEES
NIZRAMUIC—ET B FA VAV ME—F) (LB LEFT

3. BRICKBLZEE . ROZBIEANDZALICBITLET,
4, ZFHINZI1—Y—OLDAP DNAEAISNET

5. BAISNEZDNOZAT I1HMIOWTIE, DriwebadminBHENGHAENE T, FALSEEZFHFOTLVE
A, R ERBERBSNRDFZBIEAND_ILICEITLET,

6. COERMET, EBSNTVBLEMAHZHE . - -HEENTLBYIL-THRTENLOEIEZRZERL
FY. BTN —TCHULENENDBRT I —TELFIvIENET M BRAN)

@ IS—HWREVGEER . ROZBIEADZZALICEITLET .

drweb-12.00.0- <build>-esuite-modify-ad-schema-<0OS_version>.exel1—T14)T4
(ServerT4 A RJE1—avF Y MIEFENTLET) [FActive DirectoryRICETLWVA T ITD RIS
DrilebEnterpriseUser®{ER L. COUSAICHLTH LWVENHEZEEZLET,

JE 1 (3EnterprisespaceM L FDOIDEHF>TLET,

DrWeb enterprise OID "1.3.6.1.4.1" // iso.org.dod.internet.private.enterprise
DrWeb DrWeb OID DrWeb enterprise OID ".29690" // Drieb

DrWeb EnterpriseSuite OID DrWeb DrWeb OID ".1" // EnterpriseSuite

DrWeb Alerts OID DrWeb EnterpriseSuite OID ".1" // Alerts

DrWeb Vars OID DrWeb EnterpriseSuite OID ".2" // Vars

DrWeb AdminAttrs OID DrWeb EnterpriseSuite OID ".3" // AdminAttrs

// 1.3.6.1.4.1.29690.1.3.1 (AKA
iso.org.dod.internet.private.enterprise.DrWeb.EnterpriseSuite.AdminAttrs.Admin)

DrWeb Admin OID DrWeb AdminAttrs OID ".1" // R/W admin
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DrWeb AdminReadOnly OID DrWeb AdminAttrs OID ".2" // R/O admin
DrWeb AdminGroupOnly OID DrWeb AdminAttrs OID ".3" // Group admin
DrWeb AdminGroup OID DrWeb AdminAttrs OID ".4" // Admin's group
DrWeb Admin AttrName "DrWebAdmin"

DrWebiAdminﬁeadOnly AttrName "DrWebAdminReadOnly"
DrWeb_AdminGroupOnl§ AttrName "DrWebAdminGroupOnly"
DrWebiAdminGroup_AttEName "DrWebAdminGroup"

Active Directory1—H—®ME& E (4. Active Directory ServerlCcB W TFEITEECEF T (BEEEII17I
DEREDRINESR),

EEECHTIN-Iv0aVE, TOEEENEEINTVS T I -TOREREY)-RICH T2 2 MRHIBHREADR
ACHE-TEINH TONE T,

C2. LDAP:2:

R ElFauth-1dap.confREI7MILVRAICHIET,

HEITPAINO—RRIIBATILLTOESENTT,
e <enabled/>H L U<order/> - Active Directory& &k,

e <server/> - LDAP Servery I‘DZ’&-’?E’E bi?o EtiéLDAP"j'_”_)7 Fl/lo)*gﬁa)<server/>9’j€'5§
MTEET, CNICED, BBEECHERTZH—N—DUAMMEREINE T, EICAREZZTIAM Y —)N\-%
RAIFEEL. BOONYD7YTH—N—D7 FLAZENRICIEELE T, EEENER IS, &AIE
BRI 8ERBLDAPY —N—hMERINET, REECEKB LSS . FREI7ZMIVAICIA YT SN TIVSLDAP
H—N=7FLADIEEICHEST, ROY—N-TIERBHITINET,

e <user-dn/> - DOSREI#kDYAV% % A L T4 Hi%DN (Distinguished Name: i34 ) (CE# TR0 )L —
WeEELET,
<user-dn/>3UARTIE. LTDIAIL FOh— ROERNEIEETT,

o x[F, . , = @ \ BLUVZEBZHRERDETDI—TVALEEFRAONET,
o (I EEDREBDV—TVAEEERAONET,

e <user-dn-expr/> - EFARREFRALTCRABIEDNICERTIEDII—ILEEEZLET,

LLTF®D22EFE U=V TY,

<user-dn user="*Q@example.com" dn="CN=\1,DC=example,DC=com" />
<user-dn-expr user="(.*)@example.com" dn="CN=\1l,DC=example,DC=com" />

\1 . \9ld * BB DIEZEEMAZIBAT, FLETVTIL-FTCOAFEIMRNOREzEELET,

CORECED, -1 —%NMloginexample.comEIEESNTIVEIGE .. Z£H#EZDDN
[F"CcN=1login, DC=example, DC=com"[CHENET,

e <user-dn-extension-enabled/>Cld, 1—H—RDDNADZEHE(C1dap-user-dn-translate.ds
(FFTA 24 WA 0) DLUARD)T FORITHIHBINET CORDUT M. BRI —IHBMEE(C,
user-dn, user-dn-expr)b—)LOEAHRITINEETEITINET , ADUTFDINGA=RE1DTT
(A—Y—-RBDIETE) . ADUT b oIIDNZETXFIINRSNS D, At RESNF B BEIBIL—ILHTEL,
ADVT EHERCIEOTVR D, R EMLIBRSBIMG R FEELEI - - BN EDFFEAINZET,

o ZHMDFEREHONIDNICXTHLDAPA T I DB S LU ZD A RER BT ICL TEEINET (F
74 MENMRRENET) .

<!-- DrWebAdmin attribute equivalent (OID 1.3.6.1.4.1.29690.1.3.1) -->

<admin-attribute-name value="DrWebAdmin" true-value=""TRUES" false-
value=""FALSES$" />
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true—value/fal se—value/fax_ao)ﬁﬁtb_c Eiﬁiﬁb‘?ﬁi’éﬂi?’o

e EEINTVWIVWEBRERBRMHDENFIEL. 3E J7M VA T<group-reference-attribute-name
value="memberOf" />@’Jb\u§ﬂiéntt\éiﬁ'a\ memberOfBHENEICOEEENESENTLVSDNSIL
—TDUAITHBRERBEN ., LELBEMHEDHRFE FActive DirectoryD 5 & ERIFRICEDT I —TATREITS
nEd,

C3. LDAP/AD:2E:

BEIPAIN

% E(Tauth-1dap-rfc4515. confREI7IIVAICHNET,

FEMBEREDETEI7MIERAESNTVET,
e auth-ldap-rfc4515-check-group.conf - Active DirectoryJ IL—F (LB LTV EIN ERERLT
BB ATV EFEOILDAPICLD . EEBEDN IR AZEI71ITITL—b,

e auth-ldap-rfc4515-check-group-novar.conf - Active DirectoryJIL—FICBL TR HEID %
BRLTCHZAFT—IEHEL, ZHZHIVSLDAPICLS .. EIEEDNERERIELAZE 71TV TL—,

e auth-ldap-rfc4515-simple-login.conf - BB AT —YZFEILDAPICLS . EEE DS EREREEA
BETFINTITL—1,

auth-ldap-rfc4515.confi& € 771 I D—ARHIBAT I LT OERNTT,
o <server /> - LDAPH—/\—F %,

B EL: FI4IL MiE
base-dn BRENETSINZATITIHIIVNDHE  Root DSEATIID D
xDN, rootDomainNamingContext/B4{E

cacertfile JV—FEEBRZE J71)L (UNIXDH ) o -

host LDAP-U-_}\_G))v |~l/7\° e Windows OSG)U'_/\_G) FAMY H:I
_3_0

o UNIXROSIREDH—I\—-DiG&(E

127.0.0.1,

o ERBLDAPH—)N—T7 RLADEHD
<server/>ANEBMTEET, EICEH
2B AM U —N—FmWIIEELE
T, REEICRBLIEIGE  FEESNELIESE
(LT, ROY—N—-TlIERFBFHITIN

*7,
scope REREH, ARERERIXDERDTT, sub-tree
e sub-tree - A—ADNLA T OHITY)—
07N

e one-level - A—ADNE T
e base - NA—ADN,
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B EL: FI4IV MiE
tls LDAPAM##t CTLSZHEIL no
ssl LDAPADERREFCLDAPSORILEE  no
mo
o <set /> - LDAPHRZFERICLHOTHREINDIEH,
B Bl T4 ME
attribute EHIENEID L TONTWREHESR, AL TEFE -
ko
filter LDAPDRFC4515%#& % 74 JLA—, -
scope BRREHE, ATRERERRDESNTT, sub-tree
o sub-tree - N—ADNLLFOHITY)—£{K
e one-level - NA—ADNE T
e base - NA—ADN,
search BRENEITINZATIIH IV M)DFE®DN, FELGWMES.
<server />3 Mbase-dn
MERAINET,
variable EHA , XFTWREN, XFEHFOHTHEBSNDIDL -

BERHNET, BLIERLTEE A,
E#(I<mask />E<expr />ATDaddBEDE. <filter />ATDvalucBHEDET \varnamet LT
FRTEET, <set /> DsearchBHEDNETEERTEET, EHTHAINZIBIRLAILELL6TT,
BRETROINMEEROATIIHIMRENEG SR, ROEDETHERINET,
e <mask /> - A—Y—&DTVTL—F,

Bt B

add BEMERCANDERE AL TURRIIVE—(SEMSNSXF I,

user DOSDLIB AR UINIL (¥e#) AT HI1-F—RIAD, AL TEEEA,
K

<mask user="*@#" add="sAMAccountName=\1" />

<mask user="*\*" add="sAMAccountName=\2" />

\1&\2(F, userBHED—TBIIYADDYIDTY,
o <expr /> - ERRBEFEALLI-Y-RT7VIL—F(BHEEmask />DIHEEERLU),
5 -

<expr user=""(.*)@([".,=0@\s\\]1+)$" add="sAMAccountName=\1" />
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<expr user=""(.*)\\ (.*)" add="sAMAccountName=\2" />

RADEEERRIBOFIGFRDESD,

IAD EERFH
# [~.,=Q@Q\s\\]+

e <filter /> - LDAPEZEI/ILA—,
B SRR
value ERERANDEEZFEALTRERI1IA—(SEMEINE X FE,

243 —DEHE

<set variable="admingrp" filter="&amp; (objectclass=group) (cn=ESuite Admin)"
attribute="dn" />

<mask user="*\*" add="sAMAccountName=\2" />

<filter value="&amp; (objectClass=user) (memberOf=\admingrp)" />

BFEZICadmingrph"CN=ESuite Admins, OU=some name,DC=example,DC=com"{E%ZHNF
L. 1Y —AAlFdomain\useroiziGE . ERDIMIINA—[FRDEENTT,

" (& (sAMAccountName=user) (& (objectClass=user) (memberOf=CN=ESuite
Admins, OU=some name, DC=example,DC=com) ) )"

LDAP/ADEZEE D% 5E fI

RI(Z. LDAPE{#E A URZEREEN— iR HIL R EHERULET, X E(d. Control Centerd) EIE —
LDAP/ADEREE ©H 3y (7 FINVARRTE) TITLET,

E’&Il
ﬂFIJ'II
!

AN ELGEBEEDOMEANIA-FIROESNTT,
e FAfY:dc.test.local
e Active Directory”J)l—7:Drieb Admins

Control CenterME% 7€ :

®E E

B=—N=-0B47 Microsoft Active Directory
F—N=7FLA dc.test.local
FRETR1-HY—-0O0d1vTvTIL  THIVIIAD test\*F 7z *@test.local
B AgA \1
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&
e DrWeb_Admins
VEPANL L] -7

C4. )\—3vyavtehay

RC-1EEFEREENMAE—E

d—-F =33y
WmERIIN-TEEE

1* wmERIIN-TnT0) 74

¢ wWRIIN-T0T0)I8T4

o TES

3 AR TIN—T DR EEHE

4 E*’J’Jb—jwﬁﬁi’éﬁ

5 AR TONTAEHER

6 AR TONT1EMmE

.,E-Iﬂ“:I

B

EEENPIFIMNARYEI-DATRS

CEDTERI—Y=HI—-TDIANTT, 7V
FILWARY FI=D I —(CIELTDIAT L

G —TERERENETH, EDHTRBE
NTEBDIEESNLEIN-TIAMCESF
NTLBIHKDHTY,

EEENTIONT(ERETIENDTES
—HF=HIN—=TDYAITT,

N=3YaV1DYAMIHBZTIN -T2 ERT
WBRENRHDET,

EEENREEHERTHIEOTESI-Y
—IIW—TDUALTY, Fe, EEEE. UA
MEHBTIN—TETIARVET BIHKRDERTE
LHERTEET,

N=3YaV1IDYAMIHBTIN—-T2&RT
WBRLENHNET,

N=3y2aV3(CmA., TENFAISNTIE
ER

=393 3DUAMIHRTIN—TEERT
WBAHELRBHIET,
EEENTONTAZHERTIENDTED N
RKOTFA4YITHZI—F =TI —TDYAK
T9,

N=3yYaV1DYAMIHBZTIN—-T2ERT
WBRENRHDET,

ACL. & . FFAIBEZEHFT,

Control Center®t/7 Y3

v

POFIAIWARYRI=D

PIFIAINARYRT=D —
i - TONT4

PIOFIAIWARYRI=D

PIUFOANARYED=D —
£t - RITHOIVIR—-%
k

\I

PIFIANARYRT=D —
£k — FRE

BRE thyavA

PIOFIAINARYEI—D

PIFIAINARYRT=D —
£t - T0NT4
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AV EV)

ImRETI—TIEM,
FERImEKRETIN—-Thb
HIBx

i >R & HI bR

)JE— FTOAgentD[
AM=IEPIAV A=
)

ImRDIES

#iit— R

158

N=3y2aV5([CMA . TRENFRAISNTIE
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WTOLR— MIZESNZHERZED
&)
GEN.ServerOriginatorID FHHEORZELR— FEEEL. ImED
BTSN TLV3Server®UUID
GEN.ServerOriginatorName F[HRIRELR— FEZEEL. HERD
RSN TLVServerD £ Ail
IRAREFDD)TANIIF—
I$5A—4 E
BHRIDEZERH AN Z(TERSIZEENN T, ServerD oD 7 U FIAIVAAVR—2R D FDE
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E
HHPICIS-HRELLEOBEDNHLIZ R ILEEINET .
DEHNFE,
MSG.Product

BHFSNIZR M

Serverh' vt — %55 LR (A
—A)

MSG.ServerTime

BHMOBRD) WYL ERBREBEOAF Y VIS—

IN52—4

BEIDE(SIER

BAERE

e

BXOZEBO/N\YY1D)AMbDEBERE TAF vV IS-NREELLSEE
([SEESNET,

EEZID)\WY1DUA ML R HEICRET 5@ AT . BEXIDE B DHash
BulletindE ANSM LY ASN TS5 E (ServertMERT 371V A% -0
DU EDSAEVA) (CBRDETRETY

1LY AIR—Iv— OEHYavICHD BHFraIEhSHash BulletindU R
b DINFGA—BTHERTER MLV AT —DIEHRD D, IV AEHERTEE
9 (Hash Bulletinh*54 Y AN TV LMEE (X ZD/II5A-FE R RSN EE
),

MSG.Component dVR—%V M

MSG.Document BHINEEZRO/\YY1EED
Bulletin

MSG.Error I5—AvytE—Y

MSG.ObjectName ATI1H A

MSG.ObjectOwner ATITH b OFRESE

MSG.RunBy Jvik—2U beEEs L1 —Y—

MSG.SHA1 BHEINEZATIID FOSHA-1)\Wa

MSG.SHA256 BHINEAT I1D FDSHA-256)\v
V1

MSG.ServerTime ARV M2 (TE TR (T IIE
HERF)

GEN. ServerRecvLinkID BEfmenNimEROFHRERELR— b

®1E£1E LItz R DI % Server®UUID
(COServerlC¥E#H SN TV IREKICD
WCOLR—MIZESNISFEETZED
&)
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BEHSNEIREROFHRRELR—
®1£1E LI R DIk #EServerD £ Bl
(COServerlCHERHESN TS IHEKICD
WTOLR— MIZESNEIGEE R =D
&)

FIHRRELR— FEEIEL. RN
I T3 Server®UUID

FEHEREL R— FEZEIEL. ImERH
B IN TLV3Server® 4 Bil

IHARNDZ(TEROIZBENAN T, AF v U DT T [OVNTEHREN HOLIZE(TE
ESNFT, EEBACE ., BEL AT vV OMEHFHRELEEINTNET,

BEHIFEN,
MSG.Component
MSG.Cured
MSG.DeletedObijs
MSG.Errors
MSG.Infected
MSG.Locked

MSG.Modifications

MSG.Moved
MSG.Renamed
MSG.RunBy
MSG.Scanned

MSG.ServerTime

MSG. Speed

MSG.Suspicious

AVR—%RV b
EESNEAT I bO%
HIBRENZAT IO b O
AFvUIZT—DH
REUATIID b ¥
TRYIESNEAT IO b O

DAV ADEREIDEFE (R LA T
J1H D%

fREtCRE B LA T IID b
BAEEBESNLATIID O
AViR—2RY MeEEF L1 -
AF v LA T I D%

AR M Z(TEOTRE (T 2y iR
HEREF)

ALIEEE (KB/s)
FEOLWATIID b
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MSG.VirusActivity

GEN.ServerRecvLinkID

GEN. ServerRecvLinkName
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BHSNEIHEROFHRRELR—
#IE(E UTeix R DB% & Server®UUID

(ChServer|CiE#HESN TLVBIREKICD

WTOLR— MRZESNEIG S ZED
&)

BHESNEIHEROFHRRELR—
#1E 15 LIl R DB EServerD 4 /il
(COServer|ZHE#HHREINTLBIRKICD
WTOLR— MRZESNLIG S ZED
&)

FEHRRELR—FEEIEL. IHmERH
RSN TLV3Server®UUID

FEHRRELR— FEEEL. IR
RSN TLV3Server® 4 Bil

HRmRhServere D E ER UL\, BEHROEAZRFLBIEERCON
THERIBEEFRAISN TV B IMEBILEESNET,

BEHIEFEN,

MSG.ID

MSG.Rejected

MSG.StationName

fiE

D347V k(IRFR, Agentf VA =3,

NEERT LIS ECEEINET,

RHDIHARDOUUID

R

e rejected - MARADTHLAIFHE
BEINET

e newbie - WERCITEFFRIHEK
(newbie) | AT—H2ADEIN LK TEH
HFELEZ

I R A

% #&Server, Proxy Server) ED3E#%

EELTUERICETEMNORXEEENCTSICE. EE — Dr.Web
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135A=45 fiE

ServerMERTE — et tHYaVvRNT BER T U (CFIvvEA
N.BULEDYaVRTEZUTEIIIOA—AERTELTUREL,

=5 MSG.Total BT UEROK
MSG.Type D347 bDTESE
WmRIFITICATIOLTNET
NIA-4 &
BADEEER Server\Q#E#E & 1T LI R DIDAY, 3 ClCServer(THE#SN TV ImER
DIDEFE—THIBEISEIESNET,
BEIERE DEHIEEN,
£ MSG.ID IR UUID
MSG.Server IR RSN T3 Server®ID
MSG.StationName i

IHEKIZE L\ EServerllEHRIN TLEEA

NSA=4 &

BHIDEEEH ServerAT Ya—ILIRDAADICE UGEESNET, I kMR VE CDServer
[CHEHSINTOENVELERDOED, ., REICEHKINZBH AN EEHINTL
7,

BRIRE AR RBEGINTOVENERGESN2HREE. 2 — Dr.Web

Server Task Schedule H(CH3ServerArYa1—)L0) EHifEServer!C
BEHUTLVELMER 320 TEHRELET,

T LOmKROEBERIFERATELE R,
MSG.DaysAgo REICGARILTh OB LA %
MSG.LastSeenFrom Server|CEREZ(CEARILEIRARD T LA

MSG.StationDescription i R (D E5 AR

MSG.StationID i KUUID
MSG.StationMAC ImARMACY FL A
MSG.StationName ImER £
MSG.StationSID ImARDEF1UT4ID
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BHDEEER ROVWTNHDERICLD, IHROBEENVERIGEIEEINET,
o BEETT TS
e BEHEEATS
o N—FIIT7DREIEDAT—IAEEETS
o BEEERTL. EHEERATS
o BEETZTL. N—FII7DREILDAT—HAELETS
o HHEEAL. N\—FIIT7DIREIEDAT—AAEZEETS
o BEERETL. EHEHEAL. \—FII7DHREBIEDAT-IAELETS
BEERE WERNFEH,
I8 MSG.Reason BEHER
FINHIZEEFDEADYAMIDNT
FEEEDTYTL—rESRBLTRS
WmRIEBHMICEKESNELE
ISP L &
BEIDEXEEH R RN Servere DIEFEZER L, FNH'ServerlCL->TEEMIICEFAIS
NEGEISEEINET,
BEETE hid. EE — Dr.Web Serveri® € — £ tHYavAT FRia=R
BHRE—FAT703VIC BEITPOEAZRETS OEHIFEEINTSE
BICEIBAREENHDET,
T8 HFELH,

MR EEECLOTERESNELEL

INSA=4 &

BHDEEER FiRImERNServerE DEHFREER L. FNNEEEF(CIH>TFHTHRESN
G EIEEINET,

BHIERE Zhiz. B3 — Dr.Web Serveri% & — £#% VY3V AT FHRIER

BRE-F 4703V FRMTPIEAERETS OEHFEEINTIT,
BEEENZLTIHRICHLT PYFIMNARY I B k&R

ik o T RIREN R ERBL, ISIIUIN—TERETSE 47
YaVEREL TS SRR A A HIET .,

T8 MSG.AdminAddress Control Center®=xy =07 KL
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MSG.AdminName BEEEL

BEHEERTIICEmROBEENVETT
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BENOE(SER

]

IEARNDZ(TEROIZBENAN T, "EDM VA IVEEEH SN, ImERDE
EEFNDLETHEEORENB LG RICEEINET.

WEHNFEH,
MSG.Product BHINEE&A
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f18KE. *YFI—DF7 FLADIEE

EEOBORENLL FOLBITT,

o TR PRLIBICBERAING 2—IL B JILETTEFNA QK TEINET,
o S-RAVPTERN(BERAZICEED) FATTEINET,

e AT VarNIVAV MIAEEIMTEINET,
e ERNTLZELDE: :=OERIICEZFT . ERFARICESZET \VAHR-FTIPEEE) .

El. 7FLAD—{ET74—<Iv b
2D =D7 FL AL TFOLIICIENET,
[ <protocol>: / /1 [ <protocol-specific-part>]

T4 TlE. <protocol>\ETCPIERFBEET , <protocol-specific-part>DT 74 MEIE T FUr—avlc
O TRENZET,

@ ROEBET RLAR K EEFFRISNTLET,

[ <protocol>/ 1 [ <protocol-specific-part>] .

IP7 FLA

<Interface>: : = <|p-address>

<ip-address>13E) 7 FTHFHNTEDNSE . FFIPP RLADWTNMMIENET (§]:127.0.0.1),
e <socket-address>: : = <interface>: <port-number>

<port-number>\310EH THEELET,

Y—N—FEFAgentD 7 FLAEIEE TS5 E . RIS TALINON-JaVERETEET ., UTHFIAT
E

o <protocol>: / / <interface>: <port-number> - IPv4H LU IPveE{FE A,
e <protocol>:// ( <interface>) : <port-number> - IPvADH&{ER
e <protocol>:// | <interface>) : <port-number> - IPv6DH & {E A,

1F
1.tcp://127.0.0.1:2193

TCPZORIN . AVA=T1—2127.0.0.1 LDR—P2193FEKRLET,
2.tcp:// (examle.com) : 2193

TCPZORI., IPVASL A=D1 —Aexamle.com EDR—F2193%EKRLET,
3.tcp://[::]1:2193

TCP7O ML, IPV6A B—JT—A0000.0000.0000.0000.0000.0000.0000.0000LMDKR—F
2193%EBRULET,

4. localhost:2193
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mLE,
5.tcp://:9999

Y—N—DE: 7TV =3 ARTFELET 74 MDA VA=D1 —AGEE  ERARERA VA—J1— A%
T).h—1F9999, USATF VU MDIE: PTVT— a3 lRIFZLERA DT 7)) MESE GEE(T
localhost).m—Fk 9999,

6.tcp://
TCP7ARIIL. TI#I FR—I,

EHEERZONI

<protocol>/ <socket-address>

<socket-address>TH—N—DV Ty b, FEEDAT7 U FOUE—- M —N—DO—-DIL7 FLAZERELET,

F=R05LERZONI

<protocol>:/| <endpoint-socket-address>[ - <interface>)

1F
1.udp://231.0.0.1:2193

FIAIWRTTPTIT—=0a K FELTWBA A=D1 —A LT, YILTF YA IIL—7231.0.0.1:2193
EFERTEIEEERULET,
2.udp://[££18::231.0.0.1]1:2193

FIAIWNTT TVT—=auKTFELTLNVB A VA—J1—A LT, YILFFY AN —T
[££f18::231.0.0.1 )1 &FHTREEELKLET,
3.udp://
PIVT—=03NKREDAVRI—D1—ABLUVIY FRI VR TT,
4.udp://255.255.255.255:9999-myhost1
myhost14YA—JI—AEDHR—F9999DTO— FFvATAVT AV —IBERLET,

UDS7 FL A

o HEfTIERTOMIL:
unx: // <file_name>

o TRYSLIEMTONIIL:
udx: // <file_name>

IR

1.unx://tmp/drwcsd:stream

2.unx://tmp/drwcsd:datagram

SRV7? FLA

srv:// [ <server name>] [ @ <domain name/dot address>]
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E2.Dr.Web Agent/Installer®7 FL A

Dr.Web Server\0)i& &5

[ <connection-protocol>]:/|[ <remote-socket-address>]

T 74 ) 8 Tl& <connection-protocol/>\TIKELE T,

e tcp://127.0.0.1:2193
=T NyOR—b21932BRLET,

e tcp://[::1:2193
IPV6DIL—TFINYDiR— b2193EEBRLET

<drwcs-name>J0O D T7I)—EI Y Rk MefEFA LZDr.Web ServerO’s
-3y

[ <drwes-name>) @ <datagram-protocol>: / / [ <endpoint-socket-address> | - <interface>] ]

T 74 ) b Tl& <datagram-protoco/l >R FELET

e drwcs@udp://231.0.0.1:2193-0.0.0.0

ETDAVR—TI— AT EY AR IN—7231.0.0.1:2193%FHATRTCPERKICTTEdrucsiE
HofzServerOb— 3,
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f+8&F. URI MO EHE

| iR MO E IR Control CenterMd i U T 3R ENBITOCENHEINE T, SHAIOVTIE. B
BEIZ17)0 Dr.Web ServerJik Y M D EIEES BB LTS,

URY MIRER>UATOURY MIEREI7MIVUCREFSNET,
o EFERTFE I7AIFIRI FIDIV—FTAIVHRICHD, BEFHY—N-0)S5A-3EEELET,

o BT IPANBZETIURIMEROI—FIFIARICHD, ZORRBOT7IVEY FEBFREE
ELET,

@ RETMIVEmELLREY - N—EBEISEWLES,

ili HWEIT-IIIDEDIA VA== =) Uhety b Py T TR (BEBEY 170 EHD

Dr.W. rverZ 0%y b —D Q¥ SER) | BRE I7MIVERBO—E TR LVEH, I5-Y A
TLTREBCERAETERVELDRICTERBLES ) BEHFHROIS—EHCIHDTEFETUT
DEBNTY,

o E7Y-N—-ICBRRILEREEFEALET,
o THRH—N—TRIHTTPTOFUVEBHTOIVIR—RY FORIEAZEHICTEN, BREER—DF
FICLTERLY,

F1. £i&&ET71)L

Servers

.servers 774 JUICIE. Dr.Web ServerJik ¥ FJATGUS H—/i—nnDr.Web Enterprise Security SuiteT
UR—RVNEEFHTEIH—N-DVAMEENTVET,

FOHER . VAMIHBServerlER—ILEN ., BFHHRINTEER— DR EESNET,
IR

esuite.geo.drweb.com
esuite.msk3.drweb.com
esuite.msk4.drweb.com
esuite.msk.drweb.com
esuite.us.drweb.com

esuite.jp.drweb.com
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url

url77PMIVEER, BEY - - HEDDr.Web #EDEHNEFN TS BEFHT—)N—LDTAIS - DX
—AURINEFNTLET,

1

update

.proto
.protoZ7M V. BHY—N—hoEHEZIIMIBRCEASNZIOP LB HEENTNET,

ROEZFERATEET :http | https | ftp | ftps | sftp | scp | smb | smbs |
file

ilf smbBLUsmbs A RIIUFUNIXZROSDY —N—TOHERATEXT,

IR

https

.auth
Lauth771ILIC. BEHY—N— ETO1—H—BIED/S5A—ANEENTINET,

RDITA—IYPTHRELET

<user name>

<password>

A—Y—RARBHEBETITH, NAD—REEETT,
1

admin

root

.delivery
.deliveryZ7MILCE. GUSH—N—h o EHEEIETIRORENTENTVET,
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NPl AIRET fiE % BEA
cdn on | off iRy MJHO— Fer(ZContent Delivery Network Z{#F1 :
e on— CDN%{EMH
e of f —CDNZEERALE L
cert drweb | valid | BEIMICERIND . BHHY—/\—DSSLIIEAE 557 :
any | custom
e drweb — Doctor WebMSSLEFBAZE D &5 7]
e valid — BXBIEEAZEDH EEFA]
e any — HoWBHFIBAEFEFE
e custom— 1—H—[CL>THEESNLIFBAEREFA]
cert-path cert NIA—=AH(Z custom E— FHERESNEIZED, 1——5%F
EAD)IATT,
ssh-mode pwd | pubkey scpBLUsttpFAMIIV(SShAET) 2ERATIIHEDFRAE
— F':
e pwd — 1—H¥—-0OJ1UBLUVNAT—FICLDERE
e pubkey — BEEILF—(CLBERE
ssh-pubkey BHFHY—N—DINTV9Dssh¥x—ADI A
ssh-prikey B#HY—N—DT 54 K= bssh¥—AD/{A
F2. RImEEET7MI
.description
.descriptionZ7MIVEE BB EHRELET, I71INFELLGMES . EROBIHIADZFINE &
BELTEAINZET,
1 -
Dr.Web Server
.sync-off

STV H M EHEESNICLET IVTUIYEEZRHNE R,
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GUSH o DY —N—URY MEIHEFCH TSRV ERETHT71)

.sync-only

.sync-only774JUICIE. GUSHbDYRY MEFH HICRIEASNBIYRI M IT7MILDYA N EETHIER
RENEFENTVNET, . sync-onl yRTHEEINGHNEIRI M TP/ IVEREISNE B, . sync-
only 771 IVBEFEELLLMES. . sync-ignore77MIVADEREICLI TSN TR EHEDZRRS. £TDY
RI M T7LID EEISNE T,

.sync-ignore

.sync-ignoreZ7MIUICIE. GUSHoDYRY FEFHDICEEALEGWRI M I7MIILDO)AMNEERTDIE
BHERBENEFNTVET,

BRIV SNBI71IL DB

“windows-nt-x64/
“windows-nt/

~windows/

BEIPMINEERAYSIEE
AN . sync-onlyZ7MIE. sync-ignore 771 EFH>TWVBSIGE . LTI —ILHMERINET .

1. FFUNIC. sync-onlyBMERAINET, . sync-onlyI7MIVRICBVNI7IILIEREBSNF EA,
2. HBODOIT7AI LT, sync-ignoreM@AINET,

Y—N\—hbDAgentEFHEFICHTERNEHRETHT71)

.state-only

.state-onlyZ7MILICE, H—N—DbDAgentBEFH RICEEASNBIURI M IT7MILDUAMEERTSHIE
HERRNPEINTVET, .state-onlyNTHRESNLBHZYRI MIPMIVERIEASNE B, . state-
onlyI7AIHEELLBIMESR. .state-ignore 771 IVADEREICLSTHREASINTIBLDER. £2TD
DRI MITPA VD RIEASNE T,

.state-ignore

.state-ignoreZ7MILICIE. H—N—NbDAgentBFH FRICEHALLGWWIRI MIZMILDYAMNEEET D
ERTENMEFNTVET,

1F
o RAVEE, HEE. AR VEEDIVA—TJI— AT EBEZ(TRNF A (ZOMDFTEEZ(TENET),
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)
o 64y HRWindowsFHDIViR—2 Y MIZ(TEDEE A,

; ~common/ru-.*\.dwl$ this will be updated
~common/de-.*\.dwl$

~common/cn-.*\.dwl$

~common/es—.*\.dwl$

“win/de-.*

“win/cn-.*

“windows-nt-x64\.*

.state-only77M)bE.state-ignore 774 IV EAINBIEEL . sync-onlyI7MIbE . sync-
ignore 77 IDEHEEERUTT,

B DX EHRTE

notifyJI—TDIT7AIUCL T ERIOEZDEHT TICOVWTDRBMIATLEERETEET,

| NoNREF WANEHINELZ EMTOAERATEET, ZOMODEHMIOVTIE, BRI G
: BRINFE .

BHYATLICEATRERMBRERICOVNTE, EBEIZATVIAR-IDEMETFESRUKE
S[h%

.notify-only
.notify-onlyZ7MIICIE, ZEESINZEEHDNEESINDIRIMITZMILDUAREENTNET,

.notify-ignore
.notify-ignoreZ7MILICIE. EESINTHEMEEELLGVWRIMIZPMLDIA M EENTNET,

REIPINNEERT SIEE

AN . notify-onlyZ7MIbE . notify-ignore77MIEHF>TW\SIGE . LTI —ILhiMERINE
B MEHEFIC. GUS NoEFH SN T71 LD BRNIRA MRICH D T7 M ILELLEEINFE T,
.notify-ignoreYAMIEENTWBIPMIDRAICERIISNET,
BODT74INCDOVTIE, .notify-onlyJAMIEENTWNEWIZMILDERNENET,
NFTOATYTTENSNEGNIZTPMIDELOTIVEZE . BHNEEINET,

R WP v
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.notify-onlyZ7MIbE . notify-ignore77MIHEFEELEBES . BICBANEEINZET (Control
CenterDBHEZER— I THMICHO>TWVERE)
il -

.notify-ignoreZ7MJLINT".vdb.1zmaSDERNDERESNTNVT, VMIAT—IR—-ADHHEHS
NZHE. BAGEEINF BN, TARN—-AL—#E(Cdrweb32 . d11IVIVEBHINLIGEGENE
EShExd,

AR TE

.delay-config

.delay-configZ7MILICIE. HBRBEFHLWEIIVICYINEZABEEEMICTIRENEENTVET, Y
RYMIEEEWON=JaVEEELET. BHEITONLGEDET (B GOIKREN NEHEISNET), COUE Y3
VEBELTEVWEEEEN M LSS . Control Center W CEMEEAMICLET (BEEIZAT7ILOD
Dr.Web Server )iy N D EIESH) .,

T7PAIVICIE, EIIAVTREIONERXFINXFER I LBL220)/I5A-ANEENTVET,

T7ANTH—=IV
Delay [ON|OFF]; UseFilter [YES|NO]

NSA=4 aTRER (E SR BA
Delay ON | OFF e ON - R EHDELENENTT,
e OFF - R BEHDEMHENENTT,
UseFilter YES | NO e Yes - .delay-onlyZ7MILADBRNIAMIEFNE T7MILICKHTEE
HDHEEIELET,

o No - ETOEHERMELET,

1

Delay ON; UseFilter NO

.delay-only

.delay-onlyZ7JICIE, ENEEE T ETHMDFTLLWE IIVADYINEZEERNICT S, T71ILD
DAMIEENTWET, T71ILDVAMIERKRROD I+ —IYFTEMNTVET,

DRI MBEHFHDI7MIDBEESNLEIADICEELL. . sync-only77MILAAD UseFilter FRENERIC
BoTWWeEE . UE VAV ERKSNET,

.rev-to-keep
.rev-to-keep 771 ICIE. RESNZIHERIEJIVDHENEEINTVET,
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\@,

f18%G. REI7MINITA =3IV b

COEIYIVTEUTOI7MINDTA—IYMIDWTERBALE Y,

T74)b B1LL]

rwesd.conf Dr.Web Serverz% & 771 )b
webmin.conf Dr.Web Security Control Centers%E 771 )L
download.conf T—AOAYYO—- RICBETRERE TPV

drwcsd-proxy.conf Dr.Web Proxy Serverz% i 771l

drwreploader.conf Repository Loaders% & 771l

I 2UTEAVR—RY MOBHBZIVE1—8—(2, LILITOTH Vav B E %I o7 Agent Bif VA ~—
Ly IENTWVBIEE. RET7MIVERETBAIIC Agent £%E#2 T Dr.Web Self-protection JViR
—3V MEEMICLET,

EEELURELLZ(L. Dr.Web Self-protection AV R—% Y MEERICLTHCER#HRELE
j-O

G1. Dr.Web Servers* £ 771l

drwcsd.contY—N—=FBEI71)E. T2 TIEY—=N—A VA=) TAHIED etc BT TAIARICH
NET, H—N—DIIVRESAVINGA=ATEHELTNDRIGE . REI7MIIOZELNADOT— Y3y, BLUA
BIEERECEFT GEMILT45EH3. Dr.Web Server®a&BLTESLY) o

Dr.Web ServeriR E 771 Ve FEICEBTSI(CEIREITVET,

1. Y—N—&F LT (BEEEIZ217I 0 Dr.Web ServerDiEEtizILSH),

2. Self-Protection% #&3hICLE T (Self-Protectionh' 7 D717 fsAgentE 4 VA =L LTEIGE - Agent®dIV T
FAMAZI-A),

3. U—N-REI7MIEmELET,
4. Y—N-z2Z2BLFT(BEEEIZ217)L0O Dr.Web ServerDi2 =L SH),

Dr.Web ServeriX €771 J74—<v b

H—N—FBEI7MIVIEXMLIA =Y TT,

Dr.Web Servers&E 771 ILI\5A—4:

® <version value='"'>
BREI7MIVDRED/N—I3UTT,

® <name value='"'/>
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Dr.Web ServerZ7z(3Dr.Web Server® D3 23M £ Hil, Sl Agent. Agentf A k—3. Control Center
([CEHTHREBEINZFSICFERASINET, Dr.Web ServerV 7 917 VA R—LENTVBIVE1—4—4 %
FEATSICE. EZZBDOFXRICLET (T I4ILNTRER""HERASNET)

® <id value="" />

B—N-D—B0HAFTT, NEFTON-VavTRY-N-31 LV AF-—ACEMN VLI, N—
JAVI0LARE TRY —N-FRET7MVAICRTFSNTNET,

e <location city="" country="" department="" floor="" latitude="" longitude=""
organization="" province="" room="" street="" />
F—N—-DOBHHMETY,

BHEDEREA:

Bt B1LL]
city #hhi 4
country =l
department HEA
floor AR7ERE
latitude BE
longitude RE
organization a4
province B4
room HEES
street i

® <threads count='"'/>

Agenth' oD T —RZET B ALY FOTT . H/IMBELST, T2 FTESICEOTWET . CD)ITA—ASE
F—N=DNTA—-IVAICEELET, THZHILSIR— b oDIERAGUVRD, ZELGVIEEHELET,

® <newbie approve-to-group='' default-rate='' mode='"'/>
FRIEROT7IELAE-FTY,
BIEDEREA:
Rt AIRER iE B7LL T4k
POLAREMMIERA TS E-F gienige  Everyone
approve- i (mode="open"') T, FLWIFHFKIIK L B —FHF54JELTEIN
to-group CTIAWPTTFARVCHRESNTY  Lrpia i}
BUIN—TTY, ’
default- AV-DeskA37DEAEBEIRIICEF {ENZEDIHE. Dr.Web
rate EH'%; E— F(mode="open') C. 31 Premium J)L—THEE
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=4 AIRER fE % BEA T4 b
LWMRRICHUTT 72V NCERETS  TI0ELTEMETOHNE
VICEREEINTWBTIL—TTT, 7,
e open - 7UEA% B
BRI TS
e closed - &IZ7DEA " e s
mode BIEETE FLWMRRDARRIY—TT, -
e approval - FEITY
DEAEHERTS

FHOVTE, BEEEYZA7I0 #FHLLGROAZER) Y —ESBU TS,
® <emplace-auto enabled=""/>

FTTICAVAR=ILENTWBTZHIY M BNBLME SIS, TIL—FA VA=Vt —JEER U TAgentE (Y
A b=ILFBFRICControl CenterNTimk 7 HDY b atEf T3 E— KT,

B AIHETS (B 771 b

o yes - BOBVGR7NVY MeBEIRIICHERLET,

cnabled | * no- AVAR—IUE, T —TRICT TIAERENTOBRER ..
DTNy FOBEBN TAEET., ZOBRADA VA =L
H—INEBEINET,

¢ <unauthorized-to-newbie enabled='"'/>
RARIKRICHTET7IVaVDR)Y—TT, enabledERATERZERFLUTOEENTY,
o yes - FAFBICKRRUEIRRK (T -IX-ADHERLE) FBBMICHRmKRCI LY FSNET,
° no(T 74V ) - BEDEEE—FTT,

® <maximum-authorization-queue size="" />

F—N—LTORBHELF1-NOHRELERTT, 772 MREDEEF, TOZNIIVTR— MILBIER
DHIEEDHITILIICL TS,

® <reverse-resolve enabled="" />
IP7 RLA%Dr.Web Server0J 774 JLIAMD DNS & TEEHZET, enabledERATEBREIILUTDE
BT,

o yes - DNS&ZXRRLET,
o no(F74IL M) - IPY RLAZRKRLET,
® <replace-netbios-names enabled="" />
JVE1—5—NDNetBIOSZ ZDNSBA TEEHAF T, enabledCERATERZERIUTOESENTT,
o yes - DNS&ZRRLET,
o no(F74JVF)- NetBIOSEZEFRRLET,
® <dns>
DNSEXECY .
<timeout value='"'/>

DNSIES|E - #5IEDAA LTI F)TY, BRIRTBETORSHFEICHIRZER (TSR (IEZO0ICERE
big-o

8%



A7

-
$

A
d
A

F2E T8k | 81

<retry value="" />
DNSOTUDFRRICKERUILHE(C, DIVE#EDBRTEIHD LR T,
<cache enabled="" negative-ttl="" positive-ttl="" />
DNSH—N—-DIEEEF vy Ya1lCREFTSEME (TTL) ZRELFT .
BHEDERA:
=43 AIREE e

e yes - [5&EFryYall

LFET,

enabled LT SEzX v 1LRETSE-FTT,

e no - ixEEFvYYall

RELEEN.

DNSH—N—hbDRrAT1TBHEZEF vy allREF (TTL)

negative-ttl - TBEER (5) TT,

DNSH—NI—hbDRIT1 I RIEEEF vy ValTRE(TTL)

positive-ttl - 3B (4) TF

<servers>

T2 D Y AT LYAMIEZ#NSEDNSY —NN—UARTT, 1 DL ED<server address="" />FILX
VIEESL, #Daddress\ oA —N—DIP7 RLAZEZLET,

<domains>

7_'"771'”/ I‘O) :/7\7_'.L\IJ7\ H:E%#ﬁbé DNS |‘)(’f VIJR I‘_Cj-o 1'31/1J:0)<domain name="" />F1T LAY I‘E
5, FDnane/ \TA—IN A U EZEEELET,

<cache>
FryVa1DEETT,
<cache>IUAVMIBUUTOFILAV M EENFT,
0 <interval value="" />
LTOF 15779173/ (7)) TT,
o <quarantine ttl="" />
Y—N—-FREE 771 &) -7y T3 (F) T, 774 b TlEe04800 (LERM) (CE>TVET,
0 <download ttl="" />

BADA VA=V —J"D) =07y T3 3R () T, 774 b TlE604800 (1:ERH) (CH3-T
WE9,

U <repository ttl="" />
F—N=URINRADT7INZD)-27vT S Bk (7)) TY,
B <file ttl="" />

740 F 918D —-07y S350 (F) T, 774 b TlE604800 (1LER) ICHHTLET,

® <replace-station-description enabled="" />

Dr.Web Server L QiR DAL, iFK LD I AT LTOANTAR—J) AVE1—3—0DEA 71— k%
FHEASEET, enabledITERATERERLTOERNTY,

o yes - F—\—EDFRBAZIHR LOFRACEEMAET,
o no(T 74V M) - IR EDEREAZHEBRLET

i 8



A7

-
$

A
d
A

FE2E F8F | 82

® <time-discrepancy value="" />

Dr.Web ServertDr.Web AgentfllDd Y AT LFEDHFRTIER (DB EHEELET FEEMELILE
WRZEVFEIDr.Web Server®in RAT—HAICENDENRTINET . 774 FTE3RTHEESNTUOE
. ENZEDFE . FERONFEESNTNBIGEE . YATLRROEZEWNIFIVISNE LA,

<encryption mode="" />

FSI49DDEEBALE— FTT o modelfEATERERLULTOESNTY,
o yes — BEELZHERALET,
° no — ESILEFERALEEN,
o possible - lESIENATRETT,

T4 MEyesTT,
FEMICONTIR, BBEYZATIVO L5740 DR ELEEEESRBUTIRS,
<compression level="" mode="" />
FITI4YDEMEE— FTT,
EENERRA:
B Al RER L
level 1~9NEHTY, EMELANILTT,
o yes — EfEZFEALET,
mode e no— [EfEEEALEEN. E#EE-FTY,
e possible - EMENAIRETT,
HMEOVTE, EBEIIATIG bSO ELEEHEESBUTESL,

<track-agent-jobs enabled="" />

D—DAT—3V ECERITSINEARADDFHEREEA)IIL U—N—F—AX-2ARNIRTFELET,
enabledMEICEyesFlEnoaERATEET,

<track-agent-status enabled="" />

IROIREEICH TR EBEEAUITL, [FHREY —N—FT—AX-2ARNIRTFLE T, enabledDIEICIF
yesFllEnoZERATEZT,

<track-virus-bases enabled="" />

IHREDVMIVAT—ARN-ADIKREDEE (B, TE)EEZA)UJL. BREY —N—T—AX-2AIC
RELET, enabled(DﬂE(:(atyesik(ino’éﬁﬁi'@%it <track-agent-status enabled="no" />
DIHFE . COINFA-FIE|RENFT,

<track-agent-modules enabled="" />

HEREDEI1—IDN=JaVvETEAIITL, [FHREY—N—FT—HAX-2ARIRTFELET, enabledDiE
[ClEyesFrlEnoaERATEET,

<track-agent-components enabled="" />

IR EDA VA= SNEIVR—R Y MAREEZA) VDL, BHREY —N—T—AX-2ARICREFELET,
enabledMEICEyesFlEnoaERATEET,

<track-agent-userlogon enabled="" />

mERLEDI-HF—tyoaVvEEZAITL, BHREY -\ —T—AR—-ARICRFELET, enabledDIEICIF
yesFllEnoZERATEZT,
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<track-agent-environment enabled="" />

mAREDN—FITTPEVITIITTOERETAIIT L, [FHREY —N—FT—ARX-ARICREFELET,
enabledMEICEyesFlEnoEERATEET,

<keep-run-information enabled="" />

IR ECEMET 7 UFIMIVAAVR—2 VU rORIIREZE LICRE T 1EHREE_AUVT L. oD 1EHREY —
N=T—BAR—-ARICRFLET, enabledDElCEyesFEnoEERATEXT,

<keep-infection enabled="" />

IR EDBBREEEZAIVIL, BHREY —N—T—ARX-ARICREFLET, enabledDfElCEyesFE
TZnoZEATEEY,

<keep-scan-errors enabled="" />

mREDAFYIIFT—EEIAIITL, BHRET—N—T—AR—-ARICRTFELET, enabledDfEICEyes
FBFnozEHATEET,

<keep-scan-statistics enabled="" />

mAR EDAF v UHETETEZAUIT L, BHREY —N—FT—ARX—-ARIRFELZE T, enabledDfE(CEyes
FBnoZFEHATEEY,

<keep-installation enabled="" />

InR L TOAgentDM VA M= JUICBETREHREE-AIVTL. TNoDEREY —N—FT—AX-ARICRTEF
LT, enabledDE(CEyesFhEno & FERATEET,

<keep-blocked-devices enabled="" />

Office Control VR—% Y MZL>TIOVDENT=T MM AICRE T2 IEHEE-AUIT L. EDIEHREServerT
—AN—AIRFLET, enabledDfE(CEyesFEEno 2 EHATEZXT,

<keep-appcontrol-activity enabled="" />

Application ControllC&>THE SNEZIRER TOTOL AT HT1ET4EEZA) UL (Applicationsha0Od|(C
74005 F378) . ZD1EHREServerT —AN—AICRFLET, enabledDIEICEyesFiElEno & ERAT
EX I

<keep-appcontrol-block enabled="" />

Application ControllZ &3 iR TOTOLADTOVDEEZAIIT L, EDEHREServerT —ANX— AR FL
F9, enabledDNE(CEyesFEno B ERATEET,

<quarantine enabled="" />

ik £ COMRBEDIKREICRAT B EMEETAIIT L. ENoDIEHREY —N—FT—AX-2ARIREFLET,
enabledDfECByesFldno B ERATEET,

<update-bandwidth queue-size="" value="" />
H—N—hbAgentlTxt UTEIHEEIETIRD . 2y bI—D 57400 8ED LR (KB/#) TY,
BEDEREA:

B AT RETS Bz T4k
. REFCERITIEDTERY—)\—hoDEHE(E
queue- © LEDEH Yy avD LRTY, LRISELLIGEE. Agent®')? TR
size o fEHIR IAMIRTFEOF1-[CEMINET, F1-0H4X
[ ERRIGBDFEE A,
o LIR(KB/H)

. HEOBAEETT, SR

value | R EHEEMRRNRETY
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® <install-bandwidth queue-size="" value="" />
im k£ TOHDr.Web Agentf VA b—JLARICT —RZPDERNTBED XY I =D 5490w EIRD LR TY
(KB/#)
BHEDEREA:
=4 A REL fE EEA T4 b
F1-OYA X CERBHDEEN H—N—hDREEFC
queue-  * EDEH EITTHENTEDAgentA VAL Eyoav o L IR
size o IR BRTY, ERRICELEZIBE . AgentDUDIAMIEST
HFHOF1—ICEMNET,
o ERR(KB/F))
value He (KB/% Agentf VA= DT —AEREDZKEETT, AR
o HEHIIR
® <geolocation enabled="" startup-sync="" />
Dr.Web Serverf@ O EEHRDEAZHRICLET
EENERRA:
=43 AIRER fE EREA
bled o yes - EHIZHAILET, EHE—
e no - EHAEREMICLET,
SEartup= e Dr.Web Serverfil Dk iz #EIL T SFRICUD T A banizth
sync = WM BEFRBRDBVIHARDETT,
® <audit enabled="" />

Dr.Web Security Control Center TOEEH(CLDBIEFEEZAUVI L, BHREY — /N —T—3X—-ARAIC
RELET, enabledDfE(CEyesFhEno B FHTEET,

® <audit-internals enabled="" />
Dr.Web Server® REREIEEEZA) VT L., BEREY — I\ —FT —AX-ARNICRELE T, enabledDIEIC(E
vesFlFnoZEATEET,

® <audit-xml-api enabled="" />

Web API#2H T®DDr.Web Server®E{EE=E-AUT L. EHEY —N—T—AX-ARICREFELET,
enabledMEICEyesFlEnoaERATEET,

® <proxy auth-list="" enabled="" host="" password="" user="" />
HTTPZFOF Y —/\—#Z B TODr.Web ServereDIEHE) S5A—8TT,
BHEDEREA:
=4 Al RER fE i EA

e none - REEEFERALEEA
e any - YiR—FSNTVDHDHBH
auth-1list =
e safe - YIR—FENTLVBHLWP R R
2hAK

TOF I —N-ERELDFELETT, 774 METany) T
7,
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o UTOAKIOWTZ. EHHZ5
B AR-ATRYL>TRLEBZETD
ARERELET,

@ basic

o digest

o digestie
o ntlmwb

o ntlm

o negotiate

. - 7RO - N-=EALET,
es 7 ) = HTTPZOF o5 —)\—#2 R TDDr.Web Servert D
enabled e no - JOFIHY-—N-&FEALEE EE—RTT,

ko
host - JOF oY —N=7RLATT,
) TOx Y- N-HRAELEETIHEEOTOF VY
password — =D 1—H—)S27— KT,
eer ] TOF VY- RSB BT BB AOTOF Y

- N—01-H¥—-4&TY,

@ ju#/ﬂ- }\ o)ntF_Ig-%nbnl—tjj__to)Uj\l\jé E?éiﬁé only7 0(')7\"@??&‘0—7\/\ A
: EETTEMLEY) eEALCRREARNEBROVIIVILEEETEET,

SEHRICOULVTIS. https://curl.se/libcurl/c/CURLOPT _HTTPAUTH.html #& 8B LTESLY,

® <statistics enabled="" id="" interval="" />
4V AA XY MR % #% 51 ZDoctor WebMhttps://stat.drweb.com/IZiEETB/\5A—ATT,
EBEDERER:
B Al REL E EL: FI4IL b
o ves - #iEtEZEELE
7,
bled Doctor WebAD#iEtEEE— FTT, -
Y o - EtERELEE ' =
/UQ
ID - AgentZ1 Y AF¥—MOMD5TTY, -
interval @ IEME# HMEtE£ETBRR(52) TY, 30

® <cluster>

INFH—=N=FIFILINARY I —DZRERATT—3ERNENTBEEDDr.Web Serveri3 28N )\ 5A—4
T,

1'3&7&(;@%&0)<0n multicast-group="" port="" interface="" /> %Il/}‘)"b‘ﬁiﬂi?o
BEDEREA:

i 8
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= N—FTT—RDPVERNZITIRRICERT BT AN IL—TDIPY RLATY,

INFFYANMIN—TRANT - EERIETIRICIS Y AR- MO IDERTE R FT—
DAVR—71—ADR— FESTT,

SIFFPAM I —TAICERZEETZH0, B TORIUDRESN TS RY I —
D4V8—=71—ADIPY RLATY,

® <multicast-updates enabled="" />

RINFFrANTORINENUVED—DAT— 030D T7YTT— MEEDEREZEFAILET , enabledDfEIC
([FyesFlEnoZERATEZET,

<multicast-updates>|Cld. EBHDFILAV FEBHENEENFT,

FILAVE

port

<port
value="" />

ttl

<ttl
value="" />

I~

<group
address="" />

on

<on
interface=""
tel="" />

EINeS

<transfer
datagram-
size=""
assembly-
timeout=""
updates-
interval=""

BiE

value

value

TELA

A —TJ1—R

ttl

datagram-size

B

FIUAR—MRIVFFYANTONIDEFHZEE
FBHICFEATSDr.Web Server® %y kJ—H4
VRA=J1—-2AR—FEE, COR— ML, £2TOTIL
FELAMI-THMERLET,

UNFFYALEFOEZE . Y—1\—D ;Y AR—
FTORIVERETIRESN TR IR— R ERLD
KEHADR—IFEIEETIVLENHIET,

A SNZUDPT —RJ5 L ] AERF R, O
B3 2TOYNFEYANIN—THERLET,

IEARNVINTFF v A EHFERIETEIVILTFrAL
DIL—TDIPY FL A,

BHEEETIRICVILFEVAL IV AR— T
OrVICE>TERASNS. Dr.Web Server£y b
D—H4 8 —J1—2ADIP7 KLATY,

BESNERY M) —D1V3—-TJ1- %N LTERE
SNBUDPT -3 LDt o] RERF ], — AR AY
B<ttl value="" />FILAVFEDBESESN
ig-ﬂ

UDPF—3535 44X (134 }) - UDPF—345 s
HAZE)M MBI TR ELET .

FRHEEI$512~8192TY, Wi L &8I B 72
(S 2V RD=DOMTU (B KERE B AL) £D/ISLY
EERETH_CEHELET,

FIAILE

2197

233.192.86.0
(IPVADIHHE)

FFOE::176
(IPv6DIZE)

1400
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FILAVE

chunks-
interval=""
resend-
interval=""
silence-
interval=""
accumulate-—
interval=""
announce-send-
times="" />

BiE

assembly-
timeout

updates-
interval

chunks-
interval

resend-
interval

silence-
interval

accumulate-—
interval

announce-
send-times

B

TrP1IVEERE (5) - 1DOEHF TPV EEE
IO ERELET . fEE SNz RN HRE L
& - N—3ROTFAIINDEIEERRIALET

JLFEPANTARIVEHFO—EELTEEICE
Bz TOT74)UE, TCPTA I &S LIZAR
EEHFTOLAO—HELTGEESNET .

ULFFrALEFHER(5) - WILFFvALTOR
JLBBETOEHMRTT,

TNFFvANTORINEN LB FTDERFE T:E(E
([CRB L2 TOT7MIUE. TCPFO ML R LEE
EBEOEHO—EHELTGEESINET,

1\ — U ERR (SUR) - ILFFvA M-
TA0) W — I ERRTY,

FIfRDQEN NSV, T —IDERE P ICE KR
BENFEEL, RYII-ONBER(CBSRTREME
BHNET, CONIA-SDEEF RSN FE
ho

BEEEROER (V) - CORMRET. JHXL
I\ —INBEEEEREAgentEIET S
ETY,

Dr.Web ServerlZCNoDUHI A M EEFEL., Z0
#®.ETOHEELETOvDERELET,

EEFEHER (V) - FERBRNICIMIL
DEFENET L. M OIEE SN 5 "R RIS
SHERUZ)W—JU0EEEEKREAgentM b
{E L7154 . Dr.Web Serverld £ ThAgent
WNEFHI7MINEZIELEHIERL. ROTPMILD
EIEZFBLET,

BEUDIA SRR (5) - fEESNHRE.
Y—N—[. Agenth o215 LIZH K/ \vr— 0
BEEEREERELET,

AgentldH K/ \wT—JEERLET, Y—N\—(F,
EESNERRE(CDIOTINLDEREETEL.
ZOk. ETOHEKLEIOVIEEELETS .

TPAIVEETFTIVADE - BFEENFIRTS
AT, B=N=BTINFFv AN IN—=TFADTPAI
EEETTOVATREE,

PFOVAER RVFHRPAM I -TISEEENS
TPAIVARIT =R EGUDPT—AJ 5 LB/ LE
T 7TV AR EBRTE, EIEDEFEEN R

E2E 8k | 87

FIAILE

180000

600000

14

1000

10000

2000
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FILAVE =4 B2 T% b

LIBRIeEMENHDFETH, BRFIC. FFAFREN
[CRILFFLALTORINEN UV TEIETERT—A
SRV TEEEMENHDET,

17937_@‘ <mu1ticast—updates>(:(i~ ACLU7\ I‘@{’FE‘Z(C‘ﬁFﬁ én5<ac1>%l LAY I‘E‘ﬁ&)é :t"(:)_@%
T, NICEN REDTF—N=DoVILFFrv AL TORINEN LRIV F I ANEFHZZIETH LR
SNTWBI—DAT—YavDTCPY RLADEE ZHIRTEET , <ac1>[EHHEFELE B, 2FN. TI7
IV TRFBRIEBERASNF R,

<acl>CFRDFIVAV M EENET,
® <priority mode="" />

DAMDEBEEZRELET . model EATESEIL., allowFhklddenyTT, <priority
mode="deny" />1IE_C'(3:s <deny>U7\ I‘b{<allow>u7\ I‘JOB1§5‘EEW%(EO$§-O L\?”TL(DUZ H:Eﬁ
FNTVEBW? FLA, FEEEADVAMIEFENTVS 7 FLARIEBRINE T, FaIchdD(E.
<allow>)AMIEFEN. <deny> ) AMIFEENTWVEW FLADHTT,

o <allow>
IIFFVvANTORIVEN VIZEFHOZENFAISNEZTCP? RLAD) A b, <allow>T LAV MIIF1D
FRREHD. IPv4TA— Iy P TR SNIE? RLUABIEE S B<ip address="" />FILAVI B
U, IPV6 T4 —I YN CEFRI SN =7 I‘l/lfé*aia-é<lp6 address="" />I'&FNZET, addressiE
(&, YD —=D7 RU A% <IP address>/ [ <prefix>] DI74—IVFCEELET,

o <deny>
JIFFvANTORIVEN VZEFHOZEZHFRI SN TVEWTCPY RLADYA b <deny>T LAV MC
(1 2FFEHD . IPVATA+—I YN TREESINEY Fbl’é?ﬁi?éﬂp address="" />FILAVF,
BJ:U\ IPV6 7A=Y CTHEEBINLY Fbl’&*ﬁi?é<lp6 address="" />b"’§‘$ﬂ$?o
address@MEE. RYNI—=D7 RUA% <IP address>/ [ <prefix>] DIA—I VM CEZELET,

® <database connections="" />
F=AR—-ADEETT,
BHEDEREA:
Bt AT RET & HL T4 b
EE3 EDEH T—AR-ADF—N—EFGEHzAOLET . T4 2
MEEZEI3I5EE. TOZhILYR— MIAEER U
BICEETHEEHRELFET,
speedup yes | no FT—AR-20OFEAIL. PvTTL—F . 41UR—FR  ves

[C. BOBTWVET—AR—AD)N\—JEEBIMICE
TFLET(BEEIZ17I0 T—AX—2ABR),

<database />IUVAVKMIGUTOFIVAVMEENET,

@ <database />[CIIBFEDT—IRN-AEERTIIDDFILAY MOHEENEENTEET,

BEIPANTIIV—FRICHEZT—AR-ARMEDI5 ., CCICEREH SN TLVE LS DIEDoctor Web
TOZNGR— M —EADoDEELB LICEELBVNIIBENHLET
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e <sqlite dbfile="" cache="" cachesize="" readuncommitted="" precompiledcache=""
synchronous="" openmutex="" checkintegrity="" autorepair="" mmapsize="" wal="" wal-
max-pages="" wal-max-seconds="" />
SQLite ($HAH T —AIN—-A) EEZLET,
BIEDEREA:
Rt RIRETS fE e T4 b
. = A database.sg
dbfile T—ANRK—24 lite
cache SHARED | PRIVATE FyvwoUHE—-RTT, SHARED
cachesize IE@?&’;& i:’;‘?—l:\:\”‘ytjlﬁ’fzvg'(l.SKb 2048
. . TVIVIMNENSQUERE FDF vy
Ed
precompiledcache IEME# SIHAZTF (RO 1024
e TRUEFLIIFULL -
Gk
synchronous e FALSEFLIE TREEAHE-FTT, FULL
NORMAL - @ H
e OFF - JEEIHA
checkintegrity :zick | full Sr—\geo?ﬂsg;rf*???d;z_a/\_llr quick
Autorepair ges | no Dr.Web ServeriZBhB(c, BBLET—
BAR-2AA-V BB TEELET.
JOLAO7 FLAERIC—ECRyF$ o UNIXROS -
mmapsize EQEH BCEDTERZT—AR-AT7MLO&ERA 10485760
FAXOM M) TT, e Windows - 0
wal yes | no AT ETEEAHEFERLETS. yes

FINDTDERAETAAD EICEEFIAD

wal-max-pages [H—F415 | R 3D LR TS 1000
Al oA seconds TAADEANOR-JDEZABERLE 5
BEDTEBRFED LRTT (),

® <pgsql dbname="drwcs" host="localhost" port="5432" options="" requiressl="" user=""
password="" temp tablespaces="" default transaction isolation="" debugproto ="yes" />
PostgreSQLAER T —AX—2AZE&LE T,
BN :
Bt AIRETS B e T7#I b
dbname T—AR—=24TY,
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=43 AIRE{E e T4 b
hoat PostgreSQLY—/\—M kA FFE7z(E Unix K
AMIVTYIDINATT,
ort PostgreSQLY —/\—R— FE(EUnix KA
A295y b 771 IV DYERFTT
F—BR—2H—\—CEETBITY 51
VINTA—RTT,
options FHHICONTIE.
https://www.postgresgl.org/docs/9.1
libpg-connect.htmlDFE 18F ##EEE L TK
ZE,
e 1 | 0(Control -
Center#® )
- Vv
requiressl ey | n SSLiEfDHEF I LET,
e yes | no °ves
e on

e on | off
user T—AN-21——-8&TT,
password F=AR=21—HY-0)\A)— RFTT,
temp tablespaces —BT—IIDR—LAR—ATT,

e read

uncommitted (##
ELTWBWT—3F
THAED)

e read committed read
default transacti (WERE LICT — & TN . committed
on_isolation HEB) FIUFDOAVDRBEELNILTT (BT

e repeatable FERARD)

read (FEHAEITER

DT —REECHH

%)

e serializable
® <oracle connectionstring="" user="" password="" client="" prefetch-rows="0" prefetch-
mem="0" />
OracleN i 7 —AR—-2E E&LET,
BHEDERA:
=43 FIREGIE  EXEA T4 b
. . Oracle SQL Connect®URLX F 5| Z/z[$Oracle

connectionstring

NetDF—0— FEEDRTTY,
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user

password

client

prefetch-rows

prefetch-mem

® <odbc dsn="drwcs"

AIHETS {E

0-65535

0-65535

—_nn

user=

e
T—AR=21-Y-DEHF L TT,
F—AR-21-F—0)27T— KTT,

Oracle DBIZ7D A9 30raclef VARV M54 7
Y rDISATY, Dr.Web ServerlZl3Oracle
Instant Client/\—Yav11btELTWET,
Oracle F2A N\ I5—=2H HTBHEE P, FHLL
=3V D0raclet—\—IZxf LTI, Oraclet 4
ORI T2 BS54 N\ EAD YO RU, COMRICK
FANDNREIEELET,

T=ARK=2ADDIVERITTIERICT)ITVFT
BITHTY,

T=ARK=2ADDIVERITTIERICT)ITVFT
BITICRLTEIN L TONBAEUTT,

pass="" transaction="DEFAULT" />

ODBCREHTONERT —AX-2ANDHERHREEELET .

BEDEREA:
Bt

dsn

user

pass

limit

transaction

AIBETS B

EDEH

gluII:I

BR
ODBCT—%Y—2%&TTY,

TAR-21-Y-0EHFAT
el

T—AR=2A1—H—-D)IAT—FT
TD

EBEINEEHD FSUFD I
Tzt . DBMSICE#E#HLE
TD

e SERIALIZABLE - serializable
(VU754 XwTRE

e READ UNCOMMITTED - read
uncommitted data (FEE LT

BLT—AFTHEHAND)

MUY DLIV DR EELANILTT,

e READ COMMITTED - read

committed data (FEE LIeT—4

ESHED)

—ERDDBMSIZ
READ COMMITTEDODH (XL
TWEY,

o REPEATABLE READ -
repeatable read (3x B3t &

DT —HEEIFHRHISB)
e DEFAULT - equal "" - DBMSIZ
£%
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FIAILE

0-fE=1%FH
(F=RR—=2D
FIAILE)

0 - #EHIMR

FTI#I b

drwcs

drwcs

drwcs

0- BHE#RLE
Bh

DEFAULT
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® <mysql dbname="drwcs" host="localhost" port="3306" user="" password="" ssl="no"

debug="no" />

MySQL/MariaDBAE 7 —AX—AZ E&LET,

BHEDERBA:
B AT RET E SR BA T4 b
dbname F—RAN—2A4% drwcs
TCP/IPHERRDT —AN—AT— =T RL A localhost
T,
host 22055\ Nnh UDSE{ER T 3158 DUNIXY oy 7714 )L
ADNATY, FBESNTVEMEE. /var/run/mysql
Serverl3#ZEZEDmysqld7/4 LY MJD1DT 4/
TPV ERDITL5ELET,
TCP/IPRETT —AN—AICHEH T B0 3306
h—+EBTT,
port 220550\ FNH
%Dggﬁﬁﬁ?éiaéwumxwf‘y FI7AI nmysqld. sock
user F=AR—-2A1—-H—-D&EFAZTT, "
password FT—AR-21—-HY-D)N\AT)—RTT, "
ssl yes | TDMIXFF| SSLIEHGODHEFRTILET, no
: DAV N ILESNT=SQLE DF
precompiledcache IEG)?E&%& ?r,;\—cjg. (;QD?\*){J |\) Q ﬁﬁ% :\:‘\"J/:L"j' 1024
® <acl>

PHEAKIBRIANTT, TF1UT1 3T T, Agent, RYRT—=DA VA L—=5, #th®D (D) Dr.Web Serverh®
B=N—=(CP7DEATERRYNI=D7 RLAICH TR HIRERETEET,

<acl>TLAVMIR, ZETHEMOBEICHITIFRERTEITIUTOFILAVMIEENET,

o <install> - Dr.Web Agent®4 VA h—35h'ServerlC it 3 D TEBIPT? RLAKIEDUA T
ER

o <agent> - Dr.Web AgenthServerlCH#t 5 D TEBIPY FLARIBRDYA MTT,
o <links> - [#$##9%Dr.Web Serverh'ServerlC##: 93 &N TEBIPTY RLAKIBRDUAMTT,
o <discovery> - ServerfgF YV —EXNTO— F¥vAMIIVUEZITEBIPY RLAKIBRDYA T,
ETOFIVAVME LT ORIREERTIRAISNEZILAV ORI UEEEH O TVET,
o <priority mode="" />

DAFDEEIEGLTY . modelFRATESEE. allowFklddeny TT ., <priority

mode="deny" />1IE_C"li~ <deny>U7\ I‘b{<aIIOW>U7\ I‘J: 0%%“1@5‘5&5’*#5??0 L\f*LO)UR H:B
BENTVEBULZ FLA FZBEADYAMIEFNTVS Y FLAIREBRSNFET, <allow>UAMIEF
NTHED. <deny>YAMIBEENTVEBVTY FLADHHFRISNET

o <allow>

i 8
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PO AN ENBTCP7 RLADYA R T, <allow />ILAVKMIF1IDFELIFEHD<ip
address="" />t<ip6 address="" />FIULAVMIEENET, BIE(ZIPV4T4—IYNTEFRITH7
RLAZFEEL. BEIIPV6 A -V CHRIT ST FLAREE LET . addressEiE(d <P
address>/ | <prefix>] 74—IY M TR I—=D7 RLAZEEZLET,

@ <deny>
POEAMERSNBTCPY FLADYARTTY , <deny /> ILAVMIF1IDFLFEH D<ip
address="" />&<ip6 address="" />FILAY FYEENFET, BIEIIPVAT4—TIVNTIEER TS
RLAZIETE L. BEBRIPV6 74— YN THEERTE7 FLAZEELFE T address B <IP
address>/ [ <prefix>] 7A—IYFCRUFI—DP RLAEEELET

® <scripts profile="" stack="" trace="" />
ADVTETATPAIVT INTA—REERETT,
BHEDERA:

=4 AIAETS (B Bl T4 b

WEDBVED., COINGA—HEERB LB NCEEHELET . Y

—N\=2D T EITTOTPMIVH (TR IEREOVI(CERERLE

T, CONTA=RETOZ R R— MeFAOy—(CL->THERAS
nEy,

profile

- RBYIDBOY— )\~ 2D T FEFTICEE T B R EOICE
* yves FUET. S0/ SA—ARTHZHIL G- MOF RO S—2doT
. o FERSNET, BEOBLED. C0/ISA—SREFLECLE
HELET,

stack no

B—=N—=2D T EIT =Y VPICET &5 ENTICEE 8k LE

T o CONNTA=RITHZAILYIR— T AOYN—CLHTHERAS
NET, BDEDLGUVED. CONTA—RIEBLBVIEEHEEL

ij-o

trace

® <lua-module-path>

Luaf V3TV DINATY

@ NADIEBNEETT,

<lua-module-path>TUAVMIFUTOFILAVIMIEENET,

8 <cpath root="" /> - /\"’fj'U'E:/"l—”/j?“l/,j’\a)lfl_@g_o root(ﬂﬁﬁﬁ_@%éﬁﬁ:home (7_'"77“[/
F).var.bin, lib

o <path value="" /> - ADVTFITAIANDISATT , <jobs />Fzld<hooks />T LAV FDFTIE
BWMEE. MATHERAINET, valueBHETIEEINEN\NAlT<cpath>T LAV D root BHERD
NADLDFERICIENET

o <jobs> - ServerAT Ua—ILDIADICHTBISATT,

<jobs> TLAVMCIIE. ADUT b IAIAANDINAEIEE T D1 0F 3 E M D<path value="" />FI
LAV EENZET,

o <hooks> - Server®1—H =790t TBINATT,

<hooks> LL XAV H:li~ 7\’)')7) F?ZJL@AO)/fRE?EE?é 1'3&7«—:(;:*Eﬁa)<path value="" />FI
LAV EENFT,

i 8
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® <transports>

D347 bR T BIh(CServeriMER TS FSUAR— IO RIVIITA-ADERTETY . 1 DFIIEHD

<transport discovery="" ip="" name="" multicast="" multicast-group="" port="" />FILb
AVMIEENZET,
BHEDERA:
=43 e IR A RER TI#I b
. H—N—REY—EAZEHTS no. ipEBHEDHTHEEL yes. no no
WSCOVEEY heshEEBLET. 7,
°ip FRTZIOLINDIFIN-%  yes - « 0.0.0.0
e Unix ETEzLAVA—TI-AT LA ° -
EHRELET,
name F—N—REHT—E2ADTHDY  no - drwcs
—N-REHEELET,
multicast H—N—MINFFvANI—T no. ipEHEDHTIEEL yes. no no
[CEFNTLRINEINEEERL  FT,
ij-O
multicast H—/\—HEHFINTVBILF no. ipBHOHTHEEL - ¢ 231.0.0.1
-group FrAMIN-TOT7RLAZIEE %7, o [ff18::231.
LET, 0.0.1]
port FEZIFBR—FTT, no. ipBMNH THEEL - 2193
ig-o

® <protocols>

B IORIDIARTY , 12F 3 EH D<protocol enabled="" name="" />FILAVIIEENF
9,

BEDEREA:
=4 AIRETS B Bl T4 b

e yes - JOFIEZITT, JOrILOFERTE
o no - ARV ENTT, — KT,
e AGENT - H—/\—&Dr.Web Agentt DEHEERTREICT
570R3LTY,
e MSNAPSHV - Y—N\—=¢ VAT LDIEFEMHEWREET 3]
Vih—2 FT#HBMicrosoft NAP ValidatoreDiE#%
AJREICT R 7O0MINLTT,

name e INSTALL - Y¥—/{—&Dr.Web Agent/{ VA+—3EM:&E FORILETYT, -
EERREICTSTOMINTTY,

e CLUSTER - D328 Y AT LATHOERD YT —)\—ED
EEOHOTORIILTT,

e SERVER - Dr.Web Server&EZ0thdDr.Web Servert
DBEERREICTZIOMIIILTT,

enabled no

® <plugins>

8%
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gﬁ&j]ﬁ?ﬁ’)’f‘/@')l I*'C?’o 10&7&(;*E§®<plugin enabled="" name="" />%I|/J‘y I*b\’é‘iﬂi

ERR
EEnEHEA
B A RERE ShEA FI#4IL b
enabled © yes - TITAVRAHTT 7’5"'3"4‘/0)@?]3& o
e no - 7ITMVIEEMTT, —RTY,

e WEBMIN - H=N=BIUTPIFIMIARYFI—D%
Control Centerirb B ¥ %7zh(DDr.Web Security
name Control Center/>74>TY, F5HAVL, -
e FrontDoor - Y—\—UE— 2 1—T1 TR
3 37=5HhMDr.Web Server FrontDoor7554 T,

® <license>

MV ADERETT,
<license>IUAVMIBULTOFILAVMIEENFT,
8 <limit-notify min-count="" min-percent="" />
FMEVAF—HDFA LV ABDOFIRICEAT 2 BRDTH DA T3V TT,
BHEDEREA
Rt e T4 b
icount | FAEVAF—AOSIEYAMOHR BANRIESNG. BIOT

1BV ADHEKRETT,

FM1EIAF—HDIM Y AHDFHIR BHMHNEESND. EODT 5
1LV ADBRKEIETY,

min-percent

8 <license-report report-period="" active-stations-period="" />
IV AERKRICETHLIR— DA T3V TT,
EBMENEREA:
= B7LL 7774 b

FERTEIMEVAF—ICRATH LR — heServerfMER T B AR TY .

1Y AFEAKRICE TS LR— MY FServerlC &> TERR SN 515
. B ERRICEDLIR— MDA U ServerSEEESNET
report-period 1440
ERENZLR— M. Serverh' s E (BESZEE) . &
Tz AMUServerCIRIEENZFM UV ADENE B SNLRICHIEFS

nEy.
active- 1V ADFERKRICET B LiR— M tER T B D T4 T 5
stations- RYEHABHMTY . ENODHZ AR EZDTPITAETAAT—RAIC 0
period BRI TDIHRELR— FAICEDHET,

B <exchange>

Dr.Web ServerfEi D71 2V AGIEDEHERE T,

8%
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<exchange> LUAVMIGLUTOFILAVMEENZET,

" <expiration-interval value="" />

= <prolong-preact value="" />

" <check-interval value="" />

ILAVIDERER:

N retoite

RESNESIEVAOFEHHR - BY— - LOF-HoiR

CHPLTANONT B3 S LU 0BMMIBTY ., COREREY—/ -5k 1440
B — /S5 Y AR SN B B A CEALET.
Z(1EWSLFA Y AOEHMHR - 51V 2OMRITINDE

prolong- TOHBTY , NI TH—N—(E B EY —N\—h b2 (T 60

preact SAYADEEHERELES . CORFEFY— )~ HBHEY— )\

DB LY AERITMBSECHERALET,
check- FALYARMER - -/ \—RTOSI LV ARMIBETIE |,

interval weRIEATIRBETT,

® <email from="" debug="" />

Control CenterhpEX—)L & EE (BIEEADEHELT, FREIHERDI VA L=IVINWT—I%EET DS
BRE)TREHDINTA—RTT,

EHEDRA:
=4k AIRER fiE e T4 b
from - i;}g?%{%%t LCEEENSX=I T drwcs@localhost
e yes - T/WHE-F
debug ALY, SMTPyYay OFMBOTERETEIC
o no—FINWHE—FE [ TIWITE-FEFERALETY,
ERALEEN.
<email> IUAVMIBLUUTOFIVAVMIEENET,
" <smtp server="" user="" pass="" port="" start tls="" auth plain="" auth login=""
auth cram md5="" auth digest md5="" auth ntlm="" conn timeout="" />
A= ZEETBLEHDSMTPY —N—DIITA—-FERETT,
BIEDEREA:
=4 AIAETS (B B2 TI# b
cerver ) %—)k@ﬁ%(:ﬁﬁﬁ?’%SMTPb‘—”— 127.0.0.1
D7 FLATY,

SMTPH—/\— h\gﬂéﬁﬁ—ﬂ\%t LTS
user - -

HBED, SMTPH—N—-1—-H—-£TY,

8%
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=43 AIREG{E e T4k
SMTPH—N—-HEREEZLEELTLD
pass - BED, SMTPH—N—=1—H—-D/)\27 -
_F_Clg-o
" A= )LDEEICERATESMTPH —/)\—
o4
port EOEH - FTT, 25
TR ERESIELET . ZDFE,
STARTTLSIVY FefERLTR &L #
start_tls BEADUINEZNEITINET #EfRlC  ves
(774 FT25&FR— MiERASNE
ED
puth plain A== N—kTIL-VTHIFREE
- EEALEY,
o yes - COFRERI(T
| EEALET. A= =)~ £ TLOGINGREER &L
auth login o no
- o no - COREEIMTE FTo
ERALEBA, ,, )
auth cram mds A=V —N—_LTCRAM-MD5R5E = o
- - FERALFEY,
, A=)V —N\—_ETDIGEST-MD53%%
auth digest md5 EEELET, no
A=)V —N\—_ETAUTH-NTLME 5 =
auth ntlm mELET. no
conn_timeout NAOES SMTPH—N—-DEHEAMLT7INTT, 180
® <ssl enabled="" verify cert="" ca certs="" />
A= )LEEDTzHDSSL S 749IRE AL NZA—ATT,
BHEDERA:
=43 AIRE{E e T4k
o yes - SSLEFEALE
ERP
bled SSLEESILEAE—FTY,
enable . 1o - SSLERERLER ER=] no
ko
e yves - SSLEIBAE %
verify cert ?IWL%_?I A== /\-OSSLEEAEERILE
- e no - SSLEFBAZE%EFTY T
DLFEN,
ch certs i Dr.Web Server®Jl— hSSLEEBAZEAD/T
- ATY,
® <track-epidemic enabled="" aggregation-period="" check-period="" threshold="" most-
active="" />
FYRT—DNTORIFEREE FIVvE VT DINTA—FEETT,
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N
EBHEDEREA:
B Al REL E HL FI4IL b
BRELTVVBIHEKRDEHDINY bEEZA)ITTEBE
enabled yes | no ZEIBEICL. UV BHEEBE(OEETIENTE vyes
*7,
aggregation-— R KICBEHTIEINEEELLEZD, HALDREEL 300
period FEimRICRET %@ 7 XS Ul LWHAR (R BAL) TY,
— DDLU inRICE T 28 EZ(TEHE5
check-period BICREMLKICEETZEMEEETIHM (P EA) 3600
le-o
IEDEH BESNHIRBICZ(TIS BRERMDEUZIEELE
T, COBDREBINTIEESNZHARMICZ(TERS L.
threshold Dr.Web Serverld £ THOREDT—ANEFENTZEZE 100

HKICEIT 2 RANELRNH EEEICH U TEELET
(RYFI—DRTREILRIRHSNELL BH) .

BEIARLUIR-MCEHIVENHD . RL SRS

mostractive NTVBBREOKTT, >
® <track-hips-storm enabled="" aggregation-period="" check-period="" threshold="" most-
active="" />
FHHMREIVR—R DV MDEBDIRY MBI T B2 D) \TA—FDERETT
EHEDRA:
=4k FIRET3 fE BTL:] T4 b
FHUREOEBDINY MeEZAIVTTEIEET
enabled yes | no BEICL. YR —BHEEEEIEETIENTEE  ves
3-0
. FrHRREANY MIBETRYIY—-LiR— b EEELE
e %0, BROIXY NITHBMEEELEVSR 300
(FRBLD)TY,
—EDHDFRHHIMREANY METS B EZ(T
check-period B-GB(CYR)-UiR— MeX{E 58 (R EA) 3600

le-o
.
EDEH e SN TR B L EOHS T R
S ROMTE, RSN MERTTBE.
threshold Dr.Web ServerlZcnoDAAY MIET5180Y<)— 100
Uifi— M BB EICEELET (PRSI EEDY 7—
Lik—b &40,

FEHRELR-MNIENILENDS. &RE SR

SNk DL THYaVERTTETOCAOM TS,

most-active

® <track-appctl-storm enabled="" aggregation-period="" check-period="" threshold=""
most-active="" />

Application ControllIVR—2 Y FDEHDI R MBI T D720 D) NTA—DEEETT,

i 8
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BE2E: 8k | 99
EBEDERER:
B Al REL E HL FI4IL b
Application ControlD#E# DI XY FEEZRYVTT S
enabled yes | no CEETREICL, YRU-BREEEECRIETILN  ves
TEET,
agaregation— Application Controllc&>TIAvDEN=7At AICEST
reriod BHRU—Lfi— MERIELLE D, B2 OTO9ICEAT | 300

HBERZEAE U VWVEAR (R EEGL) TY

—EOHOTOEANTOYDESNIAEEICHIY—LiR—

MEEIE TSR (BB TF 3600

check-period

BESNLHMICZ (TR BHENDHS . Application
EDEH Controllc&->T7AYDENETOL AICBEITR1 RV D
WTT IEESNLEHDIRY MEZ(TERBE. Dr.Web 100
ServerlECNoDIARY MIETE1LEDHRY—LiR—k
*EHEE(ISEIELET (Application ControllCt?
ZHOTOVOHBREEShELE B,

threshold

BHEIOVODOLIR- MCEHIRENHD . TOVIICH
most-active LEERSNTVBTATPMIL (ENICHELTIOYIN 5
KITSNITOT7MIL) DETT,

® <track-disconnect enabled="" aggregation-period="" check-period="" single-alert-
threshold="" summary-alert-threshold="" min-session-duration="" />
DIAP U PEDEBDRERT LR E BT ETHD)/ITA—FDERETT .
EHEDRA:
=4k FIRET3 fE BTL:] T4 b
= ~ sy - £ - S~ A PN
rabled vee | no DIATY FEDRERT ULEROEIUVIEAREIC

L. WIS TS BmMEEEE(OEETHENTEET,

BHROEGRTICEATIBMEEELLERD. BLD
B TICRET 2B M EXE LB VIR (BT 300
ERS

aggregation-
period

—EDHBDIFA7 Y beDEFNR T LIS EICR S

R TBBAERES S (BB TT 3600
Cingles S— 1DORER T LIRS 3 BAERE TSN
eet = (2. Y MR T TRBBOHBIOOF KLAE o
threshold OREROBFHTT EHFRERT LELE B

) o
N EHOREET U ERICEIT SR BOBMERET
erro BB, 1YY MBI T IBLBOLBRIER | 00
Chrechold OEFMTT (RER T UGN S BRLINT

LTe B5) o
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B AIRERG (E SR BA T4V b
BT UEDS47) M eDEROFGERBNIEESINSG
ELNEE WSS DY MARICRER G, BN
IEESNEEUSELERRICIDOR T UEHRICEE TS
min-session- B (EGEFREERTLELE B K2 EShTE 300
duration T, BOMEHER .. FNIDERVEHKICLTHERSN

THLT TNODERE T (oL TIDD BB
BESNTWVELGOEIELET (BER T Ui
SHRBHSNELL BR) .

® <default-lang value="" />
B—N—T—AR-AN O EEBREZ RTINS CENTERNEIGE(C, AVR—2R Y B LUDr.Web Server
VAT LICEDTT 7AW N TEREINDE BT AF(C. T ARN-AN KB L CE B R ETIETHENT
E1 M5 A (CDr.Web Security Control CenterbJUEBE BV ATLTHEARAINET,

G2. Dr.Web Security Control Centers%E 771

webmin.conf (Dr.Web Security Control Centerg% & 774 L) (FXMLIA—IY T, B—N—A VA=)
THWAED et ¢ HTIHHRIEET,

Dr.Web Security Control Centers2 771 DI\5A—4:

<version value="">

Dr.Web Server®IREN/N—I3vTY,

e <server-name value=""/>
Dr.Web Server® & Bi ¢,
RDIA—IYMTHEELET,
<Server®DIP7 FLAF/IZDNSE > : <port>)
B—N=7 RLAMBEESNBHIOLIZEE . OSICL TRENEIVELI 43— @Y —N—ybD—=D7 F
LA (ERARIREGIHEIEDNSE . TN A DIZERIPY FLA) MERSNET,

R—FEBMEESNGNIEE . UDIAMNTHEESNZR— k (Control Centerhn®. £7z[EWeb
APIZHTOY—N—ADIDIAMIE) BMERSINET, $5(C. Control Centernn®'II A FTl&Control
Centerg Y —N\—(C3E#R T 3D T7 FLAT1— )L FR TR ESNZR— MYMERINET,

e <document-root value=""/>
WebR—=3DJ)L— b IAIEDINATT , T I74)b MIvaluve="webnin(CBIET,
e <ds-modules value=""/>
EVI-WTAIADINATT , T74) Mvaiue="ds-modules [CENET,

® <threads value=""/>

Web% —N— (LI TRIFFCAEENSUDIAMITY . CONTA-REH —N—DN\TA—-IVAICEELF
T MEDGUVRNEBLGVCEZHRLET,

® <jo-threads value=""/>

FYRD—D L TRNERNENE T —ADNEEITIALYROETT . CONFA-RIY—N—-D)INT4—IVAIC
FELFT HEDBUVRNEE LGV CEEHELET,

® <compression value="" max-size="" min-size=""/>

8%
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<gila> E2E: T8
N
Webt—N\—EDBEFyRIL ETOHTTP /| HTTPSIEBETOT—AEZ{ENDEMEHRE T,
BN
B SR BA FI#I b
value F=REHLANIVE1~9TT (Ih&/. IBTZK) o 9
nax—size gt?”ﬁéﬂ%’oHWPh\B@Fﬁ%@%kb‘*{i‘ﬁ'o O&IEETHEEFIPRICEND 51200 KB
inesise g:;f_ﬁ‘énéHﬁPb\B(l)Jﬁ"}%O)nE'i/J\b‘*fi'ﬁ'o 0% ETREEFIRICHD 32 bytes
® <keep-alive timeout="" send-rate="" receive-rate=""/>
HTTPEYYava P OT4 7 IREEICIRBE T HTTP v ILX BB TOUDI A MR T340 L EE AR
[CHEFFLET,
BB
B EL: FIAILE
. HTTPEY 3y DR4 L7 FCT, IR SNIEBERIRAICHS17 Y bhrbDYUD
HImeout o A BEUBAESA . Py a I LET 15 sec.
send- HRITEIREMNEIET ALY, THEERENCOELIE /NSNS 1024 Bos
rate & BHRIEEINET, COHBERET B8 R0ERELET, P
receive- HBIImINZIETAL—FTT, TAZERENDELNE /NSNS 1024 Bps
rate & EEIIEEINET, CORIREMIETEIBAF0ERELET. P
® <buffers-size send="" receive=""/>
F=REZEDNNVIPHAXERELET,
EEnEHEA
B ShEA FTI#I b

5 R ERICERTE /N TPOA XTT, COIS A5l —/{- 0/
I RVAHELET. BEOBVENRELBVEERELET, O 0 N

TRARERICEATSNNVIPOYAXTT  CONFA-REH——D)8 2048 bytes
IA—RVAICHEELFT  WEDGVRNEE LG NIEEHELTT,

receive

e <max-request-length value=""/>
HTTPUDIAMDJRKEHFET A X (KB)TT,

e <reverse-resolve enabled=""/>
B—N=-0U 774V RDIP7 FLA%EDNSLAICE ZH#ZF T, enabledDfE(CIEyesFlEno B FEHATEET,

® <script-errors-to-browser enabled=""/>

AT RIZ—%TIOYRICERTRULET (error 500) . D/ STA—=RETFHZHIL Y R— T A0/ —(CL>T
FRINFET, LEOBVRNEELGVIEEHRLET,

® <trace-scripts enabled=""/>
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ADVT RO RL—2EBMCLET , CONTA—RF TN G R— bERREENERALET . BRERBVRERDIE
%E Llrdtl,\:t’&_‘*ﬁﬁ bi?o enabled@ﬁﬁ(:(;yeSitlino’&{iﬁﬁ?%i?o

® <profile-scripts enabled="" stack=""/>

TATPAIVVTEFETY . NIA—IVAAIE - WebT—N—DBE#B LU ADIT FOEITHRETT, COINS
A=RETOZNIYIR— PPTFROVS— L TERASNET . BEDBUVRNEBE LGN EZHELET,

BHEDERBA:

B Al RE fE % EA
o yes - JOTPM)UDEEICLE

enabled 7 o ADUFT v 70774 )05 E- FTY,
e no - JO7PMVI D EESNICLE

3-0

o yes - FAEOJICEEERLET.

e yesT e FOTPAIV (B S A—ABLURNIE) (LT3 1
« no-T-RERVCRELEY  gov—)\-njAonEY S E-KTT.

/IIO

® <abort-scripts enabled=""/>
BENDIA T U ML TUI NGB LA T MOEITEREILET , CONTA—RITHZAI Y R— b
RARENMERALET BLEGVRIESEE LBV CEZHELET  cnabledDBEICEyesFdno & EATE
ESC IR

® <search-localized-index enabled=""/>
A—N7A XSNER=IEFEALET, COTITDEYRENTWBIEE . Y—N—(E. DA77V bDAYE—D
Accept-Language 74—l FCEESN TV ELEEBICH LT, IEESNEA—IDO—-NFM XNz —
JAVERBEULET, enabledDEICEyesFldno B ERATEET,

® <default-lang value=""/>

HTTPYDI A FDAccept-Language AVA—NTFFE LGS (L, WebT —N—DDiREND FFaAV +D
EiEvalue@HIL, ISOEEEI—FTT, T4 MEru T,

® <ssl certificate="" private-key="" keep-alive=""/>
SSLEEFAEDEETY .
BTEDEREA
=4K3 &5 BA A REL fE T4 b
certificate SSLEFBRZI7MINADINATT, - certificate.pem
private-key SSLFZAAR—bE—=T71IADIIATT, - private-key.pem

SSLIEEDF— TP TEHERALET . BT
PTG SSLERNE LKBIMELI MBS © ves
HH0ET, SSLIAFIVRIENHHBEE. C o 1o
DIISA—HEMMICLET,

keep-alive yes

® <listen>
2R —DEFREFLR(THINTA—RERELET,
<listen /> IUAVKMIBUTOFIVAVMIEENET,

o <insecure />
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HTTP7OR I BHETORETHBIMERZFAITLHD. FEZ(FH13—T1—ADYAITT, T
74 FTHR— FMI9080T T,
<insecure /> IUAVHMCIE. EFAIT37 RLUARIPVAZEZ(IIPV6 74—V N TR E T B 10F 134 3K
(D<endpoint address=""/>FILULAY MMYEENZE T, addressBIETIE. <Protocol>: / / <IP
address>NH XTI I—D7 RLABMEESNET,
0 <secure />
HTTP7OM IR TORERIEHREZHF A ITELHD, FEZ(TB3M1U3—T1—ADYANTT, T4
FTOR—MII081TT,
<secure /> TUAVPMCIE., 8FRI 937 FLAZFIPVAFTZILIPVO A=YV CHEE T R 12FITHEHD
<endpoint address=""/>FIUVAVIM'EENET, addressBMTIE. <Protocol>: // <IP
address>DRZ R THYRI—D7 RLANEESNFT,
® <access>

PO AHEIE) AT, WebY—N—(CLBHTTPHELUHTTPSUDI A CDZEEFRITHLHIC, F5%2(T

22YMI=D7 FLAICKH L TCHIBRZERECEET,

<access>IUAVMIIE, B THEBROIBLAICHTIFBERETIUTOFILAVMEENET,
0 <secure priority="">

HTTPSTO RV TOR EBIEREFAIT 2D, FER(TZM1VA—TJI1—ADIYANTYT, T4
IV FTOHIR—ME9081TY,

BHEDERBA:
B Al RE fE % BEA T4k
HTTPSOEF el F54AYUT4 - WTNOUAMIEEFNT
allow WEW(FEEEmAICEENTS) 7 FLAREFRISNE
D
priority deny
HTTPSOEEE T34 A4UT1 - WTNOUAMIEEFNT
deny WEW(EEEmEAICEENTS) P FELARERSNE
D
<secure />IUAVMIF1IDFEFE# D<allow address=""/>H LU <deny address=""/>FIL
AVMNEENET,
ILUAVRODERER:
TLAVE 5548 ?_IgdressETi(DTWHl/ b
REBEGOHTTPSIO M VB HTOPLAEHATE
allow P RLATT tcp://127.0.0.1
ey %2 BEFOHTTPSIO N ULBHTOT VL AEEETE

7 FLATY,

B <insecure priority="">
HTTPTORIVER TORETEIMEREFRITH2hD, FER(THM1UA—TJI1-ADJYALTT . T
7#)V FTOIR—FF9080TT,

BIEDEREA
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F2E: 16
=43 A RER E EREA T4 b
HTTPOFFRI 754471 - WFNDURMIEEFN T
allow BWEFEZEEAICEENTVD) 7 RLAREFrIENZE
R
priority deny
HTTPOEBTS4AUT1 - WFNOURMIEEFN T
deny BWEFEZEAAICEENTIVD) 7 RLARERESNZE
R
<insecure /> LUAVMCIF1DFE(FEE D<allow address=""/>HLU<deny address=""/>F
ILAVMIEENET,
TUAVDERER:
TLAY R £ addressEiED7T 7L b

e

RETHVEROHTTPIOLEHTOT I EAEH A
$37FLATY,

allow tcp://127.0.0.1

RETHVEROHTTPSTOM VB HTOZIELAZES

deny 37 KLATY.

G3. download.confi& 771l

download.conf771JLICLDT:

1. Dr.Web ServerD5A3 Y AT LOERR B H L HEERIC, BHOFRIGKRICIERTIIEE. V73230 H —
N-FTARMESRHTEET,

2. Dr.Web ServerCHAALR— FEFEALTVBIEE . AgentD(1 VA =L 771 LR BICZDR— FEIETE
T‘%ig-o

download.conf 274, PUFIMIV ARV I —=DDFFRIGKRICKH TEA VA =L 771 I DVE R EFICfE
BEnExd, COT71IDINTA—=R(CE2T, Agentf VA =&Y —N—(CEFET 3OO —N-T7 FLAB &
UR—FEBELUTOIA—IYITIRETEET,

download = { server = '<Server Address>'; port = <port_number> }

ccC:
o <Server Address> - H—I\—MDIP7 RL AF7=(ZDNS£

Agentf VA =L 771 IVDE RS, FF & ACdownload. conf I7M DY —N—=7 RLANMERSNF
¥, download.conf 774 IVAICH—N=7 FLANMEESNTIVELME S . webmin. conf774)LD
ServerName/ \ZA—FENMEAINE T, ZN LN DIZEIL. OSICE>TRENZ IVE1—4—ZHMERS
nxd,

o <port_number> - Agentf VA =&Y —N—(¥E#E T HzHDHR— b

download.conf 774 IVINTHR— FEESNTUEIMES . T 74 b T21931R— MMERINET
(Control Center®) ¥ — Dr.Web Servers&E — £V FI—D 87 — FSVAR—F 3T TEHE),
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T4 FTlE. download. conf 774 )IMDdownload/ \TA—=RIFEMICHE>TVET, download. conf
7AWV EFERTIICE., F1VDNHICHB"--"E2HIBRTRETDINIA—RETP VAL, 3ZETBT7 LA
DIEHS LT —N—DiR—rEIEELET,

G4. Dr.Web Proxy ServeriXE 771

Proxy Server®drwcsd-proxy.confi%iE J7MIWIXMLIA—I YT, L FDIFZARICHNET

e Windows OS:C:\ProgrambData\Doctor Web\drwcs\etc

e Linux OS: /var/opt/drwcs/etc
e FreeBSD OS: /var/drwcs/etc

Dr.Web Servers%E 771 ILI\5A—4:

® <listen spec="">

<drwesd-proxy />IV—FILAVME, TOF I —N—-DZEEROERREEEETINED
<listen />IUVAVIEIDFEEFEREALTLET,

<listen />IUAVMILDODABERE M specEEH . FNBIERIIFAT7 Y MERDBEIEE VAV 1T EHH
DAIBI=T1—A, BLVEDAVB3—TJ1—A L TdiscoveryE— FRNEINEINEERLET .

specL LAY I‘G)E'li :

Bt

ip | unix

port

discovery

multicast

multicast-
group

WA

yes

no

no

no

no

yes. no

yes. no

HL T4k

EHE0EEERIETRIAMNMIOAM4F, 0.0.0.0 | -
Proxy Serverh'JyAv 937 FLANEM
ELTERESNET,

Proxy Serverh®Jy2V 3 3R— ks 2193

Server{I7—3avDE—F, RYPI—=HA vyes
F v+ hProxy ServerzDr.Web Server&
LTHRHETEDE—FTT,

Proxy ServerlC &3 VILFEVYARIDIAL  yes
EZIETREHORY IO AY (1F
) 1T K,

Proxy Serverh'®3 3L FFvA M IL— 231.0.0.1

7,
[££18::231.0.

0.1]

specBERDMHETEVTONTADIAME, TOFIVICL TEBBZENHIFET
TARDUCELT, specBERNTEREFTHE (+) | FEEERERATRE ) BBHATBVTIANTIDUALTT,

pju] )

ip

port

BHERNTORIE
discovery multicast multicast-group
+ + +

i 8

105



A7

-
$

A
d
A

25 1%
p ul s}’ BHERNTOAR
port discovery multicast multicast-group
unix + - - -

| discoveryt— k(3. multicasttE— FiEZNICHE>TWVBIBEE THOTH, BEEAMICTILEN
HNFET,

Dr.Web Server®)A Faénk T2 7ITUALICOV T EEBEYZ1PIICREH SN TVET,

B <compression mode="" level="">

<compression />IUAVHME<listen/>TUVAVRDFIVAVLIT, D347 - Proxy Serverfal D@18
DEMENIA—FEEELFT,

BHEDEREA:
Bt AIAETS (B B T4+
yes FEfEN A
mode no EfENES possible
possible EHED AT BE
Level 1~ O Ee EHEL AL D347k - Proxy ServerfllD&fE ¢

DIZEDFH o

B <encryption mode="">

<encryption />I LAV ME<iisten/>TUAVRDFILAVICT, DA77 Vb - Proxy Serverfll DEIED
ESIENIA-REEELET,

BEDEREA:

Rt AIRER iE B7LL TI#I b
yes ES LN ER

mode no EEEHVED) possible
possible FES{L Rl A

o <forward to="" master="">

EEEGEINMUIMN SR EEIBELET, <forward />TIUAVMIAIETT , BB D<forward />T
LAVMME, BB3REMHETEHETEZT,

BHEDEREA -
B A RERE EER W7
o PRLVAZYED=DT7 FLAD  #E#HEEUSA1LD b 3Dr.Web Server®7 RLAT ves

FEFEIHEST, HHIC el

8%
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tcp/ <DNS_name>: <port>
ORXTHEEINET,

e yes - ServerlJEEHICE
HEnFY,

e no - ServerlFEABEHT
THEEINFEA,

e possible - Server(&BAR
HICEHE T BServer
(master/@(lyeslE®iF
DServer) Mg WVEEDHE
BLET,

master

F2E  (1F

55 WA

COEMF toBETHREESNLDr.Web Server®
Control Centerh\i., Proxy Server®z& €% E—
THRETEINEOINEZEERLET,

EEOHDServerlCEBEEIN L THENTEET
(master="yes"ICE&FE) . Proxy Serverld. &#]
DEME (ETR B FBENRONGET, HE o
NDETOEEServerCIEEHICHEHELET,

Fz. EDServerlCH EBZEIN S TR VEESH
BECY (master="no"ICEXE) . CDIHFH . Proxy
Server®)$5A—4 (EEServerDEN L TEED)
(& Proxy Server@g%E 771 LB A LTO-DL
TOHFETEET,

@ ServerlCmaster@BHENGMEE. T 74/ MImaster="possible"EEUTT,

Proxy Server®{ Y A R—=ILHI(IA VA R=SICE > THERSNERE I71IL TlE ., ¥ DServerlZE
masterBHEREZINTLEEA,

" <compression mode="" level="">

<compression/>I LAY MI<forward/>TUAVRDFILVAY NTHBI5E . Server - Proxy Server
RIDBEDEMRE GA—FEEELETT, BHEEROESDTT,

" <encryption mode="">

<encryption />IUXAYVME<forward/>TUAVIDFILAYNTHSIHZSE. Server - Proxy Server
FDBEDESIL/ISA-FZEERELET . BEREHRDESDTY,
8 <update-bandwidth value="" queue-size="">
<update-bandwidth/>I LAV MILDT, Serverh oD 347V M DB FHDEERE LIRE. Bz RF
(CADYO—-FFBDIM T PO ZRETEET,

B0
Bk AIRETS B B2 TI# b
value E;IT;E B EREORARE AR
ERETEES maim AGeNtDUDTAMARITEEOF 1—cBINE TR
T. $1-OH (XL RIF BN A,
" <bandwidth value="" time-map="" />

<update-bandwidth/>I LAV ME, 1DFE(FE N D<vandwidth />FIVAVMEFDITENTEET,
COILAVMIEESNTZHARBICH T T — i DR EICLERERELET,

BEDEREA:

8%

107



woNy
<gila> E2E: T8
N
Bt ARELE L FIAI b
lue » KB/ AgentE Hi B (07— RBEE R D) L IR SR
valu . SR gen FDT —RERERE
time-map | — EIREEATHREEETEIAY _

| time-mapME(C(EServerfRED I 74V EFH AT I1—ILDLDER UL DOMEESNET,
time-mapDFEICHERE [FTF R TIEYR— SN TLERA,

B <install-bandwidth value="" queue-size="">
<install-bandwidth>I LAV MIAgentf VA M=V DT -8R RED LRE, A VA M—ILT—H%FE
FRCADYO—FIB DM 7 U DB ERELET,

BEDEREA:

B Al RET fE £ A FIAI b

1 » KB/ Agentf VA R—ILHE DT —RE5%ERED L R IR
value . R gent1V A T RIEIRE

) F1—-DHAX(CERITHDFEEh, Serverh b [E]

enecige | EOEH BHCEATTBIEDTEBAGeNt VA= EYYa o

4 o IR VHOLRTYT, ERICGELEISE . Agentdyy
IAMIEFTEFEOF1—-(CEMNET,
" <bandwidth value="" time-map="">

<install-bandwidth />IUAVME, 1 DFFE D <vandwidth/>FIVAV M eFEDIENTESE
T, COILAVMIIEESNEAMICH TR T — I DR EC EREZRELET,

BHEDERA:
B ATREGIE Sie T4
value » KB/# Agentf VA L—)LEEDT —REEEEEN LR HEHIR
o IR
time-map = — IRZEATIAMEIEETIVAY —

| time-mapOEIC[EServerfRED I 74V EFH AT I1—ILDLDER UL OMEESNET,
time-mapDFEICHERE [FTF R TIEYR— SN TLE R,

® <cache enabled="">

Proxy Server®)iRJ M) F vy 1D EEITVET,

EENEREA:
B A RERE SR BA T4k
enabled yes | no T EMhE I EEELET, yes

<cache>TUAVMIELLTOFILVAV M EENFET,

T 8
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ILAVE Al EElE fE EL: FI4IL b
joleaninteral  Eomy RBETBIEIIOM, 3
moatinteel Eomy EBAEIE VAV ENIR TR (HEE) . 60
repo ek EOEH RSN TWELIPVEAENSPVE-FF3 10
REIRR (45 A1) .

<repo-check />

idle | sync FE2ENRF (RREINDHBIENBDET)IC, F2F)\y  idle
DI39Y RTIT5F vy V10 BEHTFIVD,

B <synchronize enabled="" schedule="">

Proxy Server&Dr.Web Server )ik FEDREHADELTE -

BHEDEREA

Bt AIAETS (B B2 T4 b
enabled  |yes | no ;ﬂ*\“‘/"I~'J0)Iﬁl,ﬁ,ﬂh*"ﬁﬁ?mzmo‘CL\éh\t"ﬁh\’éE%bi Jes
schedule — EESNCERORHADAT Y1), —

| schedule/VZX—4I(C(&. Control Center®z& EDRIHAAT J1—ILER UIEN R ESNET,
scheduleDFHTOHRTE LR A TIEYR— SN TOEEA,

<product name="" />FIULAVNMI, FEHEATIRRBOUA M EERMLET,
e 10-drwbases - IV AT—AX—2

10-drwgatedb - SpIDer GateT —3~X—2

10-drwspamdb - AntiSpam¥—4~X—2

10-drwupgrade - Dr.Web Updater

15-drwappcntrl - Application ControldViR—2 U FDIEFETESZ 7 TV —2ay

15-drwhashdb - BEHIDZ BN/ \w>1

20-drwagent - Dr.Web Agent for Windows

e 20-drwandroid11 - Dr.Web Agent for Android

e 20-drwunix - Dr.Web Agent for UNIX

e 40-drwproxy - Dr.Web Proxy Server

e 70-drwextra - Dr.WebI VA—754 X & &,

e 70-drwutils - Dr.Web& ¥ 1—71Y7 4

® <events enabled="" schedule="">
Agenth b E LA XY b Xy 1T B3HDERTE
BN
Bt AIRET {E %A T4 b
enabled yes | no  FwwIUIONBUHNEINEERLET, yes

8%
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i%; $25F: {18%
=4 A RET fiE E: T2k
BAMDBE ARV MEAA LT—TINHE>TServerlZiE{E
SNFET, T VIR EHICEOTVBBE . ARV M
Dr.Web Proxy ServerlC&>TRIESNE&IC. ServerlC
EEINET,
schedule — Agenth oA RV bEEETBIEHDIALT—T ), —
| schedule/VZA—4(Z(E. Control Center®E%E DAY MEEAT Ya1—ILER UEN R ESNF
: ¥, scheduleDFHTOHRFEFRERATEIYR— FENTOEEA,
® <update enabled="" schedule="">
Proxy Server® BEI B HDELTE -
BHEIEH CE. RENERCHELTIVBB A . Proxy Server® B #H (L, (ED) B LT—FILICHELT
Serverh oA VA— FEN ., B LT—T IV (T 74 FTIIEERBICLZHIFBL) (LTI VA R—ILEhE
T, BEANENICHOTNBRIGEE. BFHIM LTIV (T 74 FCIEIERBICEZHIHE L) (CR->TE#HNAS
DVA— RSN A VAR ILENET,
BHEDERBA:
=4 A RET fiE E: Tk
enabled yes | no  BEIEHNEDNEINEEELET, yes
. NI TEHNADYVO— FEN (REAN R ESNTOEL
sehedute BE) . AVAR—NENZIA LTF—T b,
@ scheduleDFHFHTORE IFIRE A TIIHR— FSNTOEEA, TIA4IITIE, BBIEHITHER
(CLBHFB LTI SINET,
® <core-dump enabled="" maximum="">

SEHBISM DA FE A LTI5 & DIREE— FEARUAVTH

/l\ AEYA Y TDEHRFEIFWindowsIBIE TOH ATRETT

ABRUSYTEIRETB(CIE ., OSICdbghelp.d1194TSUNEENTLVBZRENHNET,

HOTIRDIAIFCHE IENFET 2211 Users\Application Data%\Doctor Web\drwcsd-
proxy-dump\

BIEDEREA:
Rt AIRER iE B7LL T4 b
enabled yes | no SOTORENRBTINEINEEELET, yes
maximum EDEH NUTHO LR, ZREEVAVTHLHIBRESNET, 10

e <dns>
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DNSEZE T,
<timeout value="">

DNSIES|E - #5IEDAA LTI F)TY, BRIRTBETORSHFEICHIRZER (TSR (SEZO0ICERE
big-o

<retry value='"">
DNSOTDFRRICKUIHE(C. DIVEENBRTEIHD LR TT,
<cache enabled="" negative-ttl="" positive-ttl="">
DNSH—N—-DIGEEFT v allRFTSEME (TTL 28 ELET,
BTHEDEREA:
=4K3 AIRERE e
e yes - IGEZEF vy VIl
lJ o
enabled REFLET BB EFwWYAREISIE-FTY,
e no - IEx&EEFvyYall
RELEEN,

DNSH—N—hbDE T T4 I BIEEEF vy alTRE(TTL)
3B/ (9) TY,

negative-ttl —

DNSH—N—hbDiR I T4 TR EZEF vy alcRTEF (TTL)

positive-ttl | — 3B () TF

<servers>

7_'"77”[/ I‘O) :/7\7_'.L\IJ7\ H:E%#ﬁbé DNS"j'—/ (—UZ I‘_Ca-o 13ui®<server address=" ">%I I/JPJ
hé_‘:]?ft\ 'Z'U)address/fax_ghﬂj—/{—0):“:’)7 Fb]’éi%big_o

<domains>

7_'77_"“/ I‘G) :/7\7_'.L\U7\ HCE%?@D% DNS I‘)"f VIJR I‘_Cg-o 101’1J:0)<domain name="">+FT LAY I"Eﬁ
5. FDname/ \TA—AN A VB EEERLET,

G5. Repository Loaders& € 771 )L

drwreploader.conf Repository Loaderi& % 774 JLIGXMLTA—3 v M T, Serverd VA R—IL 74 ILAD
etc Y774 IARICHNET

REI7PMIVERRATSICIE

o IV=)1—F1I)T1DHE . T7AIADNAE--config2AAvF THRETIVHENHNET,

e US24ANA—FT4)T1DBE . 77AIWEA—TA) T4 74 WA ICHFEETRZLERHNET, I—T1UTHRTE
T7AIVEBLTEITEINDE, 1—T4UT174IAICERET71IVMERR SN . ROESEEICFERINET,

Repository Loaderi& € 771 L)\ A—3DEREA :
® <mode value="" path="" archive="" key="">

BEDEREA:

i 8
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value

path

archive

key

® <log path=""

L
A-T4 U E— FEEHLET,

e repository - URI MY —N=URIMNTA—Iy FTHADYO—
RENFT, O— RENTZT74 IV ServerUiR T MO E e [EBF(C
Control Centerf2 A CE#EA Vik— FTEET,

e mirror - YRYMHGUSEHY -2 74—y b TADYO— FENFE
T, O— RSNTZT771IUIO—AIL 2Ry FI—DDEFHIZ—(CELEN
TEEY, LI&. GUS H—N—HnTlEi YR Mo s#H /-3
VEBNICDEHIS-HoEEEHEZTERSLOServerz i E
TEEY,

YRS M)A Y0—-FT% T4,

HryyO—RUEURY MEBBIMICZIip77 VR T7—IMTLET,
ZNICED. AoO— RUEYRY MUP—H4 F%Control Center() &
S URIMAVTIY ©DvavliAViR— bTERLIICHENET,

Dr.Web34tYAXx—774)b, 1—H—IF. AV AF—DHENONIZ5A
tIAF—OMD5/\YY1DHIEE TEET, MD5/ VW aldControl
Center®) B — 1PV AYR—Iv— €YYV THERTEET,

verbosity="" rotate="">

=1 —1

Repository Loaderd /D& %E .

BEDEREA:

B

path

verbosity AYDEFMLAI, FI4I MITRACEITY,

rotate

® <uypdate url=""

F2E  (1F

AJRETS fE

repository |
mirror

yes | no

Bl AJRET fE

Ag 274D,

ALL, DEBUG3. DEBUG2,

DEBUG1. DEBUG. TRACE3,
TRACE2, TRACE1., TRACE.
INFO, NOTICE, WARNING,
ERROR, CRIT, ALL{EE
DEBUG3{EIE Y/ Z LT,

<N><r>, <M><u>74—< FDRepository LoaderdfO— -
T—YavE-—R, B=1\-070-7—=23 ERUTT,

FIAIWETE10, 10mT, EMEFE>TENETNI0AH A bod
74V EIVEREFETIEVIERRICENET,

proto="" cdn="" update-key="" version="">

YR MO—RREIBA—TA VTR TE.

BEDEREA:

B

.url

L

Dr.Web& @O EHEELGCUSH—N\—-DT7ILH, -

i 8
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B SR A RERE
proto BF—N-hoB#HEZETZIOMNINDI(T, £TOFO http | https | ftp |
FILT, BFHIFGUSH—N—UA DR EISRA>THADYO—F  ftps | sftp | scp |
ShET, file
cdn Content Delivery Network%{# I LCGUShBUIRI FEAD  yes | no

VA—-FFRIEEFFRILET,

update- GUSHhoO— FENLEFH DB R ERIETR12HDNTIvDF— -
key FRENNTVDX—DTFIAANDISA, B EREET BN
update-key-*.upub/\JUyH¥—I(d. Dr.Web Server®
etc ZAVAICHNET,

version FHEO-FTIBLEDHBEServerD)N\—J3aY, -

0 <servers>

F—N=UALEBE#HLET, GUSH—N—DJAFTOIRZEZ. URI MDADYA— FEFICI— T4 T
BSNBIRBE(CBNET

E%ﬁ"j_l ‘_E’E%—j—é<server>¥l l/)“/ I"E’ﬁ%i?o

B <auth user="" password=""'
BT —)\— 'Cn.anEb‘,Z\EbiﬁAG):L Y —REEER.
BHEDEREA
= B7LL
user BHY-—N-01-Y-%,
password B#HY—N-DNAT—F,
8 <proxy host="" port="" user="" password="" />
TOF Y —N—FEHRTGUSIIER T 3LHD/I\TA—4,
BHEDEREA
Rt B7LL
host TOx Y -=-N=02y+I=D7 KL A,
port TOF I —N—DOR—+ES, TI4IME3128TT,
user FATSIOF VY- N-TRANERINSZENI -V —-£,
password FERATI0F I —N-—TRIANEREINBHZED) AT,
B <ssl cert-mode="" cert-file="">

BHEIMICEZESNBSSLEEBAZNAM T, COA T Vavid, BB ibEYiR— 2L 2B IO IICOHFE
RAanxd,

BN
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<eip>
N
B EL
cert-mode FIEAZEZBEIMICEFAILET,
cert-file ZFEBAEI7MIADIA,
o <ssh mode="" pubkey="" prikey="">

F2E  (1F

AIREE

o any - £ COIEBAEERFA

° valid - BRGEEBAZEDH &

o drweb - Dr.WebZEERE D& Z&F 7]

o custom - A—Y—{EEDFEBAE ZEHF I,

SCP/SFTPIC& 37D ARFDE Y —/\— L DEREE R,

EEDEREA
B Bl
mode FRREFE R,
pubkey INT)yHSSHE—
prikey T34 K—FSSHF—

® <products>

B R0FREEOD—RFLET,

8 <product name="" update="">
FRADERIERE

EHEDEHA

=4k BTL:]

name HEAZ,

update COREBDADIYO—- FEFHIC

Llig-o

alREL(E

o pwd - NAD— FEERA TSR, /IAT— Fd<auth/>4
DIRESNTNET,

o pubkey - NIUYDF—BFRATRREE, N T Uy +—
X, pubkeyBIEICERESNTIVED, prikey CIHRES
NETIAR—rE—hoiHEINET,

AIBETS B

e 05-drwmeta - Dr.Web Servert¥a1U747—4

e 10-drwbases - VMV AT—AN—-2

e 10-drwgatedb - SpIDer GateT—%~—2

e 10-drwspamdb - PVFAINLT—AR—-2

e 10-drwupgrade - Dr.Web Updater

e 20-drwagent - Dr.Web Agent for Windows

e 20-drwandroidll - Dr.Web Agent for Android
e 20-drwcs - Dr.Web Server

e 20-drwunix - Dr.Web Agent for UNIX

e 40-drwproxy - Dr.Web Proxy Server

e 80-drwnews - Doctor Web —1—2

yes | no
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® <schedule>

F2E  (1F

EHHICEHFERETIATY1-I, COGE1-F—RB31-T1)T1EF B TR TILENGLL URY
FIDADYO-FIE, 5 LERRBRICENETEBRTINET.

8 <job period="" enabled="" min="" hour="" day="" />

O—RFERTATY1-ILDERTE,
Bt B2

period A—FRIADEITOREA,

enabled AYHy0—RFR2AODER,

min RNADEEITIIETDS,

hour AADEEITTHECORFR, dailyE
weekly|CBEE,

day RADEEITIEZETORE, weeklyll
B,

A RER

e every n min-N#E
e hourly - EHF

e daily - 24E5fE1%E

o weekly - Ei#

yes | no
0~59M %%k

0~23M0E#

e mon - AEH
e tue - NIEHR
e wed - JKEEH
e thu- KEEH
e fri-&HEH
e sat - THER
e sun- HEEHR
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-+ §%H. Dr.Web Enterprise Security Suite
CEFN37O003LDAIYVEIAVINTA=4
ARV RFAVINSA=BIET T4 FERE P ZFD D ERTE (Servers% TE 774 )L . Windowsl YA M) RBEDERTE)

INLEIMBEEER STVET, EERHTIEESNIZNIA- DB o U ERNTA- L RET B EHNH
NET. TDLIBIBZEELUT TEHALET,

RR3TOTIL0, NoA-SEXEELRTIRCEBME D EHIEINL . . . 1 THAIET.

LITOMER H 2D aVICRE SN TS EIEIFAgentry M) =1V A M=3(CF HTFEDFE
/Uo

ARV VINGA=EDVOMIRMYFDORELTVET UM IV TIRENET) . EDLIB)ITA-RI AT Y
F.EFLBATAVELFEENFET

Z2(DIEE. RVEKREF ISESELHBH A TAIVFERBATEET, COLH. HBIHEE (ves/no. AL
N ETRETIAVTICE BOERERFIAIVTHHNET, HIZE, —~admin-rightsAMYFICHLTIE
B5HERFDEKREF IO DAIYF-no-admin-rightshHNFET, COIIBAMYF CIEBHTRGIET
BETDHELTEET HIZAIE, ~admin-rights=yes&-admin-rights=noCJ9,

| yestRIFKNEKRZFOXRB(CFon, true. OKDBNET, nob RIHDEKZFORECITof £,
° falseh'®BNFET,

AMIFDEICAR=A, FERBIATHEENTNBIGE . NIA-ALEN 5 AFRICENMM TV BENBDE
o BIZIEE. RDLIICBNFET

"-home=c:\Program Files\DrWeb Server"

| AMYFDABNISIENRE CEEFT (REOXFEEMLO N, BiESNLZABIDMEOZIvTFOIRENE
: —HUBMEEICRONET .,

ARVEIMVBIEBNATUTIRFSIZRE. [- 1 (ZEVM( TR BB EEAL A YFURA BN 5 E X
TINFET ., ULTFIREDLIBHITT

[--] initdb D:\Keys\agent.key - - <password>
o [—-] - BBREBTT, AMVFIALDERNONTHEEZRL, AMYFUYRMEMDSIHIA MR BELE

R
e <password> - BN TT

Windows773)—MNOSTEEEFELTIVY FEEFIMICEITTEICE., elevate \TIA—AEFERATEET,
CDIGE . MDETOARIYFENTA—FDRICERETEIVLENHNET, #l:drwcsd elevate start,
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AR— bR IA—IV

drwinst.exe [ <switches>]

AM19F

@ IRV RS VMY FIZ & TOREEDAgentf VA M= L7/ IV DR BIERTEET,

Agent®y FI—DA VA N—S%FCEIT D A YT/ <switch> <parameter>N7#—IYFTHRELET,

NIA—BERETAR-ADERAIHEELET, BIZIE, ROLICBIET,

/silent yes

A YFOBICAR—=A BT F3/BENEENTVSEE . NSA-A2 K E5| AR CHE TS, HlIZ
(£ ROLICBDET,

/pubkey "C:\my folder\drwcsd-certificate.pem"

ERATTRER A VT
e /compression <mode> - H—N\—FO4YDDNEMEE— FTT, <mode>I\F7r—BILIFRDIEEIEET
EY,
o yes — [EMEEFERLET,
o no — E#MEEEALEFEN,

o possible — EfMEZERATHENARETYT FEAICOVWTE ., FT—N—RIDEREICIGEUTRESNE
EIR

AMYFHMEESNIGHTIHE . T 74 b TpossibleMERSNET,

e /encryption <mode> - H—)\= ;5749 DEEBALE— FTT <mode>)\5r—BZERDIEZIEE T
EFET,

o yes — lBEE{LZFERALET,
o no — lEE{LEFEALEEN.

o possible — BESLZEATIENARETT , FAICOVWTE, T—N—AIOEFEICIGE UTRESNE
ER

A YFHMEESNBHTEIHE . 774 b CpossibleMERSNET,

e /excludeFeatures <components> - iR EADAVA—ILHBERSNTEIVR—R U FDUANTT,
BHEOIAVR-R VI EIEETRHEE. ", "RBE2EALTR Y TZSW, FEATTRERIVIR—R U ME,
ROELENTT,

o scanner — Dr.Web Scanner
o spider-mail — SpIDer Mail
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o spider-g3 — SplDer Guard

o outlook-plugin — Dr.Web for Microsoft Outlook

o firewall — Dr.Web Firewall

o spider-gate — SplDer Gate

o parental-control — Office Control

o antispam-outlook — Dr.Web for Microsoft Outlookdik—% > F@DDr.Web Anti-spam

o antispam-spidermail — SpIDer MaildVik—% > b®DDr.Web Anti-spam
FETHREINGBIEIVR—R Y MIDOWTE, T4 FOKREN M RFEINET,

e /id <station id>— Agenth'M VA M=)l ENBiHEKDFE A FEEELET,
F—N—TOBEEFRZITIICE. /pwd A VFERENTA—AEIRELET , BREE/ \SA—INERESNG
holBE . BRIIDREFT—N—BITITHNET,

e /includeFeatures <components> - iR EICAVAM—ILTEIBHENHZIAVR—K VMDA IT

T BHOAVR—R U IEEETSEER. ", "SESEEAL TR TS, EARREGIVR-—% b
. RDEENTT,

o scanner — Dr.Web Scanner
o spider-mail — SpIDer Mail
o spider-g3 — SplDer Guard
o outlook-plugin — Dr.Web for Microsoft Outlook
o firewall — Dr.Web Firewall
s spider-gate — SplDer Gate
o parental-control — Office Control
o antispam-outlook — Dr.Web for Microsoft Outlookd>ih—% > F®DDr.Web Anti-spam
o antispam-spidermail — SpIDer MaildViRk—% > @DDr.Web Anti-spam
FETHEEINGIEIVR—R U MIOWTIE, 774 FOKENMEFINET,
e /installdir <folder>—-AVAM=II#IHTT,

AMIFEESNGIOIEE . TIAINCIATLRI4T EDProgram Files\Driteb74)LAICA VA
F=ILENZET,

e /installtimeout <time>— Control CenterhoZE{TENLUE—FM IYAM=ILOIRIC, RN ODIG
EREFOEBRBOLETT (F),

fBESNGHOIBE. T4 FT300 FICEDET,
e /instMode <mode> - AVAC—FEEE—FTT, <mode>I\FA—BICERDIEEIEE TEET,
o remove — { VAN ENEE RAZHIBRLET,
AIVF IR ESNGBHIGE . BEIE— RET 74 FTA VAN BBIMICRELET,
e /lang <language code>— AVAM—5DEFETY . 8551 FIFISO-639-1 X THEELFT .
BESNBMEZE. T4V NCOATLERENMERAINET,
e /pubkey <certificate> - H—IN\—FEEAEADIIIIATT,

REAZEDERESNBIOIIGEE . A—DIA VA I OEITER. AVA—SEBETI VA BN T4 S
D* . pemiEBAEEEALEY, SERAZS I7MIMM VA M=SEEN THIIVF LIS H BB E 3. SEBRE 71V
NDIVNAEF B THRETIDENHIET,
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Control Centerid CEREINTEA VA R=ILI\WT— IR ETTRIHE . SEBAZREI VAW —JICES
NTWET, XV RFMVINGA—BTIERAZE D71 I EIEE T2 EEHNFE B,

o /pwd <password>— Agenth'tt —N\—(C7DEATBTHDITAT—F
B—N—TOBERIEITOICE., /1dA/YFERIINTA—FEIBELET, BEL/ AN RESNTH
HE . BAORERT—N—BITITHONET,

e /regagent <mode> — A VAL=IENLETOTILDYAFAICAgentE & & TENEINEIRELET,
<mode>INFr—BIZIFRDIEZFIEETEZXT,

o yes — JAMAICAgentz & LET,
o no — YA MRNICAgentz &8k LEBh,
AMYFMEESNGIOIIEE . T4 b CnoMERASNET,

o /retry <number>— IVFFYAMDIAMEEELTH - N-DRFERITISRHMDLRTT, I5E
SNEEBAICY - N=D b ENBNIIGE . - N—[EROD LR TeeHEienE T,

AIVFRIEESNGBHISIGE . =N —0RRFATEBEETITONET,
e /server [ <protocol>/] <server_address>[ : <port>] — Agent®1 VA r—)LHERIRSN T —/\—
THN. A VA= #&(CAgenth RSN ST —/\—D7 RLATT,

AMIFHEESNGHOTGEE . TI2IWETINTFFvANDIARDREEICL T - N-ERELET,

e /silent <mode>— AVAL=3"I\VITSY RE— RTEITITINEINEIEELET ., <mode>I 52
—BILERDIEEIRETEET,

o yes — AVAN=3Z1\WITS0 FE— FTREBILET,
o no — AVAM=FEUIT4NIE- FTEBILET,

AMVFHEEESNBIEIEE . TIAIMREDI VA N—=5DT 574 0IVE— FTAgentD( VA =)L IE
TINFTAVAM=IVRZAT DA VA E—S4Z BB THODr.Web Agent®4 VA L—)LSHR),

o /timeout <time>- HY—N—REROFRCEEFOREOLIRETT (M), HBESNLEZEBZSETO
RIS EA - VDR EERITET .

WESNGHIIZE ., T4 T3 BITENET,

H2.Dr.Web Agent for Windows

AR—FERETA—IV

es-service.exe [ <switches>]

AT

BEAMVFIRUTORNINNLIDD T4 —I Y TERETEET (T4—IVMIELTY),
- <short_switch>[ <argument>)

FrE

-—<long_switch> [ = <argument>)

BON-JaVERVWN-VaVead . EROAVTFERBCERATEET,
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/l\ BIBICAR-ANEINTVBIS S 5IRFTHOLENHDET,

2TOAyFIEServer L Cim RISkt UCEFRI SNN—3vVaV [CRERB(ETTEE T Agent i
EEEETR/IN—3I9YauhServerCIEESINTIVBIEETE, YV FSM VY AMyFEERLTEND

DEEEEBTEET,
FERATEELBRMYF
o N TERR:
a -2
o —-help

o Agenth'#E#: 9 %Server®7 RLAEZEHE :
o —e <Server>
o -—esserver=<Server>
BEHDServereRFFHCRETBICE AR-2AZEFEALTY FLAZEC-e 21T &R U THEE LET . I
AE ROESCBNET
es-service -e 192.168.1.1:12345 -e 192.168.1.2:12345 -e 10.10.1.1:1223

Frl

es—-service —--esserver=10.3.1.1:123 --esserver=10.3.1.2:123 --
esserver=10.10.1.1:123

o NJTUYOREHLF—&IEM:
o -p <key>
o ——addpubkey=<key>

SIEELTIEE SN TvhF—(FAgent T4 LA (774 b TlE $ProgramFiles%\Driteb 7#4JLA)I(C
JE—&N. drwesd.pub ELVDBRICEBRESINT(RRINERSZIGEE) Y—EACLL - THEZEAAHEINE
T, CDEE . BRFEDINTIDF—T74 IV (FETSIHEE) L drwesd.pub.old ELVDRRICERINE
ER

LHENCERASN T2 TONT)9DF— (Serverh bERESN TL YA M RICRFSN TS HD) (FEDE
FEANET,

o ServerifBAZ%E/N:
o —c <certificate>
o —-addcert=<certificate>

5L TR E SN =ServersEBAZ 771 )LIZAgent 74 ILA (F 74V b T} $ProgramFiles%\DriWeb
TAWA) ICIE—SN., drwesd-certificate.pem ELVDRRICERINT(RBINELDIHZE) Y-
AL THFEBIAHINET . COIFE . BRFEDRAZE 7ML (FETSHE)E drwesd-
certificate.pem.old ELVIRRICEEIN, FEHINLGEDET,

LIBTCERASN TWVEETORERAE (Y- N—DoEESNTU I AN RAICRFESNTNS D) [FEZDFEE
ANy,
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H3. Dr.Web Server
H—N—%RENTBICE. LODDFENBNET, FNoZRIZICERBALET,
H3.1. Dr.Web Server®) ‘&I ~H3. [CERE SN TS IY Y RIED

AAT SV 74—LTHN. R DE Eb‘bb\ﬂEO Windows OSJ’:J:UUNIX?F:OSG)US'Q'C%EFH'C%i?‘

| Y-—N—EEIYVFOEEFICIS-HREETIEEE. Y- N-0T TPV ESRLTE 200D
FRRERERL SN (EREYZ17)I0ODr.Web ServerdJ &5 H) .

H3.1. Dr.Web Server)& ¥

drwcsd [ <switches>] - H—N—12EDTHDINIA =&/ ELET (A1 YFICOWTIILL T TEE L<EREA
L),

H3.2. ERKMBITVF

e drwcsd restart - ServerzBEEBLET (stop. startDRPELTEITINET),
e drwcsd start - ServerF&2FHULET,
e drwcsd stop - Server®{EIEULET,

e drwcsd stat - HiEFTOOTETPMIVICEEHRLET (CPUBSE . AEUERERLE) . UNIXROSDIHEE
send signal WINCHFIdkill SIGWINCHIYYVFERUTY,

e drwcsd verifyakey <full_key filename> - A AF—J74IVEREELET (agent . key),

e drwcsd verifyekey <full_key filename> - SeverD 42V AF¥—J74 )l (enterprise.key) &
EELET, Serverd 34 2V AF—J74)UE, N—Jav10LIEEERASNE .

e drwcsd verifyconfig <full_config_filename> - ServerDEREI7AIN DI I3V AERIELET
(drwcsd.conf),

e drwcsd verifycache - Y=N—=D 771 FryV10RBEHRELET,

H3.3. T—AX-2JYVF

TAR-20#MAAE

ili MR ERTIBICE. TAR-ANFELLL, FERETHILENHNET,

drwcsd [ <switches>] initdb [ <license_key>|- [ <sql_script>|- [ <ini_file>|-
[ <password> [ <lua_script>|-1111] - T—X—2D# A1k,

o <license_key> - Dr.\WebD 34tV A¥—TJ71)bagent . keyANDINATT , 1 LIAF—NEESNTLY
BUWMSE(E. & TControl CenterhnB&NT3H . H—N\—REHEEN LCEEY— /- oEEITEIHEN
HNET,

o <sqgl_script> - DBYIEREEZ M EALTESQLADI T MDA,
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o <ini_file> - BIEERSNT=drweb32.1iniJd4—=IYrDT7MIL T, Dr.WebY 7 b1 7IViR—2 2 rD )
R EEITLVET (Everyone” )L—F(Ix LT),

o <password> - H—N—EBEDZYIFIIAT— FTT (&HilFadmin) , T74)L FTldroot T,
o </ua_script> - DBEHEAILTELUARDYT FMADNA(FI4IV FTR—A%EHB)
| F-1(RA4FA) B ESNEAER . CD/SSA—FE OBV EEEKRLET,
FIIA—ID LGS Y1 T AFEBETEET,

T—AR—2ARBEDINTA - DR E

HAAHT—AX-ANEASNTVSIEE . M T7MIVEB THRE N \SA-SERETEET, LTOIV
VREERALET,

drwcsd.exe initdbex <response-file>
<response-file> - initdb/\IA—RERUIERF T—4T9 DR SNZRERIENTA—2DTP(ILTT,

T4 TA—=I Vb

<full _license_key _filename>
<full_sql_script_filename>
<full_ini_file_filename>

<administrator_password>

@ LR 2774 )L EWindows OSETEAT3H G, WINOSESLEEE)IAD— RICESZEH
TEET,

BRENGRCHERIA-FOR(ICIHCCFIIRIERICENET VM1 TARES (1) DH THEASNEXFIID
5e. T IAVMENMERINET (initdbBEDHE),

T—AR-2ADEH

drwesd [ <switches>] updatedb <script>- FEESNIET7AIVDHDOSQLAD)T hEIEIGFLUARDYT
PEEITTBILICLOT, T-IR-2ADHHYB 773y (FHLWN—-JavADEHBE) EXITLET.

TAR-2A07yTTL—FK

drwcsd upgradedb [ <folder>] - E8EINETAIA (update-dbIAIAESER) h b, FRITHERR
DU reFERLTT—AR—2ADEEEFH L= IavIc7yITL— RT3EHICH—N—-%RBELET,
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a) drwcsd exportdb <file> - EELLEIPAIICT —AR—A&2THAR— FLET,
Windows OSO I :
C:\Program Files\DrWeb Server\bin\drwcsd.exe -home="C:\Program

Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all exportdb "C:\Program Files\DrWeb Server\esbase.es"

UNIXZROST(E, CO7PHYavlE drwes :drwes I—H—DRDONICT4LD M sDRWCS VARICRT LTEE
TSNF T (FreeBSD OSLL4V, FreeBSDTIE., T 74)L b T ADUT MIRITSNETALOMNICTPM IV E
RELET NANATRMIIEESNTVBIGEE . TALI MBI VA M ILOBEICIERR SN

<user>: <group>\Cxt UCERR Bk T DR ZHF OB ENHNET , T 74 FTlddrwes : drwesTY),

b) drwcsd xmlexportdb <xml_file>— ¥&TE LIxmIZ7 4T —AR—-AZIDAR—FLET,
gz 77 R FEIBE VS S . IDAR— MRICTF—AR—-2AT77M )V dgzip 7 — DM T ICEMEEINE T,

WINOHERFHIEE LB IZE B F e Eoz N DR FEIEE LZIHEE . TDAR— bSNET7AILE
P=h1TEnF k.

Windows OSOl :

o TAR—AZEMET(TXMITPAIVICIDAR— FFBICIE
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-

root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log xmlexportdb database.db

o F—AR—2ET7— N4 FICERLTMITP AU I IR - MBI

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" "-home=C:\Program
Files\DrWeb Server" "-bin-root=C:\Program Files\DrWeb Server" "-var-
root=C:\Program Files\DrWeb Server\var" -verbosity=ALL -rotate=10,10m -
log=export.log xmlexportdb database.gz

UNIXZOSOHI:
o THAR-2EEMETICXMITPAIVICIDAR—FTBICE

/etc/init.d/drwcsd xmlexportdb /test/database.db

o F—AR—2ET7— N4 FICERLTMITPAIUCIIRK— MBI

/etc/init.d/drwcsd xmlexportdb /es/database.gz

F—BR-204 Vi~

a) drwcsd importdb <file>— EELET7MIVD LT —AR—A%A UR— LET (T —ARX-ARICHD
LRIDIVTOIRHEIBRENET) .

b) drwcsd upimportdb <file>[ <folder>1 - LARIDN—I3avDH—N—hoIHAR— LT —AX—
AEAVR— U, PYTTL—RLET (F—AX-2ARICHD LURTOIVTUVIHEIBRENET) . ADUT FTI#
WHANDNAZIEEL T, TAR—ADEEEFH LLWN=Jav7vTT - R eE TEET
(upgradedbdY YV FERIL),
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€) drwcsd xmlimportdb <xml file> - ¥8FELxmIZ7 I oT —AX—2%&1 Vik— b LET,

d) drwesd xmlupimportdb <xm/ file> - LLRID)\— yﬂ‘/@*ﬁ'—/{—h\mem/_t_CI’Jl'ﬁ LT
—AR=2EAVR—FL. PYTTL—RUET, ADUT FTTAIAANDIIAZIEE LT, TARX-ADHEEE
HFLWN=IaUPyTT - RTBEETEET (upgradedbIY VY RERIL),

e) drwcsd xmlimportdbnh <xm/ file>- I\Wo1EEEEET. IEE LIEXmMIT7M I bT—3K—2
EAUR—FLET, BIAET—AR=ADXMIT7M I FEERTHRESN TR IEE R, IDAR— MFCEH
BICEZFRAFTNLEIZPAIINDNY Y AUENRF N TGS EREICFERATEET,

ilf upimportdb¥®xmlupimportdbd¥Y FEEHATBHIC. T—AR—AD)I\VI 7y T e LE

j-o
BV FOETHICEIOHDRIENRE LGS . T AR 2 COEHRMEIFRSNTL
FUGENHBNET,

R UDBMSO# T, upimportdb®xmlupimportdbd¥Y FEFERALTTF—ARN-AD/NN—J3a %
BHFLEDAVIR—FTEET,

T —RIR=2AH T DIHAR— b

drwcsd [ <switches>] dumpimportdb <DB_file> [ <SQL_file> [ <tables filter>]] - $iHiAdH
FRENEBT—AN-AICEAT M ESRE Y — N\ —0T 771 IV EESQLI7MIVICERERLET S

@ dumpimportdbd¥ Y FORITHICET—AX—-ADM Vik— reIDAR— MIfTONEBA,

o <DB file> - T—BNRK—=ADIHAR—FIPAIVTT , FIITHEIMSNBERIE, H—N—0OTT771)L%
<SOL_file>ZEEFAFNFET, IDAR—FI7MIVIE. exportdbI¥V FENUVLTEB CEET £, T—
AR=2AD)\VO Py T AE—D o774 IV EFERTEET,, xmlexportdbd¥ Y FEDXMLI7MIVIEEFRISNE
Hho

o <SQL_file> - <DB_file>THaFE LI I7AILh T —AR—2%M Uih— T BRICETIND 2 TOSQLYTIY
EEZRALTPAINTY, SQLIFMILMEESNEBIME S . T—3F (=T IEFDT4—ILRDYA PELT) B —
N=0OTT7AINCEFAENET T7MIDEESNDBIHEE . SQLIZMIADDI)DHNEZFAENET,

o <tables filter> - <SQL file>ICEEAFNDT—AIN—2AT—TILDYAMOIERTT, UAMNADT—TIL
(&, DI TREYBBHERHDET , BHIE. T—AR-AT—T I OB FIHETIHENHDET, fI:
admins, groups, stations, 7= 1A=L, SQLI7MILDE ADHSERASINET, T—TILWA
PEESNTWVEWNEER. IRTOT—TILNEFAFNET,

T—RN—ADIRGE

drwcsd verifydb- Y—N—&REBIBTT—IN-A2ERALET, R =0T I7/)VICEEEETBICE. O
IVRDRIC-1ogF -2 FEDENBNET, F—DFERFEDEFEMIE. H3.8. A4 VF(CONTDEREA T
SREBASNTLET,
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T—AR-2ANEMEEEDME L

drwcsd [ <switches>] speedupdb - DBOEMERE &R LEE37HIC, VACUUM, CLUSTER,
ANALYZEIYYV FEETULET,

T—AIR-ADEE

drwcsd repairdb - SQLite3NERT —AXN—ADIFIE L T4 ADA A= FI=(IMYySQLA &7 —AN—
ADE LTIV 2 BELET,

Control Center®SQLite37 —AN— AR ERN THIB LA A—JZ BBIMICBEICF IV A-STIS 5
A . SQLite3(3U—/\—Di2EFFICHEMIIEEINZBALNHNET (BEBEIZ217INDOT—IX-201E
TTEHR),

T—RR—=ADH)—-V7vT
drwcsd cleandb - £TODT—TIWVEHIBRTEETH—N—DT—IR-2&D—-U7VTLET,

H3.4. YIRY MJITVF

syncrepository, restorerepo, saverepod<¥ Y FERITTRHIICH—I\—%=ZILTINE
HKHNFET,

e drwcsd syncrepository - UIRY R)%&EDr.Web GUSERIEASEE T, COIYY REH—)\—TOt A%
BRIELE T, TORR. GUSHIEU SN BFH Ho125 & BRI M EFHHRITONE T,

e drwcsd rerepository - FIATMDURIMNEEFEHAHLET, UNIXROSTIE., readrepod¥
VRICEITLVET,

e drwcsd updrepository - Dr.Web GUSH'BURI MZEE#FHLET, COIYY FIZIEEILTL S Server
TJOCAIESEES>TGUSEMFUH L, EFNHZZEIE. ROURIMOEFHEEITLET, Serverh' iz
BLTOVEWNMEE. URJMOBEFHEITOHNE A,

e drwcsd [ <switches>] restorerepo <full_archive_name> - saverepo I¥VFEFERAULTE
iz, feESNzip7—h4 ThoServerOUR Y MEETLET,

e drwcsd [ <switches>] saverepo <full_archive_name> - Server®£THYRY M%EHEE Lizzip
P=IFRELET  ERSNT=7 =D 1T drestorerepod¥ Y RERH L TServerllf Vik— b TEE
9,

| restorerepodBLUsaverepodV¥ YV RlcL>TERAINS7—H171d. Control Centerhr oMUk
JMDOIHAR—beAViR— MIERSNZ 71T ELBNFET,
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H3.5. Dr.Web ServerOEZLT—30O)\vHO7v7/

UTOIIY RO T4hIV Y —N=T =30 )\wo7yFIE—#ERR LET (F—AX-2TVT7 Y. 1 EVAF
=274 AL T FA K= F— Y= N—-E&ET71)l. Dr.Web Security Control Centeri%E771Jl)

drwcsd -home=<path> backup [ <directory> [ <quantity>] ]

o DUTANNBY—N=F =A% EINE <T7LIF/>IE-LET,
o —home A/ YFIFH—N—DI VA =L I AEIBELET,
o <quantity>FEFNENOT7MIDIE—DE T,

Windows OSO ] :

C:\Program Files\DrWeb Server\bin>drwcsd -home="C:\Program Files\DrWeb
Server" backup C:\a

TF—=ARK=2ADIVTIVERINVITPYTDETDI7AIVE, ICICFERTEET, T—9X—2\WH7yFDIE—
[FgzipPEDMMD T —NAINTERIERIRER . gz 7A—IYNCRTFESNE T, T—ARX=2ADIVFTIUINIINVHT7Y
JOIAE—hb, Y —N—=DRIDF—AR—AICIE—TEBDT. T—HFE T TEET (Dr.Web Enterprise
Security Suite@®T—AN—2ADETTR—IESBLTIZELY)

BREDZEITHIC, Dr.Web Serverl3FEZEGIEIRD /) \WO7vFIE—E LT OI4IARNICEHICREFLET,
e Windows OSODi5 & : <installation_drive>: \DrWeb Backup

e Linux OSDI5E : /var/opt/drwecs/backup

e FreeBSD OSMi54& :/var/drwes/backup

NDPyT e RITTBHIDIC, daily taskht —N—2AT V21— ILICEFNTWET , COLIBAAIDAT Y2l
(CBWNMBE AR, TR EERGERELET,

H3.6. Windows OSE NIV F

e drwcsd [ <switches>] install [<sewvice name>] - Y—N—HY—ERAZIATLICAVAM=IL
L. COY—EAERENTRAMVFEIRELTEINLETET,
<service_name>\, Y —EADT IA I B DEIZFF FToNB Y T49DATT, COBE. H—EADTERL4A
MlITDrwebES - <service_name>1I1CNET, instal 1YY RIEIIEE SN B CY—EARER (FR
£)L. BEMIC-service=<sevice_name>AAyFEEN5IIEMULET, CHGE . BBFEAY—ER
FEEINE B,

e drwcsd uninstall [<sewice_name>] - Y—N—HY—EXEIATLDDTPIAVAL=ILLET,

<service_name>\, Y —EADTIA I B DEILF FToNB Y T49DATT, COIGE. H—EADTEL4A
(I DrwebES- <service_ name>|(ClENE T,

e drwcsd kill - Y=NN\—H—EADRBE Vv MIVERTLET (EECK T TEGHOLESR) . CDE
SIIRAFLSMIEERULGLTES,

e drwcsd reconfigure - REIPMINDBEHRHAHEBEBZTVET FHLWVIOLAZRIBETEI L
3L INECETTEET ),

e drwcsd silent [<options>] <command>- <command>&EET3MEICH —)\—h oD Ayt —
JEEMCLET, FIC. Y- N—COMAMMEEEMICTZEHICTIIVFI7MIVNTERSNET,
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drwcsd syncads - RYMNI—DEEZRIEALE T, AUE1—3—MNEFNBActive DirectoryIV7Fhi,
D—=DAT—=23aVDEIMNBT VFIMIVARY NI =D ) —TFICRNET,

H3.7Z.UNIXZOSEHNIY VK

drwcsd config - reconfigure, kill SIGHUPIYYVIFRREFk, Y—N—ZHEEILET,
drwcsd interactive - B—N—ZEBILFITH. I O—-ILEFETLEEN,

drwcsd newkey - HFTULWES{EF—drwesd.pri&drwesd. pub&drwesd-
certificate.pemiEBAEZHRMULET,

drwcsd readrepo - FIATDBURI M EBHEHIAHULET, rerepositorydYVRERUTT,

drwcsd selfcert [ <hostname>] - #UWSSLEFEAZE (certificate.pem)RSAT I/ K-+
—(private-key.pem) BHERELET, \TA—ATIE, 771ILDBERSNDZI VA M=ILEHFDH—)\—D
RAMBEIRELET, BEIMEESNEIMEE . VAT LBEECI TEFHMICIEINET,

drwcsd shell <file_name>- A7) T 774V EeETLET, COIYVRIESSHELLFEE /bin/shE
EITU. BESNLETZMIVISELET,

drwcsd showpath - YATLICEFZINEZETOTOTILNAZRRLET,

drwcsd status - Y—=N\—DIREDIKE BEIF ., F1L) ERRLET,

H3.8. AM(YFICD VT DEREA

HAAT YR IA—=LBAMYF

-activation-key=</ficense_key> - Serverd 74 I AF¥—TY, T 74V FTIIIL— b IH LA Detct 7
T IWARNICHDenterprise. keyI7MITT,

ServerD 74 I AF—=J774IIE. N=Jav10LIFEERSNER, —activation-key A/ YF(ELLRT
DIN—=JavhbhServer7v T L— RepFEEET AR - AW HE DR ICER SN HEHHNET , Server
IDIFEESNEFI LI AF—DDEESINET,

-bin-root=<folder> - T 774IADIATT , T 74 MII— b TANSA DL in BT ITAIATT,

-conf=<folder> - ServeriR E 77 IVDRABIEBRTTT . T 74 MIIL— b IAINADet cHTTHIVAAIC
HBdrwcsd.contI7MI T,

-daemon - Windows73v k74— LTIEH—ERELTOREZEERK L. UNIXT SV 4= LTI 7O A
ET—EVICTE 10— b IANAITITI=DIC, 3= FIV DG ETIDNYDT S0 RTEMELET) #E KL
*7,

-db-verify=on - ServerfCBIFFICT —AIN—ADBEHZFIVILET, NETITAIFDETT . 7—
AN—A%Zdrwcsd verifydo@iRICE>TFIVILEERICEEITIHZEZMRINTE. COT I MED
BRI HEDETREN TS CEFERTEEEA, LESRBRUTIZE,

—help - /\)Iljjéia__\l.lgsg—o J:G)ju'jlaL\tﬁ lea-o

-hooks - ServerlcxtU. Serverd VA R=IL 74 ADLLTDOY T 74 AICH P 1—F—HREFAD)T LD
FEREHFATLET,

o Windows OS:var\extensions
o FreeBSD OS:/var/drwcs/extensions
s Linux OS:/var/opt/drwcs/extensions

Server{ YA R=ILIFIWADY T I INAHICENMNTVET . CNODADIT MIEEZEDEEZBELL, 3R
DELDECRITTERLIINCLET . TIFI L TIETDADT MIEZNTT,
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N
e —home=<folder> - H—I\—AVAL=ILTAIA b= FTAIA) . CDTAIEDIEEICDOVWTIETAI VA M—
WRZa7ZILIDIDr.Web Server for Windows OSZ#A4 VA=) T2 1 #S B UTZEW, T74IL R TIE, &
FEFOREDIAIETT,

e —log=<log_file> - {EELVEENADT7AIADOF T 2B HICLET,

UNIXZROSDServerTlE, 771ILB DRI -(I1FR) IS EFRTEET, ChICKD. OTDIZHEE
HERRULET,

7 74)b b :Windows OSTld-var-root A4 vFICENIEE NS T4 AN Ddrwesd. log, UNIXZROS
TlE. -syslog=userlcdNREINET (LLTSHE),

e —private-key=<pnvate key> - Server® T34 N— MEBALF—TT . T 74 ML I— bTHILAD
etcBI74IAHICHBdrwesd . pri T,

e —rotate=<N><Ff>, <M><u> - Server®dOJO0—F—avE— KT,

N5X-4

gluII:I

A
<N> OT74 VDA ALY MOTTPANE LV T —N1TEE D)
<> AT 77 AV DREFIA—I Vb, FTREB BRI RDEHDTY

e 7 (gzip) — 771NV EEMELET, TIHILNTERASNET,
e p (plain) — 771V EEMELFE N,

<M> <u> BICIEUT, A 7740 YA ZFRIE0—F7— Ya v BfRs

<u> Bifr, RIRERME:

o OJIPAINBARIGELTA—T— YAV e R ETHHE:
= k-Kb
= m-Mb
= g-Gb

o BFRAICIELTA—T—23V R ETIEE:
o H - B¥fE
= D-H
= W-3#E

R0 UeA—T— YAV SR ESN TV S . RHAIEIYY FRITRRECBEFEATh NG
. R, EICHMEE SN TV IEEE 1R OFHIC, DEESN TS IHZE 1B 045
(. WHHEESN T35 & 3 LERD#H (A HD00:00) (O, <u>\FA—THRESNIIEE
TEITINFET,

HEFEEBHEKFFIF1A1BUTCH0TT,

T4 ETIE10, 10mT. EFEEFESTENEFNLIOAT )M FDT71 IV E10ERFETRELHOEKICEDET,
FrE. ID—7—2YaVaFRALERA. BIC. Y1 XIZHIBBOBWRIL77MIVICEEFAAFF T IELVODEKRD
none74—vYvhk(-rotate=none) #FEIELTEZET,

A—7—23avE— FCRAV 771D ARIEfile. <N>.logor file. <N>.log.dz DLIITHNFET,
<N>(31. 2BEDERTHHTT

HELT. AT 774D &RTH file. log(ED-1ogAMYF SR [CREINTLSELET,
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o file.log - WEMOY 771l

o file.1l.log - AIEIOOY774)L

o file.2.log® - HMFHREVEEHTWWNN=J3aVDT7MILTT,
e —trace - I7—HWRELLBAEHETLHOOTEERLET,

e —var-root=<folder> - Severh'Z2F AHEREIFS . EEINZT7MIIL (AT PURI MT71ILEBE) D
BREBFREVTIBESNLEIAIVIANDINATT . T 74 FTIIIL—= b IANEDvarB T 74T,

e —verbosity=</eve/>- OUDFHLAITT, 774V MIWARNINGTT , BFRI SN2 fEIE. ALL.
DEBUG3. DEBUG2. DEBUG1. DEBUG, TRACE3, TRACE2, TRACE1l, TRACE, INFO, NOTICE,
WARNING, ERROR, CRIT C9, ALLIEEDERUG3EIEY/ZLTT,

WEITHEUT RDTA—IYFTEEBD AV — IV - ACH VT EDFML AN E—ECERE TSN
BETTY:

verbosity=<message_sourcel>

: <levell>, <message_source2>: <level2>, <message_source3>: <level3> 3., CDES.
<level> (F— BRI TR SNI T FEESNZEFHEL AN ERE D REEVERY —AZIELET), -
verbosity=all:all AYFld -verbosity=all AAYFERMUTT (LK. 00 T74ITA—=IY
B3],

@ COF—(F. Hid-LogF— (EBH) (LI THRESNIATDFML AN ZEZELET ., 120EF(C
: CORBEDA VT ERBELIENTEET,

-verbosityBLU-1logAMYFEHEXIEETT,

NBDNFTA—RERBFCEIIGE . —verbosity A YFE-1Log AV FDRIICERELET . -
verbosityAMYFd. FAINARICHDRDAMYFATHRESNIOTOFMLANI ZBEEEZLE
j-o

Windows OSTND# i AR GERB AM VF
e —minimized - (F—EAELTTIIHBL, 1 V35D T1TE— RTHREEILTLVB B A [EWindowsDds ) - D4V K
vEE/MELET,

o —service=<service_name> - CDAAYF(E. Servert—EAD L I A MJEBDSelf-ProtectionZ B & i85
AMUTERCTEIEDIC. ETHROY—EATOLAICINMEDNE T, <service_ name>3H—EADT I
FEDEICHHTONB T J4VDATT, COGE . H—EADTE LB AR DritebES - <service_name> ]|
BNET,

COAMYFIEinstal 1AV Y FTEINE T, B TIIERATEEE,
e —screen-size=<size> - (H—EAELTTIIHBL, 135D T1TE— RTHREEI L TLVBIE A [EWindowsD

#) - ServerAH)—UICRFRSNZAT D, 54 TOHA1 X, T4 FOIEIZ1000TT,
UNIXZROSTOH{FEHATRRERAIvF

o —etc=<path>- etcTALIMIADNATY (<var>/etc),
o -keep - ServerD{ VA M= ILRIC—BFT1L I M ZHIBRLEE o
e —pid=<file> - ServerEDTOL AEANFEEZEZFRALTPMILTT,
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e —syslog=<mode> - YATLAJADOF T @S LET, ATEERE— F:auth, cron, daemon,
kern, lpr.mail, news., syslog, user, uucp. local0 — local7 (BLU., LN DTIV T+
—LICEftp, authpriv)

| -syslogBLU-logF—IF—EICERINET, Serverk-syslog¥— (ffl: service
d drwcsd start -syslog=user) CEEEITSIHE. EDServerld-syslogF—DIEESNE
E. LV-10gF—DT T4 METEMELET S

e —user=<user>, -group=-<group> - Jb— b 1= —(CL>TEEI LTS IZEIC. UNIX OSTOH {5
A[RECY, JALADI—F—FBTIN—TEERL, EESNZ1—F— (FLEIIL-T)D)\-3y2auT
EITIHLZEKRLET,

H3.9.UNIXZOSEFHNZE

UNIXZROSDServerEB e/ 5L T37h(C. EEREBRFIRDTAIIADADIT R I71IVAICH I ER=FERT

gia-o

e Linux OSDIZE: /etc/init.d/drwesd

e FreeBSD OSMi5 & : /usr/local/etc/rc.d/drwesd
(/usr/local/etc/drweb.com/software/init.d/drwcsdA\DIViRIYIIID)

130

FH-1FdrwesdDEHMETNICR LTSIV FAL1VFTT,
FH-1
AMIF EH T4 bDISA -4
—home DRWCS_HOME o FreeBSDMI5&:/usr/local/drwcs
e Linux OSMI5FEDIHE : /opt /drucs
—var-root DRWCS_VAR » FreeBSDDI5&:/var/drucs
o Linux OSDIZEDIHE : /var/opt/drwcs
-etc DRWCS_ETC $DRWCS_VAR/etc
~rotate DRWCS_ROT 10, 10m
—verbosity DRWCS_LEV info
-log DRWCS_LOG $DRWCS VAR/log/drwcsd.log
-~conf DRWCS_CFG SDRWCS_ETC/drwesd. conf
-pid DRWCS_PID
-user DRWCS_USER
-group DRWCS_GROUP
-hooks DRWCS_HOOKS
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AMYF Pk T4 DS A—A

-trace DRWCS_TRACE

@ DRWCS HOOKSHLUDRWCS TRACEDZEHICF/ITA—2EHNFEEN . EHNEREIN TS5
: Bld ADVT FETEICH A TIAVFHBMENET , EHNIERSN VBB E ., 219F(
EmMEnFEh,

KH-2[FEZDDEHTT .

#=H-2

EH T4 DI A -4 B7L:T]

DRWCS_ADDOPT FREF(CdrwesdlI LTELNZEBMDITY KS1Y
ma

DRWCS_CORE £EHIR A7 IPANDRKRYA X

DRWCS_FILES 131170 Serverh'BIKCEDTEZ TP M IV i b FORKE

DRWCS_BIN $DRWCS_HOME/bin drwcsd&EENTET1L I

DRWCS_LIB $SDRWCS HOME/1ib Server>473UN%H3 74D M

drwecsd ADUT FNTIN DD EHN R ESNTOEBIMEE . I5A-30F 74)L MEDMEONE T,
I DRWCS HOME, DRWCS VAR, DRWCS ETC, DRWCS USER, DRWCS GROUP, DRWCS HOOKS
EHIFITCdrwesdADUT FIPMVATERSNTNET.
/var/opt/drwcs/etc/common.conf JPMINEETEIHEE . CDI7 U drwesdlcEF

N WONDEHEBEERTEET, 2L, FNOATHAR— SN TWE LGS (exportIYV R
EERALO . MOEEL 5T,

EHEHRETSICI

1. drwecsd AT R IPAIVNCEBDEZZEMLET,

2. exportIYVIREMERALT. COE#HEIHVAR— FLET (RUEART) o

3. SOADUT ot 31200 AZERTTIME. EDTACARBRESNLEZHRHAHET,

H3.10. UNIX OS[[(7Dr.Web Server® . kill&i $ &R LB E

UNIX@E($Serverldkil11—F1)T4MServer 7O HTER VT FIICE>TEEBSNET,
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@ killd—TAUTAICBETRAINTEZ(FTERD(IC[Eman ki1l REFERLET,

UTREI-T1UT19TFIE. ENICLLTEFTENDTHVIVDYRTT,

e SIGWINCH - #5002 774 VICYERL (CPURERE . AEYDERERE) LET,
e SIGUSRL - RIATMDURI MEBZEHAHLET,

e SIGUSR2 - A THoTVIL— I eBEHRARAHLET,

e SIGHUP - ServeraBiE#I LT,

e SIGTERM - Server& vy iU LET,

e SIGQUIT - Server® Ivy D ULET,

e SIGINT - Server& vy LET,

Windows/\—JavMServerlcxt T 2drwesd & S DA YF(C L2 TERFBRD T D IavnNERITSNET, 118%
H3.3. T—AAX—20Y U FESRB LTS,

H4. Dr.Web Scanner for Windows

D—=DAT—3avV 7 b1 7DIDIVR—2% Y MIIE, [Dr.Web Agent for Windows1—%—<Za17JLJIC
SEESNTVBRIRY RIAVINGA-ANHDFET, HE—Z SR ELT, Scannerh*AgentlcE>TEITEINS 5
B. /g0 /stIN\TA—RFEMTZEBBHICH—N—ITEESNET,

H5. Dr.Web Proxy Server

Proxy Server®)\5A—R%E%E T 3I(CI&. Proxy Serverd VA R=ILT4LDOMDbint T F4LDOMIZHD
drwcsd-proxyRITI7MIEZ BT IAMVF CEITLTESLY,

AR— R TA—IVE

drwcsd-proxy [ <switches>] [ <commands> [ <command_arguments>] ]

ERTIRER AMYF

DAOAT YN IA—LBAAYF

e ——console=yes |no - Proxy Serversq VA5DT747E— FTCEITLET, COEE, Proxy ServerDEN{E
ATHAVY—VICEEAFNET,
T4k :no

e ——etc-root=<path> - BEI7ANTALIMIADINA(drwesd-
proxy.confdrwcsd.proxy.authlZ¥) T,

T4 b:Svar/ete
e ——home= <path> - Proxy Server{ VAL=ILT1LDOFIADNATT,
T4 b Sexe-dir/

i 8
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e —-log-root=<path> - Proxy ServerBI{EOJ 774 ILDENM TS TALOMADINATT,
T4V b :Svar/log
e ——pool-size <N>- D7 MMEHROT—ILHAXTT,
724V I : Proxy Serveri’f VA F=)LENTWBIVE1—A—DI7$ QK FICIIBIEEA) .
e ——rotate=<N><f>, <M><u> - Proxy Server®O0J0—7—Y3E— KT,

IN5A—=4 EL:
<N> AT 774D EEFE (ALY FATIPANB LUT7 -1 TEED)
<> A5 774V DRFETA—I Y, ATRERIEI RDEBNTT,

e z(gzip) — Z7AIVEEMLET, T 74 FTERASNET,
e p (plain) — 771V EEHELE .

<M> <u>fBIZGUT, AU 774 0P A XF 30— T— a3V B RS

<u> B, AIRERE:

o OUIPANBAXICIEULTA—T— Y3V R ETIIHE:
o k-Kb
= m-Mb
= g-Gb

o BFEICIHLTO—T—23aV R EIIES:
o H - BFfE
= D-H
o W-38

| B (OIS LIEA—T—2avy iR ESN TS5 A . RIFAIYY FRITRMCEEFRZATOHNE
T, B ECHAMEE SN TLVSIH S R 1R OFHIC. DIFEE SN TS IHE S X 1B O#H
(C. WHHEESN TS B A LERDO#H (AEHD00:00) (2, <u>)I5XA—FTHHESNIZEEE
TERITINFET,

HE#ELRBHAKF1F1A1BUTCH0TY,

FIAILMEL0, 10mT. EMEEFESTENFNI0AE N FO TP/ EL0EZRETRELDIEKICENET,

e ——trace=[yes/no] - Proxy ServerfFU'HH LOFEMIEOF VI 2B XNCLET , Proxy Serverfiid—JLA
ByHD =AY R—FLTWBIGEICOHFIRATEET (BINDAFKE LA, AN 0T (CEEZAF
nEy),

T4k :no
e ——tmp-root=<path>- —BI774IT1LDMNIADINATT , Proxy Server®) B BB #H CERINET,
TI#4 b Svar/tmp

o ——var-root=<path>- FvyyY1tT—HR-AEHEIMNT BTt DProxy ServerDERT LI MIADITA
TY,
T4
o Windows OSD154 : SALLUSERSPROFILE%\Doctor Web\drwcs
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o Linux OSOIZ&E : /var/opt/drwcs
o FreeBSD OSMDI5E : /var/drwcs
e ——verbosity=<details_level> - OJ DML NIVTT , 774 MEITRACETT , AJHERIE(L. ALL.
DEBUG3. DEBUG2. DEBUG1. DEBUG., TRACE3, TRACE2, TRACE1, TRACE, INFO. NOTICE.
WARNING, ERROR, CRITCY, ALLIEEDERUG3{EIX Y/ ZLTT,
WE(IZIEUT RO TA—IVNTEHD AL —IY - A UTHEEDFEMLAIL E—E(CHRTETIENT]
BETT:

verbosity=<message_sourcel>

: <levell>, <message_source2>: <level2>, <message_source3>: <level3> 3&, CD&EH .
<level> [F— BRI THRASINE T FEESNZEFHLANERE D JRLEVHRY - AZELET), -
verbosity=all:all AYFl& -verbosity=all AMVFERMUTYT ((FExK. O 774 74—
L3S,

@ Proxy Server® /S5 A—R% R ETILHDAMVFIE £ T, FFCEY M BIENATRETT,

UNIXZOSTHERARRER AT YT
e ——user - - —IDEHRELET, COAMVFIEEEE— FET—EVE-FOMAICEAELET,
e ——group - I —TIDEHRELET, COAMVFILEEE—FET—EVE—FOMEAICEHELET,
o —-pid=<path>- FJOEAHBIFDHETALIFIADIATY

T4V b /var/opt/drwes/run/drwcsd-proxy.pid

ERARREIRIVY FESIH

@ YV FHEESN CLEWME S}, rundIY FIMERSNET,

e import <path> [ <revision>] [ <products>] - Dr.Web Server )ik ¥ FUh bProxy Server® 3+
DANTFANEAVUR—bLET,
o <path> - Dr.Web Server)ikJ MH Ao7=TF4LD RIADINATT , ServerJiJ kJIE. Proxy Serverht
AVAM=UENEIVE 13— (CEFIAHDIYO—- FUTHBDENHNET,
o ;rev/.;/_'on> - AUR—=FFBRUEVIVDBRKRE, ENEESNTOEWNSEE R, £TOUE JavhtS vik—k
nFy,

o <products> - AR—ATR Yoz, A1 VR— FREEDYA L, T4 FTIRYAMIZETT, 2FD.
Dr.Web ServerzBR<£TOYRI MBEEAVR—FLET, UAMEBEESNTVSIHEF. JUAMOE &
DHNAUR—FENFET,

e help - Proxy Servers% E DA YFICRET NN T Avt— IR RULET,
e run - Proxy Serverz @&#E— FCRBLET,

Windows OSSO &
e install - Y—EAESAVAI=ILLET,
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F2E  (1F
o start - fVAM=ILESNTWBY—EAZERIRLET,
e stop - FIBSNIEY—EAZEFLLET,
e uninstall - Y—ERAEPZ VI VAL=ILLET,
UNIXZROSTOH ERARIEERZIT U F:
e daemon - Proxy Serverz T —EVELTEITLET (UNIXROSTHE HBIEER A4 FE SR U TESLY) .

UNIXZROSTERRIRERTAF Y —N—HIEARD)T b EH

UNIXZOSODProxy ServerBE a2 51T 37HIC. BEEFRFRDIAINADdrwcsd-proxy.shADUT b
TPAVRIEHIEHEERATEET,

e Linux:/etc/init.d/dwcp proxy
e FreeBSD: /usr/local/etc/rc.d/dwcp proxy

ADVTMIZRDIY Y FEFERTEHENTEET,

e import <path> [ <revision>] [ <products>] - Dr.Web Server )ik kJhiProxy Server® =+
YaANTPA I\ EA UIR— bLET (Proxy Server®IY Y FERI#%, LEESHB),

e interactive - Proxy Servergq V350747 E— RTEITLET ., CDIH A . Proxy Server®E{EOTHY
IV =B EAEFNET,

e start - Proxy ServergT—EVELTETLET,
e status - TEVHEEISN TV NEINEFIVILET,
e stop - BEISNET—EVEFLELET,

FH-3lddrwesd-proxyDEHEEFNICFETEIVY FAIVF TS,

&H-3
AM9F EH T4 EDINS A4S
--home= <path> $DRWCS_PROXY HOME Sexe-dir/
--var-root=<path> $DRWCS_PROXY VAR e Linux OSMI5 & : /var/opt/drwcs
e FreeBSD OSMi5 & : /var/drwcs
-—etc-root=<path> SDRWCS PROXY ETC Svar/etc
-—tmp-root=<path> $DRWCS_PROXY TMP $var/tmp
--log-root=<path> $DRWCS PROXY LOG $var/log
- $DRWCS PROXY LIB $DRWCS PROXY HOME/lib
- SDRWCS PROXY BIN $SDRWCS PROXY HOME/bin

—-= SDRWCS_PROXY_VERBOSITY INFO
verbosity=<details_level
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F2E: 8%k
AMYF EH T2 EDISSA -5
>
-- $DRWCS_PROXY ROTATE 10,10m
rotate=<N><>,<M><u>
--pid SDRWCS_PROXY PID /var/opt/drwcs/run/drwcsd-

proxy.pid

- $SNO DRWCS PROXY USER  {BEHWENLTAHNTLBE
A . SDRWCS PROXY USER [JEEMEINFE
ERS

-user $SDRWCS PROXY USER

- $NO DRWCS PROXY GROUP {BEHWE|NLTHNTL\BE
A . SDRWCS PROXY GROUP [3fEIBENF
ERS

--group $SDRWCS_PROXY GROUP

- $DRWCS PROXY FILES 131170 (RADHIR LLL)

H6.UNIX%OS[l[Dr.Web Server{ VA F—3

A= bERRTA—IYE
<package_name>.run [ <switches>] [--] [ <arguments>]
CCC:

o [--] - ATVAVDRYINEES T, AMIFUALDRONEREL, AMVFUAREMDS I YA &R
EX N

o [ <arguments>] - JBIMD5IHMELIIIEHRAEINLEADYT +

Ror—JICEATBANTE R FREME IS AT

e ——help - AMYFICEHTEINILTERRLET,

e ——info - JWr—JICBT3HMLERERRTLET (LI, REX IS, BEZOTA4X, EHE7IT
DX L, EFEB . W I ICERSN Enakesel £ DN—Yay, IWWE DT OIATY R1—H—, fRFRICE
TSNBADUT b, P=DAMT DIV FIoIN—BE 74 AICIAE—SNBIHEID (AE—-SNBWMGE AL R R
SNFER) . REEITFIANIAD)T FETERELRFSNINEZEHIBRINDD) .

o ——list - AVAR=ILINWWT—IRDIT7AILDIAMERRTLET,
e ——check - 1VAR=ILIWT—VDEEEEFIVILET,
Nor—J&8RTTIRAIYF

e ——confirm- EBHAFNLEADIT M EeETTRHIICERET,
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e ——noexec - BHRAENLADIT FEETLEEA.
o ——target <folder>- AVAN=IVI\WT—IBIBESINLEIAIAICHMEBELET,

e ——tar <argument_1> [ <argument 2> ...] - tardYY R TAVAL=IVINYT—IDIAVTIVICTH
tALET,

EBND5IH

e ——help - BMASIKICEATEINNTERRLET,
e ——quiet - IVAF=F&INVITIVVRE-FTEBLET . A VAI-SDLUTOLTHOERICKHULTERE
HREENMERINET,
o ERAFHEZHMNICRIETS
o )Nh7vTeT 74 I IARNICERE TS
o YATLRIAVAR—IVENTZIDA NS - T4AME1—2avFy M EIBRENBHE (L1 VA M= L& #RAT
9%
e ——clean - HIBIOM VAN THEALVLEREZ) W7y IhoB B TI(C. Nvr— I —N-DF T4
FEETIVAR—ILLET,
o ——preseed <path>- AVA=ILRICAVAL=3ICLOTRRSNBERMICKHTEHoNUHERE SN
EENEENZREIT7AINADIIATT,
REITFIIHADH OO UHRESNEEEIRETSLH:
° DEFAULT BACKUP DIR=<path>- BIEIQ/N\— I3V TOREEETTIRIHERTE/\WI7vIA
DIATT VN7 vThoDETEBEAETICA VA M—IVET LR E LEHEEREASNEEN) .
5 QUIET INSTALL=[0|1] - AYAM=350ONYDT5UVRE-FOERAZERLET,
* 0 - 1VAM=3&)\WIT IOV FE-FTEBLET,
1 - AVAM-FEREDE-FTEELET,
8 CLEAN_INSTALL=[0]1] - AVA=IHDI\WI7YTDEREEELET .

» 0 - )\WOPYTEERBTICA VAL ETVET,

* 1 - DEFAULT_ BACKUP DIRZEHDIAIAHCHBNNWIP VTR EBEALTI VA M-IV ZST
WFY, DEFAULT BACKUP DIREHMMIEESNTUWEBIMES. /var/tmp/drwcsh o/ 7
PYTERNFET,

o ADMIN PASSWORD=<password> - 77#)L MEEET7NVV b (admin) D)IAT—RTY,

» J74)VINCADMIN PASSWORDEHMMIEESINTVBIHEER. TZDENEEE) AT — RELTHER
SN AVAM-IDREICRD A - INRRENET,
TIHUEIEE (admi n) CERE IAILTIREM Y SR . <password>

» J74JVNTADMIN PASSWORDEHMMEESNTLEIMEEE. NAT— A BEIRICERSN. 1
VAR IDRFEICRDAE—INRTRENET,
BERI RSN T A EEEE (admi n) Oy R <password>

@ --preseed5 | EFEMAL. FRET7MIIVATQUIET INSTALL=0EHEFEALTIVAL—5D
NDI590 FE— FEERLEBMES . BEI7IIVDBIOERDENA VA —ILeICI—H—(C
SO THERINET,
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<elp> E2E 8k | 138
\ef

H7. 1—51)54
H7.1. TV F—BLUVRERAE £ 1 —T1) 741
ROAVY)=IWN=D30DT IINF—BLVEREE I —TA)TAMRESNTVET,
EiT7710 PLEEHR ELL
Control Center, B8 — 1—71Y  EL2ON—Jav0D1—T1UT1, EFBEDT1

PR R IVEV LD MDD, F3 BT 224 —T105

drweb-sign-<05>- Y27 LNEHESNETVE 18— TEBT

<bitness> webmin/utilities ServerT4LD  &EFT,
~J
drwsign bin ServerT1 LY K A—=TAUTADN=Javd Y —N—D314T5
NAKFLET REXEDTALI MHLDOH
EETEEXT,

| drweb-sign- <OS>-<bitness>tdrwsignDIN—I3VDI1—T1UT1[EBERENEITET, &5
: [CCDEDYaVTIE., drusignDN—=JaVHRENTVETH, £TOHIN E/N—YaVICEEELTLY
F7,

AB—hrEHI4—Ivb
e drwsign check [-public-key=<public key>] <file>

CDTPAINCERELEAYDONT )yDF—ELTHERL. HEDIFIIVERZTIVILET,

AMYFINTA =4 T 74V ME
<public_key> drwcsd.pub
e drwsign extract [-private-key=<prvate key>] [-cert=<Server certificate>)

<public_key>

THAR=bF =TV FBEEBAED 0T IVDF -2 U, 8 LET7MILCT VDX -2 EEAHF
3-0

-private-keyAMYFE-cert A YFIFEBLONM DDA YFDFH UNMEE CTET . EVNCHthAIRE DI
BOTHEN. MADAYFNEIFFICHEESNSHZE . ANV FIEETICERKRLET,

AVFNTA-RE BTIEETIDENHNET,

WINDRIYFEERESNGNSEE . drwesd. pri FFAR—F—ONTUVOF -0 (C[E-private-
key=drwcsd.priMMERINET,

AMYFINSA—4 774 ME
<private_key> drwcsd.pri

e drwsign genkey [ <private_key> [ <public_key>] ]
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<gila> E2E: T8
N

RNTVDF—ETFHAR— b F—DRTPEER L. BT T7MIVICENLD R EERLLET .

AMYFINGA =4 T4 ME
<private_key> drwcsd.pri
<public_key> drwcsd.pub

| Windows 75y k74— LRAITN—U30D1—T4T4 Tl (UNIXN\—JaVEERN) , T/ R—h+
—QIE—FBAIEESNF A

e drwsign gencert [-private-key=<private key>] [-subij=<subject fields>] |-
days=<validity_period>] [ <self _signed_certificate>]

ServerDF MR- pr—&FRALTECERFZHDIEAEEER L. HIETET7MIUEEZRAHFT,

AMYFINTA—H 774 ME
<private_key> drwcsd.pri
<subject_fields> /CN=<hostname>
<validity_period> 3560
<self signed _certificate> drwcsd-certificate.pem
e drwsign gencsr [-private-key=<prvate key>] [-subij=<subject fields>)

[ <certificate_sign_request>]

THAR— b F—(CETVEIBAEDZEBADIDI A ERL, EDVDI A IST B I7MIVICEEAH

F7,
5l Z1E. Dr.Web Server¥—TDr.Web Proxy ServersEBAZ(CE £ T3HE. BlDServerDEBHEANDEH
(CERATEEY,
FDLOBIDIAMIBRZTBICE., signesr AV FEFERLET,
AMYFINGA =4 774 ME
<private_key> drwcsd.pri
<subject fields> /CN=<hostname>
<certificate_sign_request> drwcsd-certificate-sign-request.pem
e drwsign genselfsign [-show] [-subj=<subject fields>] [-days=<validity_period>]

[ <private_key> [ <self_signed_certificate>] ]

Web¥ —N—FNBE 2 ERFHRSATIBAZEERSATIA K- b —ZERB L, MIETET7MIICEERAHF
RS

-showAMYFTld. FH MO REIR R CAEBAZE ORNBRENRILET
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AMYFIISA—4 777 ME
<subject_fields> /CN=<hostname>
<validity_period> 3560
<private_key> private-key.pem
<self signed certificate> certificate.pem

e drwsign hash-check [-public-key=<public key>] <hash_file> <sign_file>

DIAT M -N=0TO I HEH TR ESNZ256EY M OMIENE L EHEZELET

<hash-file>Tl&. BB T3256EY FOEIEDI7MIVHIEESNE T, <sign_file>3BRFERICEDFET
(256E'y F D% {E x 2)

AMYFINSA—4H 774 ME
<public_key> drwcsd.pub

e drwsign hash-sign [-private-key=<prvate key>] <hash_file> <sign_file>

DIAT M =N=-0TO IV HEATIEE SNIZ256E Y M ORIBICE R LET .

<hash-file>Tl&. BERT3256EY FOEIEDT7MIVHIEESNE T, <sign_file>3BRFERICENFET
(256E'Y h D% {E x 2)

AMYFINSA—4 774 ME
<private_key> drwcsd.pri

e drwsign help [ <comand>)

TAUSLFEEEITRYRIA V74— D EDIYY FICEA T2 BB AT,
e drwsign sign [-private-key=<private key>] <file>

TIAR— I F—RFALT, <file>ICEBRLET,

AM9FINTA—=H T4 ME
<private_key> drwcsd.pri
e drwsign signcert [-ca-key=<pnvate key>] |[-ca-cert=<Server certificate>] |[-

cert=<certificate_to_sign>] [-days=<validity period>] [ <signed_certificate>)
Server®F 54 K— X —ELEEBAE TBR1E D <certificate_to_sign>\CE& LT, L UIAEEIRIDT7
1ICRTFSNET,
Dr.Web Server¥—I(C43Dr.Web Proxy ServersIBAEANDE L (ICHERATEET,

ATIFIISA—4 T4V ME

<private_key> drwcsd.pri

<Server_certificate> drwcsd-ca-cerificate.pem
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AMYFINTA—H 774 ME
<certificate_to_sign> drwcsd-certificate.pem
<validity_period> 3560
<signed_certificate> drwcsd-signed-certificate.pem
e drwsign signcsr [-ca-key=<private key>] [-ca-cert=<Server certificate>] |-
csr=<certificate_sign_request>] [-days=<validity period>] [ <signed_certificate>)

ServerF A RN— b X —EEEBAZEERA LT, gencsrAIY RTE SN <certificate_sign_request>|_E
ZLET, BAULIAZEROT7MIVCREFESNET,

B Z (L. Dr.Web Server¥—TDr.Web Proxy ServerfEBAZ(CE & T 3L, FlDServerDFEEAZEANE £
(CERATEET,

AMYFINTA—H T4V MiE

<private_key> drwcsd.pri

<Server_certificate> drwcsd-cerificate.pem
<certificate_sign_request> drwcsd-certificate-sign-request.pem
<validity_period> 3560

<signed_certificate> drwcsd-signed-certificate.pem

e drwsign tlsticketkey [<T7TLS ticket>]

TLS_ticket #Z&£ R LET,
HETLSEYYaVDServerDSASTERTEET,

ATIFIISA—A T4V MiE
<TLS ticket> tickets-key.bin
e drwsign verify [-ss-cert] [-CAfile=<Server certificate>] [ <certificate to check>]

{EFETE3ServersBAZ(CLH>CEEBAEERIILET,
-ss-cert AMYFClI. (EFETEZZAELTERL. BCELAULIIAZNH ERIILET,

AMIFINTA—=R T4V ME
<Server_certificate> drwcsd-certificate.pem
<certificate_to_check> drwcsd-signed-certificate.pem

e drwsign x509dump [ <certificate _to_print>)

EEDXS09EBEDH VT ZEIRILET .
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AMYFINGA =4 F 74 ME
<certificate_to_print> drwcsd-certificate.pem

H7.2. RERT—3R—ANEBI1—T1)T1

ROAEDBOEE 1 —T1UTAHRESNTNET,
e drwidbsh - IntDBF—4~X—2AF
e drwidbsh3 - SQLite37—AX—AFH

AEDBNEE 1 —T4)TAILUTDIA4IVIRICHDET .

e Linux OS:/opt/drwcs/bin
e FreeBSD OS: /usr/local/drwcs/bin
e Windows OS: <Server_installation_folder>\bin
(T74IV Tl Server®4 VA M=)V 7AW HEC: \Program Files\DrWeb ServerTd%),

A= MR IA—TYE

drwidbsh <full DB_filename>

Fr=E

drwidbsh3 <full DB_filename>

COTAYSLETFANMATOTE- RFTEMEL, I—F—ho0GSEEFEFT (M|REUF FTHRENET),
DT HICRETIANINTEZ(TIBEE . helpEATILET,

HMICOVTIE. SQLEEEICOWVTDYI7LYAY Za7 N ES BB LTS,

H7.3. Dr.Web Server)E— 21 —T1U7T41

Dr.Web Server)E— MBI 1—T4UT4&EHE., ENEICBET 25T 2 B - #EER T 57=5H(CUE— FTDr.Web
Serverl B TEE T, A—TAVTADT 5747 13— JavigWindows OSTDHFEFHTRIRETT,

CO1—74')7413Control CenterfE M TAYIYO— FTEET, AMUAZ1—T EE &RIRL. IV bO-)LA
Z1—T A-F4)T1 BERRLTES,

 Windows OSDI5& - 5740 N=Y3v,

o UNIXROSOIZE - AVY—ILIN\=Y3Y,

RD)N—U3vDDr.Web Server)E— b2 1—T14UT4DRE SN TET,

K771 (OA=RIE: B

Control Center, 838 — 1—74Y  BE2ON-J30D1—T1)T4. FEDT4

Arueb-entl=<O5> 34 bnyay LD NIt ST AR~ T4

<bitness>
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F2E  (1F

ET7771) FIETEHR HL
webmin/utilities ServerT74LD  YAFLMEEHINEZIVE1—-3—-TEHT
kY E I
drwentl bin ServerT4 LY k) A—FA)TFADN=JavdH—N—-D314T5
NRTFELET , REFELZEDT1 LD MNID BN
BETEET,

l drweb-cntl-<OS>-<bitness>¢drwent1DIN—J3VDI1—T4 )T/ IHERENEITIVET, H
g [CCDEHYaV TR, drwent1DN—JIaVhRENTOETH, £ TOHINTEN—IavICEEELTL
*7,

| Server )JE— FEZWT 1— T4 T (CHEER 97 3(CIE . Dr.Web Server FrontDoor755 4B %NCT3
[ REAHDET, TNETSICE. Dr.Web Servers®E tHY3v0 £Ya—JlL 57T, Dr.Web
Server FrontDoor73J1Y 750%&%E LT,

Server )E— bW 1—T4YTAICHERTBICE . - T4 ) TR BTG T EEEN BN#EE
A EREF->TCVZRELRHNET, TOTHIMES . UE— M2 1—T1YT( X B TServerlC
POt ATBRIEETEF A,

TLSZEFERULEI—TA)TADEHE T (TS74DIVETVY—ILDIE ) . Server7 RUAZRE T3
FICROISICTOM IV EEBIEETIVLENHIET : ss1: // <IPPFLIAF/EIXDNSE >,

Dr.Web ServerJE— FZ B 1—T1)F4ADServerDIEER E(CHONTIE. EBEI-17I)LODr.Web
ServerD)E— 7O 2B SHBLTESLY,

A-T4YT4DAVY—IVIN—Y3Y

AR— I —I Vb

drwentl [-?|-h|--help] [+<log_file>] |[<server> [ <login> [ <password>]]]
cCC:

e -? -h --help - A—TAUT4ERDIYVFICEATEININTERRLET,

o <log_file>- 1—T4)T1DETOEEZIEE SN RICHZIOU 771V RICEEERLET,

o <server> - 1—T4)T4NE#i T %Serverd 7 FLAD XX F % [ (tcplssl) :/ /] <IP address or
DNS name>| : <port>] DI74—IYFTHRELET,

PiR—bSNTLBIVINAOTOR I EN L TR T B0 AT OFEHERHELTVSRENBIET,

a) ss1ENULTERTSIHE. frontdoor.conf REIPMIVAT<ss1 /> ITERTETILELRHD
T, COLE B Ess 1OBFENULTHEILITEET,

b) tcpENULTHERRTSIHE. frontdoor.conf FREI7PMIVAT<ss1 /> ITHEESH (XY M) (T
TWBRLENHNET, COLE. EfldtcpDH 2T LTHEILTEFT,
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AP
<sip> E2E: T8
N

B—=N—=T7 FLADXFEH RN TEEGITA-IDNRESNTOENMEE . U TOENMERSNET,
NN5A=4 F74) MiE

EHSOrL tep

| TCP#45 ClE. Control Center® & — Dr.Web ServerADJE— 7

& DEA £DYavAT TLSZEH 7500FyIhisan T3 ELRHNE
T, CNICEN. frontdoor.conf EREIPMIVAD <ss1 /> ITHESHIC
BDEY,

ServerMIP7 KL A  Server? RUAZRZ U TR IA—IY N THRETELII—T1)T1ICEHTRENET,
F7-(3DNS%

=k 10101

& ServerCld. Fa &N zii— M3 . Dr.Web ServerJE—F7D 1R £H Y3

: VTERTESN, frontdoor. confiRE I7MINRFEINET, COtH Y3
VTHIDR—MMERSNZEES. 1—T1T1 2R T 3RICCOR—MEE
BERTETILENHDET,

e <login> - ServergBENOOT(4VTY,
o <password> - SeverlCPHt AT 3 hDEBREINAT—FTT,

BGEXFINTEREOOSAVENAT— FIMEESN TOVEMES . RS T3REREIEETDLO1
—TA)TAUCLEOTEREINET,

AIRERIV VR
e cache <operation> - 774 FryValCH T IEETT . BEDRFEITICEUTOIR Y FEEALE
ER
o clear - 74 FvyaEl)7LET,
° list -2 TCOTPMIFryV10RBERRLET,

o matched <regular expression> - FEESNEERRBRICERTI 771 F vy V10NBERTL
7,

o maxfilesize [<size>] - TIA—RSNEZI7ANAT IO PORARYA AR R, ZRELET, BN
DNFA—=ABLTCERITINEEE IR EOHA ANRTINET U1 XZHRETSICE. IRV FRDEIC
WERBHAXE N1 MR TIEELET,

o statistics - 7274 vy 1DFERICET et ERRLET,

e calculate <function>- ¥ESNEY—TVAEHELFT . BEDY—TVAEETBICE. LLTO]
IVFEFERALET,

o hash [ <standard>) [ <string>] - F8ESNLEXFEFIDNYY 155 ELET, BHEDREEERTET
BICIEUTOITYREFEARALET,

* gost - HEESNZXFID/\YY1ECGHOSTRIZICH L TEHELET
* md5 - EHENLEXFHOMA5N\yY1EEHELET,
* sha - HEINEXFIND)\YY1ESHAR KIS TEHELE T,
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* SHAL - FRESNEXFIND/N\YY1ESHALRRICR->TEHELET,

* sha224 - EESNEXFIND)\WY1%SHA2245R & (CROTETELET,
* sha256 - FEESNTEXFIND/ N\ 1ESHA256 R ICROTETELET,
* sha384 - EESNEXFIND)\WY1%SHAZBARIEICHOTETELET,
* sha512 - EESNEXFIND/ N\ 1ESHAS 12RO TEHELET,

hmac [ <standard>] [ <string>] - EESNEXFIDHMACZET ELE T, I EDHREERET
BICIE. LTFOIY Y FEFERLET,

* md5 - EESNEZXFFEHMAC-MD5 CEHE LET,

* sha256 - HEESNEXFFHIZHMAC-SHA256 CEtE LET,
random - IVALBHEZAERKLET,
uuid - —EOHAFEEHLFT,

e clients <operation> - {&REENFL. ServerlTIEHSNEDFA TV M BB LET, HFEDHEEEC DL
TOEHREMBTBCE. LTOIY Y rFEFERLET,

o

addresses [ <regular expression>] - {8 ESNEERKRBICERTIIMRDRY LT —D7 KL A%Z
FRLET ERRBFMEESNTOEBIMEEEFL2TOmRDY FUANKRRINET,

caddresses [ <regular expression>] - dEESNEERKRRICERTIIHFDIPY RLAKER TR
LET, ERRBEMEESNTOEBNMEERETOHmKOBNRRINET,

chosts [ <regular expression>] - FEESNEIERKRRICERTImAKNDIVE1— - L DHER
RULFET, ERRBEMEESNTOEBMEERE2TOHmROBHRIRINET,

cids [ <regular expression>] - 3EESNEIERKRRICER TSI KRB FOHERRTLET, IE
HERRMEESNTOVEIMEARETOIHROBMARRTINET,

cnames [ <regular expression>] - EESNEERKRRICERTIIHKRBZDHERRTLET, IEFR
REMEESNTOVENMEE 2 TOHREKROBNRTSINET,

disconnect [ <regular expression>] - {EESNEZERKIRICEBMITIHINFZHFIOmREDT D
T1IBEGEUEUET, ERRBEMEESNTOEBIME SR, EHEIN TS 2 TOIHREDIEHRH
IS ET,

enable [<mode>] - SeverCDIFA 7V MDIEGEHFRIE— FERTR, RELET, E—FE2RETD
(&, ROAIVFEERLET, BIMD)IIGA—3BLICERITEINEEE . BEDE— FARTSINET,

= on - ECOIHAT7 U MEREFRILET,
" of f - £V TV MEREEEBLET,

hosts <regular expression> - 3 ESNLEERRBICERITIMANIVEI -3 LD ERRL
F7,

ids <regular expression> - FEESNZERKRBICEBRTdimRAINFERRLET,
names <regular expression> - FEESNEERRRICERTIIHRBERTLET,

online <regular expression> - ¥EESNIZIERRIRICEET PHAIF. LT, FB7 FLAZRE-
EIMRDOA VA VR ERTULET, 7071 VR EZICIH RN Serverl RSN BB bBEtA S
nxy,

statistics <regular expression> - {EESNEERRBICERTIVIM 7V ORI T 4455
'RRULET,

traffic <regular expression> - JREFEFSN TS BESNLZERKRBRICEBRI VM7V D
FSO4IEHRERRLET,

e core - ServerJOL ANV TEEZAHFT,
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e cpu <parameter> - Serverh’ M YA = ILEN TN IVE1—3—DCPUE ARICEAT 3 #i5t e R ~LE
T HEDINTIA—AEERTBICELUTOIRVREFERLET,

o clear - BESNZ#METT - 322 THIKRLET,

o day - BHODCPUERERDT 78R RLET,

o disable - CPUERZERDEZAYIIEEMICLET,

o enable - CPUEREDEZAIVIEEFICLET,

o hour - IREDEFREOCPUERENDT 7R RLET,

o load - FHCPUFEARERTLET,

° minute - BEISEOCPUEREDT 7R RLET,

o rawd - HHOCPUEAZEICETIHMEHEZRTLET,

o rawh - BEIFREOCPURRARICETS#EHEZRTLET,
o rawl - FHCPUMREICBETIMETEZRRLET,

o rawm - BEIFEOCPUERECAETIHMEHEERTLET,
o status - CPUERZENEZAIVITRKRAERTUET,

e debug <parameter> - FREETI\WILET, BED/IN\FA—FEXRTETBICE., BIMIVYREFERLET,
BNV EDOYARERDRALICE, 2 debugdIVRTAINTERUHITENTEET,

@ debug signalld¥Y FIFUNIXROSIREMDServer COHEHTRIRETT,

e die - Server&{E1t L. ServerJOL AN Y TR EEFAHFT,

@ diedvY FIFUNIXZOSEREEDServer COH E FARTBETT

e dwcp <parameter> - Dr.Web Control Protocol (Server, Agent. Agentf VA r—370OrIIEEE) AT
VAVEERTE . RNLET, ATRELG) ISA—RFRDEHENTT,

o compression <mode>- ROWWITNHD M T1VIEME— FERELET,
* on - [EfENEMTT,
= of f - [EHENEINTT,
* possible - [EMEHNAIRETT,

o encryption <mode>- RDHNWNITNHIDFIT19IBEBLE— FEERELET,
* on - BSIENERTY,
" of f - EESENEMTT,
* possible - BEHILNATRETT,

o show - IRFEDDr.Web Control Protocol®7 7 vavaERRLET,

e io <parameter> - ServerJOCADA 1./ H#fEteRRLET FEDNIA—FZERTBHICE LT
DIRVFEFEALET,

o clear - BERMNEMIT IEETHIBRLET,
o disable - $ETDEZAV VD EEMICLET,
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o enable - METDEZAVVTEEMCLET,
o rawdr - BADHEARAFENLT—AICAETI Mt EERTLET,
o rawdw - HADEFAFNLT AT MEHEZRRLET,
o rawh - BEIBFEOHEHEERRLET,
o rawm - BEIDEOMEHEZRRLET,
o rday - HADT—AZEHAHDTI7ERRLET,
o rhour - BEIFEOT-AHRHAHDIIT2RRLET,
o rminute - BEIDBOT—IFRARAHDTT7ERRLET,
o status - METOEZAVVTRIRERTLET,
o wday - HADT—AEZTAHDII7ERRLET,
o whour - BEIFEOT-AEEAHDIIT2RRLET,
o wminute - BEINDEDT—AHEEFRAHDII7ERRLET,
e log <parameter> - Sever0J 77 A VICXFHIEEE AL, FREIOTDFMLANNERTE. RRLET,
BESNENTA-RTELT, LTFO7DavnETSNET,
o log <String> - I/ESNIZXFEHENOTICENFFHL NIV TServerOJ 774 ILICEZAHFET,

o log \s [<leve/>] - OJDFEFMLANIEERE . RRLET, XY NN\ OV T, LAILBEESN
FISRELEIGE . BEOFHFMLAINRTSNET, FIATEELOTOFML AL OIE: ALL,
DEBUG3. DEBUG2. DEBUG1, DEBUG, TRACE3, TRACE2, TRACE1, TRACE, INFO, NOTICE.
WARNING, ERROR, CRIT

e lua - LUAZDYT pEEITLET,

e mallopt <parameter>- AEVEINHTONIA—AEERELET  HEDINIA—FZEEHZETBICIE. B
IRV REFEALET, BMNIYY ROUA FERDRADICE, ? malloptIRY RTAINTERUHTENTE
7,

@ malloptdYY FIZUNIXZROSIRIEDServer COMERATRETT,

OV RINSA—RICEET 2 &0 EEMICOLTIE. glibeIM4 T35 Dmallopt () BAEICEET 2R 5 S B
LTS, COBESICRET BN T2 RB(CIEman mallopt NV FEFERALET,

e memory <parameter> - Serverf’f YA r—)LENTVBAVE1—A—DAEUERECET It ER KL
FT TN/ GA—FEERTBCFE. U TOIXVREFERLET,

o all - ECOFMEMET T —IERRLET,

o heap - SMFIVIARVICET B EHRERTLET,

o malloc - 2EVEINHTICAETIMETZRRLET,

o sizes - FINHTONLAEVEICEATIMEERTLET,
o system - YATLAEVICEAT 2 1EHMERTLET,

memoryd¥ Y Fld. WindowsIR1z. Linux 3ROSIRIE . FreeBSD % OSERIE DServerDds TF|FAA]
I )
: BECY, CCTlE. memorydIY FOEBM/ITA=RCONTU T OFIRAHIET,

e system - Windows OS, Linux%&OSIRIENDServerDds
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e heap - Windows OS. LinuxZ%&OSIR1ENDServerds
e malloc - Linux®%&OS. FreeBSD OSIRiEMServerDds
e sizes - Linux%&OS. FreeBSD OSIRiEMDServerDds

e monitoring <mode> - ServerJOL AICLH>THERASNSCPU(cpu <parameter>1I 0 F) HLUI/0
;_io <parameter>13 Y F) )V —2ADEZA)ITE— FERE . RRLET, ATRER/IIA—FRFROESNT
o disable - EZAUVTEEMICLET,
o enable - EZAVVDEEMICLET,
o show - RENDE—FERTLET,
e printstat - ServerE{ED#EET 20T ICEEHRLET S
e reload - Dr.Web Server FrontDoor7354 v&UN—FLET,

e repository <parameter>- )JiRIMDEETT  FFEDHEEETERTBICE. LTOIYUFEFERAL
F7,

5 all - ECOUYRIYMEBEROIVAMSLUVHAECEDETOTPMNIINDEERTLET,

o clear - FvUV1ADZAT IO DOTTUEICEARGL. Frov10RBEIIT7LET,

o £111 - TOURIMI7MINEFvoYallHRHAHES .

o keep - MEFYWYIRICHEIETOUVRI M TP/ IVETTLEICRERBKAMICRELES,

o loaded - MAFvIYIRNICHEIETOVRY MEGBIVERBIENDETOTI7MINOEERRLE
RS

o reload - URY METF4ADHBIO-KLET,
o statistics - URJMOEFHIFHEERTLET,
e restart - ServeraBiE2EILET,

e show <parameter> - Serverh’f VAR —ILENTIVS VAT LDEHRERRULET . FEDI\IA—FERTE
F3ICIE BTV REERLET, BIITY ROVAMERDRAGICE, 2 showIIVFTAITEFUHE
FENTEET,

@ showd¥Y FDEMIATY RICOVWTLL T O&IRENRHNET,

e memory - Windows OS. Linux%&OSIRIENDServerDds
e mapping - Windows OS. Linux5OSIREDServerMds
e limits - UNIXZROSIRIEDServerDdH

e processors - LInuxz&OSIRIEDServerD &

e sql - SQLUIVEZEITLET,
e stop - Serverz{E1ELET,

e traffic <parameter> - Server®y b= r 749D ERTLET  FED/ITA—AZERTBIC
(. LTFOIRVREFEALET,

o all - Serverf2EENLDETH 719D ERRLET,

o incremental - x#(Ctraffic incrementallYYVFEETLTHLOD MI74vDDEMNS &R
~ULET,

o last - REBICRFSNTLRAV M OD FST190DE M3 ERRLET S
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o store - last ANV RDRER VI EERLET,

e update <parameter> - [FRZMBL. EFZEELFIT, FEDEEEIC OV TOHBERZEFTSICE.
UTOIRVREFERALET,

o active - WEBHFHEITINTNDAgentDI A ERRLET,

o agent [ <mode>] - ServerhoDAgentDEFHE— FERREEELET, BMD/\NFTA—A13LITE
TENEBE . BADE— FFIRTINET, T FERETIICE. ROEBMIYY FEFEALET,

* on - AgentOBEFHEHICLET,
» of f - AgentOEFHEEMICLET,
o gus - GUSHOEFIKREHEMRLTGUSHDURY MO EHERITLET,

o http [ <mode>] - GUShbMDServer) Ry NDEHE— FERT/RELET, BN/ 5A—51L
[CETINEHE . BEDE—FIRRENET, T FERETZICE. ROEMITV FEFEALET,

* on - GUSH oYY MEFHEEZIICLET,
" of f - GUSH'ODUIRY FUBEEFEESCLET,
o inactive - WEBEHFHRITINTOEVAgGentDYA M ERTLET,

o track [<mode>] - AgentEH D FSvF VT E—RERTR/HRELET, BMD/)STA—-21LICEST
SNEIHE . BEDE—FIRTEINET, E—FEHRETIICE. ROEMIXY FEFERLET,

* on - AgentOE#H bovF I EBRICLET,

» of f - AgentDEF FIVF VT EEMICLET, CDIFBE . update activedIVRIRAEEHN
ETENTVBAgentDY R FERRULEBA,

H7.4. Dr.Web Server)E—rAD)FTRT I EH1I—T1UT4

Dr.Web Server)E— FZBr1—T4YT4Tld. YE— FTDr.Web ServerlZiEf L. EAMLBEEEEEDHK
HERNTEZT, drwentl&FEED. drwemd1—T4UTqld. AU T MEREFICERTEET,

RO —IVIN—U3vDDr.Web Server)JE— bADUTRT IV 1 —T1UT4HHR SN TVET,

K774 AR E B

Control Center, B — 1—74Y  BERKON-J30D1—T1)T1. FEDT1
T4 DYy LD MG, FERIETRARL—T40H

druweb-emd= <05>- Y27 LNEHESNETVE 18— TEBT

<bitness> webmin/utilities ServerT4LbD  &EFT,
~J
drwcmd bin ServerF74 LD Y A—T4TADN=JavEH—N—D31475
NIRTFELET , REFELZEDT1 LD D HDH
BETEET,

l drweb-cmd- <OS>-<bitness>¢ drwendDIN—J3VD1—T4 T4 IFHERENBITLVET, I
: DY Va3V TR, drwemdDN—=J3VHRENTOETH ., 2 TOFINEN—JaV(CBEELET,
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| Server' JE— P2 BT 1— T4 T4 (39 3(C13 . Dr.Web Server FrontDoor 7554 V& B #ICT3
[ EABNET, ChETIICIE. Dr.Web Servers%E 9 Yav® £Ya—J)L 37T, Dr.Web
Server FrontDoor73J1Y 750%&%E LT,

Server!)E— |‘ ZHT1— T’fUT’f"—¥§%JL3-5"—(; d— T4IJT4%XHH_C¥§%JL3-5MIE%D‘ ﬁhu*&ﬁb
A EREH->TVBARELNBNET, E5THIMEGE . UE— 21— T1YUT1#2H TServerlC
TPHEATBEFTEE A,

Dr.Web Server)E— F2 i 1— T4 T4 \DServerDIEFHREICOVTIE. BEHIZ17I)LDODr.Web
ServerQE— 7D 2SI LTS,

AR— bR TA—IVE

drwemd [ <switches>1 [ <files>]

{FEARRTEER A VF

| drwemd1—T4 YT/ E
SAVINSA—RICEREHD— ﬂxE’JME RACE-TAMFEERALET,

o ——2 - I—TAYTAERDAIYFICEATRIANTERRLET,

e ——help - I—TAUTAEHDIIVRICEHTEANIL TR RLET,

e ——commands=<commands> - (drwentl1—F4)F74IY Y RERERD) FEE LIV FEEITLET . 88
BOIRVRZEIEETSICE. T; 1B 2R UINXFELTERLET,

e ——debug=yes|no - T/WJE—F(stderriZZEHAAN—L)T1—T1UT1i&EEOV R LET,
T 74 MEnoTY,

e ——files=yes|no - EBELEI?ZMILN B (drwentl 1—F4) 7439 Y RERFRID) ATV REEITTEET,
T4 MEyesTT,

ARV RETPAIVATITICIDYORET IV ENHIE T, ZITERINET . AV MEFIRTBICE 41
ESEFEALTILLY,

e ——keep=yes|no - REDIVYFNEITEINER. 1—T4)T4TALANTE T T5FE T, Servere Dt
EiFELET, T4 MEno T,

e ——output=<file> - ServeribZENDH NT74) o T74IBHBEESNTWVEIMEE . 774 FTlE.
stdoutiZEHNAN)—LBMERINET,

T7AIVENT+ I TIRFZHEES . XV ROETHERNT7MIOREZISEMENET , 2O THRINMGER> TPV
WNESHMZONET,

e ——password=<password> - ServerCHFRIEANAT—F, -—resource AMvFDI71 I EYNTEE
TEEY,

e ——read=yes|no - YW—AT7M Il oDServertE i/ \oA—3DFZHAHENEHF AT LET, T4 MyesT
EE

e ——resource=<file> - ServeriEf/\oA—4 (Server® 7 FL AL, ServerCORIEAN BB EILE
;| DYV —=2AT74I, T IV TIE, drwemdrc 771G TDOTALO M BERSNET,

o UNIXZROSDIHEE : SHOME
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o Windows OSM354& : S LOCALAPPDATAS

T7AINDEITIE. <Server> <user> <password>NENZAR—ATRYIoNIZ3 DD B EEECLEND
NEY,

BHEEDZEPTAR-AZIEETSIC}. T2 I ZERALET N—EVMNEBZHEETIHE[E. 2P 2EMA
LET,

51 -
ssl://127.0.0.1 userl passwordl
ssl://127.0.0.1 user2 password2

ssl://127.0.0.1 user pass%Sword

| —-resource AMMVFEFERTEIEE(E. ——server AMMVFEIBET IV ENHNFET, 1—F1Y
&' T41E VY =2T71IRDZDServer® 7 RFL ALK ST R EREEERICHKE LT, ——server AMYF T
EESNIServelCEHELET,

e ——server=<Server> - ServerM7 FL A, T 74V MEss1://127.0.0.1TT . ——resourceAMY
FOI7LIEYITCEETEET,
o ——user=<user>- ServerCORRIIA1——%., —-resource AMMYFDI7A I EYINTEERTEET,

e ——verbose=yes |no - ServerDFHREZRITS (stdoutiBEHNAMN L), TI#4I MEnoT
9,

Server|_##i I3 FIRIERDEBNTY

1. ServerfEfmDT—HZEHRTHEE. ——server, —-user., —-password A VF CHEESNLIEICE L
BRI 5 ZoNET .

2. ——serverZ{YFHMEESNTLVEWMSE S, TIFIVMETHSss1://127.0.0. IMERSNET,

3. ——userAMYFHEESINTOWEWNESIIE. .drwendrc 774 (——resource AMYF CH E&E Al HE
TIERServerBMEREN., PILI7RYMETR MO 1I—F—ENMERINET,

4, —--password AMYFHIEESNTWEMES(E. drwemdre774)b (--resource CHEEABE) T
Servert 1 - —ZDBEERENEITINET,

l ——read CELESINTWVEWMES., 1-—LENAT— I drwemdrc774J)L (-—resource A
1YFCEEERARE) Mo AENET,

5. Y —RBENAT— BRI YFI74IEERFIY —2AT7MITIHRESNTOWEWMEES . I—T4UT4(Za0Y
=)V CEREEEREANTEILOKRDET,

Y FERITHEEERDEBD,

o J7AIVICAR Y RTI- ENERESN TGS . 1—T4UT4EIVY =L TAASNEIY Y FERHRDE
ER

o ——commands AMYFNIAI Y RETFPAIVIA DR Y RO AW EZRESNTLBIESR . ——commands A Y
FOIRY R MICETINET,

o ——commands AMYFNIIY FOVWTNDIT7MILEIEESNTOWEWMES . VY-l b A AShi=IT VR
M AENET,
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—-—command A1 YFMHIY Y FEETLTHLIVY—IL ATV FEEITTBICE. ROLIICAALET,

drwemd --commands=<commands> -- -

=T7I-F

e 0 - EITHYI,

o 1 - ZMYFDAINTHERSINTNET, ——helpFkld--2,

o 2 - RVFIA VAL F—, BRI/ \IA-ANMEESN TG, BE,

e 3 - ServeribENH AT7MINEERTEE A,

e 4 - Server@FREEI5—, EEFEOOTAVERE LU/ FLF)NIAT— FIELKBDFE A,
e 5 - ServerfEfiht EE R T LELE,

o 127 - FABHAGHIS—,

H7.5. Dr.Web Repository Loader

Repository Loader1—F4)74 DH 574 A IN—Uav(io0 T, EEBEIZ17IOGUI1—T«
DTAICREINTVET,

* c—

XKD )S—3v0ODr.Web Repository LoaderdV =)L 1—F4UT4HMRENTUVET,

K771 (OA=RIE: B

Control Center, B3 — 1—74Y  EL2ON=I300D1—T1)T1. EFEDT1
T4 EOIaY LY MG, FEER T4 —T1 05

VAT LN INEZIVE 21— —THEIT
webmin/utilities ServerT4LbD  &EFT,

drweb-reploader-
<0S>-<bitness>

k)
drwreploader bin ServerT4LON) A—FAIVTADN=avEH—N—-D31475
K FLET, RELEDTALY MHLDH
HLEITEET,

| drweb-reploader- <OS>-<bitness>tdrwreploaderD)N\—I3vNI1—T4U T4 (I HEREN
TWET, ShIZZDED V3V T, drwreploaderMN—JaVhiRENTOETH, £ TOHIN
mN—JaV(CBEELTVET,

Repository Loaders¥ F 774V EFERT3E. AV —IL1—T4)T1ERTITIAMVTFDIEEEERILTEE
T TUM VA= ENTNBRHREI7MINTIE, ——ssh-authAMYFEBRE. AIVFOEII L TICESH LT
T MEICRHIELET . COMEFERE T74 )L TpubkeylCBEZEINET,
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e ——archive - URIMDBT7=D4TENET, T4 MEnoTT,

e ——auth <argument> - <user>[: <password>) DX CEFY—N—DEENEIEHREAALE
ER

e ——cert-file <path>- SSLEBREAMIL— FEEBAZEA ML —IADIIA,

e ——cert-mode [ <argument>] - BEIRIICHEKFESNSSSLAIBREDAM T, COATVavld, BEEiLeY
R—FF2RELLBTONIVICOHERSNET,

<argument>\CIFLL T OEEFERATEET,
o any - £ COERAEEFA]
o valid - AGEEAEDH Z&F 7]
o drweb - Dr.WebZEBAEDH &l
o custom - A—Y—IEEDIERAEZEF I,
T2+ dddrwebfBAMERSNE T,
e ——config <path> - Repository Loaders% iE 774 L ADISA,
o ——cwd <path>- BEDEETALIMIADIZR,
o ——ipc - BEHAAN—LADI—TA)T4EEICBEATE T8 E 5B/ MICLET, T 74 MInoTT,
e ——help - AMYFICATEINITNRRSINZET,
e ——license-key <path>- FAEIAF—T7AIWADNATY (F—T74IVFEEDMD5)\WY 1% 7E

FRIDLENHDET) .

e ——log <path>-YYRIMAEIYO—-RTOLAICETZA0 771 ILADISA,
e ——mode <mode>- RDLIINA—T4VTE—FEEHLET,

o repo - YRY MIMServer)iRY M)T4—3y b THDYO— FenE T, O— FESNETPAILET—N=)iRY
MO E FrEFEEFICControl Centeri¥ A CEEA Vik— NCEX T, fEZT 74 FCEASNET,

o mirror - YIRYMNGUSEHY—UI4—Iy THAIVO— RENET , O— RSNETPAILIEO-HIL Ry
FI—DDBEFHIFT—(CELCENTEET, LR, GUS H—N—hoTREL IR MOKRFN-JavzE
WNECDEFHIT-HNoEEEHEZ TSSO —N-ZERETEET,

e ——only-bases - I AT—AR=2ADHFNHAIO— FENET, T 74 MEnoTT,

e ——path <argument> - <argument>THETE LIE74IVAC, GUShBYRY MEADYO—- RLET, --
archive AMyFERFERAULTIRIMNEY—N1TTBIEE . 72N LFRBT7—D1TT74)LEDVNTNIIA
DNAERRETEFT, 7T—HMT BB ESNTVEIMESE. repository. zipT A4 FEDMERSN
F7,

e ——product <argument> - BEFSNZE &, 774 FTRURI MILENSIHO- FenExd,

e ——prohibit-cdn - BEFOADYO— FEFICCONEFERLEB . T74)L FTlEnotlz>T V578 . CDN
EERTEEY,

e ——proto <protoco/>- LTOO—T4o0 7O EEFHUET:file | ftp | ftps | http
| https | scp | sftp | smb | smbs, T4 MIhttpsTY,

e ——proxy-auth <argument>- JOFIH—N—TORF (A—Y—-OTM1VENAT—R) [CHERRROD
T4=IYMDT—RTT : <login>| : <password>] ,

e ——proxy-host <argument>- RNDI#+—IYrTI_EINDTOF I —N—-F7RKLATT:
<server>[: <port>1 . 774V FTlE, portl&3128TY,
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e ——rotate <N><F>, <M><u> - Repository Loader®0y0—7—YavE—RTY, B=)—0J0—7

—YaUERLTY .
FIAWETIE10, 10mT, EWEF>TENFNI0AT N FO TP E10ERFETIEVIEBKRICENET,
--servers <argument>- GUSH—N\—D7 RLATT, ROLIICTIHIMEDFHICT B EEHEND

L¥TJ:esuite.geo.drweb.com,

--show-products - GUSEBDJA M EKREINET, T 74 MEnoTT,

--ssh-auth <type>- SCP/SFTPICLE 7Dt ABDE#HY—N\— LDERIIIMTTT, <type>I\T7r—

BCE. RDEORDIDHHFRISNTNVET,

o pwd - NAD—RFeERTBERE. \AT— FE--auth A/ VFICERESNTLET,

o pubkey - NTUYHF—&EHTRREL TN\ TUvHF—2HET3(CE. --ssh-prikeyA MY
FTCTHAR— b E—ZHEETIDLENHNET,

--ssh-prikey <path>- SSHFF4RX—FrF£—ADI{A,

--ssh-pubkey <path>- SSHINTUyDFx—ADIIA,

--strict - I—NRELEGECHAIIO-FEFIELET, TI4) MEno T,

-—update-key <path>- GUSHoO— RESNZEFHDERERILTRHDNT)vDF—F3NT )y

DE—DHZITFIWANDINA, BFHERIETDEHNDupdate-key-* . upub/VTUyDF—(3, Dr.Web

Server® etc 7#IAICHNFET,

-—update-url <argument>- Dr.\Web&E GNDEHZELCUST—N—DTAIATT . RDLITTT#
IWMEDFFICT R LZHEMULET : /update,

--verbosity <details_level>- AT DML NIVTT , T4 MITRACE3ITY, ATRERIE(L. ALL,
DEBUG3, DEBUG2. DEBUG1, DEBUG, TRACE3, TRACE2, TRACE1, TRACE, INFO,NOTICE,
WARNING, ERROR, CRITCY, ALLIEEDERUG3IEIF Y/ ZLTT,

--version <version>- RDIT+—Iv+DiHE .. BEFHFed— FT0ENHSServer/\—IJ3avTT:
<major._version>. <minor._version>, 1z£Z . 11)\—J3V0DServerDIZ & . <version> 135r—5ND1E
(¥11.00TY,
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Repository LoaderD#2EBF(E. RDIL—)VISFEE LTS,
AMYFICBUTHEESNTISG FH
DENHNET
--license-key
--update-key =
--path
--cert-file RDAMIFBVNINDDIEELEDIHE -
e ——cert-mode valid | drweb | custom
e ——proto https | ftps | smbs
--ssh-prikey RODAVFHNTNHDIEZEDIHE
e ——proto sftp | scp
e ——ssh-auth pubkey
1. 2TOERBEECAUR— SN - DA TEERLTBICE
drwreploader.exe —--path C:\Temp --archive --license-key C:\agent.key --
update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc"
2. VAT —HAR-ADHEELAVIR— SN — DA T &ERRTBIC
drwreploader.exe —--path C:\Temp --archive --license-key "C:\agent.key"

update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc" -only-bases

3. ServerDHEELA UR— bV —NAT 2T 3155 :

drwreploader.exe —--path C:\Temp --archive --license-key "C:\agent.key"
update-key "C:\Program Files\DrWeb Server\etc" --cert-file "C:\Program
Files\DrWeb Server\etc" --product=20-drwcs
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{14%1. Dr.Web Serverlc > TIVAR—FENBIRELEH

Dr.Web Serverh' A7 J1—IUICin>TEIT TR IO ADEREEE H 1L TB7=HIC. Serverd R3O0 W H 315
FrICRET 27— EERNET, T TServerld, BRIRLETOCLAD LU TOERHEIRB(ICIVAR—FLET,

e DRWCSD_HOME - Jb— FIFIA (A VA R=ILIHIE) ADISATT o 21 9FDIE ., H —/\— DI BIBFICER
ESN TGS d-home, ZNUN DS FEEBFODL Y FIAILATT,

e DRWCSD BIN — EITI7MINDHZIAIANDINATY . A1 vFDIEIF. ¥ —/\—DEENFFICERE SN T
Te3Z & d-bin-root, TNUNDIZ A — FIANADoinFTTHIHTY,

e DRWCSD_VAR - = N\—WEZAHERERFS . EREMT7IL(OTPURY NIT7MIEBE) DRFST
(CHEESNETANANDIATT , ZM9FOIEIL, H— /- DEEFFCEESN TV HE R -var-root.
TNUNDIZEZI— b IAIADvard T 74ILATT,
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{1 §%J. Dr.Web Enterprise Security
SuiteCERAINSER R

Dr.Web Enterprise Security Suite®/$ZA—2D U OMILU T DFEFED ERKRIBTHRESNET,

o LS FENIERKRE
PIOFOANARYRI =D REBE TA1—F—JIL—T(CEHBIGEEDRECFERALET,

LuaSiEEQERRINICET B MOV T, http://www.lua.org/manual/5.1/manual.html#5.4.1 % &
FBLTLREAL,

e PCREZOYSLI1TSVDIERKIR
PCRESA FSUREXICOLVTOEEMAIC DL TIE, hitp://www.pcre,org/EFEER L TESLY,
COfERTIIPCREZI TSN ER R NDREL — ARG ERBIOH EEHEICZEHLET,

J1. PCREERZHR TCEAINZ AT Vay

AX VDR ENLBRNEND AT I1D M EScannerD R E N THEE T IME. RE 771 VNS LUDr.Web
Security Control CenterN CIEREZBRMEASINET,

ERKRRERODLIICKREINET,
qr{EXP}options

EXPOERRIIRIZZFDED T, optionslE—EDA T a3V (—EDXLFF|) ., qr (Y FUTINEBAMXFTT ., &
EKDOBXERDLICENFET,

gr{pagefile\.sys}i - Windows NTADYFI71 )l

RIIATVaVEERRIBOFHATYT , ZEMICOLVTIEL, http://www.pcre.org/pcre.txtE S LTS,
e #7930 ' a'[FPCRE_ANCHOREDER U TY
COATDAVBZRESN TR G S . I\A—IE5&H|AICE E (anchored) D, MR INZXF I (TR H

DXFHN D DFRETOHIVFITHLICHRINET, I—-VBAROPICBYBIEEEITIETLRUKE
RE/BIENTEET,

e 773V i '[dPCRE CASELESSERUTT,
CDATVAVNERESNTVSER . /- YADXFRAXF - IINXFOEELICHEIVFLET . COZT V3
NE(21) AT VaVDERFEICL TNI—VATEETEET,

e 7793V x ' [#PCRE_EXTENDEDERIUTY,
CDATVAaVDERESNTVSIER . /A—VYADZEBXFIF. IAT-TSN TV XFIZADH(CHS
BRERVTERICERINTT, ZEEXFRVIXF (O-F11) 2E8H#F . SHIC. XFIFANDIA
=TSN TOWEBW#EBITXFOMICHE X FIIERINTT . COATVavI(2x)ATaVERETSE
(CE2T IVA—YATEETIENAIRETT . COA T VavIC L TG/ V-V ORERICIAY MERRR T
HENHREICNE T ZEL BRATERDRT - AXFOHCBNFTOTERE LTSV ZAXFE/N
B=Y D% FDI VD F (FHAAFETTINEI—VR (2 (DRELE) ICELCERFTEE A,

e 7793V "'m'[FPCRE_MULTILINEERUTY,
T 7#4)V b TIE, PCREFZARDXFHNEIITOXF DI VELTHRVET (EREHITXFEEATNTE)
[TEEERT AIF " " EXFINDERETOHIVTFL. [ FRIERTMIXF"S"EXFIORE. F
FREBEDOBITORITOHSIYFULET (PCRE DOLLAR ENDONLYH Y RENTULVELED) .
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PCRE_MULTILINENERE SN TWSIE R . [ FTHEIB LU TR IAIXFIE, XFFNDEAEREZICIMA
T XFHNTENODERTERICHIRITIFICLIVFLET COF T Vav(em)d T VavEkEICL-T
INI—VRTERTEEY , MEOXFIC"\n"XFHBIMEE | FF/ -V RICRsHBIMEEICET
DATVaVRFHRELVTEEKREHIEFE A,

e #7Y3aV'u"' [FPCRE UNGREEDYERUTY,

COATVAVIEBIREFOIERSIERESEET EFEFIIT 74V FTEERTIILL, BA(C"2"EfT
FTHHTERICESLICENET NI-VAD(20)F T Va3V THRILER I EONET,

e #7Y3v'd" [FPCRE DOTALLERUTY,
COATVAVNERESNTVBER . /A—VAD FY IR FEIHTEETETOXFICIVFLET :RE
SNTWBWMEERBATICERYFLERN. COZ T VavlE(2s)2 T VaVERECL TNI—VATERETE
F9. [ a]lDIIBEEDXFIFAR. COATVaVDRFE (CEABRBIEICRITXFICIYFLET,

e 773V 'e'[FPCRE_DOLLAR ENDONLYERUTY,
CDATVAaVNERESNTVSIER . /IA—YAD FILAIXFRIHRXFINOREICOHIVFLET, COF
TOavhBRESNTVRBMEE(CE, FILAMXFIIXFID&EICHZHITOER (HOHITXF ORI
(FYvFLERA)ICEIYFLET, PCRE MULTILINEA T V3V ERESNTDIGE
PCRE DOLLAR ENDONLYZAZVav(dERENZET,

J2. PCREIEFRZRIRDHHE

IFRZRBAIFERDIFIICH UL TENDEARYYTFTE)B—UTT, BEVEDXFENI—-VRTIR>EDXF
BEEEKRL. SRADH LTS XFICIVFLET,

ERRBEORHF. /IA—VACKRALRNIRLEECENTERELVDIRICHIET . ENLIE. ENBEHZEK
BYCHARBRRESN I AIXFOEAICLLT, /B—VAICIVI- FEnET,

HAXF(CE2FEEEHNET . AIFEIMNZRIVI-VHNOECTHLFERATERLDE. ARENMNTOAERATEDS
LDTT, AFEMOHN TOAIXLFELUTOESNTY,

RE ]

\ BROAREHIO—MBHMBIAT-TXF

n BREXNR (EBITATEIT) OBENES A

$ BREXNR (EHITATIEIT) ODONEEH
BATLUNDETOXFIIRYF (FI4ILE)

[ XFDIAEEDRE

] XFIIAEEDERT

| BEIRBOBALR

( PZAAY S0 31

) BTNE—VDT

? (DERREHAR
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AEINO) - VD—EETXFISAIEFENET . XFIIADF TAMIXFELTHRNONZ DL T DL

DREITY,
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—RREBIAT-TXF
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18K. Q274 74—=3v b

B—N—(BEEIZ17IDR—IDr.Web ServerdF¥ VIS MR) 5L UAgent LA XY MITF AR T7IVIC
AFXUTENFET 11T7IC0F 12D AV —J(TBDFET,
A —IS4UDTA—IVMILLTDEHENTT,
<year><month><day>.<hour><minute><second>.<centisecond> <message type>
[<process id>] <thread name> [<message source>] <message>
cCC:
e <year><month><date>. <hour><minute><second>. <hundredth_of_second> - 07 774 JUIZH
T-INIVMShEEREGRETY,

o <message_type> - DT DML AILTY,

= ftl (Fatal error) - RLEARBIS—DAHELES,

o err (Error) - BI{EI5—ZBAMULET,

o wrn (Warning) - I5—(220\VTEZELET,

o ntc (Notice) - EERFEHRAVE—IERRLET,

o inf (Info) - FHAVE—JERTLET,

o tr0..3 (trace0..3—tracing) - FFHILAITIELEARY D FL—2EFMICLET (Trace 3ERELES
WEEAL AL TOAX VT RS SLET)

o db0..3 (debug0..3—debugging) - FHLANIVIZIGCET INWIAR Y roOF D Edai 5 LET
(Debug 33FEFVEFEMLALTOOXF T EGSLET),

| tr0..3 (trace). 5£U'db0..3 (debug) DF¥#iL NJLZ . Dr.Web Enterprise Security Suite®
FROYN—=(E T A —IICDHBERATEET,

o [ <process_id>] - AT I7AICAYE— IR EFAL ALY FHANE TEITINZTOLAD. BB FH
BFTT, OSICL-TIE <process_id>1h [ <process_id> <thread id>11C133BE&NHNET,

o <thread name> - RENTHAvE—IDOTHMERSNEALYFERLET,

o [ <message_source>] - 2vt—IOAFX T EREIEUVEZYATLORARICY , V—ARFELBLEEHD
F7,

e <message> - AT LA U TF AMDERIRTT, 1RV bDTA—TIVIEERIR, BLUA AV MIEELE
EHOEOHEANEINIEELNHNET,

£l :

1. 20081023.171700.74 inf [001316] mth:12 [Sch] Task "Purge unsent IS events" said OK
TERERLTVET,
e 20081023—<year><month><date>,

171700—<hour><minute><second>,

74— <hundredth_of_second>,

inf—<message_type>,

[001316]—[ <process_id>],
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e mth:12—<thread _name>,

[Sch]—I <message_source>],

Task "Purge unsent IS events" said OK - <message>RiZEINY FDHIBRARY
RADMIE LKEITSNZELDAVE—ITT,

. 20081028.135755.61 inf [001556] srv:0 tcp/10.3.0.55:3575/025D4F80:2: new connection at

tcp/10.3.0.75:2193

-

HERLTVET,

20081 028—<year><month><date>,
135755—<hour><minute><second>,
61—<hundredth_of_second>,
inf—<message _type>,

[001556]—[ <process_id>],
srv:0—<thread_name>,

tcp/10.3.0.55:3575/025D4F80:2: new connection at tcp/10.3.0.75:2193
- <message> IEE SNV TY R EN U TH LIWMERH L SN CECBE TR AvE—ITT,

8%
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{1 £%L. Web APIEDr.Web Enterprise Security Suite®) & i

| Web API|CD\\TlE. [Web API for Dr.Web Enterprise Security Suite]|v_-17 /%5
LTI,

7IVr—v3y

Web API¢Dr.Web Enterprise Security Suiteh'$id & o3 ET. 7HIV bD MUFDYaVEEED
—H—BBY - 20 BHEOHEENMRESINE T, COMREEFERTIE. 1-Y—hoUDIAMEZELE
N, A—F—[CAVAM=IUTPAINEEE VDT IBIMR—JZERRTEE T,

Rl

HTTP(S)7A LI %Dr.Web ServeroE#ESBTHERTEE T, Web APIIRESTUVI A FE52(FEID., XML
TIHEELET, Web APIAD 7O ARFCIE, A—IyDHTTPEREEN E SN E T (RFC 261 74Z£E(ZHEHRL)
RFC 2617EBEERZHE(CR LT, HTTP(S) Y —/\—(&. D347 bh oD 25T &R $k (Dr.Web Enterprise
Security SuiteDEBE 7NV MBENAT—F) 2ERULE R,
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Dt avIclE. Dr.Web Enterprise Security Suite) 7 I 7(CL>TERAINDZ Y — RN—T4&Y T bI17
IMTNO—E. FMEVAICATIRER. BLURRIOIII DY FLANEENTVET,

Y—FI\=71314 F1EVA

73
asio https://www.boost.org/LICENSE_1_0.txt*
boost https://www.boost.org/LICENSE_1_0.txt*
brotli MIT License**
bsdiff Custom
c-ares https://c-ares.haxx.se/license.html*
cairo Mozilla Public License**
GNU Lesser General Public License**
CodeMirror MIT License**
curl h rl right.html*
ICU http://www.uni .or right.html#Li
m*
fontconfig Custom
freetype GNU General Public License**
FreeType Project License (BSD like)
GCC runtime GNU General Public License** (*M 45 5% & {
libraries &)
HTMLayout Custom
jemalloc https://github.com/jemalloc/jemalloc
dev/COPYING*
jQuery MIT License**
GNU General Public License**
JSON4Lua MIT License**
Leaflet BSD License

70Y15 PURL

https://think-async.com/Asi
http://www.boost.or
https://qithub.com le/brotli

http://www.daemonology.net/bsdiff,
https://c-ares.haxx.se

https://www.cairographics.or

https://codemirror.net/
h : rl.se/libcurl
http://site.icu-project.org/hom

https://www.freedesktop.org/wiki/Soft
ware/fontconfig/

h //www. fr .or
http://gcc.gnu.or

h : rrainformatica.com/a-
homepage-section/html t
https://qithub.com/jemalloc/jemalloc
h ://jauery.com
https://qithub.com/craigmj/json4l

https://leafletjs.com
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https://www.boost.org/LICENSE_1_0.txt
https://think-async.com/Asio/
https://www.boost.org/LICENSE_1_0.txt
http://www.boost.org/
https://github.com/google/brotli
http://www.daemonology.net/bsdiff/
https://c-ares.haxx.se/license.html
https://c-ares.haxx.se/
https://www.cairographics.org/
https://codemirror.net/
https://curl.se/docs/copyright.html
https://curl.se/libcurl/
http://www.unicode.org/copyright.html#License
http://www.unicode.org/copyright.html#License
http://site.icu-project.org/home
https://www.freedesktop.org/wiki/Software/fontconfig/
https://www.freedesktop.org/wiki/Software/fontconfig/
https://www.freetype.org/
http://gcc.gnu.org/
https://terrainformatica.com/a-homepage-section/htmlayout/
https://terrainformatica.com/a-homepage-section/htmlayout/
https://github.com/jemalloc/jemalloc/blob/dev/COPYING
https://github.com/jemalloc/jemalloc/blob/dev/COPYING
https://jquery.com/
https://github.com/craigmj/json4lua
https://leafletjs.com/
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https:
ster/LICENSE*

libpng http://libpng.or ng/src/libpng-
LICENSE.txt*

libradius Juniper Networks, Inc.*

libssh2 https://www.libssh2.org/license.html*

libxml2 MIT License**

Linenoise NG BSD license*

lua MIT License**

|lua-xmlreader MIT License**

lzma GNU Lesser General Public License**

ithub.com/Leaflet/Leaflet/blob/ma

Common Public License**

ncurses MIT License**

Net-snmp http://www.net-
snmp.or: t/license.html*

nghttp2 MIT License**

Noto Sans CIK https://scripts.sil.org/cms/scripts/render
wnload.php?
format=fileQmedi
me=0FL.txt*

OpenLDAP https://www.openldap.org/software/releas
e/license.html*

OpenSSL https://www.openssl.org/s
ml*

Oracle Instant

Client s/instant-client-lic.html*
ParaType Free https://www.paratype.r lic/pt
Font ense_eng.asp*

pcre http://www.pcre.org/licence.txt*

https://www.oracle.com/downloads/license

id=0OFL_plaintext&filen

rce/license.ht

25 %

7aY15 FURL

http://libpng.or ng/libpng.html

https://www.freebsd.or:
https://www.libssh2.or
http://www.xmlsoft.or

https:
-hg

ithub.com/arangodb/linenoise

http://www.lua.or

http://asbr .org/projects/lua-

xmlreader/

https://www.7-zip.org/sdk.html

https://invisible-
island.net/ncurses/announce.html

http://www.net-snmp.or

https://nghttp2.or

https://www.google.com/get/noto/hel
p/cik/

https://www.openldap.or
https://www.openssl.or
https://www.oracle.com/index.html
ratype.r

https://www.

http://www.pcre.or

i 8

164


https://github.com/Leaflet/Leaflet/blob/master/LICENSE
https://github.com/Leaflet/Leaflet/blob/master/LICENSE
http://libpng.org/pub/png/src/libpng-LICENSE.txt
http://libpng.org/pub/png/src/libpng-LICENSE.txt
http://libpng.org/pub/png/libpng.html
https://www.freebsd.org/
https://www.libssh2.org/license.html
https://www.libssh2.org/
http://www.xmlsoft.org/
https://github.com/arangodb/linenoise-ng
https://github.com/arangodb/linenoise-ng
http://www.lua.org/
http://asbradbury.org/projects/lua-xmlreader/
http://asbradbury.org/projects/lua-xmlreader/
https://www.7-zip.org/sdk.html
https://invisible-island.net/ncurses/announce.html
https://invisible-island.net/ncurses/announce.html
http://www.net-snmp.org/about/license.html
http://www.net-snmp.org/about/license.html
http://www.net-snmp.org/
https://nghttp2.org/
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://scripts.sil.org/cms/scripts/render_download.php?format=file&media_id=OFL_plaintext&filename=OFL.txt
https://www.google.com/get/noto/help/cjk/
https://www.google.com/get/noto/help/cjk/
https://www.openldap.org/software/release/license.html
https://www.openldap.org/software/release/license.html
https://www.openldap.org/
https://www.openssl.org/source/license.html
https://www.openssl.org/source/license.html
https://www.openssl.org/
https://www.oracle.com/downloads/licenses/instant-client-lic.html
https://www.oracle.com/downloads/licenses/instant-client-lic.html
https://www.oracle.com/index.html
https://www.paratype.ru/public/pt_openlicense_eng.asp
https://www.paratype.ru/public/pt_openlicense_eng.asp
https://www.paratype.ru/
http://www.pcre.org/licence.txt
http://www.pcre.org/
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pixman MIT License**

Prototype MIT License**

JavaScript

framework

script.aculo.us http://madrobby.github.io/scriptaculous/lice

scriptaculous.js  nse/*

slt MIT License**

SQLite Public Domain
https://www.sqlite.org/copyright.html

wtl Common Public License**
Microsoft Public License**

zlib http://www.zlib.net/zlib_license.html*

* - AL VADTEAMILL T O—EEHERL TS,
- RICEODNBERIIELVADTEA:

E2E 4%
7aY15 FURL
http://pixman.or
31/prototype.js
http://script.aculo.us
https://code. le.com/archive/p/slt
https://www.sqlite.org/index.html
h : rceforge.n roj wil
http://www.zlib.net

[-3.0.html

1tV ZERLA

Common Public License https://opensource.org/licenses/cpli.0.ph
GNU General Public h ://www.gnu.org/licen

License

GNU Lesser General https://www.gnu.org/licenses/|

Public License

https://docs.microsoft.com/en-us
ff649456(v=pandp.1

Microsoft Public License

MIT License https: ensource.or

Mozilla Public License https:

M1. Boost

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted,

reproduce, display,

[-3.0.html

revious-versions/msp-n-

licenses/mit-license.ph

www.mozilla.org/en-US/MPL/2.

free of charge, to any person or organization obtaining a copy of
the software and accompanying documentation covered by this license

(the "Software") to use,

distribute, execute, and transmit the Software, and to prepare derivative
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http://pixman.org/
http://prototypejs.org/assets/2009/8/31/prototype.js
http://prototypejs.org/assets/2009/8/31/prototype.js
http://madrobby.github.io/scriptaculous/license/
http://madrobby.github.io/scriptaculous/license/
http://script.aculo.us/
https://code.google.com/archive/p/slt
https://www.sqlite.org/copyright.html
https://www.sqlite.org/index.html
https://sourceforge.net/projects/wtl/
http://www.zlib.net/zlib_license.html
http://www.zlib.net/
https://opensource.org/licenses/cpl1.0.php
https://www.gnu.org/licenses/gpl-3.0.html
https://www.gnu.org/licenses/lgpl-3.0.html
https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff649456(v=pandp.10)
https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff649456(v=pandp.10)
https://opensource.org/licenses/mit-license.php
https://www.mozilla.org/en-US/MPL/2.0/
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works of the Software, and to permit third-parties to whom the Software is furnished to do so,
all subject to the following:

The copyright notices in the Software and this entire statement, including the above license
grant, this restriction and the following disclaimer, must be included in all copies of the
Software, in whole or in part, and all derivative works of the Software, unless such copies or
derivative works are solely in the form of machine-executable object code generated by a source
language processor.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE
AND NON-INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE
SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE .

M2. C-ares

Copyright (c) 2007 - 2018, Daniel Stenberg with many contributors, see AUTHORS file.
Copyright 1998 by the Massachusetts Institute of Technology.

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appear in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of M.I.T. not be used in advertising or publicity pertaining
to distribution of the software without specific, written prior permission. M.I.T. makes no
representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

M3. Curl

Copyright (c) 1996 - 2013, Daniel Stenberg, <daniel@haxx.se>.
All rights reserved.

Permission to use, copy, modify, and distribute this software for any purpose with or without
fee is hereby granted, provided that the above copyright notice and this permission notice
appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in this Software without
prior written authorization of the copyright holder.

M4. ICU

Copyright © 1991-2018 Unicode, Inc. All rights reserved.
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Distributed under the Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the Unicode
data files and any associated documentation (the "Data Files") or Unicode software and any
associated documentation (the "Software") to deal in the Data Files or Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, and/or sell copies of the Data Files or Software, and to permit persons to whom the
Data Files or Software are furnished to do so, provided that either (a) this copyright and
permission notice appear with all copies of the Data Files or Software, or (b) this copyright
and permission notice appear in associated Documentation.

THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used in
advertising or otherwise to promote the sale, use or other dealings in these Data Files or
Software without prior written authorization of the copyright holder.

M5. GCC runtime libraries - 5l 4}

GCC is Copyright (C) 1986, 1987, 1988, 1989, 1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997,
1998, 1999, 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008 Free Software Foundation, Inc.

GCC 1is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 3, or (at
your option) any later version.

GCC 1is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

Files that have exception clauses are licensed under the terms of the GNU General Public
License; either version 3, or (at your option) any later version.

The following runtime libraries are licensed under the terms of the GNU General Public License
(v3 or later) with version 3.1 of the GCC Runtime Library Exception (included in this file):

- libgcc (libgcc/, gcc/libgec2.[ch], gcc/unwind*, gcc/gthr*, gcc/coretypes.h, gcc/crtstuff.c,
gcc/defaults.h, gcc/dwarf2.h, gcc/emults.c, gcc/gbl-ctors.h, gcc/gcov-io.h, gce/libgcov.c,
gcc/tsystem.h, gcc/typeclass.h).

- libdecnumber

- libgomp

- libssp

- libstdc++-v3

- libobjc

- libmudflap

- libgfortran

- The libgnat-4.4 Ada support library and libgnatvsn library.
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- Various config files in gcc/config/ used in runtime libraries.
GCC RUNTIME LIBRARY EXCEPTION
Version 3.1, 31 March 2009
Copyright (C) 2009 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

This GCC Runtime Library Exception ("Exception") is an additional permission under section 7 of
the GNU General Public License, version 3 ("GPLv3"). It applies to a given file (the "Runtime
Library") that bears a notice placed by the copyright holder of the file stating that the file
is governed by GPLv3 along with this Exception.

When you use GCC to compile a program, GCC may combine portions of certain GCC header files and
runtime libraries with the compiled program. The purpose of this Exception is to allow
compilation of non-GPL (including proprietary) programs to use, in this way, the header files
and runtime libraries covered by this Exception.

0. Definitions.

A file is an "Independent Module" if it either requires the Runtime Library for execution after
a Compilation Process, or makes use of an interface provided by the Runtime Library, but is not
otherwise based on the Runtime Library.

"GCC" means a version of the GNU Compiler Collection, with or without modifications, governed
by version 3 (or a specified later version) of the GNU General Public License (GPL) with the
option of using any subsequent versions published by the FSF.

"GPL-compatible Software" is software whose conditions of propagation, modification and use
would permit combination with GCC in accord with the license of GCC.

"Target Code" refers to output from any compiler for a real or virtual target processor
architecture, in executable form or suitable for input to an assembler, loader, linker and/or
execution phase. Notwithstanding that, Target Code does not include data in any format that is
used as a compiler intermediate representation, or used for producing a compiler intermediate
representation.

The "Compilation Process" transforms code entirely represented in non-intermediate languages
designed for human-written code, and/or in Java Virtual Machine byte code, into Target Code.
Thus, for example, use of source code generators and preprocessors need not be considered part
of the Compilation Process, since the Compilation Process can be understood as starting with
the output of the generators or preprocessors.

A Compilation Process is "Eligible" if it is done using GCC, alone or with other GPL-compatible
software, or if it is done without using any work based on GCC. For example, using non-GPL-
compatible Software to optimize any GCC intermediate representations would not qualify as an
Eligible Compilation Process.

1. Grant of Additional Permission.

You have permission to propagate a work of Target Code formed by combining the Runtime Library
with Independent Modules, even if such propagation would otherwise violate the terms of GPLv3,
provided that all Target Code was generated by Eligible Compilation Processes. You may then
convey such a combination under terms of your choice, consistent with the licensing of the
Independent Modules.

2. No Weakening of GCC Copyleft.

The availability of this Exception does not imply any general presumption that third-party
software is unaffected by the copyleft requirements of the license of GCC.
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M6. Jemalloc

Unless otherwise specified, files in the jemalloc source distribution are subject to the
following license:

Copyright (C) 2002-2018 Jason Evans <jasone@canonware.com>.

All rights reserved.

Copyright (C) 2007-2012 Mozilla Foundation. All rights reserved.

Copyright (C) 2009-2018 Facebook, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice(s), this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice(s), this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER(S) °~'AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER (S) BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

M7. Leaflet

Copyright (c) 2010-2018, Vladimir Agafonkin

Copyright (c) 2010-2011, CloudMade

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
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THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

MS8. Libpng

If you modify libpng you may insert additional notices immediately following this sentence.
This code is released under the libpng license.

libpng versions 1.0.7, July 1, 2000 through 1.6.32, August 24, 2017 are Copyright (c) 2000-
2002, 2004, 2006-2017 Glenn Randers-Pehrson, are derived from libpng-1.0.6, and are distributed
according to the same disclaimer and license as libpng-1.0.6 with the following individuals
added to the list of Contributing Authors:

Simon-Pierre Cadieux
Eric S. Raymond
Mans Rullgard
Cosmin Truta
Gilles Vollant
James Yu
Mandar Sahastrabuddhe
Google Inc.
Vadim Barkov
and with the following additions to the disclaimer:

There is no warranty against interference with your enjoyment of the library or against
infringement. There is no warranty that our efforts or the library will fulfill any of your
particular purposes or needs. This library is provided with all faults, and the entire risk of
satisfactory quality, performance, accuracy, and effort is with the user.

Some files in the "contrib" directory and some configure-generated files that are distributed
with libpng have other copyright owners and are released under other open source licenses.

libpng versions 0.97, January 1998, through 1.0.6, March 20, 2000, are Copyright (c) 1998-2000
Glenn Randers-Pehrson, are derived from libpng-0.96, and are distributed according to the same
disclaimer and license as libpng-0.96, with the following individuals added to the list of
Contributing Authors:

Tom Lane
Glenn Randers-Pehrson
Willem van Schaik

libpng versions 0.89, June 1996, through 0.96, May 1997, are Copyright (c) 1996-1997 Andreas
Dilger, are derived from libpng-0.88, and are distributed according to the same disclaimer and
license as libpng-0.88, with the following individuals added to the list of Contributing
Authors:

John Bowler
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Kevin Bracey
Sam Bushell
Magnus Holmgren
Greg Roelofs
Tom Tanner

Some files in the "scripts" directory have other copyright owners but are released under this
license.

libpng versions 0.5, May 1995, through 0.88, January 1996, are Copyright (c) 1995-1996 Guy Eric
Schalnat, Group 42, Inc.

For the purposes of this copyright and license, "Contributing Authors" is defined as the
following set of individuals:

Andreas Dilger
Dave Martindale
Guy Eric Schalnat
Paul Schmidt

Tim Wegner

The PNG Reference Library is supplied "AS IS". The Contributing Authors and Group 42, Inc.
disclaim all warranties, expressed or implied, including, without limitation, the warranties of
merchantability and of fitness for any purpose. The Contributing Authors and Group 42, Inc.

assume no liability for direct, indirect, incidental, special, exemplary, or consequential
damages, which may result from the use of the PNG Reference Library, even if advised of the
possibility of such damage.

Permission is hereby granted to use, copy, modify, and distribute this source code, or portions
hereof, for any purpose, without fee, subject to the following restrictions:

1. The origin of this source code must not be misrepresented.

2. Altered versions must be plainly marked as such and must not be misrepresented as being
the original source.

3. This Copyright notice may not be removed or altered from any source or altered source
distribution.

The Contributing Authors and Group 42, Inc. specifically permit, without fee, and encourage the
use of this source code as a component to supporting the PNG file format in commercial
products. If you use this source code in a product, acknowledgment is not required but would
be appreciated.

Glenn Randers-Pehrson

glennrp at users.sourceforge.net

April 1, 2017
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MO. Libradius

Copyright 1998 Juniper Networks, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " 'AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

S$FreeBSD: src/lib/libradius/radlib private.h,v 1.6.30.3 2012/04/21 18:30:48 melifaro Exp $

M10. Libssh2

Copyright (c) 2004-2007 Sara Golemon <sarag@libssh2.org>

Copyright (c) 2005,2006 Mikhail Gusarov <dottedmag@dottedmag.net>

Copyright (c) 2006-2007 The Written Word, Inc.

Copyright (c) 2007 Eli Fant <elifantu@mail.ru>

Copyright (c) 2009-2014 Daniel Stenberg

Copyright (C) 2008, 2009 Simon Josefsson

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Neither the name of the copyright holder nor the names of any other contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
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CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

M11. Linenoise NG
linenoise

Copyright (c) 2010, Salvatore Sanfilippo <antirez at gmail dot com>
Copyright (c) 2010, Pieter Noordhuis <pcnoordhuis at gmail dot com>
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Redis nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

wcwidth

Markus Kuhn -- 2007-05-26 (Unicode 5.0)

Permission to use, copy, modify, and distribute this software for any purpose and without fee
is hereby granted. The author disclaims all warranties with regard to this software.

ConvertUTF

Copyright 2001-2004 Unicode, Inc.
Disclaimer

This source code is provided as is by Unicode, Inc. No claims are made as to fitness for any
particular purpose. No warranties of any kind are expressed or implied. The recipient agrees to
determine applicability of information provided. If this file has been purchased on magnetic or
optical media from Unicode, Inc., the sole remedy for any claim will be exchange of defective
media within 90 days of receipt.
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Limitations on Rights to Redistribute This Code

Unicode, Inc. hereby grants the right to freely use the information supplied in this file in
the creation of products supporting the Unicode Standard, and to make copies of this file in
any form for internal or external distribution as long as this notice remains attached.

M12. Net-snmp

Various copyrights apply to this package, listed in various separate parts below. Please make
sure that you read all the parts.

---- Part 1: CMU/UCD copyright notice: (BSD like) -----

Copyright 1989, 1991, 1992 by Carnegie Mellon University
Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of CMU and The Regents of the University of California not be
used in advertising or publicity pertaining to distribution of the software without specific
written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
CMU OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

---- Part 2: Networks Associates Technology, Inc copyright notice (BSD) -----
Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors
may be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR

i 8

174



tﬂ
d
A

Ps)
$

F2E  (1F

OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) -----
Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 4: Sun Microsystems, Inc. copyright notice (BSD) -----
Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
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OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 5: Sparta, Inc copyright notice (BSD) -----
Copyright (c) 2003-2009, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 6: Cisco/BUPTNIC copyright notice (BSD) -----
Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the
names of their contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

---- Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) -----
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Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com
Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product
names may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ''AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 8: Apple Inc. copyright notice (BSD) -----
Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

---- Part 9: Sciencelogic, LLC copyright notice (BSD) -----
Copyright (c) 2009, Sciencelogic, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of SciencelLogic, LLC nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ''AS IS'' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

M13. Noto Sans CIJK

Copyright (c) <dates>, <Copyright Holder> (<URL|email>), with Reserved Font Name <Reserved Font
Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>), with Reserved Font Name
<additional Reserved Font Name>.

Copyright (c) <dates>, <additional Copyright Holder> (<URL|email>).

This Font Software is licensed under the SIL Open Font License, Version 1.1.

This license is copied below, and is also available with a FAQ at:

http://scripts.sil.org/OFL

PREAMBLE

The goals of the Open Font License (OFL) are to stimulate worldwide development of
collaborative font projects, to support the font creation efforts of academic and linguistic
communities, and to provide a free and open framework in which fonts may be shared and improved
in partnership with others.

The OFL allows the licensed fonts to be used, studied, modified and redistributed freely as
long as they are not sold by themselves. The fonts, including any derivative works, can be
bundled, embedded, redistributed and/or sold with any software provided that any reserved names
are not used by derivative works. The fonts and derivatives, however, cannot be released under
any other type of license. The requirement for fonts to remain under this license does not
apply to any document created using the fonts or their derivatives.

DEFINITIONS

"Font Software" refers to the set of files released by the Copyright Holder (s) under this
license and clearly marked as such. This may include source files, build scripts and
documentation.
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"Reserved Font Name" refers to any names specified as such after the copyright statement(s).

"Original Version" refers to the collection of Font Software components as distributed by the
Copyright Holder(s).

"Modified Version" refers to any derivative made by adding to, deleting, or substituting -- in
part or in whole -- any of the components of the Original Version, by changing formats or by
porting the Font Software to a new environment.

"Author" refers to any designer, engineer, programmer, technical writer or other person who
contributed to the Font Software.

PERMISSION & CONDITIONS

Permission is hereby granted, free of charge, to any person obtaining a copy of the Font
Software, to use, study, copy, merge, embed, modify, redistribute, and sell modified and
unmodified copies of the Font Software, subject to the following conditions:

1) Neither the Font Software nor any of its individual components, in Original or Modified
Versions, may be sold by itself.

2) Original or Modified Versions of the Font Software may be bundled, redistributed and/or sold
with any software, provided that each copy contains the above copyright notice and this
license. These can be included either as stand-alone text files, human-readable headers or in
the appropriate machine-readable metadata fields within text or binary files as long as those
fields can be easily viewed by the user.

3) No Modified Version of the Font Software may use the Reserved Font Name(s) unless explicit
written permission is granted by the corresponding Copyright Holder. This restriction only
applies to the primary font name as presented to the users.

4) The name(s) of the Copyright Holder(s) or the Author(s) of the Font Software shall not be
used to promote, endorse or advertise any Modified Version, except to acknowledge the
contribution(s) of the Copyright Holder (s) and the Author(s) or with their explicit written
permission.

5) The Font Software, modified or unmodified, in part or in whole, must be distributed entirely
under this license, and must not be distributed under any other license. The requirement for
fonts to remain under this license does not apply to any document created using the Font
Software.

TERMINATION
This license becomes null and void if any of the above conditions are not met.
DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL
THE COPYRIGHT HOLDER BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY
GENERAL, SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE
OR FROM OTHER DEALINGS IN THE FONT SOFTWARE.

M14. OpenLDAP

The OpenLDAP Public License

Version 2.8, 17 August 2003
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Redistribution and use of this software and associated documentation ("Software"), with or
without modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices,
this 1list of conditions, and the following disclaimer in the documentation and/or other
materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is
distinguished by a version number. You may use this Software under terms of this license
revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS " 'AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) OF THE SOFTWARE BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to
promote the sale, use or other dealing in this Software without specific, written prior
permission. Title to copyright in this Software shall at all times remain with copyright
holders.

OpenlDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights
Reserved. Permission to copy and distribute verbatim copies of this document is granted.

M15. OpenSSL

Copyright (c) 1998-2018 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission. For written permission,
please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.
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6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " 'AS IS'' AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This
product includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are aheared to. The following conditions apply to all code found in this distribution, be it
the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim
Hudson (tjhlcryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed.

If this package is used in a product, Eric Young should be given attribution as the author of
the parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or
textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the rouines from the library being used are not
cryptographic related :-).
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4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG " "AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another
distribution licence [including the GNU Public Licence.]

M16. Oracle Instant Client

Export Controls on the Programs

Selecting the "Accept License Agreement" button is a confirmation of your agreement that you
comply, now and during the trial term, with each of the following statements:

-You are not a citizen, national, or resident of, and are not under control of, the government
of Cuba, Iran, Sudan, Libya, North Korea, Syria, nor any country to which the United States has
prohibited export.

-You will not download or otherwise export or re-export the Programs, directly or indirectly,
to the above mentioned countries nor to citizens, nationals or residents of those countries.

-You are not listed on the United States Department of Treasury lists of Specially Designated
Nationals, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers, nor
are you listed on the United States Department of Commerce Table of Denial Orders.

You will not download or otherwise export or re-export the Programs, directly or indirectly, to
persons on the above mentioned lists.

You will not use the Programs for, and will not allow the Programs to be used for, any purposes
prohibited by United States law, including, without limitation, for the development, design,
manufacture or production of nuclear, chemical or biological weapons of mass destruction.

EXPORT RESTRICTIONS

You agree that U.S. export control laws and other applicable export and import laws govern your
use of the programs, including technical data; additional information can be found on Oracle®'s
Global Trade Compliance web site (http://www.oracle.com/products/export) .

You agree that neither the programs nor any direct product thereof will be exported, directly,
or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Oracle Employees: Under no circumstances are Oracle Employees authorized to download software
for the purpose of distributing it to customers. Oracle products are available to employees for
internal use or demonstration purposes only. In keeping with Oracle's trade compliance
obligations under U.S. and applicable multilateral law, failure to comply with this policy
could result in disciplinary action up to and including termination.

Note: You are bound by the Oracle Technology Network ("OTN") License Agreement terms. The OTN
License Agreement terms also apply to all updates you receive under your Technology Track
subscription.
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The OTN License Agreement terms below supercede any shrinkwrap license on the OTN Technology
Track software CDs and previous OTN License terms (including the Oracle Program License as
modified by the OTN Program Use Certificate).

Oracle Technology Network Development and Distribution License Agreement for Instant Client

"We," "us," and "our" refers to Oracle America, Inc. "You" and "your" refers to the individual
or entity that wishes to use the Programs from Oracle under this Agreement. "Programs" refers
to the Software Products referenced below that you wish to download and use and Program
documentation. "License" refers to your right to use the Programs and Program documentation
under the terms of this Agreement. The substantive and procedural laws of California govern
this Agreement. You and Oracle agree to submit to the exclusive jurisdiction of, and venue in,
the courts of San Francisco, San Mateo, or Santa Clara counties in California in any dispute
arising out of or relating to this Agreement.

We are willing to license the Programs to you only upon the condition that you accept all of
the terms contained in this Agreement. Read the terms carefully and select the "Accept" button
at the bottom of the page to confirm your acceptance. If you are not willing to be bound by
these terms, select the "Do Not Accept" button and the registration process will not continue.

Software Product
- Instant Client
License Rights
License.

We grant you a non-exclusive right and license to use the Programs solely for your business
purposes and development and testing purposes, subject to the terms of this Agreement. You may
allow third parties to use the Programs, subject to the terms of this Agreement, provided such
third party use is for your business operations only.

Distribution License

We grant you a non-exclusive right and license to distribute the Programs, provided that you do
not charge your end users for use of the Programs. Your distribution of such Programs shall at
a minimum include the following terms in an executed license agreement between you and the end
user that: (1) restrict the use of the Programs to the business operations of the end user; (2)
prohibit (a) the end user from assigning, giving, or transferring the Programs or an interest
in them to another individual or entity (and if your end user grants a security interest in the
Programs, the secured party has no right to use or transfer the Programs); (b) make the
Programs available in any manner to any third party for use in the third party's business
operations (unless such access is expressly permitted for the specific program license or
materials from the services you have acquired); and (c) title to the Programs from passing to
the end user or any other party; (3) prohibit the reverse engineering (unless required by law
for interoperability), disassembly or decompilation of the Programs and prohibit duplication of
the Programs except for a sufficient number of copies of each Program for the end user's
licensed use and one copy of each Program media; (4) disclaim, to the extent permitted by
applicable law, our liability for any damages, whether direct, indirect, incidental, or
consequential, arising from the use of the Programs; (5) require the end user at the
termination of the Agreement, to discontinue use and destroy or return to you all copies of the
Programs and documentation; (6) prohibit publication of any results of benchmark tests run on
the Programs; (7) require the end user to comply fully with all relevant export laws and
regulations of the United States and other applicable export and import laws to assure that
neither the Programs, nor any direct product thereof, are exported, directly or indirectly, in
violation of applicable laws; (8) do not require us to perform any obligations or incur any
liability not previously agreed to between you and us; (9) permit you to audit your end user's
use of the Programs or to assign your right to audit the end user's use of the Programs to us;
(10) designate us as a third party beneficiary of the end user license agreement; (11) include
terms consistent with those contained in the sections of this Agreement entitled "Disclaimer of
Warranties and Exclusive Remedies," "No Technical Support," "End of Agreement," "Relationship
Between the Parties," and "Open Source"; and (11) exclude the application of the Uniform
Computer Information Transactions Act.

You may allow your end users to permit third parties to use the Programs on such end user's
behalf for the purposes set forth in the end user license agreement, subject to the terms of
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such agreement. You shall be financially responsible for all claims and damages to us caused by
your failure to include the required contractual terms set forth above in each end user license
agreement between you and an end user. We are a third party beneficiary of any end user license
agreement between you and the end user, but do not assume any of your obligations thereunder,
and you agree that you will not enter into any end user license agreement that excludes us as a
third party beneficiary and will inform your end users of our rights.

If you want to use the Programs for any purpose other than as expressly permitted under this

Agreement you must contact us to obtain the appropriate license. We may audit your use of the
Programs. Program documentation is either shipped with the Programs, or documentation may be

accessed online at http://www.oracle.com/technetwork/indexes/documentation/index.html.

You agree to: (a) defend and indemnify us against all claims and damages caused by your
distribution of the Programs in breach of this Agreement and/or failure to include the required
contractual provisions in your end user agreement as stated above; (b) keep executed end user
agreements and records of end user information including name, address, date of distribution
and identity of Programs distributed; (c) allow us to inspect your end user agreements and
records upon request; and, (d) enforce the terms of your end user agreements so as to effect a
timely cure of any end user breach, and to notify us of any breach of the terms.

Ownership and Restrictions

We retain all ownership and intellectual property rights in the Programs. You may make a
sufficient number of copies of the Programs for the licensed use and one copy of the Programs
for backup purposes.

You may not:

-use the Programs for any purpose other than as provided above;

—-charge your end users for use of the Programs;

-remove or modify any Program markings or any notice of our proprietary rights;

-assign this agreement or give the Programs, Program access or an interest in the Programs to
any individual or entity except as provided under this agreement;

—-cause or permit reverse engineering (unless required by law for interoperability), disassembly
or decompilation of the Programs;

—-disclose results of any Program benchmark tests without our prior consent.
Export

You agree that U.S. export control laws and other applicable export and import laws govern your
use of the Programs, including technical data; additional information can be found on Oracle's
Global Trade Compliance web site located at http://www.oracle.com/products/export/index.html.
You agree that neither the Programs nor any direct product thereof will be exported, directly,
or indirectly, in violation of these laws, or will be used for any purpose prohibited by these
laws including, without limitation, nuclear, chemical, or biological weapons proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE PROGRAMS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. WE FURTHER DISCLAIM ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT.

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES, OR DAMAGES FOR LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY
THIRD PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF WE HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. OUR ENTIRE LIABILITY FOR DAMAGES HEREUNDER SHALL IN NO EVENT
EXCEED ONE THOUSAND DOLLARS (U.S. $1,000).

No Technical Support
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Our technical support organization will not provide technical support, phone support, or
updates to you or end users for the Programs licensed under this agreement.

Restricted Rights

If you distribute a license to the United States government, the Programs, including
documentation, shall be considered commercial computer software and you will place a legend, in
addition to applicable copyright notices, on the documentation, and on the media label,
substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DOD FAR Supplement are 'commercial computer software' and
use, duplication, and disclosure of the programs, including documentation, shall be subject to
the licensing restrictions set forth in the applicable Oracle license agreement. Otherwise,
programs delivered subject to the Federal Acquisition Regulations are 'restricted computer
software' and use, duplication, and disclosure of the programs, including documentation, shall
be subject to the restrictions in FAR 52.227-19, Commercial Computer Software-Restricted Rights
(June 1987). Oracle Corporation, 500 Oracle Parkway, Redwood City, CA 94065."

End of Agreement

You may terminate this Agreement by destroying all copies of the Programs. We have the right to
terminate your right to use the Programs if you fail to comply with any of the terms of this
Agreement, in which case you shall destroy all copies of the Programs.

Relationship Between the Parties

The relationship between you and us is that of licensee/licensor. Neither party will represent
that it has any authority to assume or create any obligation, express or implied, on behalf of
the other party, nor to represent the other party as agent, employee, franchisee, or in any
other capacity. Nothing in this Agreement shall be construed to limit either party's right to
independently develop or distribute software that is functionally similar to the other party's
products, so long as proprietary information of the other party is not included in such
software.

Open Source

"Open Source" software - software available without charge for use, modification and
distribution - is often licensed under terms that require the user to make the user's
modifications to the Open Source software or any software that the user 'combines' with the
Open Source software freely available in source code form. If you use Open Source software in
conjunction with the Programs, you must ensure that your use does not: (i) create, or purport
to create, obligations of us with respect to the Oracle Programs; or (ii) grant, or purport to
grant, to any third party any rights to or immunities under our intellectual property or
proprietary rights in the Oracle Programs. For example, you may not develop a software program
using an Oracle Program and an Open Source program where such use results in a program file (s)
that contains code from both the Oracle Program and the Open Source program (including without
limitation libraries) if the Open Source program is licensed under a license that requires any
"modifications" be made freely available. You also may not combine the Oracle Program with
programs licensed under the GNU General Public License ("GPL") in any manner that could cause,
or could be interpreted or asserted to cause, the Oracle Program or any modifications thereto
to become subject to the terms of the GPL.

Entire Agreement

You agree that this Agreement is the complete agreement for the Programs and licenses, and this
Agreement supersedes all prior or contemporaneous Agreements or representations. If any term of
this Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective.

Last updated: 01/24/08
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M17. ParaType Free Font

LICENSING AGREEMENT

for the fonts with Original Name: PT Sans, PT Serif, PT Mono
Version 1.3 - January 20, 2012

GRANT OF LICENSE

ParaType Ltd grants you the right to use, copy, modify the fonts and distribute modified and
unmodified copies of the fonts by any means, including placing on Web servers for free
downloading, embedding in documents and Web pages, bundling with commercial and non commercial
products, if it does not conflict with the conditions listed below:

- You may bundle the fonts with commercial software, but you may not sell the fonts by
themselves. They are free.

- You may distribute the fonts in modified or unmodified versions only together with this
Licensing Agreement and with above copyright notice. You have no right to modify the text of
Licensing Agreement. It can be placed in a separate text file or inserted into the font file,
but it must be easily viewed by users.

- You may not distribute modified version of the font under the Original name or a combination
of Original name with any other words without explicit written permission from ParaType.

TERMINATION & TERRITORY

This license has no limits on time and territory, but it becomes null and void if any of the
above conditions are not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL
PARATYPE BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL, SPECIAL,
INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER
DEALINGS IN THE FONT SOFTWARE.

ParaType Ltd

M18. PCRE

PCRE2 is a library of functions to support regular expressions whose syntax and semantics are
as close as possible to those of the Perl 5 language.

Release 10 of PCRE2 is distributed under the terms of the "BSD" licence, as specified below,
with one exemption for certain binary redistributions. The documentation for PCRE2, supplied in
the "doc" directory, is distributed under the same terms as the software itself. The data in
the testdata directory is not copyrighted and is in the public domain.

The basic library functions are written in C and are freestanding. Also included in the
distribution is a just-in-time compiler that can be used to optimize pattern matching. This 1is
an optional feature that can be omitted when the library is built.

THE BASIC LIBRARY FUNCTIONS
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Written by: Philip Hazel

Email local part: phlO

Email domain: cam.ac.uk

University of Cambridge Computing Service,

Cambridge, England.

Copyright (c) 1997-2018 University of Cambridge

All rights reserved.

PCRE2 JUST-IN-TIME COMPILATION SUPPORT

Written by: Zoltan Herczeg

Email local part: hzmester

Email domain: freemail.hu

Copyright (c) 2010-2018 Zoltan Herczeg

All rights reserved.

STACK-LESS JUST-IN-TIME COMPILER

Written by: Zoltan Herczeg

Email local part: hzmester

Email domain: freemail.hu

Copyright (c) 2009-2018 Zoltan Herczeg

All rights reserved.

THE "BSD" LICENCE

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notices, this list of
conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notices, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

* Neither the name of the University of Cambridge nor the names of any contributors may be
used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR

IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
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AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

EXEMPTION FOR BINARY LIBRARY-LIKE PACKAGES

The second condition in the BSD licence (covering binary redistributions) does not apply all
the way down a chain of software. If binary package A includes PCRE2, it must respect the
condition, but if package B is software that includes package A, the condition is not imposed
on package B unless it uses PCRE2 independently.

M19. Script.aculo.us

Copyright © 2005-2008 Thomas Fuchs (http://script.aculo.us, http://mir.aculo.us)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the “Software”), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

M20. Zlib

zlib.h -- interface of the 'zlib' general purpose compression library

version 1.2.11, January 15th, 2017

Copyright (C) 1995-2017 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will
the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following
restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as
being the original software.

3. This notice may not be removed or altered from any source distribution.
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DIV E1—5—(CDr.Web Serverz# 19 % (Windows
OSIRiH)

| H—N—%thDIVE1—3—(CBELERE FSYAR— MO R EERERLTUES Y, HE(C
[y BU. B - Dr.Web ServerDiXE tHYavd FIVAR—F 87T L TIREELEELSE
7,

@ Dr.Web ServerZi2&f, (£t 334 :%(F. BEBEIZ17)IODr.Web ServerDiEEfiE{Z IE(CEE
: HINTLET,

WindowsIZiEDDr.Web Server# (R U/V\—J3>MODr.Web Server|l) #8931

1. "j'_”—fd-'{%—'.ltbij-o

2. exportdbA/YFEEALTdrwesd. exeEfTL, T—AR-ADF EZT7MIVCIDAR—FLET, O
IV R34 (Windowsm) () E. ROLICHNET

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log exportdb
<full_filename>

3. C:\Program Files\DrWeb Server\etcIZ#/lHtdrwcsd.pubF—%\Program
Files\DrWeb Server\webmin\installZ#)LANBN\vO7YTLET,

4. Dr.Web ServerV 7 b7 &HIBRLET,

5. MERIVEI-A—ICH LW == (EHLWLZEDDBEED) B4 VA M—=ILLET, Windows OSH—E 2D
&IEY—)|, F7=(3Dr.Web Security Control Centerh'bt—\—%{F 1L LFT,

6. BEICREINZetcIAIAEC: \Program Files\DrWleb Server\etcIZ#ILAIC,
drwcsd.pub¥—tdrwcsd-certificate.pemifBlE%C: \Program Files\DrWeb
Server\webmin\installZ#)LAICOE—-LET,

7. importdbAMYFEMEALTdrwesd. exeEfTLU, 771D BT —AR=2ADIVTIVEA Vik— b UE
3, AY Y F54 Y (WindowsRl (1) (. RDESTHDFET,

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log importdb
<full_filename>

8. ServerzE2F#ULET,

| RMERDBEEA LTSI E L. DBOIHAR— FELUM VR— MIBEHNF B, 1,
: database.sqliteZPMIEREFLC. AV AN LEY—N=T. IO \—J30 DY —){—hbD
HUWDBI7AILEF LLDBIPM IV E B EHZ TSN,

WindowsIRiZEDDr.Web Server2 ¥ 819 3(C(d (EL3/\— Y3 DDr.Web Server|(Z)
1. ﬁ_}{_ﬁfgibig-o
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2. SQL Server Y—JLEHTT —AN—2A&2RELET (NEDBZEALT\3HE&(ddatabase. sglite
71 IVDRFDH EITHOTUESLY) .

3. C:\Program Files\DrWeb Server\etcIZ#/lH¥¢drwcsd.pubF—%\Program
Files\DrWeb Server\webmin\installZ#ILAHoI\WOPyILET,

4. Dr.Web ServerV 7 b7 #HIBRLET .

5. HERIVE1-A—-CH LW —N—(FHULWZEDDBEHED) #1 VA L—ILLET, Windows OSH—EAD
E1EY—)|, F7=(3Dr.Web Security Control Centerh'ot—N\—%ZF 1L LET,

6. BEICHRESNLetcTIFILAEC: \Program Files\DrWeb Server\etcI#ILAIC,
drwcsd.pub¥—&drwesd-certificate.pemifBAZE%C: \Program Files\DrWeb
Server\webmin\installZ#J)AICOIE-LET,

7. LW —N\— ETDB%EE L. drwcsd. confREI7M1IVNTDBADINAEIEELET,

8. upgradedbAMvFEEALTdrwcsd. exe®E{TL, T—AR-AZEBHLET, ANV FI Y
(WindowsH] (1) (&, RDLIICHBNET

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log upgradedb
"C:\Program Files\DrWeb Server\update-db"

9. ServerzE2FLET,

#ZEH(CDr.Web ServerD A RIEE(FIPY FLANEBSINEIE S :

| FLLWH—N—07 FL2%Control Centerf# EHHTERE L. IR DAgentZ% E (CRBEEN TLVI LY
: AgentZFBISB3(CE. BEIN'E T THFTHADY —N—2BMESEEERICLTLESL,

1. EOZETBFIRICK->TH-N-&BEBILET,

2. #BEILIServerlCiEHT T D 2 TDAgent(Cxt L, F Ll \Serverd 7 RL A% IR E LET (Dr.Web Agent
Dr.Web ServerlCiE§xd3SHB),

#FHLLWY—N—0D7 FLA%ZControl CenterfZHHTERE L. IRk DAgentE% i IC RSN TV AgentZF8
EBI3EE. mMADY—)\— LDAgentI R ERNT. HFILLWH—N—IP7 FLAZIEETILELRHNET,

3. Agenth'FH LLW —N—([CEBSNIETHEET, 20K, G- N\—ZHIBRTEET,
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Dr.Web Agent% {tht ®ODr.Web Server(Z1E# 93

AgentzfthDH —N— (TR T BICIE. RDFENBHNFT,
1. Control Centerf® e

IHRDNLBIOY —N—([CHEFHINTNRIE S, iRk L CEEIRETICERE- FCOBEENTEETT,
OBE.. LWV —N—EH W= — U)ﬁﬁG)Control CenterAQ 7D ANDETT,

2. in kK FCE#E

AR ECEEREEETIDEE. IR COEEEERCAgent 7TONTAEIRE T DHER (F—/N\—LT
HREINDBETT, CNoDERNBIMGE . A VA= ILENTIVDAgentZHIBR L. FHLLWH— - ET
HICAgentEA VAR —IL LI TOH , tm K E CEEMOY —N—(CO-DILEER CESLI(CBNFET . O
— NIV TAgentE 7 VA VA M=ILT BHERN VG S . kK L TDr.Web Remover 1—71)71&EHT3
h'. Control CenterhrnAgentzHIBRLET,

Control Center#ZH CDr.Web AgentZ{i()Dr.Web ServerlCBE#93

1.

HLWY—N—T, FELRRIE/STA—INRE SN TR IR FRIGREVTIHULWERIE/ \OA—5EE
KRTEBLIICLET , CNEEITTBICIE. Control CenterT. A UAZ1—0) BE - QY rA—)LAZ1—
® Dr.Web Servers% € — £ 37 DIEISEIRLET,

a) REBEHBR7I1TLEVEYNT S (CFIvvE ANET (FIvOBA-TULEWNMESR),

b) HR7 AT LEHE FOVIHIVIANT BICPIVEAREETS NBERSN V35S, FETTH
LAEERRTS I3 BBMICPOLAZHATS CEELET,

C) NoDBREZEATRICE B/REF &0UVIL. Y—N-EBEHLET,

| FIE1DFZEZEZ BN EEDR)I—(CIH>THFRISN TLVE LSS . Control CenterTéhoh UhH1E
BRENTWB7HIY MIE U TR R ECEBE., ImRDBIED/\TA—AERETIDHENHDET,

AgenthM B SN TR E W —IN—T, LW —N—D/GA—3ERELEF T, CNEHRETBICE.

Control CenterO A Y AZ1—T. PIFIMIVARYEI—=D - 29D —DOREB AN TCERT3inR

(FREFZDTIN—TDTRATOIHEREBEHETZTI—T) &8 IR - AV FO—ILAZ1— T, EHRTE &

EIRUVET,

a) FHLLWH—N—SEBAZEN, UFIOY—N—SIBAEE—H LB MG AT, SEBAZE 71— RICEHLLVT =
—SEBREAD) S AEZTELET,

b) H—N— 24— FTH LWL —N—-D7 L AR ELET,

c) RE BVUWILET,

ik £ TDr.Web AgentZ E #%{th(DDr.Web ServerlCHE#2

1.

AgentER E CHTLWH—N—DIGA—RERTELE T, CNZRETSICE. Agent7A4IVDIAVTF AR
Z1-T.BRE - MY AT - == - BEHINIA-tDY3y - BREEEE R EIRLET,

a) LW —N—GEBAEN, LEIOY—N—FEREL—BLEBVEE . EEFAZDYA L RIVEHERLT
FLWI—N—FEBAEANDNAZHZELET,

b) :BH RAVT, 3ZETEHLLY—N—DINTA-RERELET,

IR EFHImERELTCRELEFT (H—N—DBEENTA-3F Y LET) . INEETITBICE. FIELID
BERTEEIYAVT. MKRER/ITA—F K8y - NIA=3%)y L TEHRIEREL TES RV
— I85A=8%Uty bt RAVDIEICDYYDLET,
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FTICH L —)S— & I 27 DIDE ) I2D— Fi¥ - TS5 A 37RID & JTAT—F
FA=IVFEARLET COBE. ImREHRIHRICT B EEHIFE,
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Dr.Web Enterprise Security SuiteODDBMSDIEENDEE

Windows OSDi5 &

| Dr.Web ServerZit &), {Z1t 934 :%(3. EEBEIYZ17)DODr.Web ServerDiL & (= IE(ZEE
BHINTLET,

1. Dr.Web Server&{21t UET,

2. exportdbA/YFEEALTdrwesd. exeEfTL, T—AR-ADF EZT7MIVCIDAR—FLET O
IV R4V (Windowsm) () lE. RDLICHNET

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log exportdb D:\esbase.es

L E2DHIT(E, Dr.Web Serverld. c: \Program Files\DrWeb Server J#IAICAVAL=)LE
h, T=AR=2lE. TAAIDDIL— MIBHDesbase.esTPAIVNCTIIAR— FSNTNBERELTNET,

TPAWADNA(FZRBTFAINR) CAR=A FLRBETILT7RYFUNDOXFHEENTISIEE . /TR
RAFCHEFNTVSRENHNFT,

"D:\ </ong name>\esbase.es"

3. Dr.Web Server®&i#2&jL. Dr.Web Security Control Center&H —)i—(#E#:LE T, BDDBMSEFES LS
(CH—N—%RELET, Y-/ —DBFREETYILILLET,

4. Dr.Web Serverz{Z1E LT,

5. T=AR-2T771 ) &HIKRULET,

6. initdoAMYFEFERLTCdrwesd. exe®ETLU. FILLWT—AXR—-2AZ#EAILLET, DIV M UEX
DEOCBNET,

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log -- initdb D:\Keys\agent.key - - root

LOHITE, B—N—hCc:\Program Files\DrWeb ServerJ#IAICAVAr=ILEN,
agent.keyldD: \KeysIIAEMINTNBIEBRELTNET,

TPAWADIA(FZIBT7AIVR) [CAR=R, FLE PN IT7RYFUN D FREINTDIZE . F— 0D
NAGEIRAFTEAINTVSRENHIFET,

"D:\ <fong name>\agent . key"

7. importdbAMYFEFEALTdrwesd. exe®EITL, 771D bT —AR—2AZM Vik— bLET, IYUF
FAVRRDECHEDFET
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program

Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log importdb D:\esbase.es

8. Dr.Web Server&i#2&1LEd,
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UNIXDIE &
1. ADYF r&{ERALTDr.Web Server&{E1E UET,
e Linux:

/etc/init.d/drwcsd stop

e FreeBSDDI5E :

/usr/local/etc/rc.d/drwcsd stop

F7zI3Dr.Web Security Control Centerf#H,

2. exportdbAMVFEMERALTH—N-%2EFH L. I7MILICTF—AX—-A&EIHAR—FLET, =1V
F—=ILTANWADBD AT Y R4 IIERDLSICHENET,
e Linux:

/etc/init.d/drwcsd -log=drwcsd.log exportdb /var/esbase.es

e FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log exportdb /var/drwcs/esbase.es

LEOHITIE, F=AR=AIEESINTETAIARNICHDesbase . eslCIDAR— FENTWBREREELTE
ER

3. AW T +EERLTDr.Web Servers£2&1 LT,
e Linux:

/etc/init.d/drwcsd start

e FreeBSD:

/usr/local/etc/rc.d/drwecsd start

Dr.Web Security Control Centerzt—/\—(C#&#t L. DT —AX—AZHEH T3 L5Dr.Web Security
Control Centerhr ot —N\—%&F%ELEFT . ROLIICLET: EE — Dr.Web ServerDHE — 7—4
K—2A "7

@ Fh Y—N—RET7 ) drwcsd. confEEERELTHDOT—IX—2DBMSEHEATE LD

d [CH—N—EBEERETEIELTEET, INETOICE . BEDT—IR—-AICETRIV MEIAV
(CTBDEIBRL. FTLLWT—AX—-2E AN TEIBHENRHDFT (FEMICOLVTIE. £8%G1. Dr.Web
Servers¥ E 771 ILES ),

B—N-2BEHTILOIRINETH, FroILET,
4. Dr.Web Serverz{=1t UET (FIE1SHR),
5. T—AR—=2A771 I &HIBRLET,

6. initdbAMYFEFERALTdrwcsd®EITLU. FILLWTF—AR—-2F#MEAELLET, IRV RIMUIXRD LD
([CEDZET,

e Linux:
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AT
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/etc/init.d/drwesd -log=drwcsd.log initdb

e FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log initdb

7. LOFITIE, agent.keyld/root/keysTHIA—CHBERELTNVET, importdb AMVFEFERAL
TdrwesdZZE{TL, 774D bT—AR—2Z4 UR—bLET, XV FFMUERDLHICHNET

e Linux:
/etc/init.d/drwecsd -log=drwcsd.log importdb /var/esbase.es
e FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log importdb /var/esbase.es

8. Dr.Web Serverz#2#LE T (FIE3SHR),

| F—N—EBBKC\SA-AEEETIHE (F—N—AVA-ILT2IEADIEE . QT LAIOEER
) EEBADUT MeRETILENBNET

e FreeBSD:

/usr/local/etc/rc.d/drwcsd
e Linux:

/etc/init.d/drwcsd
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Dr.Web Enterprise Security Suite®) 57 —43X— AN 5T

BRYEDEITHIC, Dr.Web Server FEERFER (S1 VAT — T—HARX-2UTY, TAX—-MESEE
—. ¥—N\—5&7E. Control Centeri% ) D)\Wo 7y 7 IE— 2 EHARICRFLET,

NPT TIPS T DI CRFSNE S,

e Windows OSODi5 & : <installation_drive>: \DrWeb Backup

e Linux OSMI54& : /var/opt/drwcs/backup

e FreeBSD OSMi54& :/var/drwes/backup

NDPyTERITTBIHIC, daily taskht —N—AT V21— ILICEFNTWET , COLIBAAID AT Ya—-)b
(CBWNMBE A, TR EERGERELET,

T—AR=2ADIVTIVEBRINYIPYTDETOTP IV, ICCERATEET, T—HARX-AN\WD7yTDIE—
(FgzipWEDMD T —NANTERERRER . gz 74— VI TREINE T, T-IX=ADV TV, 1\WD

PyIDIAE-h o —N—DRIDF—IR—=AICA UiRk— b TCEET, importdb XV FEFERTRE. T—H%E

| F—RAR—-2AME TTICIE. Control Centerd) B — T—ARX—ANEE - IHAR—F HhoEE

: EDNFETHRRLE) WO TV TEFERTEEETMEETT (T—AIR—-ALEEI D AR— E—FOD
H) o L. ZDBA . D7y FAE—(IxmIE KX TREFESN . 4V R— MBS
xmlimportdbd¥Y FEERTILENHNET,

B3 )\—JavdODr.Web Server®)DBMND1E T

| NyD7yTAE—hbDBZEITTTHEN TEBDIE, ERICEATEY —/N\—DN—J3aVERIUAYY
(s —N=YavonY-N—EETIE-MERSNEBEDHITBNET,

' F
o N—=IaV120H—N—RBEATHERSINEN\YD 7Y T EDBEE T TERNIEL., N\—Jav120H—
N—&FRLESEEDHTT,

o =YV 1204 - N—EERLT, BFI0/ - Y3y oY -\~ @B TSN WD Py TG
DBEMTY BCLIFTEE A,

LLETID NN —=Jayhb)Ni—Jav12.0AN0OY = N—D7yFTTL— FehiC, aoh DE B TDBH A LIZ15

BRLUTOFIEEETLET,

1. N=Yav12.00H ==V I b017%8IBRLET, Y —N—DERLTWVEI7MIILO)NNYD 7y TIE—ZB &
BICREFESNET,

2. 790U —=RBIHCA VA R=ILENTED., Nvo7yTIE—-DERRICERSNZN—-J300 H—N—-&1 VAL
_)l/big-o

— BB T7 YT T — FFIBICHEL . DBIPM I ERCETORTFNLY —N—T71 I 2FERATILEND
Oig-o

F=N—=AVAr=ILHRICFH LLDBZERLLET
3. —REIBI—IVCRESTNYD 7Y T oDBZETLET (LLFOFIRSR),
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4, Y—N—-ERFET. Agent, B—N\—, XYFT=DAVAL=5DTOF I EENICLET, CNEITOICE, XY
AZ1—0 BE BHEHEERL. QY MI=)LAZ1—T Dr.Web ServerDi%E =7)voL. €J1—) 4
JICRREIL. RN TREBOFIVIEII7LET,

5. —fEEILIL—ILICRES T ==& N—Tav12.0[C7y T T L— FLET (BEEIZ17ILDODr.Web
Enterprise Security Suite * I7HLUAVIR—%2 SHR),

6. FIR4ATEMICLZAgent, Y —N\— XYFI=DAVAM=3DTO PV EFHICLET,

Windows OSDI5 &

| Dr.Web ServerZi2&f, (£t 334 :%(F. BB EIZ17)IODr.Web ServerDFLEfiE{Z IE(CEE
HINTLET,

DB%/\wH7yThbiExT3IC(E

1. Dr.Web Serverh'#2&1LCL\B 5 & (FEILELET,

2. ZUTRINDT7VT IO T —ER=2ANAVTIVEAUR—LET, DXV R UIERDLSITHDF
ER

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log importdb "<path to the backup file>\database.gz"

WRVRE—FTTANTIRLENHNET , LOHFITIE, Dr.Web Serveriic: \Program Files\DrWeb
Server JAWAICA VA R=ILENTNET,

3. Dr.Web Servers#2&1LE 7,

Dr.Web Server®)\—JaveEB LGS . FLEFION— I3V ODBY IR LG &L \WOTPyTh
HDBZEEITIBICIF
1. Dr.Web Serverh'i2&1LCL\3I5EXFILELET,
2. HEDDBZHIRLEY , AEFRDESDNTY,
2.1. NEDBDIEE:
a) database.sqlite77MILZHIBRLET,
b) #ILLWT—AX—2A&#HA1E LFE T, WindowsTld, A¥Y RSM UFRDLSICHNET,
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all -log=drwcsd.log -- initdb D:\Keys\agent.key - -
<password>

ARVRE—1TTCANTIBLENBHNFT (F4§H3.3. T—HAX—2TYVFTinitdb A/ VFEFERLE
drwcsdAVY RI4—IvrES R LTS . LD T, Dr.Web Serverifc : \Program
Files\DrWeb ServerZ#IA LA VAR —ILENTHN, agent . keyIFMIEVAF—(dD: \KeysH
(CHNFET,

€) OV ENERITENBE. Dr.Web Serverd VA =L I#4IADvart T 74 LA RICEH LY
database.sqgliteMERSNET,
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2.2. HAEDBDIFE :cleandbd¥ Y FEHTDBEN -V 7y LET (F8RH3.3. T
SHR),

. BEIBINIPVTIPAIDLT —AR=ANIVT Ve, UR— bLET IV R VRO LIICENEF

3-0

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -
verbosity=all -log=drwcsd.log importdb " <path to the backup file>\database.gz"

RVKE—FTTAANTILENBNET, LOHITIE, F—)\—lFC:\Program Files\DrWeb
Server 74 NWAICA VA M=ILENTNET,

. Dr.Web Serverz#2&LEd .

UNIXDE &
1. Dr.Web Server&{Z1E LFT (EEFHLTLBEE),

e Linux®if & :

/etc/init.d/drwcsd stop

e FreeBSDDIZE :

/usr/local/etc/rc.d/drwcsd stop

. Dr.Web Serverd VA L= ADUT DY T 74V bdatabase.sqlite ZHIRLET,

e Linux:/var/opt/drwcs/
e FreeBSD: /var/drwcs/

@ S ERDBED—V Py FTBICIE . cleandodVY FEMALET (f153H3.3.
° %2‘6\)0

. ﬂ_/{_j__"_g/{_lﬁ*ﬂqu'ﬂ: L}ig-o ]7) F(im@;a(:@‘»o&g—o

e Linux:
/etc/init.d/drwcsd -log=drwcsd.log initdb
e FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log initdb

. SOOIV ENEITENBE, Dr.Web Serverd YA M=V I#IWADvard T 74 ARICH L

database.sqliteT —AN—ANMMERINET,

. BETBINIPVT IO LT —AR=ANIVT Ve, UR— bLET IV RIA VRO LIICENEF

3-0

e Linux:

/etc/init.d/drwcsd -log=drwcsd.log importdb
" <path_to the backup_file>/database.gz"
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e FreeBSD:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log importdb
" <path_to the backup_file>/database.gz"

6. Dr.Web Servers#2 &1L,

e Linux:

/etc/init.d/drwcsd start

e FreeBSD:

/usr/local/etc/rc.d/drwcsd start

@

INIA—BERELCADIT MeRITIBEE (F—N—AV A TALIMNDERERE) . £TO
EEEEE AT MATITORLENBIET .

e FreeBSD OSMi5E : /usr/local/etc/rc.d/drwesd
e Linux OSMIZE : /etc/init.d/drwesd
H—N—0OTEMLANIVEEBTINENHSIGEEIE. local.conf IV EFERLET,

o Linux OSMIFE : /var/opt/drwes/etc/local.conf
e FreeBSD OS54 : /var/drwes/etc/local.conf

=RICNWDTYTMTONTZRICA VAR —ILENTzAgentld . T—3X-2BN\wD7yThoiExsh
&, Y- N—ICR RSN E B, JE— FCAgentzH AR IR RE— FICUEY M BB EDNHNET,

£f 57T, ¥ — Dr.Web Serveri%E (B L. RERBOImEKZFRImKICUEY S I
Fryve AN, HRmEKEBFE—F O FOvTHIY YIRS, POEAZBBMIICEEFT TS &8
RUET. BREF 20OLTH-N-2BEELET,

ETOIHARNF LV —N—(TEFSNER. TNo0Y - N—-REECHHOERORIY—-[CED
BTEELEY,

F=RAR=2AB\wD 7y Th b TENizn, $<ICDr.Web Security Control Center&t —)V—(C#%
FITBEEWELET, BE AZ1—T. Dr.Web Server Task Scheduler #%iRL. )71
IVBY—N=TFT=BOINYDTPYT 3ATHUAMIHZEEERLET COFIRIH AT Ya—)UIC
BFELBWMGEER.YANMIBMULET,
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LANY—/){—_EDDr.Web Agent® 7y 75 L —F

LANY —)\—_E[CA VA M=ILEnTzAgentE 7y T T L — FT 35 E | ImRDBEBPENLDHK LICHERY
D=0V T II7 DIFLLEEFLBIMEERHNET

BEERRYMI—DHREERITT DI RDEREDH IV L # T3zt AgentB L U7 UFIMIVAY TR

TDRDE-FTOT7YITL— FefELET,

1. Y=N=2AT V21—V NTEE YT, 2TOAVIR—KXVIETYTTL—FTBLDN0IM I AR-ADH &
7YIT—FFBLICERLET,

2. LANY—N\— D REICK [EE 5 A BV EYBRMICE2TOIVR—R U 7Y TTL— FTBEFHLIVI3
TeERLET .

Y=N=2A5 V21— OBADDERE L URE S EE. EEBEIZ17)LODr.Web Server2/71—)L0)
BEEIVIVEBSBLTUESN,

BERRYMNI-D#EEZR DY —N\—E (FA YOV MA—3. 1Y AY—)\—13&) ADSpIDer
Gate. SpIDer Mail. Dr.Web FirewallAYiR—2 Y DA VA R—=IUE, 2y FT—DH—ERE
Dr.Web7YF ML ARERIVR—2 Y MNEITRECNFIFE S R TR TH R TEE B,
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Dr.Web Enterprise Security SuiteEE & ®D/\A7— FD1E Tt
Dr.Web ServerlC7D 233D EEE /AT — FEikUIzIZE . Server DBICE#E 7L AT B ETHE
DT EETILNTEET,

a) NEDB: EBE)\AT—FEfER. EET3ICE. Y —N—F1AMNE1—YavFyMIEENTS
drwidbsh31—T4)T4&EALET (HZ.2. AT —AX—2ADEE1—T/UT( 5 SH),

b) S\ EIDBMDIZE : ®IETBSQLUFA PV M EEALET,

@ EEETNIYEDINTA—RFadninsT—FIVRICHDFET,

drwidbsh31—71UT1DEHH :

1. drwidbsh31—T1YT41%&EITL. DBI71IADIAZIEELET,
e LinuXIRE COREDBDIZE:

/opt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sglite
e Windows OSIRIE TORERDBDISE:
"C:\Program Files\DrWeb Server\bin\drwidbsh3" "C:\Program Files\DrWeb

Server\var\database.sglite"

| HWINtDBIA—IY FORE T —IRN-2&E A T35S (N\—Javerot—N—-&7y 0L —FT
BIBEERE) . TIAN DT —AN—A%&Iddbinternal .dbs, T—AA—AEEI1—FT1)FT1(F
drwidbshlcBDET,

2. adminsT—JINOETOT-RZRBICEROIVY FEEITLET,

select * from admins;
3. 2TOEB7HIVrOOTAVELIUNAT - FERBICERDIT Y FEETLET,

select login,password from admins;

4. admin@DBRTEFOTNVYMIO2DH T, NAT— ¥ root THHEHE . FERIFLLTOLIICHNFET,

sglite> select login,password from admins;
admin|root

sglite>

5. NAD—FEZEBETBI(CE., update XV REFERALET, ROFITIE, IYVRICEDadminPAIV DI
J—FequwertylCZEEBLTWET,

update admins set password='gwerty' where login='admin';

6. drwidbsh31—T4)T4&# T TBICERDITY FEETLET .
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.exit

drwidbsh31—71JT14D

ARBAL. fHExH7.2.

FIE: J(HIEM

TA)TAICRRESNTNET,
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Active Directory#Z B TMDAgentf VA F—)LICH(TBDFSD #

Active Directoryty—E 2#2 B TODr.Web Agentf VA —JLDFR(CDistributed File System (DFS)%&{#E AT
£7,

LANRICHEED FA VIV FO—I0HBZEBECERITT,

HFHHO FA YOV FO—5%#DLANICDr.Web AgentZ1 VA =L T35 E

1.
2.
3.

FFMYIVMA-SLEIC RUBRTEFITIL IR EERLET .
R LIET4 LD M EDFSERTI20)— M-Sy b T4LOMISHE LET,

ERULIEA—T YR TFALDORIAD* . msilWo—JIDBEBA VAL ERTLET A VAMIVRZA7I
MActive Directory#% B CT?HDr.Web Agent® I7DAVAL=)VESHE),

T = JRINHETORRCIN—TRIY—FAT IO I TARRATIDRI—H Vb TALIO M ZERLET,

ROIHBRYRI=D7 RLAZFERULET\\ <domain>\ <folder>
<domain> (3 RAM V4 . <folder> [33—5 9 T4LD MDA RINADET

i 8
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\
Dr.Web ServerfI[EEDT7VFIMINAZXY I I—=DDIE T

Dr.Web ServerlCERBEENEE UGS, iR LEICAgentZBA VAN —ILTBIERL LLTOFIETT Y
FIAWARYEI—DDENEEE T T D EEHENLET,

@ #1 LU \Dr.Web Server(d @ UIP? ELAEDNSE TIVE 13— —CA VA M= ILENB ZENRITIR T,

Dr.Web Server®/\vDO 7y ThnEx T3

BEDEFTHIC, Dr.Web Server [FEERIEFER (FIEVAF—, T—9R=2VTIY, TIMR—-MEE1EF
—. Serveri% & . Control Centersk ) D/\Wo7y7IE— &= EEAMICIRTFELET,

NPT TPV T DI CRTFSNE S,

e Windows OSMi5 4 : <installation_drive>: \DrWeb Backup
e Linux OSO5& : /var/opt/drwes/backup

e FreeBSD OSODi5& :/var/drwcs/backup

N7y TEEITTBIHIC. daily taskhiServerAT J1—IUICEENTWET, COLIBARIHN AT Ja—)UIC
BWMEEIE., ERRTIEERGERLET,

T=AR=2ADTVTIVEERINWITYTDETOIT7AIUNE, FTCFERTEET, T—AX-A)\WH7PyFOIE—
(FgzipPEDRMMD T —HNAINTHERIEER . gz 74— IV TCRFSNE T, upimportdbI¥V FEFEHALT.
F—=ARK=2A0AVTIVEI\VD7YTIE—hbServerDh DT —HAX—AICA UR— kL, T—3%E T TEET,

| T—RR—-2ANE TTIC(E. Control Center®) BE — T—AX—-ANERE - IHAR—F hoEE

: ENFETER LN 7Y TEHERTEELARETT (T—AR—ALBFEIHAR— - FO
#) o TIZL. COBFCNYDPYTIE—IXMLIA -y FCRIFSNB . A VIR— +FBICIE
xmlupimportdbd¥Y FEERTRILENHNET,

F AL NP YT DIE-EEDMDEELB TP IV ERDIVE1I-3—([CIRELTHCEESBHLET,
€39 %CET. Dr.Web Serverbif VA F=ILENTNBIVE1I-A—NEELZIBZE(C, T-RERIEBL. T
—RtServerDHREE TR ICIETTEET, M EVAT—EMALEEER. BEBRECEET, BEEEVY D
PIDIA TV AES LTS,

NPy Th R FARIRERIBEIC. EERARICServer®EtT?

1. #LL\Dr.Web Serverg 4 VA M=) T3IVE1—3—&FRLFE T, Z0IVE 13— B{EFDAgenth
fREtLET (Agenth’ M YA R=ILSN TSRy I —DhZENIVE1—3—% T % H . JVE1—5—DIP
T7RLAE—BMICER ., FLEFOMOAEEFERA LTS,

2. #LL\Dr.Web Server®4 VA M—=ILLET,

3. B - JMEYAYR—Iv— £HY3VT, BiEIDServerd VA M=ILEDI/ VAT —5&BML, %Y
T35 7. B TH¥(CEveryone )L —F (IR LTEIELET . 1V AF—h'Server®{ VA b—JLEF(C
BESNTWEIMEGE . COFIERETT,

4, 4= UTServer®)iRY M) EGUSHHEH LET,
a) Control Center®) HE — URI MIDIKEE £HYavEREEET,
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b) EF &R RAVEDUYILT, ETORRICH L. GUSH —N—ICRIARIRELEH D HINEINEHE
RBL. BEHNHRIHE(CREHESVIO-FLET,

. FLLWI=YavdServery 7 b1 PRI A RIREIG & (. &FN\—JaVICE#HULET,

a) Control Center®) EE — Dr.Web Server H 3 &Y,

b) Server/\—JavM A FEEIKIZIE, ServerDIRTED ) N—JavEDYvDTEH., N—JaVUA s REVED
YybLET, FIEETREGServerD B #FHENNVITYI DA D& ENT= Dr.Web ServerDE$7 5
Vavh'EEET,

C) ServerV 7 rII7EEFHTRICIE. ETON—J3Y VANNDRFON—JavOEICHEF T VavE:k
ELET. RETF EUUWILET,

d) ServerDEFHINTE T IHETHLET,

. Server&®{Z1ELET,
. THAR= =D )\DT7YThBINTUYDRE S b ¥ —EBG T B(C1E. Serverd VA =L IAILAD\bintf

T4V HCHBdrwsignI—T1UT1&EFERLET,
drwsign extract [-private-key=<phvate key>1 <public_key>

<private_key>6 LU <public_key>IIOWTUE, TIAR— b X—DHBHATEERL TRV TUVDF -1
FRGERNDNAZENENIEELES,

. Server@ D) TARNEBT —HENVIP VT ICRFLZEDEEE]ZZET,

0s AVDPLL - Rog |4 o RETPAI

Windows Server{ VA=)V 74V HDwebmin\install Server{ YA k=L I ILED
et c ZHIE

Linux /opt/drwcs/webmin/install /var/opt/drwcs/etc

FreeBSD /usr/local/drwcs/webmin/install /var/drwcs/etc

. TAR-ADEREETVET,

a) ST —AR-2R:

T—ARK-A%ServerlC i T A DEOI B RERDLEHIFEA (ServerDERE 771 IVMRFSNT
WBIHE D),

RIEDBEHEFICA VA M—ILENServerD )\ — U3V ELTzServerD & D LNLFTLILVE S .
upgradedbI¥V FENUTHER T —AXN-AZE#HLET,

e Windows OS:

"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -log=drwcsd.log
upgradedb

e Linux OS:
/etc/init.d/drwcsd -log=drwcsd.log upgradedb

e FreeBSD OS:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log upgradedb

b) SMERFE(SHHRAH T —HIR-2ADNVIT VT
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AT
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NEBTF—AX—ADIHZEE. cleandbIXV FEFERALT, FFIH—UPyILET (FERH3.3. T—4
N=20YVF=5HE),

upimportdbI¥VREMEAULT, &HT3/\WI7y T 7746, A VA R=ILEnTzServerD ) \— 3
[CEFHINLET—AR—ATA—IYITCT—AR—-ADAVTIVEAVR— FLET,
e Windows OS:
"C:\Program Files\DrWeb Server\bin\drwcsd.exe" -home="C:\Program
Files\DrWeb Server" -var-root="C:\Program Files\DrWeb Server\var" -

verbosity=all -log=drwcsd.log upimportdb
" <path_to the backup_file>\database.gz"

e Linux OS:

/etc/init.d/drwcsd -log=drwcsd.log upimportdb
" <path_to the backup_file>/database.gz"

e FreeBSD OS:

/usr/local/etc/rc.d/drwcsd -log=drwcsd.log upimportdb
" <path_to the backup_file>/database.gz"

ili BEMAONLLTOT7MIVCE . BIEID ($FE L) Serverd Y A b= LBty beh izt DER U/
: —IYVaVERINH TS,

UNIXZ%OS: drwcs : drweslcrw

10.Serverz 28 LET,

11.7=AR=2)\WWO7YT DT —ANRFSNTNT, BELELBEDTHI L (AgentFLE. 7UF 1)L
ARy RI=DI)—DIREERE) BREFR LTS,

12.FE1 TER LIServerD @t %2 U T, Agenth bServerAD 7O 2B LET,

=%, ServerlCl3 SN FE B, YE— FCAgentZHRIHRE— FICUEY MR ELRHNFET ., £
fig 57T, EE — Dr.Web Serveri% € (CF#EL. REBDOIHEKEFHRImEKRICVEY (T
FrobE AN, FRIEREZHFE—F O rOYTHIVUA MG, POEAZBBIMICEFRI T3 %52
RUET, RE 2DV9DLTServers BiE2EILET,

@ =RICNWDTYTMTONTZRICA VAR —ILENTzAgentld . T—3X-2BN\wO7vThoiExsh

ETOmARNE LU \ServerlCHErenizik . ThbMServersi BB ENDEFEDIR)Y—(CEDHE
TEELFT,

Dr.Web Server®/\vDO 7y T HNEVKEETDIE T

NO7YTHRESNTVEBIMER(IC. BERER(CServerzEtd 3

1. #ULL\Dr.Web Serverg4 VA =)L F3IVE1—A—%ZIRULET, Z0IVE1—3—%EIEF DAgenth b
fREtELET (Agenthf M VA R=ILSN TSRy I =N nZENIVE1—3—% 8T % H . JVE1—3—0DIP
PRLVAE—BMICER., FLEFOMOAEEFER LTS,

2. #ULL\Dr.Web Server®4 VA M—ILLET,
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FIE: J(HIEM

BE S F1EIAIR—Iv— ©HYavT. BiEIDServerd VA R—ILEFDSA YA —%EBML., &
330 —7. b TE4CEveryoned )L —F (It UTEELE T . 1 BV AF—HiServerD( VA b—JLEFIC
BRESNTVEMEE . COFIEE®ATT,

AVAR=IVUTServer®)iR I M) EGUSH L EFTLET
a) Control Centerd BE — URIMDIKE tHYav2BEET,

b) EF &R RAVEDUYILT, £ TORERICH L. GUSH —N—ICRIARIRELEH D HINEINEHE
RBL. BEHNHRIHECREHEIVIO-FLET,

#FLWLWN—=JavmnServery 7 b1 7RI AATEEBIHEE. &JF/N—JaUICEFLET,
a) Control Center®) ¥ — Dr.Web Server 53 aBEF7,

b) Server/\—JavM A FERKIZIE, ServerDIRED ) N—JavEDYvDTEH., N—JaVUA s REVED
YybLET, FIEETREGServerD B #FHENNVITYI DA D& ENT= Dr.Web ServerDE$7 5
Davh'EEET,

c) ServerV 7 I7EBHTBICIE. ETON—J3V UAMNNDRFDON—JavDECHDIFT VavER
ELET, &EF EVIVILET,

d) ServerDEFHINTE T IHETHLET,

Serverf¥ E N Cim R DIEMMBR EZERLET,

a) B - Dr.Web ServerDs%E %BIE%7,

b) £& 27T, REROIMKEFRIMKICIEYL (CFvvEANET,

o) &M 270 FFWKBHFZE—F FOVTIIVIAMS POEAZ BBMIICHFRITS ZEIRLE
3-0

d) &R%FE #0UvDLTServers BEEEILET,

Control Center® PZUFIMIVARY D=8 €593 T PIFIMILARY D= —(CRIEID/S— I3
VERBOI-YF =TI —T&2ERLET, REBB A ERLEI-—Y—II—THOEHRICHLTEE)
A IN=I9T = EERRLET,

HERIBEL. BTIEO/— U3V EREHRIC AgenttServerM ek EE 1T TES (FIESD— BB R TSR
%() o

WHECGL, B - URIYND

iﬂ:

HERTE tOYavATIURI MR EEETELET,

10.FE1 TER LiServerD @t A% (2 U T, Agenth bServerAD 7O 2B LET,
11.ServerlCHEHETEFED . RYMI—DRDETHIHER LD T)VDRE ST — 5B EHZ TS,

e Self-protectionh’ B %NCEHTLBIEE . #FLL\ServerD( VA M=IL TR SNz T vD ¥ —&iIm K
(CIE-L. LLFOIT Y FERITLET,
es-service.exe -p <key>
FrelE
es-service.exe --addpubkey=<key>
<key>|ZlF. IHRICAE—FTINTUVIBEEILF—ADIAEEELET,

ERELT, AgentD M VA =L 74 IR TY9DF - IE—SnET, T I4IL TR, ¢
ProgramFiles%\Drileb7#4ILATT (FELLIE. {18kH2.Dr.Web Agent for WindowsZ &) ,

e Uik Lk TSelf-protection VXN B TLVBIB &L, FLL\ServerD 4/ VA =)L IR SN Tz/8TUwD
F—E L THELEIAIIVIRICENTESL,

12.£TOmAKNEF LU ServerlCHEften k. FIRSTIEE LicServerR BB EDERDRIY—CED

BTEELET,
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Dr.Web Server for Windows OSOOF¥ VU LA O & I

Windows OSOHY —{\—DiFE . ROVWTNDOAETOAF I TDEMLAINEERTEET,

e Control Centerd) Dr.Web Server®D&E — OY tHYavEFET3,
COAEEHELET ., OY £HYavTE Y- N—0OF VI DHF RSN TNZ ML AL TE, 200
BEN—EEIRETEET,
HMERIEEEYZ17ILO Dr.Web Server@EgFE — O £HYaVICRBEHINTNET,

e ROIAVY—IVIXVREFERTS:

drwesd [ <switches>] install

--verbosityAIVF T, H—N—DHF AN TWIAFX VI HMEIEETEET,

F—N—BEOIYY FIA VAT OFERIFRICOVNTIE, H3.8. A4 VFICOWTDERA £ YaveSBL
WS,

AX VI OFML AN ERET DIV ROHI:
drwcsd --daemon "--home=C:\Program Files\DrWeb Server" "--bin-root=C:

\Program Files\DrWeb Server" "--var-root=C:\Program Files\DrWeb
Server\var" --verbosity=ALL --log=drwcsd.log --rotate=10,50m install

Y=N=DA VA= VR ETA NS DIREE )\ AeBE R LIS S FFC. O YTFHBAICENET .
AT DML AINEEB LR, Y- N-EBEBLET,

drwcsd restart

e Windows OS) AB— bk AMIUAZ1—TCIIVIrEFERHT S,
COEE, FIATEZOXVTEHEMLAIG 55 23 T4 022084 T,
a) 7AY35L - Y—)1-dVra-)L - ERBOX Y
FrlE
70954 - Y=)1=-2Y 0= - FIAI boOX Y

b) 70554 — H—A—2Y tO—)l — Fi2E,

Android OSIE & i kK 0 B & 4 B 1 ¥R

Dr.Web Enterprise Security SuitezfE 92 &. fRFESN TLVSANndroid OSE/\MMILTI\M AN EIEHRZ E
BEEICEMNIEIETEET,

EIMIUTIMAE RT3

1. L TOFIET. Dr.Web ServerADENAILT N AN B IEHIEEERELET,

a) Dr.Web Security Control Center® 7 UFIMIVARY NI =D O3 UHBTIFIMI AR ) —
HY)—T. BERAndroid OSifERF(FAndroid OSIHEKT I —T&RIRLET,

b) dvbA—JLAZ1—T Dr.Web for Android Z#R LT,

o) &M 87T, MEFWE FIVEVT IFTERELFT MERREEXETHHEMR rFOVTHIVIA
FC. TIM DM EEHRE EH T IRRBOMEEERLET,
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d) EEREFERFLET,

. MEBEROBE FSVFIUTR ROVINDDHETEITINET

o MEFHIONAH(GPS, ENILRxYRD=D) DB 1—F =T )M ATHMICHE> TV, EEHNRELTL
BI5E . MERREE/ MILT )M ABKICL TEZRIVTSNET,

o MBEFHIONAH(GPS, B RYRI=D)RI1—H—F N1 ATEITHE-OTLSH ., GPSIES &R
HUIIL\5E . Dr.Web Enterprise Security Suite®D¥i5&#8E Tld. Yandex.Locatorz#|AALTE/ ML
HEIE1E (GSM, 3D, LTE) EWiFi IDOREZ L TEINMILT INA AN BEZFELET,
Yandex.Locator&® % E 9 3(C(E. Yandex.LocatoriLaRBEREX B 2(CL. RDFBEEITOLENHD
7,

a) Yandex#t My 744 b (https://yandex.ru/dev/locator/keys/get/) TAPI¥ —&BRIGLET,

b) Dr.Web Security Control Center?®) & — Dr.Web ServerD&E — €EJa1—Il £HY3y
T. Yandex.Locatorii B RE DIV &R ELET,

c) API¥— 71—l RIC, FlEa) TRELEF—EAHALET,
d) ZEERE7ELTDr.Web Serverz BB LE T,

@ WiFi IDIZAndroid 5.1LLBTIDENILT N ATORIERTEET,

. Dr.Web Security Control CenterCim R EEHRZFR~TBICIE. ROFIEICHNET,

a) PUFOANARYET=D €003a0Dx D=0V —T, ATv7 1THIGEREEIEEEH DIHARE
BRULET,

b) KD TOITA TR, MIBIERR £IYavI. BTN ADHZIE U hIBEEAZEN B EIRIICA K E
nxv,

c) METRTE #VUvDTE, 215 LLEEZ(LHEST, OpenStreetMaplcE /M ILT 134 AD IR A5 B
KERRSNET,
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Dr.Web ServerT—3X—2AAD 7t A4l

ARE(CIZ. PostgreSQLT —AN—AADSQLITYDHINEEE SN TNET , thDT—AIX—=AANDDIVIE., 7—
AN—2BARDHEEECZOEAICEAT 2 ML HEEICLD. HIRERRBRIGFENHNFT,

@

CCICRETIVIVEERBICHERSNLLDOTHY, ZHPISEBRLZLDTRHIFE,
RAESQLY—ILOFHECED DIUTR I -T iR RDFEREE B LE B,

TAR-AICE#ET7ILATSICE

H N

BELDServerdControl Center&fE%d,
EE - SQLIVY - thyavEREET,

WERBSQLITVEANLET  DIVDBIIUATICRLET

K17 #DUYILET,

SQLO Il

1. Windows server OSH A VA F—JbEh ., DML AT —HBX—2A12019.07.04-00:00:00 UTC(12.0) LN

LR RERFELET

SELECT
stations.name Station,
groups list.name OS,
station products.crev Bases
FROM
stations

INNER JOIN groups list ON groups list.platform =(
& ~15728640

CAST (stations.lastos AS INTEGER)

)
AND (
(

CAST (stations.lastos AS INTEGER)

) = 33554560
)

& 2130706560

INNER JOIN station products ON station products.id = stations.id
AND station products.product = 'lO-drwbases'
AND station products.crev < 12020190704000000;

2. PUFIANARYID=D - et > AT—8AEVVaV0EEEFBVSLURRELEO>TNSLI-F

3. WHIETBAT-RARE, INODAT—HAAER DI KRDBEIGFLET .

EROmMRERRLET .

SELECT
stations.name Station
FROM
stations
WHERE
id IN (
SELECT
DISTINCT id
FROM
station status
WHERE B
severity >= 1342177280
)i
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SELECT
code Code,
COUNT (code) Num
FROM
(

SELECT
DISTINCT id,
code

FROM
station status

) AS t
GROUP BY
Code
ORDER BY
Code;

FIE: J(HIEM

4. 1373a9afb-9c9a-4d4d-b9b1-de817b96bcc5 1A FEF DT I —TFEEDRICRA ENZTIL—T

(CEFENBIHAT. 2019.06.01h52019.07.01 (AR ESNZERD EAI10ZEELET .

SELECT
cat virus.str Threat,
COUﬁT(cat_virus.str) Num
FROM
station infection
INNER JOIN cat virus ON cat virus.id = station infection.virus
WHERE
station infection.infectiontime BETWEEN 20190601000000000
AND 20190701000000000
AND station infection.id IN (
SELECT
sid
FROM
station groups
WHERE h
gid = '373a9%9afb-9c9%a-4d4d-b9%bl1-de817b96bcch’
OR gid IN (
SELECT
child
FROM
group children
WHERE
id = '373a9%afb-9c%a-4d4d-b9%b1-de817b96bcc5’
)
)
GROUP BY
cat virus.str
ORDER BY
Num DESC
LIMIT
10;

5. BRELLIHRDLEMEI0ERFLET,

SELECT
Station,
Grp,
Num
FROM
(
SELECT
stations.id,
groups_ list.id,
stations.name Station,
groups list.name Grp,
COUNT (stations.id) Num
FROM

82
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station infection
INNER JOIN stations ON station infection.id = stations.id
INNER JOIN groups list ON groups list.id = stations.gid
GROUP BY
stations.id,
groups_list.id,
stations.name,
groups_list.name
ORDER BY
Num DESC
LIMIT
10
) AS t;

6. INLDIHRDTIAIVTRIBNI-Y =TI —Thn, IRTOIHEKDAVN—-I VT EHIBRLET

DELETE FROM
station groups;
INSERT INTO station groups(sid, gid)
SELECT
stations.id,
groups list.id
FROM B
stations
INNER JOIN groups list ON stations.gid = groups list.id
AND groups_ list.type NOT IN(1, 4);

7. SplDer GatedVik—% Y DB ANFREDIKTA MIANTHRESNZFAM VEEBTIFIMIVARY T =D
NATIID M ERERLETS .

SELECT
stations.name Station
FROM
station cfg
INNER JOIN stations ON stations.id = station cfg.id

WHERE
station cfg.component = 38
AND stagion_cfg.name = 'WhiteVirUrlList'
AND station cfg.value = 'domain.tld';
SELECT
groups list.name Grp
FROM B
group cfg
INNER JOIN groups list ON groups list.id = group cfg.id
WHERE
group cfg.component = 38
AND g;oupicfg.name = '"WhiteVirUrlList'
AND group cfg.value = 'domain.tld';
SELECT
policy list.name Policy
FROM B
policy cfg
INNER JOIN policy list ON policy list.id = policy cfg.id
WHERE
policy cfg.component = 38
AND poiicy_cfg.name = 'WhiteVirUrlList'
AND policy cfg.value = 'domain.tld';
8. EEEFMControl CenterADOATA VKB DARY b, XTI T7—1— FEEHICEFLET,
SELECT

admin activity.login Login,

admin activity.address Address,

activity data.value ErrorCode,

admin activity.createtime EventTimestamp
FROM

admin activity

82



X

J—'@f» B35 J(HBEM

-
~

INNER JOIN activity data ON admin activity.record = activity data.record
WHERE

admin activity.oper = 10100

AND aamin_activity.status l= 1

AND activity data.item = 'Error';

9. REREFIVTMEETOTSLNAVAR—ILENTVELWindowsimn RERRLET .

SELECT
stations.name Station
FROM
stations
WHERE
id NOT IN (
SELECT
station env kb.id
FROM -
station env kb
INNER JOIN stations ON stations.id = station env kb.id
WHERE

(
CAST (stations.lastos AS INTEGER) & 2130706432

)= 33554432
AND station env_kb.name IN (
SELECT
id
FROM
env strings
WHERE
str IN(
'KB4012212"', 'KB4012213', 'KB4012214',
'KB4012215"', 'KB4012216', 'KB4012217',
'KB4012598"
)
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o Doctor WebIZH LV TF FOIPDED ThSEHON TSFFHEICL 2 TEL SNLEF T T— 23> DETT
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[LEZEETRAREMENHZ 7T )T —2av0ERTETOVILET,

o Doctor WeblZH L) T L—EL THIBN TS FFBFZICL 2 TEE SNET T T— 23 DFEITEZ LTS
[GL— I0FEBAEICLSTERSNETTIT—2aVDRITETOVILET  Z<DIHE . TNODIEAE
(FEETBVTTIT—YaVDERICERINTT,

o Doctor WeblZhH T/ 1o+ 20— IDEDTHEE#ET TLVSFFBIZICL 2 TEE SNLEF T r—23>
DEITEFILTS
YATLDEXIITAEBNT T TVT—0avDRTETAYILET . COEEZRTETHLEHBHLE
RS
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o BOD P IEGFHZEICLOTEELSNEFT T r— 23 DEITEZ LTS
EHRIBAEICL TERINEEENDHRZ 7 TVT—0av0ERTEIOVILET, COREERTETH
EEBEIHLET,

o Doctor WeblZhE () TINTITTDED THEEHSH T BFFHZEICL o TEE SNIEF T r— 23 DEIT

293
RESNERAEICI S TELA N7 TV —03aV0ETEIOVILET , COREERTITIEED
#HHULET,

o EUEFFBHZEICLOTEESINET T r— 23 0DEITEZLIE TS
BRENCIEBAEFLRIBRESNCIBAE(CLIH>TELINETZIVT—YaVvnERTEIOVWLET, COE
HEICIN, BEEDHRUREEDH D7 TIT—VaVDETEHSCTENTEET, COREERTITI LS
BEIHLET,

0 HOZEZGFHEICLOTELSINEFT T r— 23 DETEZILETS
EENDHIAIREEDHD . MV ADBNY I Iz 7EIOVILET,

0o FELZDFT)r—230DFETEZIETS
EENHBEIREENHD . IRETHFRBELBEBETELGV IV —23aVv0ETEIOVILET,

o Sysinternals1—7 171 DEITHEELL TS
VAT LERETIHNTHERINSGEM Z | \Sysinternals 1—T4UT1DETEIOVILET,

N—=3923Y €593V T YATLTPTVT—Y3avEMicrosofttt D7 ) r—oa vy DETEEF
Al T3 J50NTHRESN TR A, Sysinternals 1— 74T [FRTHHFRISNTVE MBS T
LEITINZET,

@

o NTFS(ADS) (CE LY F6D 7 ) o— 230D EITE21F TS
NTFS(ADS) REALY oD 7 TUVT—2avld, BEEDHZR LD THAIEHZENHNET, COREEZERTE
TR EEPEIHLET,

o RYRT—=OPEEHNLDT T T— 230D EITEFZIETE
RYRD=DEEFMDTTVT—23VDERTIE. YVATLOELF 1) TAEBN T A REENHDET, COE
HERBTFTIEELEDHLET,

o Y©—=)TNXTATOEDT T r— 30 DEITEZIE TS
DL=NTIWATFAT DD T TIT—03VDETIE. YATLOEF 1V T1E BN TR REENHNET, D
HAERLTFITIEESBDHLET,

o —BETINIDEDT T T— 23 DEITEZ I TS
—BEIAIWADBD TP TV —0avDETIR. VATLOEX 1T EEN TR EEMENHNFET, COE%ER
RETREERENHLET,

o Windows.~ MicrosoftX 77 7)) — 3 0DEfTH#2Z1E 75 (Windows SLIEDA)
Windows.”Microsoft 2 k7hBASDYO— RENE=7TVr—avDETEIOVOLET,

o B IEER R FEIF O ) — 3 DEITEEZ LTS

ZREMTEIMEEF (B:* . jpg.exe) EHI2ENLLIZ7MILOETEIOVILET,

o bashTWEWSL7 ) o— 23>0 DEFTEZZIF TS5 (Windows 10LLUFEDH)
bashYTILEWSLZ FUT—2avDETEIOVILET,

2. EVa1-)ImO—FEERTT - COHTIVUTIE. BEE— FEIEETEZET,

o EJ2—/NDO— FEETEINTHIENTS
CDE—FRIVY-2AZKREITEELET, BIESNERENMDELRIHZRICOH . CHDE—FEIEETRCE
*HEHLET,

o KA FFIVT—23 0 TDES1—/DO— FEEITEHIHT S
CDE—FRE. VI -AHEDINDBWE—FTT, VATLEERETIEHNTHERASINSATHEEEOHD S
ALATOH . EJ1—-ILDEEEFRIEHLET, COIEE . VATLYEE TER 771V EE->TIILIITH
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YATLICRATHREENBDET ML SNREEVEELBIMEA(C, EV1—)LOO— RERST
EINTHETS T FORDDICCOE—- FEFERLTESL,
EV1-)0O—- RERIT REEFERITIROMRESIER, 7TUT—Yav0itE) REEFRTIHD
HREIRERLTY,

. ADUT M UBTISDFEE

o CMD/BATR VU7 FDETHFZEZIF TS
cmdPLUbat 771 OEEETOVILET,

HTAX D7 FDZEFTHEZIETS

HTAZDUT bOEFTETOVILET  COLIBADIT M, BEDHDZIAD)T MeREL, EITT71) &
JVE1—A—(CHAYY0—- FTBRIEEMENHNET,

VBScript ~JavaScript D E 1T # 21k 75

VBScript$ £ UJavaScript § 82 iRk en 7 FUr—avnETEIOVILET, COLHBT7 T IT—
Vavld. BEOHZADUT MEMIBL, ETI77/INEIVE1——(IHIUO— FTR A REMEN HDET,
PowerShell207 FDEFT#Z LTS

PowerShell D)7 FEEETRRBSNEZADUT MOETETOVILET , COLIBADUT ME, BEDH
BADVT MEREL, RITI7MIEIVE1—F—(IHIVO— R B A REMENHDET,

REGRVUZ FDEITEZILTE

regihBRFEREDOLIANADUT M7/ ILDEBETOVILET , DL I AN ADUT R I74ILIE,
LIANDEZEMULEDERLEDTRhCERASND aTEEEN HNFET,

NTFS(ADS) R EXL YD 6DI I T FDEITEZ LTS
NTFS(ADS) RE ALY BDADIT M, BEDHZI LD THIGEENHNET . COEEERETSHC
EeHBHLET,

FIPT—OPHEEDSDITYT FDFEITEZ LTS

FYRD=DE£FDODADIT FOETIR, YATLD X TAEBEDTRIREMDHNE T, COEES
BRETHEEHENHLET,

YL=)ITNXTI FEDIIYT FOETTERIETS

YL=NTIWAFATDODAD)T FOETIE, VAT LDEF 1T EEN T A REENBNE T, CORESE
BRETHEEHENHLET,

—BF 72NN DI T FDETEZ LTS

—EBIFIWADBDATIT FOETIR, YATLDEF L) TAEBNTAIREMNHNE T, COEEERTE
TR LEHBHLET,

o

o

o

o

o

o

o

o

. F311\o0-F

o XEEZDFF1/ 00— FEFIULTS
=brFybeT = bRybOO-FETOVILET , COEEICLD, YATL®Y T MIIT OREHHEDERH
HIRFELET,
COEFEL, 64EYMRDOSICH L THERSNE T . YATLICRE R D R NW NG AL, 32EY MR
DOSTHIDEEEFERTH_ENTEET,

o —MREIGY I FITFDIEFEIEDDHS FF1/ /1 —23>0D0— FEZILTS
— BV T bII T DIETE L R34 = YavnAdoy0—- Fe7avoLET,

@ — RV T MII P OMESE 1 RSA NN — Y3 DAH 00— ROZLE (L. BRI E>TIOvn T3 CE

[FTEEEN.
RSANDO—F BRELERTIEOEOMOIERFIRRG, 7T )T—Ya V0L HEEERTIE0H
RREIHLRLTY,

5. MSI)S9Tr—3JD1 VA=)
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MSI\VT—IDAVA M=)l BEEERATIEOHRBIEEL, 7TUT—Yav0ics) BEEERTIR
DFRERERLTY,
. RITI71IVDEE M

o FFULOVEFTIP1INDIEEEZ I TS

HULLWETI7MIIVEERTIEAETOVILET,
o ETIPINDHKEEZIFTE

TPV ERET IR ETOVLET,
ETI7MIVDOBEM HT7IVORER, EBECEIERTHEETCETINTVBIYATLTOMMEALE
T, FDLILB VAT LTE, IATOTAOL AN EBE(CL THIHINTVET (ATMPEQMD Y AT LT
Eo
FNLUNDYATLT RFTI71IVOEEHE h7TV0REERFATZIEE. FATELVEEETSEH
BETEN' B, RN IETBVADNEIENET,

@ ETI7MIIVDREME HTFTVOEEG . L—ICE>TIOVDTBIEIF TEZE R,
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FAE: TNV —-T4VY

YE—MIAM=IWVIEBITE TV —-FT140T

1VA=IVDIRE

1.

Dr.Web ServerldUE— FinzRMDADMINSYY —A (\\ <remote_station>\ADMINS\Temp) [CHEREL. B
—N—=AVAL=ITAI A Dwebmin\install\windows 74 AICHB RV T—DLA VA =5
drwinst.exe&EY—N—A VA= T IDetcTAIAICHBSSLEFBAE drwesd-
certificate.pem®\\ <remote_station>\ADMINS\Temp7A)LAICIE—LET,

ServerldControl CenterME& EICRSEAYY RIAVAMvFEEAL, YE— MER Cdrwinst . exe 7714
WEETLET,

AVAL—IVERISEBICE, AVA M-IV ERTITIY - \—TUTOEREHLTRENHNET,

1.

2.

JE—MHEKRTADMINS \ Temp )V — AN FI AT BEICE TLWA L ENHDET,
RO ETHERTEET,

Windows Explorer?FUS—Y3avd7 RLAZA VT,

\\ <remote_station>\ADMINS\ Temp

EANLET, COVY—AICPIERATBATAVENAT— FEANTBLIERENET . A VA= IR=Y
THEUVEZIOUI -3 ANLET,

ADMINS\Temp)VY—ANFIATELGGE . U TOEBEANEZONET,
a) PHov M EEEREZH>TVEEA.
b) IHERDEBHNEINTIVS N, 455R— MADTHE AN T7A 7 =94 —UICTAYDSNTIET,

C) AR FA VDI ERICHD5E . Windows Vistab LUZNLUED ) S— U3V TlE,. ADMINS\ TempUY
—2ZADYE— MO AICHIBRAHDET .

d) ZANADRAEBNFELGVD., 7AVAICH T 1 —F BT I —TOERIFEDFE A,
drwinst.exe77q)b&drwesd. pubZ7M LRI FHRIBEICIE> TV L ENHDFET,

Dr.Web Security Control Centerld. I5—OREZHE TS /MEPIFR (FIEH LV IS—I—-F) zRRLE

g-o
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Dr.Web Agent®JE—r VA=V IF—D—E

ATV

SMBH\d <host>if
KICHEST

<host>im=R(CT74
WEEE

15—

<host>¥mR DT FL AT IE

SMBH\b <host >3 RADEERT LS —

<host>iikRD <share>tH'))— A%
BKTEhDIERR DA+ 5

<share>¥H')V—2AD <path>\Aht
<host>im AR TRONMDFEA

<host>ifR T <share>H')Y—AlC

<path>—BF 74 WA EER TEE R

<host>ifR T <share>%H'))—2AD
<path>—B 74 )V ZHIBRTEEEN

B —N\—"T <path>771 Ve HAH A
(CA—TUTEFEEN

H—I\—T <path>771 V &5EHAH T
FFEh

REA

Agent1 U A M—IVICIEE SNZim RDIPY FL A
A R IPV4A/IPv6? KL ATIE iz L vhy . DNS£& H
DY RLANDZEHRICK B LE U, 2D L5%3DNS
ZHFELLZVD . 2= LY —N—D%ENME
EOoTLEY,

SMBOM i K (CHE T CEE B . RDEHNE X
NET,

o IHARDY—NN—H—EANEH-TVET,
o UE—MHEKT445R— MFIETEE A X
NEENEZLNET,
o WERDEBRNAIICEL>TNET,
o JpAT7—0A=)LHMEEDR— rEJOvDL
TWET,

s UE— MEEROMDOSHWindows OSTlE &HD
Ftho

o O—HILTHOY FOEFELFIUTIDETILH
BRESNTVE R,

o BEY—/\—ERATEELA (FAYIY MO
_3_) o

. 1-Y-BERBTELLD. /S20— K1
EOoTLET,

JE— MmERICADMINSYY —ADFEFE LIZ LD, U
V= 2A&EKTEH DO ERIERIHIFEA.

ADMINS/TEMPT4 LD MBEELEEA,

WHEREZAHERIEVGET,
ADMINS/TEMPIC—BE T4 LD MEERRTEEE
ko

MIBO5E T #ICADMINS /TEMPD—EF T4/ LD b
EHIRRTEE BN, FIZIE, H—EANTET UE
7D COF4 LD RID TPV EBRL TS A
HVBEERETT,

F—N=([CAVA =3 T71 IR DhblghoT
N AVA=F TPV EBHERNEESINT
WEBho
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<host>iHR THY
—EADERL

<host>imR THY
—EANEST

15—

<host>ifR T <share>E /74D
<path>77 A\ eE&AHRITHA—T
TEFEEA

<host>ifkK T <share>E B I4ILED
<path>771INCEERAHTELEN

<host>im R TH—/\—t—E A (srvsvc
RPC) ADEHI S —

<host>iHFR TCSMCADIEREN TS5 —

<host>¥H R TH—EAEER TEEE
h

<host>Ui R TH—EAZRIRTEEE
h

<host>ifi R CH—EAEEILTEEE
h

<host>¥m R TH—EAZHIFRTEZZE
h

<host>¥iRDY—EADIKEEIGF T
EFtEh

<host>UHAR CTA I AM=ILDRA LT
|\

<host>iHFR T <share>E£H')Y— AN
DAO-HILISAEEETEFEA

<host>imAR CIF—ICLNY—EAN=Z
1 UFELE, SETIKEE: <share>, IS
=1—F: <rc>,

BAE: FSINVa—-F1UY

REA

HRDTPANFEERHRDT LD NI H A H
FEEEAHDHDRLEGERDIHIEEN.

T—EADVE-MEEQEATEF N,

Y-EADEBICLELBERIHIEEN,

ZZhN3BSCMIT—,

BEDBMAICI VA3 AgentEA VA M—
WTEFBATUR, BARELT, ikEY—/ -
DFvRIVERENEN, BERT—AZAY0-
FF30(C+nERN I, BENBEZILN
7,

IR CADMINSUY —AADI AN R DhDFE A
TUk,

Agentf VAR=5DI>—,
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Dr.Web Agent for WindowsD 1 VA b— L R DBFEI 5— D f# iR

Dr.Web Anti-virus for Windows®— & DI R—2 U FClE. K== 74)3) 5 - T IV (BFE) H—E2ht
EITHTHIENHEODLEEHEG>TVET, COT—EANFEL TGO EEIELTIVSI54E . Dr.Web
Agent for Windows& 4/ VA =L TEE B, 2. TNLIBIFEFIER LICEBNFEZLCVSATEEEHLE
AoNET,

Dr.Web Agent for Windows®D{ VA b—)LH' B L. BFELS—H'HH AShZigE&ld. RO7DYaYy

EZETITIRLENRHNET,

1. Doctor Web®i2{t9 2 1—F1)FT1DCureNet! 2 {E AL TIHERD VAT LE AT v LTIEEL,
CD1—TA)T1ADTEN=V3aV (ZERIERIEET TN, BB LEBA)
https://download.drweb.com/curenet/ CUDI A FTEE T,

A—=T4YT4D I — I3V E A SEEEMEICOL TS, https://estore.drweb.com/utilities/ %88 LT
IS,

2. BFEY—E2&2B%CT I BEELET, BFEY —EATHBEE TCELLGE . FEEY-EAD—EICE
RENBLMEE(E. MicrosoftTOZh)L TR = FEHERWEHEZSL,

3. Dr.Web Agent for Windows{ VA —2%FE{TL. 1 VA M=II 227 IVICERE INE—HRFIEICHA-
TAVAr=ILEETLET,
RARENERR LB LME &3, Doctor WebDTHZh)Li— Y —FAICERINEHEESL,
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