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YcnoBHble 0603HauUeHus

1. YcnoBHble 0603HaueHun

B pykoBOACTBE UCMONB3YHOTCA CeAYHOLLME YCIOBHbIE 0603HaUeHWs:

O603HaueHue
N

AHmUSUpyCHGﬂ cemeo

</P-address>
CoxpaHuTb

CTRL

C:\Windows\

NpunoxeHue A

KommeHTapwmii

MpesynpexaeHne 0 BO3MOXHbIX OLUMOOUHBIX CUTyaLmsX, a Takke
BaXXHbIX MOMEHTaX, Ha KOTOpble caeayeT obpaTnTb ocoboe
BHMMaHMe.

HoBbin TEPMUH UJIN aKUEHT Ha TEPMUNHE B OMMNCaHNAX.

Mons gns 3amMeHbl CI)yHKLJ,VIOHaJ'IbeIX HasBaHWM q)aKTVIHeCKVIMVI
3Ha4vYeHnamn.

Ha3BaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHO U APYrunx
3/1EMEHTOB MPOrPamMMHOro nHTepdenca.

O603HauYeHNs KIaBULL KnaBunaTypbl.

HanmeHoBaHus dalinoB 1 KkaTanoros, GparMeHTbl MPOrpaMMHOro
Koza.

nepereCTHble CCbIIKM Ha rnaBbl JOKYMEHTa AN TUMEPCCbIJIKMN Ha
BHeLWHne pecypchbl.

PykoBoacTBO agMuHUCTpaTopa

7



A7

-
$

A
d
A

BeBeaeHue

2. BBepgeHue

Bnarogapvm Bac 3a npnobpeteHme Dr.Web ans Microsoft Exchange Server (aanee — Dr.Web). OH
HaAEeXHO 3allmLLiaeT KOMMbTEPbl U MHGOPMALMIO BHYTPU KOPNOPATUBHOW CETU OT Yrpo3,
pacnpocTpaHaeMblXx MOCPEACTBOM 3NEKTPOHHOM MOYTHI.

HacTosee pykoBOACTBO NpM3BaHO NOMOYb aMUHUCTPATOPaM KOPMNOPAaTUBHbIX CETEN YCTaHOBUTb
n HactpouTb Dr.Web. PykoBoacTBO coaep>uT nHdopmaumto 060 Bcex OCHOBHBIX OCOHEHHOCTAX
MCMONb30BaAHWUA JaHHOTO NMPOrPaMMHOro obecneyeHuns, a Takke KOHTaKTHYH MHGOpPMaL Mo
CNy>KObl TEXHUYECKOW NMOAAEPIXKKN.

2.1. HazHaueHue Dr.Web

Dr.Web — 370 aHTUBUPYCHOE NPUIOXEHWE, CO3aHHOE C Lie/bio 3aLlUTUTb KOPMOPaTUBHYHO
MOYTOBYH CUCTEMY OT BMPYCOB M cnaMa. OHO HaZeXXHO UHTErPUPYETCS B CUCTEMY M NMPOBEPSET BCE
MMCbMa W BNIOXKEHUA, NOCTynaroLme cepeepy Ana obpabotkn. Bce coobuieHna nposeparoTcs A0
TOrO, Kak OHW MePeaaroTCs KIMEHTY.

Dr.Web mMoxeT BbINONHATL cegytoLme GyHKLUM:

® CKaHMPOBaHME BCEX BXOAALLMX N UCXOAALLUX COOBLLEHNI B peabHOM BPeMeHW;

e dunbTpaLms 1 610KMPOBKa CNamMa, a Takxke co3faHune 6enbixX N YepHbIX CMUCKOB afpecos;
® 13071918 MHOULMPOBAHHBIX 1 NOAO3PUTE/NbHBIX OOBEKTOB B KaPaHTUHE;

o GUbTPALMA INEKTPOHHBIX MUCEM MO PA3NYHBIM KPUTEPUAM;

e pacnpegeneHvie nNosb3oBaTener o rpynnam Ans ynpoLieHns agMUHUCTPUPOBaHWS;

e OTNpaBka yBeAOMJ/IEHUIA O BUPYCHbIX COOBITUAX B XXyPHaNA COObITUIA OnepaLOHHON CUCTEMBbI U
BefeHVe BHyTpeHHel 6a3bl cobbiTin cmstracedb;

e cOOp CTaTUCTUKK;

® NoAAep>KKa eMHbIX HAaCTPOEK MPWIOXKEHUSA Ha pacnpeseNeHHOM cMcTeMe NoYTOBbIX CEPBEPOB, B
TOM 4mncne, 06beANHEHHBIX B KAacTep;

® aBTOMaTMyeckoe 06HOBJIEHVE BMPYCHbIX 6a3 M KOMMOHEHTOB NPOrpamMbl.

Ansa ynpouweHns paboTbl C NPUAOXKEHNEM BblIN peann3oBaHbl NOJHOCTBHO aBTOMATUUECKMI 3anycK
(Npw 3anycke cncTeMbl) U YA0OHbI MexaHU3M OBHOB/IEHMIN MOCPEACTBOM A0DHaBAEHNA 3a4aHMA Ha
obHoBAeHVe B pacnucaHue MnaHnposwuka 3agay Windows.

Dr.Web ncnonb3yet BupycHble 6a3bl, KOTOpble NOCTOAHHO MOMOAHATCA HOBbIMM 3aNUCAMM, UTO
obecneumnBaeT BbICOKNA YPOBEHb 3aLLUTbl U CBOEBPEMEHHOE pearMpoBaHmne Ha NosBAeHVE HOBbIX
yrpo3. Takxxe B NporpaMmMe peanv3oBaH 3BPUCTUYECKUIA aHaAM3aTop A5 4ONONHUTENbHOW 3aLLUThl
OT HeU3BECTHbIX BUPYCOB.

PykoBoacTBO agMuHUCTpaTopa
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Dr.Web nonHocTtbto noaaep>xkmBaet paboty Microsoft Exchange Server npu yctaHoBke Ha rpynny
CepBEPOB B pexmMe rpynnbl obecneyeHns 40CTynHOCTM AaHHbIX (DAG), HaumHas ¢ Bepcum
Microsoft Exchange Server 2010.

MpwunoxeHve dyHKLMOHMpPYeT Ha naatpopme Dr.Web CMS (Central Management Service),
NnoAAep>KvBatoLLIeN LLleHTPaaM30BaHHOE yrpaB/ieHNe HacTpOiKaMu MPUAOXKEHNS U ero
KOMMOHEHTOB C BO3MO>HOCTbIO Y aNeHHOTrO afMVHUCTPUPOBaHNA Yepes bpay3sep no
3awuLeHHomy npotokoay HTTPS. Maatdpopma Dr.Web CMS nmeeT BCcTpoeHHbI Beb-cepBep
Dr.Web CMS Web Console ¢ ayTeHTUdMKaLMEN KANEHT, UTO 0becneumBaeT A4OCTYN K yrpaBaeHMIO
NPUAOXKEHNEM TONIbKO aBTOPU30BaHHbIM aAMUHUCTPATOPaM.

B pamkax nnatdopmbl HTEPdENCh B3aUMOAENCTBUA U yNPaBAEHNA KOMMOHEHTaMM NMPUAOXKEHNA
peann3oBaHbl MOCPEACTBOM BHYTPEHHMX CNy>KebHbIX NPOTOKO10B, paboTatowmx nosepx TCP.
YnomsHyTble ciy>KebHble NPOTOKObI MO3BOIAOT ynpasastoLwemy cepsmcy Dr.Web CMS
BbINOJ/IHATb €r0 OCHOBHYHO 3aauy: NPeAOCTaBAATb KOMMOHEHTaM NPUAOXKEHNA KaHan CBA3W C
ynpasastoLenn 6ason gaHHbix cmsdb 1 6a3oi cobbiTnin NpunoxkeHns cmstracedb, HaxoAALLMXCS B
narnke yCTaHOBKM NMPUIOXKEHNUA 1 peann30BaHHbIX BCTPanBaeMon pensiLMoHHon 6ason SQlite.

B3avmogzencTBme KOMMNOHEHTOB NpuaoxeHus ¢ naatoopmoinn Dr.Web CMS ocyuiectBastoTcs
cnepyroLmM obpasom:

1. KOMMOHEeHT NpuaoKeHnsa Npu 3anycke (ecv KOMMNOHEHT ABAAETCA CEPBUCOM) UK 3arpy3ske (ecam
KOMMOHEHT ABAseTCs 6BubanoTtekol) nogkatouarotca K cepsucy Dr.Web CMS nocpeactsom
cny>xebHoro npoTtokona nosepx TCP.

2. Dr.Web CMS peructpupyet noakatoueHne NpuaoxeHus n cosgaet B 6ase cmsdb ctpykTypy
AAHHBIX, OTBEYAOLWMX MOAKAFOUMBLIEMYCA KOMMOHEHTY MPUAOXKEHUS.

3. Dr.Web CMS koHTpoavpyeT paboTy KOMMNOHEHTa NPUIOXEHWS, oTcaexmBas coctoaHne TCP-
ceccum n 06MeH cny>kebHbIMY COOBLLEHNAMMN C KOMMOHEHTOM MPUNOXKEHUA.

4. B cnyyae n3MeHeHWs COCTOAHMSA KOMNOHeHTa npuaoxeHna Dr.Web CMS n3menset nepeMeHHble
B 6a3e cmsdb, oTpaxatoLme CoCTofAHME NPUAOXKEHNS.

Cepsucbl Dr.Web CMS, yctaHOBAEHHbIE Ha pa3Hbix cepBepax, MOryT 6biTb 06beanHeHbI
aAMVHUCTPATOPOM B €4MHOE nepapxmyeckoe fepeso AN NOAAEPXKKN penankaumm napaMmeTpoBs
6a3bl cmsdb c atprbytom Shared Bcex komnoHeHTOB-NOANMCcUMKOB Dr.Web CMS. Penankauums
NPOW3BOAMWTCA OT FNMaBHOTO cepBepa Ha MOAUYMHEHHDBIN (CM. pa3gen Co3zaHve KiacTepoB), TakKuM
0bpa3om, ynpaB/ieHNe HacTpolikaMu JiepeBa CEpPBEPOB BO3MOXHO C KOPHEBOTO XOCTa.

2.2. MpoBepaemblie 06beKTbI

Dr.Web npoun3BoAUT NPOBEPKY BXOAALLKMX MOYTOBbIX COO6LLI,€HI/1I?1 B p€a/ibHOM BpeMeHN. I'IpOBepKe
noasepraroTca cieayroumne sneMeHTbl 3JIEKTPOHHbIX MUCEM!

e TE/0 NUCbMa;
e BJIOXKEHMs (BktoYas daliibl B apxmBax 1 yrnakoBaHHble Gaiisibl);

e BOXeHHble OLE-06bekThl.

PykoBoacTBO agMuHUCTpaTopa
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Dr.Web CKaHupyet Bce 06beKThbI A0 TOro, Kak OHWM nepefaroTCa KANEHTY ANA O6pa6OTKVI.

2.3. TexHnueckaa nogaepixkka

MpY BO3HNUKHOBEHUM NPOGAEM C YCTAaHOBKOW MM paboTo NPOAYKTOB KOMMaHUK, Npexze YeM
obpalLaTtbca 3a MOMOLLBHO B CIy>XOYy TEXHUUYECKOW NOAAEPIXKKM, MONPOBYINTE HANTU peLLeHne
cnefyroLmMMm cnocobamu:

e 03HAaKOMbTECh C MOCNEAHVMU BEPCUSAMM OMUCAHNUIM U PYKOBOZACTB MO aapecy
https://download.drweb.ru/doc/;

e MpouuTariTe pasfen 4YacTo 3ajaBaeMbix BONPOCOB Mo agpecy http://support.drweb.ru/show fag/;

e nocetute GpopymMbl kKoMnaHum «Joktop Beb» no agpecy http://forum.drweb.com/.

Ecav nocne 3Toro He yganocb pewmnTb Npo6iemMy, Bbl MOXETe BOCMO/b30BATbCA OAHMM U3
cnesyroLmx cnocoboB, UTo6bI CBA3ATLCA CO CNY>KOON TEXHNYECKON NOAAEP KKK KOMMaHUW «[JoKTop
Beb»:

e 3anosiHWTe Be6-POpMy B COOTBETCTBYHOLLIEM CeKLMMN pa3gena http://support.drweb.ru/;

e no3BoHUTe no TenedpoHy B Mockae: +7 (495) 789-45-86 nam no 6ecnnatHOM NMHWUK ANs BCeW
Poccmm: 8-800-333-7932.

NHpopmauwmto o pervoHanbHbIx NpeACTaBUTENbCTBAX U opurcax KoMnaHum «[JokTop Beb» Bbl
MOXKeTe HalT! Ha oduLManbHOM canTe no agpecy http://company.drweb.ru/contacts/offices/.

PykoBoacTBO agMuHUCTpaTopa
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3. luueHsmpoBaHue

MNMpaBa nonb3oBaTens Ha ucnosb3oBaHne Dr.Web peryavpytotca npu nomoLwm cnewmnanbHoro
daiina, Ha3bIBaEMOTO JIUYEH3UOHHbIM KK YegbIM Paliiom.

3.1. JInueH3MOHHbIN KNtOUeBOoin Ppainn

KnroueBou dan numeet pacwumpenue .key 1 coaeput, B HaCTHOCTW, CieayroLyto HGopMaLunio:

® CPOK ,U,el\/'ICTBI/Iﬂ NUEH3NW;

® MepeyeHb KOMMOHEHTOB, pPa3peLleHHbIX K UCMOJIb30BaHWIO (HanpuMep, KOMMOHEHT AHT1CMaM
[AOCTYMNeH TO/IbKO B BEPCUN «AHTUBUPYC + AHTUCNaM»);

e pyrvie orpaHmnyeHuns (B YaCTHOCTY, KOJIMYECTBO MOJIb30BaTeNeN, 3alULLAEMbIX MPUNOXKEHWNEM).

KntoueBow dain ansetcs delicmeumesibHbIM NPY OAHOBPEMEHHOM BbIMOJHEHUN CEAYHOLLNX
YCNOBWIA:

® CPOK AENCTBUSA IMLEH3NN HE UCTEK;
e KJIHOY PaCnpOCTPaHAETCA Ha BCE UCMOb3yeMble MPOrpaMMon MoAyu;

® LIeJIOCTHOCTb KJ/IF04a He HapyLueHa.

Mpw HapyLweHUn 10HOTo 13 YCIOBUIMA KAKOUYEBOM Gain CTAaHOBUTCA HEAENCTBUTE/IbHBIM, MPU 3TOM
Dr.Web nepectaeT 06Hapy>1BaTb BpefOHOCHbIE MpOorpaMmbl. PakT HapyLLEHWUS KOPPEKTHOCTM
KAtOUeBOro daiina 3anmncbiBaeTca B XXypHan perncrpaumm cobbitmii onepaLiOHHOM CUCTEMBI, a
TakXKe B TEKCTOBbIN XypHan peructpauum cobbITmii NporpaMmmei.

KntoueBor parin nmeet popmar, 3aluLLeHHbIV OT pejakTupoBaHus. PegakTmpoBaHue
: dalina genaet ero HegelCTBUTENbHBIM. [103TOMY He cnedyeT OTKpbIBaTb KAtOUEBOW dain
B TEKCTOBbIX pefakTopax BO U3bexaHune ero ciy4ainHom nopum.

3.2. MonyueHue knrouesBoro ¢panna

Bbl MOXKeTe NoNyUNTb NNLLEHIMOHHbBIA KNFOYEBOM dalin O4HUM U3 CeAyHoLLMX CNOCObOB:

e B Buze ZIP-apxvBa No 31eKTPOHHOM NOUYTE;

e BMecTe C ANCTPUOYTMBOM MPOAYKTa, €CAN NNLLEH3MOHHbIV dalin Hbla BKAKOYEH B COCTaB
AVCTPMOYTUBA NPW €ero KOMMAeKTaLuy;

e Ha OTAeNbHOM HocuTene B Buae daina c pacumpeHvem .key.

ili Ecamn Ha komnbroTepe yctaHoBaeH Dr.Web Agent, npu yctaHoske Dr.Web mMoxHO
: BbIOpaTh BapuaHT NosyYeHns KIoUeBOro gaiia C cepeepa LieHTPaaM30BaHHOM
3aLUmMThI.

PykoBoacTBO agMuHUCTpaTopa
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KnroueBom dain Heobxoammo npmobpectu ao ycrtaHoky Dr.Web, T.K. ans yctaHOBKM noTpebyetcs
yKasaTb MyTb K BalLlemy katoueBomy danny.

MonyueHue knroueBoro ¢aina No 31IeKTPOHHOW nouTte

1. 3aranTe Ha calT, agpec KOTOPOro yKa3aH B PerncTpaLMoHHON KapTouKe, NpuaaraemMom K
NpoAYyKTY.
2. 3anonHute Gopmy CO CBeLeHNAMM O nokKynartene.

BBeaunTe perncTpaLmoHHbIN CEpUHbIA HOMepP (HaXOAMUTCA Ha PErnCTPaLMOHHON KapTOUKe).

4. KntoueBow daiin byaer BbiC1aH MO yKazaHHOMY BaMU afpecy 3N1eKTPOHHOW NoyTsl B BuAe ZIP-
apxvBa, coaep>kaliero ¢ann ¢ paclwumpeHvem .key.

5. W3BnekuTe kaoueBoM dain Ha KOMMbIOTEP, Ha KOTOPbIN Bbl NiaHUpyeTe ycTaHoBUTL Dr.Web.

[nsa 03HaKOMIEHNA C MPOrPaMMO MOXHO MOJlyUYNTb 0eMOHCMPAYUOHHbIU Kao4Yesol ¢alis. Takon
KntoueBon darin obecneunBaeT NoHYH GyHKLNOHANbHOCTb OCHOBHbIX @aHTUBUPYCHbIX
KOMTMOHEHTOB, HO MMeEeT OrpaHNYEHHbIV CPOK AEUCTBUSA 1 He NpesnosiaraeT OkaszaHne TeXHUYECKOW
NOAAEPXKKM NMOJIb30BATEN!O.

[nsa nonyyeHns AeMOHCTPaLNMOHHOTO KAtoYeBoro daina (Mo 31eKTPOHHOM NouTe) cneayet
3apeructpupoBaTbcsa Ha Beb-canTte http://download.drweb.ru/demoreq/.

YT06bI KYNUTb MLLEH3MOHHBIV KAOUEBOWN daiin, CBAXUTECH C BAMKaULWMM NapTHEPOM «[JOKTOp
Beb» B BaleM pernoHe aMbo BOCMOIb3yNTECh YCAYraMu UHTEPHET-Mara3uHa Ha caTe KOMMaHWM no
aapecy http://buy.drweb.ru/.

JononHuTenbHyto MHGOPMALMIO O ANLLEH3UPOBAHUN U KIHOUEBbIX Paiiiax MOXHO HalTK Ha
odvmanbHOM canTe koMmnaHum «oktop Beb» no agpecy http://www.drweb.ru/.

3.3. ObHOBAIEHUE NINLLEH3UN

B HekoTOpBbIX Cyyasx, HaNnpPUMep, NPV OKOHYaHWN CPOKa AEeUCTBUA IMLEH3UM UM NPU U3MEHEHNN
XapaKTepUCTUK 3alLmLLIaeMOM CUCTeMbl AN TpeboBaHUA K ee 6e30MacHOCTY, Bbl MOXeTe NPUHATb
peLleHve 0 NPMoBpeTEHNN HOBOW UM pacLUMPEHHOM anueH3un Ha Dr.Web. B Takom cayyae Bam
noTpebyeTcs 3aMEHNUTb Y>Ke CYLLECTBYHOLL WA U 3aperncTpUpOBaHHbIA B CUCTEME NNLLEH3UNOHHbI
katoueBon dain. MNMpunoxxeHve noaaep>XxnBaeT 06HOBAEHNE TNLEH3UM «HA NETY», MPU KOTOPOM €ero
He TpebyeTcs nepeycTaHaBAMBaTb UAW NPepbIBaTh ero paboTy.

3ameHa kntoueBoro ¢gaina

1. YT06bI OBHOBUTL MLEH3NIO, A06aBbTE HOBbIM KIOUEBOWN daiin B Nanke yCTaHOBKM NPOrpamMmMbl.
2. NMepe3anyctute cnyx6y Dr.Web for MSP Scanning Service.

3. Dr.Web aBTOMaTtMyeckn nepekoumnTcs Ha UCnonb3oBaHe HOBOTO KAtoUYeBOro daiina.

JononHutenbHyto MHGOPMALMIO O CPOKax U TUMax AMLEH3VPOBAHNA MOXHO HalTU Ha
odvmanbHOM canTe koMmnaHum «oktop Beb» no agpecy http://www.drweb.ru/.

PykoBoacTBO agMuHUCTpaTopa
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4. NMpuHuyunebl pabotsbl Dr.Web

Bce aHTMBMpYCHble pewenns Dr.Web coaep>kaTt cresytoLie 0CHOBHbIE KOMMOHEHTHI,
obecneunBatoLLme 3aLLMTy BCEX OMEPALMOHHbIX CUCTEM M NIAaTGOPM: aHTUBUPYCHOE AP0
drweb32.dll v dpannbl BUpYCcHbIX 6a3 (c pacwmpernem .vdb), B KOTOPbIX XpaHATCA U peryaspHo
0BOHOBAAIOTCA BUPYCHbIE 3aMMCK, COAepKaLlme PasanyHy o MHGOPMaLMIO O BUPYCax U UHbIX
BPEeAOHOCHbIX KOAaX.

AHTMBUMpPYCHOE M aHTMCNam-peLueHne Dr.Web nHTterpupyert texHonormum Dr.Web B npouecc
06paboTkm 1 xpaHeHus NouTbl Ha cepBepax Exchange.

MpoAYKT UMeeT yA06HbIN rpaduyeckmin MHTepdenc noab3osaTtens Ana ynpaBaeHVs HacTpOMKaMu
CKaHVPOBaHWUA N OTCNEXMBAHMA pe3yNbTaToB NPOBEPKMN COOBLLEHNIN Ha cepBepe.

4.1. dtanbl NpoBEepPKN Ha BUPYCbl U cam

Mocne nonyyeHns yBeAOMAEHUA O NMPUXOAe COOBLLEHMA Ha cepBep NMOCTyNuBLLIEe COOBLLEHME
MPOXOAUT Yepe3 CeayroLL e 3Tanbl MPOBEPKMU:

1.

MpumeHeHne npaBun punbTpaumm (HacTpansBatoTca B pasgene Ounbtparins).

e [MpaBuna aHTUAMCTPUOY LMK (OrpaHNUYEHMEe CMIMCKOB Pacchblakm). MoXHO 3asaTb NpaBuna,
3ajatoLLine MakCcMaabHOE YMCI0 aApecoB noyyatenein coobLleHms (Mim coobLyenms ¢
BJIOXKEHUAMM) N MPUMEHSAIOLLMECA K ajpecaTaM-oTnpaBuTenaM. [na aTux otTnpasutenen
[0MycKaeTcs OTnpaBka TOIbKO TeX COOBLLEHNI, B KOTOPbIX YNCIO afpecoB noayyaTtenei He
NpeBbILLIAET YKa3aHHOrO MaKCMMaslbHOrO 3HaYeHus.

e [paBuna GuabTpaLMm BAOXKEHHbIX harinoB. MoXHO 3azaTb NpaBuaa yAaneHs BAOXKEHHbIX
dalrnoB: NO paclWMpeHnto, MO Macke MMeHu daina, Mo MakCUManbHOMY pasmepy dainna.

MpW yCNOBUK BbIMOJHEHUA OAHOTO M3 3aZlaHHbIX NpaBua coobLLeHne (AN BAOXKEHWE) yaanseTcs
1 06 3TOM OMNOBELLLAEeTC AAMUHUCTPATOP WK ApYrue 3anHTepecoBaHHble nLa (MPY Haanuum
COOTBETCTBYHOLLMX HAaCTPOEK B pa3zene YeesomaeHus). B cryyae yaaneHms BAOXKEHHOTO daina K
NUCbMY MPUKPENAAETCA TEKCTOBbIN ailn ¢ coobuieHnem o6 yaaneHum npunoxenus. Llabnon
coobueHns 06 yaaneHny BAOXKEHNS 1 UMs daina Takoro CoobLLEeHNsA 3a4at0TCs TakKe B

pa3gene OunbTpaums.

MpoBepka Ha cnam (BbIMOJIHAETCA TONIbKO B CyYae AMLLEH3UN «AHTUBMPYC + AHTUCIAM» U
TOIbKO A8 NNCEM MPUHMMAaEMbIX CepBepOM Mo npoTtokoay SMTP, HacTpavBaeTca B pasgesne

AHTMCNaM).

B nepByto ouepesb aHaNM3NPYHOTCS aZpeca noJyyaTesnein u oTnpaBuTenelt Ha NPUHaANeXHOCTb
yepHbIM 1 BeslbiM CNUCKaM, KOTOpble 3a4at0Tcs B pasgene AHTvCIaM. 3aTeM aHTUCNaM-GUabTp
Vade Retro npoBepseT TekcT CoobLLLeHMs 1 BblAaeT 3akI0UeHNe, Ha OCHOBE KOTOPOTo
onpesenseTcs cTeneHb BEPOATHOCTU TOTO, UTO AaHHOe coobLLeHVe aBaseTca cnamom. Ecam
MUCbMO AB/ISIETCA CMaMOM, TO 06 3TOM OMOBeLLAeTCA aAMUHUCTPATOP UK ApYrve
3aVHTepecoBaHHble INLLA, MPONUCaHHbIe B COOTBETCTBYHOLLMX HACTPOMKax pasgena
YBEAOMJIEHNS, U K MUCbMY NMPUMEHAETCS AeCTBUe, YCTaHOBEHHOE aAMUHUCTPATOPOM As
[aHHOW KaTeropmm cnama B pasgene AHTUCHaM.

PykoBoacTBO agMuHUCTpaTopa
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3. MpoBepka Ha BMpYCbI (HacTpamBaeTca B pasgene CkaHMpOoBaHue).

CoobLeHus, ycnewHo npoLueALlne npeablayLime stanbl NPOBEPKN (MM NPONYLLEHHbIE B
COOTBETCTBUM C HacTpoikamu npunoxeHus Dr.Web), nepeaatotca ganee Ans NpoBepKkmn Ha
Ha/inume BpesoHOCHOro Koaa. Ecam o6bekT (BNOXKeHWE MK TeNO NUCbMa) COAEPKUT
BPELOHOCHBIN KO, aHTUBMPYC NPeANpPYHUMAET NOMbITKY BblNeunTb 06bekT. ECin B HacTpoiikax
BKJ/IFOUEHO MUCMOJIb30BaHMeE 3BPUCTMYECKOTO aHan3aTopa, CTaHOBUTCA BO3MOXKHbIM
onpeaeneHne o6BbEKTOB, coAepKaLLmx MOANDULNPOBAHHBIA UAN HEN3BECTHBIV BPEAOHOCHbIN
KoA, TaknMm obbekTam npucBanBaetcs Kateropus Mopo3purtenbHble.

Mo pe3ynbTaTaM CKaHUPOBaHWA OH6beKTaM NPUCBaMBAOTCA ONpeaeneHHble CTaTyCbl (Hanpumep,
HeBbineueHHble, MogosputenbHblie, NMoBpeXxxaeHHble, BblieueHHbIe), 1 HA OCHOBE Takoro
3aK/IFOYEHUNA BbIMOJHAKOTCA AasbHenwme AeNCTBUSA Hag 3STUMKU obbekTamu. K nucbmam ¢
3apaXKeHHbIMWN 06beKTaMUN NPUKPENAAETCA TEKCTOBbIN Pain ¢ cooblieHnem 06 obHapy>KeHHO M
MHOEKLMWN 1 BbINMONHEHHBIMW HaZ 3TUMU 06beKkTaMun AeUCTBUAMM NPOTrPaMMbl.

BbinieyeHHble 1 He3apaXkeHHble 0ObEKTbI NepesaroTCs CepBeEPY C COOTBETCTBYHOLLEN MOMETKOW.
HeBblnieueHHble, MOBPEXAEHHbIE 1 NOAO3pUTEbHbIE 0OBEKTbI MPOXOAAT 06paboTKy B
COOTBETCTBUM C HAaCTPOMKaMW, yKa3aHHbIMMK B pa3gene CkaHMpOBaHue.

AZAMUVHMCTPATOP MOXKET NOJlyYaTb OMOBELLEHNA O BCEX TUMAX BUPYCHbIX COOLITUIA NPU HaAUUnm
COOTBETCTBYHOLLMX HACTPOEK B pa3zene YBeAOMIEHNS.

4.2. KapaHTUH

[N HeBblNEYEHHbIX, MOBPEXAEHHbIX U MOA03PUTE/NbHBIX 06EKTOB MOXHO YCTaHOBUTb AeNCTBUE
MomecTuTb B KapaHTUH. O6beKTbI YKa3aHHOTO TUMa NOMELLAOTCS B Cy>ebHyto 6a3y,
BbIMOJIHAIOLLYO QYHKLUM KapaHTUHA, T.e. 6I0KMPYHOLLYIO BO3MOXHOCTb BbIMOJIHEHWS KOZAA 3TUX
06beKTOB OOLIMUN NPUNOXKEHUAMU B cucTeMe. Monyumtb nHbopmaumto 06 obbekTax,
HaXOAALLMXCA B KapaHTMHE, MOXHO B pa3gene PaboTta ¢ kapaHTUHOM.

4.3. MOHUTOPUVHTI BUPYCHbIX CO6bITUN

[ns npegocTaBaeHVs aZMUHUCTPATOPY, a TakXke APYrMM 3aMHTepecoOBaHHbIM NOJIb30BaTeNsM
CTPYKTYPMPOBaHHON MHGOPMaLLMM O cOBbITUAX, oTCiexmBaeMbix Dr.\Web, agmuHucTpaTtopy
HeoBXOAMMO HaCTPOUTb CUCTEMY OMOBELLEHMS O COObITUAX, KOTOPas BKIOYaeT B cebs cregyroLine
BO3MOXHOCTM:

e J)KypHan cobbiTnii. BO3MOXHO 3aHeceHWe B XXypHan cobbiTWin 3anuncein o Npuxoae Ha cepeep
nMceM € 06bekTaMu, KOTopble BbINN BbleYEHbI, He BbleUYeHbl, OTOUNbTPOBaHbI UAW ONpeaeneHbl
Kak NMoBpeXzeHHble WK cnam (ycTaHaB/aMBaeTcs Ha BbI6op). NpocMOoTp 3TUX cObbITUIA
OCYyLLLeCTBAAETCA C MOMOLLbIO cTaHAapTHOW yTuamTbl Windows MpocmoTtp CobbiTuic ->
MpunoxxeHune (Event Viewer -> Application);

e Cratuctuka. [MpesoctaBaseTcs BO3MOXHOCTb 03HAKOMUTLCS C MHbOPMaLMen 0 Koamyectse
NpoBepeHHbIX 06bEKTOB C MOMEHTa ycTaHOoBKM Dr.\Web, nimbo ¢ MOMeHTa 04MCTKM AaHHbIX
CTaTUCTUKW;

e CobbITns. Bo3MoXeH npocMoTp cnucka nucem, obpaboTaHHbix Dr.Web, B KOTOpbIX 06Hapy>KeHbl
BMPYCbl WK CNaM, a Takxke OTGUIbTPOBAHHbIX MUCEM.

PykoBoacTBO agMuHUCTpaTopa
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5. YctaHOBKa n yaaneHuve

Dr.Web nocraBnsieTcs B BUAE nanku, noMeLLleHHoW B ZIP-apxmB 1 cofepkallert yCTaHOBOYHbIEe
dannbl drweb-[version]-av-exchange-windows-x64.exe 1 drweb-[version]-av-exchange-
windows-x86.exe, rae [version] — Homep TekyLen Bepcun Dr.Web.

V13BnekunTe ¢a|7u1 YCTaHOBKWM Ha NIOKa/IbHbI ANCK KOMMbHOTEPA, HAa KOTOPOM YCTaHOBEH Microsoft

Exchange Server.

i'i [Ans yctaHoBku v yaaneHuns Dr.Web nonb3soBaTenb goakeH obnagatb npaBamm
JIOKaNbHOrO aAMWHMCTPaTOpa Ha TOM KOMMbIOTepe, rae yctaHosieH Microsoft Exchange
Server, a Takke BxoauTb B rpynny Domain Users.

Ecnv Bbl ncnonb3yete komnoHeHT Windows Terminal Services, ans yctaHoBku Dr.Web
peKoMeHayeTCs BOCMNO/b30BaThCA cTaHAapTHOM yTuanton Windows YcraHoBKa u
yAaneHue nporpamMmm.

5.1. CuctemHble TpeboBaHunsA

B aaHHOM paszgene npeAcTaBieHbl CUCTEMHbIE TPeOOBaHMsA, HEOBXOAMMbIE ANS NPaBUIbHON
yCTaHOBKM 1 paboTbl Dr.Web.

XapakTepucruka
RAM
CeobogHoe

NPOCTPAHCTBO Ha
ancke

ocC

Tpe6oBaHue

He meHee 512 Mb6ant

He meHee 1 6anT

32-paspagHbie OC

[Ansa Microsoft Exchange Server 2003:

e Microsoft® Windows Server® 2003x86 ¢ ycTaHOBAEHHbIMU:
= MSXML 4.0 Service Pack 3 (Microsoft XML Core Services);

= SP1 nan Bbiwe.
64-paspagHbie OC

[nsa Microsoft Exchange Server 2007/2010:

e Microsoft® Windows Server® 2008 x64;
e Microsoft® Windows Server® 2008 R2.

[Ona Microsoft Exchange Server 2013:

PykoBoacTBO agMuHUCTpaTopa
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XapakTepucruka Tpe6oBaHue

e Microsoft® Windows Server® 2008 R2;
e Microsoft® Windows Server® 2012;
e Microsoft® Windows Server® 2012 R2:
= Tpebyetcs SP1 (unn 6onee nosaHel Bepcun) ans Exchange Server
2013.
[Ansa Microsoft Exchange Server 2016:

e Microsoft® Windows Server® 2012;
e Microsoft® Windows Server® 2012 R2;
e Microsoft® Windows Server® 2016:

= [ina Exchange Server 2016 Tpebyetcsa Cumulative Update 3 (naun
6onee No3aHAsA Bepcus).

e Microsoft® Exchange Server 2003;
e Microsoft® Exchange Server 2007 x64 c yctaHoB/eHHbIM SP1;
e Microsoft® Exchange Server 2010 x64;

Bepcusa Microsoft e Microsoft® Exchange Server 2013;

Exch S
xchange server e Microsoft® Exchange Server 2013 ¢ yctaHOBAEHHbIM SP1

(zononHutensHo Tpebyetcs yctaHoBka Cumulative Update 5 naum 3anyck
ckpunTa Exchange2013-KB2938053-Fixit);
e Microsoft® Exchange Server 2016.

5.2. CoBMeCcTMMOCTb

Mepes yctaHoBkon Dr.Web Heobxoanmo o6paTuTb BHUMaHWE Ha CaefytoLLyto MHGopMaLLmMio o
COBMECTMMOCTM NPOrpamMMbl:

1.

Dr.Web ans Microsoft Exchange Server Bepcumn 11.5 coBmMecTM To/ibko ¢ npoayktamu Dr.Web
Bepcum 11.5, B Tom umcne ¢ Enterprise Security Suite 11.0.

Dr.Web ans Microsoft Exchange Server He coBMeCTMM € ApYyrMn aHTUBUPYCHBIMU
nporpaMmMamu. YcTaHoBKa HECKOJIbKUX @aHTMBUPYCHbIX MPOAYKTOB Ha OAWH KOMMbIOTEP MOXKET
MPVBECTU K CUCTEMHbIM OLIMBKaM 1 NoTepe BaXHbIX AaHHbIX. ECn Ha koMnbtoTepe yxe
yCTaHOBJIEH APYrOM aHTUBUPYC, TO ero HeOHXOANMO YAaNUTb, UCMONb3YA YCTAHOBOYHbIA dain
WAN CTaHAapTHbIE CPEACTBA OMepaLMOHHON CUCTEMBI.

Dr.Web ans Microsoft Exchange Server Dr.Web ans Microsoft Exchange Server Bepcun 11.5 He
coBmecTum ¢ npoayktamm Dr.Web ana Microsoft ISA Server/Forefront TMG.

i'i [Jns KoppekTHOl paboTbl cepeepa Microsoft Exchange npu BkitoUeHHOM KOMMOHEHTe
SplDer Guard pekoMeHzyeTca nckntounTb 13 nposepkn SplDer Guard nanku un
npoueccol Microsoft Exchange Server (cnncok pekomeHzyeMbIX NCKIHOUYEHWNA MOXKHO

HaUTK B JoKyMeHTalmu Microsoft).

PykoBoacTBO agMuHUCTpaTopa
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5.3. YctaHoBka Dr.Web

I'Iepep, YCTaHOBKOﬁ HacCcToATEe/IbHO peKoMeHAayeTcA

e YCTaHOBMTb BCE KPUTUYECKME OBHOBIEHUS, BbiMyLLEHHbIE KOMMaHWel Microsoft ans OC, koTopas
MCMONb3YyeTCs Ha KOMMbloTepPe (OHM AOCTYMHbI Ha cailnTe 06HOBIEHUI MO agpecy
http://windowsupdate.microsoft.com);

e NpoBepuUTb GaIoBYH CUCTEMY MPY MOMOLLMN CTaHAAPTHBIX CPEACTB U UCMPaBUTb OBHapy>KeHHbIe
OLUNOKY;

e 3aBepLUNTb PaboTy BCEX MPUNOXKEHWNNA.

& Ecav Bbl ncnonb3yete Microsoft Exchange Server 2013 ¢ ycTaHOBAEHHbBIM NaKeTOM

: o6HoBneHnl SP1, Ho He ycTaHasamBann Cumulative Update 5, pekomeHayeTcs nepeg,
yCTaHOBKOW NporpamMmsbl 3anyctutb ckpunT Exchange2013-KB2938053-Fixit,
JOCTYMHbIN Ha cante komnaHum Microsoft no ccoiike

http://support.microsoft.com/kb/2938053, Bo n3bexaHune ownboK Npu perncrpaumm

TPaHCMOPTHbIX areHTOB BO BPeMs YCTaHOBKW.

Yr06bI ycTaHOBUTL Dr.Web

1. 3anycTtute yctaHoBOUYHbIW darin nporpammbl drweb-[version]-av-exchange-windows-x64.exe,
ecan Bbl ucnosblyete Microsoft Exchange Server 2007/2010/2013/2016 nan drweb-[version]-
av-exchange-windows-x86.exe an1q 6onee paHHux Bepcuin cepBepa Exchange. OTkpoeTcs
okHo MacTepa ycTaHOBKM.

2. [1na npoAoKEHWS YCTaHOBKM HEOOXOAMMO MPOYMTaTh U NPUHATL YCI0BUSA JINLLEH3MOHHOTO
cornalleHus, Bbibpas NyHKT f (PUHUMaIO YC/1I0BUA INLLEH3UOHHOTO COrNalleHUs.

Haxxmunte Oanee.

3. OcraHoBute cnyxby Microsoft Exchange Transport (npv ncnoas3osarum Microsoft Exchange
Server 2007/2010/2013/2016).

[ns 3TOro WenkHUTe No ccblike OTKPbITh CNUCOK CEPBUCOB, asiee LLLeIKHUTE NPaBOM KHOMKOW
MbILUWM MO Ha3BaHWUIO Cy>XObl B cnincke v Bblbepute OcTaHOBUTD. [10C/1e OCTAHOBKM CyXXObI
HaxxmuTe Janee.

i'i OctaHoBka cnyx6bl Microsoft Exchange Transport Bpy4yHyto cBsizaHa C
: HeobHX0ANMOCTbIO N36eXaTh HapyLEeHWA LIeNOCTHOCTU YCTaHOBKM Ha CEpBepe,
paboTatoLLeM nog Harpy3Koi.

B HekoTopbIx cyyasx octaHOBKa cy>bbl Microsoft Exchange Transport MoXeT 3aHATb
npogo/KnTenbHoe spemsa!

4. BbibepuTe BapuaHT AMLLEH3NPOBaHWSA. Bbl MOXeTe 3aperncTtpmpoBaTh JIMLEH3MIO NOCe
yCTaHOBKW, yYKa3aTb MyTb K AENCTBYIOLLEMY KAOUEBOMY daliNly 1av UCNOb30BaTb KIHOYEBOW

PykoBoacTBO agMuHUCTpaTopa
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daiin c cepBepa LLeHTpanM30BaHHOW 3aLLMThl, €C/IM Ha KOMMboTepe ycTtaHoBaeH Dr.Web Agent.
Haxxmunte Oanee.

i'i [ns KoppekTHOV paboTbl NPUNOXKEHUSA HEOOBXOANMO YKa3aTb MyTb K AULLEH3NOHHOMY
kntoueBomy danny drweb32.key.

[ns perncrpaumm AMLEH3UM Nocae yCTaHOBKW WAV Npu ee 06HOB/IEHWN AOCTAaTOYHO
NMOMECTUTb AEeNCTBYHOLLNIN TNLIEH3VOHHBIA KNtoYeBOW daiin B manky yCTaHOBKM
nporpamMmel 1 nepesanyctuts cayxby Dr.Web for MSP Scanning Service.

5. Mepes HayanoM yCTaHOBKM LenkHUTe Mo ccbiike MapamMeTpbl ycTaHOBKM, YTOObI HAaCTPOUTb
cnesytolLme napameTpbl yCTaHOBKM:

¢ YCTaHOBUTb TPAHCMOPTHbIE areHTbl — MO3BO/AET YCTaHOBWTb TPAHCMOPTHbIE areHTbl (Mo
YMOJIYaHMIO AaHHbIN napametp BbibpaH). Ans Microsoft Exchange Server
2007/2010/2013/2016 BKAOUEHWE AAHHOW OMNLUM NPUBEAET K perncrpauumn bnbanotekm
DRWTransportAgent.dll n pa3pelueHnto noctaBaseMbix GBUBANOTEKON TPAHCMOPTHBLIX areHTOB
(aHTMBMpPYCHOTO M aHTMCNama) B cay>kbe Microsoft Exchange Transport. na Microsoft
Exchange Server 60see paHHWX BepcuiA BbIGOP AaHHOM ONUUK NPUBEAET K perncrpauum
oubamotekn DrwWebSink.dIl u noakaroueHnto areHTa aHTMcnama B Microsoft Internet
Information Services (IIS).

e YctaHoBuUTb Mmoaynb VSAPI — no3sonset yctaHoBuUTb Mogynb DriWebVSAPI.dIl ans
NPOBEPKMN NOCPEACTBOM MHTepdeiica aHTUBUPYCHOTO ckaHUpoBaHus VSAPI (aaHHbIN
nHTepdenc He noaaep>kmsaetca Microsoft Exchange Server 2013), npegocraBasemoro
cepucom Microsoft Exchange Information Store. Ecav sgaHHbIV napameTp BbibpaH, Bbl
MOXKeTe JOMOHUTENbHO HAaCTPOUTb PEXMM MPOBEPKM: BKIOUUTb CKAHUPOBAHNE UCXOAALLIMX
coobLeHni, ynpexaatoLee 1 GOHOBOE CKaHMPOBaHMe.

Kpome Toro, Bbl MOXeTe BKIOUNTb MOHUTOPUHI NpoLiecca yCTaHOBKW U pernctpauum
TPaHCMOPTHbIX areHToB, ycTaHOBMB ¢naxok KoHTponupoBaTb npouecc NoaKAoUeHNs
TPaAHCMOPTHbIX areHToB. B npoLjecce yCTaHOBKM perncTpaL s TPaHCMOPTHbIX areHTOB AJiA
Microsoft Exchange Server 2007/2010/2013/2016 B cucteme SMTP-TpaHcnopTa byaert
npowusBegeHa nocpeactsomM Exchange PowerShell. B atom cnyyae koHconb PowerShell He
3aKpOeTCs aBTOMAaTUUeCKU, U A5 3aBepLUEHUs YCTaHOBKM NoTpebyeTcs pyyHOM BBOJ KOMaHAbI
exit Ana ee 3aKpbITUA.

Haxxmute OK.

& Bo n3bexaHune olwnboK NpU PerucTpaLn TPaHCMOPTHbIX areHTOB BO BPeMs

: YCTaHOBKW peKkoMeHayeTcs ybeanTbcs, UTo Ha cepBepe Microsoft Exchange Server
ycTaHoB/eH ckpunt RemoteExchange.ps1 (no ymonuaHwuto, Haxoantcs B nanke C:
\Program Files\Microsoft\Exchange Server\V14\bin\ ana Microsoft Exchange Server
2010 n B nanke C:\Program Files\Microsoft\Exchange Server\V15\bin\ gns Microsoft
Exchange Server 2013).

6. Mpv NOBTOPHOW yCTaHOBKE NPUIOXKEHMS BaM ByAeT NpesioXeHO UCMONb30BaTh COXPaHEHHbIe
nepes ero yaaneHnem HacTpouKM (ecam 6biia BbibpaHa COOTBETCTBYHOLLAA onuus). Bel MoxeTe

PykoBoacTBO agMuHUCTpaTopa
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MCNOAb30BaTb COXPaAHEHHYO KOHOUIypaLumo am yaanmiTb ee 1 HaCTpOUTb paboTy NpUO>KeHWs
3aHOBO MOC/eE ero ycraHoBku. Haxxkmute fanee.

HauHetcs yctaHoBka Dr.Web Ha Baw komnbroTep. o yMoayaHuo $aiabl nporpaMmsl
nomewatotca B nanku %Program Files%\DrWeb for Exchange n %Program Files%\Common
Files\Doctor Web. XXypHanbl perucrpaumm cobbIThii U BClOMOraTelbHble KOMMOHEHTbI
NpuNoXeHNa nomeLlatotca B nanky %Program Data%\Doctor Web.

7. Ecam Bbl yctaHOBUAM pnaxkok KOHTpoAnpoBaTh NpoLLecc NOAKAOYEHUA TPAHCMOPTHBIX areHTOB
NPV HaCTpOWiKe NapameTpoB YCTaHOBKW, BaM NoTpebyeTca 3aBepLUnTb MOHUTOPWHT MOC/e TOro,
Kak TpaHCMOPTHble areHTbl ByAyT ycTaHOBAEHb! U NogkntoueHbl. CoobueHna «Dr.Web AntiVirus
Agent enabled» n «<Dr.Web AntiSpam Agent enabled» B koHcom PowerShell yka3biBatoT Ha
yCreLHoe NoAKAt0YeHMe areHTOB Npuaosxenus kK ciy>xxbe Microsoft Exchange Transport. B
koHconm PowerShell BBeaute komaHay exit.

8. lo 3aBepLleHnn yCTaHOBKN Ha>XXMUTE KHOMKY FoToBo.

& B cnyuae yctaHoBku n3 dparina drweb-[version]-av-exchange-windows-x86.exe Bam

: byseT npeanoxeHo nepesarpy3unTb cepsep. Mpun yctaHoBke 13 daina drweb-[version]-
av-exchange-windows-x64.exe nepesarpyska He Tpebyetca: cnyxba Microsoft
Exchange Transport byzeT 3anyLieHa aBTOMaTUYeCKM, ¥ MNOC/E ee 3amnycka cepsep
npuaeT B paboyee coctosiHne. OHaKo, €C/IN Ha cepBepe 3anyLeHbl Cy>Obl
noaaepxkn npotokonos POP3 n IMAP4, nepesarpyska Microsoft Exchange Transport
MOXEeT pa3opBaTh UX COeANHEHME C TPAHCMOPTHOW cMcTeMol cepBepa. B atom cayuae
[LOXANTECh OKOHUaTeIbHOro 3anycka cayx6sl Microsoft Exchange Transport 1 ciyx6
yCTaHOBJIEHHOr O MPUJIOXEHWs, Mocae Yero nepesanyctute cay>x6bl Microsoft Exchange
POP3 unu Microsoft Exchange IMAP4 BpyuHyto (MK XKe nepesarpysuTte cepBep).

Yr06b1 NepeycraHoBuTb Dr.Web

1. Ypanvte Dr.Web.

& ®aiin HacTpoek npunoxeHus cmsdb He yaanseTcs aBTOMaTUYeCKU Npu yaaneHmm
npunoxeHus. Takum 06pa3om, Bce NONb30BaTe/IbCKME HACTPOWKN COXPaHAIOTCA U
MOTyT 6bITb MCMOb30BaHbl NPW NOBTOPHON ycTaHoBKe. OZHAKO NMpW YCTaHOBKE HOBOM
BEPCUM NPUIOXKEHNA MOXET OKa3aTbCsl, UTO Habop HacTpoek 6a3oBol KOHGUrypaLmm
paclmnpuaca U n3aMeHuncsa. B pesynbrate ncnosb3oBaHne coxpaHeHHOro darna
CTaHOBWTCS HEBO3MOXHbIM, MOCKOJIbKY MOXET NpMBEeCTU K cbosM B paboTte
NPUAOXKEHWS.

Ecnv Bbl XOTUTE NCNOAb30BaTh COXPAaHEHHbIE HAaCTPOWKM MPUIOXKEHUs, obpaTuTech B
TEXHUYECKYH MoaAep KKy KoMnaHuu «JJoktop Beb» and yTouHeHNs COBMECTMMOCTM
HacTpoek naatdopmbl Dr.Web CMS pasHbix Bepcuii npunoxenus. Ecav B 6onee
NMo3sHeW BEPCMM NOSBUINCL HOBbIE MapaMeTpbl, B 06LLEeM C/lyyae AOCTaTOUHO
£[06aBUTb B CyLLECTBYHOLLYHO 6a3y HacTpoek HeaoCTatowme nepeMeHHble, MPaBuabHO
yKa3aB VX TUM W 3HaYeHUA MO YMOIYaHMIO.

2. Ypanute Bpy4Hyto dannbl cmsdb n cmstracedb 13 nanku %ProgramFiles%\DrWeb for Exchange.

3. BbinosnHwuTe yctaHoBKY Dr.Web, creays onncaHHbIM BblLLe UHCTPYKLMAM.

PykoBoacTBO agMuHUCTpaTopa
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5.4. YpaneHune Dr.Web

Yro6b1 yaanute Dr.Web

1. 3anycTtute yctaHOBOUYHbIN darin nporpammbl drweb-[version]-av-exchange-windows-x64.exe
nan drweb-[version]-av-exchange-windows-x86.exe B 3aBMCMMOCTU OT MCMOb3YEMON
Bepcum Microsoft Exchange Server. Otkpoetcs okHo MacTtepa ycTaHOBKMW.

ii Bbl Takke MOXeTe BOCMONb30BaTbCsA CTaHAApTHOM yTuanton Windows YcraHoBka u
: yAaneHue nporpamm, A0CTyrnHo yepe3 MaHenb ynpaBneHus.

2. OcraHoBwuTe cy>x6y Microsoft Exchange Transport (npu ncnosabszosanumn Microsoft Exchange
Server 2007/2010/2013/2016). [lns 3TOro WeaKHUTE Mo cCblike OTKPbITb CMUCOK CEPBUCOB,
Aanee WenKHWUTe NPaBo KHOMKOW MbIlWK MO Ha3BaHWIO Cy>XObl B cnivicke 1 BbibepuTe
OcTaHOBUTb. [ToCne 0CTaHOBKM Cy>Kbbl HaxkmuTe lanee.

3. Ecam Bbl XOTUTE COXPaHWTbL TEKYLLME HACTPOMKN NPOrpamMMbl ANSA UX JaJbHENLLErO
NCMO/Ib30BaHMA, HaNpuMep, Nocae nepeyctaHoOBKM NPOrpaMmbl, ycTaHOBUTE GaaxKoK
CoxpaHuUTb HaCTPOUKW. HaxkmuTe KHOMKY YaanuTtb.

4. B xoge yaaneHvs npunoxeHna byayT Takxe yAaneHbl TPaHCMOPTHbIE areHTbl Ana Microsoft
Exchange Server 2007/2010/2013/2016 B cucteme SMTP-TpaHcnopTa. YaaneHne TpaHCNOPTHbIX
areHToB ocyuecTBaseTcs nocpeactsom Exchange PowerShell. MogTtBepavte yaaneHne
TPaHCMOPTHbIX areHToB, Habpas Yes (Wan Y) B koHcoam Exchange PowerShell. Mo 3aBeplueHnmn
yAaneHna BBeAUTE KOMaHAY exit, UTo6bl 3aKpbITb KOHCO/b.

5. [nq 3aBepLueHns yaaneHnsa NpuaoxeHus HeobxoanmMo nepesarpys3ntb KOMnbroTep. Haxmurte
kHonky Mepe3arpy3nTtb ceituac nam kHonky Mo3xke.

PykoBoacTBO agMuHUCTpaTopa
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6. AHTVIBI/IpyCHoe CKaHUpoBaHMEe U NpoBepPKa Ha cnamMm AnAa
Microsoft Exchange Server
Dr.Web ans Bepcuii Exchange Server 2003/2007/2010 nogaep>xwmsaet uHtepderic VSAPI

(NporpamMHbIN MHTEPHENC NPUIOXKEHNN BUPYCHOTO CKaHMPOBaHWsA, pa3paboTaHHbin Microsoft ans
cepsepoB Exchange).

Kpome Toro, nporpamma nojaep>xvBaeTt cepBepHble posn Ana Bepcui Exchange Server
2007/2010/2013 SP1/2016 n MoxeT bObITb YCTaHOB/EHA Ha CepBepPax C Pa3HbIMU PONAMMN.

B nporpamme Takxxe peanvsoBaHa NoAsep>kKa TPaHCNOPTHbIX areHTOB (QHTUBUPYCHBIX areHTOB U
areHToB aHTMCnama) ans Bepcuii Exchange Server 2007/2010/2013/2016.

Bepcua Microsoft = [loctynHbie MOAY/IM aHTUBUPYCHOTO JocTynHble MOAYN NPOBEPKMU Ha
Exchange Server CKaHUpPOBaHMA U GUAbTPaALMK NMOUTLI  cnamM U GpuabTPaLUa NOUTbI

2003 DrWebVSAPI.dIl (Backend) DrWebSink.dll (11S)

DRWTransportAgent.dll (Hub, Edge)
2007 DRWTransportAgent.dll (Hub, Edge)
DrWebVSAPI.dIl (Mailbox)

DRWTransportAgent.dll (Hub, Edge)
2010 DRWTransportAgent.dll (Hub, Edge)
DrWebVSAPIL.dIl (Mailbox)

DRWTransportAgent.dll (Frontend, DRWTransportAgent.dll (Frontend,
2013

Backend) Backend)
2013 SP1 DRWTransportAgent.dll (Edge, MailBox) ll\)/lz\illvs-:j,n(sjiz;tAgent.d” (Edge,
2016 DRWTransportAgent.dll (Edge, MailBox) DRWTransportAgent.dil (Edge,

MailBox)

& Ecan BaM HeOBXOAMMO YCTaHOBUTB Ha cepBep NoYToBbIX ALMKOB (Mailbox) areHTsi
aHTUcnama, noctaBasemble BMecTe ¢ Microsoft Exchange Server yxe nocne yctaHOBKM
Dr.Web, Bam Hy>KHO NMOHW3UTb NpuopwuteT areHToB Dr.Web. Takum obpasom nposepka
nouTbl ByaeT ocylecTBAATbLCA CHavana areHTamm Microsoft Exchange Server, a 3atem
areHtammn Dr.Web.

PykoBoacTBO agMuHUCTpaTopa
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6.1. NMoapep>xka VSAPI

AHTMBUpPYCHble pelleHns ansa cepBepoB Exchange, paboTarowme Ha ocHoBe VSAPI, npoBepstoT BCe
noyToBble COObLLEHNA, NOCTyNaroLLMe Ha cepBep, A0 OTNPaBKK KaveHTy. MNpoBepka
OCYLLLeCTBAAETCA B TPEX peXnMax:

e ynpexgatolem (proactive);
¢ 1o 3anpocy (on-demand);

e doHoBoM (background).

Ecam appec otnpaBuTtens nnucbMa NpUCYTCTBYET B CNMCKE 3HaUYeHu nepeMeHHon TrustedEmails,
MUCbMO Cpa3y BbIBOAWUTCS U3 LKA NPOBEPKM Ha BUPYCbl Y MPU3HAETCA YNCTbIM.

YnpeXxpaatoliee cKaHUpoBaHue

Bce anekTpoHHble coobLLeHns, nocTynatowme Ha cepeep Exchange, nomeluatotcs B 06LLYyHO
ouepeb Ha NPOBEPKY aHTMBUPYCHbIM MpuioxeHeM. CoobLieHnam B ouepean NpucBansaeTca
O/MHaAKOBbI HU3KUIA NpUopUTeT. ECim NproputeT COOBLLLEHNIA HE MEHSAETCA, TO NPOBepka
ocyuwectasetcs no npuHumny «first in, first out» (FIFO), To ecTb B nopsagke nocrynaeHms
COOBLEeHNN.

CkaHupoBaHue no 3anpocy

Ecam nproputet kKakoro-1mb6o coobLLeHms NOBbILLAETCA, YUTO MPOUCXOAMNT NPU ero 3anpoce
MOYTOBBIM KAMEHTOM, TO MPOBEpPKa 3TOro coobLeHms ByAeT BbINONHEHa 4OCPOYHO, MOCKObKY
ouepeab Ha NPOBEPKY 06CNYXKMBAETCA HECKOIbKMMM NOTOKaMW. MI3HayanbHO HU3KWIA MPUOpPUTET
BHOBb MOCTYMatoLLMX COOBLLEHNI TapaHTUPYET, UTO X MpoBepKa He ByaeT MelaTb NpoBepke
COODBLLEHUNI C BbICOKMM NPUOPUTETOM.

MpoLecchbl yNpexaatoLLero ckaHMpoBaHWA 1 CKaHMPOBaHWS MO 3anpocy obecrneynBatoT NPOBEPKY
BCEX MMCeM, MPOXOAALLUNX Yepes cepBep. Mpun 3TOM cucTeMa NPUOPUTETOB NO3BOSET
ONTUMM3NPOBATL Harpy3Ky Ha CEpBEP M BPEMS OXWUAAHUS COOBLLEHNS KAVEHTOM.

®doHoBOE CKaHUpPOBaHMe

B pexxume pOHOBOro ckaHMpOBaHWS NPON3BOAUTCSA MPOBEPKa COOBLLEHUN, YKe HAXOAALLMXCS B
XpaHWAULLE, B TOM YACE B XpaHUAMLLE OBLLMX Nanok. 3TO NO3BOASET 0OHapy>KMBaTb BUPYChI,
nonasLUMe B XpaHwuauLLe Ao yctaHoBku Dr.Web, a Takxe paHee Hen3BecTHble BMPYChbl B
COOOLLEHNAX, MPOBEPEHHbIX A0 NOCAEAHEro 0OHOBAEHUS BUPYCHbIX 6a3. [laHHbIA pexXmm
CKaHMPOBaHWA 3anyckaeTcs agMuHUcTpatopom Exchange c nomolubio Habopa kntoyelt peectpa u
ynpasaseTcs ¢ nomouwbto 3agauv Doctor Web For Exchange Start Background Scanning Task B

naaHnposLmke 3aga4 Windows. Mo ymMonyaHuo faHHas 3ajaya 3anyckaetcs Kaxabli geHb B 01:15.

Bonee noapobHyo MHPOPMaLMO O HAaCTPOMKaxX aHTUBMPYCHOTO CKaHMPOBaHWA Ha ocHoBe VSAPI
CM. B NPUAOXKEHUN HacTpoliky aHTMBMPYCHOrO ckaHnpoBaHua Microsoft Exchange Server.

PykoBoacTBO agMuHUCTpaTopa
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& Mpwn coBmecTHOM mcnosib3oBaHun VSAPI 1 TpaHCMOPTHBIX areHTOB Ha OAHOM cepBepe

g HeobXoANMO OTKIOUMTL MPOBEPKY NCXOAALLMX COObLeHMI ¢ nomoLlbto VSAPI npu mnx
NOCTYMAEHUN B TPAHCMOPTHYHO CUCTEMY 13 MOUYTOBOro xpaHuanwa. OTKIUNTb Takyro
NpoBepKy MOXHO, YCTaHOBMB 3HaueHne 0 ans napametpa TransportExclusion B
pa3gese peecTtpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\V
irusScan.

6.2. CepBepHble poaun

Exchange Server 2007/2010/2013 SP1/2016 Mo>eT bbITb YyCTaHOBNEH B HECKObKUNX
KOHOUrypaLumsx, onpeaenstowmx pexxnmsl paboTbl cepepa 1 NOAAEPXKMBAEMYO UM
byHKUMOHaNbHOCTb. [Ina 3TOro Npu pa3BepTbiBaHUM 3a/at0TCA PON CepBepa B OpraHunsaumm
Exchange.

Exchange Server 2007/2010 n 2013 SP1 no3BonseT co3aaTb NATb POJEN cepBepa: cepBep
nouToBbIX AWMKoB (Mailbox), cepBep kaneHTtckoro goctyna (CAS), TpaHCNOPTHbIN cepBep-
KoHueHTpaTop (Hub), cepBep egmHom cnctembl obMeHa coobueHmamum (Unified Messaging) m
MOrpaHnyYHbI TpaHCNopTHbIN cepBep (Edge). Exchange Server 2016 no3soaseT co3zaTth ABe POM:
cepBep MOYTOBbIX ALMKOB U MOTPaHNYHbBIV TPAHCMOPTHbBIV CepBep.

anBeAeHHbIe HWXe PpOoJin cepBepa NoaLep>XXMBAKOT NPOBEPKY Ha BUPYCbl U CNam:

e CepBep nourtoBbix AwmkKos (Mailbox) — peannsyet ocHOBHbIe Cy>6bl, B YaCTHOCTW, ANA
XpaHeHWs AaHHbIX U NOAAEPXKKM KJINEHTCKMX Narok, U NO3BOASET NPOBepPATb COOOLLEHNs Ha
BMpPYCbl Yepe3 nHtepdenc VSAPI;

e TpaHcnopTHbIN cepBep-KoHUeHTpaTop (Hub) — pacnpeaenser coobuieHns BHYyTpU
OpraHu3aLum, No3BOASET MPUMEHATb A COOBLLEHNI NOANTMKM 6e30MacHOCTH, OCYLLECTBATL
aHTUBUPYCHYHO NMPOBEPKY 1 GUAbTPaLMIO CNama;

¢ MorpaHnuHbI TpaHCcNOpPTHbIN cepBep (Edge) — aaHHas posb NpUCBanMBaETCS aBTOHOMHOMY
cepBepy, HaxoAALLEMYCS B AEMWUINTAPU30OBAHHOM 30HE N HE UCMOJIb3YHOLLLEMY BHYTPEHHMWE
pecypcbl OpraHm3auum (3a UCKNFOYEHNEM OAHOCTOPOHHEN CMHXPOHM3aLmen ¢ Active Directory
ANA perncTpaLmm Tonoaormm cepBepoB TPAHCMOPTHBIX KOHLLEHTPATOPOB), YTO NO3BOAAET
AAHHOMY cepBepy BbICTynaTth B kadectBe SMTP-wwt03a 1 ocywectBaaTb GuabTpaLmio cnama m
BMPYCOB.

Dr.Web MoxeT 6bITb yCTaHOB/IEH Ha CepBep, A8 KOTOPOTro 3aAaHa tobas 13 3TUx ponen n nx
KOMBUHaL .

B Microsoft Exchange Server 2013 koHLenuua cepBepHbIX POSIER y>Ke HE NCMONb3YeTCa U
ocCyLecTBAeH BO3BpaT Kk apxutektype Frontend—Backend, noatomy npoBepka Ha BUpYyCbl 1 cnam
BCeraa byAer oCyLecTBAATLCA areHTaMu Ha ypoBHe SMTP-TpaHcnopTa.

PykoBoacTBO agMuHUCTpaTopa
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6.3. TpaHCNOPTHbIE areHThblI

KoHuenuus opranmnzaumm Microsoft Exchange 2007/2010/2013/2016 ncnoab3yeTt M3amMeHeHHyo
cTpykTypy SMTP-CcObbITMIA. MOTOK COOBLLLEHMI Ha pa3HbIx 3Tanax SMTP-TpaHcnopTMPOBKK
obpabatbiBaeTCA TPAHCMOPTHLIMM areHTamMmn pasHoOn GYHKLMOHAAbHOCTU.

Mpw noctynneHnn coobLyeHns Ha cepBep, OHO NepeHanpaBAseTca Yepes TPaHCNOPTHYHO ceTb SMTP,
Npw 3TOM Ha Kaxgoe SMTP-cobbiTre MOXET BbITb 3aperncTPUPOBaHO HECKObKO TPAHCMOPTHBIX
areHToB, KOTOpPbIe MNONYYatoT JOCTYN K COOOLLEHNIO B COOTBETCTBUM C UX MPUOPUTETATMU N MOTYT
NPOM3BOAWTbL HaZ HUM OnpeseneHHble AecTBMA. KaXkabl areHT BbIMOJIHAET CBOKO MPOBEPKY, Nocae
yero coobLeHve nepeaaeTca cieaytoLlemy areHTy. Takum 06pasoM, TPaHCNOPTHbIE areHTbl
MO3BOJIAOT pearnpoBaTb Ha COObITUA, CBA3aHHbIE C MONYYEHNEM NMUCbMA W €ro JaNbHENLLNM
nepesBuXeHNeM No CeTu.

CyLuecTBYeT AiBa Pa3NMyYHbIX TUMNa TPAHCMOPTHbIX areHTOB:

e SMTP Receive Agent — no3BonseT pearnpoBaTb Ha COObITUA, BO3HUKAIOLLME MPW NOAYYEHUN
nMcema no SMTP;

° Routing Agent — NO3BOJIAET pearnpoBaTb Ha cobbITHA, BO3HUKaroLMe npum poyTrHre nncbMa.

Exchange Server 2007/2010/2013/2016 no3BonseT 3agaBaTb NPUOPUTET areHTam TpaHCnopTa 1 Tem
CaMbIM YNpaBAATb OYEPEeAHOCTbIO NPUMEHEHMs areHToB K coobueHnamM. Takum obpa3om, nopasok
CNlelOBaHNA areHTOB OMpeAenseTcs He TONbKO NMOCAef0BaTENbHOCTbIO COOLITUIA, K KOTOPbIM OHM
OTHOCATCS, HO W 3alaHHbIM MPMOPUTETOM B pamkax ogHoro SMTP-cobbiTus.

TpaHCNOpPTHbIE areHTbl NO3BOIAOT MHTerpupoBaTb Dr.Web B npouecc 06paboTkm 31eKTPOHHOM
MOUYTbl, B YAaCTHOCTW, A1 NPOBEPKM COOBLLEHNI Ha BUPYChI 1 CNam.

Mpw Mcnoib3oBaHWMM TPaAHCMOPTHbIX areHToB Dr.Web nposepseT Ha BUpYCbl 1 cnam TOJIbKO MUCbMa,

NpUHUMaeMble cepepoM Mo Npotokoay SMTP (npu Haanumm aMLeH3nn «<AHTUBUPYC + AHTUCTIAM»).

6.3.1. TpaHcnoOpTHbIE areHTbl aHTUCNamMa

TpaHCNopTHbIEe areHTbl aHTUCNaMa pearvpytot Ha SMTP-cobbiTve OnEndOfData, cootBeTcTBYHOLLIEE
OKOHYaHWMIO NpoLecca NnoJslyYeHns cepBepoM COAEPXKMMOro n1McbMa.

Mncemo Cpasy BbIBOANTCA M3 NPOBEPKN Ha CNaM U NMPU3HAETCA YNCTbIM, eCin:

e JOMEH aZpeca OTnpaBuTeNs NMCbMa NPUCYTCTBYET B CMINCKE 3HAYEHWIN NepeMeHHOM
TrustedDomains;

e aJpec OTNpaBUTENs NMPUCYTCTBYET B CNUCKE 3HaUeHW nepemeHHon SpamTrustedEmails.

B oTamume ot 6enoro cnvcka AHTMCNamMa, KOTOPbIA GOPMUPYET NOAUTUKY NMPUMEHEHUS UCKIOUYEHWI
C YYETOM aZpecoB OTNpaBuTENEN 1 NoyYaTeNent (B YaCTHOCTW, eCIn OTNpaBUTEb U NOyyYaTesb
HaxoAATCA B OZAHOM JOMEHE 1 afpec OTNPaBUTENsS HAXOAMTCA B 6eNOM CrMCKe, TO NMUCbMO BCe
pPaBHO MOXET ObITb MPU3HAHO CNamom), nepemeHHble TrustedDomains n SpamTrustedEmails
6e3yCNOBHO MCKAKOYAOT MUCbMO M3 MPOBEPKU Ha cnaM. MNostomy npuberatb K J06aBAEHNIO

PykoBoacTBO agMuHUCTpaTopa
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AOMEHOB 1 apecoB B CMNCOK 3HAYEHWUI JaHHbIX MePEMEHHbIX PEKOMEHAYETCA TONbKO B C/lyyae
KparHen HeobXoAMMOCTH, a B OBLLEM Cyyae UCMoAb30BaTh Hesbli cnncok KoHcoan Dr.Web
Administrator Web Console.

Ecav gomeH nam agpec otTnpaBuTeNs He OTHOCUTCA K AOBEPEHHBIM, MMCbMO MOMeLLaeTcs B 0bLLyto
ouepeab Ha NpoBepKy. B pe3yabtate NpoBepKyM, ecv NMCbMO NMPU3HAHO CMaMOM, OHO MOXKET bbITb
yAaneHo, 3ab/I0KMPOBaHO, NepeHanpaB/IeHO Ha APYron NOYTOBLIN ALLUKK, MOMeYeHo, Kak Junk
email, nam B Temy coobuyeHus gobasneH npedukc. Bce atn cobbiTna dukcmpyroTcs B pasgene
cobbiTnii Beb-koHCONM AgMUHUCTpaTOpa M B XKypHasie cobbiTui cepBepa.

Ecam nucbmo yaansaetca kak cnam uian 610KupyeTcsa Kak HeCOOTBETCTBYOLLLee nNpaBmaamM
bunbTpaL K, TPAHCMOPTHBIW areHT AMbO pa3pbiBaeT COeMHEHME C KIMEHTOM, IMbo dopmupyert
oTeeT RejectMessage cneaytowero cogepxxanua: Dr.Web AntiSpam Agent: Message was
rejected as spam. BbibpaTb, kakoe UMEHHO AeNcTBME ByAeT BbIMOAHATHCA, MOXHO MPW MOMOLLM
AZMUWHMCTPATUBHON KOHCcoM CMS. B ntobom cnyyae NMCbMO He JOXOAUT A0 MOJyyaTenen.

Ecam nucbmo nepeHanpaBaseTcs Ha APYron MOYTOBLIN AWLMK UM NoMeYaeTcs, kKak Junk email, k ero
3aro/loBKy f06aBnfeTcs AOMNONHUTENbHbIV Cy>KeOHbIN 3aronoBok X-header.

[na nepeHanpaBasemoro nucbMa gobasnsetcs 3aronosok X-DrWeb-RedirectTo, B 3HaueHun
KOTOPOro yKa3blBaeTcs afpec HOBOro noJjy4aTens. ITOT 3aro/OBOK NpesHa3HaueH Ans
aHTUBMPYCHOTO TPAHCMOPTHOTO areHTa, KOTOPbIN NOC/Ie NPOBEPKM NMUCbMa Ha BUPYCbl U MPU3HaB
€ro UnMCTbIM, yAansieT BeCb CMNUCOK UCXOAHbIX MOayYaTenei CoobLeHNs, 3aMeHMB UX Ha ajpec,
yKa3aHHbIM B 3arosioBke. [1pn 3TOM NcbMO He ByzeT noayyYeHo UcXoaHbIMK agpecatamu. [ncbmo
ByseT AOCTaBAEHO UCXOAHBIM MOJlyYaTessiM, eCiM OHO NMoMeyeHo Kak Junk email. B aTom cnyyae B
coobueHne pgobasnsetca 3aronoBok X-MS-Exchange-Organization-SCL, B 3HaueHMn KOTOpOro
yKa3blBaeTCs UHAEKC HEAOBEPUA MUCbMY. TOT 3aroJI0BOK NOHUMAOT NOYTOBbIE KAneHTbl Microsoft,
a Takxke cam no4toBbIn cepBep Microsoft Exchange Server. Ecam 3HaueHme nHaekca 6osblie 4, HO
MeHbLLe 7, MOYTOBbIE KJMEHTbI MO/b30BaTENe CMOTYT NepemMeLlaTb Takoe coobLLeHVe B nanky
Junk (ecv oHM NpaBMABHO HAcTPOEHbI). BadXkHO OTMETUTL, UTO €C/IM 3HaYeHMe MHAEeKCa NPeBbILLAeT
7, MUCbMO MOXKET BbITb OTKJIOHEHO TPAHCMOPTHOM CUCTeMol camoro cepepa Microsoft Exchange
Server.

[lobaBneHne npedurkca B TeMy NcbMa, MPU3HAHHOTO CMAaMOM, HUKaK He B/IMSIET Ha €ro J0CTaBKYy.
Monyyatenm MoryT camu HaCcTPOWTb NpaBuaa 06paboTKm NUCEM C TakKMM NPedUKCOM AN CBOETO
MOYTOBOTO KJMEHTA.

6.3.2. AHTMBUPYCHbIE TPAHCMOPTHbIE areHTbl

AHTMBUpPYCHbIE areHTbl pearvpytoT Ha SMTP-cobbiTve OnSubmittedMessage, cooTBeTcTBYIOLLEE
MOCTaHOBKe B ouepeab 06paboTkm TpaHCMOPTHOM CUCTEMO cepBepa. Hukakme UckatoueHus ans
nMcemM 13 06paboTKM 3TUM areHTOM He NpPeAyCMOTPEHbI.

Ecav agpec otnpaButens nMcbma NPUCYTCTBYET B CINCKE 3HaYeHU nepemMeHHon TrustedEmails,
MUCbMO CpPasy BbIBOAUTCA U3 LiMKAA NMPOBEPKM Ha BUPYChI 1 CMaM 1 MPU3HAETC YMUCTbIM.

PykoBoacTBO agMuHUCTpaTopa
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Limkn npoBepkM aHTUBMPYCHOTO areHTa noApasyMeBaeT NocieAoBaTeNbHYH NPOBEPKY Ha BUPYChI
Tena NMcbMa v BCex ero BAOXeHUN. IHGMLMpoBaHHOE MMCbMO MOXeT BbITb yAaneHo,
3ab10KMpOBaHO MM NepemelleHo B KapaHTWH (415 Nofo3puTenbHbIX 0O6BbEKTOB Takxke
npesycMOTPeHa BO3MOXHOCTb MPOMYCTUTb UX, HE MPUMEHAA K HUM HUKaKMX AeNCTBUIA). Bce aTn
cobbITMa duKcnpyroTca B pasgene cobbituii koHcoam Dr.Web Administrator Web Console n B
XypHane cobblTuin cepBepa.

Ecam ana nHGMUMpOBaHHbIX O6BEKTOB HACTPOEHO yAaneHve, Nocie 06HapPY>KEHUA NEPBOro
MHOULIMPOBAHHOTO 06beEKTa LKA CKaHMPOBAHWA BAOXKEHWUIM NPEPbIBAETCA, U B TPAHCMOPTHYHO
CUCTeMy cepBepa MocblNaeTcs cobbITUe Ha yaaneHne nucbMa. CobbiTvs yaaneHns GUKCMpyoTcs B
pasgene cobbitnii kKoHcoam Dr.Web Administrator Web Console v B xypHase cobbituii cepBepa, HO
HW OTNPaBUTENN, HW MOJyYaTeNN He YBEAOMAAIOTCA 06 yaaneHun nucbMa. ITo Hanbosee BbICTPbIN
cnocob peakuum Ha UHdeKL MK, ogHako, 6onee 6ezonacHbIM CNOCOH60M 06PabOTKM C TOUKMN 3peHUs
BO3MO>HOW NOTEPW AaHHbIX ABASAETCA NepeMeLLeHne 3apaXKeHHbIX 06bekToB B KapaHTuH. Kpome
TOro, ec/I Ha cepBepe noaaep>xuaerca npotokon EWS (Exchange Web Services), cywectsyert
BO3MOXHOCTb C NOMOLLbO KoHcoan Dr.\Web Administrator Web Console nau koHconn Dr.Web
CMS Web Console HacTpouTb OTNpaBky YBEAOMIEHWIN Ha ONpPeAEeNeHHbIA NOYTOBbIN ajgpec ANs
KaXXAoro cayyas yaaneHus MHOULMPOBaHHbIX MUCEM.

Ecam BnoxkeHne 6aoknpyetcs, kak HECOOTBETCTBYHOLLee NpaBuaam GuabTpauum, 1 ana
MHPULIMPOBaHHbIX O6BEKTOB HAaCTPOEHO nepemelleHne B KapaHTvH, Bce MHOULMPOBaHHbIE NV
3a610KMPOBaHHbIE BIOXKEHMS B MCXOAHOM COOBLLEHNN 3aMEHAOTCA BNOXKEHHBIMY TEKCTOBBIMU
dannamu, onUcbIBarOWMMIN NPUUNHY YAANEHWUSA BAOXeEHMS. [lanee, B OUMLLEHHOM NUCbMeE
npoBepsetca Haanuve 3aronoska X-DrWeb-RedirectTo, noctaBaeHHOro TpaHCNOPTHLIM areHTOM
aHTVCMama, U ec/in Takol 3arosI0BOK He HaWZleH, MMCbMO AOCTaBAseTca noayyatenam. Ecam xe
MUCbMO AOJIKHO ObITh NepeHanpaBaeHO, KaXAoMYy NoJlyyaTesto NMcbMa OTnpaBaseTcs
yBegomaeHve SmtpResponce cnegyroutero cogepxanuns: «<Dr.Web AntiVirus Agent: Message
was redirected as spam.». [1pu 3T0M, NMCbMO 6€3 MHPULMPOBAHHbIX BNOXEHWI OTNPaBAAETCA MO
aApecy, ykasaHHOMy B 3HayeHumn 3aronoska X-DrWeb-RedirectTo.

PykoBoacTBO agMuHUCTpaTopa
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6.4. Cny>x6b1 Dr.Web

PaboTty Dr.Web obecneumBatoT ceMb OCHOBHbIX C1y>6 (cepBMCOB):

e Dr.Web CMS — nogaep>xu1Baet pacnpeaeneHHyto cucteMy ynpaB/ieHns KOMMNOHEeHTaMu
NPWNOXKEHWS, peannsys OCHOBHOMW QYHKLIMOHAN NO KOHTPO0 paboToCnoCcobHOCTM OTAENbHbIX
MoZyNen 1 nx GyHKLNOHaNbHYO AnarHoctuky. CepBuc noaaepxmBaet 6a3y AaHHbIX HaCTpOek
KOMMOHEHTOB MPUNOXKeHMs, 6a3y COBbITUM N OTCNEXMBAET CTaTUCTUKY paboymx NapamMeTpoB
KOMMOHEHTOB.

e Dr.Web CMS Web Console — coaep>ut BCTPOEHHbIN BEO-cepBep, NPEA0CTaBAAOLLLNIA
BO3MO>HOCTb 3anycka agMUHUCTPATMBHbIX KOHCOIE NpUAoXeHWs B bpay3epe.

e Dr.Web for MSP Component Host — vHcTaHUMpyeT B cebe BCe 3anpaluvBaeMble B NpoLiecce
paboTbl BCNOMOraTe/ibHble KOMMOHEHTbI MPUNOXKEHUS.

e Dr.Web for MSP Scanning Service — nogrotaBinBaet 06beKTbl, NepexBayveHHble GuabTpamu
NPWIOXKEHWS, K MPOLLECCY aHTUBUPYCHOTO CKaHUPOBaHWs, a Takxke obpabaTbiBaeT NoayYeHHble
pe3y/bTaThl

e Dr.Web for MSP Requests Queue — noazep>vBaeT aCMHXPOHHYH o4Yepesb 3anpocCoB Ha
BbINOJIHEHWE 33JjaHNI NPUNOXKEHNSA, LOMYCKAOLLMX OTNIOXKEHHOE BbIMOJHEHME.

¢ Dr.Web Scanning Engine — cogep>xvt agpo aHTuBupycHoi cuctembl Dr.Web.

e Dr.Web SSM — koHTpoanpyet paboTty npunoxxeHunin, paboTaroLmx Ha naathopme CMS, n
OTBeYaeT 3a nepesanyck OCHOBHbIX CyXO.

Cnyx6bl Dr.Web Scanning Engine, Dr.Web CMS n Dr.Web SSM 3anyckatoTcs cpa3y nocne
yCTaHOBKM NpunoxxkeHms. OctanbHble cy>Obl 3anyckaroTcs N0 Mepe BO3HUKHOBEHMS
HEOBXOANUMOCTN B UX UCMOJIb30BaHUN.

& Mpw nepe3anycke cny>K6 BPyUYHY BaxKHO cob/t04aTh NpaBUIbHbIV NOPAAOK OCTaHOBKM

: cnyx6 Dr.Web CMS 1 Dr.Web SSM 13-3a ycTaHOB/IEHHbIX 3aBUCUMOCTEN MEXAY HUMU:
HeobXxoAMMO CHauana ocTaHoBUTL cyX6by Dr.Web SSM, a nocne Hee Dr.Web CMS.
Mocne Toro kak 0be cay>6bl 6yayT OCTaHOBAEHBI, AOCTAaTOYHO 3anyCTUTb CAYX6y
Dr.Web SSM, yepe3 HekoTopoe Bpemsi NPUIOXeHWe B LieJIoM NpuaeT B paboyee
COCTOAAHVE aBTOMaTUYeCKMN.

PykoBoacTBO agMuHUCTpaTopa
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7. Konconb Dr.Web Administrator Web Console

PaboTta Dr.Web moxet 6bITb HacTpoeHa ¢ nomMoLbto KoHcoan Dr.Web Administrator Web Console

(cm. PucyHok 1).

3anyck KoHconu koHconn Dr.Web Administrator Web Console

i'i [na koppekTHol paboTbl koHcoam Dr.Web Administrator Web Console Heobxoanumo
: MCrnoab3oBaThb Ciegyrolme bpaysepsbi:

e Internet Explorer 11 nnau Bbiwe;
e Chrome;

e Microsoft Edge 20 nau BbliLe.

Kpowme TOro, ans koppektHo pabotbl koHconu Dr.Web Administrator Web Console B
6pay3epe Internet Explorer TpebyeTca pa3pelwnts ncnoab3oBaHune TexHonorum AJAX,
OTK/IFOUUNB PEXMM YCUIEHHOM 6€30MacHOCTU A/if aAMUHUCTPATOPOB:

e B OC Windows Server 2003: B pa3gene MaHenb ynpaBaeHns -> YcTraHOBKa U
yAaneHue nporpamvm -> YcraHoBka koMmnoHeHToB Windows cHumunTe ¢adkok
Internet Explorer Enchanced Security Configuration v Haxxmute kHorky Janee.
3aTem HaxxmuTe KHomnky FoToBo.

e B OC Windows Server 2008: 3anyctute [incneruep cepBepa 1 Bbibepunte NyHKT
Hactpoutb koHpurypaumio ycmneHHon 6esonacHoctu Internet Explorer, nocne
yero BblbeprTe COOTBETCTBYHOLLYHO OMLMIO B pa3gene AAMUHUCTPaATOPbI.

e B OC Windows Server 2012: 3anyctuTe iucneruep cepBepoB, neperante Ha BKIaAKy
JlokanbHbIN cepBep 1 BbibepuTe NyHKT KoHdurypauma ycmneHHoin 6esonacHocTu
Internet Explorer, nocne yero BbibepurTe COOTBETCTBYIOLLYIO OMLMIO B pa3jene
AaMUHUCTpaTOPBI.

[Ansa 3anycka koHconm Dr.Web Administrator Web Console oTkpolite B 6pay3epe cieaytoLlyto
CTpaHuLy:

https://<Exchange Server address>:2080/exchange,

rae <Exchange Server address> — 310 IP-agpec cepBepa Exchange.

& [nsa poctyna k ctpaHuue koHcoan Dr.Web Administrator Web Console Heobxoanmo
BBECTU JlaHHble YYETHOWN 3anncn agMmuHucTpaTopa. [lo6aBuTb, U3MEHUTb UAN YAAANTb
y4yeTHble 3anncy agMUHUCTPATOPOB MOXHO € nomolubto KoHconb Dr.Web CMS Web
Console.

Mpw nepeom 3anycke koHconn Dr.Web Administrator Web Console ncnonb3yiite
AaHHble YUETHOM 3anuncu No yMoNYaHuIo: UMs Nonb3oBaTens root 1 naposb drweb.

PykoBoacTBO agMuHUCTpaTopa
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Ecam He yaaetcsa otkpbiTb Dr.Web Administrator Web Console Ha yaaneHHOM
KomnbloTepe, ybeantecs, uto ans bpaHamayspa Windows co3saHbl He0b6XxoAVMble
pa3peluatolyme npasumia.

el
35:DrWEB®
ana Microsoft Exchange Server ?
¥ [&] Npoduamn E‘ TIpodumun
» [E5] Profilel
» [i=| Default @ l'pynrm
¥ [ rpynnu -
& croupt ﬂ Veemomterna
& Yeegorneris
CraTucTika
@ Cobrman E CrarucTHKa
KaparTis — B
& JonoNHUTENEHBIE HACTPOMKK Cobarrt
(5]
e @ KapaaToa
@ JlomoTHHTETBHEIE HACTPOHKH
PucyHok 1. Dr.Web Administrator Web Console
Wutepdeiic

Dr.Web Administrator Web Console coctout n3s aByx yactei:

1. AEPEBO KOHCOU, UCnoabsyemMmoe Ana HaBurauum no pasgeiam Hactpoek nporpamMmmebl.

2. Ob6nacTb cBEAEHUI, B KOTOPOW OTOBPaXKaroTCA HAaCTPOMKN BbIBPaHHOTO B AaHHbIA MOMEHT
pasfena v B KOTOPOU UX MOXKHO U3MEHATb.

B BepxHel yactv 0baacTu CBeAEHUIN HaXoAMTCa onums cMeHbl a3bika Dr.Web Administrator Web
Console. Bbl MoxkeTe BbIbpaTb PYCCKUI, aHIMACKUIA nam dpaHLy3ckuin A3bik. Kpome Toro, cnpasa
OT onuuMn Bbibopa A3bika HAXOAWUTCA OMLUA BbI30Ba CIPABKMW.

AAMUHUCTPUpPOBaHMe

MpesycMOTpeHbI caeaytoLime ypoBHM AocTyna Kk koHcoam Dr.Web Administrator Web Console:

® C BO3MO>XXHOCTbHO M3SMEHEHUA HAaCTPOEK;

e 6e3 BO3MOXXHOCTM M3MEHEHUS HaCTpOeK.

YcTaHOBUTb YPOBEHb JOCTYMa MOXHO Npu A06aBaeHnr HOBOM yYETHOW 3anncK agMuHMUCTpaTopa.

PyKoBOACTBO agMUHVCTPaTOpa
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KoHconb Dr.Web Administrator Web Console

7.1. F'pynnbl u npopunnm

[na ynpolieHns opraHmsanmm aHTMBMPYCHOM 3awwmTbl cpeabl Exchange B Dr.Web peannzoBaHa
BO3MO>HOCTb CO3/,aHUNsA FPYynn KJAMEHTOB U NPUCBOEHUSA UM OnpeAeneHHbIx npodunen. NMpodunb
npeacTaBaseT cobon Habop HacTpamBaeMbix MapamMeTpoB 06paboTkM COOBLLEHMI, OT KOTOPbIX
3aBUWCUT TO, KaK MMEHHO ByaeT oCyLLecTBAATLCA 3alumTa cpesbl Exchange. Hactpoiiku npoduns
HaxoAATCcsA B pa3gene gepea koHcoam Dr.Web Administrator Web Console Mpodwunn, kotopbliit
paszfeneH Ha cresytoLe NoApasaens:

e CKkaHVpOBaHVe — B laHHOM pa3zesie Bbl MOXeTe HaCTpOWTb paboTy Ballero OCHOBHOTO
KOMMOHeHTa 0bHapy>KeHWs BUPYCOB;

e AHTMCNaM — B JaHHOM pa3zene Bbl MOXeTe HacTpouTb paboTy AHTUCNaMa (HaCTPOVKU B aHHOM
pasgene AOCTYMHbl TOAbKO MPW HAINYMKN BEPCUM «AHTUBUPYC + AHTUCMaM», T.e. B TOM Cayyae,
€C/IN Y Bac eCTb COOTBETCTBYHOLLMM KtOUeBOMW Paiin (CM. JINLLEH3NOHHbIV KAoYeBOr daiin);

° CDI/IJ'IbTQaQ,I/IFI — B A4aHHOM pa3jene Bbl MOXXETe CO34aTb NnpaBwWia 4NA q)manpau,mm 3NIEKTPOHHbIX
nmcem.

Jlroboi Npodunb MOXHO Ha3HaAUMTb FPyMne KAMEHTOB. DTN rpynnbl GOPMUPYHOTCA B pa3zene
Aepea koHcoav Fpynnbl.

7.1.1. Co3paHue n HacTpoMka npopunen

B npouecce yctaHoBkn Dr.Web aBToMaTnyecku cosgaet ctaHaapTHbin npoduas Default, koTopbin
HeNb3s yAaUTb UK NepenMeHoBaTh. ITOT NPoduab ByaeT NPUMEHSATLCA KO BCEM MUCbMaM, NoKa
Bbl HE CO3AaANTe APYrov Npoduab 1 He Ha3HauuTe ero onpeAeneHHOW rpynne KaneHToB. Mpwu
CO3/,aHNM HOBOTO NPOdUAsA €ro napameTpbl MPUHUMAKOT TEKYLLIME 3HAaUYEHUS HaCcTPOEeK
CTaHAapPTHOro Npoduas.

[ns ynpaBaeHus CyLLecTBYHOLWUMUN NPOPUASMU N CO3LaHMSA HOBBIX NeperanTe K 061acTn CBeAeHUM
pa3zena Mpodpunwn, Bbibpas nyHkT Mpodpunm B sepese koHcom Dr.Web Administrator Web

Console (cm. PucyHok 2).

Coagate npodmne | MepeumeHoBate npogine | Yaanute npofuns |

Profile1 + -
Profile2 + - \l’
Default + -

PucyHok 2. Paspen Mpodpunnn

Ans kaxgoro npoduns B Crncke CoAep>KUTCA Takxke MHGOPMaLLMA O ero HacTpoiKax, a mpruopuret
npoduns onpesenseTcs B 3aBUCUMOCTM OT €ro NosIoXeHus B Tabamue.

PykoBoacTBO agMuHUCTpaTopa
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KoHconb Dr.Web Administrator Web Console

Y1061 CO3AaTh HOBbIV Npodpu/b

1. Haxmure kHonky Co3patbh Npodunib, pacnosioXEHHYHO Haj, CMIUCKOM CYLLLECTBYHOLLIUX
npoounen.

JInbo, ana cospaHns HOBOro NPoduas WeaKHUTE NPaBov KHOMKOM Ha nyHkTe Mpodpuan
B AlepeBe KOHCoN U BblbepnTe Co3aaTb NPoduIb B NOABUBLIEMCA KOHTEKCTHOM
MEH!O.

2. B oTkpbIBLIEMCA OKHE BBeAUTe MMA Npoduasa. HoBbin Npoduib NOABUTCA B AepeBe KOHCONN NMOZ
nyHkToMm Mpodunun. Ecam npodunb € TakuM e MMEHeM YKe cyLLecTByeT, Npoduab co3aaH He
byaer.

Y106bI N13MEHUTL UMA Npoduns

BbI6epuTe Hy>KHbIV NPOGUb B CNNCKE, PacroNoXXeHHOM B 06aactv ceegeHunii paszgena Mpodunn, n
HaxxmwuTe kHornky MepeMmeHoBaTb Npodunb;

Uro6bI yaanutb npodpunb

BbibepuTe ero B cnuncke, pacrnosoXeHHOM B 061acTv cBegeHuii paszgena Mpodunn, n Haxmute
KHOMKY YAaanutb npopunb.

JInbo, uTobbI yAANNTL MAN NepenMeHoBaTb NPOdWb, LLIENKHUTE NPaBO KHOMKOW Ha
MMEeHW 3Toro Npodusa B fepeBe KOHCOM 1 BbibeprTe COOTBETCTBYIOLLMI MYHKT B
NMOABMBLLEMCS KOHTEKCTHOM MEHHO.

o yMOIYaHWIO HaCTPOWKM CO34aHHOTO Npodunsa byayT TaKUMUM Xe, KaK HaCTPOMKM CTaHAAPTHOTO
npoouna.

YT06b1 U3MEHUTb HACTPOIKU Npoduns

Bbibepute nmsa npoduns B gepese koHcoam Dr.Web Administrator Web Console 1 nepeigute
XenaemoMmy pasgeny: CkaHmposanve, AHTUCIam Wan PuabTpauma.

7.1.1.1. Npuopurter npodpuna

Y kaxgoro npodwns ectb onpeseneHHbI ypoBeHb NPUOPUTETA, Ha3HaYaeMblli aMUHUCTPATOPOM.
B cnyuae eciv KNIMEHT COCTOUT B HECKOJ/IbKMX FpyMnaX, KOTOPbIM Ha3HayeHbl pasHble Npoduan, npu
06paboTke cOOBLLEHNA, MONYyYAEMbIX UAN OTNPABASEMbIX 3TUM KJIMEHTOM, ByAeT Ncnoab30BaH
npodub ¢ HaMBONbLUNM YPOBHEM MpUopUTETa.

MpuopwuTeT Npoduns n3meHseTcs B obnact ceepeHnin pasgena NMpodpunm nepemereHnem
CyLLecTBYOLWMX NpOoduaer BBEPX UAM BHU3 MO CNUCKY. [ns nepemelLeHns CyLLecTBYOLMX

PykoBoacTBO agMuHUCTpaTopa
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npodwnei ncnoabsyiite kHonkn ® 1 ¥ cnpaea ot cnuncka. Yem Bbille NPOPWIbL PaCNONOXEH B
Crncke, TEM Bbllle YPOBEHb €ro NpUopuTeTa.

CraHzapTHbIV Npodub Bcerga obaasaet camblM HU3KUM YPOBHEM MpUYoOpUTETa, U ero
: He/b3A MepemMecTUTb Bbllle HUXKHER CTPOKM B ClMcKe Npoduaen.

7.1.1.2. CkaHupoBaHue

Mpouecc ckaHMPOBaHWA HacTpamBaeTca B pasgene HacTpoek CkaHupoBaHue. V3meHeHne
napaMeTpOB B 3TOM pa3zesie BAMSET Ha TUMbl MPOBePsSeMbIX O6BEKTOB, a Cie40BaTebHO, Ha
YPOBEHb HaZLEXXHOCTV aHTUBUPYCHOM 3awunTbl. C ApYrori CTOPOHbI, YBEIMYEHWE Ynicaa TUMoB
06BEKTOB A5 MPOBEPKN MOXKET MPUBECTU K CHUXEHNIO MPOM3BOAUTENBHOCTM CepBepa.

YT06bI HaCTPOUTbL NapamMeTpbl CKAHUPOBaHMUSA

1. Bbibepute nyHKT CkaHMpOBaHMe A1 HacTpavBaeMoro npoduna B fepese koHcoam Dr.Web
Administrator Web Console. Otkpoetca o6nactb cBeAeHWN A8 HACTPOMKIN CKaHUPOBaHMA (CM.

PucyHok 3).

S
357 DrWEB® ,

* nnsMicrosoft Exchange Server

¥ @ EXCH2013
v [E] Npodunn ¥ BRT:0MHTE 3EPHCTHYECKHT AHATHIATOP Bpenx omuzammi (c) 1200
¥ [i=|Profile 1

| =
@ Myorcpmms ot s apmma

@ AwTucnam ¥ TIpoBepats KoHTeHHEpE!
F ounuTpauma
» [&=| Default
> g rpynnel [ TTorenumansHo onacHbe Mporpase!
&l Yeenomnenns
CTaTucTixa

¥ PacemaTpHBATE ApXHEH C TAPOIEM EaK TOBPEAICHHBIE

r— BpegosocHsle nporpasyer
() PexstaMmEIe mporpanmsr

[ TIporpasnsr aozzoma [ IporpasyEr-my TER

CoBemng [ TIporpase: B310Ma
& Kapanmin
& HononHuTenbhbie poii r— Jefictena
@ Bepans
14 zapakeHHBIX 0O0BEKTOR 114 Mo03pHTETBHEIX OOBEKTOR
Mepemelyath 8 KapaHTUH v Mepemewath & KapaHTuH v
r—apameTps! B10: daft108
Cydmme mem a1 infected b \

Maxpoc WA npunoxeHua v Berasuts ‘

XFEFFX%DataType¥® ¥FileMame¥ was infected with a virus and has been ¥ScanAction% by
#ApplicationName®. NewlLinek%Newline®Viruses :%NewlineX%Viruses

Cogepaanoe daiina

CoxpaHnTs

PucyHok 3. Pazgen HacTpoek cKaHUPOBaHUA

2. o yMOnYaHWo BKAKOUEHbI 3BPUCTMYECKUI aHanm3aTop, NpoBepka GannoB B NPUKpPenIeHHbIX
apxuBax v NpoBepKa KOHTeMHepOoB. TO obecrneurBaet 60ee HafexXHYHo 3aLLnUTy, HO NPUBOAMUT
K HEKOTOPOMY YMEHbLLEHWIO NPOU3BOANTENBHOCTY cepBepa. YTOObI OTKAOUUTD 3TN PEXMMBI,
CHUMUTE pnaxkk Bkarouutb 3BpucTuueckuii aHanusarop, NMposepatb ¢aiinbl B apxusBax v
MpoBepATbL KOHTEWHEPbI B BEPXHEN YacTh 0baacTu cBefeHun passena CkaHUpoBaHue.
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' OTkNtoYaTb 3BPUCTUYECKUIA aHaNnM3aTop U NpoBepky GaiaoB B NPUKPENIEHHbIX
apxuBax He pekOMeHAyeTCs, Tak Kak 3TO NPUBEAET K CYLLLECTBEHHOMY CHUXKEHWUIO YPOBHS
HaZe>XHOCTU aHTUBUPYCHOM 3aLLMnThI.

PAaaoM ¢ aTumu pnaxkkaMu HaxoAUTCA NoJe BBOAA A1 BPEMEHMN OXUAAHUA Ha CKaHUMPOBaHWe
ofHoro daina. Eciv npu nposepke daina Bpems oXugaHns UcTekno, dainn cuntaetcs
noBpexzaeHHbIM. o ymonuyanumto 3agaHo 1200000 mc. Mpu HEOBXOAMMOCTM Bbl MOXKETE
N3MEHWTb 3TO 3HaYeHwe.

®naxxok PaccmaTtpuBaTh apXmuBbl C NaposieM KaK NOBpeXAeHHble onpejenset, byaer m
nporpaMma UrHopMpoBaTb TakMe apXmBbl N MPUMEHSATb K HUM AeUCTBUS, 3aZaHHble A
3apaxkeHHblx 06bekTOB. TuMNbl 06BEKTOB, KOTOPbIE ByAyT paccMaTpPMBaTLCA Kak MOBPEXAEHHbIE,
MO>HO yKa3aTb Npu NoMoLLm koHcoam CMS.

B rpynne HacTpoek BpeaoHOCHbIe MporpamMmMbl Bbl MOXETe yKa3aTb TWMbl BPEeLOHOCHbIX
06beKToB, KOTOpPble CleAyeT UCKaTb B MMCbMax. [lna 3TOro ycraHOBMUTE COOTBETCTBYHOLLNE
dnaxkn. K BbibpaHHbIM NporpammMam byaeT NPUMEeHATLCA AeACTBUE, YCTaHOBAEHHOE ANs

3apaXkeHHbIX 06BbEKTOB.

B rpynne HacTpoek [LercTBUA yKaxnTe XeNaemble JeNCTBUA A 3apaXKeHHbIX U
NoA03puUTe/bHbIX 06BEKTOB, UCMOJb3Ysi COOTBETCTBYHOLLME BblNaZaroLLne CrcKn. Bbl MoxkeTe
BbIOpaTh OAHO W3 CNeAYHOLLNX AENCTBUIA:

e MNepemelaTb B KapaHTUH. Teno Nvcbma ByAeT NPOMyLLEHO, @ BJOXKEHHbIN $alin OTNpaBeH B
KapaHTWH (cM. PaboTa ¢ kapaHTMHOM).

e Ypanutb. ObbekT byseT yaaneH.

e Mponyctutb. [cbMO ByAeT NPONyLLEHO M HaNpPaB/AEHO MOAyYaTento (4eUCTBNE JOCTYMHO
TONbKO ANA NOAO3PUTENbHBIX OOBEKTOB).

e ApxmBMpOBaTb. 3apaKeHHbIN BAOXEHHbIV dalin byaeT neperMmeHoBaH B inf*.tmp, rae * —
NPOM3BO/IbHbIN HABOP CUMBOJIOB, 1 3anakoBaH B zip-apxwvBe. [pu 3ToM konusa dalina byaet
nepemMelleHa B KapaHTUH. [aponb A8 JaHHOrO apXuBa, a Tak>kKe MakKCUMasbHbI A0MYCTUMbIA
pa3Mep apxMBMpyeMoro daina, MOXHO yKa3aTb B pasgene [onoHUTeNbHbIE HAaCTPOVKM.

i'i Mo ymonyaHuio Ans BCex TMMOB 06BbeKTOB BbibpaHo gencTBre Mepemeliatb B
e KapaHTUH.

B rpynne HacTpoek MapameTpbl BOXKEeHHbIX paliNoB Bbl MOXETe N3MEHUTb CyPPUKC MMeEHM
daina, KOTOPbIN NpuaaraeTcs K NMMCbMy Moc/e TOro, Kak NMporpaMma COBEPLUNT HaZ HUM
BbIbpaHHOe aerictBre. B none Cogeprkmmoe Ppaiinia MOXHO M3MEHUTb COAEPXKUMOE
NPWKpPEenIeHHOro TeKCToBOro daina. MNpu peaakTMpoBaHMM TeKCTa Bbl MOXETE UCMNO/Ib30BaTh
mMakpocsl. [lna nobaBneHns Makpoca BbibepuTe ero B cnvcke Makpoc 1 HaxXMuTe KHOMKY
BcraButhb.

Haxxmute kHonky CoXpaHUTb, KOTAa 3aKOHYMTE M3MEHATb HaCTPOMKM NapaMeTpoB
CKaHVMPOBaHwus.

PykoBoacTBO agMuHUCTpaTopa
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7.1.1.3. AHTCcnam

MNepes Hauanom NPoBepkn COOBLLLEHMS Ha CNaM aHaM3MPYHOTCA agpeca noayyaTtenei u
OoTNpaBuTeNeN Ha NPUHAANEXHOCTb K YePHbIM 1 6enbiM Cnnckam, KOTopble 3a4atoTcsA B pasgene
AHTMCnaMm. 3aTeM OCyLLEeCTBAAETCA NPOBepKa TeKcTa cOObLeHMs NPY NOMOLLM KOMMOHEHTa
AHTUCNAM.

AHTMCNaM aHaAn3npyeT CoOAEPXNMOE INEKTPOHHbIX COO6LLI,€HI/1I?1 M Aenaet 3ak1io4YeHne O ToOM,

ABJIAKOTCA I OHM CNaMOM, Ha OCHOBE NoAc4yeTa pasMyHbIX NapaMeTPOB, XapaKTEPHbIX 414 CNaMa.

B 3aBMCMMOCTM OT pe3ynbTaToB aHaAm3a, KaxzaoMy nMcbMy NPUCBaNBAETCA Liesoe Yncio (score).
Yem 60/bLUE 3TO UNC/IO, TeM 6OJIbLLIE BEPOATHOCTb TOTO, YTO MUCbMO ABASETCA cnaMoMm. 3MeHsATb
MOPOroBOE 3HaUYeHWe A/ ONpPeAeNeHNs NPUHAANEXHOCTU NUCbMa K ClaMy MOXHO NpPUW NOMOLLM
koHcoav Dr.Web CMS Web Console.

ii MucbMa ¢ NOXKHbIMU cpabaTtbiBaHUAMY AHTUCNAMa CiesyeT nepechiiaTtb Ha ajgpec
: vrnonspam@drweb.com, a nMcbMa ¢ NPONyLEeHHbIM CNaMOM — Ha ajpec

vrspam@drweb.com.

PaboTta AHTCNama HacTpamBaeTcs B pa3gene Hactpoek AHTUcnam. OH AOCTyMneH TO/IbKO ANS
Bepcun «AHTUBMPYC + AHTMCNaM». Ecam Baww katoueBon dalin noaaep>XmMBaeT UCMo/ib30BaHMe
KOMMOHeHTa AHTUCNaM, TO GuAbTpaLMsa cnaMma fOJKHa ObiTb BKIOUEHA MO YMOAYAHWUIO (T.e.
[OJKEH ObITb YcTaHOBAEH $axok BkIIlOUMTb aHTUCNaM B BepxHeN YacTi 06aacTn cBeseHUi
passena AHTMCNam).

i'i Ecaun HacTpolikn B pa3gene AHTUCNAM HeZOCTYMHbI, TO CKOpee BCero Balla JIMLEeH3Ns

He Noaaep>XMBaeT KOMMNOHEHT AHTMCNAM (CM. JIMLIEH3NOHHbIN KitoYeBor dhai).

Yto6bl NPOBEPUTBL, NOAAEPXKMBAETCA N KOMMOHEHT AHTUCMaM BalLeil NNLEH3NEN,
oTKpoNnTe Baw katouvesor dann (bann drweb32.key, pacnonoxkeHHbIn B nanke %
ProgramFiles%\DrWeb for Exchange\) B TekcToBOM pegaktope v Hakaute B HEM
3HayeHune napametpa SpamfFilter. Ecan SpamFilter=Yes, To 310 03HauvaeT, YTo Bala
NNLEH3UA NOALEPXKMBAET UCMOb30BaHMe KOMMOHeHTa AHTucnam, ecam SpamFilter=No,
KOMMOHEHT AHTUCMaM He MoAJepP>XNBaEeTCH.

Jlroboe pepakTMpoBaHue KIHOUEBOro daina aenaeT ero HefencTButenbHbiM! Mosatomy
He coxpaHsWTe KntoUYeBol hana Npu 3aKpbITUN TEKCTOBOFO pejakTopa.

PykoBoacTBO agMuHUCTpaTopa
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Yr106bI HacTpoUTb paboTy AHTMCNamMa

1.

Bbi6epuTe NyHKT AHTMCNAM A1 HacTpanBaeMoro npoduns B gepese KoHcoam Dr.Web
Administrator Web Console. Otkpoetca obnactb cBeaeHnin pasgena AHTMUCRHaM (CM. PucyHok 4).

e~ ®
o;Dr.WEB
panaMicrosoft Exchange Server 2
v @ooe CE ——
¥ [E= profile 1 Tpedxc B Tene [*spPAM™ ] Anpec 3TeKTpoHHOH TOYTEL [ I
L) Cxannposarine
- Tomso e
5 dunsTpauma N
» [ Default MleficTere | [lobasnste npeduke 8 Temy v
» [E Mpynnu
& Ysenomnenms —Bosuoxmo cman
CramncTyixa
Cobran eiictene |[lobasnats npedukc & Temy -
) KaparTuu
@ flononyTeneKele HacTpofikIn — MaztoBeposTHO. TT0 crians
@ Bepns
JeiieTere | Jobasnats npeduke & Temy M
—Beerit i wepren emcrmn
¥ BrmownTs
AJpec MeKTPOHHO HOTTED |
Yepretii crmcox el crmcox
Lobasurs | [ DNobasums ]
spam@mail.com = *@trusted_domain.com =
friend@mail.com
Yaanuts Vaanuts |
Wunopt Skenopt
CoxpaHuTs
PucyHok 4. Pazpaen HacTpoek AHTUCNaMa
2. YTt0obbl OTKNHOUMTE AHTUCNAM, CHUMUKTE dnaxkok BkarounTb aHtTucnam. [puv 3TOM BCe

w

4.

HaCTPOWKM NapamMeTpOB KOMMOHEHTa AHTMCNAM CTaHyT HeAOCTYMHbI. YTO6bI BKAOUWTDL
bunbTpaLumio cnama, yctaHoBuTe Gaaxkok BkaroumTb aHTUCNaM.

B nose Mpedukc B Teme Bbl MOXKETE U3MEHUTb NPpeduKc, 4o6aBAsSEMbI B TEMY NUCbMa,
KOTOpOe Npmn3HaHO cnamom. o ymoa4vaHuto yctaHoBeH npedukc *** SPAM ***,

B nose Aapec 31eKTPOHHOM NOUTbI Bbl MOXETE 33/aTb apPec 31eKTPOHHOM NOoYThl, Ha
KOTOpbI ByAyT NepeHanpasaeHbl NUCbMa, ABAAIOLLMECH CMaMOM.

B nonsx HuXe Bbl MOXeTe 3aaTb AENCTBMSA NPOrpaMMbl MO OTHOLLEHNIO K COOBLLEHNAM B
3aBMCMMOCTM OT CTEMEHWN BEPOATHOCTUN MX MPUHAANEXHOCTM K cnamy (TouHo cnam, Bo3morkHo
cnam, ManoBeposaTHO, uTo cnam). /115 3Toro Bbibepute Xenaemble AeNCTBUS 13 BbiMajatoLLLnX
CMVCKOB A/l KaXKA0W KaTeropumm:

e flo6aBnatb npedukc B Temy. K Teme nucbMa byaet fobaBneH npedukc, ykasaHHbIA B noe
Mpedwukc B Teme;

o I'Iponycwrrb. Mncemo 6y,a,eT nponyLweHo n AoCTaB/IeHO NMoy4daTento,;

e Mepemeliatb B NanKy HeXxenaTeNbHOW NouThl. 15 coobuieHns fobaBaseTca cny>kebHbln
3aronoBok X-MS-Exchange-Organization-SCL, B 3HaueHVM KOTOPOro yKa3biBaeTca MHAEKC
HeaoBepua K NUcbMy. Ecin 3HaueHne nHaekca 6osblue 4, HO MeHbLUe 7, MOYTOBbIE KAMEHTHI,
AN KOTOPbIX YCTAHOB/IEHbI HEOHXOAMMbIE HACTPOMKM, CMOTYT NepemMelLaTb Takoe coobLLeHme
B Narnky HeXenatesbHON MNOYThI.

¢ MepeHanpaBnaATb. N1cbMO ByseT nepeHanpaBieHO MO ajpecy, ykazaHHOMY B noae Aapec
3/1IeKTPOHHOW NOUThI;

PyKoBOACTBO agMUHVCTPaTOpa
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e Bbnokunposartb. [lepegava nucbma byaeT 3abnoknpoBaHa.

6. B pa3ssene benblii n UepHbI CANCKK Bbl MOXETE HACTPOUTb MCMOJ/Ib30BaHMNE CMNCKOB
[OBEPEHHBIX M HEHaJEXHbIX aZpecoB:

e ycTaHoBUTE dnaxkok BkAKOUNTL, UTOObI BK/IOUUTL MCMO/Ib30BaHME CINCKOB. Bbl MoXxeTe
[06aBUTb aspeca, KOTOPbIM Bbl O0BepsieTe, B 6enblin cnncok. MincbMa ¢ JaHHbIX ajpecoB He
ByayT NpoxoAnTb MPOBEPKY Ha cnaM. Ecim Bbl fobaBuTe agpec B YepHbIV CNCOK, TO BCEM
nMMcbMaM ¢ 3Toro agpeca byaet npuceanBaTtbcs ctaTyc TOUHO cnam;

e yTObbI #O6ABUTL aApPEC, BBEAUTE ero B Nosie Aapec 3/IeKTPOHHOM NOUTbI, 3aTEM HaXXMUTe
kHonKy [lo6aBuTb B 6enbiii cnucok vy [,06aBUTb B UepHbIA CNUCOK A1 f06aBNeHNs B
HY>KHbIW CIMCOK;

e UTOObI YAaUTb aZpPecC U3 CrMCKa, BbIBepUTe ero B HY>XKHOM CMMCKE U HAXKMUTE KHOTMKY
Yaanutb u3 6en10ro cnucka Win YAaauTb U3 UepHOro Crucka;

e C NMOMOLLbIO KHOMOK JKcnopT 1 MMNOPT coxpaHuTe CNCKM B CrieLManbHbl Gainn ¢
pacwmpenmnem .Ist nan 3arpysute mx 13 daina. Bol MoXeTe co3gaBaTth U pesakTMpoBaTh
CMUCKM BPYYHYHO C MOMOLLbIO TEKCTOBOTO pesakTopa, Hanpumep, baokHoTa. B gaHHOM ciyyae
3/IeKTPOHHbIE aZpeca J0/KHbI YKa3blBaTbCsA C MPedUKCOM «+» (a1 fobaBaeHMs agpeca B
6enbli CNUCOK) UK «-» (ana 4o6aBaeHVs agpeca B YepHbIW CNCOK), HanpuMep
+trusted_address@mail.com n -distrusted_address@mail.com, a cam TekctoBbIV daiin
[0KeH BbITb cCOXpaHeH ¢ pacwmpeHvem .Ist B dopmare Unicode.

ili Bbl MOXeTe ncnonb3oBaTb NOACTAHOBOYHbI CUMBOA «*» BMECTO YacTu ajpeca
: (Hanpumep, 3anucb Buga *@domain.org o3HauaeT BCe agpeca B JoMeHe domain.org).

B HekoTOpbIx caydasx jobaBaeHWe foMeHa B Hesiblii CMNCOK Bbille YKa3aHHbIM
Ccnocobom MOXeT He cpaboTaTtb. YToObl NCKNHOUUTL TaKOM AOMEH U3 NMPOBEPKN Ha Cram,
HeobxoaMMO A06aBUTb ero B CMMCOK 3HauYeHnn nepeMeHHon TrustedDomains.

7. Haxmute KHOTMKY COXpaHMTb, Korga 3aKOH4YUTE N3SMEHATb HaCTpOIZKM AHTMCNama.

7.1.1.4. ®nnbTpauus

Dr.Web no3BonseT ncnosnb3oBaTth creumasbHyto cucteMy GuabTpaLmm A CHUXKEHNS Harpy3Kky Ha
NOoYTOBbIV cepBep. Hanpumep, B ciyyae cnam-aTaky, JVLLHWE NUCbMa BbIBOAATCA M3 TPAHCMOPTHOWM
CMCTEMbI CEpBEpPa A0 Havana UX MPOoBEPKMN Ha crnam uam Bupycbl. Ana addekTBHOM paboTbl
dunbTPOB HEOBXOAMMO 3aAaTb ONTUMaJbHbIM HABOP NpaBUA GUALTPALLIUWM, HE COAEpP KaLLMM
NPOTUBOPEUMBLIX U JIMLLHUX MPaBuL.

Mepes BbINONHeHVEM GUABTPALMN ONPeAeNseTcs rpynna, K KOTOPON NPUHAANEXUT OTNpaBUTE/b
nuceMa. Ecam oTnpaBuTenb NPUHAANEXMUT K OAHOM U3 CO3AaHHbIX FPYyM, K HEMY 6yAyT NpVYMeHeHbI
npasuna GuabTpaLmn, 3agaHHble B Npoduae COOTBETCTBYOLLEN rpynnbl. Ecin otnpaButens nucbma
HEe NPWHAANEXMWT HU K OAHOW U3 rpynn, ANs NcbMa ByayT NpUMeEHeHbl HaCTPOKN NPoduAs
Default. Takum ob6pazom, ecam HeO6Xx0AMMO, UTOOBI NPaBUNO PUABTPALUM MPUMEHANOCH KO BCEM
nMcbMaM OT OTNPaBUTENEN, He BXOAALLMX B FPYMMbl, CO3aiTe ero HacTponkax GuabTpaLum
ctaHgapTHoro npoduns Default.

PykoBoacTBO agMuHUCTpaTopa
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Ecav npodunb oTnpaBuTens He COAEPXXUT KakMX-NMBO OrpaHUUeHUin, 1 MMCbMO NPOXOAUT AasbLue,
onpezensetcs Npodwab, KOTOPbIA CleAyeT NPUMEHATb A5 ero AanbHenwen 06paboTkm B
3aBMCMMOCTM OT afpecoB noayyatenei. Kaxapln agpec 13 cnvcka noayyatenei byaer COOTHeCeH Co
cBoen rpynnoi (byab 1o rpynna AD nav cnvcok agpecoB), U AN KaXKAO0W 13 HUX ByAeT onpeseneH
COOTBETCTBYHOLWMNIA Npoduab HacTpoek. [nsa npuMeHeHus GuabTpauum byaeT BbibpaH Npoduib ¢
HanbonblWNM NproputeToM. Takum obpasom, ecam HeOHXoAMMO, YUTOObI ONpesAeneHHble
orpaHuyeHus pacnpoCTPaHAAMNCh Ha CO3aHHYH Tpynny noaydyaTtenel, To He cO34aBaiiTe Npasuna
bunbTpaymm ana Hee B cTaHgapTHOM npodune Default, a cospalite ana 31OV rpynnbl OTAENbHbIN
npopub.

& Ecnm HeobxoamMo co3aaThb creLmanbHble Tpynnbl NoayyYaTesiel, 48 KOTOpbIX He byayT

: [eVCTBOBATh HMKAKME OFPaHUUYEHNs, He CO3aBaiTe HUKaKMUX NpaBua GuabTpaLmm B
ctaHgapTHoM npooduie Default, nockoabky nMcbMo, 0ThUIBTPOBAHHOE B COOTBETCTBUM
C NpaBuaaMun Npodus oTnpasutens, ByaeT NCKIHOUEHO U3 JasibHellen 06paboTkm no
npoduasam nosyyatenein.

B nepByto ouepeab kaxgoe NnncbMo obpabatbiBaeTCs TPaHCNOPTHLIM areHToOM aHTucnama. Ha

AAHHOM 3Tane NPUMEHARTCA NpaBuaa GUAbTPaL MM K MMCbMY Kak K LiesioMy o6bekTy. OuabTpauums
OCYLLLECTBASIETCA MO KOAMYECTBY OTNPaBUTENEN, NoayYaTenel, TeMe, UACNy BAOXKEHWUM U T. 4. [Mocne
BbIMOJIHEHNA GUABTPALLIMM OCYLLECTBAAETCA Aa/lbHeNLwan NpoBepka HeOTGUIbLTPOBAHHbIX MUCEM Ha

cnam (cm. Cxemy 1).

BTOpbIM TPaHCMOPTHLIM areHToM Ha NyTV NCbMa ABASETCA aHTMBUPYCHbIV areHT. Ha gaHHOM 3Tane
NPUMeHSTCA NpaBuna GuabTpaLLmMm K NMMCbMy Kak K Habopy dainos, Npu 3TOM Teso NucbMa camo
paccmaTpumBaeTcs Kak dann. GuabTpaLumsa oCyLecTBASETCA NO pa3Mepy $GarinoB, UX UMEHaM,
pacwmpeHuam u 1.4. MNocne BbINOAHEHNA GUAbTPALLIMM OCYLLECTBAAETCA Aa/ibHelLas npoBepka
HeOTOUNbTPOBAHHbIX MUCEM Ha BUPYChl (cM. Cxemy 1).

PykoBoacTBO agMuHUCTpaTopa

37



T4

Pu)
&:

KoHconb Dr.Web Administrator Web Console | 38

! MS Exchange Transport |

OnEndOfData | onSubmittedMessage |
ETp | s [
b — ! —
| AzeHm aHmuUCTOMa ‘ | AHMusUpycHbIld azeHm ‘
OnpepeneHue npoduna ona GuasTpanmm OUALTPALUMA Mo Npodno
oTNpasuTenA OTNP3BMTENA
: v ~
DUNbTRAUMA No nﬁﬁdmnm OTNPaeuTeNA - -
] MMALTPALMA NO MpumeHAeTcA
) | ¢ | ~ ) npoduno AeicTBre M2 CMCKa
> . nonydatena Dedicreue Hap,
CnpeageneHune dainom B pazgene
npo‘b“nﬂ anAa I'IpHMEHHETCH | m“ﬂprﬂl.mﬂ
GUNLTPALWK LedcTEME U3 v —‘ %
nomyuaTens cnucka [ledcrene B, PV
H Mpoeepka Ha '
aA P P MNpHmeHAeTCA
- = coobeHnem e BMPYChI _
- OefcTEME, 380aHHOE
w | . pasgene |
DUNbTRAUMA No = DUALTPaLMA I - B pasgene
npodmio | b4 < b 4 CHaHupoBaHWe
nosyuyaTens ‘ I ~ el
b4 n
MpumeHaeTcA POACTIKEHNE
. obpaboTkn
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. | x | AHTHCNAM

Cxema 1. dunbTpauma nucemMm B TPaHCNOPTHOMN cucteme
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OunbTpauusa Tpadurka HacTpamBaeTcs B paszene HacTpoek npoduns dunbTpauusa (cM. PucyHok 5).
PaboTa ¢unbTpoB onpesenseTcs HA6OPOM NpaBus, KOTOPble MOXET A06aBAATb aZAMUHUCTPATOP.
MpaBuna 3agatoT yCioBUa ans GuabTpaLmMm No OCHOBHbIM CBOMCTBAM COOBLLEHUIA 1N UX BAOXKEHUN.

257 Dr.WEB®

° ans Microsoft Exchange Server

¥ i@ WS2008R25P1

¥ Bx
v [ Npobum ¥ BrowuTs HHIBTpaImo

¥ =) Default [~ @mTsTpEr
4 CxanupoBarmne _ -
® Anmvcnan || ITprvernTs npaenia k ornpasETeno ¥ [IpHMeHETE OpaBHIa K IOIVIATeIo
[Banosen T ownrp ———Swaveme |

[E rpynne

& Yeegomnenma

Cratucnka

CobbiTisA

KapaHTiH

@ [onenHuTeNsHbIe HAcTPoRKK
@ Beponr

ﬂuﬁaamh‘ Wamenuts | Yoanuts

r—IaparMeTpel IpHKPEILIEHHBIX BIOKSHIH

TeficTene HaZ coobmenmen | Yaanuts v | Mpedume B Tene |**’F|LTERED’*" ‘

JeticTere Han dainom ‘ Ynanute b | Cyddure mnvern daitta |_ﬂ|lered ‘

Maxpoc: Mma npunoxeHua v BeTaeuts |
XFEFFX¥DataType¥ %FileName¥ was filtered and now is ¥ScanAction®.
Cozepaantoe dafi1a
y
CoxpaHuTs

PucyHok 5. Pasaen HacTpouku ¢punbTpaumm

Ecnm Bbl paboTaete ¢ pa3zenom ®PunbTpaums B nNepsblin pas, CNcok npasua byaeT nycTbiM. Bbl
MOXKeTe co3zaTb M HaCTPOUTb NpaBuna GuUabTpaLLUm.

YT106bI HACTPOUTL PUABTPaLUIO COO6LLEHUI

1. Bkatoumte duabTpaymio, yctaHoBmB Gnaxkok BKAOUMTL GpUAbTpaLUIO B BEPXHEN HacTy
obnactv ceeseHuli passena Gunbrpaumsa. [1pyn 3ToM, HACTPOMKN B JaHHOM pa3jene CTaHyT
AOCTYMHBIMW.

MpaBuna GuabTpaLLMM MOTYT NPUMEHATLCA Kak 1 K OTNPaBUTENHO W MOayYaTento, Tak n anbo
TOJIbKO K OTNPaBUTENtO, IMOO TO/IbKO K MOJyYaTento.

Hanpumep, Bbl MOXeTe co3aaTb NPaBWIO, B KOTOPOM TeMa COODBLLLEHNS BKIKOYAET CIOBO
«Attention». Ecav Bbl yCTaHOBUTE 3TO MPaBWIO TOJIBKO ANA OTNPaBUTENS, TO Bbl HE CMOXeTe
OTNPaB/sATb COObLEHNsA CO CNOBOM «Attention» B TeMe nucbMa. Ecam Bbl ycTaHOBUWTE 3TO
npaBwUAO TONLKO A/ MOJlyYaTens, TO Bbl HE CMOXeTe NoJlyyaTb COOBLLLEHNS CO CIOBOM
«Attention» B Teme. Ecam Bbl yCTaHOBUWTE 3TO NPaBUAO ANA OTAPaBUTENS U AN NOJyYaTens, TO Bbl
He CMOXKETe HW OTMPaBAATb, HW NOJyYaTb COOBLLEHNS CO CNOBOM «Attention» B Teme nucbMa.

2. Bkstouumte ncnosb3oBaHWe OAHOTO UM HECKObKUX GUABTPOB U3 CMMCKa, YCTaHOBUB
COOTBETCTBYtOLLME Dnaxkn. Ecam B cnvcke elue HeT GUALTPOB, Bbl MOXETE X CO34aTb.

3. B pa3agene MapameTpbl BAOXKEHHbIX palNIOB HAaCTPOWTE AENCTBUA 418 MOYTOBbIX COOBLLEHNI C
BJIOXKEHUAMM.

Ans coobLLEeHNA Bbl MOXETE BbIbpaTb OAHO M3 CIEAYHOLLUX AeACTBUIA:

PyKoBOACTBO agMUHVCTPaTOpa
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e Yaanutb — ysanuntb COOBOLLEHVE;

e lo6aBnATb NpepuKc B TeMy — NponyCcTutb coobuueHre, 06aBrB B ero TeMy npedukc,
3asaHHbIN B nosie Mpedukc B Teme.

Ans BROXKeHHbIX GannoB AOCTYMNHbI CreaytoLine AencTBus:
¢ Mepemewatb B KAPaHTUH — MNepeMeLLaTh BAOXKEHHbIN Galin B KapaHTWH;
e YAannUTb — yAanuTb BAOXKEHHbIV danin.

B nose Mpedukc B Teme Bbl MOXETE M3MEHUTb NpeduKc, Job6aBAsEMbIA B TEMY
oTGUAbTPOBaAHHOTO NncbMa. 1o ymonuaHuto yctaHoBaeH npedukc ***FILTERED***.

B none Cydppukc umenm ¢aina Bbl MoXeTe NPU HEOOXOAMMOCTU U3MEHWUTL CyDPUKC, KOTOPBbIN
A06aBAAETCA K MMEHM TeKCTOBOTO danna, MpUKpenIsemMoro K oTGuabTpoBaHHOMY nncbMy. 1o
yMon4aHuto ykasaHo 3HaueHve _filtered.txt.

B nose Cogeprkumoe ¢paina Bbl MOXKETE N3IMEHUTb TEKCT, COAEPXKALLMNCA B MPUKPENAEMOM
dbaine. MNpu peaakTMpoBaHMM TEKCTa Bbl MOXETE UCMOJIb30BaTb MakpOChl U3 BblMaatoLLero
cnncka Makpoc.

UYT06bI CO3AaTb NpaBUNO GpUAbLTPaLLUK

1. Haxmute kHonky J,o6aButb nog cnvckom npasua. Otkpoetca okHo MpaBuno ¢punbTpauum
(cMm. PucyHoK 6), B KOTOPOM Bbl MOXETe 3ajaTb UMA NpaBuaa U ero ycioBus.

Hazpanie ‘ New rule ‘

BEIIOTHATE:

® Bce ycmosis ) JTro6oe 13 yemopmit  [JoBaBuTs ‘ V3MEeHUTs | YnanuTe ‘

Fs

% OTmeHa

PucyHok 6. HacTpoika npaBuna ¢punbrpauum

2. Bbl MOXeTe 06aBWTb OZHO UM HECKO/IbKO YCIOBUIM GUAbTPaL MK 1 BbIbpaTh O4HOBPEMEHHOE
BbIMOJIHEHME BCEX YCIOBUIA MW BbIMOJHEHNE NH060ro 13 Hux. Ytobbl 4,06aBUTL HOBOE YCNOBME,
HaxxmMwuTe KHoMKy Jl06aBUTb. B OTKpbIBLUEMCS OKHE Bbl MOXETE BbIGpaTh TUM YCIOBUS, YKa3aTb
3HaYeHne ¥ TN COOTBETCTBUA YCIOBUSA 3a,aHHOMY 3HaUYeHUI0. TUMbl YCIOBUIA, COOTBETCTBUSA U
BO3MOXHbl€ 3HaUeHUA NPUBEAEHbI B TabmnLLe HUXKeE:

Twun ychoBus Tun cooTBeTCTBMA 3HaueHue
Twun gaHHbIX PaBHO ®ann

He paBHO CoobuieHne
NcTouHUK paHHbIX PaBHO YKa3bIBaeTCsa BPYYHYHO

PykoBoacTBO agMuHUCTpaTopa
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Tvn ycnosus

Appecar faHHbIX

Mpotokon

Yucno nonyuarenei

Nma ¢anna

Tun cooTBeTCTBUA
He paBHO
Bkntouaet

He Bkatoyaet
CoortBeTcTBYET
He cooTtBeTcTBYET
PaBHO

He paBHO
Bkarouaer

He Bkatouaer
CootBetcTByeT
He cootBeTcTBYET
PaBHO

He paBHO

PaBHO

He paBHO
bosblie

He 6onblue
MeHbLwe

He meHbLe
PaBHO

He paBHO
Bkntouaet

He Bxkatovaet
CoortBeTcTBYET

He COOTBETCTBYEeT

KoHconb Dr.Web Administrator Web Console

3HaueHue

Yka3biBaeTcs BpyUHYyHO

SMTP
MAPI

Yka3blBaeTcs BPyUHYyHO

YKa3blBaeTca BPYyUHYHO

PykoBoacTBO agMuHUCTpaTopa
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Tvn ycnosus

Pasmep ¢aiina

Tema coobuieHus

EcTtb BnoxxeHue

Tun cooTBeTCTBUA
PaBHO

He paBHO
bosblie

He 6onblue
MeHbLwe

He meHbLe
PaBHO

He paBHO
Bkntouaet

He Bkatovaet
CoortBeTcTBYET
He cooTtBeTcTBYET
PaBHO

He paBHO

KoHconb Dr.Web Administrator Web Console

3HaueHue

YKa3blBaeTca BPY4YHYHO (B
6anirtax)

YKa3blBaeTca BPYyUHYHO

Jloxb

Mpasaa

& Ecnv ans kakoro-nv6o 13 ycnosuii Uctounuk gaHHbix, Agpecart gaHHbix, Umsa daiina

: 1 Tema coobLyeHus BbibpaH TN cooTBeTCTBUS Brarouaet, He Bkatouaer,
CootBetcTByeT 11 He cooTBeTcTBYeT, Npu yKasaHWUM 3HAYEHUs Bbl MOXETe
MCMOb30BaTb MOACTAHOBOUHbIE CUMBOJIbI «*» U «?» BMECTO JIt060M
nocaeAoBaTeNbHOCTU CMMBOJIOB MW OAHOTO NH060ro CMMBOJIa COOTBETCTBEHHO.

Ycnosune Umsa ¢aiina nossonset Takke GuabTpoBaTb Galisbl BO BAOXEHUM MO
pacwpeHunam. Harlpl/lMep, exe, bat, pif, com, vbs, scr, 1nk, psl, PSD1, PSM1, DOTY,
PPSM, POTM, XLTM, XLAM U T. A.

®PunbTp HevyBCTBUTENIEH K perncTpy. [MNpu ykazaHumn 3HayeHns Bbl MOXETe BBOAUTD
CUMBOJIbI KaK B BEPXHEM, Tak U B HUXKHEM peruncrpe.

3. YT06bI yAQNUTD UIN U3MEHWUTb OLHO U3 YCNOBWI, BbIZENNTE €r0 B CMNCKE M HAXKMUTE KHOMKY
Ypanutb nan U3ameHUTb COOTBETCTBEHHO.

PykoBoacTBO agMuHUCTpaTopa
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Mpumep npaBuna ¢punbTpauum ¢painos no pasmepy

Ana dunbTpaunm darinoB No pasamepy MOXHO UCMOAb30BaTh NPaBUAo (CM. PUcyHOK 7), koTopoe
ByaeT cogepxxaTb CreaytoLLiee yCaoBMe:

Twun ychosusa Twun cooTBeTCTBUA 3HaueHue (B 6anTax)

Pasmep ¢aiina bosblie 20000

Hazpanire ‘ File size ‘

BrimonHaTs:

@® Bce YCIOBIA O Two6oe 2 VCITOBIIIT HNobaeuTs ‘ N3meHuTs | | YoanuTs ‘
1S( ( %FileSize% > 20000 ) ) -

ﬂ OTmeHa

PucyHok 7. Mpumep npaBuna ¢punbrpayum ¢painnios no pasmepy

Mpumep npaBuna punbTpaumm paiioB No MMeHU

Ans GuabTpaL MM BNAOXKEHWIN MO UMeHM dalifa MOXHO UCMOb30BaTb NPaBuIo (M. PucyHok 8), B
paMkax KOTOporo 6yaeT BbIMONHATLCA Nt060e 13 CnesyroLwmx YCAOBUM:

Twun ycnoBus Tun coorBeTcTBUA 3HaueHue
Nma Paina Bkntouaet *.exe
Nma daina Bkstouaet * pdf
Nma daina Bkstouaet *.doc

PykoBoacTBO agMuHUCTpaTopa
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Mpasuno ¢hunLTpauMm

Hazpaniie ‘ File name ‘

BRITOTHATE:
O Bce YCIOBIA ® Two6oe 3 VCIIOBIIIT NobaenTh ‘ N3MeHUTs | | YoanuTb ‘

IS( ( %FileName% CONTAIN *.exe ) ) -
IS( ( %FileName% CONTAIN * pdf ) )
IS( ( %FileName% CONTAIN *doc ) )

% OTmeHa

PucyHok 8. Mpumep npaBuna ¢punbrpauum ¢panoB No UMeHU

MNpumep npaBuna punbTpaL MM BXOAALLMUX NMUCEM MO TeMe

Ana dvnabTpaymm BXOAALLMX MUCEM MO TEME MOXHO MUCMOJb30BaTh NPaBuao (CM. PucyHok 9),
KoTopoe byaeT cogepkaTb CeaytoLLee yCnoBue:

Tun ycnosus Tun coorBeTcTBUA 3HaueHue

Tema coobuieHuns Brsitouaet News

Mpasuno ¢hbunLTpauMm

Hazeanie ‘ Subject ‘

BRITOTHATE:
@® Bce VCIIOBIIA O Twob6oe 3 VCIIOBIIIT Nobaeuts ‘ MN3ameHuTs | Yoanute ‘
1S( ( %oMessageSubject® CONTAIN news ) ) -

% OTmeHa

PucyHok 9. Mpumep npaBuna ¢punbTpauumn BXoAALMX NUCEM MO Teme

UT06bI I3MEHUTb NN YAANIUTD CyLILeCTBYOLLEe NpaBuao ¢uabTpauumn

[nsa viameHeHna uan yaaneHns npasuia Bbl4enTe ero B Cnmcke GuAbTPOB W HAXXMUTE KHOTMKY
N3meHuTb v Yaanutb nog cnvckom GbuabTpos.

Haxmute KHOTMKY COXpaHI/ITb, Koraa 3aKOH4YUTe M3MEHATb HaCTpor/'IKI/I q)VIJ'IpraLI,VIVI.

i} MockoabKy B HEKOTOPLIX CAyYasx NpUMeHeHre GuabTpaLmm MOXET NOBAUATb Ha
e paboTocnocobHOCTb MOUYTOBOM CUCTEMbI, PEKOMEHAYETCS BbINMOAHUTL CAEAytOLLne
AencTBus:

PyKoBOACTBO agMUHVCTPaTOpa

KoHconb Dr.Web Administrator Web Console

44



51
_‘ﬂ

Ps)
$

KoHconb Dr.Web Administrator Web Console

e 06aBUTb B UCKNtOUYEHMA B MepeMeHHyro TrustedEmails. YueTHble 3anucu ang
CUCTEMHBIX ALWMKOB XpaHATca B Active Directory, a ux Ha3BaHuWA cogepxxaT B Havane
TekcT «HealthMailbox».

e He co3zaBaTb GUILTPOB C YCIOBNEM YAaneHNA HeBONbLUMX MO pa3mepam darinos
(MeHee 1000 6aliT), UTOGLI MOA TakMe YCIOBUS He Monaganu yBeioMaeHus. ViHaue
MOXET MPOM30MTM Tak Ha3blBaEMOE «3aLMKINBaHNE», KOrda YBEAOM/IEHNE MOBTOPHO
noznazaet noj Aercrene dpuabTpa.

7.1.2. YnpaBneHue rpynnamMmv KJIMeHTOB

Mo ymonuyaruto Dr.Web npumeHseT napameTpbl CTaHAapTHOrO Npoduasa ana BCcex KAMEHToB. Ecim
Bbl XeslaeTe NPUMEHNUTb NapaMeTpbl APYroro Npoduas Ans onpeseneHHbIX KINEHTOB (CM.
Co3gaHve 1 HacTpoika npodwuiert), BaM HEOH6XOAMMO 0BBbEAMHUTD STUX KIMEHTOB B Fpynny v
NPUCBOWTb el CO3aHHbIM NPoduUab. Takum 06pa3om, Bbl MOXKETE Pa3LeNunTb BCEX KIMEHTOB Ha
rpynnbl, AN KaXA40M 13 KOTOPbIX ByAyT yCTaHOB/IEHbI OTAE/bHbIE NMapaMeTpbl 3aLLWTbI.

& Mpwv co3gaHnmn rpynn U HazHayeHUn UM nNpoduaen HeobxoaMMO yUnTbIBaTL, YTO K

: nonb3oBaTtensam rpynn tmna Security B Active Directory Bcerga npumeHsetcs
CTaHAAPTHBIA NPOGUIb. TakMm 06pa3oM, UTOObI 06 BEANHUTL MONb30BaTENEN JOMEHA B
rpynnbl 418 Ha3HaYeHWA UM APYrvx Npodunen HacTtpoek, HeobXxoaNMO CHavana
€o34aTb AN HUX JOMONHUTE/IbHbIE BblAeNeHHble rpynmbl ¢ Tunom Distribution B
HacTpolikax Active Directory.

7.1.2.1. Co3paaHue HOBOM rpynnbl

[na ynpaBaeHna CyLLecTBYHOLWUMU FpynnaMu 1 CO34aHnsa HOBbIX OTKPOWTe 061acTb CBeAeHUN
pa3zena Mpynnbl. s 31oro Boibepute nyHKT Fpynnbl B sepese koHcoam Dr.Web Administrator

Web Console (cm. PucyHok 10).

Coagate rpynny | lNepeumexoBaTe rpynny | Yapanute rpynny |

Group 2 Cnvcok afpecoB 3nekTpokHol . Profile 1

Group 1 Cnwvcok agpecos 3nekTposHol . Default

PucyHok 10. Pasgen Mpynnbi

UTo6bI CO3AaTb HOBYIO Fpynny

1. B obnactv ceegeHuii passena Fpynnbl Haxmute KHonky Co3paaTtb rpynny, pacrnosoXeHHY Haj,
CMNCKOM CYLLLECTBYHOLLMX TPYM.

JInbo wenkHUTe NpaBol KHOMKOM Ha NyHkTe Fpynnbl B fepeBe KOHCOAW U HaxXmuTe
: Cospgatb rpynmny B NMosBWBLIEMCA KOHTEKCTHOM MEHHO.

PykoBoacTBO agMuHUCTpaTopa
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2. B oTKpbIBLUEMCA OKHE BBEAWTE UMA TPynbl. HoBas rpynna nosaBuTcA B AepeBe KOHCOAM Noj,
nyHkToM Fpynnbl. Ecv rpynna ¢ TaknuM e MMEeHeM yxKe CyLLLeCTBYeT, HoBas rpynna co3jaHa He
byaer.

YTo6bl NI3MEHUTb UMS rpynnbi

BbibepuTe Hy>KHYO rpynny B crincke B 061actn cBefeHwn pasgena Mpynnbl 1 HaxXMuWTe KHOMKY
MNepeumeHoBaTb rpynny.

Uto6bI yaanuTb rpynny

Bbibepute ee B cnvcke B 06nactv cBeseHuii pasgena Fpynnbl v HaxXmuTe KHOMKY YAanuTb rpynny.

JIn60o, uTobbIl YyAaNNTL AN NEPEUMEHOBATb FPYMMYy, LWeJKHUTE NPaBOM KHOMKON Ha
: WMeHW 3TOoW rpynnbl B gepeBe koHconn Dr.Web Administrator Web Console v BbibepuTte
COOTBETCTBYHOLLMI MYHKT B MOABMBLUEMCA KOHTEKCTHOM MEHHO.

UT06bl OTKPbITh HACTPOWUKM rPYNMNbI

YT06bI OTKPBITH 06/1ACTb CBEAEHWI C HACTPOMKaMK FPYMnbl, Bbibepute ee MM B AepeBe KOHCOM
Dr.Web Administrator Web Console.

Bbl MOXeTe M3MEHUTb Takmne NapameTpbl, Kak TUM FPYNMbl U Ha3HAYEHHbIV el NpoduIb (CM.
Hactpounkun n dopmurpoBaHume rpynn).

Koraa Bbl 3akoHuUMTe co3aaHune n GopMmUpoBaHNe HEOHXOAMMbIX BaM TPYMM, HAXMUTE KHOMKY
CoxpaHuTb.

PykoBoacTBO agMuHUCTpaTopa
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7.1.2.2. Hactpouiku n popmmpoBaHue rpynn

B obnactv cBeaeHuiA, OTKpbIBatOLLLENCs NP Lenyke No rpynne B gepese koHcoan Dr.Web
Administrator Web Console (cm. PucyHok 11), Bbl MOXETE U3MEHUTb HACTPOMKM BbIOpaHHOM
rpynnbl, B TOM YnCie OnpesenvTb cnocob ee opMMpOBaHUA: MyTeM 3aZaHWs CNMCKa NOYTOBbIX

aZpecoB v nytem Bbibopa 13 cnncka rpynn AD. Bbl MoxeTe BbiGpaTh TWM rpynmbl B
BblMajarowem cnvcke Tum.

e
5 Dr.WEB®

~ansa Microsoft Exchange Server

v & EXCH2013
¥ [&] Npodmnm Tum: | Cnucox aapecos 3nekTposHof nouTsl ¥ | DIeMeHT:
¥ [E5] Profile 1
40 CxanmposaKue -
@® AnTucnanm
F ©unsTpaumna
» [25| Default
v [& rpynnsl
&, Group 1
&l YeegomneHusa
CTaTicTvxa
CoBbiTus Ipoduis
7 KapaHTuH

@ JononHuTeNbHEIe HACTPOMKK CoxpaHuTe
© Bepcua

| Agpec snexTporroi noutel ¥ | | [oBasuTs | | YaamuTe

PucyHok 11. Hactpowku rpynnbi

UT06b1 ChOpMUpPOBaTL CNMCOK MOYTOBLIX aApPeCcoB

1. B Bbinagatowem cnvcke Tun BbibepuTe 3HaueHne CNUCOK aApecoB 3/1IeKTPOHHOM NOUTbI.

2. YT06bl f06aBMTL MOUTOBLIN aApPEC B CMUCOK, HAXMUTE KHOMKY lo6aBUTb. B OTKpbIBLUEMCS OKHE
BBEAMTE afpec INEKTPOHHOM NOYTbI 1 HaxkmuTe KHoMKy OK.

3. YT0bbl yAanuUTb afpec U3 Cnucka, BblAEANUTe ero N HaXxKMuTe KHOMKY YAanautb, nocie 4ero
noATBepAuTe yAaneHve BbIbpaHHOro agpeca.

Bbl MOXeTe ncnoib3oBaTh NOACTAHOBOYHbIE CUMBOJIbI «*» 1 «?» BMECTO 000N
)il

nocnepoBatesibHOCTM CMMBOJIOB UAKM O4HOTO ntoboro cMmBeona BBOAMMOIO TEKCTA
COOTBETCTBEHHO.

UYr106b1 chopMmupoBaThb cnucok rpynn AD

1. B Bbinagarowem cnncke Tun Bbibepute 3HaueHve Cnucok rpynn AD.

2. YT06bl f06aBUTL rPYNMY B CMUCOK, HaXKMUTe KHOMKY [Lo6aBuUTb. B OTKpbIBLUEMCA OKHe
BblGepuTe rpynny un Haxmute kHonky Ok.

f|> Mpw gobaeneHun rpynnbl AD ybeantech, UTo Bbl Jo6aBaseTe rpynny pacnpeaeneHns
: (Distribution), a He rpynny 6e3onacHocTn (Security), B IPOTUBHOM C/lyyae Bbl He

PyKoBOACTBO agMUHVCTPaTOpa
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CMO>KeTe Ha3HauuTb el NPodUIb, OTANYHBIN OT CTaHAAPTHOTO.

3. YT06bI yAanuTb rpynny u3 Crvcka, BblAeNUTe ee 1 HaXKMUTE KHOTMKY YAanuTb, nocae Yero
noaTBepAUTE yaaneHne BbIGpaHHOM rpynmbl.

& ®opmupoaHue cnuncka rpynn AD BO3MOXHO TOJIbKO B TOM Cllyyae, eCv cepeep

: BK/ILOYEH B JOMEH. B NpOoTMBHOM Ciyvae HEOH6XOAMMO BKIHOUUTL CEPBEP B JOMEH, AM60
yKasaTb MMA ¥ Mapo/b Noib30BaTeNs, KOTOpbIM MMmeeT gocTyn K AD, B kauecTse
3HaueHun napametpos /DrWebADAccessor_1.0/Application
Settings/ADAccUserName v /DrWebADAccessor_1.0/Application
Settings/ADAccPassword cooTtBeTcTBEHHO B AAMUHMCTPATUBHOW KOoHconu CMS. Mo
YMOJIYaHMIO 3HAYEHMA 3TUX NapaMeTpoB — MyCTble.

B Bbinagaroem cnvcke Mpopunb BbiGepuTe NPodUab, KOTOPLIN Bbl XOTUTE Ha3HAUWTb JaHHOM
rpynne.

Mocne Toro, Kak Bbl 3aKOHUMTE N3MEHSATb HACTPOMKM BblOPAaHHOW rpynnbl, HAXMUTE KHOMKY
CoxpaHuTb.

7.2. YBepomMmneHus

YBeAOM/IEHNS 3aHOCATCA B XXyPHa/ ONepaLViOHHON CUCTEMbI U UCMOb3YHOTCA ANA
MHOOPMMPOBAHUA aLMUHUCTPATOPA U MOb30BATENIEN CETU O PA3NINYHBIX COObITUAX, CBA3AHHbIX C
paboTon Dr.Web (Hanpumep, cBA3aHHbIX C 0BHapy>XeHeM MHOULMPOBaHHbIX 06BEKTOB, Cnama,
dunbTpaLmen coobLLeHnin 1 T.4.).

PykoBoacTBO agMuHUCTpaTopa
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UT06bI HaCTPOUTbL YBeAOMAEHUA

KoHconb Dr.Web Administrator Web Console

1. Bbibepute nyHKT YBepomneHus B fepese koHcoam Dr.Web Administrator Web Console.
OTKpoeTcs 06nacTb CBEAEHWUM AN HACTPOMKM YBEAOMAEHWNIA (CM. PucyHok 12).

¥ §§ EXCH2013
¥ [& Mpodwnu
> [&5] Profile2
» [£=| Profilel
¥ [55| Default
1) Cranmporanmne
@ AnTucnam
F ouneTpauma
¥ [E] Mpyrinel
& Group2
& Group1
ikl CtatrcTmka
| CobliTkA
@ JoronknTenskele Hac
@ Bepous

Tumn yeegoMIeHIA:

¥ Benroasire

— OThUNBTPOEAHHEIE COOOMeHNT

| OThunLTpoBaHHLIE Co0BLLEHNA EI

Mazxpoc:

||.4MH NPUNOXEHNA

El Beraente

fhpplicationName® has filtered %DataType3. The IDatalype? is
Texer |Row %Scanhctiont.ilNewLineiMessage subject:
EMessageSubjectitNewlLine®Sent from:
%tDataSource3ilNewLineiRecipients:
thataDestination¥iNewline¥Protocol: $TransProtocolNames

CoxpaHuTe

PucyHok 12. Pazaen HacTpouku yBe40M/1eHUI

2. B cnucke Tun yBegomaeHus Bbibepute TMN coObITUM A1 OTNPaBKN YBEAOMIEHWI:

Cnam — Ans OTNpaBKW YBEAOMIEHUIA O Crame;

OT¢dpunbTpOoBaHHbIe COO6LEHUA — A/ OTNPABKN YBEAOMAEHMI O GuabTpaLum coobLLeHni.

OtdunbrTpoBaHHbIe ¢aiibl — A4 OTNPaBKW YBEAOMEHUIM O GUAbTPALUM BIOXKEHWI.

3apa)keHHble — /151 OTNPaBKM YBEAOMIEHNA 06 0BHaPY>KEHHbIX BUPYCHbIX YTrpo3aXx;
O6HoBAeHMe — 15 OTNPaBKK YBEAOMAEHWNIA ¢ MHGOPMaLMen o nocnesHemM 0OHOBAEHUY;

YcrapeBwue 6a3bl — /19 OTNPaBKN YBEAOMIEHNN O HEOBXOANMOCTY OBHOBUTL BUPYCHbIE
6a3bl.

3. YT0bBLI BKAHOUNTD OTrnpaBKy yBe,D,OMHEHI/IIz Bbl6paHHOFO Thna, yCTaHOBUTE Cl)ﬂa)KOK Bknrouuntb.

4. B pa3gene HaCTpPOeK HMXKe Bbl MOXKETe M3MeHUTb LWabAoH yBejOMAeHWs BbiIOpaHHOTO TUna B
none TekcT. MNpu pesakTMpoBaHUM TeKCTa Bbl MOXETE UCMO/Ib30BaTb MaKpPOChI.

5. Haxmure kHonky CoOXpaHWUTb, KOTAa 3aKOHUMTE M3MEHSATb HAaCTPOMKN YBEAOMIEHWUN.

PyKoBOACTBO agMUHVCTPaTOpa
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7.3. MpocmoTp CTaTUCTUKM

Pazgen CtaTMcTUKa NO3BOAAET MPOCMOTPETb O6LLME NN CpeHME KONMYECTBEHHbIE laHHble O
pabote Dr.Web 3a onpeaeneHHbIn nepnog Bpemenm (cM. PucyHok 13).

S Dr-WEB

ans Microsoft Exchange Server

~

¥ @ EXCH2013

v [ npodwmn Tlepron cTaTHCTHEM Tun cTatTMeTHEN Ounctute | OBHoBNTE
Eprenes | Hoo2
> [z=|Profilel
¥ [£=] Default

4 Ckanmposanme
@ antvcnan IIpoeepeHHE 00BEKTOR 2756
F GunsTpaumna
v [ rpynne UncTeix obbexToR 2753
& Group2 OThUnETPORAHHETX 0BBEKTOR 0
& Groupl
W Yeenomnenns Crian-rincema 1
SO — 2
CobbiTrsa
@ [ononHuTensHEIe Haa Henosprrenpimrs obpexton 0
@ Bepcns Haneunmerx 0bLeKToB 0
O0BEKTIOE M3NEIHMBLX VIATCHHEM 0
ToepexneHHEIL 00BEKTOB 0

-~ leiTBHA Haf] NPOBEPEHHbIMH

Tepememero 00BeKTOR 2
Voaneno obzexros 0
TporymeHHsIX 0OBEKTOR 2753

Hobaenenuii npedukea B TeMy MHCEMa 1
3a010KMpPOEAHHEBIX OOBEKTOR 0

JoeepaeMerx 00BeKTOE 0

+ TN yrpozbl

PucyHok 13. Pasgen ctatuctukm

Yrtobbl HacTpouTb OTOGpa)KEHVIe CTaTUCTUKN

1. B BepxHel yactv pasgena CratucTmka BblibepuTe nepuog, nHdopmaums 3a KOTopbI Bac
WHTEpecyeT, B BbiNagatolem cnucke Mepuopg ctaTucTuku. Bol MoxxeTe BbiIbpaTh OAHO 13
CNeAYHOLLMX 3HAYEHWIA:

3a Bce BpemsA — A8 MPOCMOTPa CTaTUCTUKM 33 BCe BPeMsA C MOMeHTa 3anycka Dr.Web;

3a AeHb — A4 NPOCMOTPa CTaTUCTUKM 3a NOCieAHWe cyTkn paboTbl Dr.Web;

3a yac — 419 NPOCMOTpa CTaTUCTUKM 3a MOCAeAHUI Yac paboTbl Dr.Web;
e 3a MUHYTY — /19 MPOCMOTPA CTaTUCTVKM 33 MOCNEAHIO MUHYTY paboTel Dr.Web;

2. B Bbinagatowem cnucke TUn CTaTUCTUKM BblibepuTe TMN cTaTucTMyeckon nHdopmavmn. B
3aBUCMMOCTM OT BbIBpaHHOro nepmoja CTaTUCTUKN Bbl MOXETE HACTPOUTb MPOCMOTP 06LLMX
KOJIMYECTBEHHbIX NMOKa3aTeNen, CPeHNX 3a BECb YKa3aHHbIN Nepuos, a Takxke MUHUMAabHBIX U
MaKCMMa/bHbIX NoKa3aTenein B Te4eHMe yKazaHHOTro nepunoaa.

PyKoBOACTBO agMUHVCTPaTOpa
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Y1066l OBHOBUTL UAN OUUCTUTb CTaTUCTNYECKYHO I/IHq)OpMaLI,I/II-O, Ha>XMUTe KHOTMKY O6HOBUTbL VN
OuUUCTUTb COOTBETCTBEHHO.

Tunbl vHpopmauun

B 3aBMCMMOCTM OT BbIBpaHHbIX HacTpoek oTobpaxeHns passen CTaTUCTUKA MOXET COAepP>KaTb
CnesyroLme Noapasaesbi:

e Harpyska. B saHHOM nozpasgene Bbl MOXETE 03HAKOMUTLCA € MHOpPMaLmein 06 obLem
pa3Mepe NpoBepeHHbIX 0ObEKTOB, a TakxKe O CPejHEM, MUHMMabHOM U MaKCUMaabHOM
pa3Mepe 06bEeKTOB, MPOBEPEHHbIX 3@ BbIOPaHHbIA NEPUOA.

e Pe3ynbTathl NpoBepKu. [laHHbIV Noapa3aen coaep>ut nibopmaunro o6 obuiem Koamyectse
NpOBepeHHbIX 06BEKTOB, a Takxke 0 KonyectBe 06paboTaHHbIX 06bEKTOB pPa3NNYHbIX TUMOB (B
TOM Unce, OTOUALTPOBAHHBIX, CMaM-MNCEM, MOAO3PUTENbHBIX U T.A4.).

o [leiicTBNA HaA NpoBepeHHbIMMW. [laHHbIV NOAPA3AeN COAEPXUT CTaTUCTMUECKY0 MHDOpPMaLUIO
0 AEeNCTBUAX, KOTOpPble Bblan NpMeHeHbl Dr.Web k ob6Hapy>keHHbIM BPejOHOCHbIM 06beKTaM.

e Tunbl yrpo3. B faHHOM nogpaszene coaepXxunTcs MHGopMaLms O pasanyHbIX TUNax yrpos,
06Hapy>xeHHbIx Dr.Web 3a BbIGpaHHbIN Nepunos BpemMeHMm.

PykoBoacTBO agMuHUCTpaTopa

51



[

KoHconb Dr.Web Administrator Web Console

7.4. NMpocmoTp cnucka cobbiTun

Pazgen CobbiTMA NO3BOASET NPOCMOTPETL BCE COOLITUSA, CBA3aHHbIE C paboTon Dr.Web (cm.

PucyHok 14).

‘H’
35;Dr.WEB®

Ans Microsoft Exchange Server

v @ WS2008R25P1

[E2 Fpynne
Z::f:::::ﬂ Jlara nawata " Jlara oxomama [30/01/2017 235959 || | Ofkomnts |
B B
KaparTuk
@ JONONHUTENE KEIe HACTROAKN
i bumrp [Haranepews  v]  Macxa | W
Jarpyseso Tlokasaso 0 - 726 Beero 727 [anee
30.01.2017 19:48:09 riskware._xe test@drweb.com test@testlab.lab Program.2Spy, Progra...  Moved to quarantine SMTP Default
30.01.2017 19:48:07  joke._bs test@drweb.com test@testlab.lab Joke EjectCd Moved te quarantine SMTP Default
S 30.01.2017 19:48:07 hacktool._xe test@drweb.com test@testlab.lab Tool.HideApp Moved to quarantine SMTP Default
H 30.01.2017 19:48:07 curable test@drweb.com test@testlab.lab HLLP.Setart.19919 Moved te quarantine SMTP Default
" 30.01.2017 19:48:06 dialer.unp test@drweb.com lab Dialer. P Moved to quarantine SMTP Default
30.01.2017 19:48:06  eicar.rar test@drweb.com test@testlab.lab EICAR Test File (NOT a .. Moved to quarantine SMTP Default
30.01.2017 19:48:06 suspicious_1 test@drweb.com test@testlab.lab Probably MACRO.Virus Moved to quarantine SMTP Default
30.01.2017 19:48:05  Unresolved name P drweb.com lab 550; Spa...  Subject modified SMTP. Default
30.01.2017 19:48:04 80@ (B5AB 8@8;;8FK)._. test@drweb.com test@testlab.lab EICAR Test File (NOT a .. Moved to quarantine SMTP Default
30.01.2017 19:48:03  eicar.com test@drweb.com test@testlab.lab EICAR Test File (NOT a ... Moved to quarantine SMTP Default
30.01.2017 19:48:03 pass.rar test@drweb.com test@testlab.lab Impossible to find desc..  Moved to quarantine SMTP Default
30.01.2017 19:48:02  riskware._xe test@drweb.com test@testlab.lab Program.2Spy, Progra..  Moved to quarantine SMTP Default
30.01.2017 19:48:01  joke._bs test@drweb.com test@testlab.lab Joke EjectCd Moved te quarantine SMTP Default
30.01.2017 19:48:01  hacktool._xe test@drweb.com test@testlab.lab Tool.HideApp Moved to quarantine SMTP Default
30.01.2017 19:48:01 curable test@drweb.com test@testlab.lab HLLP.Setart.19919 Moved te quarantine SMTP Default
30.01.2017 19:48:00  dialer.unp test@drweb.com lab Dialer.Adul Moved to quarantine SMTP Default
30.01.2017 19:48:00 eicar.rar test@drweb.com test@testlab.lab EICAR Test File (NOT a .. Moved te quarantine SMTP Default
30.01.2017 19:47:59 suspicious_1 test@drweb.com test@testlab.lab Probably MACRO.Virus Moved to quarantine SMTP Default
30.01.2017 19:47:59 Unresolved name P .com lab 550; Spa... Subject modified SMTP Default
30.01.2017 19:47:58 80@ (B5AB 8@8;;8FK)._. test@drweb.com test@testlab.lab EICAR Test File (NOT a .. Moved to quarantine SMTP Default

2

> Ereodu

PucyHok 14. Pazgen cobbiTuin

NHdopmauusa o cobbiTnax

[na kaxgoro cobbiTvs B cnvcke oTobpaxkaetcsa cnegytoLas MHGopmMaums:

e faTa v Bpems cobbITuS;

Ha3BaHMe 0b6beKTa, C KOTOPbIM CBA3aHO CobbITHE;

e 3/IeKTPOHHbIE aZpeca OTNPaBUTENS U NoayYaTenel NMcbMa, COAEP>KaBLIErO MHPULMPOBAHHBIN
0b6beKT;

TWM yrpo3bl;

AencTBMe, KOTOPOE HbII0 NPUMEHEHO K Yrpo3e;

NPOTOKOA, MO KOTOPOMY 6bIIO NepesaHo NUCbMO;

Ha3BaHWe NPUMEHEHHOTO NPOdUAS.
Bbl MO>eTe 3aaaTb NapameTpbl 0OTOHBpaXxeHna nHGopmMaLLMm B Cnvcke cOObITUIA:

1. WenkHnTe NpaBoO KHOMKOW MbILIM MO 3aro/N0BKY CrncKa U BbibepuTe B KOHTEKCTHOM MEHHO
nyHKT Bbi6paTh cTON6LbI.

2. Bb|6ep|/1Te TUNbI I/IHCI)OpMaLI,VIVI, KOTOPbI€ Bbl XOTUTE BKIKOYNTb B MPOCMOTP.

PyKoBOACTBO agMUHVCTPaTOpa
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Ha cTpaHunuy ymelyaeTcs onpezseneHHoe KONYeCTBO CTPOK Crncka. Ecam konmnyectso CTpok 3a
BbIOpaHHbIV NEPMOZ NPEBbILIAET 3TO OrpaHNYeHne, Bbl MOXETE NPONCTaTh CMIMCOK U NEPENTH K
APYrvM CcOBbITMAM NpU NoMoLLM KHoMnku fanee.

JeiicTBUA Hap cNUCKOM cOBbITUM

1. Bbl MOXeTe HacTpOUTb NPOCMOTP COOBLITUI 3a ONpPeAeNeHHbIV Nepros BpeMeHw. [as 3toro
yKaxuTe faTy U Bpems Hauana v OKOHYaHWUsA MHTEPEeCyoLLLEero NHTepBasa N HaXxmMuTe KHOMKY
O6HOBUTD.

2. [ns ypobcTBa nowcka m NpoCcMoTpa OnpeseNeHHOro Tvna cobbiTUi Bbl MOXETE UCMO/Ib30BaTh
dunbTpbl. Boibepute TMN GUbTpa B BbiNajaroLlem cnncke GUabTp 1 BBeUTE 3HAYEHME
napametpa ¢unbTpaumm B nose Macka, nocne Yero Haxmute KHornky NMpumeHNTb.

f E Bbl MOXeTe ncnosab3oBatb NOACTAHOBOYHbIE CUMBOJbI «*» U «?» BMecTo ntoboi
= rnocnepoBate/sibHOCTM CMMBOJIOB UK OAHOTO nroboro cMmBoa BBOAMMOIO TeKCTa
COOTBETCTBEHHO.

3. Bbl MOXeTe cOXpaHUTb CMNCOK COBbITUI B BUAE TEKCTOBOTO daina. s 3Toro HaXxmute KHOMKY
dkcnopr. B oTkpbIBLIEMCA OKHe BbibepuTe popmat danna ANa COXPaHEHNS N HAXMUTE KHOMKY
OK. Cnuncok cobbITnii MOXKET HbITb coxpaHeH B Buae HTML-gokymeHTa uamn B popmarte TSV (Tab
Separated Values).

4, ﬂ'flﬂ TOro UTOObI OTCOPTMPOBAaTb 3anncn B CrCKe No TOMYy UAN UHOMY KPUTEPUHD, HA>XKMUTE Ha
COOTBGTCTByI-OLLI,VIVI 3aroJiIioBOK KOJIOHKW.

5. [nsa obHOBAEHUA cnncka cOBbITUI HaxkmuTe KHOMKY O6HOBUTb. CNcOK cobbITU 0BHOBAsSETCA
npw Kaxaom 3anycke koHcoan Dr.Web Administrator Web Console n nepexoae B paszen
CobbiTna. O6HOB/IEHNE MOXET 3aHATb HEKOTOPOE BpeMs. Ecav Bbl XOTUTE OTMEHWTb XOZ,
06HOBAEHWA, HanNpUMep, NP OWKNBOYHO yKa3aHHbIX MapameTpax GUabTPaLLUK, HaXXMUTE KHOMKY
OTmeHa.

7.5. PaboTta c KapaHTUHOM

KapaHTuH Dr.Web cay>uT ans n301a4um NOA03PUTENbHBIX O6BEKTOB, 0BHAPY>KEHHBIX NPK
npoBepke ceTeBOro Tpaduka.

B pasgene KapaHtun koHcoam Dr.Web Administrator Web Console BbiBoanTCS MHPOpMaLms o
TeKyLLLeM COCTOSHUWN KapaHTUHa. Kpome Toro, Ans npocMoTpa U pefakTMpOBaHUS COAEPXXUMOro
KapaHTMHa Bbl MOXeTe NUCNoaAb30BaTb MeHeaxkep KapaHTMHa.

PykoBoacTBO agMuHUCTpaTopa
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7.5.1. YnpaBneHue kapaHTMHom ¢ nomouwbio Dr.Web Administrator
Web Console

Ans npocMoTpa cnvcka 06bekToB B KapaHTUHE BbibepuTe NyHKT KapaHTUH B fepeBe KOHCOM
Dr.Web Administrator Web Console. OTkpoetcs 061acTb cBeseHWn KapaHTvHa (cM. PucyHok 15).

5;Dr.WEB®

Ans Microsoft Exchange Server

¥ & WS2008R25P1

* Enoadans

[E& rpynne

&0 Yeenomnerusa

i cremeriaa Jlata masaza 29/01/2017 235959 | |  [lara oxomwamma [30/01/2017 23:59.59 | || Ofroanms |
| Cobitua = =

@ NononkUTenbKeie HAacTPOMKK
@ Bepona

Dperp | [lata v speus v Macka ‘ | MpulieriTs

3arpyaeHo T F R Tlokazaso 0 - 730 Beero 731 Nanee

Hassanwe onyuarem,
30.01.2017 19:48:09 riskware._xe test@drweb.com test@testlab.lab Program.2Spy, Progra... 731575 SMTP -
30.01.2017 19:48:07  hacktool._xe test@drweb.com test@testlab.lab Tool HideApp 24576 SMTP

g 30.01.2017 19:48:07  curable test@drweb.com test@testlab.lab HLLP.Setart.19919 1558224 SMTP

g 30.01.2017 19:48:07  joke._bs test@drweb.com test@testlab.lab Joke.EjectCd 191 SMTP

 30.01.2017 19:48:06 suspicious_1 test@drweb.com test@testlab.lab Probably MACRO.Virus 3202 SMTP
30.01.2017 19:48:06 dialer.unp test@drweb.com test@testlab.lab Dialer.Adultparty 94208 SMTP
30.01.2017 19:48:06  eicar.rar test@drweb.com test@testlab.lab EICAR Test File (NOT a ... 136 SMTP
30.01.2017 19:48:04 80@ (BSAB 8@8;;8FK)... test@drweb.com test@testlab.lab EICAR Test File (NOT a ... 68 SMTP
30.01.2017 19:48:03 pass.rar test@drweb.com test@testlab.lab {Impossible to find des.. 947 SMTP
30.01.2017 19:48:03 riskware._xe test@drweb.com test@testlab.lab Program.2Spy, Progra... 731575 SMTP
30.01.2017 19:48:03 eicar.com test@drweb.com test@testlab.lab EICAR Test File (NOTa .. 68 SMTP
30.01.2017 19:48:01 hacktool._xe test@drweb.com test@testlab.lab Tool.HideApp 24576 SMTP
30.01.2017 19:48:01  joke._bs test@drweb.com test@testlab.lab Joke.EjectCd 191 SMTP
30.01.2017 19:48:01  curable test@drweb.com test@testlab.lab HLLP.Setart.19919 1558224 SMTP
30.01.2017 19:48:00 dialer.unp test@drweb.com test@testlab.lab Dialer.Adultparty 04208 SMTP
30.01.2017 19:48:00 eicar.rar test@drweb.com test@testlab.lab EICAR Test File (NOTa .. 136 SMTP
30.01.2017 19:47:59 suspicious_1 test@drweb.com test@testlab.lab Probably MACRO.Virus 3202 SMTP
30.01.2017 19:47:58 80@ (BSAB 8@8;;8FK)... test@drweb.com test@testlab.lab EICAR Test File (NOTa ... 68 SMTP
30.01.2017 19:47:57  pass.rar test@drweb.com test@testlab.lab {Impossible to find des... 947 SMTP
30.01.2017 19:47:57 riskware._xe test@drweb.com test@testlab.lab Program.2Spy, Progra... 731575 SMTP

PucyHok 15. Cnucok 06beKToB B KapaHTUHe

MpocmoTp nHpopmaumm 06 o6bekTax B KapaHTUHE

[ns Kaxzaoro ob6bekTa B Cnncke oTobpaxkaetcs cieaytroLlas nHbopmMaums:

e JlaTa N BpeMA nepemMeLleHna B KapaHTUH;,

* VMA NHOMLMPOBAHHOTO danna;

aZipeca 31eKTPOHHOM NOYTbI OTNPaBUTENS W NOAyYaTenei NMcbMa, Coep kKaBLUero
NHOVLMPOBaHHbIN 06BEKT;

Ha3BaHwe yrposbl;

pa3mep daina (B HawviTax);

® NPOTOKOJ, MO KOTOPOMY 6bII0 NepesaHo MUCbMO.
Bbl MOXeTe 3azaTb NapameTpbl 0TOH6paXKeHWs MHHGOPMaLMK B CNIMCKE KapaHTUHa:

e LllenkHuTe NpaBoOW KHOMKOM MbILLM MO 3aros0BKY CNMcKa 1 Bblbepute B KOHTEKCTHOM MEHH
nyHKT Bbl6paTh cTON6LbI.

o Bbl6epVITe TUMNbI VIHq)OpMaLI,I/II/I, KOTOpPbI€ Bbl XOTUTE BKAHOYUTb B MPOCMOTP.

PyKoBOACTBO agMUHVCTPaTOpa
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|_|pI/1 NPOCMOTpPE CnncCKa 06bekToB B KapaHTnHe AOCTYMNHbI caeayrouime onunn:

e Ha cTpaHuLy ymellaeTcs onpeseneHHoe KOAMYeCTBO CTPOK cnncka o6bekToB. Ecam koanyectso
CTPOK 3a BbIOpaHHbIN Neproj NPEBbILLAET 3TO OFpaHMYeHMe, Bbl MOXETE NPOAUCTaTb CMINCOK U
NepenTn K ApyrMm obbekTam, nepemMeLleHHbIM B KapaHTWH, NpY nomMoLLy kHonkn lanee.

° ,U,I'Iﬂ npoCcMOoTpa 06bEeKTOoB, nepemMeLleHHbIX B KapaHTUH B TeYeHMe onpeaeneHHoro nepmnosa
BPEMEHMN, YKaXXNTe AaTbl N BpEMA Haydala N OKOHYaHNA NHTEPECYOLLEero BaCc UHTepBaia n
Ha>XXMUTe KHOTMKY O6GHOBUTD.

e [Ina yaobcTBa novcka n npocmoTpa nHdopMaumm o6 obbekTax B KapaHTMHE Bbl MOXeETe
ncnonb3osatb GUAbTPbLI. Bbibepute TMN dunbTpa B BbiNagatowemM cnvcke @PUabTp v BBeaUTE
3HayeHWe napameTpa ounbTpaumm B none Macka, nocne yero Haxmute kHornky MpuMeHNTD.

ii Bbl MOXXeTe MCnoab30BaTh MOACTAHOBOYHbIE CUMBOJIbI «*» N «?» BMECTO /0601
: nocaeA0BaTeENbHOCTN CMMBOJIOB UAM OAHOTO N0H60ro CMMBOJA BBOAMMOTO TEKCTa
COOTBETCTBEHHO.

e YT06bI OTCOPTUPOBATL 3aNUCK B CMIMCKE NO TOMY WM MHOMY KPUTEPUIO, HAXKMUTE Ha
COOTBETCTBYHOLLUIA 3aroI0BOK KOJOHKM.

e /Ina 0H6HOBAEHMA CnnCKa COBOBLITUIA HaxkmuTe KHOMKY O6HOBUTbL. CNCOK 06BEKTOB B KapaHTUHE
obHoBAsAeTCA Npyn KaxaoM 3anycke KoHcoan Dr.Web Administrator Web Console n nepexogse B
pasgen KapaHTnH. O6HOB/IEHNE MOXET 3aHATb HEKOTOPOE BpeMA. ECn Bbl XOTUTE OTMEHUTb XO4,
06HOB/IEHMS, HanNPUMep, NP OLNMBOYHO yKa3aHHbIX NapameTpax GUAbTPaLUK, HaXXMUTE KHOMKY
OTtmeHa.

AeiAcTBnA Hag 06beKTaMun B KapaHTUHEe

1. YT06bI yaanmMTb 06bEKT U3 CNMCKA, LLLeNKHUTE MPaBON KHOMKOW MbILK MO 06BbeKTy 1 Bbibepute
YAanntb B KOHTEKCTHOM MEHIO (418 BbIBOpa HECKOIbKNX OOBEKTOB YAEP>KMBANTE HaXKaTOM
knasuwy SHIFT nam CTRL Ha knaBumatype).

2. YT106bl BOCCTAHOBUTb O6BEKT, LENKHWTE MPaBOM KHOMKOW MbIlWN NO 06beKTy 1 BbibepuTe
BoccTaHOBUTb B KOHTEKCTHOM MEHH0. 3aTeEM YKaxuTe MyTb A5l BOCCTaHOBAeHMA daiina.

7.5.2. MeHepxep KapaHTUHA

MeHepaykep KapaHTUHa — 3TO AOMNOJIHUTENIbHAA YTUAUTA, BXOAALLas B coctaB Dr.Web. OHa ciyxut
ANS HAaCTPOWMKM NapaMeTpoB KapaHTUHa 1 paboTbl C M30AMPOBaHHbIMK hannamu.

PykoBoacTBO agMuHUCTpaTopa
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[Ansa 3anycka MeHegkepa KapaHTtuHa (cMm. PucyHok 16) Bocnonb3yitech ccoinkori Dr.Web

Quarantine Ha Pabouewm cTose.

Bece yrpoaw (1)

» Bce yrpoasl

I Kaparrun . . .L.

oe

@ains Wma ¥rposa

W eicar_com.zip

Mouta
Beb-cTpanuusl

Mpouee

EICAR. Test File (MOT a Wirus!) (uHdmupposad eupycom) | C:\sers'root'\Desktopeicar_com.zip

MyTb

| aceors | |

BoCCI'a-OOEHThl"] [I'Iepeo(arwpoaa'rh

eicar_com.zip

BUILTIN\AaMHHHCTPaTOPEI

NT AUTHORITY\SYSTEM

184 Gaar

184 Gait

EICAR Test File [NOT a Virus!)

Enageneu:
Mepenelero:
Pazmep:

© MOTOKEMK:
¥rpoza:

Bpems cozgasua: 06.04.2010 15:41
Bpems mogndukaumn: 06.04.2010 15:41
Bpews gocTyna: 06.04,.2010 15:41
Momeweno & kapauTua: 06.04.2010 15:41
Xpauute: BeccposHo
Mpunosekne: cKaHep

PucyHok 16. TnaBHoe okHO yTunutbl Quarantine

B LieHTpanbHOM YacTn okHa oTobpaxkaeTcs TabanLa 06beKTOB € MHGOPMaLMEN O COCTOAHUM
KapaHTMHa. 1o yMoa4yaHnio oTobpakaroTcsa caeaytoLmne cTonbubi:

e Nma — cnncok MMeH 06bekToB, HaXo4ALWNXCA B KapaHTUHE;

¢ Yrpo3sa — knaccuoukaLumsa BpesoHOCHOW NporpaMmbl, onpeaensemas Dr.\Web npu

aBTOMaTN4eCKOM nepemMeLLeHnmn obbekTa B KapaHTUH;

e MyTb — NOAHbLIV NyTb, MO KOTOPOMY HaxOAWICA OObEKT A0 NepeMeLLEHNA B KapaHTUH.

B HW>XXHel YacTu OKHa KapaHT1Ha oTobpaxkaeTcs NoApo6bHas nHGopMaLmsa O BblgeneHHbIX 06bekTax
KapaHTMHa. Bbl MOXeTe BKIOUNTL OTOBpaXkeHne cTonbLoB ¢ NogpobHolr nHdopmaumen o6

obbekTe, aHaNorNMYHOWN AAHHbIM B H>KHEN YacTy OKHa.

UYr06b1 HacTpOUTb OTO6paXkeHMe cTon6L0B

1. Ytobbl 3aaaTb NapameTpbl 0OTOHpaxeHUs MHGopmMaL MM B Tabanue KapaHTUHA, LWEeNKHUTE NpaBon
KHOMKOW MbILLUW MO 3arofoBKy TabauLbl 1 BbibepuTe B KOHTEKCTHOM MeHH0 NMyHKT HacTpouTb

KOJIOHKW.

2. BbibepuTe Tvnbl MHPOPMALMK, KOTOPbIE Bbl XOTUTE BKAKOUNTL B TabanLy o6bekToB. YTO6bI

NCKNHOYNTb CTOII6L|,bI n3 Ta6J'IVILI,bI 06bEeKTOB, CHAMMUTE CI)IIa)KKVI HanpoTMB COOTBETCTBYHOLLUNX
MNYyHKTOB. YTObbI ,D,O6aBI/ITb/VICKJ1I-OLII/1Tb BCeE TUMbI I/IHCI)OpMaLI,VIVI Ha>XMUTe KHOTMKY OTmeTUTb
Bce/CHATb OTMETKMN COOTBETCTBEHHO.

3. ,ﬂ'flﬂ M3MEHEHNA NopAaaKa ciegoBaHUA CTOJ'I6LI,OB B Ta6nv|u,e Bbl6epVITe COOTBETCTByI-OLLI,VIF/'I

cTonbeL, B CMUCKE Y HAXXMUTE Ha OZHY U3 CeyoLLMX KHOMOK:

PyKoBOACTBO agMUHVCTPaTOpa
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e BBepx — a5 nepemelyeHns ctonbua 6amxke K Havany Tabanubl (BBEPX MO CnCKy B
HacTpoWkax v neBee B TabavLie 06bEKTOB);

e BHU3 — 14 nepemellieHns cTtonbua 6amxke K KOHLY Tabauubl (BHM3 NO CXCKY B HAacTPOMKax v
npaBee B Tabanue o6BbEKTOB).

4. [ina coxpaHeHWs N3MEHEHWN B HacTpoWKax Haxxmute kHonky OK, ans 3akpbiTvs okHa 6e3
COXpaHeHWs U3MEeHeHU — KHOMNKY OTMeHWUTb.

BokoBas naHesb cneBa CyXXuT Ana GuUabTpaLLMM 06bEKTOB KapaHTUHA, KOTopble ByayT
oTobpaxkeHsbl. [pn HaXkaTM Ha COOTBETCTBYHOLLMIA MYHKT, B LLEHTPabHOW 4acTh OKHa byayT
NoKa3aHbl BCce 0OBbEKTbI KapaHTUHA UK TONbKO 3aJiaHHble rpynnbl 06beKTOB: Gaitbl, MOUTOBbIE
06beKTbl, BEO-CTPaHULLbl UM BCe OCTaNbHble 0ObEKTbI, He MoMNajatoLne B JaHHble KaTeropum.

7.5.2.1. YnpaBneHue KapaHTUHOM

AeiAcTBnA Hag 06beKTaMun B KapaHTUHE

B okHe KapaHTHa AOCTYMNHbI Caeayrouime KHOMKKY yrnpaBJieHNA:

e lo6aButb — f06aBKTb dalin B KapaHTUH. B oTkpbiBLIeMca bpay3epe no ¢annoBon cucteme
BblGepuTe Hy>KHbIN dainn;

¢ BocctaHOBUTL — nepemectutb dalin 13 KapaHTUHa U BOCCTaHOBUTbL NMepBOHayalbHOE
MecTononoxeHne paina. MNyTb Ans BOcCcTaHOBAeHUA dalina yKasaH B koaoHKke MyTb Ha
PucyHke 16. Ecm nyTb He ykasaH, nonab3oBaTtento byaet NpeanoxeHo BbibpaTb nanky As
BOCCTaHOB/eHUs daiing;

f | : Ncnonb3yite gaHHyo GYHKLMIO TONbKO eCAu Bbl YBEPEHbI, YTO 0OBbEKT 6e30mnaceH.

B BbiMaZarolweM MeHH AOCTYyMNEH BapUaHT BocctaHoBUTH B — nepemectnutb q)aﬁn noa
3ajaHHbIM MMEHEM B MNanky, yKasaHHYH NOJib30OBaTeENEM.

¢ MepeckaHnpoBaTb — CKaHWpPoOBaTb dalin U3 KapaHTMHa NOBTOPHO. Ecim Npy NoBTOpHOM
CKaHVMPOBaHUM daina 0HbHAPYXKUTCS, UTO OH He ABJISETCS 3apPadKeEHHbIM, KapaHTVUH NPeaIoXuT
BOCCTaHOBWTb aHHbIN dalin;

e Ypanutb — yaanutb Gain 13 KapaHTHa U U3 CUCTEMBbI.
UYTO6bI NPVUMEHUTb AENCTBME K HECKOIbKMM O6bekTaM O4HOBPEMEHHO, BbibepuTe 1x B OKHE

KapaHTVHa, yaep>xxvBas knaBuwu SHIFT nam CTRL, 3aTem LenKkHUTE NPaBOM KHOMKOW MblLM Ha
No60oM cTpoke Tabavubl 1 B BbiNaZatoLleM MeHHo BbibepuTe HeObXoAMMOe AelCTBIE.

Kpome Toro, B KOHTEKCTHOM MeHH0 B Tabaunue AocTynHa onuus OTnpaBuTb ¢pann(bl) B
naboparopuro «[loktop Be6» a1 otnpasku daiinos B AHTUBUPYCHYHO nabopatopmto «[lokTop
Be6» Ha npoBepky.

PykoBoacTBO agMuHUCTpaTopa
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7.5.2.2. Hactpoiika CBOMCTB KapaHTMHa

Yr10o6b1 HacTpouTb cBoWcTBa KapaHTuMHa

1. Haxxmute Ha KHOI'IKy HaCTpOMKM B OKHEe KapaHTuHa.

2. Otkpoetcs okHO CBOMCTBA KapaHTUHA, B KOTOPOM Bbl MOXETe U3MEHATb CeaytoLme
napameTpbl:

e B pa3zene 3aaatbh pa3sMep KapaHTUHa Bbl MOXETe yNpaB/ifTb 06beMOM ANCKOBOTO
NPOCTPaHCTBA, 3aHUMaAEMOro Nankou KapaHTUHa B MPOLEHTHOM COOTHOLLEHUN OTHOCUTENIbHO
obuero pasmepa Ancka (Mpy HAIMYMN HECKOIbKMX NOTUYECKUX AUCKOB, AaHHbIN pa3mep byaeT
paccunTaH OTAENbHO ANA KaXA0ro AUCKa, Ha KOTOPOM pacroiaratoTca nankm KapaHTuHa).
3HaueHve 100% O3HayaeT CHATUE OTrPaHMYEHNIA ANS MakKCUMaAbHOTO pa3Mepa nanku
KapaHTMHa.

e B pasgene Bupg Bbibepute onumio MokasbiBaTh pe3epBHbIe KONMUK, YTOObI OTOOPa3unTh B
Tabnmue o6bEKTOB pe3epBHbIe KOMUM GainioB, A8 KOTOPbIX OblAM NPUMEHEHO yaaneHwe Mbo
NeyeHue. PesepBHble KOMUK CO34at0TCA aBTOMAaTUYeCKu Npu yaaneHun Gpanios AMbo neveHnm.
Pe3epBHble KOMUN COXPaAHAOTCA BPEMEHHO.

3. o oKOHYaHWM pesakTMPOBaHUA HacTpoeK HaxmuTe kHonky OK ans coxpaHeHWs BHECEHHbIX
M3MEHEHWUM A KHOMNKYy OTMeHa A1 0TKa3a OT HUX.

PykoBoacTBO agMuHUCTpaTopa
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7.6. lonosnHNTeNbHbIE HACTPOMKMU

Pazzen lononHUTE/IbHbIE HACTPOMKM NMO3BOAET HACTPOUTb CMINCOK UCKNFOUYEHWI 1 NapaMeTpbl
apxuBaLmmn 3apaxeHHbIX ¢pannos (cm. PucyHok 17).

T ®
% Dr.\WEB
Ana Microsoft Exchange Server 2
¥ @ adminpc
* (& Tpoduns w0
» [ Profilel
» B2 Default Anpeca 37 TOTIEL, He NPOEEPTEMEIE HA BHPYCEL H CIAM
 [& rpynne [obasvms || Yaannm
& Group1
4l VBeaomnenus -
CramneTuia
¥ cofeimus
7 Kapatmin
@ Bepcwn
JIoMEHEI. He IPOBEPAEMEIE HA CIAM
[lo6asnTs | yaanums
contoso.com N
Anpeca 37 TOTTEL. He MPOEEPTEMEIE HA CIIAM
[obasvTs || Yaannm
COXpaHnTE.
—~ HaCTpORKM APXMB3LMH 3APAKEHHBIX (aRN0s
MakcHMATEHEL paziep (aftta (MB): § | ITapoms: [drweb | COXpaHHTL

PucyHok 17. lononHUTeNbHble HaCTPOMKN

UcknroueHna

Mncbma OT JOBEPEHHbIX OTMPaBUTENEN MOXHO UCKNOUMTbL 13 MPOBEPKM Ha Cnam v BUPYChI,
A06aBMB MX agpeca UV JOMeHbl B COOTBETCTBYHOLLUX MOAAX pa3gena Ucknrouenuna. Kpome Toro,
Bbl MO>eTe 3aaTb CMUCOK UCKOYeHW npu noMoLm koHcoam Dr.Web CMS Web Console.

Hactpoiiku apxuBauum 3apakeHHbIX ¢aiinos

[aHHble HaCTPOWKN pacnpPoCTPaHATCA Ha ZIP-apxmBbl, B KOTOPbIE YNaKOBbIBAKOTCA 3apaXkeHHble U
nozo3putenbHble dannbl, ecin B pasgene CkaHep ana obpaboTku Takmx ¢pannos 6bi10 BbIbpaHO
AencTBne ApXMBMpPOBaThb. B COOTBETCTBYIOLLMX MOAAX MOXHO YKa3aTb MakCMMabHbIA pasmep
daina, KOTOPbIN MOXET ObITb YakOBaH B apxumB, 1 NapoJb A/ apXuBa.

PyKoBOACTBO agMUHVCTPaTOpa
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8. ObHoBNEeHMNE BUPYCHbIX 6a3

[nsa obHapy>keHna BpeAoHOCHbIX 06bekToB Dr.Web ncnonb3yer cneunanbHblie BUpPYCHble 6a3bl, B
KOTOPbIX COAEPXKMNTCA MHPOPMaLMsA 060 BCEX U3BECTHbIX BPEAOHOCHBIX NMporpaMmax. Tak Kak
KaXzblV fieHb NOSABASOTCA HOBblE BPEeAOHOCHbIE MPOrpaMmbl, TO 3TM 6a3bl TpebytoT
nepuoamnyeckoro o6HoBAeHNA. [Ins 3TOro B NPUIOXKEHUN peann3oBaHa cuctema 06HOBAEHMS
BUPYCHbIX 6a3 Yepe3 VIHTepHeT. B TeueHve cpoka AelCcTBMA AULEH3UN MOAY/Ib OBHOBAEHMS
perynspHoO CKauvBaeT 1 yCTaHaBAMBaeT MHGOPMaLMIO O HOBbIX BUPYCax N BPEAOHOCHbIX
nporpaMmax, a Takxxe 06HOBAEHMs.

NHdopMaLmsa o Bepcum NpUIoXKeHUs, INLEH3MK, BUPYCHbIX HBa3ax, a Takxke O AaTe, BPEMEHN U
pe3yibTate NocnesHero 06HOBAEHNA NPOrpaMMbl HaxoAMTcA B 0baactu ceegeHuin koHcoam Dr.Web
Administrator Web Console Bepcus. Bbl MoxeTe 3anyctutb 06HOBIEHNE BUPYCHbBIX 6a3, LLeKHYB
No ccblke 3anycTUTb B pa3zene 3agaHue Ha o6HoBeHuMe.

MapameTpbl 0OHOBAEHWA MOXHO M3MeHUTb B darne drwupsrv.bat.

Bo Bpems yctaHoBkn Dr.Web co3aaetcs 3agaHne no 06HOBAEHNIO BUPYCHbIX 6a3, B KOTOPOM 3ajaH
ONTUMasbHbIM MHTEPBA/ 3anpoca 0OHOBAEHWI C cepBepoB 06HOBAEHUI «[JokTOp Beb». Bbl MOXeTe
OTpeAaKTUPOBaThb JaHHOEe pacrnvcaHne Npu NOMOLLM NAaHUPOBLLMKa 3agaHmin Windows:

1. OTKpOWNTe NAaHMPOBLLMK 3aaHWUN.

2. B koHTekcTHOM MeHo 3azaHna Doctor Web for Exchange Update Task BbiGepute nyHKT
CBoWcTBa.

3. B ananorosom okHe Doctor Web for Exchange Update Task Bbibepute Bknaaky Tpurrepbi
(vnn PacnucaHwme, ecin Ha Bawem KomnbroTepe yctaHoBaeHa OC Windows Server 2003) n
n3meHuTe nepmog o6HoBAeHMA. [To yMoaYaHno, 06HOBAEHVE BMPYCHbIX 6a3 Mporpammbl
BbIMOJIHAETCS eXXeHEeBHO KaX/Abli yac.

4. Haxmure kHonky OK.

PykoBoacTBO agMuHUCTpaTopa
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Ytunura Https Tool

9. YTuanrta Https Tool

Ytvnuta Https Tool npeaHa3HaveHa ans reHepaumm ceptnuounkatoB. OHa HaXOAMUTCA B nanke naarvHa
Dr.Web v ucnosb3yetcs npu ero yctaHoBke. Bbl MOXeTe BOCNOb30BaTbCA JaHHOW YTUAUTON Npu
Heo6xoAMMOCTN NOBTOPHOW reHepauum ceptudukara.

Mapametpbl Https Tool

Https Tool renepupyet cepTndukat no cneayrowm napameTpam:

HttpsTool.exe —--help

Https tool options:

-h [ --help] Show help

-m [ —--mode] Select mode: crt (self-signed x509 certificate) or dh
(Diffie-Hellman parameters)

Certificate options:

-c [ —--common] arg [Required] Common name
-d [ --dns] arg Alternative subject name (DNS)
-1 [--ip] arg Alternative subject name (IP)

Diffie-Hellman options:

®nar -m [--mode] ycTtaHaBAMBaeT pexunm, B KOTOpoM byaet paboTatb ytuauta — crt wam dh.
Pexxum crt renepupyet ceptudukat X.509, B pesynbTate 6yayT co3gaHbl Galiibl ca root.key,
ca_root.crt U server.pem.

Bo3MOXKHbI aieayrouimne napamMmeTpbl CepTI/Iq)I/IKaTaI

e -c, --common — o6d3aTenbHbIV NapameTp. JobasaseT k ceptndurkaty atpnbyt Common name
(CN),

e -d, --dns — Heobs3aTeNbHbIN NapameTp. MOXHO MCNOb30BaTb AN YKa3aHWA cnncka dns B
aTpmbyTte ceptndmkara Subject Alternative Name (SAN). 3HaueHna fAoKHbI ObITb YKa3aHbl Yepes
npoben,

e -i, --ip — Heobs3aTeNbHBIV NapameTp. AHanornyeH -d, --dns, Ho ans IP-agpecos.

Mpwumep Bbi3oBa Https Tool ansa reHepaunm ceptndmrkata B pexxmume crt:

HttpsTool.exe -m crt -c "Common name" -d dnsl dns3 dns3

Mocne BBOJa KOMaHAbl yTWINUTa CreHepupyet HGO6XO,£I,I/1MbII?1 CepTI/ICI)I/IKaT.

PykoBoacTBO agMuHUCTpaTopa
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Pexxkum dh co3paet napametpbl npotokona Aunddu-Xennmana. Y gaHHOM KOMaHAbl HET
AOMNONHUTENbHBIX NAapaMeTPOB. B pe3yibTaTe BbINOJHEHUA YTUAUTBI B Narnke C naarMHom byaert
co3gaH dann dh. pem.

Mpwumep BbizoBa Https Tool ansa reHepauum katoya B pexume dh:

HttpsTool.exe -m dh

MNMocne BBOAA KOMaHAbl YTUAUTA CTEHEPUPYET HEOOX0AUMbIV dain. MeHepaumsa daina MOXeT 3aHATb
HEKOTOpOe Bpemsi.

B cnyuae ycnelwHoro BbinoaHeHWs koMaHabl Https Tool 3aBeplunt cBoto paboTy aBTOMaTUYeCKM.
Ecam Bo Bpems paboTbl BO3HUKHYT OLINMOKK, OHWM ByayT OTOBpaXkeHbl B KOHCOJIM.

PykoBoacTBO agMuHUCTpaTopa
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10. Konconb Dr.Web CMS Web Console

KoHconb Dr.Web CMS Web Console (cM. PucyHok 18) noaaep>KvBaeTcs OTAeNbHbIM CEPBUCOM
Dr.Web CMS Web Console, koTopbili, B CBOKO ouepesb, KOHTPOMPYETCA YNPaBAAOLLMM CEPBUCOM
Dr.Web CMS.

Dr.Web CMS Web Console nogkntouaeTcs K ynpaBasatoLwemy cepsucy no agMmHUCTPaTMBHOMY

NPOTOKOJY.
Hosts & Groups Variables
¥ @ 127.0.0.1:2056 Active Boolean True System
¥ [ CMS_1.0 Crash Boolean False System
» [ Application Statistics HomeDir String C:/Program Files/Drweb for Exchange/ System
InstanceName String CMS System
* | Security LogicCrash Boolean False System
] Settings ModuleName String drwcms.exe System
] Shared ModulePath String C:/Program Files/Drweb for Exchange/drwem...  System
¥ [ Dr.Web CMS Web Console_1.0 PID UInt32 8044 System
* | Application Statistics StartedOn Time Thu Jan 30 13:44:04 2014 System
1 Application Status Version String 1.0.0.0 System
[E51 55M VersionBuild UInt32 [u] System
|| Settings VersionMajor UInt32 1 System
» [ Dr.Web S5M_1.0 VersionMinor UInt32 ] System
» | DrwwebADAccessor_1.0 VersionRevision ulnt32 [a] System
» [ DrwebAgentStub_1.0 WorkDir String C:/Program Files/Drweb for Exchange/ System

> [ DrWwebComponentsHost_1.0
» || DrwwebRequestsQueus_1.0
» [ DrwwebScanSrv_1.0

» [ DrwebSinkModule_1.0 ovel
= 1g 3332 | DRWComponentsHostImpl.cpp (53) | Entering impl:: CDRWComponentsHostImpl: :ActivateComponent ~
* [ DrwebVSAPIModule_1.0 1g 2072 | DRWScanServiceObj.cpp (108) | Exiting InternalProceedData
vE Exchan.gellffebcansfxleil.m 1g 2072 | DRWScanAgentImpl.cpp (141) | Exiting DRWCSMSP: :CDRWScanAgentImpl: :ProceedData H
5 Application Localization 1a 2072 | DRWScanAgentimpl.cpp (342) | Exiting DRWCSMSP: :CDRWScanAgentImpl: :MakeAction
" uApDI!cat!un Statistics 1g Q72 | AgentStubImpl.cpp (32) | Exiting CAgentStubImpl::OnEndOfData
&5 Application Status 1 2072 | DRWScanAgentimpl.cpp (900) | Exiting DRWCSMSP: :CDRWScanAgentImpl::SpmAction
5 Settings 1g 972 | ge\drwebagentstub\Utils.h (684) | Exiting utils::stream_reader:: ~stream_reader
1 2072 | DRWScanAgentImpl.cpp (900) | Entering DRWCSMSP:: CDRWScanAgentImpl:: SpmAction
1g 972 | ge\drwebagentstub\Utils.h (64) | Entering utils::stream_reader::~stream_reader
g 2072 | DRWScanAgentImpl.cpp (342) | Entering DRWCSMSP:: CDRW ScanAgentImpl::MakeAction
1g 972 | AgentContext.cpp (327) | Exiting AgentContext: :proceed_spam_scan_results
1g 2072 | DRWScanAgentImpl.cpp (231) | Exiting DRWCSMSP: :CDRWScanAgentImpl: :MakeScan
1g Q72 | AgentContext.cpp (327) | Entering AgentContext::proceed_spam_scan_results
g 2072 | DRWScanAgentImpl.cpp (604) | Exiting DRWCSMSP:: CDRWScanAgentImpl:: CheckForSpm
1g 2072 | DRWScanAgentImpl.cpp (604) | Entering DRWCSMSP :: CDRW ScanAgentImpl:: CheckForSpm
1g 2072 | DRWScannlgentImp\.cpp (528) | Exiting DRWCSMSP::ClDRWScanAgentImp\::CheckForFIt v
< m >

PucyHok 18. Dr.Web CMS Web Console

MmnopTt KopHeBoro ceptugpukara

Mepes Havanom paboTbl ¢ koHcobto Dr.Web CMS Web Console Heobxoanmo 406aBUTb KOPHEBOW
cepTduUKaT ca_root.crt B XpaHWInULLE AOBEPEHHbIX CEPTUPMKATOB.

Yro6b1 MMNOPTUPOBaTH KOPHEBOW cepTUDUKAT B XpaHUAMLLE
1. B nanke nnaruHa Dr.Web Haviaute daiin ca root.crt u oTKpoOWTe ero.
2. Haxmute YcTtaHOBUTBL cepTUdUKarT.

3. B okHe Mactep umnoprta cepTMdpuKaToB yKaxnTe pacrnonoxeHve xpaHmviia — JlokanabHbIN
KomnbloTep. Haxkmute fanee.

PykoBoacTBO agMuHUCTpaTopa
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4. Bbibepute onumio MomecTutb Bce cepTudmKaTbl B caeaytloliee XpaHUAULLE N HaXMUTe
0630p.

5. B OTKpbIBLLEMCA OKHE Bbl6epI/1Te AOBepeHHble KOpPHeBbleé LU EeHTPbI CepTI/I¢MKaLI,I/IM N HaXXKMUTE
OK.

6. Haxmute Aanee.

7. TpoBepbTe Nnapametpbl B okHe Mactep umnopra ceptudumkartoB 1 Haxkmute FoToBo.

3anyck Dr.Web CMS Web Console

[Ans 3anycka koHconm Dr.Web CMS Web Console oTkpowiTe B 6pay3epe cieayroLLyto CTpaHuLLy:

https://<Exchange Server address>:2080/admin,

rae <Exchange Server address> — 310 IP-agpec cepBepa Exchange.

i'i [nsa poctyna k ctpaHuue koHcoan Dr.Web CMS Web Console HeobxoanmMo BBecTH
: JaHHble yUeTHOM 3anuncy agMuHKcTpaTopa. 1o6aButb, U3MEHUTb WAV YAaNUTb YYeTHbIe
3anncy agMUHUCTPATOPOB MOXHO € nomoLbto koHcoam Dr.Web CMS Web Console.

Mpw nepeom 3anycke Dr.Web CMS Web Console ncnonbsyinte gaHHble y4eTHOM 3anmcu
no yMo/a4YaHuIo: UMs nosib3oBatens root, naposb drweb.

Untepdeinc
KoHconb Dr.Web CMS Web Console coctouT 13 Tpex vacteln:

1. [lepeBo xOoCTOB U rpynn

B sepeBe 0TOHpaXKatoTCA XOCTbl, K KOTOPbIM BbIMOJIHEHO NMoAkaouYeHue. [Mpw Lwenyke no rpynne
B OKHE NepeMeHHbIX BbIBOAUTCA CMUCOK NepeMeHHbIX. Mpu wwenyuke npaBoi KHOMKOW MbILWK MO
rpynne oTKpbIBaeTCsl KOHTEKCTHOE MEHIO, B KOTOPOM JOCTYrHbl CeaytoLime GyHKL UK

e CO34aHue rpynnbl;
® rnepevMeHOBaHWe rpynmbi;
e yJaneHune rpynnoi;

e CO3/aHne nepeMeHHOMN.

Mpw Wwenyke NpPaBon KHOMKOM MbILM MO aZpecy XOCTa OTKPbIBAETCA KOHTEKCTHOE MEHHO, B
KOTOPOM ZAOCTYrMHbI cegytoLine dyHKLMK:

e Add host. lo6aBuTb B epeBO NOAKIOUEHNE K HOBOMY XOCTY;

Remove host. Yaanutb noakntoueHve K XocTy u3 AepeBa;

Create group. Co3zatb HOBYtO rpynny;

Create variable. Co3gaTtb HOBYIO NepemMeHHyo;

View traces. OTobpaxaTtb cOObLLEHNs TPACCMPOBKM B PEXUME peasbHOro BPEMEHY;

PykoBoacTBO agMuHUCTpaTopa
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¢ Debug traces. Bkatountb TpaccMpoBKy OTAaAKWY;

¢ Load traces. 3arpy>xatb 0TOUABTPOBaHHbIE COOOLLEHMA TPACCVPOBKM 3a NPOLUeALIVe
nepvoabl;

o Edit trace filter. ViameHnTb napametpbl GuabTpaLmm coobLeHN TPaCcCMPOBKM.

2. Crnvcok nepemeHHbIX

B okHe nepemeHHbIX 0ToBpakaeTcs CNMCOK NepeMeHHbIX B BbIGpPaHHOM rpynne, a Takxke nx
TWNbI, aTpMBYThl N 3HaueHus. Ecam 3To He 3anpelleHo aTpubyTamu, TO NPK Weayke no nor
MOXHO OTpesaKTMpOBaTh BBEAEHHOE B HEM 3HaueHue. [pu Lenuke npaBoi KHOMKOW MbIWK MO
NnepemMeHHOWN OTKPbIBAETCA KOHTEKCTHOE MEHIO, B KOTOPOM AOCTYMHbI ClesyroLume GyHKLNN:

e CO3/aTb NEePEMEHHYO (OTKpbIBAeT OKHO CO3JaHWsA NepPeMeHHON);

® yAanUTb NepeMeHHyo (eCcn NO3BONAKOT aTpUbyThI);

e COPOCUTb CTAaTUCTUYECKYHO MEPEMEHHYHO (eCNN NepeMeHHas nMeeT aTpmbyT Statistics).
OKHO COOBLLEHN TPACCUPOBKM

B faHHOM OkHe 0TO6paXkatoTCs COOBLLEHNS TPACCUPOBKY, COAepKaLLMe MHGOPMaLMIO O
cobbITuAX, pernctpmpyembix KoHconbto Dr.Web CMS Web Console.

[na oTobpaxkeHns COOBLLEHNI TPAaCCUPOBKM B PEXUME PearbHOrO BPEMEHM YCTaHOBUTE
dnaxxok View traces B KOHTEKCTHOM MEHIO, PacKpbIBaOLLEMCSA NPW LWeaYKe NPaBon KHOMKOM
MbILLK MO ajpecy XocTa.

Kaxxgoe COO6LLI,€HI/1€ nMeetT ceayrouimne nona:

Bpems cobbITus;

nMA XOCTa,

MMS MPUIOKEHNS;
® YpPOBEHb AeTann3aLmm perncTpaLmm cobbiTmi;
e TEKCT COODBLLEHNS.

Y106bI OTPMABTPOBATL COOOLLEHMS, BbIBOANMBIE B OKHE TPacCUpPOBKY, BbibepuTe nyHKT Edit
trace filter KOHTEKCTHOTrO MeHIO, packpbIBaOLLErOCA NpW LeayYke NpaBol KHOMKOW MbILWN MO
aApecy xocTa. B oTkpbIBLUEMCSH OKHE yKaxuTe napamMeTpbl GuabTpaumm:

e Log level. CreneHb aetanvsaunm xxypHana cobbITuiA;

¢ Instances. /ICTOUHNKK COBBITUI;
e Contents. TekcT, BXxoAsLWMIA B coobuleHne (B nose Text);
¢ NonContents. TekcT, He BXxoAsaLWMIA B coobuleHne (B nose Text).

Ans yaanenus coobuenms, BbinoaHuTe koMaHay Clear KOHTEKCTHOrO MeHHO, packpbiBatoLLLerocs
Npw LLenyke NpaBor KHOMKOW MbILUW MO COOBLLEHNIO.
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10.1. UameHeHMe napona agMUHUCTpPaToOpa

Mpw nepBom 3anycke koHconn Dr.Web Administrator Web Console nan konconn Dr.Web CMS Web
Console Bxog B cUCTEMY OCYLLLECTBAAETCA C MOMOLLbHO NMPeayCTaHOBAEHHOW YYETHOM 3anncu root ¢
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naposiem drweb. [lanee HacTOATENBHO PEKOMEHAYETC U3MEHUTb NapOJib ANS JaHHOWN YYETHOM
3anuncu.

MN3meHeHMe napons yueTHoO 3anucu agMuMHUCTpaTopa

1. B pepese xoctoB v rpynn Bblibepute rpynny CMS_1.0 -> Security -> Users -> root.

2. B cnncke nepeMeHHbIX rpynmbl oot ABaxkabl LLesKHUTE Mo 3HaveHnto Value nepemeHHown
Password. OTkpoetcs okHo Change password variable value.

3. BBeawuTe HOBbIM Napob B none Password, a Takxxe B nose Confirm password ans
NOATBEPXKAEHUA CAeNaHHbIX N3MEHEHWN.

10.2. lo6aBneHne HOBbIX aMUHNCTPATOPOB

Bbl MOXeTe 06aBUTb HEOBXOAMMOE KONMYECTBO YUYETHbIX 3anucer agMuHUCTpaTopa, NoMMMOo
npeAycTaHOB/IEHHOW 3anuncu root.

[ o6aBneHune yueTtHoM 3anucmn agMUHUCTpaTOpa

1. B pepese xoctoB v rpynn Bbibepute rpynny CMS_1.0 -> Security -> Users.

2. UWenkHwte no rpynne Users, 4To6bl OTKPbITb KOHTEKCTHOE MEHHO. B KOHTEKCTHOM MEHHO
BblbepuTe nyHKT Create group.

3. Otkpoertcs okHO Enter new group name, B KOTOPOM HEOBXOANMO BBECTU MMSA
agMuUHUCTpaTopa B noJsie Group name. [anee Haxmute kHonky OK.

4. [ina HaCTPOWKM Napona agMUHUCTPaTOPa LLEeIKHUTE MO COOTBETCTBYIOLLEN FPYMNe B JepeBe
xocTtoB 1 rpynn. Beibepute nyHkT Create variable B KOHTEKCTHOM MeHtO.

5. OtkpoeTtcs okHo Add new variable. Beeaute nms nepemeHHon Password v BbiGepute
Password B kauectBe ee Tvna. B none Value Beegute naposb agmuHuctpatopa. Janee Haxmute
kHonky Append.

6. [N HaCTPOWKM yPOBHSA AOCTyNa LLENKHUTE MO COOTBETCTBYIOLLEN rPpynne B AepeBe XOCTOB U
rpynn. Beibepute nyHKT Create variable B KOHTEKCTHOM MeH}O.

7. Otkpoetcs okHo Add new variable. Beegute nmsa nepemerHolt UserLevel v BoibepuTe Ulnt32
B KayecTBe ee Tvna. B kauecTBe 3HaueHVss NepeMEHHON YCTaHOBUTE:

0 — nosHbI AOCTYyN KO BCeM HacTpolikam koHcosm Dr.Web Administrator Web Console;

1 — pocryn k koHcoam Dr.Web Administrator Web Console 6e3 BO3MOXHOCT U3MEHEeHWs
HaCTpoex.

ﬁ Ecav 3HaueHve nepemeHHoi UserLevel He 3agaHo, agMUHUCTpaTOpy ByaeT
: npeAocTaBaeH MOHbIN AOCTYN K HacTporikam Dr.Web Administrator Web Console.

PykoBoacTBO agMuHUCTpaTopa
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10.3. Co3paHune knacrepoB

KoHconb Dr.Web CMS Web Console no3BoaseT opraHn3oBaTb HEOrpaHWUYeHHOE MO BAOXEHHOCTM
[epeBO COEAMHEHHBIX B K/lacTep XOCTOB. B opraHn3oBaHHOM knactepe ntoboe n3MeHeHne
nepemMeHHow ¢ atpmbyTom Shared nprBOANUT K aHaNOTMYHOMY M3MEHEHWIO NePEMEHHbIX Ha BCeX
MNOAUYMHEHHBIX XOCTaX.

OpraHusauua knacrepa

Ha nogumHeHHOM (BBOAMMOM B KJACTEP) XOCTE BbIMOJIHATE CIEAYHOLLNE AENCTBUS:

1. Cospgauite rpynny /CMS_1.0/Security/Users/host. [laHHas rpynna 6yaet 0o603HauaTb yUYETHYHO
3anvcb NONb30BaTeNs, MO KOTOPOW rONOBHOM XOCT ByieT MMeTb BO3MOXHOCTb TPaHCAMPOBaTb
nepemeHHble ¢ aTpubyTom Shared Ha nokanbHbIN cepBep.

2. B rpynne host aBTomatnuecku byaet co3gaHa nepemeHHas Password Tvna Password,
cozep>Kallias naposib AN NOAKIOUEHUs K yUYeTHOM 3anucu. [1o ymoaYaHuio yctaHaBAInBaeTCs
naposb drweb. 13 coobparkeHnt 6e30NacHOCTM AaHHbIN NapO/b PEKOMEHAYETCA CMEHWUTD.

Ha ynpaBadoLLemM (ronoBHOM) XOCTe BbINOJHUTE caeayrouime AelzCTBMﬂZ

1. Co3pante rpynny ¢ Npoun3BoAbHbIM MMeHeM no nyTv /CMS_1.0/Shared/. laHHas rpynna 6yaet
0603Ha4aTb NOAUYMHEHHbI XOCT.

2. B rpynne xocta aBTomaTnyeckn co3gaetca nepeMmeHHas Address tmna String, cogepkaluas
MycTyto CTPOKY. B KauecTBe 3HaueHUs JaHHOW nepeMeHHoM ykasbiBaetcs IP-agpec MS-
NOAKMHOUEHMSA MNOAUYMHEHHOTO XOCTa B Buae </P-adpec>:<lTopm>, Hanpumep,
192.168.1.1:2056.

3. B rpynne xocTa Takxe aBTOMaTu4eckn cosgaetca nepemeHHas Password tvna Password,
cozep>Kallias naposib ANs NOAKAYeHMs K yuyeTHoM 3anvcy host Ha nogumHeHHoM xocTe. Mo
YMOAYaHMIO ycTaHaBamnBaeTcsa naposib drweb. V13 coobpakeHnin 6e30nacHOCTY AaHHbIV Napob
peKkoMeHAyeTCs CMeHWTb. Ecm naponb Ans BCcex XOCTOB OAMHAKOBbLIW, TO NEPEMEHHYHO
Password mo>xHo co3gatb B rpynne Shared. Torga oHa 6yaeT ncnoib3oBaTbCsA NO YMOAYAHNIO
AN BCEX COEAVHEHMN.

4. TepemeHHble, onpezenstoLme NoAKAOYEHME K NOAYNHEHHOMY XOCTY, HE MOTYT UMETb aTpUbyT
Shared, cOOTBETCTBEHHO, HACTPOWMKN COEANHEHNSA HE MOTYT TPAHCIMPOBATLCA Ha NMOAYMNHEHHbIE
xocTbl. [Tpy NOMbITKE N3MEHEHMs aTPUBYTOB NepeMeHHbIX HaCTPOEK COeAMHEHN ByeT BblgaHO
cooblueHne 0 3anpeTe gocTyna.

B nanke Shared aBTomatnueckn co3paetcs nepemeHHas Enabled tvna Boolean. 3ta nepemeHHas
BKJIFOYAET U BblKOYaeT QyHKLMOHaN knactepa. Ecam ans gaHHoM nepemeHol yCTaHOBIEHO
3HayeHue True, BCe ONMCaHHble COEANHEHMS CTaHOBATCA akTVBHbI, False — Bce coegnHeHns
pa3pbiBatoTca. 10 yMonyYaHWIO NepeMeHHas co3jaeTca co 3HaveHneMm True.

Mpw co3gaHmm rpynnbl xocTa B nanke Shared B Hell aBTOMaTMyeCckn CO34aeTca nepeMeHHas
Enabled tvina Boolean co 3HaueHnem no ymonuaHuio False. 31a nepemeHHas BkaoYaeT 1
BbIK/IFOYAET KOHKPETHOE COefMHEHNE.

PykoBoacTBO agMuHUCTpaTopa
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3meHeHve agpeca (3HaueHus nepemeHHol Address) nprvBOANUT K MepenoaKItUYEHNIO aKTUBHOTO
COeANHEHMs Ha HOBbIW agpec. I3meHeHVe Nnapons He NPUBOAMUT K NEPENOAKAOUEHNIO COEANHEHMS.
[ns nepenofkntoueHns coeiMHEHNs C HOBbIM MapOieM HEOBXOAMMO BbIKAKOUUTb U BKAKOYUTb
coeanHeHve ¢ nomMoLbio nepemeHHol Enabled.

Mpw NpaBuALHOM co3aaHnn nogkntoveHns CMS aBTOMaTMYeCKMN YCTaHOBUT COeANHEHME C
NOAUYMHEHHBIM XOCTOM M NPOTPaHCANPYET Ha Hero Bce nepemMeHHble ¢ atpubytom Shared. Ecim Ha
yAaNeHHOM XOCTe y>Ke eCTb MepeMeHHas C TakuM MMeHeM, HO y Hee aTpmbyT He Shared, To Takas
nepemMeHHas byaeT npourHopupoBaHa ¢ kogom Bo3spata MB_RC_SKIPPED.

Cnucok NOAYNHEHHbBIX XOCTOB MO>XXHO CO34aTb Ha Ntobom YpPOBHE AepeBa.

& Mpw BKItOUEHHOM BpaHaMay3pe Windows ans KOppekTHOW paboTbl knactepa

E HeobxoAMMO pa3peLlnTb 06MeH gaHHbIMK No npoTokoay TCP MeXay ynpaBaatowmnm
NoAYMHEHHbIM XocTaMu. [lna 3Toro TpebyeTtcs co3gaTth Caeyrolme npasuia
6paHamayspa Windows:

e BXOJslLEee NPaBuIO ANS CBA3W yNpaBastoLero ceperca drwems.exe roq1oBHOro XocTa
C NOAYNHEHHbBIM XOCTOM Mo npoTokoay TCP n ntobomy nopry;

e MCXojAlllee NpaBUO /1A CBA3M ynpaBastoLLero ceperca drwems.exe rosioBHOMO
XOCTa C NOAYMHEHHbBIM XOCTOM Mo npotokoay TCP n nopty 2056;

e BXOJfALLEe NpaBuaO A1 CBA3WN NOAYMHEHHOrO XOCTa C YyNpPaBAAaOLWMM CEPBUCOM
drwcms.exe ronoBHoro xocta no npotokony TCP 1 nopty 2056;

e yCxoAdllee NpaBuaO ANA CBA3M MOAUYMHEHHOrO X0CTa C YNpaBAAtOLUM CEPBMCOM
drwcms.exe ronosHoro no npotokoay TCP n nto6omy noprty.

YnpaBneHue HacTpoiikaMu cKaHUpoBaHUA N ¢uabTpauum ansa rpynn AD

MNepemeHHble ¢ aTpnbytom Shared npodwunen n rpynn, ABAAOLLMXCA CMUCKAMW MOYTOBbIX aAPeCoB,
a TaKkXKe camu Takve npoduanm 1 rpynnel CBO6OAHO TpaHCAMpyroTCa mexay 6azamu cmsdb ¢
ynpaBAstoLLEro cepBepa Ha NOAUYMHEHHbIN, Tak Kak OHW He 3aBucsaT ot Active Directory. Ecan
yNpaB/SOLWMA U NOAYNHEHHbI MOYTOBbIV CEPBEPbI MOAKAHOUEHbI K OLHOMY cepBepy rnobanbHOro
kaTtanora GC (Global Catalog) Active Directory, npu co3ganum rpynnel AD B koHcoam Dr.Web
Administrator Web Console Ha ynpaBasitoLem cepBepe, ee HaCTPOMKKN Takxe byayT nepesaHbl Ha
noaunHeHHbINn. OgHako, ecim obbearHAEMble B KNacTep NMOYTOBbIE CEPBEPbI HE MMEtOT 0bLero
rnobanbHOro katasora, NopasoK co3gaHus rpynn AD ¢ obwum ynpasaeHeM HacTpoiikamu byaet
OT/MYaTLCA:

1. Ha nogumHeHHOM cepBepe B KOHCOM ynpasaeHus Active Directory co3aaiite HOBYO rpynny
pacnpeaenenus (Distribution).

2. C nomouybto koHcoam Dr.Web Administrator Web Console go6asbTe co3gaHHyto rpynny B
CMUCOK TPYMN MNPUNOXKEHNS.

3. B AgmuHucTpaTtmBHOM KoHcoam CMS Havaute 3Ty rpynny B BeTke HacTpoek DrWebScanSrv_1.0
-> Application Settings ->Groups -> <um# 2pynnel>. Jna nepemeHHou ItemlList, koTopas
3asaet ngeHtnounkatop GUID cozgaHHoM rpynnbl AD, nomeHsiTe 3HaueHne atpubyTa ¢ Shared
Ha Default.

PykoBoacTBO agMuHUCTpaTopa
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4. B koHconm ynpasneHus Active Directory ynpaeasitoLero cepepa co3gante HOBYHO rpynmny
pacnpeaenerus (Distribution) ¢ TeM Xe MMeHeM, UTO 1 Ha NOAYMHEHHOM CepBepe.

5. C nomoubto koHcoam Dr.Web Administrator Web Console go6aBbTe co3aaHHyto rpynny B
CMMCOK rPYyNn yNpaBAstoLLEro cepBepa, ykasas A/l Hee TO e UMS.

6. Tpynnbl ByayT conocTaBaeHbl MO MMeHU (HECMOTPA Ha pasHble ngeHtudmkatopsl GUID n pa3Hble
Habopbl NoNb30BaTENEN), U Aa/bHENLIee HazHayeHne Npoduier N BCex HaCTPOeK CKaHMPOBaHWSA
1 GUNbTPaLMN MOXKET OCyLLLeCTBATLCA ¢ nomoLbto Dr.Web Administrator Web Console
ynpaBasaoLLero cepsepa 1 byaeTr TpaHCAMpoOBaTbCA cpa3y Ha oba cepsepa.

10.4. HacTtpoika yBegomaeHnin o6 yganeHnm nmcem c
nomouwbio Exchange Web Services

B cnyuae paboThbl B pexxume C yaaneHnem nucem npu aHTMBMPYCHOM NpoBepKe nan GuabTpauum
aHTVMBUPYCHbLIM areHTOM MOJyYaTeNto He MOCTYNaeT HUKAKMX AaHHbIX O MUCbME, KpOMe
COOTBETCTBYHOLLEN 3anNnCK B XXypHanax cobbiTuii cepaepa. [as Takoro pexunmMa paboTtbl MOXKHO
JAOMNONHUTENBHO HAaCTPOUTb OTNpPaBky Yepe3 npoTtokon EWS (Exchange Web Services) noutoBbix
yBEAOM/EHWIN Ha agpec, 3aaaHHbI napametpom OWSNotificationEmail. JaHHble yBegoMaeHums
cogep>kat MHGopMaumo 06 oTnNpaBuUTeNsx, CNUCKe NoayYaTenen N Temax yaaneHHbIX MUCEM, HO B
HMX OTCYTCTBYHOT A@HHbIE O Tesie MUCEM W BAOXKEHMSAX.

EWS (Exchange Web Services) pazmeluaetca Ha cepepax, umetowmx posb Client Access (CAS), n
BbICTYNaeT NOCPEAHUKOM MeXAY KAMEHTCKUMMW 3anpocaMun 1 BHYTPEHHEN CTPYKTYpOn cepBepa
Exchange.

HacTpolika yBegomaeHuii o6 yaaneHun nucem ¢ nomolybto Exchange Web Services ocyuecteasercsa
B BeTke HacTpoek DrWebAgentStub_1.0 -> Application Settings AzMVHUCTPaTUBHOM KOHCOM
CMS nyTem 3agaHus CrefyroLwmx nepemMeHHbIX:

OWSUrl. 3azaet cepBep, Ha KOTOpoM pacnosioxeH EWS. Mo ymonyaHmo ycTaHOBAEHO 3HaYeHne
localhost, HO B 0bLem cnyyae B KauecTBe 3HaUYeHWNA JaHHOTO NapamMmeTpa MoXeT ObiTb ykasaH |IP-
aapec ntoboro gpyroro cepsepa ¢ EWS.

OWSAdministrator, OWSPassword, OWSDomain. 3azatoT napameTpbl A4ocTyna (Mms
nonb3oBaTens ¢ npasaMu goctyna kK EWS, ero naposib 1 nMa foMeHa) K NOYTOBOMY ALLUKY,
3agaBaemomy napametrpom OWSOutgoingEmail.

OWSNotificationEmail. SnekTpoHHbIN agpec, Ha KOTOpbIV ByAyT NPUXOAUTL YBEAOMAEHNS 06
yAaNeHUN NUCEM.

OWSOutgoingEmail. 3n1ekTpoHHbIV agpec, OT UMeHN KOTOPOro ByayT NPUXOAUTb YBEAOMAEHNA
06 yaaneHun nucem.

3afaHHble HaCTPOVKWN NepesatoTCs aHTMBMPYCHOMY areHTy OAWH pas npu 3arycke c1y6bl
TpaHCNopTa, U OTNpaBKa yBeAoMIeHWN ¢ nomoLbto EWS He BkatouaeTcs, ecam xoTs 6bl ogHa 13
HacTpoek byAeT NycTon CTPOKOW.

Mpu KaXA0M yAaneHU NcbMa aHTUBMPYCHbIN TPAHCMOPTHBIN areHT ByAeT MbiTaTbCs YCTaHOBUTD
CoeAnHeHWe ¢ cepBepoM, 3agaHHbIM napametpoMm OWSUTrL. B ciyuae, ecam coegmHeHne ycTaHOBUTb
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He yAanoch, B XypHase cobbiTnii onepaLmoHHon cuctemsbl (Event Log) dukcmpyetcs
npeaynpexzaeHvie 444 c ykazaHneM NpUYMHbl HEBO3MOXHOCTU OTNPAaBKM yBEAOMAEHUA.

10.5. lecTtBMA areHTa aHTUCNaMa NpU yAaNleHUU Unn
6noknpoBke nNUcbma

Ecam nucemo yaansetca kak cnam nav 6a1oKmMpyeTca Kak HeCOOTBETCTBYHOLLee NpaBuaam
bunbTpaL MK, TPAHCNOPTHbIV areHT aHTMcnamMa MoXeT B0 pa3opBaTb COEANHEHNE C KIMEHTOM,
nmbo coopmupoBatb oTBeT RejectMessage.

Yto6bl ONpesennTb, kKakoe AencTBue ByAeT BbINOAHATLCA MPY YAaneHun nam 610KMpoBKe N1Mcbma:

1. B pepese xoctoB 1 rpynn Bbibepute rpynny AgentStub ->Application Settings.
2. B none Value ycraHoBUTe 3HaueHWe ans nepemeHHol Disconnect:

e false. OTnpasutens nonyumt B oteeT RejectMessage cnegytolero cogepxkarus: Dr.Web
AntiSpam Agent: Message was rejected as spam. [laHHOe feiCTBME BbINOJIHAETCA MO
YMOJIYaHWIO.

e true. SMTP-coesunHeHwme ¢ kKaMeHTOM ByseT pa3opBaHo.

10.6. U3ameHeHMe peXkuMma ML, eH3UpPOoBaHuUA

V13meHeHWe crnocoba ML eH3npoBaHMA HeO6XOAVIMO npu nepexoge K pa60Te B
PEXNME LIEHTPAIM30BaHHOW 3aLLNTbI UK Npwn BbIXO4€E U3 3TOTO peXunma.

ﬂ,nﬂ U3MEeHeHUA peXxxuma Ml eH3npoBaHus

1. B pepese xoctoB 1 rpynn Bblibepute rpynny DrWebScanSrv_1.0 -> Application Settings.
2. B none Value ycraHoBUTe 3HaueHve ans nepemeHHol LicenseMode:

0 — anq paboTbl Dr.Web HeobxoanMo noayunts kKnroyeBor dawns (Mo yMONYaHUIO);

1 - ansa pabotbl Dr.Web ncnonbsyetcsa kntoueBoi daiin ¢ cepBepa LLeHTPaaM30BaHHOM 3aLnThl.

3. lMocne nepekntoyeHus pexumMa nepesanyctute cnyxx6y Dr.Web for MSP Scanning Service.

10.7. Bbibop TMNOB NnoBpeXXAeHHbIX 06beKToB

B HekOTOpPBbIX Cyyasx BAOXEHUA MOTYT paccMaTpuBaTbCa Kak nospexdeHHble. Takne 06bekTbl He
MOTYT 6bITb NMPOBEPEHbI Ha BUPYChI. 15 MOBPEXAEHHBIX OObEKTOB NMPUMEHSAIOTCA Te XKe AeUCTBUS,
YTO M AN 3apakeHHbIX 06bekTOB. YTO6bI ONpesennTb, Kakue 06bekTbl ByAyT paccMaTpmBaThCs Kak
NOBPEXAEHHbIE, BbIMOJHUTE CeAytoL e AeUCTBUS:

1. B pepeBe xoctoB v rpynn Bbibepute rpynny DrWebScanSrv_1.0 -> Application Settings ->
Profiles -> %Profile name% -> Scanner.

2. BbibepuTe nepemMeHHyto, KOTopas COOTBETCTBYET TUMY 0ObEKTOB!
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e ScannerTreatPswrdArchivesAsBad. ApxvBbl c naposem.
e ScannerTreatincompleteArchivesAsBad. HenonHble apxvBbl.

e ScannerTreatPackedArchivesAsBad. ApxvBbl, Npu 3anakoBke KOTOPbIX NPOM3OLLAA
olwmbka.

e ScannerTreatRestrictedArchivesAsBad. ApxuBbl, 4OCTyN K KOTOPbIM OrpaHNYeH.
e ScannerTreatDeepArchivesAsBad. ApxvBbl C 601bLINM YPOBHEM BNOXXEHHOCTU.
e ScannerTreatBigArchivesAsBad. ApxvBbl civwkom 6oabLwioro pasmepa.

[na BbibpaHHOM NnepeMeHHon B nose Value yctaHOBUTE 3HAYEHME:

true. O6beKTbl 3TOro TMNa ByAyT paccMaTpMBaTLCA Kak NMOBPEXAEHHbIE, K HAM ByaeT
NPVYMEHEHO AeiCTBMe, BbiIOpaHHOE AN 3apaxkeHHbIX 06bekToB B pa3gene CkaHMpOBaHue.

false. O6bexTbl 3TOrO TMNA BYAYT paccMaTpMUBaTLCA Kak YMCTbie U ByAyT NponyLeHbl.

10.8. OnpepeneHne npuHaaieXXHOCTN NMNCbMa K cnamy

KomnoHeHT AHTMCNaM npuceamMBaeT KaXXaoMy NMCbMy Lienoe Yncno (score). ﬂ'aHHaﬂ BENNYMHa
NO3BONAET ONPEAENNTb, ABAAETCA IN NpOBEepAEMOE NMNCbMO CraMOM.

YT06bI M3MEHWUTL MOPOTrOBbIE 3HAYEHUS A5 ONPeAENeHNs NPUHAANEXHOCTM MUCbMa K TON 1au
nHou rpynne (TouHo cnam, Boamo>kHo cnam van ManoBepoATHO, UTO cnam), BbINOJHUTE
cnesyrolime AencTBus:

1.

B aepeBe xoctoB 1 rpynn Bbibepute rpynny DriWebScanSrv_1.0 -> Application Settings ->
Profiles -> %Profile name% -> Antispam.

YcTtaHOBWTE 3HaYeHus Ana cnefyroumnx nepemMeHHbIX:

ili [ns KoppekTHO paboTbl AHTUCMNaMa He PeKOMEHAYeTCs U3MEHATb 3HaYeHUsA Mo
yMosilYaHuto ans nepemeHHbix AntispamDefaultScoreMin 1
AntispamExactlyScoreMax.

e AntispamDefaultScoreMin. HanmeHbLUee 3HaueHVe BeIMUMHbBI SCore, KOTOpOe onpeaenser
NPUHAANEXHOCTb NUCbMa K rpynne MasioBepoATHO, UTo cnam. 3HayeHve No yMoaYaHuio: 1.

e AntispamDefaultScoreMax. HanbosbLiee 3HaueHWe BeMUMHbI SCore, KOTOpOe onpeaenser
NPVHAANEXHOCTb NUCbMa K rpynne MasoBeposATHO, UTo cnam. 3HayeHue No yMOAYaHWIO:
199.

e AntispamProbablyScoreMin. HavmeHbLUee 3HauUeHVe BENNUYMHDBI Score, KOTOpOe onpeaenset
NPUWHaANEXHOCTb MMCbMa K rpyrnne Bo3modkHo cnam. 3HaueHune no ymoadanuio: 200.

e AntispamProbablyScoreMax. Hanbonbluee 3HaueHVe BEAMUYUNHBI SCore, KOTOpPOe onpeaenset
NPUWHAANEXHOCTb MMCbMa K rpynne Bo3amodkHo cnam. 3HaueHne no ymoayaHuio: 4999.

e AntispamExactlyScoreMin. HanmeHbLUee 3HaueHWe BeNNYMHbI Score, KOTOpOe onpesenseT
NPUWHaANEXHOCTb M1cbMa K rpynne TouHo cnam. 3HaueHne no ymoadaxuto: 5000.

¢ AntispamExactlyScoreMax. HanbosbLuee 3HaueHne BeMUmHbI score, KOTOpOe onpeaenser
NPUWHaANEXHOCTb M1cbMa K rpynne TouHo cnam. 3HaueHre no ymoadaHuto: 2147483647.
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10.9. UcknroueHne nucem ms npoBepKun

McbMa OT fOBEPEHHbIX OTMPAaBUTENEN MOXHO UCKAOUMTDL U3 MPOBEPKM Ha CMaMm v BMPYChI, yKa3as
UX ajpeca N JOMeHbl B COOTBETCTBYHOLLMX NMEPEMEHHbIX.

1. B pepeBe xoctoB 1 rpynn Bbibepute rpynny DriWebAgentStub_1.0 -> Application Settings.

2. YcTaHOBMTE 3HaYeHus Ana caiefyrowmnx nepemMeHHbIX:

ili 3HayeHNa NepeMeHHbIX yCTaHaBAMBalOTCA vepes «;» 6e3 npobena. Mpumep:
: example1@mail.com;example2 @mail.com.

CrnCOK NCKIHOYEHUIA MOXHO TakKe HacTpouTb B pasgene JononHuUTe/lbHble HAaCTPOUKN
koHconn Dr.Web Administrator Web Console.

e TrustedDomains. Cn1cok 4oMeHOB, KOTOpble ByAyT UCKAOYEHbI U3 MPOBEPKM Ha cnam. B
Ha3BaHWe JOMEHa JOJ/>KHa BXOAMUTb TONbKO YacTb afpeca 31eKTPOHHOM NOoYTbl, yKa3aHHas
nocne 3Haka @. Mpumep: domain.org;mail.com;drweb.com.

e SpamTrustedEmails. Cnvcok agpecoB 3/1eKTPOHHON NOYTbI, KOTOPble ByAyT UCKHOYEHbI U3
MPOBEPKM Ha Cram.

e TrustedEmails. Cnincok agpecoB 3n1eKTpOHHOM NOYTbI, KOTOpble ByAYyT NCKAOUEHDBI K3
NPOBEPKM Ha CNam ¥ BUPYCbl. TN Xe agpeca HeobxoAMMO NponucaTtb B NePEMEHHOM
TrustedEmails n3 rpynnsl DrWebVSAPIModule_1.0 -> Application Settings.

10.10. ®unbTpauusa ¢painioB B apXmBe NO UX paclULMPEHNAM

Ecm Bam Heobxo4MMO OTCAeXMBaTb apXuBbl, cogepkalyune daibl ¢ onpeseneHHbIMU
pacMpPEHNAMU, U MPUMEHSATb K 3TVM apX1MBaM AENCTBUS, YCTaHOB/EHHbIE A1l MOAO3PUTE/bHbIX
061BEKTOB, Bbl MOXETE MCMOAb30BaTh NepemMeHHyto SuspiciousTypesinsideContainer:

1. B pepese xoctoB 1 rpynn Bblibepute rpynny DrWebScanSrv_1.0 -> Application Settings.

2. YcTtaHOBUTE B KayecTBe 3HaueHusa ana nepeMeHHon SuspiciousTypesinsideContainer
paclwmpeHna Garnos B creaytoleM popmarte: exe; vbs; scr

B nepByto ouepesb apxuB ByaeT NPOBEPEH Ha Hannume 3apaXkeHHbIx dannos. Ecav oHm 6yayTt
HalZeHbl, K apxunBy ByeT NPUMEHEHO AeNCTBME, BbIOpaHHOE A5 3apaXeHHbIX 06bEKTOB, NHaYe
apxvB ByseT NpoBepeH Ha Hasmume GannoB C yKazaHHbIMW paclumpeHunamm. Ecam byaet obHapykeH
X0Tsl 6bl OAMH Paiin C TaKUM paclUMpPeHNeM, K apxuBy ByAeT MPpYMeEHEHO AeNcTBre, YCTaHOBNEHHOE
419 NOJ03PUTENbHBIX 0OBEKTOB.

PykoBoacTBO agMuHUCTpaTopa
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11. Perncrpaumusa cobbitum

Dr.Web peructpupyet olumnbkmn 1 nponcxoasilmne cobbiTvs B CiefyroLLMX XXypHanax perncrpawmm:

e XXypHane perncrpaLmm cobbiTmin onepauoHHom cuctemsl (Event Log);

e TEKCTOBOM XypHa/ie perncrpaumm cobbiTuin nporpamMmMbl yCTaHOBKY;

e >XXypHan cobbitnii CMS.

NHdopmauma 06 06HOBAEHUAX 3aHOCUTCS B OTAE/bHbIA TEKCTOBbIN XypHan dwupdater. log,

pacrnonoxeHHbIn B nanke %alluserprofile%\AppData\Doctor Web\Logs\ (cMm. rnaBy
[MpoBepka Moayas o6HOBAEHWS).

11.1. )KypHan onepayMoHHON CUCTEMBbI

B >xypHan perunctpaumm onepaumoHHom cuctemsl (Event Log) 3aHocutcs creayrolias MHGopmMaLms:

e COOD6LLEHNsA O 3anycke 1 OCTaHOBKe NPOrpaMmMbi;

e napameTpbl JIMLEH3MOHHOTO KAKOYEBOTO daina: AelCTBUTENbHOCTb UM HEAEUCTBUTENBHOCTb
NVLLEH3UW, CPOK AENCTBUS JINLEH3N;

e napameTpbl MOAyel NPOrpaMmbl: CKaHepa, Ajpa, BUPYCHbIX 6a3 (MHGOpMaL s 3aHOCUTCS Npu
3anycke Nporpammbl U Npu 06HOBAEHUN MOAYNEN);

e COODbLLEHNE O HEAENCTBUTENbHOCTU INLLEH3UN: OTCYTCTBME KIOUEBOTO dalina, OTCyTCTBUE B
KNtoUYeBOM Gaiine paspeLleHns Ha UCMoJb30BaHMe MOy el MPOorpaMmbl, NLEH3NUs
3ab10KMpoOBaHa, HapyLleHWe LeN0CTHOCTU KAtoUeBOoro daina (MHpopMaLmsa 3aHOCUTCA Npu
3anycke NporpamMmMbl 1 B npouecce ee paboTbl);

e yBEZOM/IEHNS O 3aBEPLUEHUN CPOKA AENCTBUSA AMLEH3UN (MHPopMaLmsa 3aHocuTea 3a 30, 15, 7, 3,
2 11 AHel O OKOHYaHWUA CPOKa);

e NHPOpPMaLMs 06 0OBHaPY>KEHHBIX BPEAOHOCHbIX 06beKkTax 1 cname (CM. pasgen YBeLoMAeH s).

CobbiTns Dr.Web 3anucbiBatoTtcs B XXypHasbl MpunoxxeHue n Doctor Web.

MpocmoTp >xypHana perncTpaLum onepaLMoHHON CUCTEMBbI

1. YT1O6bI NPOCMOTPETL XXypHaN PerucTpaum cobbITUiA onepaLoHHON CUCTEMbI, OTKPOTE
MaHenb ynpaBieHUs onepaLOHHON CUCTEMBI.

2. Bbibepute AAMMHUCTPUpPOBaHMe, a 3aTeM BblbepuTe Mpocmotp CobbiTUNA.

3. B neBoui yactn okHa MpocmoTtp CobbiTnii BoibepuTe Mpunoxxenue (M1 Doctor Web).
OTKpoeTCcs Cnncok cobbITUI, 3aperncTpMpPOBaHHbIX B XXypHae NoJib30BaTebCKMU
npunoxeHunamu. Vicrounmkamm coobenmnin Dr.Web seastotca npunoxenus Dr.Web Scanning
Engine, Dr.Web CMS, Dr.Web CMS Web Console, Dr.Web for MSP Scanning Service, Dr.Web for
MSP Component Host n Dr.Web for MSP Requests Queue.

PykoBoacTBO agMuHUCTpaTopa
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MepeHanpaBneHue cobbitnii Dr.Web
YTt06bI NepeHanpaButb cobbiTvs Dr.Web B onpeaeneHHbIn xypHan cobbITUiA onepaLMoHHOM
CUCTEMBI:

1. B xoHcoamn Dr.Web CMS Web Console Bbibepute rpynny DrWebScanSrv_1.0 -> Application
Settings.

2. B kauecTBe 3HaueHus nepemeHHon EventlLog 3asalite Ms XypHana, B KOTOpbIl ByayT
nepeHanpaBaaTbca cobbitna Dr.Web, Hanpumep, Doctor Web.

ili Ecan nepemerHas EventLog oTcyTcTByeT namn ee 3HayeHve He 3afaHo, cobbitna Dr.Web
3anucbiBatoTca B XXypHan Mpunoxenue.

3. Mepe3anyctute cnyxby Dr.Web for MSP Scanning Service.

4. Ypanute nctounuk cobeitnin Dr.Web for Exchange Server 13 pasgena peectpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\eventlog\applica

tion.

5. lNMepe3sarpy3unTe onepayOHHYO CUCTEMY.

11.2. TeKcTOBbIN )XypHan nporpaMmbl YCTaHOBKM

®ainnbl pernctpaumnm cobbiTnii yctaHoBkM setup-starter.log n exchange-setup.log moryT 6biTb
HalZeHbl MO NepeMeHHOM okpy>eHns %ProgramData% (npw ee Bbi30Be B KOHCOJ/IM 3anycka
nporpamm Myck -> BeinoaHuTs) B nanke %ProgramData%\Doctor Web\Logs.

11.3. XXypHan cobbitnin CMS

Cnncok cobbITuii coxpaHsaeTca ynpasaatowwmm cepsucom Dr.Web CMS B oTaenbHyto 6a3y faHHbIX
cmstracedb, HaxoasALLyOCA B nanke yctaHOBKM npuaoxeHuna %Program Files%\DrWeb for
Exchange. YnpaBastoLmii cepBuC pernctpupyet pasanyHble TvMbl COObITUI 1 NO3BOASET BbibpaTh
CTeneHb JeTanv3aunm N8 KaXkA0ro NpuioXKeHna-noAnnmcumnkos ciyx6sl Dr.Web CMS.

Mpn HeobXxoANMOCTW, Bbl MOXeTe yAanuTb 6a3y aaHHbIXx cmstracedb.

Cnvcok cobbiTuin oTobpaxkaeTcs B OKHe coobLeHnin TpaccmpoBkn koHcoam Dr.Web CMS Web
Console.

PykoBoacTBO agMuHUCTpaTopa
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11.3.1. Tunbl perucTpupyembix cobbiTni

lepaBnmoLu,Mﬁ cepBucC Beget perncrtpaumro cobbITnin npw10>|<eH|A|71 C pasnquoﬁ CTENEHbIO

AeTanmsaunm:

3HaueHune

Audit

Incident

Fatal

Error

Warning
Information

Debug

Tunbl coobLeHnii € pa3INnUHON CTeNeHbIO AeTain3auumn
CoobLLeHMs 3TOro YPOBHS 3aMUCbIBAOTCA CaMUM YMPaBASOLWMUM CEPBUCOM U
OMUCbIBAIOT COOLITUSA, BO3HMKAIOLLME NPU AENCTBUAX aZMUHUCTPATOpa, HanpuMep

N3MEHEHME 3HAYEHUN nepeMeHHbIX.

CobbITna 6e30NacHOCTU, PerncTpupyemMble BHELLHUMUN NPUNOXKEHUAMM, Hanpumep
obHapy>XeHwne BMPYCOB.

CobbITna, NpuBoAALLMe K NoTepe paboToCNOCOBHOCTN NPUIOXKEHNA.

Owmnbkm, nocae KOTOPbIX BO3MOXXHO HOpMaJsibHOe GYHKLIMOHNPOBaHME
NPUAOXKEHWS.

CoobLeHus 0 cobbITUAX, KOTOPble TPEOYHOT BHUMaHWs aZMUHUCTPaTOPa.
NHbopmaLoHHble coobLleHus.

OTnagouHble coobLleHNs.

Cnncok cobbITUI COXPaHAETCA YNPaBAAIOLLNM CEPBUCOM B OTAE/bHYO H6a3y AaHHbIX.

YnpaBasoLWmi cepB1UC UMEET BO3MOXXHOCTb OTOBPaXKeHUs perncTpupyembix COObITUIN B pexnme
peanbHOro BpemeHw, GuabTpaLMm NPoNCXoAALLMX COBbITUI MO Pa3MYHBIM NapameTpam, Bbirpy3ku
3aperncTpmMpoBaHHbIX COOLITUIA 3a NpoLUesLIMEe Nepuoabl C GuabTpaLmen No pasanyHbIM

napameTpam.

PykoBoacTBO agMuHUCTpaTopa
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11.3.2. CteneHb geTanmsauum

C nomMoLwbto 3MeHeHMs 3HaveHnsa nepemeHHol Loglevel (UInt32) B rpynne Settings,
0603HavatoLL el CTeneHb AeTanr3ann pernctparmm cobbITMn MPUNOXKEHMS, MOXHO BbibpaThb
ONTUMasIbHbIV YPOBEHb AeTanun3aunu:

3HaueHue CreneHb AeTanunsaumm

0 3anuncbiBatOTCA TOIbKO co0bLLeHMs ypoBHen Error, Fatal, Incident, Audit.

1 Ko BceM npeapiayinm ypoBHAM gobaBnatotcs coobueHuns yposHa Warning.

2 Ko Bcem npegpigyllivmM ypoBHAM AobaBastoTca cooblieHns yposHs Information.
3 Ko Bcem npeabiaylimM ypoBHaM gobasastotcs coobuyeHus yposHs Debug.

Mo ymMonYaHWIo y BCeX MPUIOXKeHUA-nognuncumkos cny>6esl Dr.Web CMS yctaHaBavBaeTcs ypoBeHb
AeTannsaunm xypHana cobbitnii, paBHbiii 2. Mpu Boibope onuum Debug Traces B KOHTEKCTHOM
MeHHO, OTKPbIBaOLLEMCA MPU LeyKe NPaBoW KHOMKM MbILLUW MO KOPHEBOMY 3/IEMEHTY JepeBa
koHcosm Dr.Web CMS Web Console, ypoBeHb feTannsaumnm cTaHeT paBHbIM 3 A1 BCEX
NpUAOXEHNN-NoANMcUnkoB. OAHaKO BKAOYEHWE AaHHOW oMLK CKa3blBaeTC Ha Harpyske un
NPOW3BOANTENBHOCTU CUCTEMBI, MO3TOMY MO BO3MOXHOCTN n3beranite 04HOBPEMEHHOTO
BK/IHOUEHWS YPOBHSA 3 cpasy Ana Bcex Moaynei. Ecniv Bam yaanocs nokanvmsosatb npobaemy
KOHKPETHOTO MPUIOXKEHNA-MOANNCUNKA, Bbl MOXETE M3MEHWUTb YPOBEHb AeTasn3aLnm TObKO AS
3TOro MPUIOXKEHUA.

& Mpv M3MEHEHWM YPOBHSA AeTasn3aLmn cOBbITUIA Ha paBHbIA 3 B koHcoiv Dr.Web CMS

: Web Console, otkpbiToin B 6pay3epe Internet Explorer, u nocneayroliem BkatoUeHUN
onuuy NPocMoTpa cobbITUIA B pexxuMe peasbHoro BpemeHn View Traces Heo6xoanmo
KOHTPO/MpPOBaTh 06beM NaMATH, BbiAeNsieMoW Ans npouecca iexplorer.exe,
COOTBETCTBYHOLLETO OKHY KOHCO/IM. B TakoM pexxrnmMe MpocMoTpa Yepes HeKoTopoe
BpPEMs JaHHbIN NPOLLECC MOXET 3aHATb BCHO AOCTYMHYHO NMaMsATb, UTO NMPUBEAET K MnoTepe
pPaboToCnoCoOBHOCTN CUCTEMDI.

11.3.3. YaaneHue 6a3bl gaHHbIX cmstracedb

Mpn HeEOBXOANMOCTM Bbl MOXeETe yaannTb 6a3y aaHHbIX cmstracedb, HaxoasLyoca B nanke
yCTaHOBKM npwunoxerna %Program Files%\DrWeb for Exchange:

1. Mepeg yaaneHnem 6asbl faHHbIX PEKOMEHAYETCA CHATb Harpy3Kky C cepBepa OAHUM U3
cnesyroLmx cnocobos:

e OCTaHOBUTe Y6y TPaHCNOPTa, B KOTOPYHO YCTaHOBJ/IEHbI TPAHCMOPTHbIE areHTbl, 1 CyXO0y
Microsoft Exchange Information Store, ecamn yctaHoBaeH moaynb VSAPI;

e eC/n MO Kaknm-mbo npnyrHam OoCTaHOBKa CcepBepa He A0NyCKaeTcd, OTKAYNTE
TPaHCNOPTHbIE areHTbl N Nepe3anycrmTe CJ'Iy)K6y TpaHCNopTa. Ecan xe yCTaHOBJIEH MOAY/1b

PykoBoacTBO agMuHUCTpaTopa
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VSAPI, yctaHoBuTe 3HauveHve 0 ans napametpa Enabled, ykaszaHHoe B pa3gene peectpa
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\

VirusScan], v nepesanyctute cay>xby Microsoft Exchange Information Store.

net
net
net
net
net

net

stop
stop
stop
stop
stop
stop

"Dr
"Dr
"Dr
"Dr
"Dr
"Dr

.Web
.Web
.Web
.Web
.Web
.Web

\DrWeb for Exchange.

. 3aI'IyCTI/1Te KOMaHAHYH KOHCOJIb (cmd) OT UMEHN agMNHNCTPAaTOpPa.

. OcTtaHoBWTE CNYXObl NPUIOXKEHWS B yKa3aHHOM MOpPSAAKE:

SsSM"

for MSP Scanning Service"
for MSP Components Host"
for MSP Requests Queue"
CMS Web Console"

cMs"

. Ypanute dpainn cmstracedb, HaxoasaLWMIAcs B Nanke ycTaHOBKM Npunoxenus %Program Files%

. 3anyctute cny>6bl NPUNOXKEHMS B YKa3aHHOM MOpPAJKE:

net start "Dr.Web CMS" (HEOBXOAMMO AOXAATbCA 3amnycka AaHHOW CNy>6bl Ans
NpPoOAOJIKEHWSA)
"Dr.Web SSM"

net start

Mocne 3anycka cny>x6bl Dr.Web SSM y6eauntecs, Uto ¢ ee nOMOLLbIO OblIM 3aMyLLeHbl OCTa/lbHble
CNy>XObl MPUNOXKEHWS.

PykoBoacTBO agMuHUCTpaTopa
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12. AnarHocTtuka

Ans npoBepkn paboTOCNOCOBHOCTY NMPUAOXKEHNSA BbINONHUTE CEAYHOLLME TECTbI:

e NPoBepPKY NPaBUAbHOCTN YCTAHOBKMN aHTUBMPYCHOTO MPUIOXKEHNS;
e NPOBEPKY MOAY/ OBHOBAEHWS;

e NPoBepPKy CNOCOBHOCTM 0OBHapY>KMBaTb BUPYChI U CNam.

12.1. NpoBepkKa ycTaHOBKMU

Mpwn pabote c Windows Server 2003 Dr.Web posixeH 6bITb yCTaHOBEH B Manku:

e C\Documents and Settings\All Users\Application Data\Doctor Web;
e C:\Program Files\Common Files\Doctor Web;

e C:\Program Files\DrWeb for Exchange.
Mpwn pabote c Windows Server 2008 1 Bbiwwe Dr.Web posixeH 6bITb yCTaHOBAEH B Manku:

e C:\ProgramData\Doctor Web;
e C:\Program Files\DrWeb for Exchange;

e C:\Program Files\Common Files\Doctor Web.

Y6eanTech, U4To 3TV Nanku co3gaHbl U cogep>kaT Galiibl Mporpammbl.

Mocne atoro otkpouTe ctaHgapTHyro yTuanty Windows NMpocmotp CobbiTuii (Event Viewer) n
ybeaunTech, UTO He BbIN0 3adUKCMPOBaAHO OLIMBOK, CBA3aHHbIX ¢ Dr.Web.

Ybepamntech, UTo 3anyLleHbl ClesytoLLme ToKaabHble CEPBUCI:

Dr.Web Scanning Engine (DrWebEngine);
Dr.Web CMS;

Dr.Web SSM;

Dr.Web CMS Web Console;

Dr.Web for MSP Scanning Service;
Dr.Web for MSP Component Host;
Dr.Web for MSP Requests Queue.

Kpowme Toro, ecnv Dr.Web yctaHOBNEH KOPPEKTHO, Bbl MOXETE YBUAETL B pe3y/ibTaTe BbIMNOJHEHUS
KOMaHabl get-transportagent B KOHcoan Exchange PowerShell cheaytouime areHTbl:

e Dr.Web AntiSpam Agent;
e Dr.Web AntiVirus Agent.

PykoBoacTBO agMuHUCTpaTopa
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12.2. NpoBepka moayna obHoBNEeHUA

Mogaynb o6HOBNeHNA drwupsrv.exe aBTOMaTMYecku 3anyckaetca nocie ycraHoku Dr.Web. OH
3arpy>kaeT nocnegHue sepcum aHTmBupycHoro aapa drweb32.dll v sgpa Avtucnama vrepp.dll, a
Tak>xe 0O6HOBAAET BUPYCHble 6a3bl.

Yr106b1 y6eanThCA, UTO 06HOB/IEHUE NPOLUJIO YCNELUHO:

1. B 3aBMCMMOCTM OT BEPCUUN OMEPaLMOHHOM CUCTeMbl BbiNoHUTE KOMaHAy Tasks, uTo6bl OTKPbITh
nanky CA\WINDOWS\Tasks nan otkpoite MaaHuposuk 3agaHmm Windows.

2. MpoBepbTe Haanume 3agaHmsa Dr.Web B oTkpbiBLIeics nanke (418 NpaBuUIbHO OTpaboTaBLlero
3aflaHuAa koA Bo3Bpata B ctonbue MocneaHuii pesyabraTt 20/KeH ObiTb 0X0).

3. Otkpouite dain xypHana cobbiTnii moayns obHoBaeHus %AllUsersProfile%\Application
Data\Doctor Web\Logs\dwupdater.log n ybeautecb, 4to B HeM He 3adpUKCMPOBAHO OLLUMOOK.

12.3. NMpoBepka geTeKTUpPpOBaHNA BUPYCOB

[na nposepkn KoHPUrypaumm n cnocobHoctn Dr.Web obHapy>kmBaTb BUPYCbl peKOMeHAyeTcs
ncnonb3oatb TectoBbl ckpunT EICAR (European Institute for Computer Antivirus Research).
TekcToBbIV aiin, cogepkalymin ToNbko TecToBbl ckpunT EICAR, He sBAsieTcs BUPYCOM, He
cnocobeH Kk camopenankaLnm 1 He NPeACTaBAseT ONacHOCTK, OAHAKO ONpeaenserTcs
aHTUBUPYCHBIMUW NPOrpaMMamu Kak BMpYC. Bbl MoXeTe 3arpy3untb TecToBbIV dain 13 pasgena
Download Anti-Malware Testfile Be6-caiita EICAR no agpecy http://www.eicar.org nam cosgatb
ero CamOoCTOATENbHO.

UYrto6bI1 co3path TecToBbIN aiin EICAR:

e OTKpoOMTE BOKHOT 1 CKOMUPYWTE B HETO CEAYIOLLYHO CTPOKY:
X50!P%Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

o CoxpaHute pain c paclumpeHnem .com (Bbl MOXETE UCMOAb30BaTh t0H0e UM, Hanpumep,
eicar.com), npukpenute ero K 3SNeKTpoOHHOMY NMUCbMY 1 OTNPaBbTE Ha 10601 TeCTOBbIN agpec.
MonyyeHHOe Ha 3TOT agpec NUCbMO LOJIKHO COAEP>KaTb TEKCTOBLIN Gain ¢ cybdukcom
_infected.txt 1 cnegytowm cosepkaHnem:

VHbMUMPpOBaHHE BUpycoM Gamyi eicar.com 6put ynmasieH Dr.Web mma Exchange.
Vmsa Bupyca: EICAR Test File (NOT a Virus!).

Momwumo 3toro, Dr.Web oTnpaBuT yBesOMAEHME C TaKMM XKe TEKCTOM Ha afpec aZMUHUCTPaTopa,
yKa3aHHbI BO BPeMs yCTaHOBKMW.

ii Hu B koeM cnydae He UCMONb3yNTe HacTosLLME BUPYChI A1 MPOBEPKM
: paboToCnOCOHBHOCTM aHTUBUPYCHBIX MPOrpamMm!

PykoBoacTBO agMuHUCTpaTopa
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12.4. MpoBepKa AeTeKTUPOBaHMA cnama

ﬁ KomMnoHeHT AHTMCNaM AOCTyMNeH TONbKO B BEPCUM «AHTUBMPYC + AHTUCNAM», T.e. B TOM
: c/yyae, eCiu y BaC eCTb COOTBETCTBYHOLLMI KatoUeBOi dain (cm.

JINLIeH3VOHHBbIN KAHOYEeBOW daiin).

[ns npoBepky cNOoCoObHOCTM KOMMOHEHTa AHTUCNAM O6HapY>XMBaTb CMaM PeKOMeHAYeTCs
MCNoIb30BaTb MMCbMa CO CrneumanbHon TectoBoi ctpokort: GTUBE (Generic Test for Unsolicited Bulk
Email) ambo co ctpokoli Ans BCTPOEHHOW NPOBEPKM.

Yrtobbl co3gaTth TectoBoe nucbmo GTUBE

1. B teme nucbma ykaxure: Test spam mail.
2. CkonvpyuTe cnesytoLLyo CTPOKY B Te0 HOBOTO 31€KTPOHHOTO NMUCbMa:

XJS*C4JDBQADNI .NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C. 34X

ii TecToBOE NMUCbMO He JOJIXKHO COAep>KaTb HUKaKMX BAOXKEHWI, MOAMUCEN UAW APYTon
: nHGopmMaLuy, KpOMe TeMbl NMMCbMa U TECTOBOM CTPOKM.

3. OTnpaBbTe N1cbMO No nNpoTokoay SMTP Ha nto6o1 TecToBbIV agpec.

4. Otkpownte ctaHgapTHyo ytuanty Windows NMpocmoTp cobbiTuii -> Doctor Web (Event Viewer
-> Doctor Web) v Hangute coobuieHne o Tom, uto Dr.Web obHapy>wun cnam.

YT106bI CO3AaTh TECTOBOE NUCbMO AJISi BCTPOEHHON NPOBepPKU

1. B Teme nucbma ykaxute: Vade Secure.
2. CxkonupyuTe CeAytoLLyto CTPOKY B TeI0 HOBOTO 3/IEKTPOHHOTO M1cbMa:

tiUS4kVZrTEBBZXZPuLrnstNpdo8vJ-Spam-high-POOMbQu22jePzuV8TLwVdPo81QpGXNIXRI

ii TecToBOE NMUCbMO He JOJIXXHO CoAep>KaTb HUKaKMX BAOXKEHWN, MOAMUCEN UAW APYron
: nHdOpMaLWK, KPOMe TeMbI MUCbMa U TECTOBOIN CTPOKM.

3. OtnpaebTe NMUcbMO No npoTtokony SMTP Ha o060l TecToBbI agpec.

4. Otkpownte ctaHgapTHyto ytnuamty Windows MpocmoTp cobbituii -> Doctor Web (Event Viewer
-> Doctor Web) v Haingute coobuieHne o Tom, uto Dr.Web obHapy>xwun cnam.

PykoBoacTBO agMuHUCTpaTopa
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13. MpunoxxeHna

13.1. HacTtpouiku aHTUBMpPYCHOro ckaHupoBaHua Microsoft
Exchange Server

HacTponkn aHTMBUPYCHOTO CKaHMpOBaHWA Ha ocHoBe VSAPI ocyLwecTBasOTCA C NOMOLLbIO Habopa
KNtOUEn peectpa v MOTyT ObITb pa3genieHbl Ha CaeayroL e TUnbl:

e 06LMe HAaCTPOVKY;

® HACTPOWKM Ha3bl JaHHBIX;

® CKaHMpOBaHwWe TpaHcrnopTa SMTP.

ii MpviBeAeHHbIe HWXE HAaCTPOMKN aHTUBUPYCHOTO CKaHWPOBaHWA JOCTYMHbI Ans Microsoft
: Exchange Server 2003, 2007 n 2010.

O6w e HaCcTPoOWKMn

O6LLI,VIe HaCTPOI\/'IKI/I NCNOIb3YHOTCA MO YMOIYaHNIO A4 BCEX NOUYTOBbLIX XPaHWINLL Ha CepBepe.

CKaHI/IpOBaHI/Ie npu gocryne

Kntou peectpa:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\Viru
sScan]

"Enabled"=dword:00000001

[aHHas HacTpolika obecrneumBaeT BKIOYEHWE aHTUBUPYCHOM NPOBEPKN A/l BCEX MOYTOBbIX
xpaHuauw,. CkaHMpoBaHWe ByAeT OCyLLeCTBAATLCA BCAKMIA pa3 Npu obpalleHnn KaneHTa K MucbMy.

®dDoHoBOe ckaHUpOBaHue

Kntou peectpa:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\Viru
sScan]

"BackgroundScanning"=dword:00000001

[JlaHHas HacTpoiika oTBeYaeT 3a BK/IOUeHMe GOHOBOrO ckaHMpoBaHus. POHOBOe ckaHMpOBaHMe
noApasyMeBaeT Co34aHne OTAeNbHOro NnoToka (thread), B KOTOpoM NpoucXoauT ckaHMpoBaHme
BCEX MOYTOBbIX XPaHWWLL, B TOM UYMCIE XpaHWIULL OBLLUX ManokK Ha cepBepe. BkatoueHne
$OHOBOro CKaHMPOBAHUA MOXET OTPMLLATEILHO CKA3aTbCs HA MPOU3BOAUTENBHOCTY NMOUYTOBOTO
cepBepa. YTobbl 3aMeTHO He yBennuMBaTh Harpysky Ha cepBep, 3ajaya Ha GOHOBOE CKaHMPOBaHMWe
MO YMONUAHWIO 3amnycKaeTcs Kaxabli geHb B 01:15. Mpu HEOBXOAMMOCTM Bbl MOXETE M3MEHUTD

PykoBoacTBO agMuHUCTpaTopa
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pacnncaHmne n Bbl6paTb nepunoa speMeHn, Korga BblnoJIHEHNE CI)OHOBOFO CKaHMpoOBaHWMA He 6y,qu
3aMETHO CKa3blBaTbCA Ha NPOUN3BOANTENBHOCT CEPBEPA.

YnpeXxaarouiee ckaHMpoBaHue

Kntou peectpa:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\Viru
sScan]

"ProactiveScanning"=dword:00000001

[JaHHas HacTporika BKIKOYaET ynpexzatolee ckaHnpoBaHue. B aTom ciyyae npouncxoanT nposepka
BCEX MnceM cpasy noc/ie Toro, Kak OHM NonajaroT B JaHHOe NoYToBoe XpaHuauLe. Npu 3Tom
MMCbMa C HeM3MeHeHHbIMU WTamnamu BpeMenu (TimeStamp), npolwegline ynpexaatoLiee
CKaHMpOBaHVe, He NPOBEPAIOTCA MOBTOPHO NPUW NOCTYNAEHUN 3anpoca NMCbMa OT KJVEHTa.

OTKNOUEHUE NPOBEPKN UCXOAALLUX COO06LLeHNIA

Kntou peectpa:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\Virus
Scan

"TransportExclusion"=reg dword:00000000

[laHHas HacTpolika NO3BOAAET OTKAKOUNTL/BKAOUNTL (NPpW BbiGOpe 3HaueHus 1 nam 0
COOTBETCTBEHHO) NPOBEPKY Ha HaNnuMe BPeJOHOCHBIX MPOrpamMM UCXOAALLMX COOOBLLIEHMI NpU nX
NOCTYMJEHUM B TPAHCMOPTHYHO CUCTEMY W3 MOYTOBOrO XpaHuauwa. 1o yMonuYaHWio Takaa nposepka
BKNtOYEHA.

OrpaHuuyeHue Yncia NOTOKOB As UHTepdeiica aHTUBUPYCHOTO CKAHUPOBaHWSA

Yuncno notokoB Ana MHTepdelica aHTUBMPYCHOTO ckaHupoBaHua VSAPI 2.6 onpesensetca no
yMO4aHUo HacTpowikamu Exchange Server, ogHako, ero MOXHO OTpery/impoBaTb BPYUHYH MyTeMm
co3paHusa nepemeHHol ScanningThreads B yka3aHHOM HuKe pa3zene peectpa.

Kntou peectpa:

HKEY LOCAL MACHINE\System\CurrentControlSet\Services\MSExchangeIS\Virus
Scan

"ScanningThreads"=reg dword

[JaHHbIN NapameTp onpeaenseT MakCMMasbHOE YMCI0 NOTOKOB, CO3/aBaeMbIX A/ CKaHMPOBaHUA.
3mMeHeHve faHHOTrO napamMeTpa BAUSET Ha CKaHMPOBaHWe NP JOCTyrne 1 ynpexaatollee
CKaHMpPOBaHWe, HO He BAusAeT Ha GOHOBOE CKaHUPOBaHWe, A1 KOTOPOro BCErAa UCno/b3yeTcs OAWH
NOTOK Ha 6a3y AaHHbIX.

Mo yMONYaHWIO 3HaYEHWe JaHHOW NePEMEHHOM CUMTAETCA PaBHbIM 2 * <k0/u4Yecmaeo
npoyeccopos> + 1.

PykoBoacTBO agMuHUCTpaTopa
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Hactpoiikn 6a3bl gaHHbIX

C NomolLLblo HaCTpOeK AaHHOTO TWMa MOXHO 3aaTb NapamMeTpbl CKAaHUPOBAaHWA A1 KaXKAOW
NOYTOBOW 6a3bl AaHHbIX, MMEIOLLENCS Ha MOYTOBOM cepBepe. HacTpoliku 3anmcbiBatoTCa B peectp
no cnegytroLemy nyTu:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\<Ser
ver—-Name>\<ID Base>],

rae <Server-Name>— WUMS CepBepa, <ID Base>— WAEHTUOMKATOP NOYTOBOM 6a3bl, HaNpmMep,
Private-ae39732e-fb7f-426d-98a0-298£3f014c77.

MapameTpei:
e "VirusScanEnabled"=dword:00000001 — BKJItOYEHNE GHTUBUPYCHOTO CKaHMPOBaHUA A4
yKa3aHHOW 6a3bl AaHHbIX;

e "VirusScanBackgroundScanning"=dword:00000001 — BkAoYeHne GOHOBOTO
CKaHMPOBaHWA ANA yKa3aHHOW 6a3bl AaHHbIX;

e "VirusScanProactiveScanning"=dword: 00000001 — BKAOUYEHME YNpeXAatoLLero
CKaHWMPOBaHWA ANA yKa3aHHOW 6a3bl AaHHbIX.

CkaHnpoBaHue TpaHcnopta SMTP

{ | : HacTpoWikn ckaHVpoBaHWsa TpaHCHopTa A4OCTYMHbI TOIbKO Ans cepBepa Exchange 2003.

Kntou peectpa:
[HKEY LOCAL MACHINE\Software\Microsoft\Exchange\TransportAVAPI\]

"Enabled"=dword:00000001

TpaHCcnopTHOE CKaHMPOBaHME MO YMOAYaHWIO BbIKIHOUEHO. Bbl MOXeTe BK/IHOUUTL €ro Ha
NoCNeAHeM Luare yCTaHOBKM NporpamMMsl. B pesynbtate nepBoe aHTMBMPYCHOE CKaHMPOBaHMe
nucbMa ByaeT BbiNosHeHO Ha SMTP-cobbiTve OnSubmission noctaHoBkK B ouepesb 06paboTku
COOOLLEHNI, T.e. HAa YPOBHe TpaHcnopTa. NoBTOpHOE CKaHNMPOBaHWe ByaeT NPOU3BEEHO YXKe Ha
ypOBHe xpaHuauia nHpopmaLmm Exchange npu 3anpoce nucbmMa KAMEHTOM.

PykoBoacTBO agMuHUCTpaTopa
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13.2. PyuHasa perucrpaums TpaHCNOPTHbLIX areHToB

B HekoTOpbIX cayyasx, HanpuMep, NPY BO3HUKHOBEHUM OWIMOOK B NpoLecce perncrpaLmm
TPaHCMOPTHbIX areHToB BO BpeMa ycTtaHoBKM Dr.Web, Bam Mo>eT NnoHagobutbca BbINOAHUTDL WX
pervcTpaLmo BpyyHyto. [1ns 3Toro BbINOAHUTE CeaytoLLne KOMaHabl B KOHcoamn Exchange
Management Shell:

Install-TransportAgent -Name "Dr.Web AntiSpam Agent" -
TransportAgentFactory "DRWTransportAgent.AntiSpamAgentFactory" -

AssemblyPath "C:\Program Files\DrWeb for
Exchange\DRWTransportAgent.dll"

Install-TransportAgent -Name "Dr.Web AntiVirus Agent" -
TransportAgentFactory "DRWTransportAgent.AntiVirusAgentFactory" -
AssemblyPath "C:\Program Files\DrWeb for
Exchange\DRWTransportAgent.dll"

Enable-TransportAgent "Dr.Web AntiSpam Agent"

Enable-TransportAgent "Dr.Web AntiVirus Agent"

ili Mpn KONMPOBaHMM AaHHbIX KOMaHJ 13 PyKOBOACTBa 065A3aTeNbHO yAanuTe NepeHochl
: CTPOK.

UTOObI OTMEHUTL PErUCTPALMIO TPAHCMOPTHBIX areHTOB, BbIMOHUTE CeAyoLLne KOMaH/b! B
koHcosan Exchange Management Shell:

Uninstall-TransportAgent "Dr.Web AntiSpam Agent"

Uninstall-TransportAgent "Dr.Web AntiVirus Agent"

13.3. PyuHaa 3ameHa SSL-cepTndpumkara

B HekoTOpbIX cayyasx, HanpumMep, NPy OTCYTCTBUM BO3MOXHOCTM Nonactb B KOHconb Dr.Web CMS
Web Console n3-3a owmnbok 6paysepa nam oTCyTCTBUA UHTEPHETA, BaM MOXET NMOHaZ0butbca
3ameHuTb SSL-cepTndmkat BpyuHyto. [Ina 3TOro MOXHO BOCMNO/b30BaThCA yTuanTon Https Tool,
KOTOpas HaxoAWUTCsA B nanke naarvHa Dr.Web.

Yr106bI 3amMeHUTb SSL-cepTudmrkat BpyUuHyro
1. 3anyctute KOMaHAHYH KOHCOb (cmd) OT UMeHW agMuHUCTpaTopa.

2. Mepengute B KaTanor yctaHoBkW naarmHa Dr.Web 1 3anyctute ¢pann HttpsTool . exe CO
cnesyoLWmMmM napameTpamu:

HttpsTool.exe -m crt -c <common name> -d <domain name> -i <IP address>

PykoBoacTBO agMuHUCTpaTopa
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ilf MNpw KOMMPOBaHMM JaHHbIX KOMaHJ U3 PyKOBOACTBa 0653aTeNbHO yaanuTe nepeHochl
CTPOK.

Ykaxunte HeobxoMMble 3HaUEeHWsA NapamMeTpoB:

-c <common name> — atpnbyt Common Name (CN);
-d <domain name> — JOMEHHOE NMSA CEPBEPA;

-i <IP address> — CeTEBON aApec cepBepa.

B pe3ynbTaTe BbINOAHEHWA KOMaHZAbl B nanke naarHa Dr.Web 6yayT co3gaHbl daiinb
ca root.key, ca root.crt nserver.pem.

3. BpyuHyto nepesanyctute Ha cepepe cnyxby Dr.Web CMS Web Console.

4. [ob6aBbTe O6HOB/IEHHbIN KOPHEBOW CepTUdUKAT ca root.crt B XpaHWIMLLE JOBEPEHHbIX
cepTMdrKaTOB Ha KOMMbIOTEPAX, C KOTOPbIX OCYLLECTBASETCA YAaneHHbIM goctyn k Dr.Web CMS
Web Console.

Bbl Tak>xe MOXeTe creHepupoBaTh KAKOY € mapamMeTrpamu npotokona Anbdun-Xenamana. asa storo
BBEAUTE B KOHCON CNeAYHOLLYO KOMaHAy:

HttpsTool.exe -m dh

B pe3ynbTaTe BbINONHEHNA fJaHHOM KOMaHAbl B nanke naarvHa Dr.Web 6yaet co3gaH davin dh . pem.
FeHepauums daina MOXET 3aHATb HEKOTOPOE BPEMS.

B cnyuae ycnewHoro BbinosHeHNs koMaHabl Https Tool 3aBepumnT cBOtO paboTy aBTOMAaTUYECKM.
Ecan Bo Bpems paboTbl BO3HUKHYT OLINMOKK, OHWM ByayT OTOH6paXkeHbl B KOHCOM.

PykoBoacTBO agMuHUCTpaTopa
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13.4. OtknroueHme Dr.Web ot noutoBoro cepeepa BpyUYHyro

Mpw BO3HUKHOBEHUN COOEB NpU yCTaHOBKE WM BO Bpems ucnonab3oBaHus Dr.Web Bbl moxete
OTK/IFOUUTL €ro OT MOYTOBOTO cepBepa. [/ 3TOro BbINOJHUTE CeaytoLme AeACTBUS:

e EC/v ycTaHOB/IEHbI TPAHCMOPTHbBIE areHTbI:

ili TpaHcnopTHble areHTbl gocTynHbl A8 Microsoft Exchange Sever 2007, 2010, 2013 u
2016.

o B koHconm Exchange Management Shell BbinosHute komaHay Get-Transportagent (ecam
areHTbl 6bIV 4OMONHUTENBHO YCTaHOBJIEHbI B TPAHCMOPTHbIE CYXObI, B MapameTpe —
TransportService HEOHOXOAMMO YTOUHUTL CTy6y). MoapobHyto NHPOpPMaLMIO O JaHHOW
KOMaHAe cM. No ccbsike: http://technet.microsoft.com/ru-
ru/library/bb123536(v=exchg.150).aspx.

s B koHconn Exchange Management Shell 6yzaet BbiBeAeH CNUCOK areHTOB, 3aperncTpmpoBaHHbIX
B YKa3aHHOW cny>6e TpaHcnopTa. Hangute cpeam Hux Te, Uto oTHocaTca K Dr.Web (r.e.
copepxat npedurkc Dr.Web B nmeHn), 1 aAns Kaxaoro us HUX CKONMPYTe Ha3BaHWe B KOMaHAy
Disable-TransportAgent <ums azeHma> (Npu HeOBXOAMMOCTY, YKaXKUTE JOMOJTHUTENbHO
napameTp -TransportService). [logpobHyto nHdopMaLmnto O JaHHOM KOMaHAe CM. Mo
ceblnke: http://technet.microsoft.com/ru-RU/library/aa997880(v=exchg.150).aspx.

s [Mepe3anyctute cny>by TpaHcnopTa Microsoft Exchange Transport (a Takxxe Microsoft Exchange
Frontend Transport, ecin Tpebyetcs). TpaHCMNOPTHbIE areHTbl ByAyT OTKAKOUEHbI OT CY>K6
TpaHcnopTa.

o MOBTOPHO BbINOJIHATE KOMaHAYy Get-Transportagent U ybeautech, YTO YKa3aHHbIE areHTbl
nonyuunnn ctatyc Disable.

Takum obpazom, NpunoxeHne byAeT OTKIHOUEHO OT TPAHCMOPTHOrO KOHBEKepa.

e Ecam yctaHoBaeH moaynb VSAPI:
{ | : Mogynb VSAPI goctyneH ana Microsoft Exchange Sever 2003, 2007 n 2010.

o poBepbTe 3HaueHVe NapameTpa Enabled, yKa3aHHOe B pasjene peectpa
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\V

irusScan]: ecm "Enabled"=dword: 00000001, HeO6XOANMO OBHYAUTb €ro:
"Enabled"=dword:00000000. Echn Takoro pasgena peectpa HeT, WK B HEM YXKe
yCTaHOBJIEHO HyJ/leBOe 3HayeHue A4 YKa3aHHOro napamerpa, Moaynb VSAPI yxe BbikitOUeH.

s [epe3anyctute cnyxby Microsoft Exchange Information Store. Moayab aHTUBUPYCHOTO
CKaHVMPOBaHWsA OyAeT OTK/IFOUEH OT YKa3aHHOW Cy>Obl.

Tenepb NPUNOXKEHNE OTKIHOUEHO OT MeHeZXepa NOYTOBbIX XPaHUAMLL.

e Ecam yctaHosneH mogynb DrWebSink:

PykoBoacTBO agMuHUCTpaTopa
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{ | : Mogynb DrWebSink goctyneH ana Microsoft Exchange Sever 2003.

o 3anyctute KOMaHAHYH KOHCOb (cmd) OT MMeHW agMUHUCTPaTOPa W BbINOJIHWTE CEAYHOLLYHO
KOMaHay:

regsvr32 /u "C:\Program Files\DrWeb for Exchange\DrWebSink.dl1l"

o Mepe3anyctute Microsoft Internet Information Services (lIS).

ByAyuun OTKNOUEHHBIM OT MOYTOBOrO CepBepa, MPUNOXKEHWE HMKAK He BAUSET Ha ero pabory.

PykoBoacTBO agMuHUCTpaTopa
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13.5. YpaneHue Dr.Web BpyuHyto

MpunoxxeHus

Mpw BO3HNKHOBEHMM cboeB B paboTe MOUTOBOrO cepBepa Bbl MOXeTe yaanutb Dr.Web BpyuHyto.
[ns 3TOro BbINONHUTE CieAytoLLNe AeNCTBUS:

1.
2.

Otkarounte Dr.Web ot noutoBoro cepsepa.

yﬂ,aJWITe pernctpaLmo ToaHCNOPTHbIX areHToB, BbINOJIHMB CeAyroLline KOMaHAbl B KOHCOJIN

Exchange Management Shell:

Uninstall-TransportAgent "Dr.Web AntiSpam Agent"
Uninstall-TransportAgent "Dr.Web AntiVirus Agent"

3. 3anycTtute KOMaHZAHY KOHCOMb (cmd) OT UMeHM agMUHKCTPaTopa.

OcraHoBuTe CJ'Iy)K6bI NPUIOXEHNA B YKa3aHHOM MopsAaaKe:

net stop "Dr.Web SSM"

net stop "Dr.Web for MSP Scanning Service"
net stop "Dr.Web for MSP Components Host"
net stop "Dr.Web for MSP Requests Queue"
net stop "Dr.Web CMS Web Console"

net stop "Dr.Web CMS"

Yp,an nte Cﬂy)K6bI NPUNOXKEHNA:

sc delete "Dr.Web SSM"

sc delete "Dr.Web for MSP Scanning Service"
sc delete "Dr.Web for MSP Components Host"
sc delete "Dr.Web for MSP Requests Queue"
sc delete "Dr.Web CMS Web Console"

sc delete "Dr.Web CMS"

ili Ans ypaneHus cnyxx6bel Dr.Web Scanning Engine notpebyetcs ytuamta
: drw_remover.exe, KOTOPYO Bbl MOXETE NMONYYUTb, 06PATUBLLNCH B

YOy TEXHNYECKOW NOAAEPXKKN KOMNaHuUW «/1okTop Beb».

Yaanute creayrouime nanku:
rd /S /Q "C:\Program Files\DrWeb for Exchange"

rd /S /Q "C:\Documents and Settings\All Users\Application
Web"

rd /S /Q "C:\Program Files\Common Files\Doctor Web"

PykoBoacTBO agMuHUCTpaTopa
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13.6. Mnardpopma CMS

CMS (Central Management System) npeacTtaBaset coboi KpoccnaaThopMeHHYHO pacrnpeseneHHyro
CUCTEMY YNPaBEHNSA MPUNOXEHUAMM (34ECh M Aanee Nog NPUAOXKeHNEM NOHUMAaETCs NH6oWn
MOAYNb-NOAMNUCUYNK FNaBHOTO YNpaBAAroLLEero cepsuca). LieHTpom cuctembl apasetca
ynpasastowmin cepsuc Dr.Web CMS. [laHHbIli cepBUC peannsyeT 0CHOBHble GYHKL N CUCTEMBI MO
KOHTPOJIHO QYHKLMOHUPOBAHMA NPUIOXKEHWUI, @ TakxXe ynpaBJieHVe NPUIOXKEHNAMN, HACTPOKKaMu
MPWIOXKEHWUI N perncTpaLmen cobbiTui.

B3avmogencteme mexay npuaoXeHNamMm NponCXoAnT NocpeacTBomM npotokona TCP.
B3anmogencTene NpuaoXeHUn ¢ ynpaBastoLLMM CEPBUCOM MOXET MPOUCXOAUTL ABYMA crnocobamu:

e KOHTPOAMpPYEMOE NPUIOXKEHNE B3aUMOZENCTBYET C YNPaBAAIOLLNM CEPBUCOM NMOCPEACTBOM
npotokosa MB (Management Base);

e ynpasastowme (a4MVHUCTPATOPCKME) MPUIOXKEHNS B3aUMOAENCTBYHOT C YNPaBASOLLMM
CcepBMCcOM nocpeactBoM npoTtokosa MS (Management System).

Cepsuc Dr.Web CMS mncnonb3yet ana xpaHeHWs AaHHbIX O MPUIOXKEHUAX BCTPOEHHYHO
ApeBOBUAHYHO 633y AaHHbIX.

13.6.1. basa aaHHbIX

Ba3a saHHbIx ynpasastoLero cepauca Dr.Web CMS npeacrasnset coboi gepeBo, coctosLee 13
rpynn v nepemeHHbIX. lNepemeHHblie MOTyT ObITb Pa3HbIX TMMOB (4aHHbIX) U UMETb pa3Hble
aTpumbyThl.

Tvnbl AaHHbIX NEPEMEHHBIX, MOALEePXXMNBaeMble ynpaBastowmm cepsncom Dr.Web CMS:

Twun paHHbIX KommeHTapuii

Int32 32-pa3psajHoe Lenoe co 3HakoMm
Ulnt32 32-paspsgHoe uenoe 6e3 3Haka

Int64 64-pa3psajHoe Lenoe co 3HakoM
Ulnt64 64-paspsgHoe uenoe 6e3 3Haka

Float 32-pa3psagHoe BeLLeCcTBEHHOE YMC/I0
Double 64-pa3pagHoe BeLLeCTBEHHOE YMC/I0
String CTpoka HeorpaHUYeHHOW ANWHBI
Boolean Jlornyeckoe 3HaueHue (true nau false)
Time [aTa v Bpems

PykoBoacTBO agMuHUCTpaTopa
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Twun paHHbIX KommeHTapuii
Binary BuHapHble faHHble HEOrPaHWUYEHHOW A/INHbI
Password Tun JaHHbIX ANA XPaHEHWA Napoaen

ATpuOyTbl NepeMeHHbIX MOTYT BblTb CEAYHOLLMMN:

Atpunbyr KommeHTapumii

Default O6blyHas nepemMeHHas

Shared PacnpegeneHHas nepemeHHas

Statistics CraTnctmyeckas nepemMeHHas

System CucrtemHan nepemeHHas

Hidden CkpblTasi cucTeMHas nepemMeHHas
Readonly MNepemeHHas, KOTOPYHO Hesb3S N3MEHATD.

13.6.2. KoHTpO/Ib NPUIOKEHUMN

[na KOHTpOAA NpunoXeHnsa ¢ nomolLbio CMS NnpouncxoanT pernctpanms ero UMeHu 1 Bepcun B
6a3e ynpasastowero cepsuca. Cepsumc Dr.Web CMS npucBanBaet NpuaoXXeHo yHNKaabHOe NMS,
cocToALee U3 UMEHWN MPUIOXeHMs 1 Bepcuu. [ocne 3Toro cepBuc cosgaet B 6ase AaHHbIX rpynny ¢
MMEHEM 3aperncTpupoBaHHOIO NPUAOXeHMs. 1o yMoAYaHUio B 3TON rpynne co34atoTcs
cny>xebHble noarpynnel ¢ umeHamu Application Status v Settings. Bo Bpems paboTbl npuaoxeHns
ynpaB/stoLW A cepBUC BegeT cOOp CTaTUCTMKM MO NPOTOKO/IaM B3auMoaencTeums. CTaTucTmka
Begetcs B rpynne Application Statistics/Connections, B ee noarpynnax MB 1 MS Begetcs
CTaTUCTUKA B3aMOZENCTBMSA NO NPOTOKOAaM. VIcnonb3ys faHHble CTAaTUCTUKM, MOXKHO OLLEHUTb
CTeneHb Harpy3Ku Ha 3TV CEPBUCHI Y NMPUNOXKEHUSA.

Fpynna Application Status

ﬂ,aHHaﬂ rpynna coaepxunTt I/IHCI)OpMaLI,I/II-O O 3aperncTtpnpoBaHHOM NPUNOXKEHNN B BUAE 3HaUeHWM
nepemMeHHbIX Pa3iInyHbIX TUMNOB!

MepemeHHan (B ckobkax

- KommeHTapwuii
yKasaH TUn nepemeHHoMn)

Active (Boolean) O603HauaeT, 3anyLLeHO an cenyac npuaoxeHue. 3HaueHuve true
03HauyaeT, YTo NPUIOXKEHME 3anyLLEHO.
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MepemeHHan (B ckobkax
yKasaH TUMN nepemeHHOMN)

Crash (Boolean)

HomeDir (String)
InstanceName (String)

LogicCrash (Boolean)

ModuleName (String)

ModulePath (String)

PID (UInt32)

StartedOn (Time)
StoppedOn (Time)
Version (String)
VersionBuild (UInt32)
VersionMajor (UInt32)
VersionMinor (UInt32)
VersionRevision (UInt32)

WorkDir (String)

pynna Settings

Mpunoxxenunsn

KommeHTapwmii

O603HayaeT, KOPPEKTHO M HbINO OCTAHOBAEHO MPUIOXKEHME.
3HayeHMe true o03HayaeT, YTO 3aBEPLUNNOCH HEKOPPEKTHO.

KaTtanor npunoxexus B parinoBon cucreme
M3, nog KoTopoe NpuioXeHve 3as8BUIO NPU PerncTpaLmm

CocTosiHME NOTUKM MPUNOXKEHUS. 3HaueHne true 03HayaeT, uTo
npuaoxeHvie pabotaeT HEKOPPEKTHO.

Nms ncnonHsemoro danna npunoxenus. B ciyyae ecan
NPUAOXKEHNEM-NOANNCYNKOM sABAsieTcs bBubanoteka *.dll, To
nepemMeHHas yka3blBaeT Ha MMsA MHCTaHLMPOBABLUErO ee
npouecca.

MyTb K UcnosHsemMoMy danny npuaoxeHuns B GanaoBon cucteme
Homep npovecca npuioxeHnsa B onepaLyoHHON cncteme
Bpems nocnegHero 3anycka NpuaoXKeHUs

Bpems nocneaHen octaHOBKM MPUAOXKEHUA

Bepcusa npunoxenuns

Homep cbopkun npuaoxeHus

OCHOBHOWM HOMep BEPCUM MPUNOKEHUSA

Bropoi Homep Bepcumn NpUaoXKeHNs

Homep peBu3nm npuaoxeHus

Pabounin kaTanor NpuaoxXeHns B GanoBor cmcTeme

[JaHHas rpynna coep>uT 6a3oBble HACTPOIKUN 3aperncTPUPOBaHHOTO NMPUIOXKEHWS.
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91



A7

-
$

A
d
A

Mpunoxxenunsn

13.6.3. CtaTuctKKa

Cuctema No3BOIAT BECTU UHTEPBAJIbHYHO CTaTUCTUKY NPUAOXKEHUA. CO CTOPOHBI MPUIOXKEHUI eCcTb
BO3MOXHOCTb CO3ZlaHNsA CTaTUCTUYECKMX NMepPeMEHHbIX, KOTOPbIe MOTYT BECTU YUeT NPOUCXOAALLMX B
NPUOXKEHUN COBBITUI N CO3AaBaTb COBOKYMHOCTb CTaTUCTUUECKMX AaHHBIX Yepe3 onpeseneHHble
MHTEepBa/ibl BPEMEHW B 3aBMCMMOCTU OT HaCTPOEK CTaTUCTUYECKOW NepeMeHHON.

B 6a3e gaHHbIx ynpasastowero cepsuca Dr.Web CMS Takme nepemeHHble nMeroT aTpubyT
Statistics. [TepemeHHble ¢ TakMM aTpUBYTOM ABAAKOTCA BPEMEHHBIMMW, OHW HE COXPAHAOTCA B
MOCTOSHHYHO 6a3y AaHHbIX U CyLLLeCTBYHOT TOJIbKO MoKa paboTaeT ynpasastoLuii cepsuc. MNocne
nepesanycka cepBuca Takne nepemMeHHble TepAroTCA.

13.6.4. AAMHUCTPpUpOBaHUe

YnpaBnieHVe cMCTEMOL MPOM3BOANTCA MO NMPOTOKOAY aAMUHUCTPUPOBaHMA. NpoTokoa No3Bosset
NPOM3BOJ/IbHO M3MEHATb 3HAYEHWNSA NEPEMEHHbIX, BbINOJIHATL COPOC HAKOMAEHHOM CTaTUCTMKK
CTaTUCTUYECKMX MEPEMEHHDIX, OTCNEXMBATb TPACCMPOBKY B PeasbHOM BPEMEHU C MPYMEHEHMEM
dUNbTPOB 1 BbITPY>KaTb HAKOMIEHHbIE COOBLLEHMSA 3a NPOLL/bIE NEPUOAbI C PUAbTPALNEN.

MN3meHeHne 3HaueHum nepemMeHHbIX

I3mMeHeHwve 3HaueHN NepeMeHHbIX MPOUCXOAUT CUHXPOHHO. Bce 3apernctprpoBaHHble
NPWIOKEHWS NOJYYatoT YBEAOMIEHUS 06 M3MEHEHWUM 3HAUYEHWI NEPEMEHHBIX U MOTYT pa3peLunTb
VAN 3anpeTuTb UX M3MeHeHue. Mpn N3MEeHeHN NepeMEHHOM NCMOJIb3YHOLLIME ee MPUNOXKEHNS
rapaHTMPOBaHHO MOlyYaroT ee akTya/bHOE 3HauYeHue.

C6poc cTaTUCTUKU

MNpoTOKON aZAMUHUCTPUPOBAHNSA NO3BOISIET COPAChbIBaTb HAKOMNEHHYHO MO HAaCTPOWKE NepeMeHHON
CTaTUCTUKY. ITO NPUBOAUT K TOMY, UTO HaKOMIEHME CTAaTUCTUKM MO AaHHOWN HAaCTPOMKe HauMHaeT
MPOUCXOANTb C HY .

OrpaHuueHus npu pabote c nepeMeHHbIMMU

I'IpM pa60Te C NepeMeHHbIMN BBOAATCA C1eAyHOL e OorpaHnyeHuns:

e nepemeHHble ¢ atpnbytom Hidden cyuiectBytoT B 6ase, HO HEAOCTYMHbI A8 NPOCMOTPa U
pesakTpoBaHus. OHM CO3Aat0TCA CaMUM YNPaBASAHOLLUM CEPBUCOM AN Cy>XebHoro
MCMO/Ib30BaHUS;

e nepemMeHHble C aTpubyToM System co3zatoTcs ynpaBastoLWUM CEPBMCOM A1 OTOBpaXKeHs
cny>kebHon nHGopMaLMK, NpeaHa3HaYeHHOM A1 aAMUHUCTPATOPa. TN NepeMeHHbIe He MOTyT
6bITb N3MEHEHbI UAWN YA aNeHbl;

e nepemeHHble ¢ aTpnbyTom Statistics cozgaroTcs NnpunoxeHnem. T NepemMeHHble He MOryT ObiTb
M3MEHEHBI;
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e nepemMeHHble ¢ aTpubyTom Readonly co3patotcs npunoxkeHnem ansa MHGOpMmMpoBaHUs
aZAMWHUCTPATOPA, OHW He MOTYT BbITb U3MEHEHBI;

e nepemMeHHble ¢ aTpubyTom Default sBastoTCHd 06bIYUHBIMY NEPEMEHHBIMY, K HUM MPUMEHUMbI
Ntobble AencTBus;

e nepemeHHble ¢ aTpubyTom Shared sBastOTCA pacnpeseneHHbIMU NepeMeHHbIMU. 3HaUEHWS TakmxX
NepeMeHHbIX U3MEHSHOTCA CUHXPOHHO MO BCEN pacnpeAeneHHON CUCTEME;

® NepemMeHHble, KOTOPble He MOTYT ObITb M3MEHEHbI, TaKXe He MOryT ObITb U YAaneHsbl. OAHaKO
rpynnbl C TaKUMW NEPEMEHHBIMUN AOCTYMHbI ANA YAaneHna BMecTe C 3STMU NepeMeEHHbIMU, eCan
NPUNOXeEHNE, CBA3AHHOE C aTOM rpynnoﬁ, Heé 3anyLleHo.

BbeszonacHocTb

Ans poctyna K cucteme TpebyeTcs BBECTV UMSA MOJ/Ib30BaTeNs U Naposib. [10 yMoaYaHWIO B cucteme
cyLecTByeT nosb3oBatesb root ¢ naposiem drweb, KoTopbIli NOCae YCTaHOBKM CUCTEMbI
HaCTOATEe/IbHO PEKOMEHAYETCS CMeHUTb. Kpome Toro, Bbl MOXeTe f06aBWTb HOBbIX MOJIb30BaTENEN.

Monb3oBaTenn 1 Nx NAPOAN XPaHATCA B rpymnne ynpaBaaroLLEero cepsumca, B noarpynne Security ->
Users, T.e. no nytn /CMS_1.0/Security/Users. VimeHeM nosib3oBatens saBasetca uma rpynnebl. [aposb
XpaHuUTCs B nepeMeHHom Password.

13.6.5. MNoaknroueHne K cepsepam

AaMUHMCTPaTUBHAA KoHconb CMS no3sosifeT nogknoyatbca K Apyrum cepsepam, Ha KOTOPbIX
dyHKUMOHMpPYeT CMS. [Ing NoAKAOYEHWS BbINOAHUTE CleaytoLLne AeiCTBuS:

1. LWenkHWTe NpaBON KHOMKOW MbILIWX MO 3HaYKy XOCTa B AepeBe KOHCOM 1 BbibepuTe nyHkT Add
host.

2. B oTkpbIBLIEMCA OKHE BBEAUTE afpecC XOCTa, K KOTOPOMY NMPOU3BOAUTCSA NMOAKIOUEHNE,
Haxxmute OK.

3. BBeauTe Ms NOAb30BaTENS M MAPOJib ANS NOAKIOUEHMS K BbiIbpaHHOMY xocTy. [pu BBOAE
KOPPEKTHbIX AaHHbIX ByeT Npon3BeAEHO NOAKIOUEHVE, U B AepeBe KOHCONM ByaeT oTobpaxkeH
HOBbIN XOCT.

OnwncaHHbIM BbiLLe CNOCOHOM MOXKHO MOAKIYATLCSH C HEOTPaHUUYEHHOMY KOIMYECTBY MaLUMH U
ynpaBaaTb MMU. HacTpoiky Kaxaoro NoAKJFOYEHUA COXPaHAOTCA B OTAE/IbHOM rpynne B
AaMunHMCTpaTMBHOM KOHCcoam CMS no nyTn /Dr.Web CMS Web Console_1.0/Application
Settings/Hosts. Kaxzbi1 f06aBAEHHbIN XOCT NpesCTaBieH B BUAE rPynnbl C MMEHEM B BUAE agpeca
NOAKAUEHMs K 406aBIEHHOMY XOCTY, BHYTPU TaKOM rpynmnbl CO34at0TCA TPY NepeMEHHbIE:

e Address conep>uT agpec NOAKOUEHNSA K XOCTY;

° Login COAEPXKUT MMA NONb30BATENA,

e Password cozep>vT Napob 418 MOAKHOYEHMS K XOCTY.
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B cnyuae vameHeHna gaHHbIX ayTeHTUdMKaL MW Ha NOAKAKOYaeMOM XOCTe AOCTYM Ha 3TOT XOCT MOXeT
6bITb 3anpeLleH. B 3Tom cnyuae Tpebyetcs KOppeKTMPOBKa HAaCTPOEK MOAKIOYEHNA
AAMUWHMCTPATUBHON KOHCOM CMS K 3TOMY XOCTy.

Mpuv nocneayrowmnx 3anyckax AGMUHUCTPaTUBHasA KOHCoNb CMS aBTOMaTUYECKM MOAKIOYAETCS K
Ao6aBneHHbIM xocTaM. [nsa yaaneHns 106aBAEHHOTO XOCTa ClesyeT yAanauTb rpynmy ¢ HacTporikaMu
NOAKIOUEHMS K JAHHOMY XOCTY W3 Fpynmnbl HACTpoeK AAMUHUCTPATUBHON KOHCoM CMS no

nytn /Dr.Web CMS Web Console_1.0/Application Settings/Hosts.
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13.7. Cny>x6a Dr.Web SSM

Cnyx6a Dr.Web SSM (Dr.Web Start/Stop Manager) KOHTpoavpyeT paboTy NPUIOXKEHW,
paboTatoLunx Ha nrathopme CMS, BbINONHAA creayroLne GyHKLMK:
e nogaep>kaHne pabotocnocobHoctn cepuca Dr.Web CMS B aBTOMaTUYECKOM PEXUME;

e aBTOMAaTMYECKMI 3amnycK 3aperncTpUpoBaHHbIX (MMerLLLUX Fpynniy nepeMeHHbix SSM B
AaMUHUCTPATMBHOM KOHCoAM CMS) cny>k601 NnpunoxeHni B ciyyae cboeB B ux pabore;

CI)OpCI/IpOBaHHbIIz 3anyck npw10>|<eHw71 AaXe B CJlydae nx KOppeKTHOIz OCTaHOBKW,

3anyck npunoxeHuii ¢ nomoubto Windows Service Manager;

3arMycK CEepBMCOB B BUAE NPWIOXKEHWUN, peann3oBaHHbIX C UCNoab3oBaHneM CService n3
CommonComponents;

3anycKk cepBnCoOB C MOMOLLBbHO Ha3HaYeHHbIX CKPUMTOB,;

OCTaHOBKa M 3anyck NPWUIOXEHWA B PYYHOM pexxmMMe No KOMaHZe MnoJsib3oBaTess.

MapameTpbl KOHTPOAS NpUoXKeHUs ciyxxb6or Dr.Web SSM onpezenstoTcs rpynnon nepemMeHHbIx
SSM B AamuHUcTpaTnBHOM KOHcoam CMS. Tpynna SSM MOXeT cogep>kaTb CreaytoLime
nepemeHHble:

MepemeHHan (B ckobkax ykasaH

N KommeHTapumii
TUN NepemMeHHOWN)
Enabled (Boolean) O603HauaeT, 3anyLweHOo AN BKIOYEHWEe/BbIKIHOYeHMEe SSM-
KOHTPOIS.
Run (Boolean) [Mo3BonseT 3anyCcTUTb/OCTaHOBUTL MPUIOXKEHWNE
KeepAlive (Int32) O603HauaeT TMN NoAAepP>KaHNA aKTUBHOCTN NMPUIOXKEHNA:

e 0 — nNpuaoXeHne OTKAHYEHO;
e 1 — NpuaoxeHme BKIOYEHO;

e 2 — dopcMpoBaHHOE, T.€. MPUAOXKEHME ByAeT BKIHOUEHO
Jaxke B C/lydae ero KOPPekTHOW OCTaHOBKM.

StartType (Int32) O603HayvaeT cnocob 3anycka NPUIOKEHUS:

e 0 — kak cepsuc Windows;
e 1 — Kkak npunoxeHune CService;

° 2 — 3anyck € MOMOLbH CKpUMTa.

StartScript (String) CoaepXXUT CKpUNT ANS 3anycka NpuaoKeHns
StopScript (String) Cofep>XUT CKPUAT A1 OCTaHOBKM MPUIOXKEHNS
Restart (Boolean) BbinosiHAET nepesanyck NpuaoXeHus
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MepemeHHan (B ckobkax ykasaH o
o KommeHTapui
TUMN NepemeHHoMn)
Timeout (UInt32) O603HauaeT BpeMs OXWUAAHUSA peakunmn NpuaoxeHus (B

cekyHgax). Mo ymonyaHuto yctaHoBneHO 3HayeHue 10 cek.
O6o3HauaeT nmsa cepsuca B Windows Service Manager. Mo

ServiceName (String) YMOJIY@HMIO UCMONb3YEeTCs 3HAUEHWE NepeMeHHOW
“/Application Status/InstanceName".

B pasgene HacTpoek camoin cny>6bl Dr.Web SSM MoryT coaep>kaTtbCs cieaytolme nepemMeHHble:

o KeepAlivePeriod (UInt32) — Bpemsa npoBepku cepsBuca (B cekyHaax). [1o ymonyaHumio
yCTaHOBJIEHO 3HaueHve 60 cekyHa,.

e RestartCMSPause (UInt32) — spemsa 3asep>xku nepes nepesanyckom CMS (B cekyHaax). 1o
YMOIYAHMIO YCTaHOB/IEHO 3HaYeHme 5 CekyHa.

13.8. Hactpovka napameTpoB 06HOBAEeHUA

[na HacTporkn 06HOBIEHNA BUPYCHbIX 6a3 n komnoHeHToB Dr.Web goctyneH ¢aiin drwupsrv.bat.
[JaHHbIV Pain HaxoAWTCA B Marnke ¢ yctaHoBaeHHbIM Dr.Web. KomaHab!, nponvcaHHble B paiine,
BbINO/HAOTCA Npu 3anycke 3agaHns Doctor Web for Exchange Update Task B nnraHvpoBLmke
3agaHuii Windows.

YT06bI YCTAHOBUTL HACTPOMKM OBHOBIEHUS, YKaXKUTE HEOOXOANMbIE NapaMeTpbl ANl KOMaHZ - €
update v - ¢ postupdate.

MapameTpbl KOMaHAbI - ¢ update
KomaHaa - ¢ update BbinosHseT 06HOBAEHME BUPYCHbIX 6a3 1 koMnoHeHToB Dr.Web.
Mapametp OnucaHune

--type arg Tvn obHOBAEHMS:

e update-revision — 06HOB/NIEHVE KOMMOHEHTOB B Mpeesax TekyLehn peBnusnm.

--disable- Mocneaytoliee 06HOBAEHME BbINOAHATLCSA He ByaeT. PaboTa moayns
postupdate 06HOBNEHNS ByaeT 3aBepLUeHa NOC/e BbIMOAHEHNS OBHOBNEHMS.
--verbosity arg YpoBeHb feTanmnsaumnm xypHana:

e error — CTaHAAPTHbIN;
e info — pacwmpeHHbIR;

e debug — oTnagouHbIN.
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Mapametp OnucaHue

--interactive Ecav napameTp ykasaH, Npu BbIMOJIHEHUWN HEKOTOPbIX KOMaHZ 6yaet
3a/1eMiCTBOBaHO b0oJibLLee KOIMYECTBO PEeCYpPCOB.

--param args [lononHuTeNbHble NapamMeTpsbl, NepegaBaemMble A5 CKPUMTa.
dopmaT: <UMs>=<3HauyeHne>.
Mo ymonuaHuto yctaHoBAeHO 3HadeHne "plugin=exchange".

-n [ -- MNepeyeHb KOMMOHEHTOB, KOTOPble HEOH6XOAMMO OOHOBUTL!
component ] arg

updater — dann drwupsrv.exe;

antispam — ¢awin vrcpp.dll;

scan-engine — dawnbl dwengine.exe, ccsdk.dll, dwsewsc.exe, dwinctl.dll,
dwarkdaemon.exe, arkdb.bin, dwqrui.exe, dwarkapi.dll;

av-engine — BMpYCHble 6a3bl (bannbl ¢ pacmpeHnem *.vdb);

e exchange-plugin-setup — ¢ain exchange-setup.exe.

OfHOBPEMEHHO MOXHO OBHOBAATb HECKOJIbKO 3/1IEMEHTOB,
: Hanpumep:

-n av-engine updater

-g [ --proxy ] agr  lNpokcun-cepsep an1a obHOBAeHNA B popmaTe <ajpec>: <nopT>.

-u [ --user] agr VImMa nosnb3oBaTtens npokcun-cepeepa.
-k [ --password ]  [Maposb nosb30oBaTeNs MPOKCU-CepBepa.
arg

MpuMep KOMaHAbl — ¢ update ana 06HOBAEHMA BUPYCHbIX 6a3 yepe3 NpoKcu-cepBep:

-c update --type=update-revision --disable-postupdate --verbosity=debug
--interactive --param="plugin=exchange" -n av-engine --
proxy=192.168.134.128:808 —--user=qgqwerty --password=qgwerty

MapameTpbl KOMaHAbI - ¢ postupdate

KomaHaa - ¢ postupdate BbinoaHseT nocneayrollee 06HOBAEHME BUPYCHbIX 6a3 1 KOMMOHEHTOB
Dr.Web.

Mapametp OnucaHne

--verbosity arg  ypoeeb geTannsaumm xypHana:

e error — CTaHAapTHbIVI}
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Mapamertp OnucaHue
e info — paclwmpeHHbIR;
e debug — oTnafouUHBIN.
--interactive Ecnv napameTp ykasaH, Mpuv BbINOJHEHUN HEKOTOPbIX KOMaHg, byaeT
3a/le/iCTBOBaHO HoblLLee KONNYECTBO PecypCoB.
--param arg JononHnTenbHble NnapameTpsbl, NepegaBaemMble ANAa CKPUMTa.
dopmart: <UmMs>=<3HaueHue>.
Mo ymonyaHuio ycTaHOBNEHO 3HaueHne "plugin=exchange”.
MpvMep KOMaHAbI - ¢ postupdate:
-c postupdate --verbosity=debug --interactive --param="plugin=exchange"

Co3paHume 3epKasa o6HOB/IEHUMA

Ecan y Bac HeT BO3MOXHOCTM 06HOBAATL Dr.Web uepes VIHTepHeT nan Bbl XOTUTe COKPaTUTbL 06beM
BHeLUHero Tpaduka, Bbl MOXeTe co3/aTb 3epkao, UTOObl BbIMOAHATL OOHOBAEHVE NPOAYKTOB
«[JokTOp Beb» no nokanbHOM ceTw.

[na co3paHmns 3epkana 06HOBNEHWNIA BbIMONHNUTE CefytoLLne AeACTBUA Ha cepBepe C OCTYMNOM B
WHTepHeT:

1. 3anyctute danin drwupsrv.exe co ciesyroLMMU NapaMeTpamm:

-c download --zones=<file path> --key-dir=<folder path> --
repodir=<folder path> --version=90 --verbosity=debug --log-dir=C:\Repo
YKaxkute HeobxoAMMble 3HaYeHWs NapaMeTpPoB:

zones=<file_path> — nyTtb k panny 30HbI 06HOBAEHMI drwzones.xml;

key-dir=<folder_path> — nyTb k nanke ¢ AMLEH3MOHHBIM KtOUEBLIM PaliioM;

repo-dir=<folder_path> — nyTb k nanke c 06HoBAEHMAMUK. OBpaTUTE BHUMaHWE, YTO K Narnke
AOJKEH ObITb HACTPOEH O6LWMIA ZOCTY.

Hanpumep:
drwupsrv.exe -c download --zones=C:\Mirror\drwzones.xml --key-dir=C:
\Mirror\ --repodir=C:\Mirror\Repo\ --version=90 --verbosity=debug --

log-dir=C:\Mirror\Repo\

2. Ha cepBepe c yctaHoBeHHbIM Dr.Web otkpoiite dainn drwupsrv.bat, B cTpoke set upparams
Ao6aBbTe CAeayOLLNA NapamMeTp v 3anyctute Gainn:
--zone="file://<repo folder path>"
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Hanpumep:
set upparams=-c update --type=update-revision --disable-postupdate --
verbosity=debug --interactive --param="plugin=exchange" --

zone="file://<repo folder path>"
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13.9. PaboTa B pexxume LLeHTpPaJIM30BaHHOMW 3alUThI

Dr.Web moxeT PpyHKLMOHNPOBATb B CETU, KOHTPOMpyemou LieHTpom Ynpasaenus Dr.Web.
OpraHuzaums LeHTpaaM30BaHHOM aHTMBUPYCHOM 3aLLMTbl MO3BOISET aBTOMATU3NPOBaTh U
YNPOCTUTb HAaCTPOMKY 1 ynpaBieHne MHPOPMaLMOHHOM He30MacHOCTbI0 KOMMbIOTEPOB,
06beANHEHHBIX B €JVHYH IOTUYECKYHO CTPYKTYpPY (HanpuMep, KOMMbOTEPbI OAHOM KOMMaHWUK,
PacrnonoXeHHbIe Kak BHYTPY IOKalbHOW CETW, Tak U BHe ee). 3aluyLiaemMble KOMMbIOTEpPbI
0ObEeANHAIOTCA B AMHYH aHTUBUPYCHYHO CeTb, 6€30MacHOCTb KOTOPOW KOHTPOANPYETCH U
ynpaB/seTcs ajMUHUCTPaTOpaMu C LeHTpanbHoro cepeepa (LleHTpa Ynpasaenus Dr.Web).
MoAkAtOUEHWE K CUCTEMAM LLeHTPaIM30BaHHOM 3alUWTbl MO3BOSIET MNONYUNUTb FaPaHTUPOBAHHO
BbICOKMI YPOBEHb 3aLLWTbl KOMMbIOTEPA NPV MUHUMaNbHBIX YCUANAX CO CTOPOHbI KOHEYHbIX
noNb30BaTenen.

B cnyuae, ecam Dr.\Web sBasieTcs YacTbro aHTMBUPYCHOWM CETM NPOrpaMMHOro komnaekca Enterprise
Security Suite 11.0, HacTpoiika napameTpoB paboTbl NOAKAOYAEMOrO MOAYAA AOCTyrNHa U3 LleHTpa
ynpasneHuns 6esonacHoctbto Dr.Web. OcobeHHOCTM HacTpO KM NOAKAOYAEMOTO MOAYASA C
nomoubto LleHTpa ynpaeneHus 6e3onacHocteto Dr.Web onucaHbl B pykoBOACTBE agMUHUCTPaTOpa
Enterprise Security Suite. Ctatnctnka paboTbl NOAKAHOYAEMOTO MOAYNSA B peXMMe
LeHTpaNn30BaHHOM 3aLmTbl Nepeaaetcs Ha Cepsep Dr.Web.

BBaMMOAEﬁCTBMe KOMIMNOHEHTOB aHTMBMpyCHOﬁ cetTn

PewweHuns komnaHum «JokTop Beb» no opraHusaumm LLeHTpann3oBaHHOM aHTUBUPYCHOM 3aLLuThl
NMET KINEHT-CEPBEPHYHO apxuTekTypy (cM. PucyHok 19).

KomnbtoTepbl KOMMaHUM WK NMONb30BaTeNe NocTaBLymKa IT-ycayr 3amiLaroTes oT yrpos
6e30MacHOCTU 1 cnama NoKabHbIMU aHTUBUPYCHBIMY KOMMOHEHTaMW (KIMEHTaMU; B JaHHOM
cnyyae — Dr.Web), koTopble 06ecrneumBatoT aHTUBUPYCHYHO 3aLLUTY 1 YMPOLLAIOT COEAVHEHME C
CEPBEPOM LIEHTPaNM30BaHHOM 3alLUThI.

O6HOBNEHWE N KOHOUrYpaL s NOKaIbHbIX KOMMOHEHTOB MPOU3BOAMUTCA Yepe3 yeHmpasibHsll
cepsep. BeCcb MOTOK KOMaHZ, AaHHbIX U CTaTUCTUYECKON MHPOPMALIMM B aHTUBMPYCHOW CETU TakKe
NPOXOAMUT Yepes3 cepBep LeHTPasM30BaHHOM 3almTbl. O6beM Tpaduka MexXay 3aLllULLEeHHbIMU
KOMMbOTEPaMU 1 aHTUBUPYCHBIM CEPBEPOM MOXKET ObITb BECbMa 3HAUWTE/IbHBIM, MO3TOMY
npesycMaTpmBaeTcs BO3MOXHOCTb €ro oxkatus. Vicnonb3osaHuve wndpoBaHua Npu nepegaye
AAHHBIX MO3BOASET N3beXaTb pasrialleHns LieHHbIX CBEAEHWIN U NOAMEHbI MPOrPaMMHOTo
obecneyeHuns, 3arpy>KaeMoro Ha 3aLluLLieHHble KOMMbHTEPDI.
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AaMuHuUcTpaTop Aocrtyn uepes HTTP/HTTPS

g aHTUBUPYCHOMN ceTH

KomMnbloTep HTTP

CepBep 06HOBNEHUI

-
o | 3alMLLLEeHHbIN JIOKaJIbHbIN Mepepaua o6HOBNAEHNI uepe3
E KomMmnaHum «Jjoktop Be6»

PucyHok 19. Jlornueckas CTpyKTypa aHTUBUPYCHOMN ceTu

Bce HeobxoAMMble OOHOBNEHMS 3arpy>KatoTCA Ha CEPBEpP LLeHTPaIN30BaHHOW 3aLLuTbl C CEPBEPOB
obHoBaeHun Dr.Web.

3meHeHWs B KOHOUIypaLmMmM 10KaabHbIX aHTUBUPYCHBLIX KOMMOHEHTOB 1 Nepesaya KOMaHz
OCYLLECTBASAETCH aHTMBMPYCHBIM CEPBEPOM MO YKazaHWUo aOMUHUCMPAamopos aHmusupycHol
cemu. AZMUHUCTPATOPbI YNPaBAAIOT KOHPUIypaLen LieHTpanbHOro cepeepa U GoOpMUpPOBaHMEM
aHTVBMPYCHOU CETU (B YaCTHOCTM, MOATBEPKAAIOT MPAaBOMEPHOCTb MOAKIOYUEHNS TOKANbHOWM
CTaHL MW K CETK), @ TakKe NPu HeOBXOAMMOCTY 3a4at0T HACTPOMKM PaboTbl KOHKPETHBIX JI0KabHbIX

AHTUBUPYCHbIX KOMMNOHEHTOB.

Paborta Dr.Web B pe>xnme uLeHTpanM3oBaHHOW 3alUThl

[na paboTbl Dr.Web B pexxume LieHTpanM3oBaHHOWM 3aLwmTbl HEOHXOAMMO, UTOOLI B OMEpaLMOHHON
cucteMe 6bin yCTaHOBAEH M KOppekTHO paboTan Dr.Web Agent.
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/I\ Dr.Web Bepcuun 11.5 HecoBmecTtum ¢ Dr.Web Agent Bepcuu 6.
M 1

Ecnv Dr.Web Agent 6bin yctaHoBAEH nocsie yctaHoBkM Dr.Web, BbinonHuTe cneayrolee:

1. B nnaHuposwmke 3agaHuii Windows otkntoumte 3agauy Doctor Web for Exchange
Update Task.

2. B AamuHuctpaTBHOM KoHcoM CMS n3MeHuTe pexnmM AnLeH3npoBaHua: BbibepuTe
BapWaHT MCMONb30BaHWA NNLIEH3MN C CepBepa LIeHTPaANn30BaHHOW 3aLUuTbl (CM.

I3meHeHWe pexnma NNUEeH3NPOBaHUA).

[Janee 3anycTnte 06GHOBJIEHNE N3 KOHCOAW Ha CepBEpPE LIEHTPAIN30BAHHOW 3aLUUThI U
ybeanTech, UTo O6HOB/IEHME MPOLLJIO YCMELLHO.

NnyeHsunposBaHne

B pexxvMe LeHTpann3oBaHHOM 3aLLMTbl UCMOb3YETCA AMLLEH3MOHHBIN KatoueBon dainn Dr.Web,
3aperncTpMpOBaHHbIN A AaHHOM CTaHL MW B aHTUBUPYCHOM ceTu. Ecn Ha 3Tane ycTaHOBKM 6bint
BblOpaH BapunaHT UCMOJIb30BaHWA NMLLEH3NM C CEPBEpa LIEHTPaINM30BaHHOW 3aLLuTbl, TO NPW 3anycke

Microsoft Exchange Server c yctaHoBaeHHbIM Dr.Web 6yaet npeanpurHaTta nonbiTka MCMO/Ib30BaTh
JNNLLEH3MOHHbBIW KNHOY A5 JaHHOW CTaHLMW B aHTUBUPYCHOW ceTu. Ecam knroy HeaencTBuTeNEH, TO
aHTVBMpPYCHasa NpoBepKa NPou3BOANTLCS He byaeT. Ecam npu yctaHoBKe 6bi1 BbIOpaH Apyrow
BapuVaHT NONYYeHNs NLLEH3UM, HEOOXOAMMO U3MEHWUTL PEXMM NULLEH3MPOBaHMA MPY MOMOLLM

koHcoan CMS (1).

O6HoBNeHne

O6HOBEHWE BMPYCHBIX 6a3 1 aHTVBUPYCHOTO AApa OCyLLeCTBAseTCA U3 peno3utopus LieHTpa
YnpasneHus Dr.Web. 310 no3BoaseT OTKAHOUNTL CTaHAAPTHBIN MOy Ab 06HOBAeHUs Dr.Web
Updater, 3anyckaembln No pacnvcaHuto. B atom ciyyae o6HOBAEHWE KOMMOHEHTOB bByaeT
BbINOJIHATLCA COrNAcHO pacnucanuio LleHtpa YnpasneHus Dr.Web v 13 ero penosutopus.

AeiictBna nocne ypanenwna Dr.Web Agent

Ecan Dr.Web Agent 6bin yaaneH, Ans AanbHelwenh KoppekTHon paboTbl Dr.Web BbinoaHuTe
cnesyrolime AencTBus:

1. B nnanmpoBwmke 3agaHnin Windows gob6aBbTe 3agaHune Ha obHoBaeHne Dr.Web. ns 3toro:

e OTKpoONTe NAaHMPOBLLMK 3agaHni Windows.

Co3pavite 3agauy ¢ HaumeHoBaHvem Doctor Web for Exchange Update Task.

Ha Bknagke O6wme mactepa co3saHuA 3ajayn yCTaHOBUTe nepekatoyatens BbinonHaTts ana
BCceX nosib3oBartesnen 1 G1axok BbINoNAHUTL ¢ HaMBbICILIMMK NpaBamu. B cnvicke
Hactpoutb ana Bbibepute BapunaHt Windows Server 2003, Windows XP nan Windows 2000.

Ha BK1aaKe TpMI'epr YCTaHOBUTE BPEMEHHOW MHTEPBaJ BbIMOJHEHUSA 3ajauyn.
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e Ha Bknazke [lericTBUA cO3aliTe AelcTBME 3anyCcK NporpamMmbl 1 Bbibepute nporpammy
<nyme 0o nanku ycmaHoeku Dr.Web >\drwupsrv.bat.

e CHumUTE BCe YCTaHOB/AEHHbIE€ NO YMOJIHYaHUKO (I)J'Ia)KKI/I Ha BKJ1lagKe Ycnosus.

3meHuTe pexumm anueH3npoBaHus. Heobxoammo BbibpaTb BapuaHT AMLEH3MPOBaHUSA NyTem

nony4yeHus katouesoro ¢danna (0).
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