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YcnoBHble 0603HaUEeHUA N COKPALLeHUA

1. YcnoBHble 0603HaueHUA N coKpaleHUs

B 3aBucnmocTn ot koHTekcTa, Dr.Web moxeTt o3HauaTb kak Ha3BaHve KoMMaHum — «/lokTop
Beb», Tak 1 Ha3BaHwe npoaykTta — Dr.Web ana IBM Lotus Domino.

B pyKOBOACTBE UCNO/b3YIOTCA C/leAytolLMe YCIOBHble 0603HaueHus:

0603HaueHne

/N

AHmMusupycHas
cemo

<IP-address >
CoxpaHuTtb

CTRL

C:\Windows\

[Mpunoxenve A

KommeHTapuin

MpeaynpexzaeHne O BO3MOXHbIX OLIMOOYHBIX CUTyaLMsx, a Takxke BaXKHbIX
MOMEeHTax, Ha KoTopble cneayeT 0bpaTuTb 0coboe BHUMaHMe.

HoBbin TEPMUH NN aKLLEHT Ha TepMKHE B OMNCaHUAX.

Mons ans 3ameHbl GYHKLMOHaIbHBIX Ha3BaHUA hakTMUYECKUMU 3HAUYEHNAMM.

HasBaHWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHK W JPYrUX 3SNEMEHTOB
nporpaMmMHoro nHTepderica.

O603HayveHVs K1aBULL KAaBUATYpPbl.
HavmeHoBaHUs dalinoB v Katanoros, pparMeHTbl MPOrpaMMHOro Koza.

MepeKpecTHble CCbIIKM Ha [NaBbl AOKYMEHTa WAW TUMNEpPCCbIIKA Ha BHeLIHWe
pecypcsl.

B pyKoBOACTBe NCMO/Ib3YIOTCA C/leAylolne COKpaLLeHUs:

CokpaueHue
OoC

no

ACL

CPU

GUI

HTML

HTTP

NSD

KommeHTapui

OnepaunoHHas cuctema

MporpammHoe obecneyeHne

Access Control List (cnncok koHTpoAns gocTyna)

Central Processing Unit (LeHTpanbHOe NpoLEeccoOpHOe YCTPONCTBO)
Graphical User Interface (rpaduueckuii nHTepoelic nosb3oBaTens)
Hypertext Mark-up Language (s13bIK runepTekCTOBOW pPa3MeTKu)
Hypertext Transfer Protocol (npoTokon nepegaun runeprekcra)

Notes System Diagnostics (anarHoctuka cuctembl Lotus Notes)

PykoBoacTBO agMunHMCTpaTopa
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CokpaueHue

NSF

RAM
SMTP
UNC
URL
VDB

VGA

YcnoBHble 0603HaUEeHUA N COKPALLeHUA

KommeHTapui

Notes Storage Facility (tvn darinoB 6a3 gaHHbIX, cnonb3yembix B Lotus Notes u
Lotus Domino)

Random Access Memory (onepaTtvBHas namsTb)

Simple Mail Transfer Protocol (mpocTol NpoToKo NePechbIKN NOUTbI)
Universal Naming Convention (yHBepcanbHoe cornallieHne o6 MMeHoBaHUM)
Uniform Resource Locator (yHMbULMpOBaHHbIM yKasaTelb pecypca)

Virus databases (Tun darinos, cogepalynx BupycHble 6a3bl)

Video Graphics Array (nornueckas maTtpuua sugeorpadukm)

PykoBoacTBO agMunHMCTpaTopa
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2. BBepeHue

Bnarogapvm Bac 3a npuobpeteHne Dr.Web gns IBM Lotus Domino ana Windows. Mporpamma
NpeAoCTaBAAeT HAAEXHYHO 3alMTy KOMMbIOTEPOB U MHPOPMaLMN BHYTPU KOPMOPATUBHOW CETU
OT pPacnpoCTPaHAIOWMXCA MO 31eKTPOHHOW MouyTe Yrpo3, WCMOAb3ys Camble COBPEMEHHble
TEXHONOTUW.

[laHHOe pYyKOBOACTBO MpPM3BaHO MOMOYb aAMMHUCTPATOPaM KPYMHbIX KOPMOPaTMBHbIX CeTen
npu ycTaHOBKe nporpammHoro npoaykta DrWeb ans IBM Lotus Domino, ero HacTtpowike u
yrnpaBieHuN.

2.1. HazHaueHune Dr.Web ansa IBM Lotus Domino

DrWeb ans IBM Lotus Domino — 3TO AOMOAHUTENbHbLIN aHTUBUPYCHbLIA MOAY/b, KOTOPbIN
3aluMLaeT KOPropaTMBHYHO MOYTOBYHO CUCTEMY, MOCTPOEHHYHO Ha OcHoBe cepsepa Lotus
Domino, oT BMpycoB u cnama.

Crpyktypa Dr.Web ana IBM Lotus Domino, npvMeHeHne HenpeB30oWAEHHbIX METOAOB MPOBEPKM
M BO3MOXHOCTb MOJIHOCTbIO YMpPaBAATb MPOLLECCOM CKaHMPOBaHWA — BCe 3TO obecneunBaeTt
BbICOKYHO CKOPOCTb MPOBEPKN N MOMOTraeT 3HaYMTENbHO 3KOHOMWUTb BbIUNCAUTE/IbHbIE PECYPChI
cUcTeMBbI.

[aHHbIN aHTUBMPYCHBIN MOAYAb MO3BOJIAET MPOBEPATb INEKTPOHHbIE MUCbMa W AOKYMEHTbI,
xpaHsawmeca B NSF-6a3ax cepepa Lotus Domino, «Ha nety» (B pexxnume peanbHOro BpeMeHu) u
no pacnucanunto. DrWeb gna IBM Lotus Domino moxeT m3oavpoBaTb MHOULMPOBaHHbIE U
nofo3puTenbHble AOKYMeHTbl, nepemelyas nx B KapaHtnH. CnMcok o06bekToB, HaxoAALMXCA B
KapaHTuHe, a TakXke BCe HACTPOWKM MOAyna AOCTynHbl 4vepe3 KOHcCOAb agMUHUCTpaTopa —
rpaduyeckmi nHTepdenc, pabota ¢ KOTOPbIM OcyLLecTBAseTCA AMOO NocpeacTBOM kKaneHTa Lotus
Notes, nmbo uepe3 Beb-bpaysep (cM. 3anyck KoHconn agmuHucTpatopa). Moaynb obHoBaset
BMPYCHble 6a3bl MO 3anpocy Mo/b30BaTeNs WAM COrNacHO pacnucaHuio npu nomowwm Mogayns
aBTOMaTnyeckoro obHosnenua. Dr.Web ana IBM Lotus Domino Takxe npegocTtaBaseT WNPOKMe
BO3MOXXHOCTU /11 aJMUHUCTPATOPOB MO KOHTPOJIO 3aluTbl OT BMPYCOB W CramMa B CeTax
Domino ntoboro macwTtaba.

Dr.Web ans IBM Lotus Domino MOXeT BbINOAHATb CeAyroLine GyHKLNN:

npoBepKa BCeX BXOAALLMX N UCXOAALLNX COOBLLEHNI B peXKMMe peasbHOro BpeMeHY;
e NpoBepKa AOKyMeHTOB B BbibpaHHbIx NSF-6a3ax no pacnucanuto;

e NpoBepKa AOKYMEHTOB Mpu paboTte ¢ HUMK;

e npoBepka Tpaduka penavkaumm no pacnmucaHuio;

e npoBepka TpadurKa KnacTepHoOn penavkaumy;

® 1130/1AUMA UHOULMPOBAHHBIX M MOA03PUTENBHBIX 06BEKTOB B KapaHTuHe;

e dUNbTpaumns BXoAslLero cnama no npotokony SMTP, a Takxke co3gaHue 6enblX U UYepHbIX
CMWCKOB 3/1EKTPOHHbIX aA4peCcoB;

PykoBoacTBO agMunHMCTpaTopa
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pacnpejesneHne Nnoab3oBaTesen no rpynnam;

OTrNpaBka yBEAOMJIEHNI O BUPYCHbIX COBLITUAX U BEAEHWNE XYpPHana CObbITUI;

paccblika OTYETOB O BUPYCHOW akTUBHOCTU 1 CNaMme;

cbop cTatUcTMKKM O paboTe;

aBTOMaTnyeckoe 06HOBAEHNE BUPYCHbIX 6a3 1 KOMIMOHEHTOB nporpamMmmebil.

Dr.Web ans IBM Lotus Domino ncnosib3yeT BUpyCHble 6a3bl, KOTOpPble MOCTOAHHO OOHOBAAIOTCA
W JOMONHAKOTCA HOBbIMW CUrHaTypamu, 4Tobbl obecneunTb 3alUWUTy Ha CaMOM COBPEMEHHOM
ypoBHe. [TOM1MO 3TOro, NCNOJb3yeTCs IBPUCTUYECKUIA aHaNN3aToP.

;_"l*: DrWeb pans IBM Lotus Domino He noajep>KMBaeT WCMNo/Ab30BaHWe TexHonorum DB2
- Universal Database (DB2 UDB).

2.2. MNpoBepsembie 06bEKTbI

Dr.Web ans IBM Lotus Domino npoBepseT caeayrowme 06bekTbl:

e (dainibl, BIOXKEHHbIE B MNCbMa;
e (dainbl, BNOXEHHbIE B JIOKYMEHTbI 6a3 AaHHbIX;

o OLE-06bexThl.
Dr.Web ans IBM Lotus Domino He npoBepseT:

¢ 3aWMPpPOBaHHbIE NMNCbM3;
e [OKyMeHTbI B 3aundpoBaHHbix 6a3ax AaHHbIx Lotus Domino;

® JIOKaJ/ibHblI€ PenAnNKHN 6a3 AaHHbIX, pa3MeLlleHHble Ha KOMMNbHOTEPAaX nosb3oBaTesen.

2.3. JInueH3NOoHHbIN KAtoueBou ¢amn

MNpaBa nosb3oBatens Ha ucnonb3oBaHne DrWeb gna IBM Lotus Domino peryavpytotca npwm
MOMOLLW CNeunanbHOro eaina, HasbiBaeMoro K/r4easiM paliiom.

B kntoueBoM darine coaepunTcs, B HaCTHOCTK, cieaytolias MHpopmMaums:

e MepeyeHb KOMMOHEHTOB, KOTOpPble pa3peLleHO WCMOoAb30BaTb JAaHHOMY MO/JAb30BaTeNO
(Hanpumep, Hannume AHTUCNaMa B BepCUn «AHTUBUPYC + AHTUCNAM»);

® Mepuos, B TeYeHne KOTOPOro paspeLleHo NCM0/Ib30BaHNE aHTUBUPYCa;

e Jpyrvie orpaHnYeHusa (B YaCTHOCTW, KOAMYECTBO MOJIb30BaTeNe, KOTopble ByayT NCNOb30BaTh

aHTUBUPYC).

KntoueBon danin mmeet pacwumperue .key, n ero Heobxogmmo npuobpect A0 YCTaHOBKM
DrWeb ansa IBM Lotus Domino, T.K. BO Bpemsi YCTAaHOBKM HYXHO OyaeT ykasaTb MyTb K
KntoueBomy danny.

PykoBoacTBO agMunHMCTpaTopa
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[na O3HaKOMJIEHMA C aHTVBUPYCOM MOXHO 3anpOCUTb AEMOHCTPALMOHHbBIM KAO4eBON daiin.
Ana  3Toro  Heob6xoAMMO  3amO/NHWTL  aHKeTy Ha  oduumanbHoMm cavte «/[JokTop Beb».
[leMOHCTPaLMOHHbIM KNto4eBON dain obecrieumBaeT MOAHYIO QYHKLMOHANIBHOCTb OCHOBHbIX
aHTVMBUPYCHbIX KOMMOHEHTOB, HO MVMeeT OrpaHuMYeHHbIM CPOK JencTBua. YTobbl Kynutb
NVLLEH3NOHHbIN KNHOYeBOM paiin, BOCMOAb3yNTeCh yCayraMm nHTepHeT-marasvHa «/lokrop Beb».

KntoueBon dann noctaenserca B Buge danna ¢ pacwmpenvem .key van B Buge ZIP-apxusa,
cogep>kalyero 310T pann. MNapameTpbl KAoUeBOro daina, peryampyroume npasa nojb3oBaTens,
YyCTaHOBJ/IEHbl B COOTBETCTBMM C [lonb30BaTeENbCKMM JOrOBOPOM. B 3TOT e dann 3aHocuTCA
nHPopmMaLma 0 Nosb3oBaTene 1 NPojasLie aHTVBMpPYCa.

| KntoueBol ¢aiin 3aliymiieH oT pegakTMpoBaHus. PepaktupoBaHve daiina fgenaetr ero
HeZenCcTBUTE/IbHLIM, TMO3TOMY He ClefyeT OTKpblBaTb K/OYEBON dain B  TEKCTOBbIX
pesakTopax BO n3bexaHue ero ciyyaiHom nopum.

MNMocne uncTeyeHMs cpoka MO/b30BaHUA KaO4YeBbIM daroM B XXypHase cOb6bITM NOABMTCA
3anmcb 06 owmnbke NpoBepkn katoveBoro darna. Npun 3TOM NepectaHeT BbIMOJHATLCA NPOBEPKa
Ha BUPYCbl U cnaMm, a Takke OOHOB/IEHME BUPYCHbIX 6a3 1 KOMMOHeHTOB. OTNpaBKka v nosyyeHune
nMcem NPOAOIXKUTCA B OObIYHOM pexrMe.

Ana npogomxkeHna pabotel DrWeb pana IBM Lotus Domino nocne wcTtevenuna cpoka
NOAb30BaHMA KAOYEBLIM PanioM HEOBXOAMMO MONYUNTb HOBbIN KIOUEBOW (aii, 3aMeHUTb UM
cTapbln Garn 1 nepesanyctutb cepeep Lotus Domino.

PykoBoacTBO agMunHMCTpaTopa
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YcraHoBKa u yaaneHue

3. YctaHOBKa U yaaneHue

DrWeb ans IBM Lotus Domino noctaBnsetcs B BuAe YCTaHOBOYHOro @aina drweb-
[version]-av-lotus-windows.exe, Trae [version] - HoMmep TeKyLLI,eVI Bepcumn
noakat4YaeMoro moayns. Yoeantecb, UTo Ball YCTaHOBOYHbIA danin nMeeT LUMdpPOBYHO NOAMMUCH
kKomnaHun «/loktop Beb». [lns 3toro mposepbTe BkAaaky LigpoBble nognucn B cBOWCTBax
danina.

Mepeg yctaHoBkon Dr.Web ans IBM Lotus Domino TwatenbHO npoaHanusupyinTe coctas u
KoHourypauuto cpegbl Lotus Domino B Bawew cet n BbibepuTe cepBep, KOTOpbIM byaeTt
CNY>XXWUTb LEHTPOM ee 3alWuTbl OT BMPYCOB W crnama. [lomectuTe yCTaHOBOYHbIN $ala Ha
NOKaNbHbIA ANCK BblbpaHHOro cepeepa Lotus Domino un yb6eauTtech, 4TO OH JOCTyneH
nosb3osatento LOCALSYSTEM.

I Ansa yctaHoBku 1 yaaneHus Dr.Web ana IBM Lotus Domino nonb3oBatesib AOAXKEH COCTOATH B

: rpynne JoKasbHbIX aAMWHUCTPATOPOB Ha TOM KOMMbIOTEPE, FAe YCTaHOBAEH cepBep Lotus
Domino. T[lpy BKJIHOYEHHOW CUCTEME KOHTpoas ydyetHon 3anmcm UAC ycTaHoBKa
OCYLLLeCTBASETCA U3 KOHCOAW, 3aMnyLLEHHOW OT UMEHW agMUHUCTPaTopa.

Dr.Web gna IBM Lotus Domino HECOBMECTMM C APYTMMW aHTUBMPYCHbIMW MPOrpamMmmamMu.
YcTaHOBKa ABYX aHTMBMPYCOB Ha OAMH KOMMbHOTEP MOXET MPMBECTU K OLInMbKam B cucteme u
noTepe BaXXHbIX AaHHbIX. EC1M Ha KoMMbroTepe yxke ycTaHOB/eHa kakas-anbo Bepcus Dr.Web
ana IBM Lotus Domino wman apyron aHTMBUPYC, TO €ro HeobXOoAMMO YAaauTb, WUCMOb3ys
YCTaHOBOYHbIM dann uau ctaHaapTtHble cpeactBa OC (cM. Yaanenune Dr.Web ana IBM Lotus
Domino).

3.1. CuctemHble TpeboBaHNA

[JaHHbIN pa3jen NocCBALLEH CUCTEMHbIM TpeboBaHMAM ANns yCTaHOBKW 1 paboTel Dr.Web ana IBM
Lotus Domino Ha Balwiem KOoMMbrOTEpE.

AnnapatHble TpeboBaHuA:

XapakTtepuctuka Tpe6oBaHue
CPU CoBMEeCTUMbIV C CUCTEMOW KOMaHZ, i686

CBobogHass  onepatuBHas
namsaTb

512 MbB van 6onblue

750 Mb wan 6onblie. BpeMeHHble daiinbl, co3saBaemble B Xoje

CB0ObOOAHOE MECTO Ha Aucke
YCTaHOBKM, MOTPEBYHOT AOMONHUTENBHOIO MecTa.

VGA-coBMeCTMMbIi MOHWUTOP, XesnaTelbHO CMocobHbI OTobpaxkaTb Kak

Morwrop MuHUMYM 1280 x 1024 nukcenen ¢ 256 usetamm

PykoBoacTBO agMunHMCTpaTopa
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Tpe6oBaHna k OC u nporpammHomMy obecneueHunto:

Xapakrepucrtuka Tpe6oBaHue

Ana 32-pa3pagHbix onepaLmoHHbIX CUCTEM:

e Windows Server® 2003;
e Windows Server® 2003 R2;
e Windows Server® 2008;
e Windows Server® 2008 R2.

oc [na 64-pa3pagHbix onepaLMoHHbIX CUCTEM:

e Windows Server® 2008;
e Windows Server® 2008 R2;
e Windows Server® 2012;
e Windows Server® 2012 R2;
e Windows Server® 2016.

darinosasa cuctema NTFS van FAT32

Lotus Domino 6.5 ans Windows nnu 6onee nosaHni
MO Lotus
Lotus Notes 6.5 ans Windows nnu 6onee nosgHuim

Internet Explorer 8, Mozilla Firefox 3, Opera 9 nin 6onee nosgHne Bepcumn

Mpodee MO 3TMX BeH-6pay3epoB (TpebyeTcs ana paboTbl € Be6-MHTEpdENCOM)

;_"l*: Ecav nomumo Dr.Web gna IBM Lotus Domino B cucteme QYHKLWMOHWPYET aHTMBUPYCHBbIN

: davnosbin ctopox SplDer Guard, To ans Toro u4Tobbl MpoBepka ceTeBOro Tpaduka
ocylectBasnace nporpammont Dr.Web ans IBM Lotus Domino, Heo6xoaMMO B HacTpomkax
dannoBOro CTopoxa WCKAUUTL M3 MpoBepkn daibl, Bbirpy>aemble IBM Lotus Domino.
[nsa 3toro pobasbTe B CNMCOK UCK/IOYaemMbix nyTteid u ¢ainnoB mackm dwat*, st*tmp u
c*.dtf.

«[JokTop Beb» He rapaHTMpyeT KoppekTHyto paboty Dr.Web ana IBM Lotus Domino Ha
anbda-, 6beTa- 1 Apyrmx HeKOMMepUecknx Bepcusax cepeepa Lotus Domino.

PykoBoacTBO agMunHMCTpaTopa
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YcraHoBKa u yaaneHue

3.2. CoBMecTumMmoCTb

Mepes yctaHoskor Dr.Web pna IBM Lotus Domino Heobxogumo ob6paTuTb BHWMaHue Ha
CnefyoLLyro MHPOPMaLMIO O COBMECTUMOCTM NPOrpammbl:

1. Dr.Web ans IBM Lotus Domino Bepcun 11.5 coBMeCTUM C KOMMOHEHTaMUN APYrMX NPOAYKTOB
Dr.Web Bepcun 11.5.

2. B pexume LEHTpanbHOMW 3aWuTbl MOAKAHOYAEMbIA MOAY/b COBMECTMM Toabko ¢ Dr.Web
Enterprise Security Suite Bepcun 11.0.

3. Dr.Web ana IBM Lotus Domino He COBMECTUM C APYrMMW aHTMBUPYCHbIMK MporpammMamu.
YcTaHOBKa HECKOJIbKMX aHTUBUPYCHbIX MPOAYKTOB Ha OAWH KOMMbIOTEP MOXXET MPUBECTU K
CUCTEMHBbIM OlMbKam M noTepe BaXHbIX AaHHbIX. ECM Ha KoOMMbtoTepe yXe yCTaHOBAEH
DrWeb pans IBM Lotus Domino kakou-nmbo Bepcunm WAM [APYrov aHTUBMPYC, TO €ro
HeobXxoAMMO  yAanuTb, WCMOAb3YA YCTAaHOBOYHbIM GaWn WA  CTaHAapTHble CpPeACTBa
onepaumoHHOWN cucTemsl (cM. Yaanenne Dr.Web ana IBM Lotus Domino).

3.3. YcraHoBka Dr.Web ansa IBM Lotus Domino

I'Iepep, yCTaHOBKOﬁ HacCToATe/IbHO peKoMeHAyeTCA:

e YCTAHOBUTb BCE KpUTUYeckrMe OBHOBAEHWSs, BbiMylleHHble komnaHuen Microsoft, ana OC,
KOTOpas WCMO/b3yeTcs Ha KOMMbiOTepe (OHM AOCTYyMHbl Ha caiTe OOHOBMEHWA MO ajpecy
http://windowsupdate.microsoft.com);

e NpoBepuTb GalNoBytd CUCTEMY TMNPU  MOMOLLM  CTaHAAPTHbIX CPEACTB U UCMpPaBUTb
O6Hapy>KeHHble OLWNHKMN.

Yr106b1 ycTaHOBUTL Dr.Web ansa IBM Lotus Domino:

1. 3aBepuTe paboty cepepa Lotus Domino.

2. Ypanute npeablayLume BepCMM aHTUBUPYCHOTO MOAYS U Ntobble Apyrue aHTUBUPYChI Ans IBM
Lotus Domino, ycTaHOBAEHHble Ha KOMMbKOTEPE, WCNOMb3ys CTaHAAPTHble CpeacTBa
onepayynoHHou cuctembl Windows.

3. 3anyctute  yCTaHOBOYHbIN davin nporpamMmeil (drweb-[version]-av-lotus-
windows.exe). OTKpoeTca okHo MacTepa yctaHoBku InstallShield. HaxxmuTe kHonky anee.

4. OTKpoeTcsi OKHO C TeKCTOM JIMLEH3MOHHOro cornawenusa. [lna npojoaKeHua YCTaHOBKM,
npounTaMTe U YCTaHOBWUTE TMepekatoyaTeNb B MNOJMOXKEHWe A MPUHUMAKO  yCIoBUSA
NINLLEeH3UOHHOro cornaweHuns. Haxxmurte kHonky Aanee.

5. Ecam Ha Bawem komnbroTepe yctaHoBnaeH AreHT Dr.Web, B OTKpbIBLUeMCA OKHe yKaxuTe
BapWaHT NnLeH3npoBaHua. ns nmueHsmpoBaHusa pabotel Dr.\Web ans IBM Lotus Domino Bbl
MOXETe MCNOAb30BaTh JIOKabHbIN KAt Anbo karou LleHTpa ynpaeaenuns Dr.\Web. Haxmute
kHonky Aanee.

PykoBoacTBO agMunHMCTpaTopa
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YcraHoBKa u yaaneHue

6. Ecav Ha npegblaylieM Liare yCTaHOBKM Bbl BbIOpann MyHKT VIcnonb3oBaTh JIOKaAbHbIV KOY
WA Ha BaweM KOMMbtoTepe He ycrtaHoBaeH AreHT Dr.Web, 10 B OTKpbIBlUEMCA OkHe
HeobXxo0AMMO yKaszaTb MNyTb K JMLIEH3VOHHOMY Kato4eBOMY danay. [11a 3TOro HaxKMuTe KHOMKY
0630p 1 BbibepuTe Heobxoaumbin dailn B MpoBOAHMKe GannoBOn cucteMbl. Haxmute
kHonky Aanee.

7. OTKpoeTcs OKHO €O crnunckom cepsepoB Lotus Domino, Ha KOTOpble Bbl XOTUTE YCTaHOBUTb
aHTVBUPYCHbIV MOAYAb. YTO6bI A06aBNTb HEOBXOAMMBIN CepBEP B CMMCOK, HAXXMUTE KHOMKY
0630p 1 Bbibepute darin notes.ini cepeepa. YTO6bI OUNCTUTL CMMCOK CEPBEPOB, HaXMWUTE
KHOMKy Oumctutb cnmucok. Haxmute [Manee, KorAa 3akoH4YMTe BblOMpaTb HeobxoauMble
cepepa Lotus Domino.

8. MNporpamMma YyCTaHOBKMW BbIBEAET CNMUCOK cepBepoB Lotus Domino, Ha koTopbie 6yaet
yCTaHoB/eH MoAyb. HaxxmuTe kHonky fanee.

9. B cnepytolleM OKHe HaxKmMuTe KHOMKY YcTaHOBKa, YToObl HayaTb npoLiecc yctaHoBkn Dr.Web
ana IBM Lotus Domino.

10.Mo 3aBeplieHUn npouecca YCTaHOBKM  pPEKOMEHAYEeTCA MpPOuU3BeCcTM  OBHOB/EHMe
aHTUBUPYCHbIX 6a3. [ns aToro ycrtaHoBuTe $Gnaxkok 3anycTuTb o6HOBNEHUEe aHTUBUPYCHBIX
6a3 1 HaxxmuTe kHornKy FoToBo.

11.BbinonHUTe NepesarpysKy onepaLmoHHON CUCTEMbI NMOC/Ie 3aBEPLUEHUS YCTaHOBKM.

Mpu yctaHoBke Dr.Web gns IBM Lotus Domino Ha Heckonbko cepBepoB B ogHOM Domino-
AOMeEHe, Moc/e KaxAoW YCTaHOBKM HeOHX0AMMO penanumpoBaTh ajpecHyro KHUry cepsepa (6asa
AaHHbIX names.nsf, koTopas HaxoauTcs B nanke Data cepepa Lotus Domino) Ha Bce ocTasbHble
cepepa Lotus Domino B 3TOM gomeHe. Ecim 3TOro He pgenatb, TO BO3MOXHO MOABAEHME
ay6nvkatoB rpynnel DrWWeb Admin B aspecHol kHure, uto npvBeAeT K HEBO3MOXHOCTU
OTMPaBKN CNY>XeOHbIX YyBEAOMAEHNI OT aHTUBMPYCa aAMUHNCTPATOPY.

Ecam 310 y>Ke npousowno:

1. MNepeHecnte nonb3oBaTenen u3 ogHon rpynnel DrWeb Admin B agpyryto npoctbim
pesakTVpoBaHMEM AOKYMeHTa rpynnbl B 6a3e gaHHbix names.nsf.

2. Ypanute nycton gy6avkart rpynnsl Drweb Admin.

3. Penanuympynte 6a3y gaHHbix names.nsf Ha Bce cepBepa Lotus Domino B gomeHe (cMm.

LOKYMEHTaLnIo IBM Lotus Domino:
http://www.ibm.com/developerworks/lotus/documentation/domino/)

PykoBoacTBO agMunHMCTpaTopa
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3.3.1. lercTBUA NocC/ie YCTaHOBKM

Mocne ycTtaHOBKWM HeobxoAMMO nognucatb HoBble 6a3bl cepBepa Lotus Domino, koTopble
ncnonbzyetr Dr.Web ans IBM Lotus Domino. Ecam 3TOro He caenatb, TO MOAY/b He CMOXET
aBTOMAaTMYECKN FreHepMpoBaThb OTYETbI M UNCTUTb KapaHTUH.

Yrobbl noanucatb 6a3bl, caenante cnegyroulee:

1. Y6eantecsb, uto Bbl O6NagaeTe npaBamMun agmMmuHuCTpaTopa cepeepa Lotus Domino.
2. 3anycrtute cepBep Lotus Domino.

3.
4

. Bbibepute nyHkt Open Server B meHto File v ykaxute cepep, Ha KOTOPOM YyCTaHOBAEH

3anycTtute kaveHT Domino Administrator.

Dr.Web ans IBM Lotus Domino.

B 3aknagke Files Bbigennte Bce 6a3bl DrWeb ana IBM Lotus Domino, Haxoasuwuvecs B
nognanke Dr.Web «katanora Data. 3to cnegytowme 6a3bi:  DrWebAdmin.nsf,
DrWebDesign.nsf, Quarantine.nsf, DrWebReports.nsf, DrWebHelp.nsf, DrWebLog.nsf,
DrWebSpam.nsf.

HaxxmMuTe npaBoii KHOMKOW Ha BblbpaHHbIX 6a3ax M BblbepuTe MYHKT Sign MbO HaxmuTe
kHonky Sign B MeHto Tools -> Database B npaBou yactn kameHta Domino Administrator.

Buibepute Active Server's ID B okHe Sign Database v Haxxmute kHonky OK.

3.4. Ypanenue Dr.Web gna IBM Lotus Domino

il:“ Mpw yaaneHun Dr.Web gna IBM Lotus Domino TepatoTca BCce HAaCTPOMKM OTYETOB U 3afaHnii
: Ha CKaHVMpOBaHWe, BCe Tpynnbl M nNpoduan, a Takke yjgandetca 6asa KapaHTUHa WU
NHLUWAEHTOB.

Yrobbl yaanntb Dr.Web gnsa IBM Lotus Domino:

3.
4.

3aBepwuTe paboty cepsepa Lotus Domino.

3anyctute YCTaHOBOUYHbIM davin nporpamMmel drweb-[version]-av-lotus-
windows.exe. OTkpoeTcs okHO MacTtepa yctaHoBkwm InstallShield.

;_"l*_s. MacTtep yCcTaHOBKM MOXHO 3amnyCTUTb NPV MOMOLUM CTaHAAPTHOIO CPeACTBa OrnepaLvoHHOWN
CnCTemMbl YcTaHOBKa U yaaszieHue nporpamm B [TaHenu ynpasaeHus).

Haxxmute KHOMKy Y aanuTb.

Mo 3aBepueHnn npouecca yaaneHna HadkMnTe KHOMKY 3aKprTb.

Mocne ypaneHus aHTMBUpYycHoro moayns Dr.Web ans IBM Lotus Domino HeobxoanMMo BpY4YHYHO
yaanutb rpynny DriWeb Admin v nporpammHbii gokymeHT DrWebUpdate.bat.

PykoBoacTBO agMunHMCTpaTopa
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YTto6b1 yaanuTtb nporpammvHbii gokymeHT DriWebUpdate.bat:

1. 3anyctute cepBep Lotus Domino.

2. 3anyctute kameHT Domino Administrator.
3.
4

. Bbibepute gokymeHT DrWebUpdate.bat B npaBoi yactn okHa 1 yganute ero.

Otkpolite Bknagky Configuration, 3atem Bbibepute nyHKT Programs B kateropuu Server.

3.4.1. lencTBMA nocne yaaneHms

Mocne ypaneHna Dr.Web ans IBM Lotus Domino Ha cepsepe Lotus Domino MoryT octatbca
3a/lep>XXaHHble HerpoBepPeHHble 3/1eKTPOHHbIE MUCbMA. ITO MPOUCXOAUT M3-3a TOrO, YTO BCEM
nnceMam npucsamBaetca cratyc HOLD nepeg TemM, Kak OHW nozBepraroTca npoBepke
aHTUBUPYCHbIM MOZYJ/IEM.

Yro6bI AOCTaBUTb 3T NUCbMa noJjiydatenam:

1
2.
3.

3anyctute cepsep Lotus Domino.
3anycTtute kaveHT Domino Administrator.

Bbibepute nyHKT Open Server B meHto File 1 BbiGepute cepeep, Ha KOTOPOM Bbin yCTaHOBAEH
Dr.Web ans IBM Lotus Domino.

Otkpovite Bknagky Messaging.

PykoBoacTBO agMunHMCTpaTopa
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fiv TESTLABE Domain - sles11x86/testlab - IBM Domino Administrator

- O >
File Edit View Create Actions Administration Mail Help
(2F0 0% B +=%=DHRAE |
QR &)
TESTLAB Domain - sles11x86/estlzb ]ﬂWelcume X}
E.‘la.‘l People & Groups | Files | Server... | Messaging | Replication I Configuration
21| Mail | Tracking Center |
Server: sles11x86ftestlab
& Release 8.5.3 on Windows/Longhom./64 6.2 ‘ 73
JiE)| &S Mail Users [ 'H
+ '8 Routng ibnes l (#)Release . - ||68) Delste Messags @ e || » Messaging
@ sles1x86 Mailbox {mail 1 box Resend All Dead Messages To Originally Intended Recipient |S\ze (Kb) | Failure Reason
@ g sles 1%56 Mailbax {mail2.box. Resend Selected Dead Messages To Originally Intended Recipient a.local 1286  Processing note by Driveb for Loty
) fﬂ::r;:m:ﬂg Status Return Mon Delivery Report To Sender Of Selected Dead Messages o local 15278 Processing note by Dreb for Loty
F5 Mail Routing Everts Resend Selected Held Messages % a.local 15278 Processing note by DriWeb for Loty
# {¥¥ Mail Routing Topelogy Resend Selected Held Messages For A Final Time plocal 981 Processing note by Driveb for Lot
{§ By Connections LU T AU IESUa U IUGal = user iwwesuan.local 6.2 Processing note by DriWeb for Lotul
5% By Named Networks ! 22051544 admin@testlab.local # user]@testlab.local 6.2 Processing note by Driveb for Lotul
- m'gp"“ f‘:t’ ;'ZSW;XWW'EE’ ! 2205 15:44 admin@testlab.local € userl@testlablocal 15278 Frocessing note by DriWeb for Lotu
7 %a“"ay DE:: ¢ ! 22051544 admin@testlab.local & userl@testlab local 92 Processing note by Drieb for Loty
3 By Schedule ! 22051544 admin@testlab.local # user]@testlab.local 7205  Processing note by DriWeb for Lotul
M By Type
T By User
¥ |5 Scheduled Reports
T 1. Daity
T 2. Weekly
T 3. Monthly
< bl KS >
[ ] Oniine =

5. Hangute B noutoBbix Awmkax (NyHkT Routing Mailboxes B mMeHI0 B neBOM yacTtu BKAaAKW)

3NEKTPOHHbIE MUCbMa ¢ KommeHTapuem Processing note by DrWeb for Lotus B kosnoHke
Failure Reason (cm. nnntoctpaumio Huxe).

6. BbibepuTe nncbma, 3agep>kaHHble Dr.Web ans IBM Lotus Domino, n HaxmuTe kHonKy Release
Hag, CNCKOM.

7. HaxmuTe npaBoi KHOMKOM Ha BblbpaHHbIX MuMcbMax K Bbibepute nyHKT Resend Selected
Held Messages.

I OcBobOXAEeHHbIe NUCbMa OyayT AocTaBieHbl MosyyatensiMm W He OyAyT npoOBepeHbl
aHTUBMPYCHbIM Mogynem Dr.Web ana IBM Lotus Domino, T.K. OH y>Xe yaaneH.

PykoBoacTBO agMunHMCTpaTopa
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4. NMpuctynas k paborte

4.1. NMpoBepka paboTocnocobHoCcTU

Mepea 3anyckom Dr.Web ana IBM Lotus Domino Bbl MOXeTe MPOBEPUTb, UTO aHTUBUPYCHBIN
MOAY/b OblN YCTaHOBAEH MpPaBUAbHO W SABASETCA MOJAHOCTbHO paboTocnocobHbiM. B aaHHOM
pasgene cogaepxutca Bca nHdopmauus, Heobxogmmas ana NpoBepkn paboTocnocobHOCTH.

4.1.1. ®aiinbl M Nankn, cosaaBaeMble NPV YCTaHOBKE

Y6eamntech, Uto BCE Ceaytolime nanku 6blan co3gaHbl Bo Bpems yctaHoBku Dr.Web ans IBM
Lotus Domino un coaep>at Bce HeobxoanMble panbi:

e $PROGRAMFILES%\DrWeb for Lotus Domino\
Nmsa dpaina OnucaHue
drweb32.key JINLEH3NOHHBIV KNtoueBor daiin

e $COMMONPROGRAMFILES%\Doctor Web\Scanning Engine\

Nma ¢aiina OnuncaHune

drweb32.dll AHTMBUMpPYCHOE A4p0

vrcpp.dll Aapo aHTcnama

dwinctl.dll -

dwengine.exe Cepeuc Dr.Web Scanning Engine

dwsewsc.exe -
arkdb.bin -
dwarkapi.dll -
dwarkdaemon.exe -
dwqrui.exe -

e ProgramData%\Doctor Web\Bases\
(ming Windows 2003 -
$ALLUSERSPROFILE%\Application Data\Doctor Web\Bases\)

Nmsa dpaina OnucaHue

*vdb BupycHble 6azbl

PykoBoacTBO agMunHMCTpaTopa
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Nmsa daiina
ndrwebmonitor.exe
ndrwebscanner.exe

ndrwebhook.dll

drwebupdate.bat

Mpucrynas k pa6ote

e C:\Lotus\Domino\ (MNyTb MOXeT O6biTb APYrMM, B 3aBUCMMOCTM OT TOrO, rAe YCTaHOBJ/EH
cepsep Lotus Domino)

OnucaHue

3agava MoHuTopa

3apauva CkaHepa

KomaHgHbI  dan  pgnsa 3anycka  Mogyns  OOHOBAeHWs  C

AOMONHNTENBHBIMW NapaMeTpamMu KOMaH,D,HOVI CTPOKM

e C:\Lotus\Domino\DATA\DRWEB (MyTb MOXeT ObITb ApPYyrMM, B 3aBMCMMOCTU OT TOrO, rae

yctaHoBaeH cepsep Lotus Domino)

Nma ¢aiina
DrWebAdmin.nsf
DrWebDesign.nsf
Quarantine.nsf
DrWebReports.nsf
DrWebHelp.nsf
DrWebLog.nsf

DrWebSpam.nsf

OnucaHune

KoHconb agMuHucTpaTopa

Cny>kebHas 6a3a faHHbIX

Basa faHHbIX KapaHTUHA U UHLMAEHTOB
baza faHHbIX OTYETOB

baza BCTpoOeHHOM CNpaBOYHON CUCTEMDI
baza >xypHana cobbiTnin

baza gns xpaHeHus SPAM-coobLueHui

;_"l*: He pekomeHayeTcs npuMeHATb wWTaTHyto yTuauty Compact Kk 6a3am drwebadmin.nsf,

drwebdesign.nsf n
naarvHa.

drwebhelp.nsf, nockonbky 3710 MOXeT NpuBecTn K owwnbkam B paboTe

PykoBoacTBO agMunHMCTpaTopa
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4.1.2. UameHeHnsa B HacTpolkax cepBepa Lotus Domino

Bo Bpemsa ycraHoBkn DrWeb ans IBM Lotus Domino B agpecHon kHure (6asa AaHHbIX
names.nsf) cepsepa Lotus Domino aBTomatuueckn co3gaetca rpynna DrWeb Admin. Jta
rpynna ykasbiBaeTcs B cnucke koHmpossa docmyna (ACL) Bcex 6a3 aHTMBMPYCHOro mopayns. B
rpynny no ymonyaHuto fobaBaseTcs agMUHUCTPATOp cepBepa, yKa3aHHbI B daine notes.ini
(napametp Admin). OH moxeT gobaBnatb Apyrux nonb3oBaTenen Lotus Domino B rpynny
DrWeb Admin, 4to6bl OHY MOrAM NCNONHATL 0BA3aHHOCTU agMuHKUcTpaTopa Dr.Web ans IBM
Lotus Domino. YaaneHne 310 rpynnbl NpuBeaeT K Nnpobiemam ¢ yBeAOMAEHUAMWN U JOCTYNOM K
6a3aM AaHHbIX aHTUBMPYCHOrO MOAYNS.

MNMomumo 310ro, B Gpann notes.ini BHOCATCA cnefytole N3MeHeHs:

e B napametrp EXTMGR_ADDINS so6asnsetca 3HaueHne ndrwebhook.dll.

e B napameTtp ServerTasks f06aBastoTCsA 3a4a4m MOHUTOPA U ckaHepa (monitor 1 scanner).

e lobaenstorca napametrpbl DrWebKey v DrWebBuild, B kotopbix ykasbiBaetca nyTb K
katoueBoMy dariny U NoHbIM HOMepP COOPKN COOTBETCTBEHHO.

Ecnun Bbl He XOTUTe aBTOMAaTMUECKM 3arpy>kaTb aHTUBMPYCHbIE KOMMOHEHTbI NPW 3anycke cepsepa
Lotus Domino, TO Heobxogumo yganutb 3HadeHve ndrwebhook.dll B napametpe
EXTMGR_ADDINS, a takxxe 3HaueHMs monitor 1 scanner B napameTpe ServerTasks.

PykoBoacTBO agMunHMCTpaTopa
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4.1.3. 3anyck cepBepa Lotus Domino

Ecnn ycraHoska Dr.Web ans IBM Lotus Domino npowna ycnewHo, TO MOXHO 3anyCTuTb cepBep
Lotus Domino (3anyctute nserver.exe). Ytobbl ybeantbcs, uto 3agaHns MoHutop 1 CkaHep
sh task. Ha wanoctpauum BHU3Y K306paxkeHO

3anyLweHbl,

BOCMO/b3yATECH KOMaHZAOM

Mpucrynasa k pa6ote

KOMaHZHoe okHo cepBepa Lotus Domino ¢ koppekTHO oTpaboTaBLue KOMaHAON sh task.

> zh task

Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase
Datahbhasze
Datahase

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

IMAF Server
SHTP Server
IMAF Server
SHTP Server
POP3 Server
POP3 Server
Agent Manager
TMAP Serusr
DrWebh Monitor
Process Monitor

Schedule Managewr

Replicator
HTTP Server
Drleh Scanner

Hooms and Hesources

SHTP Server
POP3 Server

Directory Indexer

Indexer
Router

Calendar Connector

Admin Process
Agent Manager
Event Monitor

Description

Perform console commands
Lizten for connect reguests
Listen for connect reguests
Lizten for connect reguests
Listen for connect reguests
Load Monitor is idle

on
on
on
on

TCPIP
LAN3
LANS
LAN4

Databaze Directory Manager Cache Refresher is idle
Organization Mame Cache Refresher iz idle

Idle task
Log Purge Task iz idle
Idle task

Perform Database Cache maintenance

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Idle task

Shutdown Monitor

Process Monitor

Listen for connect reguests
Lizten for connect reguests
Utility task

Utility task

Listen for connect reguests
Utility task

Executive '1°: Idle

Control task

Idle

Idle

Idle

Idle

Listen for connect reguests
Idle

Idle

Control task

Control task

Idle

Idle

Idle

Idle

Idle

Idle

Idle

TCP Port:=143
TCP Port:25

TCPF Port:110

TCPF Port:80
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4.1.4. NpoBepka AeTeKTUPOBaHUA BUPYCOB

Ana npoBepkn KoHdurypaumm n cnocobHoctn Dr.Web ana IBM Lotus Domino obHapy>xwuBaTb
BMPYCbl pekOMeHAyeTcs ncrnonb3osatb TectoBbln ¢pann EICAR (European Institute for Computer
Antivirus Research). ®ain, cogep>alymii TONbKO TEKCTOBYHO CTPOKY AsvHOM 68 nan 70 6ant, He
SBNSETCA BUPYCOM, He CnocobeH K camopenavkauum u He npeactaBAsieT OnacHOCTM, OAHako
onpesenseTcs aHTMBUPYCHbIMM NPOrpaMMaMim Kak BUpPYC. Bbl MOXeTe 3arpy3nTtb TeCTOBbIA dauin
c Beb-canTa EICAR (http://www.eicar.org) nam cosgatb ero CaMoCTOSATENbHO.

Yr1obbl co3paTth TecToBbIiA ¢paitn EICAR:

e Co3palite TEKCTOBLIN Galin co CneayroLLelnt CTPOYKON:
X50!P%$Q@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

e CoxpaHute dann c pacwmpeHnemMm .com (Bbl MOXeTe UCMOAb30BaTb t0boe MMsA, Hanpumep,
eicar.com), NpukpennTe ero K 31eKTPOHHOMY NMUCbMY 1 OTNpaBbTe Ha OO0 TeCTOBLIN ajpec.
MonyyeHHOe Ha 3TOT aApec MUCbMO AOJIXKHO COZep>KaTb TeKCTOBbIA dann ¢ cyddukcom
_infected.txt 1 cnepyrownm cogepskaHnem:

Dr.Web nns IBM Lotus Domino oOHapyXmJl YTO MNMCHBMO MHOUUMPOBAHO.
HaTta: Wed Jul 02 17:43:32 2016

OrnpaeuTrenb: admin@test.com

[TomyuyaTenun: mail2l@perf2.test.com

Tema nmuceMa: TecToBOe CcoOOOUEHUE

Bupycel: eicar.com ( EICAR Test File (NOT a Virus!) ) oTnpaBjeH B
KapaHTUH

ilf Hun B koeM cnydae He MCMO/Ib3yMTe HaCTOsLLME BMPYChl A1 MPOBEPKN paboToCcnocobHOCTM
aHTUBUPYCHBIX NporpaMm!

PykoBoacTBO agMunHMCTpaTopa
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4.1.5. NpoBepka AeTeKTUpPOBaHNA cnama

":I:* KomnoHeHT AHTMCNaM AOCTYyMeH TO/NbKO B Bepcuu «AHTUBMPYC + AHTUCMamM», T.e. B TOM
C/lyyae, ecin y BaC eCTb COOTBETCTBYHOLLMI KNtoUeBOW dain (M. JIMLLEH3NOHHBIN KIHUYEBON

daiin).

Ytobbl npoBeputb crnocobHoctb DrWeb ans IBM Lotus Domino o6HapyxwuBaTb cnaw,
peKOMeHZyeTCs UCNOob30BaTb MUCbMO C TECTOBOM CTPOUKOW.

Yro6bI co34aTb TeCcToBO€ NMCbMO:

¢ B Teme nucbma ykaxxumte: Vade Secure
o CkOnuMpymnTe CNeayroLLyto CTPOUKY B T€JI0 HOBOTO 3/IEKTPOHHOIO MUCbMa:

tiUS4kVZrTEfBBZXZPuLrnstNpdo8vJ-Spam-high-POOMbQu22jePzuV8TLwVdPo81QpGXNJIXRI

OtnpaBbTe nNUcbMO Mo npoTtokony SMTP Ha nobon TecToBbIN agpec. B Teme nonyyeHHoro
nncbMa fosKeH noauTbca npedmke [CMAM].

;_"l*: TecToBOE MUCbMO He AOJKHO CoAep>KaTb BAOXKEHWN, MOAMUCEN UAN APYrOV MHPOPMaLIMK,
KpOMe TeMbl 1 TECTOBOIN CTPOKM.

4.2. 3anyck KoHconm agmuHucrparopa

Hactpoiika pabotel DrWeb ans IBM Lotus Domino ocyuiectBasietca nocpeactBoM KoHconm
agMuHucTpatopa. KoHconb npeactaBaser cobon rpapuyeckmit nHtepdenc nonbsosatens (GUI),
KoTopbI 3anyckaeTcad B cpege Lotus Notes mam uepes nwoboi n3 nogaepxxvBaembix Beb-
6pay3epos npu nomotym 6assl DriWebAdmin.nsf.

| [ns npaBuabHOro oTtobpaxeHus KoHconn aaMuHUCTpaTOpa PEKOMEHAYeTCs YCTaHOBUTb
pa3peLueHune 3kpaHa He meHee 1280 Ha 1024 nukcenen.

Ana pabotbl ¢ Beb-KOHCONbIO Ha cepBepe Lotus Domino gomkHa ObiTh 3anylieHa 3agava
HTTP-cepsepa.

Yr1o6bl 3anyctutb KoHconb agmnHucTpartopa B cpeae Lotus Notes:

1. 3anyctute cepep Lotus Domino.
2. 3anyctute npunoxeHune Lotus Notes.

3. Otkpowuite meHto File, Bbibepute nyHkT Database v Haxmute Open. Otkpoetcs okHO Open
Database (4T06bl OTKPbITb 3TO OKHO, Bbl Tak)Ke MOXeTe HaxkaTb KOMOMHALMIO KNaBumLL
CTRL+O Ha knaBunartype).

4. Bbibepute cepep Lotus Domino, Ha KOTOPOM YCTaHOBJEH aHTUBWUPYCHbIA MOZAY/b, W3
BbINaaroLLEro crnvcka B BepxHen yactn okHa Open Database.

PykoBoacTBO agMunHMCTpaTopa
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5. Bbibepute 6a3y KoHconn agmuHuctpatopa (DrWebAdmin.nsf) B nanke DrWeb v HaxmuTe
Open.
Yr1o6bI 3anyctutb KoHconb agmuHucrpatopa B Be6-6paysepe:

1. 3anycturte cepBep Lotus Domino.

2. 3anyctuTe Beb-6payzep.

3. lMepengunte no cnepyrowemy agpecy: http://domino.server/drweb/drwebAdmin.nsf

4. Beante uma n WHTepHeT-naponb (Internet password) y4yeTHOW 3anucn agMUHUCTPATOPA,
ykasaHHoro B rpynne DrWeb Admin.

KoHconb agMUHMCTpaTOpa COCTOUT M3 ABYX YacTei (CM. uantoctpauunto Huxke). CreBa HaxoAMTCA
nepapxmyeckoe MeHI0 ANA HaBUraumu no pasgesnaM HacTporku mporpammbl. B npaBor yactu
pacnonoxeH ¢perim ¢ pabouen obnacTbto, B KOTOPOM OTODOpaxkatoTcs HacTpamBaemble
napameTpbl And BblbpaHHOro pasgena. B BepxHeh uyactn dpenma c pabouerr obnacTbro
HaxoguTtca norotun Dr.Web ans IBM Lotus Domino v Ha3BaHWe BbiIGpaHHOro pasgena.

(&) Dr\Web Administrator Cansole - IBM Domino Administrator - [m| X
File Edit View Create Actions Text Help

-] b ZUBEEE-TABOHUDLF
Qg &H)]

[TESTLAB Domain - sles 11x86/testiab | [ Dr.Web Admiristrator Console. ¢
= [ Drweb ana IBM Lotus Domi
- [ sles11x86itestiab
2 G HacTtpoiiku
i KypHan cobeiTin
DuneTpLl
Mpodoni
= 'E_H CTaHAapTHBIi Monzrop
E‘ -5z} Yeenomner zles11x86/testlab > MNpodwnk > CtaHaapTHLIA
=1 E Mouta

—

0=

i
=

[g Hen [ BrounTE 3BRNCTHHSCKIA SHANMATOR

- [8] Crat ¥ MpoBepATs apxuBsl
= - [l MonuTop
H Bpenoi nporp
----- v (§) AnTicnam porp
G Cranep
MoTeHuManEHo ONacHkle NPorpamMMeL: Mporpammer acssoHa: MporpamMmel BznomMa
-(&d] Mpynnst
. KaparTun MepeMewaTs B KAPEHTHH ~ | |MepemewaTe B KAPAHTWH ~ | |MepemewaTs & KApAHTUH ~
—|lls CraTueTuka
- Oruetet Pexnamtbie nporpammor: MporpamMmbi-WwyTrm:
MepemewaTe B KAPaHTHH ~| | MepemewaTe B KAPAHTUH ~
NercTena
[Ona HewsneuyrmMbix oG BEKTOB: Ilna nonospuTeneHbx ofLeKToB: Ina HEnpoBEpeHHBIX 0GBEKTOB:
MepemewaTe B KAPEHTHH ~| | MNepeMmewaTe B KAPAHTHH ~| | MponycTute ~
Map: Tpbl NPUKPENNEHHBDC 1A

Cydpchuke urmenn daiina: | infected bt

TekeT: Dr.Web ana IBM Lotus Domino oSHapyxun yto $0bjectTyped
wrchnynposano. $Newline$$NewLineSdara: $DatetimeSCepeep: $Server
$NewlLine$Basa aannex $Databasename$$Newline$0Tnpasurens:
$SENDERS $MNewLine$Monysatenn: SRCPTSS SNewlLine$Tema nucema:
$SUBJECTSSNewLine$SVirusLists

‘][ﬂ ‘] il [On\ine ‘] B
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4.3. NonyueHue cnpasBku

B Dr.Web for IBM Lotus Domino peann3oBaHa BCTPOEHHas CrpaBO4YHas CUCTEMA, KOTOpas
yCTaHaBAMBaeTcs B Buae otaenbHol 6a3bl DrWebHelp.nsf B nanky \DATA\DRWEB. OTtkpowTe
3Ty 6a3y B kiveHTe Lotus Notes, utobbl MonyuMTb AOCTYNM K OCHOBHOW 4YacTW CMPaBOYHOW
cUCTeMbl.

YTObbI OTKPBITE OMpeAeNneHHbIN pasgen CNpaBOYHON CUCTEMbI B 3aBUCMMOCTM OT KOHTeKCTa (T.e.
4TOObI MONYUYNTL CMPaBKy O TOM pa3sgesne KOHCOAM afMUHUCTPATOpPa, KOTOPbIA OTKPBIT B AaHHbIN
MOMEeHT), HaxxmuTe knasuwy F1 Ha knaBumatype.

Pasgen O Dr.Web ana IBM Lotus Domino, B KOTOPOM COAEPXUTCA MHPOpPMaLMa O BepCum
Dr.Web gna IBM Lotus Domino, MO>XHO OTKPbITb Yepe3 BEePXHUIN MYHKT B MepapXm4eckoM MeHHo
KoHconn agmuHuctpaTopa (cMm. maarocTpauuio B pasgene 3anyck KOHCoNM agmMuHUCTpaTopa).
3pecb cobpaHa MHbOpMaLma O kKntoueBOM darine, HoOMepax BepCUIA NPOrpamMMHbIX KOMMOHEHTOB
M 0 nocneaHeM O6HOBAEHUN BUPYCHBIX 6a3. 3Ta MHGOpMaLma HeobxoAnMa ANa aHaM3a OLWNHOK
n c6oes npu obpalLeHnn B Cy>KOy TEXHNYECKOW MOAAEP>KKM.

PykoBoacTBO agMunHMCTpaTopa
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AamMmuHuctpmnposaHue

1. KomnoHeHTbI NporpamMmmbl

Dr.Web gna IBM Lotus Domino — 3TO KOMMAEKCHbIN aHTUBMPYCHbIA NMPOAYKT, COCTOAWMIA U3
HECKObKNX AOMONHAOLWMX APYT APYyra KOMMOHEHTOB, KOTOPbIe B3aMMOZAENCTBYHOT MeXAy cobon
1 obecneyrBatoT BbICOYaWLLNIA YPOBEHb 3aLLMTbl. PabOTON 3TMX KOMMOHEHTOB MOXHO YNpPaBAsATh
npwv nomowun KoHconn agMmuHuctpatopa (cM. 3anyck KOHCoM agMUHUCTPaTopa).

Huxe npmBeaeH CNMCOK 3TUX KOMMNOHEHTOB C KPaTKM OMMCaHUEM KaXX40ro:

MoHuTOp NpoBepseT BCe BXOAALME N UCXOAALLME MUCbMa B PEXMUME peasibHOro BPpeMeHU Mo
Mepe TOro, kak ux obpabaTbiBaeT cepBep Lotus Domino. Kak To/sbkO mpoBepka mnucbma
3aBepluaeTca 1 OHO Mpu3HaeTca 6e3onacHbIM, OHO Cpasy OTnpasafeTca nosb3osartento. Ecam
MUCbMO COAEPXKUT 3apaKeHHbI UAN MOAO3PUTENbHbIM OOBLEKT, TO Haj HUM MPOU3BOAMNTCA
COOTBETCTBYHOLLIEE NpesyCTaHOB/IEHHOE JelCTBME.

CkaHep MO3BOJIAET MEPUOAUNYECKM MpPOBEPATb JOKYMeHTbl B BblOpaHHbix NSF-6a3ax. OH
3anyckaeTcs MO pacnucaHuio WAW BPYYHYHO W Tak >Xe, KaKk W MOHUTOP, MpuUMeHSeT
npeAyCTaHOBJ/IEHHbIE JEACTBUA K 3apaXKEHHbIM Y MOAO3PUTENbHbIM ObbeKTaM.

KapaHTUH uncnonb3lyeTcs AN M30MAUMM 3apaXkeHHbIX W MNoA03puTenbHbIX 06bekToB. OH
npeacrasnsiet cobort NSF-6a3y (quarantine.nsf), koTopas pacrnonoxeHa B nogkatanore drweb
B nanke Data cepsepa Lotus Domino. [octyn k obbekTam, HaxoAAWMMCS B KapaHTUHe
ocywectBasetcs 3 6asbl KoHconn agmuHmctpatopa (DriWebAdmin.nsf).

Moay/nb aBTOMaTM4eCckoro OBHOBAEHMS, KOTOPbIA BXOAMT B COCTaB aHTUBMPYCHOrO nakeTa
Dr.Web ans IBM Lotus Domino, npegHa3HayeH A1 aBTOMaTMUYeCKOro OO6HOBAEHUS BUPYCHbIX
6a3. Mogaynb 3arpy>aeT Konuu BUpPYCHbIx 6a3 n3 cetn VIHTepHeT nMbo 13 nanku nan cepeepa B
NIOKaNbHOW CeTWU. 3anyCTUTb MOAYJ/Ib MOXHO ABYyMS cnocobamu: aBTOMaTUUYECKM U B pexunme
KOMaHZAHOW CTpokn (cM. ObHOoBAEHME BUPYCHbIX 6a3).

AHTMCNaM npoBepseT Bce BxoAdAwme no npotokony SMTP coobuieHns B pexurmMe peanbHOro
BPEMEHW Mo Mepe Toro, kak ux obpabatbiBaeT cepBep Lotus Domino. Vicnonb3ys cneumnanbHble
aNropuTMbl, OCHOBaHHbIE Ha BbISIBAEHUW NMPU3HAKOB CMamMa B NMUCbMax, KOMMOHEHT C 60bLLOM
BEPOATHOCTbIO ONpefenseT, ABAAETCA M MUCbMO CNaMoM, U 3aTeM, B Clyyae HeobXxoaMMocCTy,
AobaBnseT K TeMe NMcbMa npesycTaHoBAEHHbIN NpeduKc (Mo ymonyaHumo — [CMAM]).

il:‘ AHTMCNAM JOCTyrMeH TO/MbKO B Bepcun “AHTMBMPYC + aHTucnam” (cM. JIMLEH3UOHHbIV
- KN0YeBOW dai).

KomnoHeHT CTaTWCTMKa COXpaHseT WHPOPMaLMIO O TuUMax MPOBEPEHHbIX OOLEKTOB W
NPOW3BEAEHHbIX HaZ HUMWU AencTBMAMU. Bbl MoXeTe npocmaTtpmBaTh AaHHY MHbOpPMaLUIO,
yTObbI CNeanTh 3a paboTon Dr.Web ans IBM Lotus Domino.

KomnoHeHT OTueTbl NpesHa3HauyeH ANa PacCblIKM PeryaspHbix ot4etoB o pabote Dr.Web ana
IBM Lotus Domino Ha yka3aHHble agpeca 1 COrnacHO onpeaeneHHbIM KpUTEPUAM.

PykoBoacTBO agMunHMCTpaTopa
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e XypHan cobbiTni npesocTaBAseT agMUHUCTPaTOpaM cepBepoB Lotus Domino BO3MOXHOCTb
3DEKTMBHO OTCNEXMBATb COOLITUSA, CBAI3aHHble ¢ paboton Dr.Web ans IBM Lotus Domino
(HanpuMep, 06bHOBNEHME BUPYCHbIX 6a3, 0bHapy>KeHWe BMpYCa, U3MEHeHMe HacTpoek un ap.). B
6a3e pgaHHbIXx XypHana cobbitnin (DrWebLog.nsf) MoxeT 6biTb cobpaHa WHboOpmMaumsa ¢
OAHOrO WAN HecKoNbkux cepBepoB Lotus Domino, 3aliuLLEeHHbIX aHTMBUPYCHBbIM MOZYNEM.
[lokymeHTbl O cobbITnAX focTaBastoTcA B 6a3y XKypHasna cobbiTMM C MOMOLLbIO MOYTOBOW
cnctembl cepsepa Lotus Domino.

il:‘ MapameTpbl paboTbl MoHWTOpa M AHTMCMAaMa MOXHO HaCTPOWUTb ANA KaXAoro mnpoduas
TakMM 06pa3oM, 4TOObl YAOBAETBOPUTb MOTPEOHOCTAM KaXAOro KAMEeHTa WM TPynmbl.
PaboTa ocTanbHbIX KOMMOHEHTOB HacTPanBaETCA 414 BCErO MPOrpaMMHOro MOAYS.

5.2. l'pynnbi u npojpunnun

UYT06bI yNPOCTUTL OPraHmn3aLMio aHTUBMPYCHOW 3awuTbl Ans cpedpl Lotus Domino, B Dr.Web ana
IBM Lotus Domino peasnn3oBaHa BO3MOXHOCTb CO3jaBaTb rpynmbl KIMEHTOB U NpUcBanBaTtb UM
onpegeneHHble npoduaun. MNpodunb NpeactaBnser cobon Habop HacTpavBaeMbix NapameTpoB
06paboTky COOOLLEHNI, OT KOTOPbIX 3aBUCUT, Kak MUMEHHO ByAeT OCyLLLeCTBAATLCA 3aluuTa Cpesbl
Lotus Domino. Hactponkn npoduna HaxoaaTca B pasgene mepapxmyeckoro meHto Mpodwuam,
KOTOpPbIV COAEPXXUT CeaytoLme nogpasgensbi:

e YBejoOMAeHVMA — B JAAHHOM pasjefe Bbl MOXeTe HaCcTpouTb YBEAOMAEHMA, KOTopble
NHPOPMUPYHOT aAMUHNCTPATOPA U APYrMX MNONb30BaTENEN O Pa3/IMYHbIX CODObITUAX (Hanpumep,
06 06Hapy>KeHUN 3apa>KeHHbIX AN NOAO3PUTENbHBIX COOOLLLEHWI U O MOMbITKAaX UX eYEHUS, O
buabTpaLUmM COOBLLEHNA U T.4.);

e MOHMTOD — B JaHHOM pasjene Bbl MOXeTe YnpaBasaTb paboTon Bawero OCHOBHOrO
pe3naeHTHOro KOMMOHEHTa AnA 0OHapy>XeHWs BUPYCOB;

e AHTMCNaM — B JaHHOM pa3jene Bbl MOXeETe HacTpouTb pPaboTy KOMMOHeHTa AHTMCNaM
(HacTpoViKM B pasgene JOCTYMHbl TOAbKO Ana Bepcun “"AHTUBMpPYC + AHTMCMam”, T.e. B TOM
Cnyyae, ecIM Yy Bac eCTb COOTBETCTBYHOLUMA JIMLEH3NOHHBIA  KAKOYEBOM  dann, CMm.
JINUEeH3MOHHbIV KatoyeBou dann).

Bonee noapobHO 0 paboTe c npodunamm untante B pasgene CosgaHne v HacTponka npoduien.

JNlroboi Npoduib MOXHO NMPUCBOUTL TPynne KANMEHTOB. ITW rpynnbl GOPMUPYIOTCA B pa3jene
nepapxmnyeckoro MeHo Mpynnbl (CM. YnpasaeHve rpynnamu KJIMEHTOB).

PykoBoacTBO agMunHMCTpaTopa
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5.3. Co3pgaHune n HacTpoika npodpunen

MNpoduan onpesenaroT napameTpbl aHTUBUPYCHOTO CKaHMPOBaHWA, GuabTpaumMn crnama,
AEVCTBUW, MPUMEHAEMbIX MO OTHOLUEHWIO K ODOHapy>XeHHbIM ObbekTaM, a TakXe pacCblIKu
yBEAOMIEHW.

Bo Bpemsa yctaHoBku Dr.Web ans IBM Lotus Domino co3gaetcs CraHaapTHbIA Npoduib. 10T
Npodwuab OCTaHETCA akTMBHbIM A/ BCeX KAMEHTOB cepBepa Lotus Domino o Tex nop, noka ansa
HVX He ByaeT Ha3HayeH Apyron Npodub.

;_"l*: CraHAapTHbIM Npoduib HEBO3MOXHO yaanutb. [pwu co3gaHum HoBoro npoduas ero
: napamMeTpbl MPYHUMALOT TekyLle 3HauYeHna napameTpos CtaHaapTHOro nNpoduns.

YT1o6bI CcO3AaTh HOBbIN NPOdUb, CAeNaNTe ceayloLlee:

1. Boibepute nyHKT Mpodunam B nepapxmyeckoM MeHIO M HaxmuTe kHornky Cospatb nog
CMWCKOM Nnpodunen B OCHOBHOM dppeiiMe crpasa.

2. Beegute nma npoduna n Haxxmute kHornky OK. HoBbi npodunb oTob6pa3ntca nog nyHKTOM
Mpodunnn B nepapxnmyeckom MeHto.

YT106b1 U3IMEHUTbL MMA Npodpuns:

° Bbl6epI/ITe €ero B uepapxmyeCckoMm MEHKO, BBeAUTE Xenaemoe unMA B NOJIE BBOJAA NUma n
Ha>XMuUTe KHOMKY COXpaHMTb.

f | ': [ns umeHn npoduns He AOMYCKAeTCA NCMOb30BaHWe caeayrowmx cumeoaos: !/ \|;: " *,
e [lapameTpbl HOBOro npoduasa byayT coBnagatb ¢ napametrpamu CraHgapTHoro npoouns.

UYT06bI M3MEHUTb NapamMeTpbl Npodpuns:

e BbibepuTe NpPoduab B MepapxXMyeckOM MEHHO WU HacTpoWTe MapaMeTpbl B COOTBETCTBYHOLLMX
nyHkTax (YeegomaeHuvsa, MoHuTop 1 AHTMCOaM).

PykoBoacTBO agMunHMCTpaTopa
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5.3.1. HacTpoiika yBeaomMm/ieHNI

YBefoMaeHnsa cBOeBpeMeHHO MHGOPMUPYIOT aAMUHUCTpaTopa U ApPYrnx Moab3oBaTenen o
PasANYHbIX COBbITUAX (06 0BHapyXXeHUN NHOULIMPOBAHHBIX AW MOAO3PUTENbHBIX JOKYMEHTOB, O
NOmMbITKax UX Ie4eHuns, o puabTpaLmm cnama v T.4.).

YT106b1 OTKPBLITH PpPeriM C HaCTpOMKaMM YyBeAOMIIEHUI ANna npodpuns:

e BbibepuTe aTOT MpoduUab B MepapXmyeckoM MeHIO N HaXXMUTE KHOMKY YBeAOM/IEHUS.

f I : Mo YMO4YaHWIO BCe€ YBEAOMJIEHUA OTKIHOYEHbI.

Yro6bI HaCTpoOuUTb NOUTOBbIE YBeAOMJIEHUA:

1.

Bbibepute pa3gen Mouta B nyHKTe YBeAOMAEHUA /15 ONPeseNeHHOro npoduns n Haxmute
Ha TOM TuMe COBbITUI, ANA KOTOPbIX Bbl XX€NaeTe HaCTPOUTb YBEAOMIEHWS:

a) BbineueHHble — eciv 06HaPY>XEHHbIN MHPULIMPOBAHHbBIN OOBEKT YAANOCh BbINEUNTD

b) HeBbineueHHble — ecnn 06HapPY>KEHHbIV MHGULMPOBAHHBIV O6BEKT HE YAanoCh BbIEYNTb
c) HenpoBepeHHble — ec coobLeHMe He yAanocb NPOBEPUTD

d) Cnam — ecan NMCbMO NPU3HAHO CNaMoM

Ana  kaxporo Tuna cobbiTM  Bbl  MOXeTe 3ajaTb OTAe/bHble YBeJOMAEHWUA ANA
aAMWHWUCTpaTopa, noJjyyaTens W oTnpaBuTens nucema. /[na  3toro  Bbibepute
COOTBETCTBYHOLLYHO BKNAAKY B BEPXHEN YacTM OCHOBHOTO (CM. MAKOCTPALMIO HUXKeE).

lA..nMuHm::TpaTup OTnpaBuMTENnb MonyyaTtene

YT06bI BKIHOUNTL OTNPABKY YBEAOMJIEHNA ANA ONpeAeNeHHOro Tmna cobbITuii:

e YcTaHoBUTE CI)IIa)KOK Mocbinatb NouToBbLIE yBeaoMJIeHUA.

Mpn HeobXxo0AMMOCTM OTpesakTUpPynTe WabaoH NOUYTOBOrO YBEAOMJIEHNA B COOTBETCTBYHOLLIMX
nonax BBoAa. Bl MoxeTe f06aBUTb MakpOChl B TEKCT YBEJOMIEHMS, HaxkaB KHornky Makpoc v
BbIOpaB Hy>XHble M3 CrncKa.

B none BBosga OTnpaBuTeNb Bbl MOXeTe YyKas3aTb OTNpaBUTENA BblbpaHHOro TMna
yBeAOMJIEHUN.

MonyuaTtenelr onpeseneHHOro Tuna yBeAOMJEHWUM MOXHO HacTPOUTb TOJBKO Ha BKJajke
AamuHuctpaTtop. Bbl MoxeTe f06aBWTb MoOAb3OBaTeNel B JaHHOe Moje BBOJA, HaXas
kHonky [lo6aBuTb 1 BbibpaB nx B okHe Select Addresses.

Korpa Bbl 3aKOHUWTE pejakTMpPOBaTb MNapamMeTpbl  YBEAOMAEHWUWA, HaXMWUTE KHOMKY
CoxpaHuTb.

PykoBoacTBO agMunHMCTpaTopa
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5.3.2. Hactpouka MoHuTtopa

MoOHUTOp NpoBepseT BCe BXOAALLME N UCXOAALLME MNUCbMA B PEXMUME peasbHOro BpemMeHu Mo
Mepe TOro, kak ux obpabaTbiBaeT cepBep Lotus Domino. MapameTpbl ero paboTbl MOXHO
HacTPOUTb ANA Pa3/UYHbIX Npoduien C yyeTom TpeboBaHWN ONpeseNeHHbIX rPymnmn KANEHTOB
(cm. [pynnbl 1 npoduan).

UT06bI HacTpoUTb NapamMeTpbl paboTbl MoHuTOpa:

e Bbibepute npodunb, ANA KOTOPOro Bbl XOTUTE HACTPOUTb PaboTy MOHWUTOPa, W 3anauTe B
passen MoHutop.

(&) Dr\Web Administrator Console - IBM Domino Administrator - [m] *
File Edit View Create Actions Text Help
- b iZMBEEE-FREOUALF
1QQ &Hl|

[TESTU\B Domain - sles 11x86/testlab I E DrWeb Administrator Console 3¢

= [ Dr\Web ans IEM Lotus Domi
S [ sles11x86itestiab

=

il
='ﬂ -0k HacTpoiikm
= b 1] ¥ypran coBbitu
& TunbTpol
= r,;p:g:"”" _ MonnTOp
@ Bl CTanaapTHei
=~} Yeenomnen sles11x86/estlab > MNpodwmnm > CTtanpapTHLIA
= B Mouta
-l Boin
-l Hesi ~
|3 Hen) [¥ BrniounTe 3BpUCTHUSCKU SHANWIATOP
[ Cran ¥ MposepaTs apxusst
H = Moruop BpenotocHbie ny rMMBL
Lo (§) AnTucnam porpa
(@ Crarep
Y MoTeHuMansHo oNacHsIe NPorpamMmMel: Mporpammer gossoHa: MporpamMmel Banoma
lILKﬂDEHT“H MepemewaTe B KApEHTUH hd MepemewaTe B KApaHTUH i ||'|EpeMeuJ,aTbaKapaHTuH V|
il ¢
- OT:;:‘:IT“KE PexnamHelie nporpamMmei: MNporpamMmei-Luy TrM: YnansTe enoxenne
[epeMewaTs & KApaHTHH A
MepeMewaTe B KAPEHTHH ~| | MepemewaTs B KAPAHTUH ~ | [Mponyctnte
Ne#cTena
[ns HewsnesnMbix ofbekTos: [nA noaospuTentHbX oS bekTos: [ns HenposepeHHbIX oGbeKTOB:
MNepemewaTs B KAPEHTUH | |TepeMewaTs B KAPAHTUH ~ | |lNponycTuTe ~
Map: TpbI N INEeHHBLDC 1MH
Cydpdpuke umenn daiina: _infectsd.tet
TekeT: Dr Web ans IBM Lotus Domino aBHapysun uto $0bjectType$
uHdpuympoearo. SNewLine$SNewlLine$ara: SDatetime$Cepeep: $Server
$Newline5Eaza nanHbx: SDatabasename$SMewline30TnpasuTens:
$SENDERS $MNewline$Monyuatenu: SRCPTSS SNewline$Tema nucema:
SSUBJECTSSMewlLineSSVirusLists
Dr.Web Administrator Console w
— 4)[=274) ({2 4] [enine =

Ha nantoctpaumm ceepxy nsobpaxeH pperim MoHuTtop.

Mo yMOAYaHWIO 3BPUCTUYECKMI aHaNN3aTOP W MPOBEpPKa apXMBOB BO BAOXEHMWAX BKIKOUYEHbI, YTO
obecneumBaeT BbICOKMA YypPOBEHb  3alUMLLEHHOCTM 3a CYeT HEKOTOPOro  CHWXKEHMUA
NPON3BOANTENBHOCTU cepBepa. YToDObl OTKAOUNTL 3TW CpeacTBa, CHUMUTE daaxkn Brarountb
3BpUCTUYECKUN aHanu3aTop 1 MpoBepATb apxmBbl B BepxHeln Yactn pperima MoHuTop.

PykoBoacTBO agMunHMCTpaTopa
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;_"l*: HactofTenbHO He pPEeKOMEHAYEeTCs OTK/IYaTb 3BPUCTMUYECKWIA aHaaM3aTop W MpPOBepKy
apXVBOB BO B/IOXEHMSAX, T.K. 3TO 3HAUNTENBHO CHUXKAET YPOBEHb 3aLLMLLIEHHOCTU CepBepa.

B rpynne Hactpoek BpesoHOCHble nporpaMmMbl Bbl MOXeTe BblOpaTh AEUCTBUS AN Pa3NNUHbIX
TUNOB HexenatenbHoro [0, a B rpynne HacTpoek [elcteus — Afa  HEU3NeUUMbIX,
NOAO3PUTENIbHBIX Y HEMPOBEPEHHbIX 06BLEKTOB. [lNs1 3TOro BOCMO/Ib3YNTECH COOTBETCTBYHOLLMMMU
BbINaZaroLWnMm CrINCcKaMm:

e Yaanutb B/IOXKEHME — O3HayaeT, YTo Teslo cooblieHns ByaeT NponylieHo W JoCTaBleHO
nosyyaTeNto, a B/IOXKEHME 3aMEHEHO Ha TeKCTOBbI dain ¢ MHbOpMaumen O BpPeEMEHM
obHapyXXeHUs, HalWAeHHOM BUPYCE W BbIMNOJHEHHOM AENCTBUM (AOCTYMHO TO/MBKO AJif
HeWn3eYnMBbIX, MOAO3PUTE/IbHBIX OOBEKTOB M BPEAOHOCHBIX MPOrpaMm).

e NMomecTuTb BnoXxeHne B KapaHTUH — o3HauaeT, 4To Teso cooblieHna ByaeT nponyLeHo u
AOCTaBNEHO MOJlyyaTento, a BAOXeHWe byaeT oTnpaBaeHo B 6a3y KapaHTuHa (cM. YnpasaeHve
KapaHTvHOM). BMeCTO B/IOXEHMS K COOOLLEHMIO MNPUKPENNSETC TeKCTOBbIM  dann ¢
NHPopMaLmen 0 BpeMeHN O6HapPY>KeHNs, HaUAEHHOM BMPYCE 1 BbIMOJHEHHOM AENCTBUM.

e Mponyctutb - o03HayaeT, 4To COOOLLEHNEe BMeCTe C BJIOXeHVEeM OyaeT JocCTaBAeHO
noayyaTento M HUKaKMX JeWCTBMA K HEMY TMpUMMEHeHO He 6yaeT (focTynHO Afd
HernpoBepPeHHbIX O6bEKTOB ¥ BPEAOHOCHbIX NMPOrpamm).

B rpynne HacTpoek MapameTpbl BAOXXEHUN Bbl MOXETE U3MEHUTb CyGDUKC UMEHU TEKCTOBOTO
dbalna, NpuKpenasemMoro K 3apaXKeHHOMY COODLLLEHMIO NOCae TOro, Kak Haj HUM NMPOU3BOAUTCS
Kakoe-nnbo penctBue (T.e. umMsa danna OyseT COCTOATb M3 UCXOAHOrO MMEHW C YKasaHHbIM
cyddurKkcom Ha KoHue). B none TekeT Bbl MOXeTe, MpU HEOBXOAMMOCTH, U3MEHUTL COAEPXKUMOE
NPUKPENASEMOro TeKCToBOro danna.

YT106b1 f06aBUTL MaKpoOC B Wabs10oH TekcToBOro gaiina:

e HaxxmuTe kHonky Makpoc v BbibepuTe Hy>XXHbIN 13 Crmcka.

Korga Bbl 3aKkOHUNTE pefakTnpoBaTb NapameTpbl pabotel MoHUTOPa, HaxkmuTe COXpaHUTD.

5.3.3. Hactpouka AHTcnama

BoiiBneHne cnama ocCyllecTBAAeTCA KOMMOHeHTOM AHTucnam. KoMMnoHeHT aHanusmpyet
cofep>XXMMoe MUcbMa W onpesensieT, ABASETCA AW OHO CMaMOM, B 3aBUCMMOCTM OT 3HaYeHUs
nmokasaTess, pacCuMTbiBaeMOro no pasanyHbiM kputepmam. CnaM-coobLueHno npuceBanBaeTca
onpeaeneHHas KaTeropuma B 3aBMCMMOCTW OT TOrO, HaCKONbKO BepOsTHa MPMHAA/NIEXHOCTb
nuceMa kK cnamy: Cnam, Bo3moxHo cnam, CoMHUMesbHble nuceMa. [Ina Kaxzow Kateropumu
MOXHO 3afilaTb OTAe/IbHble AeCTBUA (CM. OMMCaHNe HaCTPOEK HUXKeE).

il:‘ Ecam Hactpolikn B pasgene AHTMCMaM HEAOCTYMHbI, CKOpee BCero, Ball JINLEH3VOHHbIV

: KntoyeBoin dann He noasep>kmBaeT AHTMCHAM (CM. JIMLLEH3VMOHHBIV KtoYeBor daiin). YTobel
NpoBepuTb, Tak NN 3TO, OTKpoWTe katoueBon daiin (C:\Program Files\DrWeb for Lotus
Domino\drweb32.key) TekcTOBbIM pefakTopoM W HaWauTe CleAyoLLyr0  CTPOYKY:
LotusSpamFilter=No.

PykoBoacTBO agMunHMCTpaTopa
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Yr10o6bI HacTpOUTL paboTy KOMNOHeHTa AHTUCNaM:

1. Y6eanTtech, 4To Balla BepCUs NPOrpamMmMbl NOAAEPKMBAET PaboTy KOMMOHEHTa AHTUCNAaM.

2. BbibepuTte npodusb, ANA KOTOPOro Bbl XOTUTE HACTPOUTb BbiiBEHWE cramMa W 3arauTe B
pa3zen HacTpoek npoduna AHTUCNHAM.

3. o ymon4aHno KOMMNOHEHT AHTUCNaM BKAOYeH. Ecin HeT, To yctaHoBuTe diaxkok Bkarountb
B BEPXHeW yactu pperma.

4. Ecnm Bbl XOTUTE, YTOOBI K TEME CMam-coobLueHus fobaBasnca npedukc, yctaHoBuTe daaxok

N3meHntb Temy. Bbl MoxeTe uaMeHuTb npedukc B nose BBoga [lpedukc Tembl (no
ymonyanuo — [CIAM]).

5. Nomumo pobaeneHnsa npedukca K Teme, Bbl MOXETe 3aaTb OMpeAeseHHble AeNCTBUA ANA
Pa3/IMYHbIX KaTErOpWiA crnama:

a) Mepemectntb B 6a3y AnA cnama — O3HayaeT, YTo cnam-coobuieHre byaeT nepemMeLLeHo B
6a3y AaHHbIX, yKa3aHHyt0 B nosie BBoga ba3sa pna cnama (ecan ykasaHHyro 6a3sy He
yZaeTcs HanuTW, To coobuieHre ByaeT A4OCTaBNeHO noay4yaTento). Bbl Takxke MoxeTe 3ajaThb
onpeaeneHHyto nanky BHyTpu 6a3bl gaHHbix B nosie Manka, 4yTobbl Nepemeltatb cnam-
coobleHnsa B 3Ty manky (eciv ykasaHHyk Mnanky He yaaetca Hautu B 6ase, TOo cnam-
coobuieHve Bce paBHO bOyaeT nmomewlatbcs B 3Ty 6a3y AaHHbIX, HO 6e3 onpeaeneHHOM
nanku).

":I:* B kauectBe 6a3bl A/ XpaHEHWsi CMaM-MUCEM Bbl MOXETE Ha3HauuTb 0Oy 6a3ly AaHHbIX

: Notes, coO34aHHYHO MO CTaHZAPTHOMY MOYTOBOMY LWabsoHy, Hanpumep, Mail7.ntf.
[ononHutensHo, B KomnaekTe ¢ Mmoaynem DrWeb noctaBnsetcs 6asa  AaHHbIX
DrWebSpam.nsf, yctaHaBvBaemas B nogkatanor Drweb katanora gaHHbix cepBepa Lotus
Domino. 3Ta 6a3a fJaHHbIX cO3ZaHa MO LWabJAOHY, MOXOoXemy Ha 0a3y KapaHTMHa W
NHUMAEHTOB, U MPeLOCTaBASET HEKOTOPbIE AOMOAHUTE/bHbIE QYHKLIMM, KOTOPbIE MOTYT ObITh
YAOOHbI Mpy 06paboTke Crnam-nMmucem: HEeCKONbKO BUAOB OGUALTPOB, 6A0KMpPOBKa OT
yAaneHus, aBTOMaTM4yeckoe YyAaneHue crapblx coobuweHuin. B Lotus Notes Client
NMPefoCTaBASETCA TakXkKe BO3MOXHOCTb JAOCTaBKM MOJb30BATENO COOOLLEHMS, OLIMBOYHO
KNaccULIMPOBAHHOIO KaK Cram.

b) He npuHMMaTb NMCbMO — O3HayaeT, YTo cnam-coobleHre ByaeT NPUHATO CEPBEPOM U
cpa3y yganeHo. lNonyyatenb He MOAYYUT COODLLIEHNS, HO COOTBETCTBYHOLLMI AOKYMEHT 06
MHUMAeHTe ByaeT co3aaH B 6a3e Quarantine.nsf.

c) Mponyctntb — O3Ha4aeT, YUTO HMKAKOrO AEWCTBUA Haj COObLLEeHEM COBepLUEHO He byaeT
M OHO ByzeT foCTaBAeHO nosyyaTento (Tema coobLeHnsa Bce paBHO ByaeT M3MeHeHa, ecn
ycTaHoBseH pnaxok U3meHUTb Temy).

6. Korga Bbl 3aKkOoHYMTE peAakTMpOBaTb MapaMeTpbl KOMMOHEHTa AHTWCNaM, HaXmuTe
CoxpaHuTb.

& Ecnn kakme-nnbo nucbMa HemnpaBubHO Pacno3HatoTCs AHTUCMAMOM, CefyeT OTNPaBAATb MX

Ha crewuuanbHble MOYTOBbIE ajpeca AN aHaAM3a U NOBbIWEHUS KayecTBa paboTbl dunbTpa.
MuncbMa, OLWMBOYHO OLLEHEHHbIE Kak CraM, OTrpaBasnTe Ha agpec vrnonspam@drweb.com, a
Cnam, He pacrno3HaHHbIM CUCTEMOW, — Ha agpec vispam@drweb.com. Bce coobuyeHuns cnepyet
nepechblaath TONbKO B BUAE BNOXEHUS (a He B Tele M1CbMA).

PykoBoacTBO agMunHMCTpaTopa
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5.4. YnpaBneHue rpynnamMmm KJiueHToB

Mo ymonuanuto Dr.Web ansa IBM Lotus Domino npumeHsieT napameTpbl CraHgapTHOro npoduas
KO BCeM nosb3oBatenam. Eciv Bbl xOTUTe MCnNonb3oBaTb NapameTpbl Apyroro npodwuas anda
onpegeneHHbIXx nonb3oBaTtesen (cMm. CosaaHve 1 HacTpoWka npodwuaen), To JobaBbTe 3TUX
nosib3oBaTeNe B TPynny M HasHaubTe ANA Hee XesnaeMbli npoduab. Takum obpasom, ans
ynpoLeHuns paboTbl ¢ kaveHTamu cepBepa Lotus Domino Bbl MOXeTe pa3genuTb UX Ha rpynnbl, y
Ka>XkZ0oW 13 KoTopbix ByaeT cBoM Habop NapamMeTpoOB 3aLLUTLI.

UTto6bI co3paTh rpynny M HasHauUMUTb e onpeAesieHHbIN Npodnb:

1. Bbibepute nyHKT Fpynnbl B nepapxmyeckoM MeHI0 1 HaxmuTe kHorky CosgaTb nog Crvckom
rpynn B OCHOBHOM ¢ppeiiMe cnpasa.

2. Beeante umsa rpynnbl 1 Haxmute kHonky OK. HoBas rpynna otobpa3utca mog nyHKTOM
Fpynnbl B nepapxmyeckoM MeH!O.

YT106bI M13MEHUTb UMA rPyNMbI:

1. BbibepuTe ee B MepapxmyeckoM MEHIO 1 BBEAUTE Xenaemoe nms B none seoga Nma.
f | 'n_. [AN5 UMeHM rpynmnbl He AOMYCKAeTCs UCMONb30BaHWe caegyroLwyx cumeoaos: !/ \ | ;: " *,

3. B none YneHbl fo6aBbTe MMeHa Lotus-rpynn ¢ nomoubto KHonkn J,06aBUTb.
4. B none Mpodwunb BbibepuTe TOT NPOPUIbL, KOTOPBIA XOTUTE Ha3HAaYNTb AAaHHOW rpynne.

5. Korp,a Bbl 3aKOHYUNTE U3MEHATb NMapaMeTpbl rpynnbl, HAKMUTE KHOMKY Coxpanrb.

PykoBoacTBO agMunHMCTpaTopa
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5.5. NMpoBepka 6a3 gaHHbix Lotus Domino

B Dr.Web pna IBM Lotus Domino peanv3oBaHa BO3MOXHOCTb CKaHMPOBaTb AOKYMEHTbl B
BbI6paHHbIX 6a3ax NSF no pacnucanuio. PacnmncaHve coctouT U3 3ajaHuni, KOTOpble OnpeAenstoT
NepuoaMYHOCTb, eHb N BPEMA Hayana CKaHMpPOBaHMA, a Takxke Te 6a3bl, KOTOpble HEOBXOANMO
NpoBepUTb.

UTo6bI CO3AaTb 3ajaHMe Ha CKAaHUPOBaHUe:

1. Bbibepute NyHKT CKaHep B MepapxmMyeckoM MeHI 1 HaxkmuTe KHorky Co3aaTb Noz CNMCKOM
3a/laHnii B BEPXHeW NnosoBuHe ppenma CkaHep (CM. MANKOCTPaLMIO HUXKE). B cnncke nossuTcs
HOBOE HeaKTMBHOE 33aaHue CO 3HAaYEHNAMN MO YMOTHAHWIO.

(&) Dr\Web Administrator Console - IBM Domino Administrator - [m] *
File Edit View Create Actions Text Help

- b iZMBEEE-FREOUALF
EEEE

[TESTU\B Domain - sles 11x86/testlab E DrWeb Administrator Console 3¢
= [ Dr\Web ans IEM Lotus Domi
S [ sles11x86itestiab
B{@} Hactpoiik
1] ¥ypran coBbit
o T DuneTpe
-2 Mpodmnn
=88 Cranmaprheri
=~} Yeenomnen sles11x86/testlab
= Noura
b B Bown
P D ) i i )
- [g Heny

[ Cnan Bpemn basa | Ilepllnml'llux| Kasxnbia | O6bexT
b Bl MoruTop v 00:00 *nsf Kakasiit AeHb Bee o ~

=

X210 )

""" @ AHTicnam
g Crarep

(@ Tpynnst

- KapantuH

l[L CratwcTuka

- Oruetol L\\)

< >
HacTtpoiikn ckaHmposaHna

W Brniounte

MepuoanHocTs: | Kanenwii neHe ~ Bpemna navana: IDD:DD @I
OfvekTel Bce nokyMeHThl B Gase ~
Basa: * nsf
=
v
< >
<] (=2 «|[.74 <] [Onine DIEE

2. BbibepuTe co3gaHHOE 3afaHue WU yKaxuTe ANf Hero napamMeTpbl MepUOAMYHOCTM, AHA W
BPEMEHW Hayana CKaHMpOBaHUA (HWXHAA 4YacTb dperima CkaHep). 3atem BHecuTe 6asbl,
AOKYMEHTbl B KOTOPbIX Bbl >e/faeTe MNpoBepuTb, B CNMCOK. s 3TOro BOCMO/b3YyWTEChH
kHonkou Jo6aBuTb 1 Bbibepute HeobxoaMMble Hasbl. s KaxXAOW Manku Bbl MOXeETe Kak
BblIOpaTb OTAeNbHble 6a3bl, Tak U 406aBUTbL B CMMCOK BCe Ga3bl U3 3TOM Manku, BbIbpaB MyHKT
*.nsf.

PykoBoacTBO agMunHMCTpaTopa

34



A7

-
&

A
)
-\ﬂ

AaMUHUCTpUpOBaHUue

3. B Bbinagatowem MeHto O6beKTbl Bbl MOXeTe BbibpaTb, XOTUTE NN Bbl CKaHMPOBAaTb BCE
AOKYMEHTbI B yKa3aHHbIX 6a3ax WAM TONbKO Te, KOTOpble ObliM CO3Z4aHbl UAN U3MEHEHBI C
MOMEHTa NMOCNeAHEero CKaHMPOBaHUA (T.e. BbINOJHATb MHKPEMEHTabHOE CKaHWPOBaHWe, Npu
KOTOPOM MOXHO CyLLLECTBEHHO CIKOHOMMUTb BPEMS U BbIUMCANTENbHBIE PECYPCbI CEPBEPA).

,e_"l*_s. Ecnv Bbl BbibEpeTe NPOBEPKY TObKO HOBbIX N M3MEHEHHbIX AOKYMEHTOB M Npu 3ToM CkaHep

: He OOHapy>XWUT BPELOHOCHYI MPOrpaMmy B 3apa’eHHOM JOKYMEHTE W3-3a YCTapeBLUMX
BMPYCHbIX 6a3, TO 3TOT AOKYMEHT HUKOrAa He ByaeT nepenpoBepeH Npu UHKPEMEHTaNbHOM
CKaHVMPOBaHWK, eC/ TONIbKO OH He byaeT m3meHeH. [103ToMy pekOMeHAYyeTcs perynspHo
OBHOB/IATL BUPYCHbIE 6a3bl U MPOM3BOAUTL MOJIHYH PYYHYHO NMPOBEPKY (He pexe, Yem pa3 B
HeAento).

4. Korga Bbl 3aKOHUMTE HacTpavBaTb MapameTpbl 3afaHus, ycTaHoBUTe dnaxkok BxarouuTs,
4yTOObI 33/,aHNE CTaN0 aKTUBHbIM.

Kaxayro muHyTy CkaHep cBepsieT napaMeTpbl BCEX aKTWMBHbIX 3aZaHuii B cnucke. Ecam
napameTpbl Kakoro-imbo 3aZaHus COBMaJatoT C TEKYLMM 3HaueHWeM JaTbl M BPEMEHU, TO
CkaHep HauMHaeT NPOBEPKY AOKYMEHTOB B yKa3aHHbIX 6a3ax.

Bbl MOXeTe 3anyckaTb 1 OCTaHaB/AMBaTb Nt060e KOANYECTBO 3ajaHuI, HE3aBUCMMO ApYr OT Apyra.

AamuHucTpatop Lotus Domino MoXeT ycTaHaBaMBaTb KBOTY Ha pa3mep KaxAaou 6asbl ans
KOHKpeTHOro nonb3oatens. Ecam Dr.Web gna IBM Lotus Domino ckaHupyeT 6asy, y koTopow
npeBbllleHa 3Ta KBOTa, M OOHapyXwuBaeT yrposy, 3TO cobbiTve 3aHocuTcA B 6a3y AaHHbIX
DrWeblLog v >xypHan CkaHepa, HO HMKakne AeNCTBMA K 3apaXeHHOMY 06beKkTy He MPUMEHAIOTCA.

Korp,a Bbl 3aKOHYWNTE HaCTpanBaTb 3a4aHNA Ha CKaHNPOBaHWE, Ha>XKMUTe Coxpanrb.

PykoBoacTBO agMunHMCTpaTopa
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5.6. YnpaBneHue KapaHtuHom

KoMnoHeHT KapaHTUH — 3TO cnyxebHas 6a3a (quarantine.nsf), kotopas ucrnonb3yetcs ans
M30NUUN UHOULMPOBAHHBIX U MOA03PUTENbHBIX OBBLEKTOB. ITW O6BEKTHI MOMELLArTCA TyAa
MoHuTopom mam CkaHepoM B BUAE JOKYMEHTOB, €CIN UM Ha3HauveHo aelictBue MepemelweHne
B KAPaHTUH.

®peiim pasgena KapaHTUH (CM. MANKOCTPALMIO HUXKE) COAEPXKUT CMNCOK OOBEKTOB, HAXOAALLMXCS
B KapaHTVHe, W psj HacTpOeK A/ yrnpaBAeHWs 3TUM CMUCKOM W JOKyMeHTamu B 6ase
quarantine.nsf. Ytobbl OTCOPTUPOBATL CMNCOK COMNACHO OMPeAeNeHHOMY KPUTEPUIO, HaXXMUTe
Ha 3aro/JI0BOK COOTBETCTBYHOLLEN KOJIOHKM CrNCKa.

(&) Dr\Web Administrator Cansole - IBM Domino Administrator - [m| X
File Edit View Create Actions Text Help

o b i ZUBEEEF- QY AST
Qg &H)]

[TESTU\E Domain - sles11x86/estlab IE DrWeb Administrator Consale 2

= (¥ Dr.Web ans IBM Lotus Domi
- [ sles11x86itestiab

240k HacTpoiikn

’ = 1| KypHan cobbiTin

[ ? DuneTpLl

=--(z Mpodoni

=38 CranaapT b
E‘ -k Yeenomnen sle=11x86/testlab
| B[ MNoura

—

KapasTun

®@rEE

Bein
Hesl
Hen
Cnat

| oo | o
- [l MonuTop lara ¥ ‘il

----- ® Antucnam

G Cranep Uncrra
-(&d] Mpynnst

ﬁ Kapantun YOanaTe AOKYMEHTbI CTapWE 1 AHed
-l Cratweruka

- Oruetet

OwunbTpaumMa

ABTOMATHYECKM YABNATE ACKYMEHTHI CTapWe (] arei I~ Brncunte

D D D D

Nata ¥ |OrnpaBuTens - ‘I'km_wa'lenb ™ |Teﬂa > |¢a|'in e |B||pyt: " |HH

ministrator C e <

(I < (=2 ][4 =] [onine @ -

B rpynne Hactpoek ®PuabTpaumua Bbl MOXeTe OTOUILTPOBATb 3anMWCK B CrMCKe, 4TO6bI Tam
oTObpaXkanncb TOAbKO JOKYMEHTbI C ONpeseNeHHON 4aTOW, TUMOM Bupyca v T.4.

PykoBoacTBO agMunHMCTpaTopa
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YT106b1 OTPUBTPOBATL CNNCOK:

1. Boibepute "N ¢uabTpa B BbiNajatoleM MeHO PUABLTP M yKaXuTe 3HayeHwe ANs 3TOro
dunbTpa B None BBOAA PAJOM.

2. Haxmute kHonky ®uabTtp nan Mo punbTpy:
a) ®unbTp — oTOMALTPOBATL BCE 4OKYMEHTbI B KapaHTuHe.

b) Mo ¢punbTpy — OTOGUNBLTPOBATL TONBKO Te JOKYMEHTbI, KOTOPbIE yKa3aHbl B Cnuncke (ecau
dunbTpaLma K CNNCKy y>ke NPUMeHANach).

,e_"l*_s. ®OUAbTPbI MPVYMEHSIOTCA He K caMMM ObbekTaM, a K 3anuciM B crvcke. YTobbl yBMAETb
: MOJIHbIN CMUCOK O6BHEKTOB H6e3 GUILTPOB, HAXMUTE KHOMKY OUMCTUTD.

B rpynne Hactpoek YucTka Bbl MOXeTe yaanuTb 13 KapaHTMHa 0BBbeKTbI, KOTOPble HaxOAWAUCH
Tam 6oJibLe OnNpeAeNeHHOrO KOIMUYECTBa AHEN.

Y106b1 NOUNCTUTD CMNCOK:

e YKaxuTe Tpebyemoe KONNYECTBO AHEN N HAXXMUTE KHOMKY OUNCTUTD.

e YTObbI yAanuTb 13 6a3bl KapaHTVHA BCe JOKYMEHTbl, BBeaMTe 3HauyeHne 0 aHen B pasgene
Uuncrka. B 3ToM ciyyae npu Haxkatm KHOMKM OUMCTUTB NporpamMmMa CrpoCuT Bac, yBEPEHbI /v
Bbl, YTO XOTUTE YAaNUTb BCe JaHHble 13 KapaHTuHa.

Bbl MoXeTe TakxXe 3ajaTb onpeAeseHHOe KOMYECTBO AHeil B nose ABTOMaTUUeCKU yAaNATb
AOKYMEHTbl CTaplie 1 YCTaHOBWUTb dnaxxok Bxkarwouutb, utobbl  yAanatb crapble O06bEKTbI
aBTOMaTMyeckn. ABTOMaTMUeckoe yaaneHune [OKYMeHTOB 13 KapaHTWHa BbINOAHAET areHT
Automatically delete objects B 6a3ze quarantine.nsf. [1o ymonuyaHuto 3TOT areHT 3anyckaeTcs
Ha cepBepe kKaxablh aeHb B 01:30 Houw. Bbl MOXeTe W3MEHWUTb MapaMeTpbl ero 3amnycka,
MCnonb3ys CTaHAAPTHble cpeacTBa Lotus Domino (cM. gokymenTaumio IBM Lotus Domino).

Yr1o6bI yaanntb gokymeHT u3 6a3bl KapaHtuHa

e BbibepuTe 3TOT JOKYMEHT 13 CIMCKa U HAXXMUTE KHOMKY YAanunThb.

Yro6bI COXPaHUTb obbekT, KOTOprﬁ nomMeLuljeH B KapaHTMH, Ha )KeCTKOM Ancke:

1. Bbibepute 06BbEKT B CrMCKe.

2. Haxmute kHomnky CoxpaHuTb pans, UTobbl OTKPbITb OKHO C AepeBOM 0b6bekToB (ailNoBOM
cUCTeMb.

3. BbibepuTte nanky, B KOTOPYHO Bbl XOTUTE COXPaHUTb 06beKT, 1 HaxkmuTe kHonky OK.

Yro6bI AOKYMEHT He/1b3A 6bis10 YAaZINTb HN aBTOMaTUUYECKU, HN BPYUHYIO:

e Boibepute ero B crnucke u HaxmuTe BbnokupoBka. [MoBTOpHOe HaxaTue pasbaokmpyert
BblOpaHHbIV 3a610KMPOBAaHHBIN JOKYMEHT.

PykoBoacTBO agMunHMCTpaTopa
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Cnucok aBTOMaTMueckn obHoBAseTCA KaxXAble 12 4acoB, OfHaKO Bbl MOXeTe cjenatb 3TO
BPYUYHYHO B t060e Bpemsa, HaxxaB KHONKy O6HOBUTB.

A

KHonka CoxXpaHWTb MOJ CMUCKOM WCMOAb3YeTcA A/ COXPaHEeHWs W3MeHeHun BO dpelrime
KapaHTuH.

Mpouecc OBHOBNEHUS MOXET 3aHATb HEKOTOpPOEe BPEeMSA (40 HECKONbKUX MWHYT) B
3aBMCUMOCTM OT KOAMYecTBa 06bekToB B KapaHTuHe.

5.7. YnpaBneHue oTyetamMmu

B Dr.Web ans IBM Lotus Domino peannsoBaHa BO3MOXHOCTb CO34aBaTb OTUeTbl O paboTe
aHTMBMPYCHOTO MOAYNA W OTMpPaBAATb WX Ha YyKasaHHble agpeca B Buge HTML-¢annos,
NPUNOXKEHHBIX K NUcbMy. OTUeTbl OCHOBaHbI Ha CrucKe AOKYMEHTOB BO Bkaagke UHUMAEHTbI
pasgena CratucTuka (cM. [1pOCMOTP CTAaTUCTUKW).

PaCCbIJ'IKy OTYETOB Bbl MOXXETE HAaCTPOWUTb B pa3jene OtueTtbl (C™. NNNHOCTPaynto HUXeE).

(&) Dr\Web Administrator Console - IBM Domino Administrator - [m] *
File Edit \c"i{\\;) Create  Actions Text Help

-] ~bi2HEBEEEF-SAEBSHAOSF

=

QR @&

[TESTU\B Domain - sles 11x86/testlab I E DrWeb Administrator Console 3¢

= [ Dr\Web ans IEM Lotus Domi
LUl 2 | sles11x@6ttestiab
='ﬂ =48k Hacpoiikn
= 1] Kypran cobbim
& o T DuneTpe
-2 podimnu
§it = 'E_E CranaapTHBIA
=~} Yeenomnen
= B Mouta
-l Boin sles11x86/testlab ~
-l Hesi
B
- M: [ Crar Oruer & ‘l‘kﬂl}"la'lel‘lb ‘ﬂnel'i ‘H}I‘II
[ CHUTO)
Bce uHuMABHTEI e min 1 Ka ™
@ AHTMCI‘IE‘:G v Drweb Admi
G Cranep “ TMocneaHue Bupyckl DrwWeb Admin 1 Ka
;’[;ynnnl “ MHumMasHTbI No nony4aTensm CrwWeb Admin 1 Ka:
- paHTUH
-|ils CraTueTnca ¥ KonwuecTeo cnama Drweb Admin 1 Ka:
- Orwetnr Y Monyuuswmne Soneiwe Beero supycoe DWW eb Admin 1 Ka:
" Monyuvswwe Gonbwe Bcerc cnama  DrWeb Admin 1 Ka:
v
< > v
Moura Bce MHUMOEHTH ~
Tema: IOquT BHTMBMpYCA NO BoeM nHumasHTam. Cdopruposan:
MonysaTennt: |bweb Admin
Pyuroe dopruposanne
G [or102010 ] Mo fror0200
AsTomMar doprmp
[ Bxniounte
DopmuposaTe c'rapu.le|1 OHEi
MepuogmuHocTe: Kanasii AeHE +~| Bpemanavana: 14:05 @
<] (=2 «|[.74 <] [Onine DI
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B BerHeVI YacTtn c|>pe17||v|a OtueTnl Haxo4nTCca CrMCoOK M3 WecTn TUMNoB OTYETOB, KOTOPbIE Bbl
MOXeTe HaCTPOUTb:

Bce nHUMaeHTbI

V|HLI,VIA€HTbI no nojy4vyartenam

MNocnegHvie BUPYChI

Konnuectso cnama

e [TonyuymBLume 60bLLIE BCEro BUPYCOB

o |-|OIIy‘-Il/IBLLIl/Ie 6onblUe BCero cnama

B rpynne Hactpoek Moura noj CMCKOM TUMOB OTYETa Bbl MOXETE yKa3aTb TEMY U nonyaneneﬁ
nMcbMa C OTYETOM B MOASAX BBOAa Tema u ﬂonyqarenu. B kauectBe nonyaneneVl Bbl MOXXeTe
yKa3aTb O4HOIo KANeHTa, HECKONbKUX KNNEHTOB UAW TPYNny KANEHTOB CEPBEPa Lotus Domino.

Yr1obbl f,06aBUTL NONyUaTeNneu:

e Haxxmurte KHOMKY AoGame n Bbl6epl/ITe MX B OTKPbIBLUEMCA ANAaNOrOBOM OKHE.

B rpynne Hactpoek PyuyHoe ¢popmupoBaHME Bbl MOXETe HACTPOWUTb AaTbl WHLMAEHTOB, ANA
KOTOpbIX TpebyeTca pa3ocnaTb BbiIOpPaHHbIN TUM OTYETOB.

Yr1o6bI pasocnarb OoTUETbI BPYUHYIO:

1. BbibepuTe Xenaembli TUM OTYETOB.
2. YkaxunTe amana3oH aat B noaax C v Mo.
3. Haxmute kHonky ®opmMupoBaTth Haj CMCKOM TUMOB OTYETOB.

B rpynne Hactpoek ABTOMaTuuyeckoe popMMpOBaHME Bbl MOXeTe 3ajaTb pacnucaHuve Ans
aBTOMaTUYeCKOM PacCblikv BbIBPaHHOrO TMMa OTYETOB.

Yro6bl BKNHOUMTD PacCbi/IKy OTYUETOB NO pacnnCaHUIO:

1. YcraHosute dnaxkok BkaroumnTb.

2. YKaxuTe KOMYeCTBO AHeN A0 TeKyllen AaTbl, AN KOTOPbIX Bbl XOTUTE reHEepPUpPOBaTbh OTYETbI
(T.e. ecnn ykazatb «1», TO B OTYET OyAyT BK/IKOUEHbI TONbKO BYEpPALUHUE WHUWAEHTbI; «2» -
WHUWAEHTbI 3@ MOC/eAHVE ABa AHA U T.4.).

3ap,al71Te nepnognyHoOCTb, AaTty N BpeMA pacCblIKU OTYHETOB.

4. Haxmute CoxpaHUTb.

| 3azaTb  aBTOMATUYeCcKyrd paccbliky OTYETOB MO  pacnucaHuio  Aas  UHLMWAEHTOB,
NPOM30LIEALINX B TEYEHME TEKYLLEro AHS, HEBO3MOXHO. Ecan Bbl XOTUTE Mocaatb OTYET C
WHUMAEHTAMW 3a CErOAHSALWHUIA AeHb, TO CreHEPUpPYITe ero, ykasas AManasoH C CEroAHsLIHeN
JaToli B rpynne Hactpoek PyuHoe ¢popmupoBaHme.

PykoBoacTBO agMunHMCTpaTopa
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5.8. Begenune XXypHana Cobbitumn

XypHan cobbITU MOXET WCMOoNb30BaTbCA CETEBbIMU  afMUHUCTPaTOpaMy ANA  KOHTpOAA
cobbITUA, Nponcxoasalwmx B xoae pabotel DrWeb ans IBM Lotus Domino (ocobeHHO noneseH,
ecnn B ceTn pabotaeT 6onee oaHoro cepsepa Lotus Domino). Bel moxeTe ynpasaatb XXypHanom
cobbITMN 13 OAHOMMEHHOrO Mojpasjena B MyHKTe wuepapxuyeckoro MeHto Hactpowku. B
AaHHOM pasgesie MOXHO BblbpaTb COObITUA, MHPOPMALMA O KOTOPbIX 3aM1CbIBAETCA B XXypHas, a
Takke 6a3y AaHHbIX, B KOTOPOW 3Ta nHopmauma byaeT XpaHUTbCS.

(&) Dr\Web Administrator Cansole - IBM Domino Administrator - [m| X
File Edit View Create Actions Text Help
~| "biZUBEEE- FTAECUALF
Qg &H)]

[TESTLAB Domain - sles 11x86... | [ Dr Web Adminisiretor Console: X

= (¥ DrWeb ans IBM Lotus Domi
P4l & | sles11xB6estiab
='=J E{@}' HacTpoiiki
= foee ﬁl KypHan cobbiTin
& - T ©uneTpel
= - Igﬂ:xb“”“ B AKypran codbiTai
@ = mm CT3HOAPT Hbii
E| ';] YBenomMneHi sles11x86/testlab > HacTtporixm
B Noura o
i [ Boin
¥ Bectu xypnan & Gase
loBa
Monysatenn: b web Events Log
® AnTucnam CoBoiThs
. G Crarep
-(&d] Mpynnst
ﬁ KapaHTuH OfHoBneHue BupycHex 533 1 komnoneTos Dr Web.
—|lls CraTueTuka 3anyck cepeepa Domine ¢ moaynem Dr'Web. . 77—
- OrueTer Cuwmntika NPOBEDKKW MNKM 3arpY3KK NULEHsHoHHOrS dhaiina.
3anyck sanaun ckanuposanna B0 no pacnucanuio.
‘3Jasepwenne sanaun ckannposanna B no pacnucanmic [}
‘Web Administrator Console v
(] <)[=2 4] ({2 <] [onine = (==

Yro6b1 HacTpouTb BegeHue XKypHana cobbiTuii:

1. Boibepute nyHKT HacTpoMKM B uvepapxmyeckOM MEHH W OTKpowuTe pasgen XXKypHan
co6bITHIA.

2. YctaHoBuTe ¢pnaxok Bectn xxypHan B 6a3e gaHHbIX.

3. Bbl MOXeTe yKa3aTb No4ToBbIN agpec 6a3 NSF, B koTopble ByaeT 3anucbiBaTbCs MHPOPMaLUS,
pobaenas ux B none Monyuarenn npu nomowm kHonkn Ao6aButb. [lo 3T0r0 HeoHXx0AMMO
3aaTb NOYTOBbLIV agpec AN XenaeMown 6a3bl AaHHbIX:

PykoBoacTBO agMunHMCTpaTopa

40



A7
>}
lﬂ

-
&

AaMUHUCTpUpOBaHUue

a) 3anyctute kameHT Domino Administrator.

b) Bbibepute cepBep n oTkpoliTe Bknaaky People and Groups.

c) Boibepute nyHkT Mail-In databases and resources.

d) Haxmute kHonky Add Mail-In Database.

e) Bbibepute nma 6a3bl AaHHBIX, YKaXXnTe MOYTOBbLIV AOMEH U cepBep.

f) B none File Name ykaxuTe Driieb/DrWebLog.nsf.

g) CoxpaHute JOKYMEHT 1 penanumpyrte dann names.nsf Ha gpyrue cepsepa Lotus Domino
B JlOMeHe (ecan ux 6oablie OAHOrO).

._f.i:\:' Hoean Basza ganHbix obwei noyuter - IBM Domine Administrator - O X

File Edit View Create Actions Text Help

] M ~bhi ZHMBEEE-FADSHALP
Qg &d)|

[ TESTLAB Domain - sles11xB6/4estlab ln Dr'Web Administrator Console Xl ._]é Hoean Gasa panHbL oflLe .. X]

m ®Coxpaﬂorrb W 33KPLITE @ MonyunTE cepTUNKaTHI... ®0TMBHa

:& Baza paHHbIX obLei noYThl

Q‘) OCHOEHbIEI J]pyrael Mpurmevyanna I AQMUHWUCT pUpOBaHUE
Wma oBwei nosTe " Dr.Web Events Log Homen: Ttestlab
OnucaHue: g a Cepeep: J‘:;Ie:ﬂ‘\)(E»Eo.fte.'stlaltug
WHTepHeT-agpec: T Wma daiina: " DrWeb/DrWeblLog.nsf 4
DopMaT sarpysku rHey»caaaHJg

cooBwenwni MHTepreTa:

UndbposaTe sxoaauyle | Het =]
nouTy:

4. B rpynne Hactpoek CobbITMA Bbl MOXeTe cGOPMUMPOBaTb CNNCOK COBLITUIA, MHGOPMaLMA O
KOTOpbIX AOJKHa nonagatb B >XypHan. KHonkamu [o6aButb 1 Yaanutb Bbl MOXeTe
peaakTMpoBaTb COCTaB CMMCKA, @ HaXaTne Ha KHOMKY OUMCTUTb YAaanT U3 Hero Bce CobbITUA.

Haxxmnte COXpaHMTb, yTObbI NPUMEHNTb BHECEHHbIE NSMEHEHUA.

PykoBoacTBO agMunHMCTpaTopa
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5.9. Hactpoiika ¢punbTpoB 6a3 AaHHbIX U 31IeKTPOHHbIX aApecoB

OunbTpbl MCNONB3YOTCA ANA 3ajaHusa oblwmx orpaHudeHnin pabotel Dr.Web ans IBM Lotus
Domino. OHK HacTpamBatoTca B nogpassene ®uabTpbl (NyHKT HacTpoikm), KOTOpbIV pa3geneH
Ha JBe BKIaAKW:

e Bknagka ba3bl no3BosseT 3agatb cnncok 6a3 gaHHbIx NSF, koTopble A0KHbI ObITb BKIKOUEHDI
NN NCKNOYEHbI U3 NpoBepkn MOHUTOPOM.

e Bknagka AHTMCNAM NO3BOJIAET CO3AaTh Henbili N YePHbIA CMUCKU 3NEKTPOHHBIX aAPECOB.

Bbl MOXeTe 3ajaTb CMUCKM BPYYHYHO (B COOTBETCTBYHOLWMX BKAaAKax pasgena ®uabtpbl) vau
BOCMO/Ib30BaTbCA BO3MOXHOCTbIO WMMOPTa JaHHbIX M3 TekCToBoro dawna. [Jna cnnckos
BKJIOUEHUNA/UCKAOUeHMA 6a3 JaHHbIX U3 MPOBEPKM Ha KaXJoW CTpoke ¢aina 3anucbiBaerca
OTHOCUTENbHBIN NyTb (B KaTanore DATA) n nonHoe nmsa danna nam Macka. Hanpumep:

mail/gendir.nsf

trustbase/*.nsf

Ana yepHoro/6enoro cnvcka aHTUCNama Ha KaXkoW CTPOKe 3anucblBaeTCA 3NeKTPOHHbIA ajpec
v Macka. Hanpumep:

spamerl@spam.ru
*@spamers.ru

spamer2@spam.ch

UYT06bI MMNOPTMPOBaTh AaHHblE U3 ¢aiiia B CNUCOK:

1. Bbibepute nyHKT HacTpoiiku B nepapxnyeckom MeHt 1 oTKponTte pasgen ®uabTpbl.
2. Haxmute kHornky MMnopT B HW>XXHeN YacTu pasgena.

3. BbibepuTe oanH M3 YeTbipex TUMOB CMWCKa, B KOTOPbIN HEOHXOANMO UMMOPTMPOBATb JaHHble
n3 panna.

4. Ykaxute nyTb n ums danna ans umnopta.

Haxxmute kHonky Mmnopr.

Bo Bksiagke Pe3ynbTaT Bbl MOXETe NPOCMOTPETb MHPOPMAaLMIO U CTAaTUCTUKY MO MOoCiefHeMy
MMMOPTMPOBaHHOMY daliny.

PykoBoacTBO agMunHMCTpaTopa
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5.9.1. NMpocmoTp cTaTUCTUKMN

KomnoneHT Cratuctmuka cobupaer mHbOpMaLMo O BCex COObITMAX, KacarowMxcs OCHOBHbIX
dyHkumn DrWeb pans IBM  Lotus Domino (obHapyXeHne WHPUUMPOBaAHHbLIX OOBLEKTOB,
NPUMEHeHWe AeNCTBUA K HUM, GunbTpaumsa cnama v 1.4.). Ana npocMoTpa 3Tor MHPopMaumm
BbIbepuTe NyHKT CTaTUCTMKA B MepapxmyeckoM MeHH0. Pa3gen cocTouT U3 AByX BKNAAOK:

e Cratuctuka - COAEPXKNT KPaTKyrHo CBOAKY O TOM, CKOJbKO 0b6bekToB npoBepeHO, CKOJIbKO M3
HUX VIHq)VILLVIpOBaHO, CKOJIbKO Bbla1ie4eHO ” T.A4. (O6HOB}'IeHI/Ie AaHHbIX CTaTUCTUKKN NMPONCXoanT
npm BO3HNKHOBEHNN CcobbITUS, HO He vaule, Yem 1 pas B MVIHyTy).

e HUMAEHTbI — COAEPXMUT CMUCOK AOKYMEHTOB, B KOTOPbIX 3anucbiBaeTcs MHPopmauma o
cobbitnax Dr.Web ana IBM Lotus Domino (obHapy>eHue Bupyca uam cnama v T.m.). Mo 3Tum
AOKYMeHTaM GOpPMUPYOTCA OTUEThI (CM. YNpaBsieHve oTyeTamm).

Hactpovikn BO Bkiagke WMHUMAEHTbI MOXOXM Ha HacTponkum B pa3gene KapaHTuH (cwm.
Ynpaesenune KapaHtvHOM). Bbl MoXeTe OTGUAbLTPOBaTb AOKYMEHTbl B CMWUCKE, 4TOOblI TaMm

oTObpaXkanncb TONAbKO JOKYMEHTbI C ONpeseNeHHON 4aTOW, TUMOM Bupyca U T.4.

YT106b1 OTPUNBTPOBATL JOKYMEHTDI:

1. Boibepute TN GuabTpa B BbiNajatoleM MeHO PUABLTP M yKaXuTe 3HauyeHwe ANs 3TOro
dunbTpa B Nose BBOAA PAJOM.

2. Haxmute kHonky ®uabTtp nan Mo punabTtpy:
a) ®unbTp — oTbOMNLTPOBATb BCE AOKYMeEHTbl CTaTUCTUKMN.

b) Mo ¢punbTpy — OTOGUNBLTPOBATL TONBLKO Te JOKYMEHTbI, KOTOPbIE yKa3aHbl B Cnuncke (ecau
dunbTpaLma K CNNCKy y>Ke NPUMeHANach).

YT06bI YAaNUTbL U3 CNWCKA MHLMUAEHTOB JOKYMEHTbI, MposexasLuve Tam 6osblie onpeseneHHoro
KONMYeCTBa AHeW, yKaXuTe 3TO B rpynne HacTpoek Yucrka v HaxkmuTe KHOMKy OuncruTb.

B 3Tol e rpynne HacTpoek Bbl MOXeTe 3ajaTb KONMYECTBO AHEW ANs aBTOMaTUYeCKOro
yAaneHns ob6beKTOB, MPOJEXaBLUMX B KapaHTUHe 6o/blue onpefeseHHOro KOAMYecTBa AHEW.
ABTOMaTUYeECKOe yAaneHne JOKYMEHTOB BbinosiHsAeT areHT Automatically delete objects B 6aze
quarantine.nsf.

Mo yMONYaHMIO 3TOT areHT 3arnyckaeTcs Ha cepBepe Kaxabln geHb B 01:30. Bbl MOXeTe U3MEHNUTb
napameTpbl ero 3anycka, UCnonb3ys CTaHAapTHble cpeactBa Lotus Domino (CM. AOKyMeHTaLmo
IBM Lotus Domino).

Yro6bI YAaAnTb AOKYMEHT U3 CMUCKa MHUNAEHTOB:

o Bbl6epl/ITe €ro B CrNCKe N HaXKMUTE KHOTMKY Yp,anwrb.

PykoBoacTBO agMunHMCTpaTopa

43


http://www.ibm.com/developerworks/lotus/documentation/domino/
http://www.ibm.com/developerworks/lotus/documentation/domino/

A7

-
&

A
)
-\ﬂ

AaMUHUCTpUpOBaHUue

Ut06bI AOKYMEHT He/lb3A 6b110 yAaJIUTb HN aBTOMaTUUYe€CKU, HN BPYUHYIO:

e BbibepuTe ero B cnvcke n HaxmuTte kKHornky Baoknposka. lNoBTopHoe HaxaTue pasbaokupyet
BblIOpaHHbI 3a010KMPOBaHHbIA JOKYMEHT.

Cnucok aBTOMaTMueckn obHoOBAsETCA KaxXAble 12 4acoB, OfHaKO Bbl MOXeTe cjenatb 3TO
BPYUYHYHO B Jt060e Bpemsa, HaxxaB KHONKy O6HOBUTB.

;_"l*: MpoLuecc OBHOBNEHWS MOXET 3aHATb HEKOTOPOEe BPEMS (40 HECKONbKUX MWHYT) B
3aBMCUMOCTM OT KOANYeCcTBa 06bekTOB B 6a3e MHLNAEHTOB.

KHonka CoxXpaHWUTb MoOj CNMCKOM WCMO/b3YeTcs AN COXPAaHEHWs M3MEHEHWN BO dperime
CraTtnctuka.

5.9.2. ®unbTp 6a3 AaHHDbIX

Mo ymonuyannto Monutop Dr.Web ana IBM Lotus Domino nposepseT «Ha neTy» Bce 6a3bl NSF,
KpoMe HeKOTOpbIX cayxXebHbix 6a3 cepBepa Lotus Domino (cM. B kakuvx 6asax gaHHbIX He
NpPOV3BOANTCA MPOBEPKa Ha BUPYChl?). Mpn nomowm cnmvckos Bkarouutb 1 Ucknoumtb BO
Bknaske basbl passena ®uabTpbl (NyHKT HacTpoWku) Bbl MOXeTe 3asaTb CBOW OrpaHWYeHus
paboTtbl MoHuTOpa.

;_"l*: Crnuckm Bkarountb 1 Ucknrountb BAAIOT TOJILKO Ha paboTy MoHUTOpa 1 He MPUMEHSATCS
: K 3agayam  ckaHupoBaHus  NSF-6a3  BpyyHyr0o waM MO pacnucaHuro  (cm.
MNpoBepka 6a3 gaHHbIx Lotus Domino).

YT106b1 HacTponTb PpuUALTP 6a3 gaHHbIX Lotus Domino:

1. YcraHoBuTe dpaxkok Bkarountb puabTpaumio B BepxHei 4actu Bknagku basbi.

2. Haxmute kHOMKy /lo6aBUTb psfOM C COOTBETCTBYHOLMM CMWUCKOM, Bblbepute 6asy B
ANaNoroBom okHe 1 Haxxmute OK.

a) B cnucok Bkarountb f06aBnstoTca H6a3bl, KOTOpble ABAAIOTCA 06583aTeNbHbIMU K NPOBEPKe
MoHuTopoMm (6a3bl, He yka3aHHble B cnucke Bknrountb, npoBepaTbcsa He ByayT);

b) B cnucok Ucknrountb pobasnatotca 6asbl, KOTOpble JOMKHbI OblTb UCKAHOYEHbI U3
nposepkyn MoHnTopoM (6asbl, He ykasaHHble B crivcke McknroumnTb, 6yayT npoBepaTbCs).

il:‘ Bbl Takke MoxeTe f06aBAfTb B CMNUCKM LWAGAOHLI MyTeil, T.e. MyTM K Mankam c

: HeobxoaMMbIMM Da3amMy, OKaHUYMBAOLLMECS Ceaytolleil KoMbuHaumer cumBonos: *.nsf.
Hanpumep, ecnun Bbl ykaxkete nyts mail\*.nsf, To B cnncok 6yayt gobasneHbl Bce 6a3bl NSF B
nanke mail katanora gaHHbIX cepBepa (6a3bl B moAnankax JobaBneHbl He byAyT).

Yr1obbl yaannutb 6a3y us cnucka:

° Bbl6epl/ITe €€ N HaXMurte Yp,anwrb.

PykoBoacTBO agMunHMCTpaTopa
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YT106bI OUMCTUTD CINCOK:

e HaXXMunTe OUUCTUTD.

Korza Bbl 3aKOHUWTE COCTABAATb CMUCOK, HaxkMuTe CoOXpaHUTb. [1py 3TOM M3MEHEHUS BCTYMNAT B
cuny yepes 1 MUHYTY Nocae CoOXpaHeHus.

5.9.3. YepHbiin 1 6€/1bIV CNNCKN 3/1IEKTPOHHbBIX aApecoB

Bbl MOXeTe cOCTaBWUTb YepHbIN 1 Benbili CMINCKK 31EKTPOHHbIX aZpecoB (aapecoB, KOTOPbIM Bbl
He JoBepseTe waW, HaobopOT, MOJHOCTbIO AOBepseTe) BO BkAagke AHTMCMAM nojpasjgena
®unbTpbl (NYHKT HacTponku).

Yr1obbl f,06aBUTL aApec B CNUCOK:

1. YcraHosute dnaxkok BkaroumnTb.
2. Beeaute agpec uan nma foMeHa B NnoJjie BBOAA NOJ COOTBETCTBYHOLLMM CIINCKOM.

3. HaxmuTte A o6aBuThb.

MNMucbma ¢ agpecos, AobaBaeHHbIX B 6enblil CMUCOK, He MPOBEPAOTCA Ha Haanume cnama. Mucbma
C appecoB, A0baBAEHHbIX B YePHbI CMMCOK, 6e3 NpoBepkn MoayyatoT cTatyc ToYHO cnam, nocne
yero K HUM NMPUMEHAIOTCA AENCTBMSA, KOTOPble HAacTPOeHbl B pa3gese AHTMCNaM A4 NMUCeM C
Tak1M CTaTyCOM.

;_"l*_s. Mpw gobaBneHny aapecoB 1 UMeH JOMEHOB Bbl MOXETE 3aZiaBaTb UX B BUAE LWabAoHOB. [s

. 3TOro Bbl MOXETe MoJb30BaThCs CUMBOJIOM *. LLIabsoHbI MO3BOAAIOT 3ajaBaTb AMana3oH
3/IEKTPOHHbIX apecoB WAM AOMEHOB (Hanmpumep, 3anucb *@mail.com o3Hauaer nro6OM
ajpec 13 foMeHa mail.com).

YT1o6bI yaanuTb agpec U3 cnmcka:

e BbibepuTe ero 1 HaxxmuTe Y aanuTb.

Y106bl OUMCTUTD CNNCOK:

® HaXXMUTe OUUCTUTD.

Korga Bbl 3aKOHUMTE COCTaBAATb CMUCKK, HaxXmMuTe CoxXpaHUTb. [1py 3TOM M3MEHeHUs BCTYMAT B
cnny yepes 1 MMHYTY nNocne CoOXpaHeHums.

PykoBoacTBO agMunHMCTpaTopa

45



141
)
lﬂ

A\
£

AaMuHUCTpUpOBaHue

5.10. O6HOBNI€HME BUPYCHbIX 6a3

O6HoBneHMe BUPYCHbIX 6a3 B DrWeb ans IBM Lotus Domino peanv3oBaHO MNOCPeACTBOM
Mogyna obHOBAeHMA. DTO NMPOrPaMMHbIA KOMMOHEHT, KOTOPbIV 3amnyckaeTcs Mo pacrnucaHuio,
3aZlaHHOMY B nporpaMmHom pokymeHTe drwebupdate.bat. [laHHbii joKymMeHT co3gaeTtcs B
katanore Domino ajgpecHon KHWMM cepBepa BO BpeMsA yCTaHOBKW. [1o ymonuaHuo Mogynb
obHOBAeHWNA 3anyckaeTcs Kaxable 30 MUWHYT. [porpaMMHbIA AOKYMEHT MOXHO W3MEHWUTb
nocpeacTtBoM kaveHta Domino Administrator.

YT106b1 NI3MEHUTb pacnucaHne Moayna o6HoBAeHNA:

1. 3anyctute cepBep Lotus Domino.
2. 3anyctute kameHT Domino Administrator.

3. Mepenagute Ha Bknagky Configuration n BbiGeprTe NyHKT Server B vepapxmyeckoM MeHH
cnesa.

4. Boibepute nyHKkT Programs B OTKpbIBLUEMCA MOAMEHO W  3aTeM  MNporpamMmmy
drwebupdate.bat B cnucke.

5. Haxwmwure kHonky Edit Program B BepxHei 4acTn OKHa 1 BHeCUTe HeoHXOAMMble U3MEHEHWS.
Moaynb OBHOBNEHUS MOXHO 3anyCTUTb BPYUHYHO B pPeXMMe KOMaHAHOW CTPOKW, AN 3TOro

Heobxoanmo 3anyctutb dpanin drwebupdate.bat. [Mpu 3anycke B pexxrme KOMaHAHOM CTPOKW Bbl
MOXKeTe 3aZlaBaTb JOMNOJIHUTENbHbIE NapaMeTpbl (CM. HacTpoiika napaMeTpoB 06HOBAEHUS).

Ecav Bbl Nosib3yeTecb NPOKCK, TO HEOOXOAMMO AOMONHUTENILHO HAacTPOUTb Moaynb 06HOBAEHUS
Ha paboTty uyepe3 npokcu. [na 3toro Tpebyercas A0OaBUTb COOTBETCTBYHOLLME MapamMeTpbl B
drwebupdate.bat (cm. Hactpoiika napametrpos o6HoBAEHMS).

PykoBoacTBO agMunHMCTpaTopa
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5.11. dkcnopT/vViMnNoOpPT KOHPUrypaLuuu

B DrWeb pana IBM Lotus Domino npegycMOTpeHa BO3MOXHOCTb COXPaHATb TEKYLLYH
KOHOUrypauuto B dann ans nocneayrolero UCrnoNb30BaHWA HACTPOeK Ha APYrnx cepsepax C
YyCTaHOBNEHHbIM aHTVBUPYCHBIM MOZYNEM.

UT06bI 3KCNOPTMPOBATh TEKYLLME HACTPONKM:

1. Otkporite KoHconb agmuHuctpaTtopa Dr.Web.
2. BbibepuTe NyHKT C Ha3BaHWEM CepBepa B MEPAPXMUYECKOM MEHHO.

3. Otkpovite MeHto Actions B BepxHelr 4acTu OkHa kameHTa Lotus Notes v Bbibepute MyHKT
Export.

4. B nosBuMBLUEMCA AMANOrOBOM OKHe YyCTaHOBUTE Gaxok Bkarwouutb u 3asante nytb U nMA
BbIXOAHOrO darina B pasgene IKCNOpPT KOHPUrypaumm.

5. Haxmute dkcnopr.

UYT06b1 MMNOPTUPOBATb HACTPOWKM U3 daiina:

1. Otkpowite KoHconb agmuHmnctpaTtopa Dr.Web.
2. BbibepuTe NyHKT C Ha3BaHWeM cepBepa B MepapxmyeckoM MeHHO.

3. Otkpowte meHio Actions B BepxHei 4acTy OkHa kameHTa Lotus Notes un BbibepuTe nyHKT
Import.

4. BbibepuTe cepBep, Ha KOTOPbIN HEOBXOANMO MMMOPTMPOBAaTb KOHPUIYpaLMIO 1 yKaxuTe Hasy
DrWeb/DrWebAdmin.nsf Ha 3Tom cepBepe.

5. B rpynne HacTpoek UmnopTt koH}uUrypaumn BbibepuTte HaCcTpONKM, KOTOpble HEOBXOANMO
nMnopTnpoBsatb 1 ykaxumTte XML-dann koHdurypaumm.

6. Haxxmute Umnopr.

il:“ Mpy MMNopTe KOHPUrypaLuii, HaCTPOVKM 31eMeHTOB (rpynn v npoduien) ¢ Of4MHaKOBbLIMY
: Ha3BaHMAMU OyayT 3aMeHeHbl, a HOBble — fobaBneHbl. Hampumep, ecan Ha cepBepe
cyuiectByet rpynna Group 1, a B umnopTupyemom ¢arine co3gaHbl rpynnel Group 1 v
Group 2, 10 Group 1 Ha cepBepe OyseT 3ameHeHa OZHOVMMEHHONM rpynnou w3

UMnopTupyemMoro daina, a Takxxe byaer gobasneHa rpynna Group 2.

MNpn HeobXxOAMMOCTM Bbl TakXKe MOXeTe 3KCMOPTUPOBaTb/MMMOPTMPOBATL OTYETbl  (CM.
COOTBETCTBYHOLLME HACTPOWKM B AVANOTOBbIX OKHax IkcnopT n Umnopr).

PykoBoacTBO agMunHMCTpaTopa
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6. MpunoxxeHna

6.1. MpunoxxeHme A. Hactpoiika napameTpoB o6HOBNEHUSA

[na HacTponkmn obHOBAEHWA BUPYCHbIX 6a3 1 KomnoHeHToB AHTMBMPYca Dr.Web goctynen ¢aiin
drwebupdate.bat. [JaHHbili dainn HaxoauTcs B KaTanore C:\Program Files\DrWeb for Lotus
Domino.

YTObbI YyCTAaHOBUTb HACTPOWMKN OBHOBAEHMA, YKaXKNTe HeObXo4MMble NapaMeTpbl AN KOMaHJ, - €
update.

MapameTpbl komaHAbl - ¢ update

KomaHga - ¢ update BbinonHseT OOGHOBAEHME BMPYCHbIX 6a3 M KOMMOHEHTOB AHTMBMpYCa
Dr.Web.

Mapametp OnucaHue

Tun obHoOBAEHUSA:

--type=update-revision -
e update-revision — OBHOBAATL TeKyLUME PEBU3UU KOMMOHEHTOB, €C/V

MMEKOTCA pasinyna Mmexay 30HOW W IOKaAbHbIM penosnTopunem.

Mocneayroulee OB6HOBMEHWE BbINONHATLCA He Oyaetr. Pabota mogyns

--disable-postupdate
0bHOB/IeHNs ByzeT 3aBepLUeHa Nocae BbIMOJAHEHUS OOHOBAEHNS.

YpoBeHb feTanvsaunm xypHana:

. e error — CTaHAapPTHbIN;
--verbosity=arg error = crahaap
e info — paclumpeHHbIl;

e debug — oT1a80uHbIN.

Ecniv napameTp ykasaH, MpW BbIMOJAHEHMM HEKOTOPbIX KOMaHg byaer

--interactive o
3a/1e/ICTBOBaHO HoJibLLee KOMYEeCTBO PECYPCOB.
MPUMEHUTb TONBKO K AaHHOMY MPOAYKTY

-p [ --product ] arg Echm napametp ykasaH, 6yayT O6HOBAEHbl BCe KOMMOHEHTbl JaHHOTO
npoaykta. Ecnv napamerp onyuweH, 6yayT oBHOBNEHbI BCe MPOAYKTHI,
JOCTYMNHble AN 06HOBAEHUA.

-g [ --proxy ] agr Mpokcu-cepBep ansa obHOBNeHMsA B dopmMaTte <adpec>: <nopm:>.

-u [ --user ] agr Vims nosnb3oBaTtensa npokcu-cepsepa.

-k [ --password ] arg Maponb Nonb3oBaTensa NPoOKCU-cepeepa.

PykoBoacTBO agMunHMCTpaTopa
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MpumMep KoMaHAb! - ¢ update ans 06HOBNEHMS BUPYCHbIX 6a3 Yepe3 NpoKcu-cepaep:

-c update --type=update-revision --disable-postupdate --verbosity=debug
--interactive -p BasesForLotusPlugin -p AntispamForLotusPlugin -p LotusSetup

—-—proxy=192.168.134.128:808 --user=qwerty --password=qwerty

6.2. NpunoxxeHue b. Yacto 3apaBaembie BONpoChbI

B zaHHOM npuioxeHuMM onuvcaHbl Hambonee yacTble BOMPOCbI U OTBETbl, MPOBAEMbl U KX
peLLeHmns, a TakxKe AOMNoAHUTeIbHas nHGOPMaLMs, KOTopas MOXeT BbiTb MOe3HONM NpKn paboTe ¢
Dr.Web ans IBM Lotus Domino.

Yto senaTb Npv BO3HUKHOBEHUM OLWNBOK?

[ToueMy He OTKPbIBAOTCA HEKOTOPbIE 6a3bl AAaHHbIX?

[Nouemy He paboTtaeT AHTUCNamM?

Yto aenatb, ecav 3agada AMgr Bblgaet owmnbky?

Kak oTKNHUYUTb NPOBEPKY Ha BUPYCHI?

B kakux 6a3ax AaHHbIX HE MPOU3BOAUTCSA NPOBEPKA Ha BUPYChI?

Kak MeHSITb HacTpONKM aHTUBMPYCa Yepes Beb-nuHrepdenc?

Kakve danabl 0BHOBAAOTCA C MOMOLLbIHO MOAYAS 0O6HOBAEHWUSA?

Kakue 6biBatoT BUAbI penavKaumm?

PyKkoBOACTBO agMMHUCTpaTopa
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6.2.1. Yto genatb NpyM BOSHUKHOBEHUN OWN6OK?

Mpy BO3HMKHOBEHMM OLWIMOOK MAN B Clyyae aBapuUMHOrO 3aBeplleHusa pabotbl cepBepa Lotus
Domino nocne ycTaHOBKWM MAM B npouecce paboTbl aHTMBUPYCHOro moayns DrWeb gns IBM
Lotus Domino HeobxoanMo ybeanTbCs, YTO 3TO BbI3BAaHO MMEHHO Mogynem. [na 3toro ambo
yAaNNTe aHTUBUPYCHbIN Moayab (cM. Yaanenve Dr.Web ans IBM Lotus Domino), ambo oTkaroumTe
3arpy3Ky ero KOMMOHEHTOB (CM. Kak OTKNt0uYnTb NPOBEPKY Ha BUpYychl?). MNocne atoro Dr.Web ana
IBM Lotus Domino He fonxkeH oka3biBaTb Ha paboTy cepBepa Lotus Domino HMKAKOro BANSHUS,
a 3HauuT, ecan cepeep npogomkaeT pabotatb HeCcTabuabHO, TO OWKOKN B ero paboTe He MOryT
6bITb BbI3BaHbl aHTMBMPYCHbIM Mogynem. Ecim e okaxeTcs, 4To owmnbkm B paboTte cepsepa
Bbi3biBaeT DrWeb ana IBM Lotus Domino, To Heobxoaumo cobpaTb Kak MOXHO 6osblie
cBefeHun n nHbopMauun nepes obpalieHnemM B Cy>0y TeEXHNYECKOW MOAAEPXKKM.

Yr1obbl cobpaTh BCO HEO6XO0AUMYIO MHPOpPMaLUIO:

1. YcraHoBWUTE aHTUBMPYCHBIN Moayab Dr.Web ans IBM Lotus Domino, ecan oH 6bin yaaneH.

N

OTKAtOUUNTE 3arpy3Ky KOMMNOHEHTOB MOAyAs (CM. Kak OTKNHUMTL NPOBEPKY Ha BUPYChI?).

3anyctute cepsep Lotus Domino.
OtkponTte KOHOUrypaLMOoHHbINM dan notes.ini cepsepa Lotus Domino.
[lobaBbTe B Parin notes.ini napametp DrWebDebuglog=5.

3akpouTe darn notes.ini, COXpaHMB N3MEHEHMUS.

N o oA~ W

OTKpoWTe OKHO KOHCO/MM cepBepa Lotus Domino. 3anyctute kKomaHay sh server U
COXpaHUTe ee pe3ynbTar.

8. Yb6eputech, uto Ha cepBepe BkatoueH 3anyck NSD (Notes System Diagnostics):

3anyctute kameHT Domino Administrator n otkpoiniTe Bknaaky Configuration, 3atem Server -
> Current server document -> Basics -> Fault Recovery. Y6eantech, 4to napametp Run
NSD To Collect Diagnostic Information BkatoueH.

9. OcraHoBuTe cepBep Lotus Domino.

10.Bktounte 3arpysKy KOMNOHEHTOB MOAYNA (CM. Kak OTKAHOUYNTL MPOBEPKY Ha BUPYCbI?).

11.3anyctute cepsep Lotus Domino.

12.MocTapanTecb MakCMMasbHO TOYHO BOCMPOW3BECTU BCE AENCTBUS, KOTOpble MNPUBENN K
BO3HWKHOBEHMIO OLIMOOK MM aBapUMHOMY 3aBepLUeHuto paboTbl cepBepa.

Mpw obpatyeHnn B Cy>0y TeXHNUYECKOW MOAAEP>KKM MO BOMPOCaM BO3HMKHOBEHMA OWNOOK nan
aBapuIMHOro 3aBeplueHns paboTbl cepBepa, BbI3BAHHOIO aHTUBMPYCHbIM Mogysiem DrWeb ans
IBM Lotus Domino, HeobxoanMo NpesoCTaBUTb CleayoLLyo MHPOpMaLnto:

® HECKOJIbKO nocnefHNx >XXypHanos NSD (oHun CcoxXpaHaroTca B narnky
\Lotus\Domino\DATA\IBM_TECHNICAL_SUPPORT\ npu kaXAoOM aBapuvMHOM 3aBepLUEHUN
paboTbl cepBepa Lotus Domino);

e XypHanbl pabotel DrWeb ans IBM Lotus Domino (OHM cOxpaHstoTCca B nanky
\Lotus\Domino\Data\DrWeb\Log);

PykoBoacTBO agMunHMCTpaTopa
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e NHPOPMALMIO, BblaBaEMyt0 KOHCO/bIO CepBepa B pe3y/bTaTe BbIMOJHEHUA KOMaHAbl sh
servery;

e pa3gensvl Cuctema n MpunoxkeHna (kenatenbHo B ¢opmate .evt) U3 XypHana CoOO6bITUN
Windows (Event Viewer);

e nHdopmaumo 06 onepaumoHHON cucteme. YTOGbI COXpaHUTb MHGOPMALMIO O CUCTEME,
BbIMOJIHUTE CNeAYHOLLYH MNOCNeA0BaTENbHOCTb AENCTBUN:

o Haxxmute Myck -> BbINONHUTD.
o Beeante msinfo32 n Haxxmute OK.

o Haxmute ®avin -> CoxpaHUTb U COXpaHUTe UHOpPMaLUMIO O cuctemMe B ¢ann ¢
pacwmpeHnem NFO.

e BepcMm komrnoHeHToB Dr.Web: Monutop, CkaHep, AHTucnam, Hook, Scan Client. 31y
MHGOPMaLMIO MOXHO HaWTW:

o B pa3gesne O Dr.Web ans IBM Lotus Domino, KOTOpbI OTKPbIBAETCA Yepe3 BEPXHUM MYHKT
nepapxmyeckoro MeHro KoHconu agMnHnCTpaTopa;

o B KOHcosn cepBepa Domino npw ero 3anycke;
o BPyYHYHO MOCMOTpeB Bepcun ainioB ndrwebhook.dll, ndrwebscanner.exe,

ndrwebmonitor.exe, vrcpp.dll, dwenine.exe, WCNOAb3Yya MNPOBOAHUK Windows.
PacnonoxeHue paiinoB cMm. B pasgesne [1posepka paboTocnocobHoCTy.

Bcto Heobxoammyro nHdOpMaLMo NPUAOXKMTE K 3anpocy B CAY>KOy TEXHNYECKOW MOoAAEPXKKN
Dr.Web.

6.2.2. Mouemy He OTKpPbIBaKOTCA HEKOTOpble 6a3bl AaHHbIX?

basbl gaHHbIX Quarantine.nsf, DrWebReports.nsf 1 DrWebDesign.nsf seasatotcs cnyxebHbiMK
M He NpesycMaTpUBatOT BO3MOXHOCTb PaboTbl C HUMM C MOMOLLbIO KaneHTa Lotus notes. Joctyn
K 3TMM 6Ha3am ocCyLLecTBAseTcs Moaynem uepe3 uHTepdelic 6a3bl KoHconm AamuHuctpatopa
(DrWebAdmin.nsf).

6.2.3. Nouemy He paboTaer AHTUCNam?

Echm mopyne Dr.Web ana IBM Lotus Domino He BbisiBASET cnaM M HACTPOMKWU KOMMOHEHTa
AHTMCNAM HeAoCTyMHbl, CKOpPee BCEro, Ball JNLEH3VMOHHBIA KAoYeBon dann He noaaep>KMBaeT
AHTMCNaM (cM. JIMLLEH3MOHHBIN KioYeBOW daii). YTobbl MpoBepuTb, Tak AW 3TO, OTKPOMTe
kntoueson dann  /etc/opt/drweb.com/drweb32.key TekcTOBbIM pepakTOpoM M HanauTe
CcleflyroLyro CTPOUKY: LotusSpamFilter=No.

PykoBoacTBO agMunHMCTpaTopa
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6.2.4. YUto penartb, ecnn 3agaua AMgr Bbigaet olumnbky?

Echm cnyxebHble 6a3bl aaHHbix mMoayns DrWeb ans IBM Lotus Domino (Quarantine.nsf u
DrWebReports.nsf) He Obian noanvcaHbl y4eTHOW 3anucbio cepBepa, TO MX areHTbl He CMOryT
BbIMOMIHATL aBTOMAaTUYeCKyr0 OYMCTKY WHUMAEHTOB W obbekTtoB B KapaHTMHe, a Takxe
aBTOMaTu4yeckoe GopMMpoBaHMe OTYeTOoB. B 3TOM cnyyae Ha koHcoaw cepeepa Lotus Domino
nepuognyeckn (kaxgple 5 MUHYT) OyaeT nosBnaTbca cooblieHne 06 ownbke MNprvMepHO
CneAyoLwero coAep>kaHus:

AMgr: Error executing agent 'GenerateToScheduleReport' in
'drweb\DrWebReports.nsf': Note item not found

Yrobbl noanucatb 6a3bl, caenante cnepyroulee:

1. 3anyctute knameHT Domino Administrator.

2. Bbibepute nyHkT Open Server B MeHto File 1 ykaxute cepBep, Ha KOTOPOM YyCTaHOBJ/IEH
Dr.Web ans IBM Lotus Domino.

3. B 3aknagke Files Bbigennte Bce 6a3bl DrWeb ana IBM Lotus Domino, Haxoasuwivecs B
nognanke DrWeb «katanora Data. 310 cnegytowme 6a3bi:  DrWebAdmin.nsf,
DrWebDesign.nsf, Quarantine.nsf 1 DrWebReports.nsf.

4. HaxmuTe npaBoOi KHOMKOM Ha BblbpaHHbIX 6a3ax n Bbibepute nNyHKT Sign (MognucaTb) AM60
HaxxmuTe kHorky Sign B MeHio Tools -> Database B npaBon uactn kaneHta Domino
Administrator.

5. Bbibepute Active Server's ID B okHe Sign Database n HaxxmuTe kHonky OK.

PykoBoacTBO agMunHMCTpaTopa
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6.2.5. Kak otknrounTtb NpoBepKy Ha BUPYCbI?

UTobbl OTK/IOUMTL MPOBEPKY Ha BUPYCbl 6€3 yAaneHus aHTUBUPYCHOTO MOAYAS, HEOBXOAUMO
OTKNHOUUTL 3arpy3ky KoMnoHeHToB MoHuTop 1 CkaHep.

YT106b1 OTKNIHOUNTDL 3arpy3Ky KOMMOHEHTOB:

1. Otkporite darin notes.ini cepsepa Lotus Domino, Ha KOTOPOM YCTaHOBJ/IEH aHTUBUPYCHBIN
moaynb Dr.Web ans IBM Lotus Domino.

2. Ypanute 3agaun monitor 1 scanner 13 napametpa ServerTasks.

3. Ypanwute 3HaverHve ndrwebhook.dll n3 napamerpa EXTMGR_ADDINS.

4. 3anyctute cepBep UAW Mepe3arpysunTe ero, eCM OH Hbl 3anyLLeH.

YT106bI BKIIOUNTD 3arpy3Ky aHTUBMPYCHbIX KOMMOHEHTOB:

1. Otkpoute darin notes.ini cepsepa Lotus Domino, Ha KOTOPOM YCTaHOBJ/IEH aHTUBUPYCHBbIN
moaynb Dr.Web ans IBM Lotus Domino.

2. [obasbTe 3agaun monitor 1 scanner B napametp ServerTasks.

3. [obasbte 3HaueHve ndrwebhook.dll B napametrp EXTMGR_ADDINS.

4. 3anyctuTe cepBep UAM Mepe3arpysunTe ero, eCiM OH Hbl 3anyLLeH.

PykoBoacTBO agMunHMCTpaTopa
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6.2.6. B kaknx 6a3ax AaHHbIX HE NPOU3BOANTCA NMPOBepPKa Ha
BMPYCbI?

Hekotopble cnyxxebHble 6a3bl faHHbIX cepBepa Lotus Domino He npoBepstoTca B pexume
peanbHOro BpeMeH#, T.K. 0bpaLleHne K HUM NPOUCXOANUT CAULLIKOM YacTo U UX NPOBepKa MOXeT

NPUBECTN K BO3HUKHOBEHMIO BONBLIOWN Harpy3kun Ha cepsep.

Huxe npuBeaeH cnncok Takmx cay>kebHbix 6a3 NSF:

e drweb\Quarantine.nsf
e drweb\DrWebDesign.nsf
e drweb\DrWebAdmin.nsf

e drweb\drwebreports.nsf

admin4.nsf
events4.nsf
log.nsf
catalog.nsf
webadmin.nsf
dbdirman.nsf
names.nsf
certlog.nsf
cldbdir.nsf
namagent.nsf
reports.nsf
schema.nsf
activity.nsf
AgentRunner.nsf
busytime.nsf
certsrv.nsf
dba4.nsf
doladmin.nsf
Indfr.nsf

statrep.nsf

PykoBoacTBO agMunHMCTpaTopa
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6.2.7. Kak MeHATb HaCTPOUKMN aHTUBUPYCa Yepes Beb6-uHreppenc?

B DrWeb pana IBM Lotus Domino peannsoBaHa BO3MOXHOCTb W3MEHATb HACTPOWKM
aHTUBMPYCHOIO Moayns Yepes Beb-bpaysep, ncnonbsys HTTP-cepeep Lotus Domino.

Ur06bI 3anycTtuTb KoHconb agMuHucTpaTopa B Be6-6paysepe:

1. 3anyctute cepBep Lotus Domino.

[na pabotbl ¢ Be6-KOHCONbLIO Ha cepBepe Lotus Domino gosikHa 6bITh 3anylieHa 3ajava
HTTP-cepgepa.

2. 3anyctute BebH-6payzep.

3. lMepengunte no cnepyrowemy agpecy: http://domino.server/drweb/drwebAdmin.nsf

4. Beaute uma n WHTepHeT-naponb (Internet password) y4eTHOW 3anucu agMMHUCTPATOPa,
ykasaHHoro B rpyrnne DrWeb Admin.

6.2.8. Kakne ¢annbl 06HOBAAIOTCA C MOMOLLLIO MOAYNA
obHoBNEeHuA?

Moaynb obHoBneHuss B coctaBe DrWeb ans IBM Lotus Domino 3arpyxaetr u o6HoOBAseT
cneayrolme KOMMNOHEHTbI:

e BupycHble 6a3bl (*.vdb)

e fippo komnoHeHTa AHTcnam (vrcpp.dll)

e AHTMBUpPYCHOE Aapo (drweb32.dll)

e Cam Moaynb obHoBeHNs (drwebupw.exe)
HE obHoBnseTCA:

e inzaiiH cny>kebHbix 6a3 NSF (DrWebAdmin.nsf, Quarantine.nsf, DriWebReports.nsf n
DrWebDesign.nsf)

e buHapHble ¢annbl 3agay aHTUBMpPYycHoro moayns (ndrwebhook.dll, ndrwebscanner.exe n
ndrwebmonitor.exe)

PykoBoacTBO agMunHMCTpaTopa
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6.2.9. Kakne 6biBaroT BMabI penavkaymmn?

CyuyecTByeT ABa OCHOBHbIX BUAA PENANKALN:

e PULL (BbITArMBaHWe) — cepBep, VHULMMPOBABLUMMA PENINKALMIO, 3arpy>kaeT C yAaNeHHOro
cepBepa OOHOBNEHHbIE JOKYMEHTbI.

e PUSH (BblTankmBaHve) — cepBep, WHULIMMPOBABLUMM PeEnavKauut, OTCbllaeT OOBHOBAEHHbIe
AOKYMEHTbI Ha YAa/leHHbIN cepBep.

Echrv DrWeb ans IBM Lotus Domino yctaHOBieH Ha oboux cepBepax, y4yacTBYHOLLMX B
penavkaumm, To obHapyXeHue BUPYCOB WU NeYeHne AOKYMEHTOB npoucxoauT 6e3 npobnewm,
OAHaKo, cnesyeT MMeTb B BUAY OCOBEHHOCTN PaboTbl aHTMBUPYCHOTO MOAYAA B YCNOBUAX, KOrAa
3alMLLLeH TONbKO OAMH U3 CepPBEPOB:

3apaua,
. BbINOJIHAIOWAA
AencrBue H KommeHTapumn
penaukaumio 7]
NpoBepKy Ha BUPYCbI
Ecan 3apaxeHHOe BJIOXEHME HaxoAMTCA Ha
o 3alMLIeHHOM cepBepe, TO OHO Oyaer
3alLLeHHbI cepsep HIE pBep ya
obe3BpexxeHO B MpoLecce penaukaumu, T.e.
ocyLiecTBaseT PUSH- . o
replica Ha He3alMLLEeHHbI cepBep byaeT oTnpasBieH
penankaumo Ha

«YWUCTbIM»  AOKYMEHT. Ha  3awuileHHOM
cepBepe BnoxeHve HE 6yzer obe3BpeeHo,
Ja>e nocje NOBTOPHON penanKaLmn.

He3alUULEHHbIR

Mpv nepBOW penanKauuy  3alLMLLEHHbIN

He3alymLueHHbIN cepsep
cepBep 0bHapy>XXuBaeT BUPYCbl B MOAYYEHHbIX
ocyllecTsaser PUSH- <
nserver JokymeHTax. [py MOBTOPHOW penavKaummn
penavKaLmo Ha

06e3BpexKeHHble AOKYMEHTbI PEMINLMPYHOTCS

3aLUMLLEHHbIN N
Ha He3aLUMLLEHHbIN cepBep.

3allnLLEeHHbIN cepBep 0B6Hapy>KMBaeT BUPYChI

3aLMLLeHHbIV cepsep B 3arpy>XaemblX JOKyMEHTax W CcOxpaHsaeT
ocyuiectBaset PULL- replica 0be3BpexeHHble LOKYMEHTBI. Ha
penankaumio C He3allMLWEHHOM  OCTatoTCA  3apadkeHHble
He3alUWLEHHOro JOKYMEHTbI, KOTOpble He OBHOBAAOTCA NpU
nocnesyowmx penankaumsax.
Echrm  Ha  3awmweHHoM  cepsepe  byaet
o 0obHapy>xeHo 3apa>keHHoe BJIOXEHME,
HesauumuierHbIn cepeep npouecc pernsvkaumm 6yaetr npepsaH. Ha
ocyLlecTBafer PULL- nserver

3alMLEHHOM  CepBepe  BJIOXeHWe  byaeT
BblNieyeHo. Obe3BpeXeHHbIN AOKYMEHT byaeT
3arpy>keH Npu NOBTOPHON penanKaLmn.

penvKaumio ¢ 3aLMLLEHHOTO

PykoBoacTBO agMunHMCTpaTopa

56



\J
ra

\@

7
-
>

4

Mpwunoxxenus

6.3. MNMpunoxxeHue B. Pabota B pexxume LeHTPa/IM30BaHHOMU
3aLlMTbI

Dr.Web ans IBM Lotus Domino moxeT QyHKLMOHMPOBATb B CETW, KOHTpoaMpyemou LleHTpom
YnpaBneHus DrWeb. [laHHOe pelleHne no opraHu3auumy LLeHTPaAn30BaHHOW aHTUBUPYCHOW
3alUMTbl  MO3BOAAET  aBTOMATM3MpPOBaTb M YNPOCTUTb  HACTPOWKYy W ynpaBaeHue
MHGOPMaLNOHHOW 6e30MacHOCTbIO KOMMbIOTEPOB, OOBEAUHEHHbIX B €AVHYH NOTMYecKyto
CTPYKTYpYy (Hanpumep, KOMMbOTEPbl OAHOW KOMMaHWK, PacnoOXeHHbIe KakK BHYTPU JIOKaJbHOW
CeTn, Tak 1 BHe ee). 3aluLiaemMble KOMMNbIOTEPbl OObEANHAOTCA B €4NHYH0 aHTUBMPYCHYHO CeTb,
6e30nacHOCTb KOTOPOW KOHTPOAMPYETCA W YNPaBASETCA aAMUHUCTPATOPaMK C LLEeHTPaabHOro
cepBepa (UeHTpa Ynpasnernus Dr.Web). MogkntoueHmne K cMCTEMaM LLEHTPANN30BaHHOWN 3aLUTbI
NMO3BONAET MOJYYUTb TapaHTUPOBAHHO BbICOKMM YPOBEHb 3alWTbl KOMMbIOTEPA MNpw
MWHWMMabHbIX YCUANAX CO CTOPOHbI KOHEYUHbI MOAb30BaTENEN.

B3anmopgencrBne KOMNOHEHTOB aHTUBUPYCHOMN ceTn

PewweHus koMnaHum «/loktop Be6» no opraHmn3aLmmn LeHTPasM30BaHHOM aHTUBMPYCHOM 3aLluThl
MMET KINEHT-CePBEPHYHO apXUTEKTYPY.

KomnbtoTepbl KOMMaHWM WAW MoAb30OBaTenel noctaswimka IT-ycnyr 3awmuiarotcs OT yrpos
6e30nacHOCTM N cnama JIOKA/IbHbIMU GHMUBUPYCHbIMU KOMNOHeHmMamu (KAVEeHTaMu; B AaHHOM
cnyydae — Dr.Web gns IBM Lotus Domino), koTopble obecneumBatoT aHTUBMPYCHYHO 3alumTy ©
yMpoLLatoT COeANHEHNE C CEPBEPOM LiEHTPaIM30BaHHOM 3aLUThI.

O6HoBNEHVE U KOHOUrypaumsa NOKanbHbIX KOMMOHEHTOB MPOM3BOAUTCA Yepe3 LieHTPasibHbIN
cepBep. Becb MOTOK KOMaHA, AaHHbIX M CTaTUCTUYECKOW MHOOPMaLMN B aHTUBUPYCHOMN CeTU
TakXXe MPOXOAWUT Yepe3 cepBep LeHTpannM3oBaHHOW 3awutbl. O6beM Tpaduka mexay
3alUMLLIEHHbIMM  KOMMbIOTEPAMW UM @HTUBUPYCHbIM  CEPBEPOM  MOXeT OblTb  BecbMa
3HauuTeNbHbIM, MO3TOMY NpejycMaTpMBaeTCd BO3MOXHOCTb €ero oxkatus. lcnonb3oBaHue
WndpoBaHUsA NpU nepepade AaHHbIX NMO3BOSET U3beXaTb pasrialleHns LEeHHbIX CBEAEHUN U
NoAMeHbl MPOrpaMMHOro obecrneyeHus, 3arpy>KaemMoro Ha 3allyMLLeHHble KOMMbIOTEPbI.

Bce HeobxoanMble OBGHOBIEHWA Ha CepPBEP LeHTPasIM30BaHHOM 3alLMTbl 3arpy>KatoTcsa ¢ cepeepa
BcemupHol cuctembl o6HoBAEHMIA Dr.Web.

Vi3mMeHeHVA B KOHOUrypaumm NOKanbHbIX aHTUBUPYCHbIX KOMMOHEHTOB M Mepejaya KOMaHz
OCYLLEeCTB/IETCA aHTUBMPYCHBIM CEPBEPOM MO YKa3aHUHO afMUHNCTPATOPOB aHTUBMPYCHOW CeTU.
AZAMWHNCTPATOPbI YNpPaBAAKOT KOHPUrypaumen LeHTpanbHOro cepeepa M GOPMUPOBaHUEM
aHTVMBUPYCHOW CeTU (B YaCTHOCTW, MOATBEP>KAAIOT MPaBOMEPHOCTb MOAKAHOYEHUA NOKaIbHOWM
CTaHUMM K CeTM), a TakxKe Mnpu HeobXOAMMOCTM 33Jar0T HACTPOWMKM pPaboTbl KOHKPETHbIX
NOKaNbHbIX aHTUBUPYCHbIX KOMMOHEHTOB.

PykoBoacTBO agMunHMCTpaTopa
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Dr.Web ansa IBM Lotus Domino B pe)xume L,eHTpan3oBaHHOM
3almThbl

Ana pabotel DrWeb pgna IBM Lotus Domino B pexXxwMe LEHTPasM30BaHHOW 3aluThbl
HeobxoAMMO, 4TObbl B OMepaLMoHHON cucTeme Obin yCTaHOBNEH U KOPPEeKTHO paboTtan AreHT
Dr.Web.

Ona DrWeb gns IBM Lotus Domino B pexume LEHTPaAN30BaHHOW 3alUuTbl peann3oBaHbl
cnesyrolime BO3MOXHOCTU paboTbl:

e perncTpaumsa 3anycka n octaHoBku cepsepa IBM Lotus Domino ¢ ycTaHOB/NIEHHbIM MoZynem
Dr.Web. CobbITs 3anycka n octTaHOBKM ByayT oTobpaxkatbcs B Tabsvue 3anyck/3aBeplueHuve
LieHTpa YnpasaeHusa Dr.Web;

e OTMNpaBKa CTaTUCTMKWU pPaboTbl aHTUBMpPYcHOro mopynsa DrWeb pana IBM Lotus Domino.
Cratuctnka pabotbl oTobpaxaetca B Tabavuax Cratuctuka n CymmapHas craTMcTvka
LleHTpa YnpasneHus Dr.Web;

e OTrpaBka onoseljeHU 06 obHapyxeHun BUpycoB, C WHopmaumen 06 uvHbekunn u
NPeanpUHATOM JencTBMU. ITU cobbiTna oTobpaxatotca B Tabavue WHpekumm LleHTpa
Ynpasnenus Dr.Web;

e otnpaBka URL Ha WEB-koHconb agmuHuctpatopa Dr.Web ans IBM Lotus Domino B LleHTp
YnpasneHunsa Dr.Web. 1o nossonset B koHconn LleHtpa YnpasneHus Dr.Web Buaets URL Ha
KOHCO/Ib YNpaBAeHUs aHTUBUPYCHbIM Moaynem DrWeb Ha koHkpeTHoM cepsepe IBM Lotus
Domino. URL moxeT O6bITb 3ajaH aAMWHUCTPATOPOM CUCTEMbI WAW  aBTOMAaTU4eCKM
chopmMmnpoBaH Ha OCHOBE HACTPOEK CEPBEPHOrO AOKYMeHTa B afpecHo kHure cepeepa Lotus
Domino.

Yr10o6bI ycTaHOBUTL 3HaueHue URL:

e 3aparite napameTtp DrwebAdminURL B ¢aine cepBepa notes. ini. Hanpumep:

DrWebAdminURL=http://domino-server.domain.name/drweb/DriWebAdmin.nsf

e [lepe3arpysute cepsep Lotus Domino.

UT06bI yCcTaHOBUTbL 3HaUeHMe napameTpa 6e3 nepesarpysku cepepa Lotus Domino:

e B KOoHCOAN cepBepa BbIMONHUTE KOMaHAY:

set config DrWebAdminURL=http://domino-
server.domain.name/drweb/DrilebAdmin.nsf

e [lepepaya 3HaueHusa B LleHTp YnpasneHua Dr.Web BbINnOsHNTCA B Te4YeHE MUHYTBI.

e o6HOBNEHMEe BMPYCHbIX 6a3, aHTUBMPYCHOTO AApa 1 aapa AHTucnama u3 penosutopus LieHTpa
YnpasneHunsa Dr.Web. 310 nossonseT OTKAOUMTb CTaHAAPTHbIM MOAyAb obHoBAeHua Dr.Web
Updater, 3anyckaemblin no pacnucaHuto. B aTom cnyyae obHoBAeHVMe KOMMOHeHTOB Oyaet
BbIMOJIHATLCA COrNacHo pacnucanuto LleHtpa YnpaeneHus Dr.Web v 13 ero penosutopus;

PykoBoacTBO agMunHMCTpaTopa
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e 1ICNO/b30BaHME JINLEH3NOHHOIO KkaroyeBoro darna DrWeb pna IBM  Lotus Domino,
3aperncTpupoBaHHOrO AlA JaHHOW CTaHuun B cetn LleHTpa YnpaeneHnua Dr.Web. YTobebl
BKAOUNTL 3Ty  OyHKUMIO, HeobxoaumMo BO Bpems YCTaHOBKM Ha 5 uare BbIOpaThb
Mcnonb3oBaTth IMLLEH3UOHHBIN KAtou LleHTpa Ynpasnenunsa Dr.Web.

;_"l*: Ecav nnarvH yctaHosneH B pexxume Enterprise, B dalin notes.ini 6yzer pobasneHa
: 3anucb DrilebEdition=Enterprise.

B pexume Enterprise Dr.Web gna IBM Lotus Domino He 6yaeT Mcnoab30BaTh JOKaAbHbIN
JNIVLLEH3VOHHBIN KAtoueBOKW dais, yKa3aHHbIA NpWU YCTaHOBKE MOAYAS W 3afZaHHbl B danne
notes.ini napameTpom DriebKey. B pexume Enterprise genaetca 3anpoc npaBa Ha
ckaHupoBaHuve y LieHTpa YnpasneHus Dr.Web u, ecan ckaHvpoBaHuve 3anpeLleHo, Moay b
He ByaeT BbINONHATE aHTUBUPYCHYHO MPOBEPKY.

6.4. NMpunoxxeHue I'. TexHuueckasa noaaepiKkKa

MNpwn BO3HMKHOBEHUWN MPObaemM C yCTaHOBKOW MUAW paboTor NpoAyKTOB KOMMaHUK, Npexae Yem
obpalatbCa 3a MOMOLLBIO B CNyxXbOy TeXHUYeCKoW MojAepkKku, nonpobynte HanTu pelueHune
cnepyrownmmn cnocobamm:

e O3HAaKOMbTeCb C TMOCAEAHUMMW  BEPCUSAMM  OMUCAHUKA U PYKOBOACTB MO  ajpecy
https://download.drweb.ru/doc/;

e npouunTante paszen yacTo 3a/aBaeMblx BOMPOCOB no aapecy
http://support.drweb.ru/show faq/;

e nocetute Gopymbl KomnaHmm «oktop Beb» no agpecy http://forum.drweb.com/.

Ecav nocne atoro He ypanocb pewnTb npobnemy, Bbl MOXeTe BOCMOJ/b30BaTbCA OAHUM W3
cnepyrolmnx cnocobos, 4Tobbl CBA3aTbCA CO CYXOON TeXHUYECKOW MOAAEP KM KOMMaHWUM
«/lokTop Beb»:

e 3anosHuTe Be6-hopMy B COOTBETCTBYHOLLLEW cekLn pa3gena http://support.drweb.ru/;

e no3BoHuUTe no TenedpoHy B Mockse: +7 (495) 789-45-86 nam no 6ecnaaTHOW NNHUN ANs BCEW
Poccnm: 8-800-333-7932.

NHpopmaunio o pernoHanbHbIX NpeAcTaBUTENbCTBAX M opucax komnaHum «Joktop Beb» Bbl
MOXeTe HanuTu Ha opuumanbHOM canTe no agpecy http://company.drweb.ru/contacts/offices/.

PykoBoacTBO agMunHMCTpaTopa
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