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000 «AlokTop Be6»

KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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1. YcnoBHble 0603HaueHun

B ZaHHOM PYKOBOZACTBE MCMOJIb3YHOTCA CNeaytoLive YCIOBHble 0603HaUeHUs:

O603HaueHue KommeHTapwii
f'i MpeaynpexzaeHve 0 BO3MOXHbIX OLLUMOOYHBIX CUTYaLMAX, a Takoke BaXKHbIX
: MOMEHTaX, Ha KoTopble cneayeT 06paTutb 0cob0e BHUMaHWe.

AHmusupycHas cems  HOBBbIV TEpPMUH WM aKLEHT Ha TEPMUHE B OMMCaHUAX.
<IP-address> Mons ans 3aMeHbl GYHKLMOHANbHBIX Ha3BaHUIA GaKTUUYECKUMU 3HAUEHWSMU.

COXpaHVITb Ha3BaHwus 3KPaHHbIX KHOMOK, OKOH, NYHKTOB MEHKO U APYrX 31€MEHTOB
nporpamMmHoro uHtepderica.

CTRL O603HaueHWs KnaBuLL KnaBMaTypbl.

C:\Windows\ HanmeHoBaHus GpainnoB 1 katanoros, GparMeHTbl MPOrPaMMHOrO KOAa.

Mpunoxexve A MepeKkpecTHble CCbINKM Ha raBbl JOKYMEHTa WK FMNEPCChINKA Ha BHELLHWE
pecypcbl.

PyKOBO,CLCTBO nosab3oBaTenda
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2. O npoaykre

Dr.Web vxCube — 370 cepBUC, KOTOPbIN aHaAN3NpyeT NOTeHLMaAbHO BPpeAOHOCHbIe Gaibl 1
dopmumpyeT NOAPOOHbLIA OTUET OO VX NOBEAEHUM B 3aJjaHHbIX YCIOBUSAX.

Ansa aHanmza Dr.Web vxCube ncnonb3yet TexHukyn annapam+oul supmyanusayuu. 310
nossoaset Dr.Web vxCube paboTaTb ObICTPO U OCTaBaTbCsA HEBUAMMBIM JJ/151 aHANN3NPYEMOTO
darina.

Bbl MOXeTe 3arpy3unTb 10601 13 NogAep>KMBaeMblx TMMOB GaNoB B aHann3aTop, BbibpaTb
YC/NOBMSl, B KOTOPbIX OH ByAeT UCMONHATLCA Ha BUPTyalbHOW MalUVHE, U BAUATb HA XOZ
BbIMOJIHEHWS aHanum3a. [Tocne NpoBepKM Bbl MOAYYNTE MONHBIA TEXHUYECKMIA OTYET, a TakKe
BMAEOOTYET O NoBeseHMM dalina B 3aaHHbIX YCNOBUSX.

2.1. Oco6eHHocTtu Dr.Web vxCube

Hwxxe npunBeaeHbl OCHOBHble ocobeHHocTn cepBunca Dr.Web vxCube:

e BupTyanbHble MaluMHbI NOAKNHOYAKOTCA K UHTEPHETY UYepes BblAeNEHHbI MPOKCU-CEPBEp.
OJTO NO3BO/IAET aHa/IM3MpPOBaTh NoBeAeHVe daiia B NOJHOM 0bbeme, 0coObeHHO ecnn ero
paboTa HanpAMYH 3aBUCUT OT 3arpy3kn AaHHbIX U3 CETU.

e HoBbI MexaHU3M aHann3aTopa paboTaeT Ha YPOBHE 2unepsu3opa v He NCNob3yeT
[OMONHUTENbHOE NporpaMmMHoe obecrneyeHne (Hanpumep, cneuvanbHble ApaviBepbl As
nepexsaTa GYHKLWI) B TOCTEBOI OMepaLMOHHON CUCTEME. DTO He NOo3BoAsET
nccnegyemomy obpasly obHapyK1MBaTb AN CHUMATb NepexsaThl.

e XXypHan cobbITniA BeAeTCs Ha YPOBHE rMnepBm3opa, No3TOMYy 06HapY>XXMUTb aHaIM3aTop
HEBO3MOXHO.

e K aHanu3snpyemomn cpese MOXHO noakntountbca ¢ nomolbto VNC-kaneHTa (Virtual Network
Computing) n BAMATb Ha NpoLecc aHanu3a.

2.2. Kak paborarb ¢ Dr.Web vxCube

Y1061 NPOBEPUTL MOAO3PUTENbHBIN dalin Ha yrpo3bl ¢ nomousto DrWeb vxCube,
BbIMOJHUTE CeaytoLme 4eNCTBUS:

1. 3arpysute daisi, KOTOpPbIA HY>XHO NpoBepuTb, B Dr.Web vxCube.
2. (Heob6s3aTenbHO) YkaxunTte A0MN0NHUTE/IbHbIE HACTPOUKM aHaAn3a W 3anycTuTe aHaans.

3. Vzyunte otyet, chopmmpoBaHHbIn cepBrucom Dr.Web vxCube no pesynbtatam npoBepku.

2.3. CuctemHble TpeboBaHunsA

Ans xombopTHOM paboTel ¢ Be6-nHTEepderncom Dr.Web vxCube TpebyroTcs:

PyKOBO,CLCTBO nosab3oBaTenda
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bpayzep

Pa3pelueHue 3kpaHa

JononHutensHo

O npoaykTe

Tpe6oBaHus

Google Chrome Bepcum 60.0 n 6osee NO3AHUX.

Mozilla Firefox Bepcum 55.0 1 6onee nosgHux.

e Safari Bepcun 11.0 1 6onee NO3AHUX.

e Opera Bepcumn 47.0  6onee NO3HUX.

B Windows XP pekomeHayeTcs mcnosb3oBaTth 6paysep Google Chrome.

Kpome Toro, B Windows XP He rapaHT1pyeTca BOCNpousBejeHvie BUAEO B
6paysepe Mozilla Firefox.

He meHee 1024x768 nukcene.
Ecnn Bbl xOTWTE YyNpaBAATb NPOLIECCOM aHaAn3a B UHTEPAKTMBHOM PeXxuMe,

ybeautech, 4to B Ballem Hpaysepe paspelleHo OTKPbITUE BCMIbIBAFOLLMX
OKOH.

PyKOBO,CLCTBO nosab3oBaTenda
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Kak BoviTn B Dr.Web vxCube v BbliAiTM 13 yueTHOI4 3anucu

3. Kak Boittu B Dr.Web vxCube v BbInTK U3 yueTHOI 3anucu

Bxop B Dr.Web vxCube

Mepes Hauanom paboTbl ¢ Dr.Web vxCube ybeanTtech, uto Ball KOMMbIOTEP COOTBETCTBYET
CUCTEMHbIM TpeboBaHUAM.

Yto6bl HauaTb paboTaTb c Dr.Web vxCube, nepenante no agpecy http (s) ://Bam-anpec
Y BBEAWUTE IOTVH N MapoJib, MONyYeHHbIE OT aZAMUHUCTPaTopa cepsuca. [py nepBom Bxoze B
Dr.Web vxCube TpebyeTtcs npuHATb JINLLEH3NOHHOE cornalleHue.

[ Sanommwme mens 3a6uim napons?

: BoiT!

@ «lloxrop Be6a
1992 — 2023

Cnpoaysre O Momnmvika M Pycciutit «

PucyHok 1. Crpanuua Bxoga B Dr.Web vxCube

Bbixog n3 yuetHoi 3anmucu Dr.Web vxCube

YT106bI BBINTM 13 yueTHOW 3anucn Dr.Web vxCube, B npaBom BepxHeM yray rnaBHomn
CTPaHMULbl HAXXMUTE E Mpodwunb > Bbixoga,

PyKO BOACTBO NoJib30OBaTend
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4. Hactpouku

Bbl MmOXxeTe MeHATb A3bik HTepdenca Dr.Web vxCube (B HacToALee BpeMsa nojaep>XmBatoTcs
PYCCKMIA M @aHTIMACKMIA A3bIKW), YKa3blBaTb HACTPOWKN aHannza Ganaos, KOTopble 6yayT
NCNO/Ib30BaTbCA MO YMONYaHMIO, @ TakKe ynpasiaTb cBoMMU APl-kntouamu n naposiem.

4.1. Kak nameHuntb A3bIK nHTepdenca

Cepsuc Dr.Web vxCube goctyneH Ha pycckOM 1 aHFIMACKOM fi3blkax. [10 yMOnYaHMIO A3bIK
nHtepdenca Dr.Web vxCube coBnagaet c A3bikom nHTepdelica bpay3epa, B KOTOPOM
MCNO/b3YyeTCca CepBuC.

Y106bI M3MEHUTb A3bIK MHTEpPdelica

1. MponuncranTte cTpaHWLYy CEPBUCA BHUS.
2. HaxxmuTe none Bbibopa A3blka B HUXKHEW YaCTU CTPaHULbI.

3. Bbibepute HEOH6XOAMMbIV A3bIK B OTKPbIBLLUEMCS CMINCKE.

4.2. Hactpoiikn aHanu3a no ymo/i4aHuio

Bbl MOXeTe 3agaTh C/iefytoLiMe HaCTPOMKM aHaan3a no yMOAYaHWUIO: BPEMSA BbIMONHEHNS
darina B BUpTyanbHOU MawwmHe, Bepcun OC, ans KOTOpbIX OyaeT NpOBOAUTLCSA aHaAn3, Mapob
A9 apxuBa oT4yeTa (ecnn Naposb He 3ajaH, apxmB BbiCblnaetca 6e3 napons).

B none Maponu ana apxmuBoB UcXoAHbIX ¢paiinoB MOXHO A06aBUTb Napoan, KOTOpble
6yAyT MCNOIb30BaHbI MPY NOMbITKE aHaM3a 3alLMLLIEHHOrO NaposieM apxuBa.

Ecnun ans apxvBa C OTYETOM He 3aZaH NapoJib, aHTMBUPYC HA I0KaJIbHOM YCTPOWCTBE MOXKET
: €ro NpoaHaAn3npOoBaTh U B HEKOTOPbIX C/lydasx ONpeaennTb Kak yrposy. Hanpumep, eciu B
oTueTe cogepxkatcs gamnbl alloc-dyHkuui.

Y106bI 3a4aTb HaCTpOﬁKM aHaJ/in3a No yMmosi4aHUo

1. B npaBOoM BepxHeM yray rnaBHou ctpaHuubl DrWeb vxCube HaxmuTe B Mpodunb >
Hactpoiiku.
2. BbibepuTe cneBa Bkiasky AHanus.

3. YKaxuTe Hy>XKHble HAaCTPOMKM MO YMONYAHUIO ANs NpoBeAeHMs aHaan3a Ganios.

PyKOBO,CLCTBO nosab3oBaTenda
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CMeHa naponA

44,5 MUH

Bepcui OC no yMON4YaHWIO

[ Android 7.1

[ Astra CE 2.12 (Open)

Astra SE 1.7 (BopoHex)

[ Debian 8 (Jessie) ARMel 32-hit

[ Debian & (Jessie) PowerPC 32-bit
[ Debian 10 (Buster) MIPS 32-bit

[] Debian 11 (Bullseye) ARM 64-bit
[ Debian 11 (Bullseye) ARMhf 32-bit
[ Debian 11 (Bullseye) Intel 32-bit
[0 Debian 11 (Bullseye) Intel 64-bit
[ Debian 11 (Bullseye) MIPSel 32-bit
[ Debian 11 (Bullseye) MIPSel 64-bit
[ Debian 11 (Bullseye) PowerPCel 64-bit
Windows XP 32-bit

[ windows 7 32-bit

O windows 7 64-bit

1 Windows 10 64-hit

[ Windows 11 64-hit

Maponk Ans apxuea oT4eTa

HacTpoiiku
HacTporkn — A,i5ni3 X
‘
Bpems BeiNonHeHUA ¢aiina no yMon4aHuio
APl-ceccum

PucyHok 2. HacTpowiku

4.3. YnpaBneHue napoaem

Bbl MoXeTe cbpocuTb Naposb, ecav 3abbinmn ero. Kpome Toro, B Lensx 3alwmTbl CBOEW yYeTHOWN
3anmcy Bbl MOXeTe CMEHUTb Napoib.

4.3.1. Kak cmeHUTb Naposib

YT106bI CMEHUTb Napo/ib

1. B npaBoM BepxHeM yray rnaBHon ctpaHuubl DrWeb vxCube HaxmuTe E Mpodwunnb >

Hacrpoiikn.

2. BbibepuTe cneBa Bkiagky CmeHa napons.

3. YkaxuTte AeﬁCTByDMMVI napoJb, 3aTEM ABa>Kibl BBeaUTe HOBbIN napoab N HaXMunTe

CoxpaHuTb.

PyKOBO,D,CTBO nosb30BaTena
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4.3.2. Kak cbpocuTb naposib

YT106b1 C6POCUTH CYLLLECTBYIOLLWIA Napo/ib

1. Ha ctpaHnuue Bxoga B Dr.Web vxCube HaxxmuTe 3abbinn naponb?.

Bxog

HenpasunaHtiii nori wnn napons.

example@mail.com

[ 3anommurs mens 3a6ein napons?
BoifTn

© gflokrop Bebs
1992 — 2023

Onpoaykte O xomnarun  Monumika konduaenmansrocrn  Mopgepwa  Pycckid «

PucyHok 3. Owmbka npu Bxoge B Dr.Web vxCube
2. Ha ctpaHuue Cépoc napons ykaxute agpec 31eKTPOHHOMW MOYTbl, KOTOPbIW Bbl
MCNOIb30BaAN NPU PErnCTpaLLnun.

3. YctaHoBuTe dnaxkok fl He po60oT. 3T0 HEOHXOAMMO TOILKO B CyYae, eCv MPU YCTaHOBKE
Dr.Web vxCube 6bina BkntoueHa npoBepka nosib3oBaTenis.

4. Haxmunte OTnpaBuTb.

Ha yka3aHHbIV agpec 31eKTPOHHOM NouYThbl 6yAeT OTNpaBAeHO NMUCbMO CO CCbINKON Ans
cbpoca napons. Ecam Bbl He noayuman NnnceMo B TeueHre 10 MUHYT, NpoOBepbTe Nanky
Cnam man CBAXMTECb C aAMUHUCTPATOPOM CepBuca.

PyKO BOACTBO NoJib30OBaTend
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HacTpoiiku

Cbpoc napons

YTobkl COpPOCTE NapoNb, YKAMUTE NOTMH,
KOTODBIA BBl MCNONLIOEANM NPW PETMCTPALLMIA.

NorwvH

PucyHok 4. OTnpaBka 3anpoca Ha cbpoc napons

5. OTkpoiTe NoNyyYeHHOE NMCbMO.
6. YTo6bI COPOCUTL NapOb, MeperanTe No CCblake B TeNe NUCbMa.

Bbl 6yseTe nepeHanpanieHbl Ha cTpaHuuy Dr.Web vxCube.
&'Dr.WEB
wxCube

Cbpoc napons ot yyeTHon 3anncy Dr.Web vxCube

Bbl oTnpasunv 3anpoc Ha cbpoc naporna
MNeperanTe No cobinke, YTobbl cOPOCUTL TEKYLLMIA Naponb U 3aAaTh HOBLIA:

ECnv Bsl He OTNPABNANM 3aNPOC, UTHOPUPYIATE STO NUCHMO

ECnu y BaC BO3HNKIKA BOMPOCHI, 0BpaTUTECH K aAMUHICTPATOPY CepBuca

PucyHok 5. NoarBepXxaeHue cb6poca napons

7. YKaxkute HOBbIN napoab n noagreepanTe €ro.

8. HaxxmuTte Co3patb.

PyKO BOACTBO NoJib30OBaTend
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HacTpoiiku

Co3paHue napoas

Hoewili napont

MoaTeepauTe Naponk

© <flokTop Be6> O npoaycte  Okownawma  MMonuTuka konduaeHUmansHocT  Moamepka  Pycckuii =
1992 — 2023

PucyHok 6. Co3pgaHue napons

PyKO BOACTBO NoJib30OBaTend
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MpaBuna YARA

5. NMpasuna YARA

Ncnonb3ysa npasuna YARA, Bbl MOXeTe HaXoAnTb U KnaccupuumnmpoBaTb BPeJOHOCHbIE
06DbekTbl: NpaBnao cpaboTaeT, ecan BbIMONHUTCA 3alaHHOE B HEM ycoBMe. Taknum ycnoBnem
MOXeT ObITb ONpeaeseHHOe COAePXNMOe, MOBEeAEHNE AN MeCTO 0bHapyxXeHUs danna.
MpaBmaa YARA MoryT BkatoUaTb B €65 CTPOKM, NOrMYeCcKmne BblpaXkKeHMs, MOACTaHOBOYHbIE
3HaKW, perynsipHble BblpaXxeHuns, cneynanbHble onepaTtopbl U MHOXECTBO APYrnxX GYHKLUMRA.
MNoapobHyto nHPopmaLmio o cozgaHnm npasua YARA MOXHO HaWTW B 0duLLMaibHOM

aokyMenTauum YARA &,
MpaBwuna YARA, ncnonbsyembie B Dr.Web vxCube, nmetot psg ocobeHHocTeN:

e B pa3jen npasuameta /.'I,O6aBJ'IeHO obs3atenbHoe none maliciousness, C NTOMOLWbHO
KOTOPOTro yKa3blBaeTCA 11N BPeAOHOCHOCTH, BbICTaBAAEMbIA B OTUeTE npwum Cpa6aTbIBaHI/II/I
npasuna;

e C NOMOLLbIO cneymnanbHoro moaynsa dr_sandbox MOXHO co3gaBaTb NpaBKaa, KOTopble byayT
cpabatbiBaTh NPy OOHapPY>XeHMW OnpeAeseHHOro NoBeaeHna darina B BUPTyaabHOW
MalluVHe.

Bce npasuna YARA B cepsuce Dr.Web vxCube genatca Ha cucmemHsie v nosib3o8amesnsckue.
CnctemHble npaBuaa co3gatotcs paspaboTtumkammn Dr.Web vxCube 1 no ymonuaHumo
MCNOIb3YOTCA NPK aHanm3e $panno.. Bbl He MOXeTe U3MEHATb N yaanaTb Takne npasuaa, HO
MO>eTe MpoCcMaTpMBaTh MX KOA (eCan y BacC eCTb NpaBa aAMUHUCTPATOpPa) U BbIKIKOYaTb
npasuaa, KOTOpble BaM He HY>XHbI. [To/ib30BaTeIbCKMe npaBuaa Bbl co3gaeTte camu. Mx
MO>HO M3MEHSATb, BbIKIKOYaTb N yAanATh.

PyKOBO,CLCTBO nosab3oBaTenda
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MpaBuna YARA

5.1. Kak co3pgatb npasuno YARA

Ansa Bcex npaua YARA B cepsuce Dr.Web vxCube ncnonb3syertcs cresyrolumii CTaHAaPTHbIN
dopmar:

rule RuleNamel : TAGl TAG2
{

meta:
maliciousness = "neutral"

strings:
Ss = "SomeString"

condition:

Ss

MpaBWaoO BCerga HauMHAETCA C K/IHYeg8o20 €/108d rule. 3a HUM ciesyeT ums npasusad. ims
MOXET COCTOATb U3 BYKB 1aTUHCKOTrO andaBnTa, LMdp 1 NoLUYEPKUBAHMIA; OHO HE MOXEeT
HauMHaTbCa C UuMopbl. 3aTeM NoC/Ie ABOETOUNSA YKa3biBatoTCA meau (Heobs3aTenbHO). Ecim
npaBuio cpaboTaert, 3T1 Tern NonagyT B OTYeT. Ter, Kak U UMs NPaBua, He JO/XKEH
HaumHaTbCa ¢ umMopbl. Janee cneayet meso npasusd. OHO MOXET COCTOATb U3 TPeX Pa3jesioB:

e B o6s3aTenbHOM pa3gene meta yka3blBaeTCA TUM BPEAOHOCHOCTU (None maliciousness),
KOTOpbIN 6yaeT BbicTaBAeH Ans danna, ecan npaBuao cpaboTaeTt. Bo3MoXKHbIe 3HaUeHNA
ananondmaliciousness: neutral, suspicious, malware

¢ B o6s3aTenbHOM pa3gene condition 3aaeTcs ycI0BKe, NPU BbINOJHEHWM KOTOPOTO
npaBuio cpaborTaer.

¢ B Heobs3aTeNbHOM pa3gene strings yka3blBatOTCA CTPOKM, UCMOAb3yeMble B NMpaBue.

UTto6bI co3paaTb npaBuio YARA

1. B BepxHeu yactu rnaBHon ctpaHuubl Dr.Web vxCube HaxxmuTe MpaBuna YARA.

2. Haxwmute @ Ao6aButb. OTkpoeTca OKHO ¢ WabsoHOM npaBua.
3. 3anosnHuTe WabnoH, ykasaB Hy>KHble BaM NapameTpbl NpaBua.
4

Haxmute [,06aBUTb.

PyKOBO,ELCTBO nosab3oBaTenda

16



Ty
),
A

A
<

MpaBuna YARA

Lobasnerne npasvina

1 // ¥xaxuTe wma npaswna

2 rule RuleMamel : TAGL TAG2 // 3aece moxro gobaswTo Terw ans npasana. Ecnu ono cpaboTaeT, Terw nonagyT 5 OT4eT.

ER

4~ meta:

5 // YKawuTe BpeOHOCHOCTL Npaswna, ob6A3aTenbHo. BosmowHbie Shauwewws: "neutral”, "suspicious”, "malware”

[ maliciousness = "neutral™

7

8~ strings:

a $s = “SomeString"

18

11~ condition:

12 $s and dr_sandbox.descr_tech.filesystem.create_files(/somefile.log/)

13 }

PucyHok 7. Co3panue npasuna YARA

5.2. Kak ynpaBnarb npasunamm YARA

Ytobbl NnocMoTpeTh Bce npaBuna YARA, AOCTynHble A9 Ballen y4YeTHON 3anuncK, B BepXHeWn
yacTu rnaBHou ctpaHuubl Dr.Web vxCube HaxxmuTe MpaBuna YARA. OtkpoeTcs cTpaHuua co
cnuckom npasua. [ina Kaxzaoro npasuaa B cnucke otobpaxaerca cnegyrowas MHGopmMaums:

e Tun npasnna (3Hal-IOK|g_-.'—_|,£l,flﬂ NMO/Ib30BaTENBCKOTO U I£I,J'IF| CNCTEMHOTIo npanma).

Nma. Vima npasuna.

BpepaoHocHocTb. CTeneHb BpeAOHOCHOCTH, 3aJaHHasA B NpaBuie.

e Terun. Terv, 3agaHHble B npasue.

CpabatbiBaHuA. ObLee KOMYECTBO pa3, KoTopoe cpaboTano 3To NpasBuo.

MocnepHee cpabartbiBaHme. [lata nociegHero cpabatbiBaHus. Eciv nocneaHnin pas
npaBuao cpaboTano B TOT Xe AeHb, KOrAa Bbl MpOCMaTpMBaeTe CNNCOK, BMECTO AaTbl
yKa3blBaeTcs Bpems.

o CocroAHMe. Tekyllee COCTOAAHME NpaBuaa (BKIOYEHO UM BbIKIHOUYEHO).

PyKOBO,CLCTBO nosab3oBaTenda
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MpaBuna YARA

MNpaBhna YARA: Bce v @ Aobasue Q
alphaleon (® malware ALPHALEON 0 — :
android_bank... (& malware ANDROID_BANKBOT_75 ) — :
android_bank... (& malware ANDROID_BANKBOT_38 — K
android_zbot_2 (@ malware ANDROID_ZBOT_2 0 — :
andromeada2 (® malware ANDROMEDAZ 0 — :
backdoor_ddo... (%) malware BACKDOOR_DDOSER_267 — :
backdoor_du... (® malware BACKDOOR_DUMARUZ 0 — :
backdoor_du.. (& malware BACKDOOR_DUMARU_DLL — ie;
badrabbit (® malware BADRABEIT 0 — :
betabot (® malware BETABOT 0 _ :

2 3 4 5 .. 10 Cnesyiolwas cTpaHILE — 1-10 3 @1

PucyHok 8. Cnucok npasun YARA

Ha ctpaHuue co cnnckom npasua YARA Bbl MoXeTe:

NCKaTb NpaBuia NO UMEHWN N TEraMm;
° CI)VIJ'IprOBaTb npasnna no Tuny (CUCTEMHbIE, MONb30BaTENbCKUE);

e COpPTMpPOBaTb NpPaBuUna;

npocmaTtpusaTb MHGOPMaLMIO O cpabaTtbiBaHUAX NpaBuaa (Mma daina, Npu aHanuse
KoToporo cpabotano npaeuo, aata cpabatbiBaHuns, OC);

® NMpocMaTpuBaTb KO CUCTEMHbBIX MpPaBua (eCJ'II/I Yy BacC €CTb npasBa aAMMHI/ICTpaTOpa),'

N3MEHATb, YyAaNnATb, BK/IKOYaTb M BblK/KOYaTb npaBuaa.

Y106b1 HAUTK NpPaBUIO

e BeeanTe nmsa npasuna nam ter (LEANKOM WU YaCTUYHO) B MOE MOUCKA, PACNOIOXKEHHOM
HaZ CrVMCKOM MpaBuA crpaBga.

UTt06b1 OTPMALTPOBaATL NpaBUAa MO TUNY

e CnpaBa OT 3aroNoBKa CMcka HaXXMuTe 3HaYoK v BblGepUTe HY>XXHbIV BapuaHT puabTpa:
MpaBuna YARA: Bce, lNpaBuna YARA: Cuctemubie niv NMpasuna YARA: MNonb3oBatenb.
UTo6bI OTCOpTMpPOBaTL NpaBuaa

e Ha>kmuTe 3aronoBok COOTBETCTBYHOLLETO CTOJ'I6Ll,a. CnpaBa OT 3arosoBka CTO}'I6LI,a, no

KOTOPOMY Ha AaHHbI1 MOMEHT COPTUPYHOTCA NpaBuia, oTobpaxkaeTcs 3HaUuoK = mau
UT06bl N3MEHUTb HampaBJeHe COPTUPOBKM, eLLe Pa3 HaXXMUTE 3aroN0BOK.

PyKOBO,CLCTBO nosab3oBaTenda
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UT06b1 NPOCMOTpPETb MHpOpMaL Mo 0 cpabaTbiBaHMAX NpaBUaa
e HaxmuTte uncno B ctonbue CpabaTbiBaHUA A5 HY>XHOTO BaM npasuaa. OTkpoeTcs

CTpaHWLUa OTYETOB O Cpa6aTbIBaHI/IF|X ANA 3TOro npasumaa.

YT06bI npocMoTpeTb Koa CUCTEMHOIO npasuia

O

e HaBeaunTe Kypcop Ha CTPOKY C MPaBMIOM U HaXXMWUTE CrpaBa 3HAYOK ~— .

UT06bI MU3MEHUTb NPaBU/IO

e HaBegauTe Kypcop Ha CTPOKY C MPaBUIOM M HaXXMUTe CripaBa 3HauoK f

UT06bI yAQNUTL NPaBUNIO

e HaBeaunTe Kypcop Ha CTPOKY C MPaBUIOM W HaXXMWTe CripaBa 3HayoK ]ﬁ

Y106bI BKJIIOUMTb NN BbIK/IIOUUTD npasuio

e B ctpoke ¢ npasunom nepeseante nepekntovatens @D B HyxHOe nonoxeHue.

YT06bI 3aA4aTb KOJINYECTBO NMpaBun, 0106pa)KaeMb|x Ha OAHOVI CTpaHuue

e Buibepute Hy>kHoe 3HaueHue (10, 25, 50 nan 100) B BbiNagatoweM MeHHO CripaBa Moz
CMUCKOM.

5.3. OTtuetbl 0 cpabaTbiBaHUAX NpaBuiaa

Bbl MmOXeTe nocmoTpeTb nHPopmMaumio 060 Bcex cpabatbiBaHMAX ONpeAeNeHHOro npasuia
YARA. na 3toro:

1. B BepxHen yactu rnaBHou ctpaHuubl Dr\Web vxCube HaxxmuTe MpaBuna YARA.
2. Haxxmute umcno B ctonbue CpabaTbiBaHUA 418 HY>XHOrO BaM Npasua.
OtkpoeTcs cnucok Bcex cpabaTtbiBaHWiA 3TOro npasua. [na kaxgoro cpabaTbiBaHUA
oTobpaxkaeTcsa cneayrowas MHGopmauus:

e Nma danna. Vima darina, npm aHannse kotoporo npomsowno cpabatbiBaHue.

e ®opmar. Dopmar daina, Npu aHaan3e KOTOPOro NpounsoLno cpabaTbiBaHMe.

e SHA1. Xew danna.

e [ara. [lata cpabaTbiBaHMA NpaBua.

e OC. Cnuncok onepaunoHHbIX CUCTEM, B paMKax KOTOPbIX MPOBOAWJICA aHaNN3.

N3 cnivcka cpabaTbiBaHWI Bbl MOXETE NepenTv K 0TYeTy 06 aHanunse, B paMKax KOTOpPOro
NPOM30LLNO KOHKPeTHOe cpabaTbiBaHue:

PyKOBO,ELCTBO nosab3oBaTenda
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e YTOObI MepeinTy Ha r1aBHYH CTPaHMLY OTUeTa, HaXkmuTe uMsa daiina B CTpoke
cpabatbiBaHuMS.

e UYTOObI NepenTn Ha CTpaHULY OTUYeTa AN ONpeseNeHHON onepaLMoHHON CUCTEMD,
HaXXMUTe Ha3BaHWe 3TOM OnepaLnoOHHOM CUCTEMbI B CTPOKe cpabaTbiBaHMS.

CpabaTblBaHnA Q

bat 4da1c29fba8ab789356a2f75b8b67afa7bck... 3 map

bat e0aBf8add650debfd2a9d326339946372dd... 3 map

chm e95b4b715213ecaf353efadb289fac363514... 3 map

PucyHok 9. Otuetbl o cpabatbiBaHuax npasuna YARA

5.4. Moaynb dr_sandbox

Mogaynb dr_sandbox — 310 akcknt03MBHbIN Moaynb YARA komnaHum «[Joktop Beb», ¢
MOMOLLO KOTOPOrO Bbl MOXETE CO3/aBaTb NpaBuia Ha OCHOBE caeaytoLLen MHGopmaLmnn:
e noBejeHne dpainna B BUPTyasbHON MaLLVHE;

e TVM co3gaBaeMbix GannoB (src, dump, drop, alloc U T. 4.);

e cBeZleHNs 06 0BHapy>KEHHbIX yrpo3ax;

* YMs aHanM3npyemoro danna.

Mpvmep npaBuna, B KOTOPOM UCMOAb3YyeTCa PyHKUMA connect to moaynsa dr_sandbox:

rule bad file
{

condition:
dr_ sandbox.descr tech.network.connect to(/http:\/\/someplace\.badsite\.com/)

Cnincok Bcex dyHKumn mogyna dr_sandbox c onncaHvem n NnpuMepamu NpuBeseH B
Opunoxenunn b. PyHkumm moayna dr_sandbox.

PyKOBO,CLCTBO nosab3oBaTenda
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6. AHanu3 Ppavnos

UTo6bI NnpoaHannsnpoBatb ¢aiin

1. Y6eantech, uto popmat dainna ectb B CNMCKe NOAAEPXKNBAEMbIX.
2. Boibepute daiin, KOTOPbIN XOTUTE MPOaHaAN3NPOBATb, M 3arpy3nTe €ro B MPUIOXKEHME.

Ecan Dr.Web vxCube He cmoxeT onpeaennts dopmat daiisia, Bbl CMOXKeETe yKa3aTb ero
BPYYHY!HO.

3. YKkaxuTe BepCuto onepaLMoHHON CUCTEMbI, B KOTOPOM XOTUTE MPOBECTN aHaAN3, Uau
BEPCUIO MPUNOXKEHUS.

Bbl MoxeTe BbIOpaTh Heckonbko Bepcuii OC nav NpuaoXeHui Ans 3anycka danna.

4. Mpwu xenaHnn 3ajante JONONHUTENbHbIE HACTPOWKM A/1A aHaAMU3a.
Haxmunte AHanmsupoBaTb.

i'i Takxke NpUCyTCTBYET BO3MOXHOCTL aHanm3a painos yepes AP

n pouecc aHa/in3a

[Mocne TOro Kak Bbl HAUHETE aHaANn3, 3anyCctnTca BUpPTyasbHaA MallHaA UAN HECKOJIbKO
MallnH B 3aBUCUMOCTU OT TOTO, CKONIbKO OnepauMOHHbIX CUCTEM NN BepcvuZ npunnoxeHnAa
Bbl Bbl6pa}'ll/l, c npegyCctaHOBAEHHbBIM NMPOrpaMMHbIM obecneyeHmem.

[ns BbIABNEHNSA NOAO3PUTENbHbBIX AENCTBMIA Ha 3anNyLLEHHOW BUPTyalbHOW MalUVHe
noseseHune darina TwaTenbHO oTcaexmnBaeTcsa. Bce npouecchl, nponcxoasiume Ha rocteBow
onepauynoHHOM cucTeMe BO BpeMsa 3anycka danna, 3aHocatca B XKypHan APl Vicnonb3ys
CNUCOK NPaBuJ, aHaNM3aToOpP pacnpeaenset AeNCTBUS MO KaTEropuUsaM.

AHanunzaTtop Dr.Web vxCube paboTaeTt Ha ypoBHe euneps8u3opa 1 He NCnoab3yeT
AOMNONHUTENBHOE NpOorpaMmMHoe obecnevyeHne (HanpumMep, cneunanbHble ApanBepbl A5
nepexeaTa QyHKLUMI) B rOCTEBON OMepauoOHHON cUcTeMe. OTO He NO3BOAsET UcciesyeMomy
dariny obHapyxxmBaTb UM CHUMaTb NepexBaThbl.

B npouecce aHann3a BUpTyasbHble MallNHbl MOTYT BbIXOAUTb B UHTEPHET Yepe3 BblAeNeHHbIN
NpoKCcU-cepBep. 3TO NO3BOISET aHaIM3MPOBaTh NOBEAEHME BUpPYCa B NONHOM 06beMe,
0cobeHHO ecan ero paboTa HanNpPAMYH 3aBUCUT OT 3arpy3kuM AaHHbIX U3 CETHU.

>KypHaJ1 cobbITUI Takke BEAETCA Ha YPOBHE rmnepBn3opa, a He BMpTyaﬂbHOVI MallWHbIl, YTO
Aenaet o6Hapy>KeHv|e adHaInM3aTopa HEBO3MO>KHbIM.

Bbl MOXeTe NoAKNoUMTLCA K BUPTyaabHOW MawmHe ¢ nomouwpto VNC-kaveHTa (Virtual
Network Computing) n BAMATb Ha NPOLLECC aHaAn3a, OAHAKO 3TO BO3MOXHO TO/IbKO BO BpeEMS
paboTbl BUPTyaAbHOW MaLUVHBI.

PyKOBO,CLCTBO nosab3oBaTenda

21



)
_l"i

A
$

AHanus daiinos

Mo pe3ynbTaTam aHaAM3a Bbl NMOJyUYMTe OTUET, @ TaKXKe CMOXKETE MPOCMOTPETb XYPHa paHee
npoaHaan3npoBaHHbIX dalrinos.

| WNHorza aHanuns oaHOTo v Toro e dalina MoXeT MPUBOANTb K Pas3/IvuHbIM pe3y/ibTaTaM,
ecnv noeegeHne daiina 3aBUCUT OT BHELLHUX YCNOBWIA, HAaMpUMep, TEKYLLLEro BpeMeHW 1in
[OCTYMHOCTU YAaNeHHbIX PecypcoB.

Kpome Toro, pe3ynbtatel aHanmsa ¢ ucnonbsosaHnem VNC MoryT otanyaTtbca ot

pe3ynbTaToB aHanamza 6e3 VNC, eciv aHanmsmpyembiin Garin UCnosib3yeT Cnocob MHXKeKTa,
HeusBecTHbIN Dr.Web vxCube, nnv ynpasneHve nepegaetcs npoueccam onocpesoBaHHoO.

6.1. Moppep>xnBaembie popmatbl painnioB

Dr.Web vxCube nogaep>xmBaeT aHann3 caegyowmx popmaTtos Ganios:

Tun ¢dainos ®opmar ¢aiinos

Ncnonnsemble parinbl Windows CPL, DLL, EXE, MSI, NATIVE APP, SYS

MakeTbl Android APK

®aiinel Microsoft Office ACCDB, DOC, DOCM, DOCX, DOTM, DOTX, IQY, MHT, ODP,

ODS, ODT, POTM, POTX, PPA, PPAM, PPSM, PPSX, PPT, PPTM,
PPTX, PUB, RTF, SLDM, SLDX, SLK, THMX, WPS, XLAM, XLL, XLS,
XLSB, XLSM, XLSX, XML, XTLM, XTLX

®ainbl Acrobat Reader PDF

VcnonHsiemble dannbl Java CLASS, JAR

®ainbl cLUeHapHbIX A3bIKOB BAT, JS, JSE, PL, PS1, PY, SCT, SH, VBE, VBS, WSF, XSL
VicnonHsiemble dannbl *nix ELF

Opyrve 7Z, ACE, ARJ, BZ2, CAB, CHM, DOCKER, EML, GZ, HTA, LNK,

MOF, RAR, TAR, XZ, ZIP

o ApxuBbl (parinbl ¢ pacwmpenunammn 7Z, ACE, ARJ, BZ2, CAB, EML, GZ, RAR, TAR, XZ n ZIP)
{ | ‘ MO>HO OTMPaBWUTb Ha aHanu3 ToNbKo yepe3 API.

e ApxuB He aHanu3uMpyeTcs LeankoM. [ns kaxzaoro daina apxuea notpebyercs oTnpaBuTb
oTaenbHbI APl-3anpoc. [pumep

Pa3mep 3arpyxxaemoro ¢aina He foaxeH npesbiwaTts 1000 MB.

PyKOBO,CLCTBO nosab3oBaTenda
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OcobeHHOCTM 06paboTku ¢Ppannos

B 3aBucuMocTn oT popmaTa kaxgoro darina B Dr.Web vxCube ncnonb3yrotcs pasHble
MeXaHW3Mbl ero 06paboTkM 1 cnocobbl 3anycka.

f'i Mpwu BbIbOpe dparinos Microsoft Office, Acrobat Reader v Java Bbi6op onepauvoHHOM
CYCTEMbI 3aMEHSAETCSA Ha BbIGOP BepCuM COOTBETCTBYHOLLLETO MpUaoXeHus. Hanpumep, ans
PDF-¢davina nossutca Beibop mexay 10.1, 11.0 n 15.10 Bepcusamm Acrobat Reader.

®dopmartbl ¢paiinoB 1 cnocobbl Nx 3anycka

®opmar daiina Cnoco6 3anycka

EXE %sample%

DLL regsvr32 /s %sample%

CPL rundll32 shell32.dll, Control_RunDLL "%sample%"

SYS sc create %random_name% type= kernel start= demand

error= ignore binpath= "%sample%" DisplayName= %
random_name%

sc start %random_name%

NATIVE APP rtlrun %sample%

MSI msiexec.exe /i %sample%
MHT winword %sample%
XML msoxmled.exe

RTF, DOC, DOCX, DOCM, DOTM, DOTX, WPS, = winword.exe
oDT

XLS, XLSX, XLSM, XLSB, XLAM, XTLX, XTLM, excel.exe
SLK, 1QY, ODS

PPT, PPTX, PPTM, PPSX, PPSM, SLDX, SLDM, powerpnt.exe
PPA, PPAM, THMX, POTX, POTM, ODP

ACCDB msaccess.exe

PUB mspub.exe

PDF acrord32.exe

JAR javaw -jar %sample%

PyKOBO,CLCTBO nosab3oBaTenda
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®dopwmar ¢aiina
CLASS

JS, VBS, WSF, JSE, VBE
PS1

BAT

SCT

XSL

MOF

LNK, HTA

CHM

XLL

ELF

SH

PY

PL

DOCKER

AHanus daiinos

Cnocob6 3anycka

java %sample%

wscript /b /nologo %sample%
powershell -file %sample%

cmd /c %sample%

regsvr32.exe /s /i:%sample% scrobj.dll
wmic printjob get /format:"%sample%"
mofcomp %sample%

%sample%

hh.exe

excel.exe %sample%

%sample%

bash %sample%

python %sample%

perl %sample%

docker load -i %sample%

docker run %image_id%

%sample% — vima dalina Ha BUPTyasibHOM MallvHe B NpoLiecce aHanun3a.

%random_name% — cny4yaiiHblM 06pa3oM CreHepUPOBaHHOE UMS.

6.2. Kak 3arpysutb ¢aitn gna aHanmsa

UTtob6bI 3arpysuTb pann ana aHanamsa

1.

Ha rnaBHon ctpaHuue Dr.Web vxCube HaxxmuTte kHonky O630p naun none Boibopa darna.

BbibepuTe daiin, KOTOPbIA XOTUTE NPOaHaAn3MpoBaTh.

Bbl Takoke MoxkeTe nepeTtawmTb Gparin B none Bbibopa dparina.

dopmar 3arpyxkaemoro daina onpesenseTcs aBTOMaTUUYeCcKn Mo ero CoAepPXXMMOMY.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecnn dopmat onpegenntb He yaaetcsa (UNK), noasutca coobuweHne He ypanocb
onpeaenutb popmar ¢aina. B atom cnyuae Bbl MoxeTe BbibpaTb dopmart davina
BPYYHYHO.

ili ®opmaTtel MOF, JS, VBS, WSF, JSE, VBE, PS1 1 BAT moryT 6biTb OnpeseneHsl HenpaBuabHO.
Ans 31vx Gannos pekoMeHayeM BbibupaTe GopMaT BPYUHYHO.

Beibepute daiin

Mat Gaiina aBToMaTtiuyecku. Bul MoxeTe BuibpaTe dopmMar

CNKCKa.

Mew file

o 0bzop

BribepuTe dopmart:
DOPMET HE ONpeasneH:

McnonHaeMele daine Windows:
EXE DLL CPL 5Y5 MNATIVE APP MSI

MakeTsl Android:
APK

AoxymenTtel Microsoft Office:
MHT XML

RTF DOC DOCX DOCM DOTM DOTX WPS
oDT

XLS XLSX XLSM XL5B XLAM XLTX XLTM 5LK
QY 0OD5 XLL

FPT PPTX PPTM PPSX PPS5M SLDX SLDM
FPA PPAM THMX POTX POTM QDP

ACCDE MDB
PUB

Dainel Acrobat Reader:
PDF

McnonHAeMele dainel Java:
JAR CLASS

haifnkl CUeHapHLIX A3LIKOE:
5 VBS WSF J5E VBE P51 BAT S5CT X5L SH PL PY

McnonHaemMele dafne *nix:
ELF

Mpodwe:
MOF LMK HTA CHM DOCKER

PucyHok 10. Bbibop ¢popmara ¢aiina BpyuHyro

Uto6bl BbIGpaTh popmaT daiina BpyUHYHO, HaXXMUTE CTPEesKY BblNMajatoLlero cnmcka u
Bblbepute Hy>kHbI dopmar.

PyKOBOACTBO nosb30BaTena
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Y6eaunTech, Uto Bbibpanv npaBuabHbIA dopmMaT. B NpoTMBHOM ciyyae pesynbTaT aHanm3a
MOXET 6bITb HETOUHbIM.

2. Bbibepute onepaumoHHY CUCTEMY UAN BEPCUIO MPUIOXKEHNS ANS BbINOAHEHUA dalina n
npn HeObXoANMOCTM YCTaHOBUTE LONONHNTEIbHble HACTPOWKM, YTOObI 3aA4aTb 0CObble
yCn0BUA aHanAmsa.

Bbl MoxeTe BbIbpaTh Heckonbko Bepcnin OC nam npunoxeHuin. OT aToro Beibopa byaet
3aBUNCETb KOMYECTBO 3aMyLUeHHbIX BUPTYaabHbIX MalwnH. Hanpumep, eciv Bbl BbibepeTe
aBe Bepcum OC Windows ana nposepku ncnonHsemoro danna (.exe), Dr.Web vxCube
3anycTuT Be BUPTYya/ibHble MaLUUHBbI.

3. HaxmuTte AHanusupoBaTtb, UTOOblI HayaTb aHan3 danna.

Bbl MOXeTe nocsesoBaTeIbHO OTNPABUTL HA aHaU3 HeCKkoabko ¢annoB. YTobbl BbIOpaTh
cneayrowmi dann, cHayana HaxkmuTe Hasap B BepxHen YacTn CTpaHULbl, @ 3aTeM NOBTOpPUTE

AencTBmA. Xog KaXKaon n3 npoBepok byaet otobpaxkaTtbCA 3HaUKOM -~

3arpy=uTe ¢ailn 1 eslbepyTe YCNOBWA ANA aHANWM3A.
Bel nonyunTe NogpofHLIA 0TYET O pesynLTaTax NpoBepKy.

Beibepute dann

windows XP 32-bit windows 7 32-bit windows 7 64-bit
windows 10 64-bit windows 11 64-bit

JononHUTENBHBIE HACTPOMKK

PucyHok 11. 3arpyska ¢anna gna aHanmsa

6.3. ZlononHuTeNbHble HACTPOUKMU

e Nuva dpanna

Vcnonb3yinTte 3TOT napaMeTp, eC/iv HYy>XKHO OTNpaBuTb Gala B CEPBUC Ha aHaM3 MO APYruMm
nmeHem. [pu 3TOM NCXOAHbBIN dalrin C MPeXHMM MMEHeM nepesanuncaH He byaer.

e Ncnonb3oBatb VNC

Ncnonb3zoBaHune VNC-kimeHTa ya06HO, ecv Bbl Bbibpanv 6oaee o4HOM onepaLnoHHOM
CUCTEMbBI N XOTUTE BAUATL Ha MPOLLECC aHaM3a B KaXA0W 13 HUX.

Ana aktmBaunm dyHkumm yctaHosute dnaxxok Ucnonbsosatb VNC. [Tocne 3anycka aHanmsa
aBTOMaTMUeCKN OTKPbIBAOTCA JOMONHUTENbHbIE BKAaAKN Bpay3epa. Bknagku
NOAKNOYAKOTCA K COOTBETCTBYHOLMM BUPTyasbHbIM MawwnHam vepes VNC-kaneHT. Ha

PyKOBO,CLCTBO nosab3oBaTenda
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Ka)KAOl\;I BKJ1agKe B BerHeI7I 4acTn pacnoioXeH MHAMKATOP BbIMOAHEHWUA. MHAVIKaTOp
MOKa3blBaeT NPOLEHT 3aBepLUEHNA N TEKyLLEE COCTOAHMNE aHaIn3a.

HecmoTps Ha To uTo BKNaZKM B Bpay3epe co34atoTcs cpasy, MoXeT noTpeboBaThes
HeKoTopoe BpeMs, UTo6bl MOAKIUNTLCSA K BUPTYaabHbIM MaLIMHAM.

' Ecnu Bbl He BbIBpanu 3TOT MyHKT B OkHe JLOMO/IHUTE/IbHbIE HACTPOMKM 1 Ha4aan aHanvs,
g Haxxmunte Ucnonb3oBatb VNC Ha cTpaHuue aHanmza. VNC-kAMeHT OTKpoeTCs B HOBOM
BKJIaJKe.

OTtcneXxuBaTtb Bce npouecchbl nNpu ncnoJib3oBaHnn VNC

o yMOn4YaHUIO 3TOT NapaMeTp OTK/IHOUEH M B OTYET BHOCATCA TOJ/IbKO T€ MPOLLeCChI,
KOTOpble CnocobcTBOBaAN NOAO3PUTENBHOM aKTUBHOCTMU.

MoxkasbiBatb MITM-Tpadpmk

YcTaHOBUTE 3TOT B1axkok, UTobbl pa3burpaTb 3alWMPpPoBaHHbI TPadUK (LOCTYMHO TOABKO
ana nnatdopm Windows). o 3aBeplieHnn aHaansa Bbl CMOXeTe MPOCMOTPETb
pa3obpaHHbIn Tpaduk. nsa atoro:

1. OTKpouTe CTpaHULLy OTYeTa, CO34aHHOMO NO pe3yabTaTaM aHaau3a.

2. Haxwmure [ Ckauats apxuB.

3. Pacnakyite apxuB. Eciv notpebyetcs, BBeAMTe Napob, 3ajaHHbin B nose Maponb
ANA apXxmMBa oTueTa B OkHe Hactponku. [1aposib N0 yMONYaHUIo: vxcube.

4. Hanaute B pacnakoBaHHOM apxuBe danin network.pcapng 1 3arpy3uTe ero B
nporpamMmmy Ans aHanm3sa ceteBoro Tpaduka (Hanpumep, Wireshark).

Bpems BbinosHeHuA ¢aiina

Mo ymonuaHuto Bpems BbinoaHeHns danna B DrWeb vxCube — 1 muHyTa. Ecam
HeobXxoAMMO, Bbl MOXETE COKPaATUTb WU YBENUUNTL 3TO BPEMSA ANA KOHKpeTHOro daina.
Hanpumep, ecnn danny tpebyetca 60blue BpeMeHW, UTOObl MPOABUTL NOJ03PUTENBHOE
noBesieHne, HY>XHO YBeNNUYNTb 3HaUYeHne 3Toro napameTpa, nepesBnHyB NO3yHOK BNPaBo.

OrpaHuueHune Ha 06w Kl pa3mep co3aaHHbIX ¢panoB

Mo ymonuaHuto obLwmii pasmep Bcex GpannoB, CO34aHHbIX BO BPEMA aHaiM3a, He MOXeT
npesbiwate 64 Mb. 310 NpegenbHOe 3HayeHne MOXHO yBennunTb go 512 Mb.

3agaTb KOMaHAay AnA 3anycka ¢aina

OTa QyHKUMA NO3BONAET 3a4aTb KOMaHAy 3anycka aHaansnpyemoro darina. B kauectse
KOMaHZbl MOXHO YyKa3blBaTb JIF060€ MPUNOXKEHME M3 CTaHAAPTHOIO NakeTa NOCTaBKy
Windows, Hanpumep, rundl1132.exe, regsvr32.exe, notepad.exe n ap. Ans
MCNOIb30BaHNA KOMaHAbl HeobxoaMMO B nose 3agaTb KOMaHAy ANA 3anycka ¢paina
ykazaTb TpebyemMyro KoMaHay.

C nomoLpto cneumanbHOro napameTpa $SAMPLES MOXHO 3aZaTb MOAHbBIA NyTb K
aHanusmpyemomy danny.

DTOT NYHKT MOXHO NCNOAb30BaTh ANS 3anycka NCNOAHAEMbIX GaliNoB C BbI3OBOM
cneumanbHOM 3kcnopTupyemon dyHkumn. Hanpumep: rundl1132 %$SAMPLES%,
ExportedFunction.

PyKOBO,ELCTBO nosab3oBaTenda
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e Tun nogxksroueHusn

Mo ymonuanuto ncnosbiyerca VPN. [lna HeKOTOpbIX TUNOB NOAKNHOUYEHNA MOXHO 3a4aTb

aApec NpoKcM-cepeepa 1 NnapameTpbl aBTopusaymn. [Npokcn ncnoabsyertcsa Tonbko ansa TCP-
noakntoueHnn. Tpaduk apyrux NnpoTokonos nepegaetcs yepes VPN-cepBep No yMoayaHuto.

Ytobbl nepeHanpasutbe UDP-Tpaduk, yctaHoBuTe dnaxkok MepenanpaBasatb UDP.

ﬂ,OI‘IOJ’IHMTE‘ﬂbeIe HaCTpDﬁ KA
WMma daiina VIMA daii
Mcnonszoearts YMC

OTCNexMWEaTE BCE NPOLECCHl MPK O
MCNONBZ0BaHMI VN

MokazsieaTe MITM-Tpadik |
- |
Bpewms BeINoNHeHWA Gaina
28 MUH.
OrpaHnueHe Ha oBLWWiA pasmep 64 ~ |MB
COZAaHHLIX Galnoe
334aTb KOMaHAY AnA 2anycka daina He sagaHo

Tun nognoueHuA VPN o

AHaNW3WpoBaTh OTMEHUTB

PucyHok 12. [lononHuTeNbHble HAaCTPOIKN

Mocne YCTaHOBKU HeOGXOAMM bIX AOMOJIHUTEJIbHbIX HACTPOEK

e Haxxmute AHaJ'IVIBVIpOBaTb, yTOObI 3anyCTUTb aHaAN3.

e Haxxmunte OTMeHUTb, UTO6bI COPOCUTL HAaCTPOMKMN U 3aKPbITb OKHO.

ii 3ajiaHHble JOMONHUTE/IbHbIE HACTPOWKV NMPVMEHSAIOTCA TOIbKO K TekyLleMy panny. Ecam Bbl
: 3aKpblnM OKHO JlonoNHUTe/IbHbIe HAaCTPOMKM 1AW BblIOpanu Apyroin dan ans aHanusa,
3ajalite JOMNONHUTENbHbIE HACTPOWKN CHOBA.

PyKOBOACTBO nosb30BaTena
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7. OTueTnl

MonyyeHHble B pe3yabTaTe aHanM3a AaHHble O BbIMOJAHEHUW daiia rpynnupyroTCs B OTYeET.
Bbl MOXeTe OTKPbITb M MPOCMOTPETh OTYET, a TakoKe CKayaTb ero.

7.1. Kak oTKpbITb OTUET

YT06bI OTKPLITL OTUET

e Ecav Bbl He noKngann CTpaHuUUy aHaJin3a, OT4eT OTKPOETCA aBTOMaTU4YeCKN nocne
3aBepLleEHNA aHann3a.

e EC/iv Bbl NOKMHYM CTpaHWULY A0 3aBepLUeHNsA aHaAn3a, Ha rnaBHoOM cTpaHumue Dr.Web
vxCube B pazgene XXypHan Bbibepute Heobxoanmbln dai.

7.2. Kak ckauaTb oTuer
Ha CTpaHI/ILI,e OoT4yeTa AOCTyI'IHbI KHOMKWM Ana CKaunMBaHuA4, KOTOpre MNO3BONAKOT.

[V Cravats NCXOAHbBIV dai.

[ Crauats apxvB oTyeTa B popmate ZIP. Maponb apxmBa: vxcube.
[ CkauaTh oTuer B dopmate HTML n PDF.

[ ckavars dann PCAP.

Yr06bI CKauaTb OTUET

1. B BepxHel yactu cTpaHuLbl OTYeTa Bbibepute naatdopmy.

Haxxmute m CkauaTtb otyerT. [1oABMTCA OKHO ﬂapame‘rpbl oTyeTa.

Bbibepute dopmat otueta: HTML nan PDF.

M W

BbibepuTte pasgensl, KOTOpble HEO6XOANMMO BKAOUMTL B OTYeT. Pasgensl XKypHan APl v
HamepeHnua moryt cogep>kaTb TbiCAUN 3aNnCeN, Bbl MOXeTe OTOUIbTPOBaTb 3aMncu no
cTerneHn onacHoCTK.

5. Haxxmunte CkauaTtb oTuUerT.

f | : Pazgen HamepeHusa npurcyTcTByeT TOAbKO B OTYeTax 06 aHasnvze naketos Android.

PyKOBO,CLCTBO nosab3oBaTenda
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7.3. Cpok xpaHeHuNs oTueTa

FapaHTMPOBaHHbI CPOK XPAaHEHWS OTUYETOB yCTaHaBAMBAETCA aAMUHUCTPATOpOM. Mo
MCTEYEHNM 3TOFO CpOKa OTYET MOXKeT ObIThb YAaneH ¢ cepBepa.

MNMocne yganeHns oTyeTa Ha ero CTpaHuLLe OCTaHeTCA TONbKO 610K C OBLWMMM CBEAEHUAMMY, a
BBEPXY NOABUTCSA YBEAOMJIEHME O TOM, YTO CPOK XpPaHEHMA OTYeTa UCTEK.

Y1066l 3aHOBO CHPOPMUPOBATL OTUET, HY>KHO MOBTOPHO 3aMyCTUTb aHanu3. g 3Toro Ha
CTPaHMLEe OTYeTa HaXXMUTe KHOMKY AHaiN3MpoBaTb.

WinXP 32-bit Win7 32-bit Win7 64-bit Win10 64-bit Win11 64-bit

OTUeT HefoCTYNeH

chK XPaHEHWA OTYETa NCTEK. O AHaNWzMpoBaTh

Y100kl CPOPMIPOEETE OTUET, 2aMYCTUTE aHaNU3 NCXoAHOro Ganna elwe paz.

@ clean_3.xIsx

OueHka YUCThif - B CnacHei
. ®
Pazmep 3473 KB

XLSX
bfbceabetfe75bafoeealddee?821c84db2b2db0

D CkayaTtb NC(OAHLIA Qaiin

PucyHok 13. YBegomneHune 06 ncreueHumn cpoka XxpaHeHus

7.4. CtpyKTypa oTtueta

Ortuer pa3geneH Ha aBa 610ka: 0bLive cBeeHNA N OCHOBHYHO YacTb.

ObLwye cBeseHNs COCTOAT U3 ABYX pa3aenoB: 6a3osesie n 0onosHUMe bHele ceedeHus. B
pa3jene 6a30BbiX CBeAEHW yKa3biBaeTCa pa3Mmep 1 dopmat palina, a Takke oLeHka
BPEAOHOCHOCTM dalina. B pasaesne 4ONONHUTENbHBIX CBEAEHWIA MPUBOANTCA, HaNpumep, Takas
NHbopMaLMs, Kak UMs dalina, BpeMs Havana aHaamsa u ero NPoAoIXKNTENbHOCTL. Kpome
TOrO, 3€Cb MOXHO YBUAETb, KaKne AOMNONHUTENbHbIE NapaMeTpbl Bbinn 3a4aHbl A1 JaHHOTO
aHanuza. VzyumB 3Tv napameTpsbl, Bbl PN HEOBXOAMMOCTA CMOXETE U3MEHUTb UX U
npoaHaAn3npoBaTb ¢alia NOBTOPHO.

B OCHOBHYO YacTb BK/IOUEHbI caeaytolime pasgensl: MaHugecm, [NosedeHue u npasusia YARA,
I'pag npoyeccos, OnucaHue, @atinbl u damnel namamu, TesegoHHele 380HKU U SMS, XKypHan APl u
HamepeHus, a Takke Kapma cemegol akmusHocmu. B 3aBMCMMOCTU OT TUNa aHaAN3NPyeMoro

PyKOBOACTBO nosb30BaTena
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darina cnncok paszenos B oTyeTax MOXET HEMHOIO OT/IMYaTbCcA. Hanpumep, HekoTopble
pa3genbl 6yayT NpMCyTCTBOBaTh TONbKO B OTYeTax 06 aHanm3e naketos Android.

PyKOBO,CLCTBO nosab3oBaTenda
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PucyHok 14. Crpykrypa otueTta
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7.4.1. Obwne cBepgeHUs

MyHKT

OueHka

O6HapyxeHo
Tern

Pa3smep
®opmar
SHA1

KommeHTapwuin

Hauano aHanuza
Mcnonb3oBaHue
VNC

Bpems BbINONHEHWs
danna

Obuyee Bpemsa
aHanu3a

KomaHga ana
3anycka dainna

Vms daiina

Tvn noaknroyeHus

OnucaHue

Ob6Lan oueHka BpeAoHOCHOCTY dalina:

Yuctein dpann

Mopo3putenbHbl Gain

HINI,
RIR1

OnacHbili pann

KpaTkas nHpopmaLma o noeeseHun parna 1 obHapy>eHHbIX yrpo3ax.
Tern, so6aBneHHble Nosb30OBaTENEM WAN NMPK cpabaTbiBaHWM Npasmn YARA.
Pazmep daina.

®opmart danna.

Xew ¢awna.

B 370 nosie MOXHO f06aBUTb HOOYHO HY>XKHYHO BaM MHPOpMaumto. MakcumanbHas
ANviHa komMeHTapua: 200 cuMBOIOB.

AononHntenbHO

[aTa v Bpema Hayana aHanmsza. Hayanom aHann3a cuMTaeTCs MOMEHT, Korga dain
3anycTuaca Ha BUPTYaibHOM MallVHe.

Vicnonb3oBate VNC-knneHT BO BpeMsa aHanm3a (aa/HerT).
Bpems BbinonHeHus daiina, 3afaHHOe B JONOHUTENbHBIX HACTPDOMKAX aHaim3a.
Obuwas NpoAOAXKMTENbHOCTb aHanm3a daina.

KomaHaa, 3afiaHHas B A0MONHUTENbHBIX HACTPOMKAX, As 3aMycka aHaavM3MpyeMoro
danna.

Vims aHanmsmpyemoro daina. [loapobHee...

Tun nogxntoyeHus. MNoapobHee...

PyKOBOACTBO nosb30BaTena
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MyHkT

OTcnexwvBaTb Bce
npoueccol npu
ncrnonb3oBaHum VNC

OrpaHuyeHve Ha
obwmin pasmep
CO3aHHbIX dainos

Bkntountb
aBTOKAMKep

KonvpoBaTb NoHbIN
HeobpaboTaHHbIN

XypHa
rMnepevsopa

l'mbkoe Bpems
NCMOJTHEHWS
obpa3sua

MepeHanpaBasaTb
yKa3aHHble NMopTbl 13
rocteBow
BMPTYya/lbHOWN
MaLlWHbl

Monyuate *.1ib
dannbl n
HeobpaboTaHHbIe
Aamribl

MakcumanbHoe
KOnM4yecTBoO
AdKTUBHbIX TOYEK
OCTaHOBKM

Bpems >xu3Hn
npouecca B ceKyHAax

3anyckaTb
No/ib30BaTeNbCKUM
NakeTHbIV CLieHapui
nepes obpasuom

YcTaHOBUTL
CUCTEMHYIO JaTy

3anucbiBaTh Aamnbl
Mogzynen bpaysepos

OtueTbl

OnucaHue

OTcnexmBaTth BCe npoLecchl npu ucnonb3osaHum VNC (aa/HeT). [loapobHee...

MakcumasibHO JOMyCTUMbIN 06 WA pa3Mep co3iaHHbIX Gainos. [loapobree...

Brkntountb aBTOKNMKEP (fa/HET).

KonvpoBaTb No/HbIN XypHan runepsusopa (aa/HeT).

Vicnonb3oBaTth rmbkoe BpeMs UCMONHeHUs obpasua (aa/Her).

MNepeHanpaB/ieHNe MOPTOB W3 FOCTEBOW BMPTYyasibHOWM MalumHbl. Mpymep: 2343,

4353 : tcp.

MonyyeHve *.11ib dpalinoB n HeobpaboTaHHbIX JaMMOB (fa/HeT).

YKazaHne MakCcMManabHOTO KOAMYEeCTBa aKTUBHbIX TOUEK OCTaHOBKM.

Bpems >xu3Hu npouecca. Mpumep: notepad.exe, 35, winword.exe, 20.

3anyck Nonb30BaTeIbCKOrO MakeTHOTO CLEHapus nepeg 3amnyckom obpasLa.

YcTaHOBKa CUCTEMHOM AaTbl Ha BUPTYalbHOW MallWHe, Ha KOTOPOW NPOBOAUTCA
aHanus. Mpumep: 17.03.2022.

3anwucbiBaTh gamnbl Moaynei 6pay3epos (ga/HeT).

PyKOBO,CLCTBO nosab3oBaTenda
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MyHkT

3anuncbiBatb AaMnibl
COMOCTaBNEHHbIX B
namaTv Gpannos
(TonbKo nocne
BbIMOJIHEHMUSA)

3anucbiBaTbh Aamribl
SSDT

3anucbiBaTh Aamnibl
npoueccos (TONbKO
nocsie BbIMOJIHEHMUSA)

MoayunTb BCe AaMMbl
alloc-dyHkum n
Aponsl

MakcManbHbIn
pa3mMep 6ybepos
Crypto APl B M6

JInmuT KonmyecTea
NHXXEKTOB

MakcuManbHbIN
pa3mMep 6ydepos
WriteFile B M6

OtueTbl

OnucaHue

3anucbiBaTh AaMrbl COMOCTaB/EHHbIX B MaMAT Gannos (ga/HeT).

3anucbiBatb gamnbl SSDT (aa/HeT).

3anucbiBaTth famrbl NMPOLIECCOB (Aa/HeT).

Monyuntb Bce aamnbl alloc-byHkumin 1 gponbl (fa/HeT).

YcTaHOBUTL MakcMManbHbld pasmep bydepos Crypto APL Mpumep: 512.

YCTaHOBUWTb IMMUT KOAMYECTBA MHXKeKkTOB. Mpumep: 100.

YcTaHOBUTbL MakcuManbHbi pasmep 6ydepos WriteFile. Mpumep: 256.

CnpaBa OT 06LWMX CBEAEHWI PACNOIOXKEH CHUMOK 3KpaHa 1 BUAEOOTYET O NoBeAeHUn daiina
Ha roCTeBOM OnepaLMoOHHOM CUCTEME.

7.4.2. OCHOBHasf yacTtb

OcCHOBHa#A YacTb OTYeTa COAEPXKUT Cnesyrolme passenbl, Haanume KOTOpbIX 3aBUCUT OT
dopmata aHanmsmpyemoro painna.

Paspen MaxeTbl Android Apyrve ¢dopmartbl
(onuuoHanbHO)

MaHundect + -

MoBeneHvie n npasuna YARA + +

[pad npoueccos - +

OnucaHve + +

Dannbl U Aamibl DaMATH + +

PyKOBO,CLCTBO nosab3oBaTenda
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OtueThl
Pasgen MakeTtbl Android Apyrue dpopmatbl
(onuuoHanbHO)
TenedboHHble 3B0HKM 1 SMS + -
KypHan APl n HamepeHua + Tonbko XypHan API
KapTa ceteBOW aKTMBHOCTK + +

7.4.2.1. ManudecT (onumMoHanbHO)

ili Pa3gen npucyTcTBYeT TONILKO B OTYeTax 06 aHasnv3e naketos Android.

Pazgen coaep>XuT cneayroLlyto MHGopmauumio n3 davna AndroidManifest.xml:

KomnoHeHT KommeHTapwuii
MakeT VM nakeTa npuno>eHus.

ms NPUNOXKeHNA Nms NPUIOXKEHWNA, KOTOpO€e BUAUT NONb30BaTE/b.

Kog Bepcumn BHyTpeHHWIA HoMep BepCuK.
Nma sepcum Ha3BaHve v/uan Homep BepCum NPWIOXKEHWUsA, KOTOPbIe BUAWT NONb30BaTe b,
PaspelueHus Pa3pelueHns, kKOTOpble MPUIOXKEHWe 3anpallnBaeT ans cBoel paboTbl.

B pa3saene Takxke nepedmcieHbl cieayroume KOMNOHEHTbI MPUIOXKEHUA, KOTOPbIE
06BbABAAOTCA B MaHI/Iq)eCTeZ onepauunn, npueMHUNKN WmnpoKoBeLaTeNbHbIX COO6LLI,eHI/II7I n

cnyx6bl.

7.4.2.2. NoBeaenne u npasuna YARA

Pazgen copepxuT ase Tabauubl: NMoBeaeHue 1 MpaBuna YARA. Y106bI OTKPbLITH

NHTEPECYHOLLYHO Ta6/1|/|u,y, Ha>XMUTE €€ Ha3BaHNE.

MoBepeHue

Pa3zzen coaep>xuT kpaTkyto MHGopMaLuto 06 akTMBHOCTM dalina.

Dr.Web vxCube oTcnexxuvBaeT AeCTBUS, 3aperncTpmupoBaHHbie B NpoLecce aHaansa daina Ha
BMPTYa/NbHOW MalUNHE, U pacnpesensieT X No KaTeropusm B 3aBUCUMOCTM OT CTEMEHU NX

BPEAOHOCHOCTN.

Dr.Web vxCube onpegenset 3 kateropumn nosegeHus danna:

PyKOBO,CLCTBO nosab3oBaTenda
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e BpesoHocHoe.
e [logo3putensHoe.

e HelnTpanbHoe.

NosegeHue v npasKna YARA Ipad npoueccos OnuncaHwre Mains 1 4aMNsl NaMATA HKypHan AP KapTa ceTeBoi aKTMEHOCTI

[loBegeHue  [1paBuna YARA

EpegoHocHoe | HeT aaHHER
NogozpuTtensHoe Cozgaque $aidna e katanore ¥temph

HelTpaneHoe | COZA3HME OKHA » WCNONE20E3HWE 2aNpoCoE MHCTPYMEHTIPWA ynpaeneHua Windows (WHI)

PucyHok 15. Otuer o noBeaeHun ¢paina v cpabaroiBaHnax npasun YARA

Mpaeuna YARA

Paszen cogepxumt nHpopmauymo o cpabatoiBaHnm npasma YARA. CnpaBa OT Ha3BaHMA
TabanLbl yKa3zaHO KOIMYeCTBO NpaBu, cpaboTaBLIMX B XOJe aHaAun3a.

B Tabauue oTobpakatoTcs pesy/bTaThl MPOBEPKM, TETU U MMEHa CpaboTaBLUMX NMPaBuIL.
YT06bI OTKPBITE MHTEPECYIOLLEE MPABUIO, HAXXMUTE ero NMs.

Ytobbl OTCOpPTMPOBaTL CTONOLBI TabAMLIbI MO BO3PACTaHUIO UAN YObIBaHWIO, HAXXMUTE
3aronoBku CTon6u0B.

7.4.2.3. Tpad npoueccos
f | : JTOro pasgena HeT B oTyeTax 06 aHanmse naketoB Android.

Pazgen copep>XunT MHPOPMaLMIO O TOM, Kakne NPOoLLecChbl MPOSBUAN BPEAOHOCHYH
aKTMBHOCTb BO BpeMs 3anycka dalina Ha rocTeBon onepaunoHHoOM cucteme. VIHpopmaLuus
npeactaBaeHa B BUAE MHTEPAKTUBHOIO rpada ¢ MOACHAWMM 6J0KOM AN KaXAoro
npouecca.

YT106bI OTKPLITH FPad B HOBOW BkAaake bpay3epa, HaxmuTe 3arosoBok MNpad npoueccos.

UT00bI YBEJINYNTD NN YMEHbLLUNTDL MaCLIJTa6, Ha>XMute T unn . Bbl Takke MoxeTe
YBEJNYNTD MaCLIJTa6, ABa>XAbl Ha>kaB rpaq).

PyKOBO,CLCTBO nosab3oBaTenda
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YcnoBHble 0603HaueHUsA

0O603HaueHne

-

KommeHTapuii

CreneHb BpesoOHOCHOCTU NpoLecca uan pecypca. Onpegensetca no wkane ot 0
fo 100:

Menee 20.
MeHee 40.
MeHee 60.
Menee 80.

Menee 100.

I'Ipou,ecc. Ll,BeT bsoka COOTBETCTBYET CTENEHN BPE€AOHOCHOCTU/ npouecca.

CeTeBoOW pecypc, K KOTOPOMY OCYLLECTBASETCS yaaneHHbIn goctyn. Liset obnaka
COOTBETCTBYET CTEMeHN BPeJOHOCHOCTN pecypca.

BHyTpn 0bnaka yka3biBaeTcs ypoBeHb NpoTokona v IP-agpec yAaneHHoro
pecypca.

Otobpaxkaetca 2 obaaka, ecam npoLecc NoAkItoYaeTcs kK pecypcy 2-5 pas.
OTobpaxaeTcs 3 obnaka, ecv NpoLecc noakntovaetca 6 n bosee pas. B atmx
cnydasx BHyTPM obaaka Takoke yka3blBaeTCs KOANYECTBO MOAKIHOYEHWIA.

NcxoaHbi daiin. 3HaukoM NomMeyaeTcs NepBbIi 3amyLLeHHbIA npoLecc.

MN3BecTHas yrposa, cojepkallasncs B BUPYCHbIX 6a3ax Dr.Web. 3Haukom
nomeyaeTcs MPOLEeCC, B amre KOTOporo obHapyyeHa yrposa.

M3BecTHas yrposa, cosep>kallancs B BUpYcHbIx 6a3ax Dr.Web, obHapy>xeHHas
B Zamre MOArpy>KaeMoro Moays. 3HaukoM NOMeYaeTcs NPoLece, B KOTOPbIN
NOArpYy>aeTcs BPefOHOCHbIA MOgyb. ECM yrpo3bl 06HapykeHbl 1 B Aammax
npoliecca, v B AaMnax MOAY/S, MPOLECC NOMeUaeTca ToNbKO 3Haukom ¥
Co3gaHvie npoLgecca.

ekt B Apyroi npouecc.

3anpoc B WHTEPHET.

3anpoc RPC.

PyKOBO,CLCTBO nosab3oBaTenda
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MosacHarowwmn 610K

OtueTbl

HaxxmuTte 610K npouecca, YtTobbl BbIBECTU MHPOPMALMIO O HEM B MOACHAROLLMIA 610K

MapameTpbl npoueccos

Mapametp

PID

MonHbIV NyTb
MapameTpsbl 3anycka
[MoBepeHue
MNMocmoTpeTb akTMBHOCTb
npouecca

CkauaTtb gamn

OnucaHue
YHVKaNbHbI naeHTUdMKaTOp npoLecca.

lMyTb, N0 KOTOPOMY 3anyckaeTca npoLecc.

OcobeHHble NapameTpbl 3amycka npouecca. Heobs3atensHoe nose.

I'Ipanma, COOTBETCTBYHOLLME METKAM O NOAO3pUTESIbHOM NoBeAEeHNN

npouecca.

Ccbinka Ha xypHan APl, faHHble B KOTOPOM OTOMABTPOBaHbI MO AaHHOMY
npoueccy. MoapobHee 06 3TOM MyHKTE MOXHO y3HaTb B pasgene XypHan AP

Ccblika Ha 3arpysky gamna npouecca.

MapameTpbl ceTeBbIX pecypcoB

Mapametp

Aapec
MopT

YpoBeHb NpoToKO/a

3anpoc

URL

OnucaHue
IP-agpec ceteBOro pecypca.

Homep nopTa.

YpoBeHb npoTokosa ceteBor Mozenu OSI, UCnoab30BaHHbIN ANs Nepesaun

JaHHbIX:

e TpaHcnopTHbINA.

¢ MpuknagHon.

| Ecnv aHanuzaTop He cMoOr pacrno3HaTb MPOTOKO MPUKAAAHOTO
YPOBHsl, B 3TOM MyHKTe MOSABUTCA cnedyrolias MHGopMaLys:

MpukyanHom: UNK

Hepacrno3HaHHBE IOaHHBE :

{16,03,01,00,41,45..06,00,13,00,00,63,01,00}

DNS-3anpoc. 3ToT NyHKT oTobpakaeTcs, ecin YpoBeHb NpoToKoa

onpegeneH kak MpuknagHoii: DNS.

URL-3anpoc. 310T nyHKT oTobpaxaeTcs, eciv YpoBeHb MNPOTOKO1a

onpeaeneH kak MpuknagHoin: HTTP.

PyKOBO,CLCTBO nosab3oBaTenda
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7.4.2.4. OnucaHuve

Pazgen coaep>unT nogpobHyro MHGOpMaLMIO O NOA03PUTENBHON aKTMBHOCTU dalina, BKIrOYas
CNNCOK 3a/,eCTBOBAaHHbIX 0OBEKTOB, MOAKNOUEHUN U T. 4. IHopMayma crpynnmpoBaHa no
KaTeEropmsaM 1 NoAKaTEropmamM, UCXOAA N3 MOBEAEHMA KOHKpeTHOro danna. Huxe npueeaeH
CMNCOK KaTeropuii 1 NoAKaTeropuim.

ObecneyeHune aBTO3anycka 1 pacnpocTpaHeHuns

e MoandununpyeTt nepeynciaeHHble Koum peectpa.
e Co3paeT AN N3MeHAET nepeyncieHHble Gannbl.
e YCTaHaBAMBaeT aBTO3aMyck A8 CAY>XO6bl.
e Co3zlaeT nepeyncieHHble CepBUCHI.
e VI3MeHseT nepeyrcaeHHble NCMONHAEMbIE CUCTEMHbIE Galibl.
e [TogMeHseT NnepeyvnciaeHHble NCNOAHAEMbIe CUCTEMHbIE dailbl.
e 3amMeHsAeT cMcTeMHble bUHapHble dalinbl.
e 3amMeHseT cMCTeMHble BUHapHble Galibl C MOMOLLH CUMBOJIMYECKOW CChIIKU.
e 3apaxkaeT Nepeunc/ieHHble ncnosHaemble Gannbl.
e Co3paet nepeyunciaeHHble Galriibl Ha CbeMHOM HOCUTeNe.
e Moanopuunpyet rnaBHyro 3arpy3ouHyto 3anuncs (MBR).
e Co3paet unm nameHset Gannbl Ana aBTo3anycka:
o B /initd;
@ B /router;
o B /cron;
o Ha pabouem cTone;
o B PYrux Katanorax.
e Co3paet unm nameHset Ganbl ANA aBTO3anycka C MOMOLLbI CMMBOJNYECKNX CChIOK:
@ B /cron.
e Co3paet Uan n3mMeHsAeT CMMBOJIMYECKME CCbINKN AN aBTO3amnycka:
o B /init.d;
5 Ha pabouem cTonE;

5 B APYrux KaTanorax.
BpesoHoCHbIe QyHKUMMK

o [ina o6xoaa GpaHamayspa yAanseT uam MoandULMpyeT NnepeuncieHHble KIoum
peecTpa.

e [1na 3aTpyAHEHWNA BbISIBEHMA CBOErO MPUCYTCTBUA B CUCTEME!
o 6aoKMpyeT oTobpakeHme:

" CKPbITbIX Galnnos;

PyKOBO,ELCTBO nosab3oBaTenda
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" paclwmpeHnin dpannos.
o 610KMpPYeT 3anycK NepeyvnCcaeHHbIX CUCTEMHBbIX YTUANT:
" MHTepnpeTaTopa KOMaHAHoU cTpoku (CMD);
= ancnetyepa 3agad (Taskmgr);
» pepakTopa peectpa (RegEdit);
» MexceTeBOoro 3kpaHa (bpaHamaysp Windows);
» o6bHOoBNeHUN cuctembl (Windows Update);
» pueHTpa obecneyeHms 6esonacHocTu (Security Center);
" CUCTEMHOrO aHTMBMpYca (3awmuTHnk Windows).
o 6ioKMpyeT:

= KOMMOHEHT BOCCTaHoOBAeHUs cuctemsbl (SR);

OtueTbl

» cucTeMy 3awwmThbl danioB onepaymoHHou cuctembl Windows (WFP);

" CPeACTBO KOHTPOAS MOJ/b30BaTeNbCKMX yUeTHbIX 3anucen (UAC);

" CpeACTBO NPOBepKM cucTeMHbIx ¢pannos (SFC);
» LeHTp obecneveHnsa 6esonacHocTn (Security Center);
» ueHTp nopaep>xkn Windows (Action Center).
5 M3MEHSAET NepeyYnCceHHble CUCTEMHbIE HAaCTPOMKN:
* n3meHaet DNS-cepsep;
= OTK/IFOYAET YBEAOMJIEHVA NaHenn 3ajau.

o ydanaeT TeHeEBbl€ KON pa3fenos,

o AO6anIﬂeT NCKNTHYEHNA aHTUBKMPYCa C MOMOLLbH NepeyvYnCcneHHbIX K/HOUen peecTpa.

e Co3zaeT 1 3anyckaeT Ha UCMOJIHEHWE MepeYnNCcIeHHble NPOoLLEeCChbI:
@ CO3JaeT M 3anyckaeT Ha UCNOAHeHMe (3KCMAOWT);
o co3AaeT u 3arpyxaet 6ubanoTekn (3KCNAOUT);
o 3arpy>kaet Gansibl 1 3anyckaeT Ha UCNONHEHMe.
e 3anyckaeT Ha UCMOJIHEHME NepeYnCaeHHble MPOLLEeCChl.
e BHegpsieT kog B nepeuncneHHble Npouecch:
8 NepeyYnCNeHHbIE CUCTEMHbIE NMPOLLECChI;
o nepeuynciaeHHble MNONb30BaTe/IbCKMe NPOLEeCChl;
@ 60/1bLLIOE KONNYECTBO NONb30BaTE/bCKUX MPOLLECCOB.
e YcTaHaBAMBaeT NpoLeAypbl NepexsaTta CNefyroLnxX COOBLLEHNIA:
8 0 HaXaTuu K1aBuLW KnaBmUaTypbl:
» 6ubamoTeka-obpaboTUMK ANA BCEX MPOLLECCOB;
» 6ubanoTeka-obpaboTunk Ans npouecca.

e 3aBepLUaeT UM NbITaeTCA 3aBEPLUNTD:

PyKOBO,ELCTBO nosab3oBaTenda
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o npouecchl;

o nepedyncneHHble CMCTEMHbIE NPOoLEeCChl;
o nepeyncneHHble Nob30BaTe/IbCKME MPOLECCDHI;

5 60/bLIOE KONMYECTBO NOJ/Ib30BaTENbCKMX npoueccos,;

OtueTbl

o npoueccol I'IpI/IJ'IO)KeHI/IIZ aHann3a Tpa(bMKa UKW BbIMOJIHEHUNA NPOrpamMm,;

9 MPOLECCHI C ONpeseNeHHbIM UMEHEM.

NweT BeTkv peecTpa, oTBeUatoLye 3a XpaHeHne naponet CTOPOHHUMU MporpaMMamMm.

BbinonHsaet onepaunn WMI.

Pernctpupyet dpunbTp GanaoBom CUCTEMBI.

|/|LLI|eT nepeyvymncneHHble OKHa C LebHo:

5 06x0A4a pa3/IMUHbIX aHTUBUPYCOB;

s obxoga cucteMbl 3awmTbl darnos Windows (WFP);

o O6Hapy)KeHI/IFI YTUAUT ANAa aHann3a,

o 0BHapy>XeHWA pa3ANYHbIX MPOrpamMm 1 urp;

o 0B6Hapy>XeHWA BUPTyasbHbIX MaLLVH.
Co3gaet onion-cepBuC.

3arpy>aeT nepeuncieHHble ApanBepsbl.

MepexBaTbiBaeT nepeuncaeHHblie GyHkumm B SSDT (System Service Descriptor Table):

s apanBep-ob6paboTunk.

YcTtpaHsaet nepexsaTtbl PyHkuni B SSDT (System Service Descriptor Table).

MNepebupaet naponu akkayHToB OC.
MNMpoBoauT ataky Nnepebopom no cetu.
Otkntouaer AMSI.

Vi3ameHsaeT HacTponkn bpaHamayapa.

M3meHsieT HacTpoliku MapLupyTu3aTopa.

OctaHaBnvBaeT cCUCTEMHbIE CNYyXObl.
Ynpasnset cayxxbamu.

Baokunpyet uepes 6paHamayap:

o SSH;

@ telnet;

8 CTaHAapTHble BE6-MOPThI.

V3ameHsaeT nepeuncieHHble HacTponku npoBogHuka Windows (Windows Explorer).

M3meHseT nepeuncieHHble HacTponkun 6paysepa Windows Internet Explorer.

Bansaert Ha npouecchl:

o CKpbIBa€eT nepevncieHHble NpoUeCChbl;

PyKOBO,ELCTBO nosab3oBaTenda
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@ BbINOJIHAET TPACCUPOBKY NMPOLLECCOB;
o BCTPamMBaeTCs B MPOLECChI.
e MprHYANTENBHO pa3peLlaeT aBTO3amnyck CO CbeMHbIX HOCUTENEN.

e be3 paspelleHns noab3oBaTens yctaHaBAMBAET HOBYHO CTapPTOBYHO CTPAHULY ANs
Internet Explorer.

e [TbiITaeTca 3aBepwmnTb paboTy onepauynoHHou cuctembl Windows.

e Otnpasnset SMS.

e BbiNOAHAET KOA AeTeKTMPYEMBbIX Yrpo3.

e 3arpyaeT U3 UHTepHeTa AeTeKTMpyeMble yrpo3bl.

e OTnpaBaseT AaHHble O KOHTaKTax yCTPOMCTBa Ha yAalleHHbIV cepBep.
e OTnpaBnseT gaHHble BXxoAaWwmx SMS Ha yaaneHHbIV cepBep.

e [NepekpbliBaeT 3kpaH COHCTBEHHBIM OKHOM, 610K1pPYyA AOCTYN K MHTEpdency.
e YcTaHaBAMBaET MNapo/ib Ha 3KpaH 6N1OKMPOBKM.

e [lpeanaraeT yCTaHOBUTb CTOPOHHEE MPUIOXEHNE.

e CKpbIBaeT CBOM 3HAaYOK C 3KpaHa.

e 3aBepliaeT BxogdaLme Tene@OoHHbIe 3BOHKMN.

e [lpuraywaert BxogaLume TesePOHHbIe 3BOHKMN.

e MNepexBaTbiBaeT Bxoaalme SMS 1 He No3BosAeT NnepesaBaTb Mx 0bpaboTumkam Jpyrmx
NMPUNOXKEHNN.

e [leakTMBUpPYET afMUHMNCTPATOPa YCTPOMCTBA.

e Yaanset faHHble NO/Jb30BaTeNs.

e Yrpos3a, BblfiBJIeHHas Ha OCHOBE MaLLUMHHOIO 0ByuYeHuUs.

o COAEPXNT TUNUYHBIN AN BaHKOBCKMX TPOSHOB U BUPYCOB KO,

e COAEPXUT TUMUYHBIN ANS NOKEPOB KOA,

e 3arpy>aeT AN NCMOJHEHMA NepPeUnCAeHHbIE BbIBASAEMbIE YIPO3bl.
e 3arpy>aeT U3 MHTEPHETa NepeYNCIeHHbIe BbISIBASEMbIE YTPO3bl.

e 3anyckaeT 60JbLLIOE YNCNO NPOLECCOB.
N3meHeHnA B dansoBon cucteme

e Co3paeT nepeynciaeHHble Garnbl.

MpwucBanBaeT aTpUOYT «CKPbITbIN» MepeuncieHHbIM danaam.

Ypanset nepeuncineHHble Gpanbl.

lNMomMeyaeT 3anNncaHHbIN ann Kak NCMOAHAEMbINA.

MNMomeuaeT pann Kak UCMONHAEMbIN.
e Ypanset dann.
e Yaanser cucteMHbli BUHapHbBIA danin.

° Cosp,aeT M N3MeHAeT CMMBOJINYECKNE CCbIJIKA.

PyKOBO,ELCTBO nosab3oBaTenda
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e 3anucbiBaeT B CUCTEMHYHO 06/1aCTb:

e 3anuvcbiBaeT B noaanNpeKTopuno cMcTeMHoOW obnacTtu:

s pannbl;

g cnMBOANYecCcKmne CCblIKK.

s dannbl;

8 CUMBOJIMYECKNE CChINKM.

3anuncbiBaeT BO BPEMEHHYH NOAANPEKTOPUIO:
s dannbl;

8 CMMBOJIMYECKNE CChINKM.

Cospaet anpekrTopuu:

5 B NOAAVPEKTOPUN CUCTEMHON AMPEKTOPUY;

5 B CUCTEMHOWN AMpPEKTOpUY;

o B NOAAVPEKTOPUM BPEMEHHOW ANPEKTOPUN;
o BO BPEMEHHOW ANPEKTOPUN;

5 B APYruX ANPEKTOPUAX.

Ypaansaet anpektopumn:

5 N3 CUCTEMHOW ANPEKTOPUN;

5 U3 NOAANPEKTOPUN CUCTEMHOW ANPEKTOPUN;
5 U3 NOAANPEKTOPUN BPEMEHHON AMPEKTOPUY;
5 U3 4PYruX AMPEKTOPUIA.

MNepeMellaeT nepeyncieHHble CUCTEMHbIe dalinbl.
MNepemeLlLaeT nepeumcieHHble panbl.
MoaMeHsEeT nepeyncieHHble UcnonHaemMble Ganbl.
N3meHseT pann HOSTS.

MoameHset pann HOSTS.
CamonepemelaeTcs.

Camoypansertca.

Cozpaet dannbl.

ViameHseT npaBa gocryna:

s ¢panna;

@ 3anmncaHHoro danna.

N3meHseT Bragenbua:

s panna;

@ 3anuMcaHHoro danna.

YctaHaBanBaeT 6710knpoBKy Ha danbl.

OtueTbl

PyKOBO,ELCTBO nosab3oBaTenda
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e /IameHseT BpeMA CO34aHNA, OCTYyNa NN N3SMEHEHNA Cl)al‘/lIJ'IOB.

e MoHTUpyeT hanNoBble CUCTEMBDI.

o [leMOHTMpPYeT PpainnioBble CUCTEMBI.

OtueTbl

e Co3paet dannbl c TpeboBaHMemM onnatuTb pacwmndposky darnos (Trojan.Encoder).

e VI3MeHseT MHOXeCTBO $alifioB NOAb30BaTeNbCKUX AaHHbIX (Trojan.Encoder).

e VI3meHseT pacwmpenma Gannos noab3oBaTenbckux gaHHbix (Trojan.Encoder).

e 33aeT pa3peLleHnsa Ha BbiNoaHeHne $anios.

e [lobaBnsiet nckntoueHns B Microsoft Defender.

CeTeBad akTUBHOCTb

e [MoaxnrouaeTcs K CeTEBOMY pecypcy.

e OTKpbIBaeT NOPT.

e OTnpaBnsieT faHHble Ha cepBep.

e [NonyyaeT faHHble OT cepBepa.

e [lonyyaet goctyn K SSH.

o CBA3bIBAETCA C CEPBEPOM MO MPOTOKOANY:

o

o

HTTP;
IRC.

e TCP:

o

o

o

o

o

3anpocbl HTTP GET;
3anpocbl HTTP POST;
3anpocbl HTTP HEAD;
3anpocbl HTTP PATCH,;
3anpocbl HTTP PUT;
3anpockl HTTP DELETE;
3anpocbkl HTTP OPTIONS;
3anpocbl HTTP TRACE;

3anpocbl HTTP Hen3BecTHOro popmara.

e UDP:

o

Apyroe

3anpocbkl DNS.

e [lobaBnseT KOPHEBOM cepTUdMKAT.

e OTK/IFOUaeT cepTndmKar.

e Cobupaet MHdopmMaLuto:

o

o

06 OC;
o U,

PyKOBO,ELCTBO nosab3oBaTenda
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s 06 onepaTMBHOW NamMATY;

o O CeTeBOW aKTMBHOCTM.

N3meHseT 3HaueHne AutoConfigURL Ha yka3aHHOe.
MoAMEHSET UMSA MPUNOXKEHUS.

MweT nepeuncieHHble OkHa.

Co3paet 1 ucnonHsaet Gpannebl.

OtueTbl

e ®ann 3awmuleH ynakosLlmkom Themida komnaHum Oreans Technologies.

o CopepXnT PYHKLMOHANbHOCTb 419 aBTOMATUYeCKOM oTnpaBku SMS.

Vicnonb3yeT afibTepHaTUBHbIE MOTOKM AaHHbIX NTFS.
3arpy>xaet gpaviBepbl.

Bbirpy>kaet mogynb agpa.

YcTaHaBAnBaeT MOy b Afpa Ha aBTO3arpysky.
3anyckaert shell-ckpunTbl.

3anyckaeTcs Kak poHoBas nporpamma (LeMoH).
KomnuanpyeT NCXoAHbIN KOA.

Yutaet nHpopmaumto ns /proc/kallsyms.

3arpy>xaeT AnHaMun4yeckme 6ubanoTekn.

CoBepLuaeT TenepOHHbIE 3BOHKM.

Ncnonb3yet anropntMbl ans WndpoBaHNA JaHHbIX.
Mcnonb3yet anropntMbl 418 paclumppoBKM JaHHbIX.
Vicnonb3yeT NoBbIlWEHHbIE NPUBUAETUN.
Vcnonb3yet npaBa agMuHucTpaTopa.

MonyyaeT NpaBa cyrnepnosib3oBaTeN.

OcywecTBigeT fJOCTyn K npuBaTHOMY nHTepdency ITelephony.

Wcnonb3yeT cneyunanbHyto 6MbanoTteky ans CKpbITUA MCNOAHAeMOoro 6alT-koaa.

OcywecTBaseT JOCTyn K MHTepdencam 3anncu ayano/Buaeo.
3anuceiBaeT ayamo/Buaeo.

OcywwecTBageT fOCTyn K nHTepdency kamepbl.

3meHseT HaCcTpOrKM rPOMKOCTU 1 BUGpauuu.

Monyyaet MHGOPMaLMIO O MECTOMONOXEHUN YCTPOMCTBA.
Monyyaet nHGOpPMaLUIO O CeTu.

Monyuvaet nHbopmauuto o TeneboHe (Homepe, IMEI v T. 4.).

MonyyaeT MHGopmMauuto o HacTpomkax APN.

MonyyaeT MHGOpMaumnto 06 aKTUBHbIX aAMUHUCTPATOPaxX YyCTPOMCTBA.

MonyyaeT MHPopmMaL Mo 06 YyCTaHOBIEHHbIX MPUNOXKEHUAX.

PyKOBO,ELCTBO nosab3oBaTenda
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e [TonyuyaeT HGOPMaALMIO O 3aNyLLEHHbIX MPUAOKEHUSAX.
e [TonyyaeT HGOPMaLMIO O MPUBSA3AHHBIX K YCTPONCTBY akKayHTaXx.
e [lobaBnsieT 3a4aHNA B CUCTEMHbIV MJAHUPOBLUNK.

e OTpucoBbIBaET COHCTBEHHbIE OKHA MOBEPX APYTUX MPUAOXKEHUN.

ObpabatbiBaeT HGopmaLmio n3 SMS-coobLieHmi.

MonyyaeT MHPOPMaLMIO O BXOAALLUNX/NCXOAALLNX 3BOHKAX.

MonyyaeT nHbGopmMauuto 06 oTnpaBAeHHbIX/NPUHATbIX SMS.

MonyyaeT MHPopmMaL Mo O TenedOHHbIX KOHTaKTax.

Bkntouaet/oTkNtOUaET BCe Kamepsl.

Ynpasnset Wi-Fi-nogkntoueHnem.

MpoBepseT Hannune aHTUBMPYCHBIX MPUNOXKEHWN.

MNepexBaTbiBaeT yBEAOMIEHUS.
e 3anpalunBaeT pa3peLleHne Ha oTobpaxkeHe CUCTEMHbIX YBEAOMIEHUN.
e Obpa3zel, 13 Google Play Store.

e [lepe3anyckaeT aHaan3npyemMbli obpaseL.

7.4.2.5. ®annbl u gamnbl NaMATH

Pazgen copepxut ase Tabanubl: CospaHHble ¢panbl 1 lamnbl namaTu. Cnpasa OT Ha3BaHMA
KaXkKZoW TabauLbl yKa3zaHO KOJIMYECTBO 0H6BEKTOB, OOHapY>XEHHbIX B XO4e aHau3a.

YTOObI OTKPbITH MHTEPECYHOLLYIO TabanLy, HaXXMUTe ee Ha3BaHWMe.

Y1o6bI OTCOpTUPOBATL CTOADOLbI TabAMLbI MO BO3pacTaHUIO NN yObIBaHWIO, HaXMUTE
3aronoBku cTonbu0B.

Yto6bl ckauaTb Gann n3 tabavubl, HaxkmuTe 3Hauyok Ckauatb pann — . Ecam Dr.Web vxCube
He cobpan painn n3-3a orpaHMYeHna pecypcoB, Garn He NOAYUnTCA ckayaTb. B 3Tom cayvae

oTobpa>kaeTca 3Ha40K

Co3paHHble Ppannbl

Tabavua coaepxumT nHPopmaumio o dpannax, Co3jaHHbIX B NpoLecce aHanmsa. B tabavue
oTobpa>katoTcsa NyThb, Xew 1 MMA 0BHapPY>KEHHOW Yrpo3bl.

Aamnbl namaTun
Tabavua cogep>uT MHGOPMaLUIO O caeayroLmx obbekTax:

e [lamnibl namATH.

o [/IH>XeKTbl.

PyKOBO,CLCTBO nosab3oBaTenda
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e bsiokn namaTny, Bblge/IeHblE NCXOAHBIM CI)aI7IJ'IOM BO BpeMA €ro BbIMOAHEHWA. BbI,D,EJ'IEHHaﬂ
NnamMATb MOXXET COAEPXKaTb Caielbl BpeAOHOCHOI\/’I adKTUBHOCTW.

B Tabavue otobpaxkatotcs uMa darina, XeL, yHuKanbHbl naeHTudukatop npouecca (PID) n
nMa 0bHapy>XeHHOU Yrpos3sbl.

ii VMsa 06HapykeHHOW yrpo3bl 0TobpaXkaeTcs B Tabmuax npv ycaoBUKM, UTO OHa
g cozepxmtcs B 6a3e gaHHbIx Dr.Web.

7.4.2.6. TenedpoHHble 3BOHKU U SMS (onumoHasnbHO)
f | E Pa3gen npucyTcTBYET TONIbKO B OTYeTax 06 aHanv3e naketos Android.

Pazgen cogepxuT nHdopmaumto 06 ncxoaawmx tene@oHHbIX 3BOHKax U SMS-coobuieHunsx,
KOTOopble OblAN COBEpLUEHbl aHaAN3NpPyeMbIM NpUaoXeHneM. B Tabavue ykazaHbl
TenedOHHbIe HOMepa noJsyyaTesnen N TeKCTbl COOBLLEHNI.

7.4.2.7. XXypHan APl u HamepeHus

Pazgen cogepxuTt aBe Tabanubl: XXypHan APl v HamepeHus.
f | : Tabavua HamepeHus npucyTcTByeT TO/bKO B OTYeTax 06 aHanv3e naketoB Android.

CnpaBa OT Ha3BaHMA KaXAol Tabanubl yKazaHO KOIMYECTBO OOBEKTOB, OBHAPYXKEHHbIX B
X0/ aHanm3a.

UT06bl OTKPbITE MHTEPECYHOLLYHO TabANLy, HaXXMUTE ee Ha3BaHMe.

Y106bI OTCOpTUPOBATL CTONDOLbI TabAMLBI MO BO3pPacTaHUIO NN yObIBaHWIO, HaXMUTE
3aronoBku CTon6u0B.

Y1066l OTOUABTPOBATL AaHHbIE B TabAMLAX NO BPEAOHOCHOCTU, HaXXMUTE OAMH M3 LiBETOB B

wKane . ®nnbTp paboTaeT No NpPUHLMNY BKAtOUYeHNA Bonee BbICOKOro
YPOBHSA BPEAOHOCHOCTN B NMpPeAblAyLLNI YPOBEHb.

XypHan API

B tabanue XypHan APl cobpaHa nHdopmanma 060 Bcex cobbITMAX, MPOM3OLLEALLNX Ha
BMPTyaNbHOW MalunHe BO Bpems 3anycka darvina. XXypHan APl npeactaBnset cobow

CTPYKTYPUPOBaHHYIO B Tabanuy nHdopmauunto 13 pasgena [pad npoteccos.

PyKOBO,CLCTBO nosab3oBaTenda
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HaxxmunTte OTKpbITL )XypHan APl B HoBoI BK1agKe, UTOObl OTKPbITh pa3zes B HOBOW BKAaAKe

6paysepa.
Mapametp KommeHTapwuii
Bpewms Bpems cobbitus. OTcumnThbiBaETCA C MOMEHTa 3aMycka aHaiusa danna.
Mpouecc MoAHbIA NyTb K NPOLIECCY Ha rOCTEBOV ONepaLOHHON cuCTeMe.
CobbiTne CobbiThe, npomrsoLlesllee BO BpeMs 3anycka daiina. CooTBeTcTByeT
obueynoTpebnsembiM API-GyHKLMAM.
AprymeHTbI AprymeHTbl COBbLITUIA. YKa3blBatoT Ha 0CObble YCIOBMS BbIMOJHEHUA COObITHS.
HamepeHus

B Ta6n|/|u,e HaMEPEHMﬂ nepe4vyncieHbl HaMepeHuna, KOTopble Bblnu OTMpaBJieHbl
aHaNN3NpPyeMbIM MPUNOXKEHUNEM, yTOObI 3anyCTUTb KOMMNOHEHTbI APYrnX I'IpVI.I'IO)KGHI/IVI.

Mapametp KommeHTapuii

Bpewms Bpems gevictBusa. OTcumTbiBa€TCA C MOMEHTa 3arnycka aHanausa parina.
JaHHble JaHHble, C KOTOPbIMU BbINONHAETCA felCTBYE.

[elictBue Ha3BaHue BbIMONHAEMOro AeicTBuA.

TpaH3sakuya TpaH3akuya, onpejenatoLlasn TMn 3anyckaeMoro KOMMOHeHTa:

e START_ACTIVITY — 3anyck onepauyu.
e START_SERVICE — 3anyck cny>obl.
e BROADCAST_INTENT — pacchbinka WMpOKOBeLLaTesibHbIX COOOLLEHN.

VIMs KOMMoHeHTa KomMnoHeHT, KOTOprI7I nony4yaeTt HaMepeHne.

7.4.2.8. CeTeBasa aKTUBHOCTb

B pa3sene CereBas akTUBHOCTb COAEPXKUTCA MHOOPMALMA O MOAKIHOUEHUSAX, KOTOPbIE BblNN
MHULMMPOBAHbI BO BPEMS BbINMOJHEHMS palina. ITa MHGOPMaLMa NpeacTaBieHa B BUje
KapTbl 1 Tabanubl. Ha kapTe yka3aHbl CBEAEHMSA O KONNYECTBE MNOAKIHOUYEHNN N KOHEYHbIX
Toukax. B Tabanue nog kapTol Bbl HajeTe caeayrolme JaHHbIE MO KaXAOMY MOAKIHOUEHNHO:

e Bpems: Bpems ¢ 3axBaTa NepBoro naketa (B cekyHAaXx).

MpoTtokon: NPOTOKOA, UCMONb3YyeMbI A1 MOAKIOUYEHNS

OrnpaBurtenb: |IP-aspec oTnpaBuTens nakerta.

Monyuartennb: |IP-agpec nosyyaTtend nakera.

UHpopmauusa: nHdopmaums o nepesaBaeMomM nakerte.

PyKOBO,ELCTBO nosab3oBaTenda
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Bbl MOXeTe copTMpoBaTb MHGOPMALMIO MO BO3pPaCTaHUIO U YObIBaHWUIO BO BCEX CTONBLLAX,
kKpome ctonbua UHpopmauma. [ins 37oro HaxxmuTe 3aronoBok ctonbua. Cnpasa ot
3arosioBka cTo/16ua, Mo KOTOPOMY Ha AaHHbIA MOMEHT COPTUPYHOTCA MOAKNHOUEHMNS,

oTobpaxkaeTcd 3Hauok ~ mam . Y10b6bl U3MEHNTb HanpaBaeHe COPTUPOBKM, HAXXMUTE
3aroNoBOK elle pas.

' Mo ymonuaHuio B pa3gene CeTeBas aKTMBHOCTb OTOOpaXxatoTcs TONbKO Te

A NOAKIHOYEHWUS, KOTOPbIE MHULMMPOBAA aHannsnpyemMblii Gann. Ytobeol
JAOMONIHUTENBHO MOKa3blBaTh MOAKIHOYUYEHWS, KOTOPblE MHULMUPOBAAW Bbl
vepe3 VNC-knneHT, nepes 3anyckoM aHaausa yCcTaHOBUTE B OKHe

[onosHuTeIbHble HACTPONKX GAaxkok OTcaeXXnBaTb BCe NpoLeccbl Npu
ncnonb3oBaHum VNC.

7.5. XXypHan aHanusa ¢annos

XKypHan cogepxunT nHpopMaL Mo 06 aHann3ax, NPOBeAEHHbIX paHee, U PacnoNoXeH Ha
rnaBHon ctpaHuue Dr.Web vxCube noa 6nokom Beibopa danna.

XKypHan nossonser:

e OCyLLEeCTBAATL MOUCK MO CTPOKe, PUALTPOBATL M COPTUPOBATL 3aMnCH.
e MpoBepATb NPOrpecc TeKyLLEro aHaan3a.

e MpocmaTpmBaTh, yAansiTb U CKauMBaTb OTUETHI MPOAHAAN3NPOBaHHbIX hanoB.

YnpaBsieHue XXypHasiom

Y106bI 3a4aTb KOJIn4ecTtBoO 3anuceﬁ, OTOﬁpa)KaeMbIX Ha OAHOFI CTpaHuue

e HaxxmuTe BbiNajatollee MEHIO NOA TabanLen.

UTo6bI OTCOPTMPOBATL 3aNMUCK

e HaxxmuTe 3aronoBOK COOTBETCTBYHOLLErO cTON6La.

Bbl MOXeTe oTCOpTUPOBaTh 3aMMcK Mo NOTVUHY NOAb30BaTeNs (€C/M y BacC ecTb NpaBa
agMUHUCTpaTopa), MeHu dalina nan aare.

UT06b1 OTPMALTPOBaATL 3aNUCK

° BBeAI/ITe CTPOKY B noJsie noumcka. Mownck OCyLlecTBaAETCA NO BCEM CTOJ'I6Ll,aM Ta6J'II/ILl,bI.

e Haxxmute XKypHan gna duabTpaymm no uny darina.

UTo6bI BbIGpaTh OTO6paXkaemble CTo6LbI

¢ B npaBom yrany Tabavubl HaxxmuTte **°

PyKOBO,CLCTBO nosab3oBaTenda
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e Boibepute Hy>kHble ans oTobpaxkeHMsa cTonbubl.
KypHan: Bce dalinb ~ Q
KypHan: ece dainel
XypHan: ncnonHseMsle dains Windows
KypHan: nakers Android sfaccdb.cl...  ACCDB 119302bafdsf7eeas21200dd4agabece... [ Win7 32-bit 12:04
Win10 64-bit
JypHan: gokyMeHTel Microsoft Office Win1 64bit
n I
XypHan: ¢ainel Acrobat Reader
nel32.clean ELF 1617adb0abe3b07a8bb75c0ae34133ac.. [ @ Debian 8 ARMel32 12:03
ypHan: ncnonHaemele daiine Java
XypHan: GaiAel CLEHAPHLIX A3LIKOB APK 3093ee3ed667252febleed1ade33add4?... |:|-| @) Android 7.1 12:02
KypHan: ncnonHAemsle Gaiine *nix s/dotm.cl..  DOTM 43091569121012097295c1833c025841...  []| @ Win7 32-bit 12:01
JypHan: gpyrue ) Win10 64-bit
& Win11 64-bit

PucyHok 16. Bbi6op Tvna ¢aiinos B XXypHane

YT106bI OTKPLITL CTPaHULLY OTUeTa 06 aHanu3e

e HaxxmuTte nMs nHTepecyrowero Bac danna.

YT106bI cKauyaTb oTueT 06 aHanu3e

e [Ina cooTBeTCTBYIOLLErO halina HaBeaMTe KypCcop Ha 3HaUoK *** 1 BbiIbepunTe CKauaTb apXuB.

MoapobHbIA oTueT ByaeT ckayaH B dpopmaTe ZIP.

YT106b1 yaanutb otuet 06 aHanmse

e [Ina cooTBeTCTBYIOLLErO halina HaBeaMTe KypCcop Ha 3HayoK *** 1 BbIbepuTe YaanuTb oTuer.

>KypHaﬂ: BCe q)aVU'Ib\ ~ Q
test@test.ru apk.clean APK 393ee3ed667252feb1eed1ade33add4... |]-| @ Android 7.1
- CrauaTs apxve
test@test.ru clean/unix/armhf32.clean  ELF e61e5b756f2555d09f2241371d0ec05b... D—l @ Debian 11 ARMhf32
test@test.ru cleanfwindows/accdb.cl... ACCDB 119302b4fd8f7ee9821299dd4a8abcc9... ﬁ] Win7 32-hit YAanUTE OTUET
Win10 64-bit
Win11 64-bit

PucyHok 17. [leiicTBUA, AOCTYNHbIE ANA NpoBepeHHbIX ¢pannos B XXypHane

7.6. Tern

Ytobbl paboTaTth C oTUETAMM ObIIO YAOOHEE, Bbl MOXETE MCMOJb30BaTh B HUX CNeLnaibHble
MeTKM Knaccudukaumm, meau. Jo6aBnTb TerM MOXHO ABYMsA criocobamu:

e [1pu pobaeneHunu npasuia YARA. Toraa, ecam 3170 npaBuao cpaboTaeT B npouecce aHanmsa,
yKa3aHHble Tery aBToMmaTuyecky nonazgyTt B OTYeT.

e BpyuHyto B roToBbIV OTYeT. [nsa 3T0ro:
1. B ctpouke otueta Term Haxkmute @

2. BBEAI/ITE nMA Te€ra, NCNoJib3ya NaTuHCKune 6yKBbI, LI,I/Iq)pr Uan nogyepkmnBaHume.

PyKOBO,CLCTBO nosab3oBaTenda
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8. API

API Dr.Web vxCube no3songert:

e OtnpaBasaTb Ganiibl Ha aHaAM3 6e3 yyacTms YenoBeka.

e OtnpaBnsaTb 6onblie GanoB 3a MeHbLUEe KONMYECTBO BPEMEHM.

e CucteMaTM3npoBaTb pe3ynbTaTbl MPOrPaMMHbIM MYyTEM.

Ans pabotbl ¢ APl Dr.Web vxCube pekomeHayem ncnonb3zosatb Haw API-kaneHT Dr.\Web
vxCube API Client . B 3ToM ciydae BaM He MpUAETCS CaMOCTOATeNbHO GOPMUPOBaTh

3anpOCb|AnﬂTaKmerMCTBMM,KaK,HaanMep,OTnpanao6pa3u03|4aaHanM3,nonyqume
PE3yNbTaTOB N CKayYMBaHUNE OTHETOB.

B HacToAwwee Bpema ncnonbsyertca APl Dr.Web vxCube Bepcum 2.0. 31a Bepcua API
noasep>xwusaet Tonbko dpopmat JSON. [nsa Bcex 3anpocos k APl ncnonbsymnte 6azosbin URL-
agpec:

https://<IP cepBepa/ImoMeHHOe ¥MMa cepBepa>/api-2.0/

8.1. AyteHTndpukaums

Kaxxabin API-3anpoc k cepucy Dr.Web vxCube no API gosxeH 6biTb ayTeHTUOULMPOBaH C
nomMolLbto API-kntoua. STOT KJIOY CNYXUT MAEHTUOMKATOPOM NMONb30BaTeNSA, CBOEOOPa3HbIM
KJIFOUYOM JOCTyrna K cepBuUCy (MO aHaAormm c NOTMHOM M NaposieM B Beb-nHTepdelice). API-
K/IOY yKa3blBaeTca B 3arojsioBke Authorization API-3anpoca.

Mpumep 3anpoca

curl -X GET https://<IP-ampec/moMeHHOe MMa cepiBepa>/api-2.0/analyses/60e21c98-7c2a-4112-
81b5-a577f6cdf4db \

-H "Content-Type: application/json" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeececeececececee"

Bbl MoxeTe co3zath API-kntoy B Beb-uHTepdence cepsmca nam ¢ nomolbro API-3anpoca.

8.2. YnpaBneHue APl-knrouamun
Bbl MmoXeTe co3gasatb API-kiroun, npocmatpmBath UX U yaanaTh.

Y Bac moxeT 6bITb He 6onee 10 API-knrouen. Ecav Bbl xoTnTe 06aBUTL HOBbIN API-katoY, HO Y
Bac y>ke ectb 10 kntouen, cHavana yaannTe OanH UM HECKONbKO M3 MMEROLLIMXCS.

PyKOBO,CLCTBO nosab3oBaTenda
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UTtob6bI co3paatb APl-kntou B Be6-uHTepdeiice

1. B npaBOM BepxHeM yray rnaBHou ctpaHuubl DrWeb vxCube HaxmuTe B Mpodunnsb >
Hactpowiku.

2. BoibepuTe cneBa Bknazaky APl-ceccum.

3. B nosie HoBbI KKOY BBEAUTE UMSA KIKOYA U HAXMUTE + . Kntou nossutca B cnmcke
Cyw,ecTBylouiue Kaoum.

4. Bbl MOXeTe CKOMMPOBATb CO34aHHbIM KU, HaXaB cripaBa OT HEro 3HAYOK D_I

UTto6bI co3paatb API-knrou ¢ nomoubro API-3anpoca

e OtnpasbTe 3anpoc POST login.

UTo6bI NOCMOTpeETb CNUCOK MMetowmnxca y Bac APl-karouei

1. B npaBOM BepxHeM yrny rnaBHou ctpaHuubl DrWeb vxCube HaxmuTe B Mpodunnb >
Hacrpowiku.

2. BbibepuTe cneBa Bkiaaky APl-ceccum.

3. B cnucke CywecTByrowme Karoum Bbl yBuante cson API-kiroun.

Ecnimy Bac yxe ectb APl-kntoy, Bbl MOXXeTe noJslyyuntb ero B oTeBeTe Ha APl-3anpoc POST
: login.

UYr106b1 yaanuto API-knrou

1. B npaBOM BepxHeM yray rnaBHou ctpaHuubl DrWeb vxCube HaxmuTe B Mpodunb >
Hactpoiiku.

2. Bbibepute cnesa Bkiaaky APl-ceccum.

3. B cnucke CywecTByrowme KAKOUM CripaBa OT K1k0Ya, KOTOPbIA XOTUTE YAaNNTb, HaXXMUTe

' Bbl MO>KeTe OTMEHUTb yAaneHve karoya. [ns 3toro Haxmute BocctaHOBUTB psfom ¢
nHbopMaLveit o ero yaaneHun. Ho eciv Bbl 3akpoeTe okHo HacTpoiiku, To KHomMka
BoccTaHOBUTL VCUE3HET U KoY ByaeT yAaneH HaBceraa.

8.3. DHANOUHTDLI

8.3.1. analyses

DHAMOWHT UCMONb3YETCA ANA YNPaBAEHNA aHANN30M.

PyKOBO,CLCTBO nosab3oBaTenda
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DELETE analyses/ <analysis_id:uuid >
OnucaHue Mapametpbi Pesynbrar
Ypanute aHanvs. — AHanu3 yaaneH, kog 204.

GET analyses
OnwucaHue Pesynbrar
Monyuntb faHHbIEe 06 aHann3ax. Cnuncok obbekToB Analysis.

Mapametpbl
Mapametp Tun OnucaHue O6s3aTeNibHbIN
count integer Konunuectso Bo3BpalLaemMbix 06bektos, 1...100. Het

Y106bI NONYUNTL 6OAbLLIE O6BEKTOB,
MCMOb3YINTe HECKO/IbKO 3anpoCoB U napameTp
offset. No ymonyaHmo count=10.

offset integer  Cmeuenue, 0...+0c0. [1o ymonuaHuo of fset=0. Het

format_group_name  string ®unbtpaums no tvny danna. Het

GET analyses/ <analysis_id:uuid >

OnwucaHue Mapametpbi Pesynbrar
Monyunte NoApPO6HYHO — O6bekT Analysis.

vHbopmaumo 06 aHanuze.

HQVIMGF_) nCcnoJjib3oBaHUA

GET analyses/ <analysis_id:uuid>/archive

OnucaHue Mapametpbi Pesynbrar
CkayaTb MOJIHbIN apXuB C — ApxwB, cofepkallmin pe3ynbTaThl
pe3yabTaTamMu aHaamnza. aHanu3a no BCeM 3ajadvam.

HpMMep MCnoJb30BaHMA

PyKOBO,CLCTBO nosab3oBaTenda
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GET analyses/ <analysis_id:uuid >/sample
OnucaHue Mapametpbi Pesynbrar
CkavaTb aiin, oTnpaBAeHHbIN Ha  — ®aiin, oTNpaBAEeHHbIN Ha aHaW3.
aHanus.
POST analyses
OnucaHue Pesynbrar
3anyctutb aHanaus daina. O6bekT Analysis.
MapameTpbl
MNapameTp Tun OnucaHue 06s3aTe/bHbI
analysis_time integer Bpems BbiNonHeHus daiina B cekyHaax, ot 30 go  Het

300. Mo ymonyaHuio analysis time=60.
convert_video boolean  lMNpeobpa3oBbiBaTb BUAEO B NpoLecce aHanm3a.  Het

copylog boolean  KonuposaHuve nosHoro HeobpaboTaHHOrO Het
XypHasa runepsumsopa.

crypto_api_limit integer MakcvmanbHbi pasmep 6ydpepos Crypto APIB Het
M6.

custom_cmd string/null  KomaHaa ans BbinonHeHuns daina. Het

drop_size limit integer OrpaHuyeHmne Ha 06LLMIA pa3Mep CO3AaHHbIX Het
dannos.

dump_browsers string 3anucbiBaTh Aamribl MOAy/eit 6pay3epos. Het

dump_mapped boolean  3anucbiBaTb AaMmnbl CONOCTaBAEHHbIX B MaMsATU Het

$ainoB (ToNbKO Nocae BbIMOJHEHMA).

dump_processes boolean  3anucbiBaTb Aamrbl NPOLIECCOB (TONLKO MOCae Het
BbIMOJHEHMUSA).

dump_size_ limit integer MakcuMasibHbI pasmep KONEKLUMOHMPYEMbIX Het
ApOonoB.
dump_ssdt boolean  3anucbiBaTh gamnbl SSDT. Het

PyKOBO,CLCTBO nosab3oBaTenda
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MNapameTp Tun OnucaHue 06s3aTe/bHbI
flex_time boolean  v6koe Bpems ucnoaHeHns obpasua. Het
format_ name string ®opmat dainna. [Ja, echv popmat
He onpejeneH
aBTOMaTNYeCcku
forwards array MNepeHanpaBieHne ykaszaHHbIX MOPTOB K3 Het
[string]/n  rocteBOW BMPTyanbHOW MaLlUHbL.
ull
generate_cureit boolean  Mogrotosute ytuauty Dr.Web Curelt! gnsa Het

06e3BpexkrBaHus yrpo3 B NCXOZHOM ¢aline n Bo
Bcex dalinax, co3faHHbIX BO BpeMs aHaiu3a.

get_1lib boolean  TMonyyaTb *.1ib dainbl n HeobpaboTaHHble Het
Jambl.

injects limit integer JIMMUT KONMYECTBA VHXKEKTOB. Hert

monkey clicker boolean  Bkntouutb aBTOKAMKEP. Het

net string KomaHza s nepeHanpasieHus CETEBOro Het

Tpadvka BMPTyabHOW MallWHbl B COOTBETCTBUN C
yKa3aHHbIMW HaCTpoKamu.

e VPN = vpn:// (MCNONb3yeTca Mno-
YMOJIYaHWIO, eC/IN He yKa3aH napameTp net)

e TOR = tor://

e Socks4 = socks4d://host:port

e Socks5 = socksb5://
[login:password@]host:port?

parameters

e Shadowsocks = shadowsocks://
[login:password@]host:port?
parameters

Bo3MO>KHble 3HaueHun parameters:

udp — nosegeHve UDP-npoTokona (udp=on —
nepeHanpasaatb Becb UDP-Tpaduk, udp=off —
He nepeHanpaBaaTb Tpaduk);

login:password — napamMeTpbl aBTOpM3aLnn
Ha NpoKcK cepBepe (He obsA3aTeNbHO A
Socks5, obazatenbHo ans Shadowsocks).

no_clean boolean  Monyunts Bce gamnbl alloc-dbyHKUW 1 gponsbl. Het
optional count integer/n  MakcumasibHOe KONMYECTBO aKTVBHbIX TOUeK Het
ull OCTaHOBKM.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp Tun

platforms array
[string]/n
ull

proc_ lifetime string/null

sample id integer

set date string

write file limit  integer

[prmep ncnoab3oBaHUa

OnucaHue

MnatdopMbl A/is BbINOJHEHWSA dalina.

Bpemsa xu3HM npoLecca B ceKyHAax.
Mpumep:
'notepad.exe, 35, winword.exe, 20
ID ncxopHoro datina.

YcTaHOBUTb CUCTEMHYHO AaTy (bopmar:
17.03.2022).

MakcvmanbHbin pasmep 6ydpepos WriteFile B
M6.

POST analyses/ <analysis_id:uuid >/restart

OnucaHue
Mepe3anyctutb BCe yAaneHHble

WA HeyAaBLUMECA 3a4ayn
YKa3aHHOTo aHanum3sa.

8.3.2. formats

Mapametpbl

Pesynbrar

API

O6sa3aTenibHbIN

Het

Het

[Ja

Het

Het

Mepe3anyck yaaneHHbIX uimu

HeyAaBLUWMXCA 3ajaud.

3HAI'IOI/IHT NCNonb3yeTca ana nonyvyeHumaA I/IHCI)OpMaLI,I/IVI O nojaep>XxmBaemblX q)OpMaTaX.

GET formats

OnucaHue

Monyuntb cnncok popmaTos,
KoTopble noaaep>xmsaet Dr.Web
vxCube.

Mapametpbl

Pesynbrar

Cnivcok o6bekToB Format.
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8.3.3. login

DHAMOMHT NCNOb3YETCA, UTOBbI MONYUYNTL OAMH U3 CO34aHHbIX paHee APl-kntouent nam
co3jaTb HOBbIN. Y Bac MOXeT bbITb He 6onee 10 API-kirouen.

POST login

OnwucaHue Pesynbrar

{
"new key": <true usu false>
"api key": "<APl-kanou>"
"start _date": "<dama>"
"name": <UMA K/IKOYaG>

Monyunts API-kntou.

Mapametpbl
Mapametp Tun OnucaHue O6s3aTenibHbIN
login string JNlorvH nosnb3oBatens. Ja
password string MNaposb nonb3oBatens. Ja
new_key boolean Onpegensert, co3gaBatb v HOBbIV APl-kntoy mam  Het
NCMoAb30BaTh OAWH U3 CO3AaHHbIX paHee. Mo
yMON4aHMO new key=false.
Ecnun y Bac HeT co3gaHHbix APl-kntouein, moxeTte
He yKa3blBaTb 3TOT napametp, APl-kntou byzeTt
CO3JaH BCe pPaBHO.
name string Vims kntoua. Het

[lprmMep NCrnonbL30BaHUA

8.3.4. platforms

3HAI’IOI/IHT NCNonb3yeTca ana nonyvyeHumaA I/IHq)OpMaLI,I/IM O nojaep>XxmBaemMblX I'IJ'IaTCI)OpMaX.

GET platforms

OnucaHue Mapametpsl PesynbTar

MosnyunTb CNnCok — Cnncok obbekToB Platform.
NoAAepP>XVBaeMbIX MAaTHOPM.
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MNoapaep>xmBaemblie naatgpopmbl

B cnepyrowenn Tabaviue npuBeaeHbl NOAAEPXKMBaeMble NAaTGOPMbl AN Pa3HbIX GOPMATOB
darinos.

®opmar daiina Moapep>xuBaembie naatpopmbl

ARJ, BAT, BZ2, CAB, CDF, CHM, CPL, DLL, EML, EXE, GZ, winxpx86, win7x86, win7x64, win10x64, win11x64
HTA, JS, JSE, LNK, MOF, MSI, Native App, PS1, RAR,
SCT, SYS, TAR, VBE, VBS, WSF, XSL, XZ, ZIP, 7Z

ACCDB, DOC, DOCM, DOCX, DOTM, DOTX, IQY, MDB,  office_xp, office_7_32, office_7_64, office_10_64,
MHT, ODP, ODS, ODT, POTM, POTX, PPA, PPAM, office_11_64

PPSM, PPSX, PPT, PPTM, PPTX, PUB, RTF, SLDM, SLDX,

SLK, THMX, XLAM, XLL, XLS, XLSB, XLSM, XLSX, XLTM,

XLTX, XML, WPS

PDF acrobat xp_10, acrobat_7_32_11,
acrobat 7 64 15, acrobat_10 64 _15,
acrobat_11_64_15

CLASS, JAR java_xp, java_7_32, java_7_64, java_10_64,
java_11_64
DOCKER, PL, PY, SH intel64_astra_ce_2.12, intel64_astra_se_1.7.2,

intel64_debian_bullseye

ELF arm64_debian_bullseye, armel32_debian_jessie,
armhf32_debian_bullseye,
intel32_debian_bullseye, intel64_astra_ce_2.12,
intel64_astra_se_1.7.2, intel64_debian_bullseye,
mips32_debian_buster,
mipsel32_debian_bullseye,
mipsel64_debian_bullseye, ppc32_debian_jessie,
ppcel64_debian_bullseye

APK android7.1

8.3.5. samples

SHAMNOMHT NCNONb3YETCA ANA yNpaBAeHUs aHaan3npyembiMun Gannamu.

GET samples

OnucaHue Pesynbrar

Monyuntb cnncok dainos, Cnncok obbekToB Sample.
3arpy>keHHbIX paHee.
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MapameTpbl

Mapametp

count

offset

md>b5

shal

sha256
format name

format group name

Tun

integer

integer
string
string
string
string

string

OnucaHue

Konunuectso Bo3BpalLaemMbix 06bekTos, 1...100.

Y106bI NOAYUNTE 60AbLIE OOBEKTOB,
MCMONb3YITe HECKOIbKO 3amMpOCoB 1 NapameTp
offset. No ymonyaHmo count=10.

CmeuteHve, 0...+c0. [1o ymonyaHuio of fset=0.

®unbtpauma no MD5S.
Ounbtpauma no SHAT.
®unbtpaumsa no SHA256.
®unbtpaums no popmaty danna.

OunbTpaums no Tuny danna.

GET samples/<sample_id:number>

OnucaHue

MosnyunTb faHHble O daiine,

3arpy>keHHOM paHee.

Mapametpbl Pesynbrar

GET samples/ <sample_id:number>/analyses

OnucaHue

I'Ionyqvma AaHHble O NpoBeAeHHbIX

Ana daiina aHanvzax.

POST samples

OnucaHue

3arpy3utb danin Ha cepep Dr.Web vxCube.

MapameTtpbl

Mapametpbl Pesynbrar

Pesynbrar

O6bekT Sample.

API

O6sa3aTenbHbIN

Het

Het

Het

Het

Het

Het

Het

O6bekT Sample.

O6bekT Analysis.
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APl | 62

Mapametp Tun OnucaHue O6s3aTeNIbHbIN

file string ®aiin, KOTOPbIA HY>KHO 3arpy3uTb Ha cepBep. Jda
YKa3blBaeTcs MoJHbINA MyTb K danny ¢
NpeALwecTBYOLLMM CUMBOJIOM Q.

password string MNMaponb ans 3arpy>xaemoro apxvea. flonyctumaa  Het
ANvHa napoad: ot 1 go 25 cMMBOJIOB.

[pumep ncnoab3oBaHna

8.3.6. sessions

3HAI‘IOI/IHT NCNONb3yeTca anda ynpaBaeHnAa ceCCMamMmn.

DELETE sessions/ <api_key:string>

OnucaHue Mapametpbl Pesynbtar
Yaanutb ceccuio ¢ ykasaHHbIM API- — Ceccua yaaneHa, kog 204.
KJFOYOM.

GET sessions

OnucaHue Mapametpbi Pesynbrar
MonyunTb CANCOK BCEX OTKPbITbIX — — Cnncok ob6bekToB Session.
Ceccuil.

8.3.7. tasks

3HAI’IOI/IHT NCNONb3yeTCa AnA ynpaBaeHMA 3ajav4aMin aHann3a U AaHHbIMUW OTYETA.

GET tasks/<task_id:number>

OnucaHue Mapametpsl PesynbTar

Monyunts faHHbIE O 3ajauve. — O6bekT Task.
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GET tasks/<task_id:number>/archive

OnucaHue Mapametpbl Pesynbrar
CkauaTb apxvB C pe3ynbTaTamu — ApxuB C pe3synbTaTaMy aHanv3a.
aHanumsa.

GET tasks/ <task_id:number>/sample

OnwucaHue Mapametpbl Pesynbrar
CkauaTb dain, oTNpaB/ieHHbIA HA  — ®ain, oTNpaBAEeHHbIA Ha aHaau3.
aHanms.

GET tasks/ <task_id:number>/report

OnuncaHue Mapametpsbl PesynbTar
CkayaTb OgHOCTPaHWYHbIN HTML- — OgHoCTpaHnuHbIi HTML-oTuer.
oTYer.

GET tasks/ <task_id:number>/graph

OnucaHue Mapametpsl PesynbTar

CkauvaTb rpad B dopmate SVG. — pad B popmaTte SVG.

GET tasks/ <task_id:number>/dumps

OnucaHue Pesynbrar

MonyunTb faHHble 13 TabawnLpl

AaMI’IbI naMAaTn.

"total count": <yucsio>,
"items": <cnucok o6vekmos Dump >
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MapameTpbl
Mapametp Tun
count integer
offset integer
search string

OnucaHue

Konunuectso Bo3BpalLaemMbix 06bekTos, 1...100.

Y106bI NOAYUNTE 60AbLIE OOBEKTOB,
MCMONb3YITe HECKOIbKO 3amMpOCoB 1 NapameTp
offset. No ymonyaHmo count=10.

CmeuteHve, 0...+c0. [1o ymonyaHuio of fset=0.

O6paszeL, 41 NMoucka Mo CTpoke.

GET tasks/ <task_id:number>/drops

OnucaHue

MonyunTb AaHHble 13 TabauLpl

Co3paHHble bainbl.

MapameTpbl
Mapametp Tun
count integer
offset integer
search string

Pesynbrar

{
"total count": <4ucsio>,
"items": <CNUCOK 06bekmMos DI’O[]>

OnucaHue

KonunuectBo Bo3BpalLaembix 06bekTos, 1...100.

Y706bI NONYUNTE 60AbLIE OOBEKTOB,
NCMONb3YITe HECKOIbKO 3aMpOCOB U NapamMeTp
offset. lNo ymonyanmo count=10.

CwmeueHve, 0...+c0. [1o ymonuaHumo of fset=0.

O6paszeL, 411 Noucka Mo CTpoke.

GET tasks/<task _id:number>/networks

OnucaHue

nOﬂyHI/ITb AaHHbIE N3 Ta6}'II/ILI,bI
KapTa CeTeBOWN aKTUBHOCTM.

Pesynbrar

"total count": <4ucsio>,

"items": <cChucok obvekmoe Connection>

API

O6sa3aTenbHbIN

Het

Het

Het

O6sa3aTe/sibHbIN

Het

HeTt

Het
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MapameTpbl
Mapametp Tun OnucaHue
count integer  KosnwnuecTtso Bo3Bpalaembix 06bekTos, 1...100.
Y106bI NOAYUNTE 60AbLIE OOBEKTOB,
MCMONb3YITe HECKOIbKO 3amMpOCoB 1 NapameTp
offset. No ymonyaHmo count=10.
offset integer  CmeuleHue, 0.+, o ymMonyaHunio of fset=0.

GET tasks/ <task_id:number>/api_log

OnucaHue Pesynbrar

{
MonyunTtb AaHHblE K3 TabauLpbl
y A H "total count": <4ucsio>,

28yPHaa AL " "
KypHan AP| items": <chucok obvekmos APIEvent>
}
MapameTtpbl
Mapametp Tun OnwucaHue
count integer KosnnyectBo Bo3BpalLaembix ob6bekTos, 1...100.
Y106bI MONyunTb 60/bLIE OOHEKTOB,
MCMONb3YiTe HECKOIbKO 3aMpOCOB U NapamMeTp
offset. No ymonuaHmo count=10.
offset integer  CmelyeHue, 0...+c0. Mo ymonuaHno of £set=0.
search string Obpasel, A4ns noucka Mo CTPOKe.

GET tasks/<task_id:number>/intents (onunoHanbHO)

OnucaHue Pesynbrar

Monyuntb faHHble U3 TabauLpl
Hamepenua. SHANOMHT

MCMO/Ib3YeTCA TONBKO ANA 3a4aY,
3anyLeHHbIx Ha Android.

"total count": <yucsio>,
"items": <CNhUCOK 0b6bekmos Intent>

API

O6sa3aTenbHbIN

Het

Het

O6sa3aTenibHbIN

Het

Het

Het
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MapameTpbl

Mapametp

count

offset

search

Tun

integer

integer

string

OnucaHue

Konunuectso Bo3BpalLaemMbix 06bekTos, 1...100.

Y106bI NOAYUNTE 60AbLIE OOBEKTOB,
MCMONb3YITe HECKOIbKO 3amMpOCoB 1 NapameTp
offset. No ymonyaHmo count=10.

CmeuteHve, 0...+c0. [1o ymonyaHuio of fset=0.

O6paszeL, 41 NMoucka Mo CTpoke.

GET tasks/ <task_id:number>/phone_actions (onunoHasnbHo)

OnucaHue

Monyuntb AaHHbIE U3 Tabanupl
TenedoHHble 3BO0HKM 1 SMS.

WNcnonb3yeTtcs Tonbko Ans 3ajay,
3anyLeHHbIx Ha Android.

Mapametpbl

Mapametp

count

offset

search

Tun

integer

integer

string

Pesynbrar

{
"total count": <4ucsio>,

API

O6sa3aTenbHbIN

Het

Het

Het

"items": <cnucok obvekmos Call u Message >

OnucaHue

Konunuectso Bo3BpalyaeMbix o6bektos, 1...100.

Y106bI NONYyuUnTb H60/bLIE OOBEKTOB,
UCMONb3YIATe HECKOJIbKO 3ampoCOB U NapameTp
offset. No ymonyaHuo count=10.

CmeuteHue, 0...+c0. [1o ymonyaHuo offset=0.

Ob6pasel, Ans noucka no CTpoke.

GET tasks/ <task_id:number>/archive_storage

OnucaHue

Monyuntb cNncok Ganos u

Mapametpbi

path (string) — nyTb,
AVIPEKTOPWIA B apXmBe WiK ckayaTb Heobs3aTesbHbIN Napamerp
dalin unn ANpPeKTopuo 13 apxmBa.

Pesynbrar

{

O6s3aTenibHbIN

Het

Het

Het

Ecan path He ykasaH:

"folders": <ChUCOK nanok 8

apxuse>,
"files":

apxuse>

<cnucok ¢atinos 8
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OnucaHue

ﬂpMMepMCﬂOﬂb3OBaHMﬂ

Mapametpsl

POST tasks/<task _id:number>/restart

OnucaHue

Mepe3anycTuTb yaaneHHyo Win

HeyZJaBLUytOCa 3ajauy.

8.3.8. ws/progress

Mapametpbl

API

Pesynbrar
}

Ecnv path ykasaH — daiin mim
apxvB nanku.

Pesynbrar

Mepe3anyck yAaneHHoOM unm
HeyaaBLUeNncs 3agaun.

Y106kl NnogxntoumTbcs no npotokony WebSocket n nonyumtb gaHHble o xoze aHanunsa B
pexnMe peasbHOro BpemMeHu, B 3anpoce ykaxumTte o6bekT JSON B BUAe CTpOKM:

{"analysis_id": <ID>}

B otBeT Bbl nonyunte 06bekT JSON:

{'message':

' <coobuieHue> ",

8.4. O61beKThI

8.4.1. Analysis

'progress': <x00 8bINOJHEHUS> ,

"task_id': <ID>}

O6bekT Analysis coaepxuT obume cBegeHns 06 aHannse n cNncok obbekTos Task.

Crpykrypa
Knrou

id

shal
sample id

size

Tun
uuib
string
integer

integer

OnwucaHue

UUID 3agaun.

Xew SHAT.

ID aHanmsvpyemoro darina.

Pazmep daiina B Halitax.
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Kntou Tun OnucaHue
format_name string/null ®opwmar paina. Conagaet ¢ popmatom Sample.format name,
ecnv popmaT He Hbl ykasaH ABHO Mpu 3anycke aHanmsa anna.
start_date string [ata n Bpemsa 3anycka aHaamsa.
(datetime.iso8601)
user_name string JlorvH nonb3oBsatens.
tasks array [Task Cnincok 3agau. CooTBeTcTBYeT BbI6paHHbIM NaaThpopmMam.
Mpumepbl

Ecnv Bbl 3anpocnan onpegeneHHbin aHaams no ero ID, B oTBeT Bbl noayumTte o6bekT Analysis,
B KOTOPOM KtOY tasks — 310 cnucok obbekTos TaskFinished nan TaskProcessing:

{

"id": 1629b17b-fd44-46e6-97a2-1310c1f050a4,

"sample 1id": 6248,

"size": 3242863,

"shal™: "8c8leblb6a87e30656d479968eca969bc59%deb3",
"start date": "2018-12-12T11:29:44.645968+00:00",

"user name": "name example",
"format name": "rtf",
"tasks": [

{

"end date": "2018-12-12T11:33:37.490050+00:00",

"platform code": "winxpx86",
"maliciousness": 100,
"id": 16916,
"status": "successful",
"start date": "2018-12-12T11:29:44.645968+00:00",
"rules": {
"neutral”: [

"Searching for the window",
"Creating a window",
"DNS request",
"Sending an HTTP GET request"
"suspicious": [
"Connection attempt by exploiting the app vulnerability"
]
}I
"detects": [
"behavior",
"files dumps"
1,

"verdict": "malware2"

"end date": "2018-12-12T11:33:47.716867+00:00",

"platform code": "win7x86",
"maliciousness": 100,

"id": 16917,

"status": "successful",

"start date": "2018-12-12T11:29:44.645968+00:00",
"rules": {
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"neutral”: [
"Creating a window",
"DNS request",
"Sending an HTTP GET request",
"Creating a process from a recently created file",
"Launching a process"
]I
"suspicious": [
"Connection attempt by exploiting the app vulnerability"
]
}I
"detects": [
"behavior",
"files dumps"
]I

"verdict": "malware2"

"end date": "2018-12-12T11:34:08.229276+00:00",

"platform code": "win7x64",
"maliciousness": 100,
"id": 16918,
"status": "successful",
"start date": "2018-12-12T11:29:44.645968+00:00",
"rules": {
"neutral": [

"Creating a window",
"DNS request",
"Sending an HTTP GET request",
"Creating a file in the %temp% directory",
"Launching a process",
"Launching the default Windows debugger (dwwin.exe)"
]I
"suspicious": [
"Connection attempt by exploiting the app vulnerability"
]
}I
"detects": [
"behavior",
"files dumps"
]I

"verdict": "malware2"

"end date": "2018-12-12T11:35:11.553665+00:00",

"platform code": "winlOx64",
"maliciousness": 100,
"id": 16919,
"status": "successful",
"start date": "2018-12-12T11:29:44.645968+00:00",
"rules": {
"neutral": [

"Creating a window",
"Sending an HTTP GET request"
]I
"suspicious": [
"Connection attempt by exploiting the app vulnerability"
]
}I
"detects": [
"behavior",

API
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"files dumps"
]I
"verdict": "malware2"
}I
{
"end date": "2018-12-12T11:36:12.589364+00:00",

"platform code": "winllx64",
"maliciousness": 100,
"id": 16920,
"status": "successful",
"start date": "2018-12-12T11:29:44.645968+00:00",
"rules": {
"neutral”: [

"Creating a window",
"Sending an HTTP GET request"
1,

"suspicious": [

"Connection attempt by exploiting the app vulnerability"

]
}I
"detects": [
"behavior",
"files dumps"
]I
"verdict": "malware2"

API

Ecnv Bbl 3anpocmam CnmMcok aHanm3oB MeTogoM GET analyses, B OTBET Bbl MO/y4nTe CANCOK
o6bekToB Analysis, B ka>x0M 13 KOTOPbIX KN4 tasks — 3TO cNUCOK 06bekToB TaskBasic:

{

"id": 1629b17b-fd44-46e6-97a2-1310c1£f050a4,

"sample id": 6248,

"size": 3242863,

"shal": "8c8leblb6a87e32152d439965eca944bc59%deb3",
"start date": "2018-12-12T11:29:44.645968+00:00",

"user name": "name example",
"format name": "rtf",
"tasks": [

{
"end date": "2018-12-12T11:33:37.490050+00:00",

"platform code": "winxpx86",
"maliciousness": 100,

"id": 16916,

"status": "successful",

"start date": "2018-12-12T11:29:44.645968+00:00"

"end date": "2018-12-12T11:33:47.716867+00:00",

"platform code": "win7x86",
"maliciousness": 100,

"id": 16917,

"status": "successful",

"start date": "2018-12-12T11:29:44.645968+00:00"

"end date": "2018-12-12T11:34:08.229276+00:00",
"platform code": "win7x64",
"maliciousness": 100,
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"id": 16918,
"status": "successful",
"start date": "2018-12-12T11:29:44.645968+00:00"

"end date": "2018-12-12T11:35:11.553665+00:00",

"platform code": "winlOx64",
"maliciousness": 100,

"id": 16919,

"status": "successful",

"start date": "2018-12-12T11:29:44.645968+00:00"

"end date": "2018-12-12T11:36:12.589364+00:00",

"platform code": "winllx64",
"maliciousness": 100,

"id": 16920,

"status": "successful",

"start date": "2018-12-12T11:29:44.645968+00:00"

8.4.2. APIEvent

O6bekT APIEvent cosep>xunTt AaHHble 0 COObITUK, MPON30LLIEALLIEM BO BPeMSA BbINMOJHEHMA

danina.
Crpyktypa
Kniou Tun OnucaHue
process string Mo/HbBIN MyTb K NPOLECCYy Ha roCTeBOM OnepaLMoHHON cucTeme.
rules object Cnucok cpaboTaBLUUX MpaBu.
arguments string AprymeHTbl COBbITUS. YKa3biBatoT Ha 0COOble YCNOBUS BbINOJHEHUS
cobbITnA.
maliciousness  integer BpegoHocHocTb, o1 0 go 100.
event string CobbITve, NpouvsoLleliee BO BpeMs BbINOJHeHNUs dalina.
CooteetcTtByeT 06 eynoTpebasembim API-QyHKUMAM.
timestamp integer BpemeHHas mMeTka cobbiTus. OTCUMTBIBAETCS C MOMEHTa 3anycka
aHanmza darina.
Mpumep
{
"process": "<CURRENT DIR>\\example.exe:1432:2432",
"rules": {
"neutral":
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"Connection attempt"
]
}I
"arguments": "To '125.251.199.120':540",
"maliciousness": O,
"event": "ConnectNet",
"timestamp": 9

8.4.3. Call (onuuoHanbHO)

O6bekT Call congepxut gaHHble 06 ncxoaalem tTenedoHHoM 3BoHKe. OB6bEKT MCMOb3yeTCs
TO/IbKO B pe3y/bTaTax aHaan3a npuaoxeHun ana Android.

Crpyktypa
Knrou Tun OnucaHue
type string Bcerga call.
number string TenedbOHHbIV HOMep, Ha KOTOPbIV COBEPLLEH 3BOHOK.
Mpumep
{
"typell: "callll,

"number": "667206"

8.4.4. Connection

O6bekT Connection coep>XNT AaHHble O CETEBOM MOAK/IHYEHUN.

CrpykTypa
Kniou Tun OnucaHue
port integer Homep nopra.
host string Mma xocra waum IP-agpec.
country object CrpaHa.
app string [JaHHble NpVKNaZHOTO YPOBHS.
protocol string MpOTOKOA, UCMO/Ib3yeMbI 418 NMOAKIHOYEHWS.
ip string IP-agpec xocra.
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Mpumep
{
"port": 31,
"host": "<IP-adpec>",
"country": {
"name": "China",
"code3": "CHN"

by

"app": "{70,69,6e,67}",
"protocol": "TCP/IP",
"ip": "<I/P-adpec>"

8.4.5. Dump

API

O6bekT Dump cosepXXnT AaHHble O MOTEHLMabHO BPeAOHOCHOM AaMre npoLiecca.

Crpykrypa
Knrou Tun
archive path string
name string
shal string
detect string
pid integer
Mpumep

{

"archive path": "dumps/4 89432000 a71a8d8316cb3bc.4.38.6.ndmp",
"name": "a7la8d8316cb3bc",

OnucaHue

MyTb K Galiny B apxmee oTyeTa.
Nms dainna.

Xew SHAT.

Vimsa yrpossbl.

VaeHTndurkaTop npouecca.

"shal™: "8fllbclfb9ac4444472213e0ae91bcl66493f0ab",

"detect": "Trojan.Necurs.5",

"pid": 4

8.4.6. Drop

ObbekT DI'Op COAEPXKUT AaHHbIE O gpaﬁne, CO31aHHOM B NPOLLECCE aHan3a.
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CrpykTypa
Kniou

archive path
shal

detect

path

Mpumep

{
"archive path":
"shal":
"detect":
"path":

8.4.7. Format

Tun OnucaHue

string MyTb K Pariny B apxmee oTyeTa.
string Xew SHAT.

string Nma yrposbi.

string MyTb K co3aaHHOMY dainny.

"drops/d##vault.hta(0)",

"392b84af9%ede8fc70a29f02131e9%9ae91e£f88c809",
"JS.DownLoader.994",
"D:\\vault.hta"

O61bekT Format cosep>xuT gaHHble 0 dopmate danna.

Crpykrypa
Knrou

name

group_name

platforms

Twn
string

string

array

OnucaHue

HaseaHve dopmaTta daiina.

e apk: naketbl Android.

e arf: dannbl Acrobat Reader.

e ja: ucrnosHsemble dannbl Java.

e js: Gaisbl cLEeHapHbIX A3bIKOB.

e moc: jokymeHTbl Microsoft Office.
e other: mpouwve.

e uef: UCNONHAEMble Galiibl *nix.

e wef: ncnonHsemble dpanbl Windows.

Cnvncok nnathopm.

[Platform.code]

API

Ha3BaHue TUMNa Qaf/ma. Bo3MOXHble 3HaUeHNs:
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Mpumep
{

"name": "exe",

"group name": "wef",

"platforms": [
"winxpx86",
"win7x86",
"win7x64",
"winlOx64",
"winllx64"

API

8.4.8. Intent (onumoHanbHO)

O6bekT Intent cosepxuT saHHble 0 HamepeHun. OBBEKT MCMONb3YETCA TONbKO B pe3ynbTaTax
aHanun3a npunoxeHuin ans Android.

Crpykrypa
Kniou Tun OnucaHue
cn string KOMMOHeHT, KOTOpPbI NoyYaeT HaMepeHWe.
action string HazBaHve BbIMO/NIHAEMOro AenCcTBuA.
data string [aHHble, C KOTOPbLIMU BbINOHAETCA AelCTBYE.
transaction string TpaH3akuyma, onpeaenatowas TN 3aMyckaeMoro KOMMOHeHTa:
e START_ACTIVITY — 3anyck onepaupun.
e START_SERVICE — 3anyck cnyx6bl.
o BROADCAST_INTENT — paccbinka WwWnpoKkoBellaTenbHbIX
coobueHnn.
maliciousness  integer BpeaoHocHocTtb, o1 0 go 100.
rules object Cnuvcok cpaboTaBLUMX NpaBu.
timestamp integer BpemeHHaa meTka. OTCunTbIBAETCA C MOMEHTa 3arycka aHaau3a
davina.
Mpumep
{
"cn": null,
"action": "android.app.action.ADD DEVICE ADMIN",
"data": null,
"transaction": "START ACTIVITY",
"maliciousness": 69,
"rules": {
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"suspicious": [
"Using device administration features"
]
by
"timestamp": 0

8.4.9. Message (onuuoHanbHO)

O61bekT Message cosep>XuT gaHHble 06 ncxoasauiem SMS-coobuleHun. O6BbEKT nCNoNb3yeTca
TONbKO B pe3ynbTaTax aHanv3a npuaoxeHuin ana Android.

Crpyktypa
Knrou Tun OnucaHue
type string Bcerga message.
number string TenedOHHbIV HOMEp, Ha KOTOPbIA OTMPaBIeHO COObLLEeHNMe.
text string TekcT coobLeHus.
Mpumep
{
"type": "message",
"number": "000",
"text": "Balance"

8.4.10. Platform

O6bekT Platform cosepxut gaHHble 0 naatdopme OC 1 B HEKOTOPBIX CAyYasX — O
nporpamme Ans 3anycka damna.

Crpyktypa
Kniou Tun OnucaHue
code string CokpalyeHHoe Ha3BaHve niaThopMbl.
name string Ha3saHve npunoxenua niv naatpopma OC.
os_code string Mnatdopma OC.
Mpumep
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"code": "office 7 32",

API

"name": "Microsoft Office 2010",
"os code": "Windows 7 32-bit"

.11. Sample

O6bekT Sample coaepxunT aHHble 06 ncxoaHOM daiine, 3arpy>KEHHOM Ha aHanun3.

Crpykrypa
Knrou Tun
id integer
name string
format_name  string

is_x64 boolean
md5 string
shal string
sha256 string
size integer
upload_date  string
platforms array
Mpumep
{
"idr: 42,
"name": "sample.exe",
"format name": "sys",

[Platform.code]

"is x64": null,
"md5" :
"shal":
"sha256":
"size": 1897850,
"upload date":
"platforms": [
"winxpx86",
"win7x86",
"win7x64",

OnucaHue
ID dpainna.
Nms dainna.

dopmaT danna. Onpepensietca cepsucom Dr.Web vxCube
aBTOMaTuyecku. Popmat daiina 3agaeT KOMaHay ANs BbINOJHEHWs

q)a|7u1a, €C/IM OHa He 3ajaHa ABHO Mpu 3anycke aHaan3a.

Onpegenset pa3pagHOCTb MAaTGOpPMbl ANS BbIMNOSHEHMA daiina.
3HayeHve null, ecnn Gaitn HEMUCMONHAEMbIN.

Xew MD5.

Xew SHAT.

Xew SHA256.

Pazmep daiina B Halitax.

[aTta v Bpewms 3arpysku daiina.

Cnvcok nogzaep>kMBaeMbix NAaTGopM Ans BbINOAHeHUs daiina.

"a0b0£87193b7%acldb32£251£2£f5e5b2",
"e54639e9d81680d0accl54d42ae7350ed481b848",
"51133e7e4d52b9%4e3360acl866b76bf2b2bcal056492bcf93de3c37deb0c07104",

"2018-07-31T11:42:36.873274+00:00"
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"winlOxo64",
"winllxo64"

8.4.12. Session

API

O6bekT Session coAepP>XKNUT aHHbIE O CECCUN.

Crpyktypa
Knrou Tun OnwucaHue
api_ key string APIl-kntou.
start_date string [ata n Bpems Havana ceccum.
Mpumep
{
"api key": "aaaaaaaa-bbbb-cccc-dddd-eeeecceeceeceece",

"start date": "2018-12-20T08:55:35.158344+00:00"

8.4.13. Task

O61bekT Task cosep>xnT gaHHble 0 3agave. 3ajaya — 370 aHaAu3 dalina Ha OTAENbHOM
nnatpopme. Task MoxkeT cogepkatb pa3nnuHbin Habop kntoueir: TaskBasic, TaskFinished
nnn TaskProcessing.

TaskBasic

TaskBasic cosep>xuT obwme cBegeHns o 3agade. Takon o6bekT ¢ 6a30BbIM HABOPOM KIrOUen
ncnonb3yetcs B cnvcke o6bektoB Analysis.

Crpykrypa
Knrou
id

status

platform code

Twn
integer

string

string

OnucaHue
ID 3agaun.

Cratyc 3agauv. JoctyrnHble 3HaueHna: in queue, failed,
processing, deleted, successful.

Platform.code.
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Knrou

start date

Twvn

string
(datetime.is08601)

API

OnucaHue

[aTa n Bpema 3anycka 3agaun.

,CI,aTa N BpeMA 3aBepLlUeHNd 3a4a4n.

BpesoHocHocTb, o1 0 go 100.

"2018-07-30T16:54:07.156371",

end date string/null
(datetime.iso8601)
maliciousness integer/null
Mpumep
{
Ti@Wg 20,
"status": "failed",
"platform code": "winxpx86",
"start date":
"end date": "2018-07-30T16:55:07.156371",
"maliciousness": null
}
TaskFinished

TaskFinished cozep>uT kitoum o6bekta TaskBasic 1 pesynbtaThl aHannsa danna Ha
3afaHHou naatbopme.

Crpykrypa
Knrou

detects

end date

id
maliciousness

platform code

Twvn

string([]

string/null

OnucaHue

Crnmcok TMNoB 06HapykeHHbIX yrpo3. CMcok MoxeT
BI/IOYATb CIeZyHOLLNE CTPOKM:

yvara: cpaboTano npasuno YARA;

behavior: 06HapyXeHO BpPeAOHOCHOE WK

noAo3putesibHOEe NnoBeaeHne gpa nna;

files dumps: HalAeHbl yrpo3bl B CO3aHHbIX
dannax n/vnn gamnax namaTu.

,EI,aTa N BpemMa OKOHYaHMA 3ajaun.

(datetime.iso8601

)

integer

integer/null

string

ID 3apaun.
BpeanoHocHocTb, o1 0 go 100.

Platform.code.
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Knrou

rules

malicious

neutral

suspicious

sample detect

start date

status

tags

verdict

yara rules

name
rule type
severity
Mpumep
{
"id": 16916,

Tun
object/null

string([]

string([]

string(]

string/null

string
(datetime.iso8601
)

string

string([]

string

object[]
string

string

string

API

OnucaHue
Cnncok cpaboTaBLUMX NpaBu.

Cncok cpaboTaBLUMX NPaBW BPeJOHOCHOW
aKTMBHOCTM daiina.

Cnvcok cpaboTaBLIUX MPaBWA HEWTPaNbHOM
aKTMBHOCTY daiina.

Cnncok cpaboTaBLUVX NpaBua NOAO3PUTENBHOM
aKTMBHOCTM daiina.

Ha3BaHve yrpo3bl, 06Hapy>KeHHOW Mo BUPYCHbIM
6aszam.

[l,aTa M BpemMA 3anycka 3ajgaudn.

CraTtyc 3agaun. [JlocTynHble 3HaYeHUs: in queue,
failed, processing, deleted, successful.

Cnucok TeroB 3 cpaboTaBluumx npasun YARA.

Obwas oLeHka BpefOHOCHOCTM dalina,
COOTBETCTBYHOLLAA OAHOWM 13 TpeX KaTeropui.
Bonblee udbpoBoe 3HaUeHNe COOTBETCTBYET
60NbLIER BEPOATHOCTM BPeAOHOCHOCTU. JocTynHble
3HayeHua: none, cleanl, clean?2, suspiciousl,

suspicious2, malwarel, malware?2.
Cnncok cpaboTaBLumx npasun YARA.
Vimsa npasuna YARA.

Twn npasuna YARA. JocTynHble 3HaueHnsa: user
(nonb3oBaTenbCckoe NpaBuao) U system (CUCTEMHOE
npasuno).

Tun BpegoHocHocTn daina. Jlobasass npaBuno
YARA, Bbl JO/IXKHbI YKa3aTb, KaKOW TUM
BPeAOHOCHOCTV ByAeT NpucBoeH daiiny npu
CcpabaTbiBaHUM 3TOroO NpaBuna. B none severity
oTobpakaeTcs ykazaHHbIA BaMu TN, JOCTyrnHble
3HayeHuVda: neutral, suspicious, malware.

NoapobHee 0 ToM, Kak obaBuTb NpaBuao YARA...
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"status": "successful",
"maliciousness": 100,
"platform code": "winxpx86",

"start date": "2018-12-12T11:29:44.645968+00:00",
"end date": "2018-12-12T11:33:37.490050+00:00",
"verdict": "malware2",
"rules": null,
"detects": [
"files dumps"
]I

"platform code": "win7x64"

TaskProcessing

API

TaskProcessing conep>xut kntoun obbekta TaskBasic 1 gaHHble O xoae aHanm3a.

CrpykTypa
Kniou Tun Onucanue
end_date string [aTa v Bpems oKOHuYaHWA 3ajaun.
id integer ID 3agaun.
maliciousness integer/null BpepoHocHocTb, o1 0 go 100.
message string/null CooblLLeHne 0 Xo4e BbINOJHEHNS.
platform code string Platform.code.
progress integer Mporpecc BbINOMHEHWS 3aAaun, B NPOLEHTaX.
start_date string [aTa v Bpema 3anycka 3agaun.
(datetime.iso8601)
status string TekyLui ctaTyc 3agaun. JocTynHble 3HaveHMa: in queue,
failed, processing, deleted, successful.
Mpumep
{
"id": 18656,
"status": "processing",
"maliciousness": null,
"platform code": "win7x86",

"start date": "2019-02-07T09:39:11.517117+00:00",
"end date": null,

"message": "Waiting while the file is running (60 sec)..

"progress": 19
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8.5. NMpumepsl

B 3TOM paszene npuBeseHbl NpUMepbl TOTo, kak paboTtaTts ¢ cepucom Dr.Web vxCube,
ncrionsb3sys APL.

Bbl y3HaeTe, Kak:

e noavumtb APl-knatoy;

e 3arpy3nTtb Gamnn nav apxme Ha cepeep Dr.Web vxCube;
e 3aNyCTUTb aHaNU3;
e NoAY4YNTb MHGOPMaLNIO 06 aHann3e;

® CKa4aTb OTYET

8.5.1. Kak nonyuutb API-knroy

Y1o6bl nonyunts APl-kntoy, otnpasbTe 3anpoc POST login ¢ NJOTMHOM 1 NaposieM.

Kak nonyuntb APIl-knto4, co3pgaHHbIN paHee

YT106bI MONYUNTL OAMH 13 CO3AaHHbIX API-K1touen, ykaxunte 3HayeHne napameTpa new key:
false, WM NPOCTO He yKa3biBalTe 3TOT NapamMeTp:
curl -X POST https://<IP-ampec/momMeHHOe uMsa cepBepa>/api-2.0/login \

-H "Content-Type: application/json" \
-d "{\"login\":\"example@drweb.com\", \"password\":\"secret password\"}"

Bbl nonyunte otBeT ¢ API-k1touoMm (ero TpebyeTtcs ykasbiBaTb B 3aroNOBKE KaXA0ro
nocsieayroLLero 3anpoca):
{
"new key": false,

"api key": "aaaaaaaa-bbbb-cccc-dddd-ecececeeeceecece",
"start date": "2019-02-08T04:08:15.162342+00:00"

Kak co3paatb API-kntou

YTtobbl co34aTb HOBbLIM API-KkAtOY, yKaXnTe 3HaYeHne napameTpa new key: true (ecimy
BaC HeT co3aaHHbIX APl-kntouelt, napaMeTp MOXHO He yka3biBaTb, API-kntou 6yzaeT co3saH Bce

paBHO):
curl -X POST https://<IP-ampec/momMeHHOe uMsa cepBepa>/api-2.0/login \

-H "Content-Type: application/json" \
-d "{\"login\":\"example@drweb.com\", \"password\":\"secret password\", \'"new key\":

true, \"name\":\"example name api"}"
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Bbl nonyunte otBeT ¢ APIl-k1touoMm (ero TpebyeTtcs ykasbiBaTb B 3aroN0OBKE KaXA0ro
nocnezyroLLero 3anpoca):

{
"new key": true,
"api key": "bbbbbbbb-cccc-dddd-eeee-ffffffffffff",
"start date": "2019-03-08T04:08:15.162342+00:00",
"name": "example name api"

8.5.2. Kak 3arpy3uTtb ¢pauin unm apxus Ha cepBep vxCube

Bbl MOXeTe 3arpy3unTb Ha cepBep vxCube /19 nocnesytoLero aHanm3a Kak OTAaesbHblA Gai,
TakK U apXuMB C HeckobkMn dainamu. IHpopmaLumsa o noaaepxmbaemblx popmaTax dpannos

N apXmBOB NpuBeEAEHA B pa3jene I'Iog.g.epx(leaeMble @OpMaTbl.

Kak 3arpy3utb Ha cepBep vxCube oraenbHbiin ¢panin
Yto6bl 3arpy3unTb Ha cepBep dain, otnpasbTe 3anpoc POST samples:

curl -X POST https://<IP-ampec/moMeHHOe mMsa cepBepa>/api-2.0/samples \
-F "file=Qtestfile.pdf" \

-F "password="vxcube"" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeeeceeecececee"

B oTBeT Bbl NosyunTe 06beKT Sample, koTopbI ByAeT coaepxkaTtb AaHHbIE O 3arPy>KEHHOM
daline, B ToM umcne opmat dalina, onpeseneHHbIi aBTOMaTUYECKM, U CMTIUCOK
nogAep>KuBaeMbix NaaTopm. Vicnonb3yinTe AaHHble U3 OTBETa MPW OTMNPaBKe 3anpoca Ha

aHaAn3 3arpy>eEHHOrro @aﬁlna.

Npumep oTBeTa:

{

"id": 6784,
"size": 10881840,
"name": "testfile.pdf",

"is x64": null,
"format name": "pdf",
"upload date": "2019-02-08T04:08:15.162343+00:00",
"md5": "34fb8ae3c01653985085ee7e2f749ea5",
"shal™: "00a610100a3516f4d0daa33e7de317d2ddb6c2c6",
"sha256": "11bd131be00cbelc43b4444ec4300dc7651805€a36393blccal6s75983dc275be",
"platforms": [

"acrobat xp 10",

"acrobat 7 32 11",

"acrobat 7 64 15",

"acrobat 10 64 15",

"acrobat 11 64 15"
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Kak 3arpy3sutb Ha cepBep vxCube apxuB c parnamn
YTobbl 3arpy3nTb Ha cepBep apxuB, oTnpaBbTe 3anpoc POST samples:

curl -X POST https://<IP-ampec/moMeHHOe MMs cepBepa>/api-2.0/samples \
-F "file=Qtestarchive.zip" \

-F "password="vxcube"" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeceeceececeecee"

B oTBeT Bbl NosyunTe cnmMcok o6bektoB Sample, koTopble byayT cogep>kaTb AaHHble O
3arpy>eHHbIx B COCTaBe apxmBa dannax, B TOM uncie popmat Gannos, onpeseneHHbIN
aBTOMATMYeCKM, U CMMCOK MNOAAEPXKMBAEMbIX NaathopM. Vicnonb3yinte aaHHbIe U3 OTBETa Npu

OoTNnpaBKe 3anpoca Ha aHaan3 gpaﬁmos. O6paTVITe BHUMaHWME, YTO ANA Ka>Xa0ro q)aﬁna n3

apxvBa noTpebyeTcs OTNPaBUTb OTAENbHbIV 3aMPOC Ha aHaAu3.

Npwumep oTBeTa:

{
"samples": [
{
"id": 322277,

"name": "script bash.sh",
"size": 31,
"format name": "sh",

"upload date": "2025-01-10T10:22:05.370576",
"md5": "ee7f40fcl0ebc0c5227£2307d4ccOeec",
"shal": "824917b5b19af65b0904£879787bcbc304304d£3",
"sha256": "7a4b93d2a929c865da7f8fa060cf8bdeballcaa3a246c00c61819e101578c525",
"is x64": null,
"platforms": [
"intel64 astra ce 2.12",
"intel64 astra se 1.7.2",
"intel64 debian bullseye"

"id": 322278,

"name": "Simulator.exe",
"size": 12796104,
"format name": "exe",

"upload date": "2025-01-10T10:22:06.673229",
"md5": "1d8a2c83aeec264d6df97f3867d13051",
"shal": "6e417d89c4a6aed36£815ee038255f5dbf31clca",
"sha256": "b1£fd18441460ed1bd9%06a8107f2f09ddc971ed33ddbca53c6a38124f6830b2d9",
"is x64": false,
"platforms": [

"winllxe64",

"winlOx64",

"win7x64",

"win7x86",

"winxpx86"

"id": 322279,

"name": "Welcome.doc",
"size": 28909,
"format name": "odt",
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"upload date": "2025-01-10T10:22:06.684141",
"md5": "64df4748a0e674cb65601a1157al1c900",
"shal": "Obfac9df80cade5b8b03576194549b197£fc34388",
"sha256": "7ce72fleallbeal3d99e4658e5dc909e662e10c65d83d280aadbf0e25526b£752",
"is x64": null,
"platforms": [

"office 11 64",

"office 10 64",

"office 7 32",

"office 7 64",

"office xp"

8.5.3. Kak 3anycTtntb aHanus

Mocne TOro kak Bbl 3arpy3ute ¢anin Ha cepeep vxCube, Bbl cMoXeTe 3anycTnTb aHanu3 danna.
[Ans 3Toro otnpasbTe 3anpoc POST analyses, yka3as ID 3arpy>keHHOro darina n cnmcok
nnaTdoOpPM, Ha KOTOPbIX HYXXHO BbIMOAHUTL $ai. 3HaUeHNsa NapaMeTpoB bepyTca 13 OTBeTa,

nony4eHHoro Ha API-3anpoc 3arpy3ku darina.

MNpwumep 3anpoca:

curl -X POST https://<IP-ampec/momeHHOe MMsa cepBepa>/api-2.0/analyses \

-H "Content-Type: application/json" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeeceeceeceeee" \

-d "{\"sample id\":\"6784\", \"platforms\":[\"acrobat 7 32 11\", \"acrobat 7 64 15\"]}"

Ytobbl 3aMyCTUTb aHaNN3 C NepeHanpaBJeHeM CETEBOro Tpaduka, oTnpaBbTe CIeAyHOLLMIA
3anpoc POST analyses:

curl -X POST https://<IP-ampec/momeHHOe MMA cepBepa>/api-2.0/analyses \

-H "Content-Type: application/json" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeeceeceeceecee" \

-d "{\"sample id\":\"6784\", \"platforms\":[\"acrobat 7 32 11\", \"acrobat 7 64 15\",
\"net\": \"socks5://username:password@<proxyaddress>:10802udp=on\"}"]1}"

B otBeT Bbl nonyumte 06bekT Analysis, KOTOPbIA COAEPXUT 0bLme cBeaeHms 06 aHanmze:

{
"id": 6260,
"sample id": 6784,
"size™: 10881846,
"shal": "00a610100a3516f4d0daa33e7de317d2ddb6c2co",
"start date": "2019-02-08T04:08:15.162343+00:00",

"format name": "pdf",
"user name": "example@drweb.com",
"tasks": [{

"message": null,

"end date": null,

"platform code": "acrobat 7 64 15",
"maliciousness": null,

"progress": O,

"id": 18676,

"status": "in queue",

"start date": "2019-02-08T04:08:15.643122+00:00"
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"message": null,

"end date": null,

"platform code": "acrobat 7 32 11",
"maliciousness": null,

"progress": 0,

"id": 18675,

"status": "in queue",

"start date": "2019-02-08T04:08:15.632924+00:00"

8.5.4. Kak nonyuntb unpopmauuto 06 aHanmse

Y1066l NOAYUNTL NOAPOOHYH MHPOPMaLUIO 06 aHanM3e, JOXKAMTECH ero 3aBepLUeHuns U
oTnpasbTe 3anpoc GET analyses/<analysis_id:uuid>. B 3anpoce ykaxwnTte ID aHanu3a:

curl -X GET https://<IP-ampec/moMeHHOe MMa cepiBepa>/api-2.0/analyses/60e21c98-7c2a-4112-
81b5-a577f6cdf4db \

-H "Content-Type: application/json" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeeeeceeeceeee"

B otBeT Bbl nonyumte 06bekT Analysis:

{
"id": "111bal2c5-d330-40eb-b988-fal6402eelll™,
"shal™: "9e92e9408afdf75fc3dea5e457cb0c70728f74ce",
"sample id": 77236,
"size": 156160,

"format name": "d11",

"start date": "2024-02-13T14:28:08.871359",
"user name": "test@test.com",

"tasks": [

{
"id": 235182,
"status": "successful",
"platform code": "winlOx64",
"start date": "2024-02-13T14:28:09.135345",
"end date": "2024-02-13T14:30:46.776797",

"maliciousness": 94,
"verdict": "malware2",
"detects": [

"yara"

1,
"sample detect": null,
"rules": {
"neutral": [
"Creating synchronization primitives",
"Searching for synchronization primitives"

}I
"yara rules": [
{
"name": "gozi3",
"severity": "malware",
"rule type": "system"

"name": "gozi",
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"severity": "malware",
"rule type": "system"
}
1,
"tags": [
"GOzZI3",
"GOZI"

8.5.5. Kak ckauaTtb oTuer

YT0bbI CKayaTb apxMB oT4YeTa 06 aHanAM3e LleNMKoMm, oTnpaBbTe 3anpoc GET

analyses/<analysis_id:uuid>/archive:

curl -X GET https://<IP-ampec/moMeHHOe MMa cepBepa>/api-2.0/analyses/40e2fc98-1c2a-4112-
81b5-a57df2cd22db/archive \

-H "Content-Type: application/json" \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeceeececeeceecece™ \

-0 <output archive>

Ytobbl ckauaTb OANH U3 GanNoB oTyeTa, oTNpaBbTe 3anpoc GET

tasks/<task_id:number>/archive_storage. Mpumep 3anpoca Ha ckaumBaHue painna PCAP:

curl -X GET https://<IP-ampec/moMeHHOe uMmsa cepsepa>/api-2.0/tasks/18681/archive storage

-H "Content-Type: application/json™ \

-H "Authorization: api-key aaaaaaaa-bbbb-cccc-dddd-eeceeececeeceecece™ \
-d "{\"path\": \"network.pcap\"}" \

-0 some file
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9. TexHuueckasa noaaepika

Mpwn BO3HMKHOBEHWUN NpobaeM ¢ paboton Dr.Web vxCube Bbl MOXeTe cBA3aTbCs CO CNy>K60M
TeXHMYeCKoW noaaepxkm «lokrop Beb» cregyrowmmm cnocobamu:

e 3anonHute Beb-popmy: https://support.drweb.com/support_wizard/vxcube.

e [To3BoHUTEe No TenedpoHy B Mockse: +7 (495) 789-45-86 nam no 6ecnaatHOM NMHUN Ans
Bcen Poccum: 8-800-333-7932.

[laHHble O pervMoHanbHbIX MpeacTaBuTeNbCTBaX N odrcax komnaHum «JJoktop Beb» Bbl
MOXeTe HalnTV Ha opuLManbHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.
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10. NpunorkeHne A. Cnncok nporpamMmmHoro obecneueHns Ha
BMPTYaJibHbIX MalUMHaXx

Windows XP x86

e Microsoft Office Enterprise 2007 x86 (onunoHanbHO)
e Adobe Acrobat Reader 10.1.0

e Adobe Flash 12.0.0.77

e JAVA 6u45

e Adobe Flash Standalone 10.3.181.23 (%windir%\flash_sa.exe)
e Mozilla Firefox 52.0.2

e Opera 35.0

e Google Chrome 44.0.2403.155

¢ ICQ 8.3 build 7317

e QIP 2012 4.0.9380

e Pidgin 2.10.11

e Mozilla Thunderbird 31.7.0

e Visual C++ Redistributable 2005 x86

e Visual C++ Redistributable 2008 x86

e Visual C++ Redistributable 2010 x86

e Visual C++ Redistributable 2012 x86

e Visual C++ Redistributable 2013 x86

e Visual C++ Redistributable 2015 x86

e .NET Framework 1.1

e .NET Framework SDK (msvcp70.dll, msvcr70.dll)
e .NET Framework 2.0 Service Pack SP2

e .NET Framework 3.0 Service Pack SP2

e .NET Framework 3.5 Service Pack SP1

e .NET Framework 4.0

Steam 2.91

e WinRAR 5.20 x86

e Telegram Desktop 1.2.17

e mIRC 743

Windows 7 x86
e Adobe Acrobat Reader 11.0.1

e Microsoft Office Professional Plus 2010 x86 (onuyoHanbHO)
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e Adobe Flash 12.0.0.77

e Adobe Flash ActiveX 17.0.0.188

e JAVA 7uli

e Adobe Flash Standalone 11.1.102.62 (%windir%\flash_sa.exe)
e Mozilla Firefox 68.0.2

e Opera 33.0.1990.115

e Google Chrome 43.0.2357.65

ICQ 8.3 build 7317

QIP 2012 4.0.9380

Pidgin 2.10.11

Mozilla Thunderbird 31.7.0s

e Visual C++ Redistributable 2005 x86
e Visual C++ Redistributable 2008 x86
e Visual C++ Redistributable 2010 x86
e Visual C++ Redistributable 2012 x86
e Visual C++ Redistributable 2013 x86
Visual C++ Redistributable 2015 x86
NET Framework 1.1

.NET Framework SDK (msvcp70.dll, msvcr70.dll)
.NET Framework 4.8

Steam 3.17

NET Framework 4.7.1

e Telegram Desktop 1.2.17

e WinRAR 5.20 x86

Windows 7 x64
e Adobe Acrobat Reader Document Cloud 15.10.20056

e Microsoft Office Professional Plus 2010 x64 (onuyoHanbHO)
e Adobe Flash 18.0.0.261

e Adobe Flash ActiveX 19.0.0.207

e JAVA 8u45 x64

e Adobe Flash Standalone 19.0.0.226 (%windir%\flash_sa.exe)
e K-Lite Mega Codec Pack 11.1.0

e Mozilla Firefox 78.0.2

e Opera 29.0.1795.47

e Google Chrome 42.0.2311.135
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ICQ 8.3 build 7317

Mail.Ru Agent 6.4 build 8614

QIP 2012 4.0.9380

Pidgin 2.10.11

e Total Commander 8.51a x64

e Mozilla Thunderbird 31.6.0

e Winamp 5.666

e Visual C++ Redistributable 2005 x86
e Visual C++ Redistributable 2008 x86
e Visual C++ Redistributable 2010 x86
e Visual C++ Redistributable 2012 x86
e Visual C++ Redistributable 2013 x86
e Visual C++ Redistributable 2015 x86
e Visual C++ Redistributable 2005 x64
e Visual C++ Redistributable 2008 x64
e Visual C++ Redistributable 2010 x64
e Visual C++ Redistributable 2012 x64
e Visual C++ Redistributable 2013 x64
Visual C++ Redistributable 2015 x64
.NET Framework 1.1

.NET Framework SDK (msvcp70.dll, msvcr70.dll)
.NET Framework 4.8

Steam 3.17

e Telegram Desktop 1.4.3
e .NET Framework 4.7.1
e WIinRAR 5.3 x64
e mIRC 7.41
Windows 10 x64
e Adobe Acrobat Reader Document Cloud 2015.010.20060
e Adobe Flash 21.0.0.197
e Adobe Flash ActiveX 21.0.0.197
e Microsoft Office Professional Plus 2016 x86 (onuyoHanbHO)
e JAVA 8u77 x64
e Adobe Flash Standalone 19.0.0.226 (%windir%\flash_sa.exe)
e Mozilla Firefox 91.0.2 x64
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e Opera 36.0.2130.46

e Google Chrome 47.0.2526.80

ICQ 8.3 build 7317

QIP 2012 4.0.9380

Pidgin 2.10.11

Mozilla Thunderbird 38.7.1

e Visual C++ Redistributable 2005 x86
e Visual C++ Redistributable 2008 x86
e Visual C++ Redistributable 2010 x86
e Visual C++ Redistributable 2012 x86
e Visual C++ Redistributable 2013 x86
e Visual C++ Redistributable 2017 x86
e Visual C++ Redistributable 2005 x64
e Visual C++ Redistributable 2010 x64
e Visual C++ Redistributable 2012 x64
e Visual C++ Redistributable 2013 x64
e Visual C++ Redistributable 2017 x64
e NET Framework 4.6.2

e Steam 3.37

e Telegram Desktop 1.4.3
e mIRC 7.43
e WIinRAR 5.31 x64

Windows 11 x64

e Adobe Acrobat Reader Document Cloud 2015.010.20060
e Microsoft Office Professional Plus 2016 x86 (onunoHanbHo) 16.0.4266.1001
e JAVA 8u77 x64

e Mozilla Firefox 91.0.2 x64

e Opera 36.0.2130.46

e Google Chrome 47.0.2526.106

e Mozilla Thunderbird 78.9.1 x64

e Visual C++ Redistributable 2008 x86

e Visual C++ Redistributable 2010 x86

e Visual C++ Redistributable 2012 x86

e Visual C++ Redistributable 2013 x86

e Visual C++ Redistributable 2015-2019 x86
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Visual C++ Redistributable 2010 x64
Visual C++ Redistributable 2012 x64
Visual C++ Redistributable 2013 x64
Visual C++ Redistributable 2015-2019 x64
Steam 2.10.91.91

Telegram Desktop 1.4.3

WIinRAR 5.31.0 x64

Android 7.1

Android Keyboard (AOSP) 7.1.2
Calculator 7.1.2

Calendar 7.1.2

Camera 2.0.002

Clock 4.5.0

Contacts 1.4.22

Dev Tools 1.0

Email 7.1.2

Files 7.1.2

Gallery 1.1.40030

Google Play 31.6.13-21
Google Play Games 2022.01.32371
Google Play Services 22.09.20
Launcher3 7.1.2

Messaging 1.0.001

Music 3.0

NotePad 7.1.2

Phone 3.00.00

RSS Reader 7.1.2

Search 7.1.2

Settings 7.1.2

Terminal Emulator 1.0.70
WebView Shell 1.0

Astra SE 1.7 (BopoHex)

CraHZapTHbIN NakeT NporpaMMHOro obecrneyeHuns

Astra CE 2.12 (Open)

CTraHAapTHbIV NakeT NporpaMmMHoro obecneyeHus
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Debian 8 (Jessie) ARMel 32-bit

e CTaHAapPTHbIW NakeT NporpaMMHoro obecrneyeHums
Debian 8 (Jessie) PowerPC 32-bit

e CTaHZapTHbIN NakeT NporpaMMHOro obecrneyeHuns
Debian 10 (Buster) MIPS 32-bit

e CTaHAAPTHbIV NakeT NporpaMMHoOro obecneveHus
Debian 11 (Bullseye) ARM 64-bit

e CTaHAapTHbIA NakeT NporpaMMHoro obecrneyeHums
Debian 11 (Bullseye) ARMhf 32-bit

e CTaHAapPTHbIW NakeT NporpaMMHoro obecrneyeHums
Debian 11 (Bullseye) Intel 32-bit

e CTaHZapPTHbIN NakeT NporpaMMHOro obecrneyeHuns
Debian 11 (Bullseye) Intel 64-bit

e CTaHAAPTHbIV NakeT NporpaMMHoOro obecrneveHus
Debian 11 (Bullseye) MIPSel 32-bit

e CTaHAapTHbIA NakeT NporpaMMHoro obecrneyeHums
Debian 11 (Bullseye) MIPSel 64-bit

e CTaHAapPTHbIW NakeT NporpaMMHoro obecrneyeHums
Debian 11 (Bullseye) PowerPCel 64-bit

e CTaHZapPTHbIN NakeT NporpaMMHOro obecrneyeHuns
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11. NpunoxkeHne b. DyHkunn moayna dr_sandbox

OyHkuMn ana necoyHmupl Android (kateropus andr)

archive_files

certificate_shal
dynamic

created files

F
—+
-y

sha1

crypto_dumps

downloaders

detect

shal

downloads

executed_commands

flags
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phone_calls

S

(]

message
number

-
=
N

manifest

activities
a name

filters

home_activity

is_firmware

main_activity

meta_data

name

resource

value

package

permissions

receivers
services
strings_resources
version_code

version_name

resources_digests

sha1

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox
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Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

source_host

OyHkumm ana necounmubl Windows (kateropus descr_tech)

ObecneyeHuve aBTO3anycka 1 pacnpocTpaHeHnd (Kateropua autorun)

N3meHaeT ncnonHsemble cucteMHble dannbl (change_system_executable_files)
Cozpaet dannbl Ha cbeMHoM HocuTene (create_files_on_removable_media)
Cozpaet unn nsmenset dannbl (create_or_modify_files)

Co3paet cepBuUChl (create_services)

3apaxaeT ncnonHsemble darinbl (infect_executables)

MoanduumpyeT rnaBHyr 3arpy3oyHyto 3anucb (modify_mbr)

Moanduumnpyet katoum peectpa (modify_registry)

NoaMeHsAeT ncnonHsemble cucteMHble dannbl (replace_system_executable_files)

N3meHeHWa B dannoBon cucteme (kateropus filesystem)

N3meHsaeT paclimperuns danaos nosb3oBaTenbCknx AaHHbIX (change_user_data_extensions)
Cozpaet dannbl (create_files)

Cozpaet dannbl ¢ TpeboBaHMeM onnaTuUTb paclindpoBky (create_ransom_message_files)
N3meHsaeT dann HOSTS (modify_hosts)

N3meHsaeT dannbl nonb3loBaTenbckunx aaHHbix (modify_user_data_files)

NepemeutaeT dannbl (move_files)

Camonepemeutaercsa (move_self)

[NepemeutaeT cncremMHble darinbl (move_system_files)

Ypansaet dansbl (remove_files)

Camoypanserca (remove_self)

MNpuceanBaeT Garnam aTpubyT «CKpbITbL» (set_hidden)

NoameHsaeT ncnonHsemble dannbl (substitute_executables)
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Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

NoameHset danabl (substitute_files)
NoameHsaet dann HOSTS (substitute_hosts)

BpesoHocHble dyHKLMK (kaTeropus malicious)

Jobaenser ncknroyenma aHtmempyca (add_antivirus_exclusion)
Enokmpyet UnTepnpeTtatop komaHaHoW cTpoku (block cmd)

baokupyet Pegaktop peectpa (block regedit

Enokmpyet Cpeactso npoeepku cucteMHbix dannos (block_system_file_checker)
BaokupyveTr KOMNoHeHT BoccTaHOBAEHUS cnucTemsbl (block system_restore
Enokmpyet incnetyep 3azau (block taskmgr)

Baokupyet CpeACTBO KOHTPONS NOJIb30BATENbCKUX YUETHbIX 3aMUCeN
(block_user_account_control)

Bnokupyet LleHtp noaaepxkn Windows (block_windows_action_center)
Enokmpyet CuctemHbin aHtneupyc (block windows_defender)

Bnokmpyet Cucremy 3aumthl dpannos (block_windows_file_protection)
Enokmpyet MexceteBoi 3kpaH (block_windows_firewall)

Baokupyet LleHTp obecneyeHunsa 6esonacHoctu (block windows_security_center)
Enoknpyer O6HoBneHus cuctemsl (block_windows_updates)

Nepebupaet naponu akkayHToB OC (bruteforce_os_accounts)

Co3jaeT 1 3anyckaeT Ha UCNoAHeHWe npoLecchl (create_and_exec)

Cozpaet onion-cepBuc (create_onion_service)

Ypansaet TeHeBble konuun pa3aenos (delete_volume_shadow_copies)

NiieT okHa aAns obHapyeHWa BUPTyanbHbiX MawuvH (detect_virtual_machine)
Otkntoyaer AMSI (disable_amsi)

3arpyxaeT 1 3anyckaeT Ha ucnonHenve (downloads_and_executes)

3arpyxaeT 1 3anyckaeT Ha ncnonHenve dannbl (downloads_and_executes_files)
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3arpyxaeTt nepeuvcineHHble darnbl (download_file)

3arpyxaet dansbl (download_files)

3anyckaeT Ha UCNOHeHVe (exec)

BoinosnHset onepaunn WMI (exec_wmi)

Co3paeT 1 3anyckaeT Ha ucnonHeHuve (akcnaont) (exploit_create_and_exec)
Cozpaet n 3arpyxxaet bubanotekn (akcnnont) (exploit_create_and_load_library)
3anyckaeT Ha ncnoaHeHwue (3kcnaout) (exploit_exec)

Pa3peluaeT aBTO3anyck co cbeMHbix HocuTeneu (force_autorun_for_removable_media)
Enokmpyet otobpaxeHue pacuimpeHmin darnoe (hide_from_view_file_extensions)
Brokmpyet otobpaxeHue ckpbiThbix dannos (hide_from_view_hidden_files)
CkpbiBaeT npouecchl (hide_processes)

OtkntoyaeT yBegomneHunsa naHenn 3agad (hide_taskbar_notifications)
MNepexBatbiBaeT GyHKLMYM B Gpayzepax (hook_in_browser)

YcTaHaB/VBaeT NepexBaT COOHBUIEH NI O HaXaTUWN A/iF BCEX MPOLLECCOB
(hook_keyboard_all_processes)

YcTaHaB/vBaeT NepexBaT COOHBUIEH I O HAaXaTUWN A/iF NepednCieHHbIX NPOLLECCOB
(hook_keyboard_concrete_processes)

YcTaHaBAnBaeT nepexBaT OKOHHbIX coobuieHnit (hook_keyboard_on_window_messages)

BHeapseT koA B 60/blLIOE KONMYECTBO MO/Ib30BATENbCKMX NPOLLECCOB
(inject_to_a_lot_of_user_processes)

BHeapseT koA B cnctemMHble npoueccsl (inject_to_system_proc)

BHeapseT koA B noab3oBaTenbCckne npouecchl (inject_to_user proc

N3meHsaeT HacTponkun npoBoaHuka Windows (modify_explorer_settings)
N3meHsaeT HacTponkun 6paysepa Windows IE (modify_ie_settings)

Yaanser nan moanobuumpvet peectp (modify reqistry to_bypass_firewall

N3meHaeTr DNS-cepeep (modify_system_dns)
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Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

N3meHsaeT cucteMHble HacTporku (modify_system_settings)

Yntaet dansbl, oTBEYatOLIMEe 3@ XpaHeHWe naponei (read_third_party_passwords)
Pernctpupyet BHO (register_bho)

Pernctpupyer COM-cepeep (register_com_server)

Perncrpupyet dounbTp dannoson cuctemsl (register filesystem_filter

YcrpaHsaet nepexBaTbl QyHKumM B SSDT (restore_ssdt_hooks)

WiieT BeTkM peecTpa, OTBeYatoLIme 3a XxpaHeHWe naposen (search_password_in_registry)
WiieT okHa aAns obHapy>XeHWs YTUAWUT Ana aHanusa (search_wnd_for_analyzing_soft)
WiieT okHa aAns obHapyxeHWsa nporpamm u urp (search_wnd_for_programs_and_games)
WiieT okHa ans obxosa aHTMBMpPYCcOB (search_wnd_to_bypass_av)

NuieT okHa ans obxoza cuctembl 3aumtsl dannos Windows (search_wnd_to_bypass_wfp)
[NepexBatbiBaeT dyHKuMM B SSDT (set_concrete_ssdt_hooks)

YcTaHaBAMBaeT CTapToOBYHO CTpaHuLly ans bpayzepa Windows IE (set_homepage_for_ie)
MNepexBatbiBaeT dyHKuMK B SSDT (set_ssdt_hooks)

3aBepuiaeT 60abLIOE KONNYECTBO NOAb30BATENLCKMUX MPOLLECCOB
(try to_terminate_a_lot_of_user_processes)

3aBepluaeT cMCTeMHble Npolecchl (try_to_terminate_system_processes)
3aBepliaeT NoAb30OBaTeNbCKME NpoLecchl (try to_terminate_user_processes)

Jpyroe (kateropus miscellaneous)

Jobaenset kopHeBon ceptndukat (add_root_certificate)

Co3jpaeT 1 3anyckaeT Ha ucnonHeHue (create_and_exec)

Ortkntouvaet ceptndukar (disable_certificate)

3anyckaeT Ha MUCNOHeHVe (exec)

3arpyxaet gpaviBepsbl (load_driver)

N3meHsaeT 3HayeHune AutoConfigURL Ha ykazaHHoe (modify_auto_config_url)

PyKOBOACTBO nosb30BaTena
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et okHa (search_wnd)
[biTaeTcs 3aBeplunTtb paboty Windows (shut_down_windows)

Wcnonb3yet anbtepHaTuBHble N0TOKM AaHHbIX NTFS (use_ntfs_data_streams)

CeTeBas aKTMBHOCTb (KaTEFOpI/IFl network)

Noaknroyaetcs K nepeyncneHHomy (connect to

3anpocbl Yepes TCP (tcp)

3anpockl HTTP GET yepes TCP (tcp_http_get)

3anpocbl HTTP POST yepe3 TCP (tcp_http_post)

3anpockl HTTP HenzBecTtHoro dopmata yepes TCP (tcp_http_unk)
3anpocbl yepe3 UDP (udp)

OyHKLMM ana necouHmLbl Linux (kateropus descr_tech_lbcl)

ObecneyeHune aBTO3aMyCKa M PACMPOCTPaHeHWA (KaTeropus autorun)

Cozpaet uan nsmenset dannbl (create_or_modify_files)

Co3paer an namMeHaeT cMMBOIMYeCKMe ccbinku (create_or_modify_symlinks)

N3meHeHus B dannoBon cucteme (kateropus filesystem)

N3meHAeT BpemMa co3saHund, AocTyna, Mogndukaummn damnos (change_time_of_file)
Co3pnaet kaTanoru (create_dir)

Cozpaet nnn nsmeHdet dannbl (create_or_modify_file)

Co3jpaeT cumBonmyeckme ccblikm (create_symlink)

Baokupyet dannbl (lock file)

N3meHsaeT npaBa aoctyna k dannam (modify_file_access_rights)

N3meHdeT Bragenbua damvnos (modify_file_owner)

MoHTupyeT dannoBble cuctembl (mount_file_system)

PyKOBOACTBO nosb30BaTena
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Yaanset katanoruv (remove_dir)
Ypansaet dannbl (remove_file)
JemoHTtupyet dannosble cucteMbl (unmount_file_system)

BpeAOHOCHbIe prHKuI/II/I (KaTeFOpI/IFI malicious)

[biTaeTcsa 3aBepLINTL CUCTeMHble npolecchl (attempt_kill_system_proc)
[bilTaeTCa 3aBepLINTL NPUNOXKeHUA-aHann3aTopsl (attept kill_analyzers)
MbiTaeTcsa 3aBeplInTb Npoliecchl (attept kill_proc)

Komnuaunpyet ncxoaHbii ko (compile_program_from_source_codes)
MNonyyaet npaBa cynepnonb3opaTtens (root) (gain_root_privileges)
Nonyyaet goctyn K kntoyam SSH (get_access_to_ssh_keys)

BctpavBaetca B npoueccsl (inject_to_proc)

3aBepuiaeT npunoxeHunsa-aHaaunsatopel (kill_analyzers)

3aBepuaet npouecchbl (kill_proc)

3aBepuiaet cucrtemHble npotuecchl (kill_system_proc)

3anyckaet cebsa kak ynpasastoutyto nporpammy (launch_itself_as_daemon)
3anyckaeT npoueccol (launch_processes)

Ynpasader cayxbamu (manage_services)

N3meHsaeT HacTponkun 6paHamayspa (modify_firewall_settings)
N3meHsaeT HacTponku Mapuipytmlatopa (modify_router_settings)
Ncnonb3yer moaynn aapa (operate_kernel_modules)

OtcnexuBaet npolecchl (perform_process_tracing)

Camoypanserca (remove_self)

Ypanaer cucremHsble darinbl (remove_system_files)

3ameHseT cucteMHble danabl (replace_system_files)

PyKOBOACTBO nosb30BaTena
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OcTtaHaBAMBaeT cucteMHble cnybbl (stops_system_services)
NoamMeHsdeT nma npunoxenus (substitute_application_name_for)

CeTeBan aKTMBHOCTb (kaTeropus network)

MNpoBoanT ataky nepebopom no SSH (attack_bruteforce_via_ssh)
NpoBoanT ataky nepebopom no TELNET (attack bruteforce_via_telnet)

[NpoBOANT aTaky NepebopPOM NO HEVUZBECTHOMY MNPOTOKOIY
(attack_bruteforce_via_unk_protocol)

Noakntoyaetcs K cepepam (connect_to)

Noakntoyaetca kK cepeepam no npotokony IRC (connect_to_irc)
DNS-3anpocsl (dns_ask)

3anpockl HTTP GET (http_get)

Jpyrve 3anpocbkl HTTP (http_other)

3anpockl HTTP POST (http_post)

XKaet Bxosasuime noakntodeHms Ha noptax (listening_port)
Nonyyaet aaHHble ¢ cepBepoB (receive_data_from_server)
OtnpaenseT gaHHble Ha cepBepbl (send_data_to_server)

Jpyroe (kateropus other)

Cobupaet nHpopmaumto o LM (collect_cpu_info)

Cobupaet nHpopmaumio o ceteBon aktneHoctu (collect_network_info)
Cobupaet nHdopmaumto 06 OC (collect_os_info)

Cobupaet nipopmauumto o RAM (collect_ram_info)

Yntaet nHdopmaumto ns /proc/kallsyms (read_info_from_proc_kallsyms)

[JetexTbl (kaTeropus detects)

Bce petekTbl (all_detects_here)

PyKOBOACTBO nosb30BaTena
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JetexTbl darinoe alloc (detects_of allocs)
Jetextbl aponos (detects_of_drops)
Jetextbl sfamnos (detects_of_dumps)
JeTtekTbl nHXekTOB (detects_of_injects)
Jetextbl darnos src (detects_of_src)

[NpoBepset 6ybep no cmewenunto (check_buffer)

[NpoBepseT 6anT no cmewleHuto (check byte)

NpoBepsier DWORD no cmeuenunto (check_dword)
Npoeepser WORD no cmeuleHuto (check word)

et HeuyBCTBUTENbHYIO K pernctpy cTpoky ASCll/wide (ci_any)
NuieT HeuyBCTBUTENBHYIO K perncTtpy ctpoky ASCII (ci_ascii)
et HeuyBCTBUTENbHYIO K PerncTpy cTpoky wide (ci_wide)
Vet HeuyBCTBUTENbHYHO K pernctpy XOR-cTpoky (ci_xor
Bbluncnser xew crc32 ana 6ydepa (crc32)

NiieT yyBcTBUTENBHYIO K Pernctpy ctpoky ASClI/wide (cs_any)
et yyBcTBUTENBHYIO K pernctpy ctpoky ASCII (cs_ascii)
et YyBCTBUTENBHYIO K PerncTpy ctpoky wide (cs_wide)
Bo3Bpaluaer aetektbl ans danna (detects_of_this_file)

et nmsa danna (filename)

Niet nmsa danna c boost:regex (filename_boost_regex)
Niiet onepaumnm dannoson cuctemsl (filesystem_access)
Niiet ceteBble onepaumn (network_access)

NiieT onepaumm ¢ peectpom (registry_access)

Bo3Bpaluaer tnn danna (sb_filetype)

Niet noactpoky B bydepe (search_substring_in_range)

PyKOBOACTBO nosb30BaTena
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Onucanne pyHkuun gna necounuubl Android (kateropusa andr)

DyHKUMA

archive file(reg
ex)

archive file num

certificate shal
(regex)

certificate shal
num

created files
th (regex)

.pa

created files
th num

.pa

created files.sh

al (regex)

created files.sh

al num

crypto dumps (reg
ex)

crypto dumps num

downloaders.dete

ct (regex)

downloaders.dete
ct num

Pesynbrar

Cnuncok ¢ainoB B apxvee
APK, cooTBeTCTBYHOLLLMX
naTrepHam
ARCHIVE_FILES_PATTERN =
[dIl', "js', ".html', ".s0'].

Cnncok dannoB B apxvee
APK, cooTBeTCTBYIOLLMX
naTrepHam
ARCHIVE_FILES_PATTERN =
[.dIl', "js', html', ".so'].

Xew SHA1 ceptndwkara,
KOTOpPbIM MOAMNMCaHO
NPWIOXeHVe.

Xew SHAT ceptudwukaTa,
KOTOpPbIM MOAMMCaHO
npunoXeHwue.

Mpumepbl

dr sandbox.

n/)

dr sandbox.

dr sandbox.
tern/)

dr sandbox.andr

[MoakaTteropusa dynamic

Co3paHHble dannbl: NyThb.

Co3paHHble Garnbl: NyThb.

Co3paHHble darinbl: SHAT.

Co3pgaHHble davnbl: SHAT.

LLindposaHHble famnibl.

LLindpoBaHHble gammbl.

Cnrcok cemMnaos, KoTopble
cKaumBatoT
aHaV3VpyeMblid cemra.

Cnncok ceMrnioB, KOTOpble
cKaumBaroT

dr sandbox.andr.

.path(/pattern/)

dr sandbox.andr.

.path num

dr sandbox.andr.

.shal (/pattern/)

dr sandbox.andr.

.shal num

dr_ sandbox.andr.

/pattern/)

dr sandbox.andr.

num

dr sandbox.andr.

etect (/pattern/)

dr sandbox.andr.

etect num

andr.

andr.

andr.

archive files(/patter

archive files num

certificate shal (/pat

.certificate shal num

dynamic.created files

dynamic.created files

dynamic.created files

dynamic.created files

dynamic.crypto dumps (

dynamic.crypto dumps

dynamic.downloaders.d

dynamic.downloaders.d

PyKOBO,CLCTBO nosab3oBaTenda

105



A7

-
¢

g
),
A

DyHKLMA

downloaders.shal
(regex)

downloaders.shal
num

downloads.detect
(regex)
downloads.detect
_num
downloads.shal (r
egex)
downloads.shal n
um
downloads.url (re
gex)
downloads.url nu
m
droppers.detect (
regex)
droppers.detect
num
droppers.shal (re
gex)
droppers.shal nu
m

dumps.detect (reg
ex)

Pesynbrar
aHaV3VpyeMbliA cemmi.

Cnrcok cemMnaos, KoTopble
ckauMBatoT
aHaV3VpyeMblid cemma.

Cnncok ceMrnioB, KOTOpble
CkauvBatoT
aHanM3npyemblIii cemmni.

CkayvaHHble Mose3Hble
JaHHble (apk/dex).

CKayuaHHble rnonesHble
JaHHble (apk/dex).

CkayvaHHble Mose3Hble
JaHHble (apk/dex).

CKayuaHHble rnonesHble
JaHHble (apk/dex).

CkayvaHHble Mose3Hble
JaHHble (apk/dex).

CKayuaHHble rnonesHble
JaHHble (apk/dex).

Cnrcok cemMnaos, KoTopble
3arpyxatot
aHaV3VpyeMblid cemra.

Cnncok ceMrnioB, KOTOpble
3arpyxatort
aHanM3npyemblii cemmni.

Cnrcok cemMnaos, KoTopble
3arpyxatot
aHaV3VpyeMblid cemra.

Cnncok ceMrnioB, KOTOpble
3arpyxatort
aHanM3npyemblii cemmni.

[Jamn nonesHbIX AaHHbIX:
LEeTeKT.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr sandbox.andr.
hal (/pattern/)

dr sandbox.andr.
hal num

dr sandbox.andr.
ect (/pattern/)

dr sandbox.andr.
ect num

dr sandbox.andr.
1(/pattern/)

dr sandbox.andr.
1 num

dr sandbox.andr.
(/pattern/)

dr sandbox.andr.
num

dr sandbox.andr.
ct (/pattern/)

dr sandbox.andr.
ct num

dr sandbox.andr.
(/pattern/)

dr sandbox.andr.
num

dr sandbox.andr.
/pattern/)

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

PyKOBO,ELCTBO nosab3oBaTenda
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dumps.detect num

dumps.path (regex

dumps.path num

dumps.shal (regex

dumps.shal num

executed command
s (regex)

executed command
s num

flags (regex)
flags num
phone calls(rege

X)

phone calls num

sms.message (rege

sms.message_ num

sms.number (regex

sms

.number num

urls (regex)

Pesynbrar

,ﬂ,aMI’I Nnone3HbIX AaHHbIX!

[leTeKT.

ﬂ,amn Nnone3HbIX AaHHbIX!

nyTb

,ﬂ,aMI’I none3HbIX AaHHbIX!

nyTb.

ﬂ,amn Nnone3HbIX AaHHbIX!

xew SHAT.

,ﬂ,aMI’I none3HbIX AaHHbIX!

xew SHAT.

3anyweHHble shell-
KOMaHZbl.

3anywieHHble shell-
KOMaHAbl.

®narn noesegeHus.

®narv noBeseHus.

CoBepLueHHble
TenedOoHHbIE BbI3OBbI.

CoBeplueHHble
TenedOHHbIe BbI3OBbI.

OTtnpasneHHble CMC: TekcT

coobueHus.

OTtnpasneHHble CMC: TekcT

coobLueHms.

OTtnpasneHHble CMC:
TenedOHHbIN HOMep.

OtnpaBneHHble CMC:
TenedOHHbIN HOMep.

HalineHHble URL-agpeca.

YuntbiBatOTCA TOJIBKO
agpeca,

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl
dr sandbox.andr.
num

dr sandbox.andr.

attern/)

dr sandbox.andr.

m

dr sandbox.andr.

attern/)

dr sandbox.andr.

m

dr sandbox.andr.
ands (/pattern/)

dr sandbox.andr.

ands_num

dr sandbox.andr.

n/)

dr_sandbox.andr.

dr sandbox.andr.
pattern/)

dr sandbox.andr.

um

dr sandbox.andr.

pattern/)

dr sandbox.andr.

um

dr sandbox.andr.

attern/)

dr sandbox.andr.

m
dr sandbox.andr.

/)

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.

dynamic.
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dumps.detect

dumps.path (/p

dumps.path nu

dumps.shal (/p

dumps.shal nu

executed comm

executed comm

flags (/patter

flags num

phone calls (/

phone calls n

sms.message (/

sms.message n

sms.number (/p

sms.number nu

urls (/pattern
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urls num

activities (regex

)

activities num

app_ name (regex)

app_name_num

filters (regex)

filters num

home activity(re
gex)

home activity nu
m
is firmware (rege

X)

is firmware num

main activity(re
gex)

main activity nu

m

meta data.name (r
egex)

meta data.name n
um

Pesynbrar

YZOBAETBOpsAtOLLME
perynsipHOMy BbIpakeHUHO.

HangeHHble URL-agpeca.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr sandbox.

MNMoakateropua manifest

Cnncok akTMBHOCTEN
(3KpaHOB) NpUOXKeHNA.

Cnncok Bcex akTUBHOCTEN
(3KpaHOB) MPUIOXKEHNS.

MMs npunoxkeHus Ha
yCTpoMcTBe.

Vims npunoxeHns Ha
yCTpOWcCTBeE.

Cnmncok AencTBu 13
MaHudecTa.

Cnuncok AencTBui 13
MaHudecTa.

AKTVBHOCTb, TOUKa BXOZAa B
NP UIOKEHNE.

AKTUBHOCTb, TOYKa BXOJa B
npunoXxeHne.

MpwnoxeHve 13 NPoLWmBKM
NN HeT.

an/IJ'IO>K6HVIe M3 NpPoOLnBKN
W HeT.

[naBHas aKTMBHOCTb, TOYKa
BXOJZa B NpuioXxeHue.

[naBHas aKTMBHOCTb, TOUKa
BXOZa B MPUIO>XKEHNE.

MeTasaHHble: nms.

MeTap,a HHblE. NMA.

dr sandbox.andr

pattern/)

dr sandbox.andr

um
dr sandbox.andr
ttern/)

dr sandbox.andr

dr sandbox.andr

tern/)

dr sandbox.andr

dr sandbox.andr
v (/pattern/)

dr sandbox.andr.

y_num

dr sandbox.andr
/pattern/)

dr sandbox.andr
num

dr sandbox.andr
v (/pattern/)

dr sandbox.andr
y_num

dr sandbox.andr

me (/pattern/)

dr sandbox.andr.
me num

andr.

dynamic.urls num

.manifest.

.manifest.

.manifest

.manifest.

.manifest.

.manifest.

.manifest.

manifest

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

manifest

PyKOBOACTBO nosab3oBaTenda

activities (/

activities n

.app_name (/pa

app_name_num

filters (/pat

filters num

home activit

.home activit

is firmware (

is firmware

main activit

main activit

meta data.na

.meta data.na
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meta data.resour
ce (regex)

meta data.resour
ce num

meta data.value (
regex)

meta data.value

num

package (regex)

package num

permissions (rege
x)

permissions_num

receivers (regex)

receivers num

services (regex)

services num

strings_resource
s (regex)

strings_ resource
s_num

version code (reg
ex)

Pesynbrar

MeTazaHHble: pecypc.

MeTagaHHble: pecypc.

MeTasaHHble: 3HaueHve.

MeTagaHHble: 3HaUeHNe.

Vima nakeTa npunoxxeHus.

ViMsa nakeTa npunoXxxeHus.

Cnivicok TpebyeMbix
NP UIOXKEHUEM
pazpeLueHuin.

Cnincok Tpebyembix
NPUNOXKEHNEM
pa3speLueHui.

Cnmncok
LMpOKOBeLLLaTeNbHbIX
NPUEeMHUKOB.

Cnncok
LIMPOKOBeLLLaTeNbHbIX

NpreMHKKOB.

Cnncok cepBucoB
NPUNOXKEHUA.

Cnncok cepBucoB
NPUNOXKEHUA.

Cnncok Bcex CTPOKOBbIX
pecypcos.

Crnncok BCex CTPOKOBbIX
pecypcos.

Koa Bepcun.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr sandbox.andr.manifest.

source (/pattern/)

dr sandbox.andr.manifest.
source_num

dr sandbox.

andr

lue (/pattern/)

dr sandbox.

lue num

dr sandbox.

tern/)

dr sandbox.

dr sandbox.

/pattern/)

dr sandbox.

num

dr sandbox.

attern/)

dr sandbox.

m

dr sandbox.

ttern/)

dr sandbox.

dr sandbox.andr.manifest.
urces (/pattern/)

andr

andr

andr

andr

andr

andr

andr

andr

andr

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

.manifest.

dr sandbox.andr.manifest

urces_ num

dr sandbox.andr.manifest

(/pattern/)

PyKOBO,ELCTBO nosab3oBaTenda

meta data.

meta data.

meta data.

meta data.

re

re

va

va

package (/pat

package num

permissions (

permissions

receivers (/p

receivers

nu

services (/pa

services num

strings reso

.strings_reso

.version_ code
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version code num

version name (reg
ex)

version name num

resources_digest
s (regex)

resources_digest
S num

shal (regex)

shal num

source host (rege
x)

source host num

Pesynbrar

Koa Bepcun.

Vima Bepcun.

Vimsa Bepcun.

Cnmcok SHA1-Digest
¢dannos pecypcos APK.

Cnuncok SHAT-Digest

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr sandbox.andr

num

dr sandbox.andr
(/pattern/)

dr sandbox.andr

num

ttern/)

dannos pecypcos APK.

SHA1 cemnna.

SHA1 cemnna.

McTouHuk cemnna.

VcTouHmk cemnna.

dr sandbox.andr.

dr sandbox.andr.

)

dr sandbox.andr.

dr_sandbox.andr.

dr sandbox.andr.

dr sandbox.andr.

Onucanne pyHkumun ana necouHmubl Windows

descr _tech)

.manifest.version code

.manifest.version name

.manifest.version name

resources_digests (/pa

resources_digests_ num

shal (/pattern/)
shal num

source host (/pattern/

source host num

(xaTeropusa

O6ecneueHne aBTo3anycka M pacnpocTtpaHeHusa (kateropusa autorun)

DyHKUMA

Pesynbrar

Bo3Bpaltaet

change system
executable f

Tles (regex) onpezAeneHHoro
TMna.

change_system BosBpallaer

_executable_f yoanyectBo cobbiTui

iles_num onpezeseHHoro
TMna.

KOJINYECTBO COBbITUM

Tun cobbiTUA

N3meHseT
NCMONHsIeMble
cucTeMHble dainbl.
YuutbiBatOTCA TONBKO
darinbl,
YAOBETBOPAOLLME
perynspHomy
BbIPa>eHUHo.

N3menset
NCNONHAEMbIE
cucTeMHble daitnbl.

Mpumepbl

dr sandbox.descr tech.autorun
.change system executable fil
es (/beep.sys/)

dr sandbox.descr tech.autorun
.change system executable fil

es _num > 0

PyKOBO,CLCTBO nosb30BaTena

110



Ty
),
A

A
$

DYyHKUMA

create files
on_removable
media (regex)

create files
on removable
media num

create or mod
ify files(reg
ex)

create or mod
ify files num

create servic
es (regex)

create servic
es_num

infect execut
ables (regex)

infect execut
ables num

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaltaet
KOJIMYeCTBO COOBbITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spatluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpegeneHHoro
™vina.

Bo3spatltaet
KO/MYeCTBO COOBbITHIA
onpejeneHHoro
™Vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTuA

Co3paet dpalinbl Ha
CbEMHOM HocuTene.
YumuTbiBarOTCA TOLKO
dannbi,
YAOBETBOPSIOLLME
perynspHomy
BbIpa>keHUHo.

Co3paet dpalinbl Ha
CbeMHOM HocuTene.

CozpgaeT nnun
M3mMeHseT dalinbl.
YuuTbiBarOTCA TONBKO
dannsbl,
yZOBETBOPSAIOLLME
perynspHomy
BbIPaXkeHWIO.

CozpgaeT nnun
M3mMeHseT dalinbl.

Co3zaeT cepBUCHI.
YuutbiBatOTCS TONbKO
CepBUCHI,
yAOBETBOPAROLLME
perynspHomy
BbIPa>KeHWIO.

Co3p,a €T CepBUCHI.

3apaxaet
NCNOHAEMblEe
dannsbl.

YumuTbiBarOTCA TONBKO
dannbl,
yAOBAETBOPSAtOLLME
perynspHomy
BbIPaXkeHWIO.

3apaxaet
ncnonHAeMble
dannsbl.

Mpumepbl

dr sandbox.descr tech.autorun
.create files on removable me
dia(/10thingscondoms.pdf/)

dr sandbox.descr tech.autorun
.create files on removable me
dia num > 0

dr sandbox.descr tech.autorun
.create or modify files(/Yoga
Guide.job/)

dr sandbox.descr tech.autorun
.create or modify files num

dr sandbox.descr tech.autorun
.create services (/rsdsys/)

dr sandbox.descr tech.autorun
.create services num > 0

dr sandbox.descr tech.autorun
.infect executables (/eirmayxm

/)

dr sandbox.descr tech.autorun
.infect executables num > 0
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modify mbr

modify regist
ry (regex)

modify regist
ry num

replace syste
m_ executable
files (regex)

replace_ syste
m executable
files num

Pesynbrar

Bo3spalaet 1, ecan
rnaBHas
3arpysoyHas 3anucb
(MBR)
MoAnPULIMPOBaHa,
0 — ecnn Her.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTuA

Moanduumpyet
rnaBHyto
3arpy3ouHyto 3anmch
(MBR).

Moanduumpyet
KNHOUM peecTpa.
YuunTbIBatoTCA TONBKO
KAtoum,
yAOBETBOPAOLLME
perynspHomy
BbIPa>KEHWIO.

Moanduumpyet
KNHOUM peecTpa.

MoameHset
NCNONHsAeMble
cncTeMHble dannbl.
YuntblBatoTCA TONBKO
dannsbl,
yAoBAeTBOpAtOLLME
perynapHomy
BbIPa>EHWIO.

MoameHset
NcrofHAeMble
cucTeMHbIE daninbl.

Mpumepbl

dr sandbox.descr tech.autorun
.modify mbr

dr sandbox.descr tech.autorun
.modify registry(/C:
\Users\user\AppData\Roaming\S
ample.lnk/)

dr sandbox.descr tech.autorun
.modify registry num >= 2

dr sandbox.descr tech.autorun
.replace system executable fi
les (/ir50 gc.dll/)

dr sandbox.descr tech.autorun
.replace system executable fi
les num > 0

NsmeHeHus B ¢aiinoBoii cucteme (kateropus filesystem)

DyHKUMA

change user d
ata extension
s

create files(
regex)

Pesynbrar

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Tun cobbiTnAa

N3meHseT
pacwupenus dainos
NoNb30BaTENbCKMX
JlaHHbIX
(Trojan.Encoder).

Cozpgaet palinbl.
YuutbiBatoTCA TONBKO
barinbl,
yaoBaeTBOpAtOLLMe

Mpumepsl

dr sandbox.descr tech.filesy
stem.change user data extens
ions

dr sandbox.descr tech.filesy
stem.create files(/nsArray.d
11/)
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create files
num

create ransom
_message_file
S

modify hosts

modify user d
ata files

move files (re
gex)

move files nu
m

move self (reg
ex)

move_self num

move system f
iles (regex)

Pesynbrar

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3spaluaet
KONNYeCTBO COObITUN
onpegeneHHoro
vna.

BozBpaluaet 1, ecam
¢davin HOSTS
n3meHeH, 0 — ecau
HerT.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

perysnsipHomy
BbIPaXeHMIo.

Cozpgaet palinbl.

Cozpaet daninbl ¢
TpeboBaHVeM
onnaTuTb
pacwndposky
davinos
(Trojan.Encoder).

Vi3meHsieT dain
HOSTS.

N3meHsaeT
MHO>ecTBO daiinos
NMo/ib30BaTeNbCKUX
JaHHbIX
(Trojan.Encoder).

MepemelaeT dannbl.
YuntbiBatOTCA TONBKO
baninbl,
yfoBaeTBopAatoLme
perynsapHomy
Bblpa>XeHWto.

Mepemelsaet Gamnbl.

CaMOI'IEPEMELLI,aETCﬂ.

CamonepewmelyaeTtcs.

[Mepemewaer
cucTeMHble dalinbl.
YuntbiBatOTCA TONLKO

Mpumepsl

dr sandbox.descr_ tech.filesy
stem.create files num >= 2

dr sandbox.descr tech.filesy
stem.create ransom message f
iles

dr sandbox.descr tech.filesy
stem.modify hosts

dr sandbox.descr_ tech.filesy
stem.modify user data files

dr sandbox.descr_ tech.filesy
stem.move files (/SWINDIR

%.*CONFIG\security.config.cc
h/)

dr sandbox.descr_ tech.filesy
stem.move files num >= 2

dr sandbox.descr tech.filesy
stem.move self (/CreativeAudi
o/)

dr sandbox.descr tech.filesy
stem.move self num >= 2

dr sandbox.descr tech.filesy
stem.move_system_files(/ir50
_gc.dll/)
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move system f
iles num

remove files(
regex)

remove files
num

remove self

set hidden (re
gex)

set hidden nu
m

substitute ex
ecutables (reg
ex)

substitute ex
ecutables num

Pesynbrar

onpeaeneHHoro
TMNa.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

BosBpaltaet
KOJINYECTBO COBbITUN
onpeseneHHoro
™vna.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

bawnbl,
yAOBETBOPStOLME
perynspHomy
BbIpaXkeHMHO.

[Mepemewaer
cucTemHble dainbl.

Ypanset dannol.
YuntbiBatOTCA TONBKO
bawnbl,
yAOBEeTBOPAOLLME
perynspHomy
BbIPa>KeHWIO.

Ypanset dannbl.

CamoypanseTcs.

MpucsanBaet
aTPUBYT «CKPbITbIN»
ana Gannos.
YuntbiBatoTCH TONBKO
dawnbl,
yAOBNeTBOPAtOLLVE
perynspHomy
BbIPaXkeHWto.

MNpucBansaet
aTPUBYT «CKPbITbIN»
ana dannos.

MoameHseT
NCMNOHAeMble
bannbl. YuutbiBatoTca
TONbKO dalinbl,
yAOBAETBOPSAIOLLME
perynspHomy
BbIPa>KeHWIO.

MoameHseT
NCMNOHAeMble

Mpumepsl

dr sandbox.descr tech.filesy
stem.move system files num
>= 2

dr sandbox.descr_ tech.filesy
stem.remove files (/"%TEMP%
\7zS1.tmp\GOMPLAYERENSETUP.E
XES$/)

dr sandbox.descr tech.filesy
stem.remove files num >= 2

dr sandbox.descr tech.filesy
stem.remove self

dr sandbox.descr_ tech.filesy
stem.set hidden (/"%TEMP%
\~2.cmd$/)

dr sandbox.descr tech.filesy
stem.set hidden num >= 2

dr sandbox.descr tech.filesy
stem.substitute executables
/pattern/)

dr sandbox.descr tech.filesy
stem.substitute executables
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substitute fi
les (regex)

substitute fi
les num

substitute ho
sts

Pesynbrar

onpeaeneHHoro
TMNa.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

bannbl.

MoameHaeT dainbl.
YuutbiBatoTCA TONbKO
barinbl,
yaoBaeTBOpAtOLme
perynsapHomy
Bblpa>XeHWto.

MoaMeHsieT Gpannbl.

MoameHsieT daiin
HOSTS.

BpepoHocHble pyHKUuM (KaTeropma malicious)

DyHKUMA

add_antivirus
_exclusion(re
gex)

add _antivirus
_exclusion nu
m

Pesynbrar

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Tun cobbiTna

YTo6bl 3aTPYAHUTL
BbiSIBJIEH/E CBOETO
NpUWCyTCTBMSA B
cncteme, gobasaset
NCKNHO4YeHunA
aHTUBMpYCa C
MOMOLLbHO K/IHOYel
peecTpa.
YUnTbIBAtOTCS TONBKO
KUK,
YAOBETBOPStOLME
perynspHomy
BblpaXXeHWHo.

YT106bI 3aTPYAHUTD
BbISIBNE€HWE CBOEro
npUCyTCTBMA B
cucteme, gjobasnset
UCKTHOYeHs
aHTVBUpYCa C
NMOMOLLbHO KO UEWN
peectpa.

Mpumepsl

num >= 2

dr sandbox.descr_ tech.filesy
stem.substitute files(/patte
rn/)

dr sandbox.descr_ tech.filesy
stem.substitute files num >=
2

dr sandbox.descr tech.filesy
stem.substitute hosts

Mpumepsl

dr sandbox.descr tech.malici
ous.add antivirus exclusion(
/pattern/)

dr sandbox.descr tech.malici
ous.add antivirus exclusion
num
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block cmd

block regedit

block system

file checker

block system

restore

block taskmgr

block user ac
count control

Pesynbrar

Bosspalaet 1, ecan
cobbITMe
npowusowno, 0 —
€eC/IN HeT.

BosBpawaet 1, ecan
cobbiTne
npowusowsio, 0 —
eC/IN HeT.

BosBpawaet 1, ecan
cobbiTne
npowusowwio, 0 —
€C/In HerT.

BosBpawaet 1, ecan
cobbiTne
npowusowwio, 0 —
€C/In HerT.

BosBpawaet 1, ecan
cobbiTne
npowusowwio, 0 —
€C/In HerT.

BosBpalaet 1, ecam
cobbiTne
npowusowwno, 0 —
eC/in HerT.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

Ans 3aTpysHeHUs
BbISIBAEHWUS CBOEro
npuCyTCTBMSA B
cucteme 610kmpyeT
3anyck cnegyroLei
CUCTEMHOMN YTUAUTBI:
WHtepnpetatop
KOMaHZAHOR CTpOKw
(CMD).

[Ans 3aTpygHeHUs
BblABNAEHNA CBOEro
NPUCYyTCTBUA B
cucteme 610kmpyeT
3anyck ciegyroLen
CUCTEMHOMN YTUAUTBI:
Pepaktop peectpa
(RegEdit).

[na 3aTpysHeHua
BbISIBJIEHUS CBOETO
MpUCYTCTBYA B
cucteme 610kMpyeT
CpegctBo npoBepku
cUCTeMHbIX daiinos
(SFO).

[na 3aTpysHeHua
BbIAB/IEHNS CBOEro
NpUCyTCTBUA B
cucteme 610kMpyeT
KomnoHeHT
BOCCTaHOBJIEHUA
cuctembl (SR).

[na 3aTpysHeHua
BbISIBNI€HNS CBOEro
MPUCYTCTBMSA B
cucteme 60kMpyeT
3anyck cnegytoLuen
CUCTEMHOMN YTUAUTBI:
[AvcneTyep 3agau
(Taskmgr).

[na 3atpysHeHuns
BbIAB/IEHWA CBOEro
NpUCyTCTBUA B
cucTeMe 60KupyeT
CpeacTBO KOHTpONA
Mo/1b30BaTe/IbCKNX

Mpumepsl

dr sandbox.descr tech.malici
ous.block cmd

dr sandbox.descr tech.malici
ous.block regedit

dr sandbox.descr_ tech.malici
ous.block system file checke
r

dr sandbox.descr_ tech.malici
ous.block system restore

dr sandbox.descr_ tech.malici
ous.block taskmgr

dr sandbox.descr tech.malici
ous.block user account contr
ol
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block windows
_action cente
r

block windows
_defender

block windows
_file protect
ion

block windows
_firewall

block windows
_security cen
ter

Pesynbrar

BosBpawaet 1, ecan
cobbiTne
npowusowwsio, 0 —
eC/In HerT.

BosBpawaet 1, ecan
cobbiTne
npowusowwio, 0 —
eC/In HerT.

BosBpaluaet 1, ecam
cobbITMe
npowmsowno, 0 —
eC/IN HeT.

Bosspalaet 1, ecan
cobbITMe
npowmsowno, 0 —
€eC/IN HeT.

Bosspawaet 1, ecan
cobbiTne
npowusowsio, 0 —
eC/IN HeT.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

yYeTHbIX 3anunceit
(UAQ).

[na 3aTpysHeHua
BbISIBNIEHUS CBOErO
NpUCyTCTBMS B
cucteme 610kmpyeT
LleHTp noazepsxku
Windows (Action
Center).

[na 3aTpysHeHua
BbISIBNIEHUS CBOErO
NpUCyTCTBMS B
cucteme 610kMpyeT
3anyck ciegytoLuen
CUCTEMHOMN YTUAUTI:
CnCTEMHBIN
aHTVBUpPYC
(3awmTHMK
Windows).

[na 3aTpyaHeHns
BbIIBJIEHWNSA CBOETO
NpWCYTCTBMA B
cucteme 610kmpyeT
Cuctemy 3aLuuThl
davinos
onepauyioHHOM
cuctembl Windows
(WFP).

Ans 3aTpysHeHUs
BbISIBNEHWUS CBOEro
npuCyTCTBMS B
cucteMe 6a0kmpyeT
3anyck cregyroLei
CUCTEMHOMN YTUAWTBI:
Me>ceTeBo 3kpaH
(BpaHamayap
Windows).

[ns 3aTpysHeHus
BbISIB/IEHWsI CBOEro
NpUCyTCTBMS B
cucteme 610kmpyeT
LleHTp obecneueHus
6e30MnacHOCTM
(Security Center).

Mpumepsl

dr sandbox.descr_ tech.malici
ous.block windows_action cen
ter

dr sandbox.descr_ tech.malici
ous.block windows defender

dr sandbox.descr tech.malici
ous.block windows file prote
ction

dr sandbox.descr tech.malici
ous.block windows firewall

dr sandbox.descr tech.malici
ous.block windows_ security c
enter
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block windows
_updates

bruteforce os
_accounts

create and ex
ec (regex)

create and ex
ec_num

create onion

service

delete volume
_shadow_copie
S

detect virtua
1 machine (reg
ex)

Pesynbrar

Bosspalaet 1, ecan
cobbITMe
npowusowno, 0 —
€eC/IN HeT.

BosBpawaet 1, ecan
cobbiTne
npowusowsio, 0 —
eC/IN HeT.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

[ns 3aTpysHeHus
BbISIBJIEHUS CBOETO
MPWCYTCTBMSA B
cucteme 610kmpyeT
3anyck cnegyroLei
CUCTEMHOMN YTUAUTBI:
O6HoBAEHNS
cuctembl (Windows
Update).

Mepebupaet napoan
akkayHtoB OC.

Co3zaet u 3anyckaet
Ha VCMOJIHEHWME.
YunTbIBatOTCA TONILKO
06beKThI,
YAOB/IETBOPSIOLLME
perynspHomy
BbIpa>keHuto.

COBﬂ,aET M 3anyckaet
Ha NCNONHEHME.

Co3pgaet onion-
cepBuc.

[Ans 3aTpysHeHUs
BbISIBJIEHUS CBOETO
MpUCyTCTBMA B
cvcTeMe yaanset
TEHeBble KOMUM
pa3zenos.

Vet okHa ¢ Lenbto
06HapyxeHus

BUPTYyalbHbIX MallWH.

YuntbiBatOTCA TONBKO
06BbeKTHI,
yfoBaeTBOpAtOLMe
perynsapHomy
Bblpa>eHWto.

Mpumepsl

dr sandbox.descr tech.malici
ous.block windows updates

dr sandbox.descr tech.malici
ous.bruteforce os accounts

dr sandbox.descr tech.malici
ous.create_and_exec(/Total
Commander/)

dr sandbox.descr tech.malici
ous.create and exec num > 0

dr sandbox.descr tech.malici
ous.create onion service

dr sandbox.descr tech.malici
ous.delete volume shadow cop
ies

dr sandbox.descr tech.malici
ous.detect_virtual_machine(/
pattern/)
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detect virtua
1 machine num

disable amsi

downloads and
_executes (reg
ex)

downloads_and
_executes num

downloads and
_executes fil
es

download file
(regex)

download file
num

download file
s

Pesynbrar

Bo3spaluaet
KOJNYeCTBO COObITU
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

BosBpalaet 1, ecam
cobbiTne
npowusowno, 0 —
€eC/IN HeT.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

Vet okHa ¢ Lenbto
06HapyxeHus

BUPTYyanbHbIX MalUVH.

OTtkntovaet AMSI.

3arpyxaert 1
3anyckaer Ha
NCMOJIHEHWE.
YuutbiBatoTCA TONBKO
06BbeKThI,
yaoBaeTBOpAtoLme
perynspHomy
Bblpa>keHWto.

3arpyxaet n
3anyckaet Ha
NCNONHEHNE.

3arpyxaert 1
3anyckaert Ha
UCroaHeHe dannbl.
YuuntbiBatOTCA TONbLKO
bawnbl,
yAOBEeTBOPAOLLME
perynapHomy
BbIPa>KeHWIO.

3arpyxaet paiinbl.
YuuTbIBatOTCA TO/IbKO
bawnbl,
YAOB/IETBOPSIOLLME
perynspHomy
BbIpa>keHuto.

3arpyxaet palinbl.

3arpyxaet paiinbl.

Mpumepsl

dr sandbox.descr tech.malici
ous.detect virtual machine n
um

dr sandbox.descr tech.malici
ous.disable amsi

dr sandbox.descr tech.malici
ous.downloads_and_executes(/
pattern/)

dr sandbox.descr_ tech.malici
ous.downloads and executes n
um

dr sandbox.descr tech.malici
ous.downloads and executes f
iles

dr sandbox.descr tech.malici
ous.download file(/pattern/)

dr sandbox.descr tech.malici
ous.download file num

dr sandbox.descr tech.malici
ous.download files
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exec (regex)

exec_num

exec wmi (rege
X)

exec_wmi_ num

exploit creat
e and_exec(re
gex)

exploit creat
e and exec nu
m

exploit creat
e and load 1i
brary(regex)

exploit creat
e and load 1i

Pesynbrar

Bo3spaluaet
KOJNYeCTBO COObITU
onpegeneHHoro
vna.

Bo3spaluaet
KONNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

3anyckaeT Ha
NCMOJTHEeHNE.
YunTbIBatOTCA TONBKO
06beKThI,
yAoBeTBOPAtOLLME
perynapHomy
BbIPa>eHWIO.

3anyckaeT Ha
NCMOJTHEeHNE.

Boinonxser
onepauvn WMI.
YuuntbiBatOTCA TONBKO
onepaumu,
yAoBAeTBOpAtOLLME
perynspHomy
BbIpa>XeHWH0.

BbinonHsaer
onepauvn WMI.

Co3paet n 3anyckaet
Ha UCMNONHEHWe
(3kcnnonT).
YuntbiBatOTCA TONBKO
06BbeKThI,
yaoBaeTBOpAtOLLMe
perynspHomy
Bblpa>keHuto.

Cospaet v 3anyckaeT
Ha MCNOJHEeHUe
(3kcnnowmr).

Co3gpaet v 3arpyxaet
6unbanoTekn
(3kcrnowm).
YuntbiBatOTCA TONLKO
6ubanoTeky,
yAOBAETBOPSAIOLLME
perynspHomy
BbIPa>KeHWIO.

Cozpgaert v 3arpyxaet
6ubanoTeKn

Mpumepsl

dr sandbox.descr tech.malici
ous.exec (/netsh.exe/)

dr sandbox.descr tech.malici
ous.exec num > 0

dr sandbox.descr tech.malici
ous.exec_wmi (/pattern/)

dr sandbox.descr tech.malici
ous.exec wmi num

dr sandbox.descr tech.malici
ous.exploit create and exec(
/pattern/)

dr sandbox.descr_ tech.malici
ous.exploit create and exec_
num

dr sandbox.descr tech.malici
ous.exploit create and load
library (/pattern/)

dr sandbox.descr tech.malici
ous.exploit create and load
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brary num

exploit exec(
regex)

exploit exec

num

force autorun
_for removabl
e media

hide from vie
w_file extens
ions

hide from vie
w_hidden file
s

hide processe
s (regex)

hide processe
S_num

Pesynbrar

onpeaeneHHoro
TMNa.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bosspaluaet
KOJIMYECTBO COBbITUI
onpeAeneHHOro
T™mna.

Bosspawaet 1, ecan
cobbITMe
npowmsowno, 0 —
eC/IN HeT.

BozBpaluaet 1, ecam
cobbITMe
npowmsowno, 0 —
€C/IN HeT.

BozBpaluaet 1, ecam
cobbITMe
npowmsowno, 0 —
€C/IN HeT.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

(3kcnnowmr).

3anyckaeT Ha
NCMOIHEHWE
(3kcnnowmr).
YunTbIBatOTCA TOIbKO
06beKThI,
yAOBAETBOPSAOLLME
peryaspHomy
BbIpaXkeHMHO.

3anyckaeT Ha
NCMOJIHEHWE
(3kcnnowmr).

MpuHyautenbHo
pa3peliaer
aBTO3anycK co
CbeMHbIX HOCUTeNEN.

[Ans 3aTpysHeHus
BbISIBJIEHUS CBOETO
MPWCYTCTBMSA B
cucteme 60KkMpyeT
oTobpaxeHue
pacLUmpeHwin
danos.

Ana 3aTpysHeHns
BbIABJIEHUA CBOETO
npuUcyTCTBMA B
cucteMe 60KUpyeT
oTobpaxeHue
CKPbITbIX GainoB.

CkpblBaeT NpoLecchl.
YuuTbiBarOTCA TOILKO
npoLecch,
yAOBEeTBOPAtOLLMe
perynspHomy
BbIpa>XXEHMIO.

CkpblBaeT Npouecchl.

Mpumepsl

library num

dr sandbox.descr_ tech.malici
ous.exploit exec(/pattern/)

dr sandbox.descr tech.malici
ous.exploit exec num

dr sandbox.descr tech.malici
ous.force autorun for remova
ble media

dr sandbox.descr tech.malici
ous.hide from view file exte
nsions

dr sandbox.descr tech.malici
ous.hide from view hidden fi
les

dr sandbox.descr tech.malici
ous.hide processes(/cscript.
exe/)

dr sandbox.descr tech.malici
ous.hide processes num > 0
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hide taskbar
notifications

hook in brows
er (regex)

hook in brows
er num

hook keyboard
~all processe
s (regex)

hook keyboard
~all processe
S_num

hook keyboard
_concrete pro
cesses (regex)

Pesynbrar

Bosspalaet 1, ecan
cobbITMe
npowusowno, 0 —
€eC/IN HeT.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

Ons 3aTpysHeHns
BbISIBJIEHUS CBOETO
NpUCyTCTBYA B
cUcTeMe OTKItOYaEeT
yBeZOM/IeHVs
naHenn 3agau.

MepexsaTbiBaeT
byHKumM B
bpay3epax.
YunTbIBatOTCA TONBKO
npouecchl,
yAOBAETBOPSAOLLMNE
perynspHomy
BbIPaXkeHMIO.

ﬂepeXBaTuBaeT

byHKuMM B
bpaysepax.

YcraHaBnvBaet
npoueaypbl
nepexeaTa
coobLEeHnn 0
HaXxaTun K1aBuLL
KnaBuaTypbl:

Brbanoteka-
obpaboTuunk ass
BCex npoueccos: (?
LibraryPath).

YctaHaBnvnBaeT
npoueaypbl
nepexsarta
coobueHun o
HaXXaTun KnasuLL
KnaBMaTypbl.

YctaHaBnvBaeT
npoueaypbl
nepexsarta
coobueHun o
HaXkaTuuM KJ1aBuLL
KnaBuaTypbl:

Brbanoteka-
0bpaboTuurk asis
npouecca '(?

Mpumepsl

dr sandbox.descr tech.malici
ous.hide taskbar notificatio
ns

dr sandbox.descr tech.malici
ous.hook in browser (/pattern

/)

dr sandbox.descr tech.malici
ous.hook in browser num

dr sandbox.descr tech.malici
ous.hook keyboard all proces
ses (/OQKWHP\BJX.01/)

dr sandbox.descr tech.malici
ous.hook keyboard all proces
ses num > 0

dr sandbox.descr tech.malici
ous.hook keyboard concrete p
rocesses (/IMDCSC.exe/)
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hook keyboard
_concrete pro
cesses num

hook keyboard
_on_window me
ssages (regex)

hook keyboard
_on_window_ me
ssages_num

inject to a 1
ot of user pr
ocesses

inject to_sys
tem proc(rege
x)

inject to sys
tem proc num

inject to use
r proc(regex)

Pesynbrar

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bosspawaet 1, ecan
cobbITMe
npowmsowno, 0 —
eC/IN HeT.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

HookedProcess.Nam
e)": (?LibraryPath).

YcTaHaBnvBaeT
npoueaypbl
nepexsaTa
coobLEeHnn o
Ha>xaTun KJ1aBuLL
KnaBuaTypbl.

YctaHaBnnBaet
npoueaypbl
nepexeaTa OKOHHbIX
COOB L EHWNN.
YunTtbiBatoTCA TONIbKO
06beKThI,
yA0BeTBOPAtOLLME
perynspHomy
BbIPa>eHWHo.

YcraHaBnvBaet
npoleaypbl
nepexasaTa OKOHHbIX
COOBLEHWNN.

BHeapseT kog B
bonblwoe
KONIMYeCTBO
Nnosib30BaTeNbCKMX
npoLeccoB.

BHeapseT kog B
CUCTEMHbIE
npoLeccol.
YuntbiBatoTCA TONbKO
npoueccsl,
yAOBeTBOPAtOLLME
perynapHomy
BbIPa>eHWIO.

BHeapseT kog B
CUCTEMHbIE
npoLeccol.

BHeapseT kog B
nosb3oBaTesbCKue
npoueccsl.
YuntbiBatoTCA TONBKO
npoueccsl,
yAoBAeTBOpAtOLME

Mpumepsl

dr sandbox.descr_ tech.malici
ous.hook keyboard concrete p
rocesses _num > 0

dr sandbox.descr tech.malici
ous.hook keyboard on window
messages (/pattern/)

dr sandbox.descr tech.malici
ous.hook keyboard on window
messages num

dr sandbox.descr tech.malici
ous.inject to a lot of user
processes

dr sandbox.descr tech.malici
ous.inject to system proc (/R
egAsm.exe/)

dr sandbox.descr tech.malici
ous.inject to system proc nu
m > 0

dr sandbox.descr tech.malici
ous.inject to user proc(/"ie
xplore.exe$/)
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inject to_use
r proc_num

modify explor
er settings(r
egex)

modify explor
er settings n
um

modify ie set
tings (regex)

modify ie set
tings_ num

modify regist

ry to bypass

firewall (rege
X)

modify regist

ry to bypass

Pesynbrar

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3spaluaet
KONNYeCTBO COObITUN
onpegeneHHoro
vna.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

perysnsipHomy
BbIPaXeHMIo.

BHeapset kog B
nosb3oBaTeNbCckme
npoLeccol.

VI3mMeHsieT HacTpolikm
NPOBOAHMKA
Windows (Windows
Explorer).
YuntbiBatOTCA TONBKO
HaCTpoOnKN,
yA0BEeTBOPAOLLME
perynsapHomy
BbIpa>keHWIO.

VI3mMeHsieT HacTpoiku
NpoBOHVKa
Windows (Windows
Explorer).

V3meHseT HacTpowiku
6paysepa Windows
Internet Explorer.
YuuTbIBatOTCA TO/IbKO
HacTpOWKHY,
yAOBAETBOPSAIOLLMNE
perynspHomy
BbIpa>keHuto.

V3meHseT HacTpowiku
6pay3sepa Windows
Internet Explorer.

Ona obxoza
6paHamayspa
yAaanaet uu
mMoanbuumpyet
onpegeneHHble
Kntoumn peectpa.
YunTbiBatOTCA TONBKO
Knroum,
yAOBEeTBOPAOLLME
perynapHomy
BbIpa>keHWO.

Ons obxopna
6paHamay3pa

Mpumepsl

dr sandbox.descr_ tech.malici
ous.inject to user proc num
> 0

dr sandbox.descr tech.malici
ous.modify explorer settings
(/'"NoFolderOptions’ =
*00000001" /)

dr sandbox.descr tech.malici
ous.modify explorer settings

_num > 0

dr sandbox.descr tech.malici
ous.modify ie settings(/Zone
s\1] ‘1206’ = *00000000"/)

dr sandbox.descr tech.malici
ous.modify ie settings num >
0

dr sandbox.descr tech.malici
ous.modify registry to bypas
s _firewall (/Enabled:taskmg.e
xe/)

dr sandbox.descr tech.malici
ous.modify registry to bypas
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firewall num

modify system
_dns (regex)

modify system
_dns_num

modify system
_settings(reg
ex)

modify system
_settings num

read third pa
rty passwords
(regex)

Pesynbrar

onpeaeneHHoro
TMNa.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

yAaanaet uu
mMoanbuumpyet
onpegeneHHble
KNtoum peectpa.

[na 3atpysHeHuns
BbIIBJIEHNSA CBOETO
NPWCYTCTBMA B
cncteMe nsmeHset
DNS-cepBepbl.
YunTbIBatOTCA TONBKO
cepBepbl,
yAOBNETBOPAOLLMNE
perynapHomy
BbIPa>keHMIO.

[Ana 3aTpyaHeHns
BbISIBN€HWNS CBOEro
npucyTCcTBMA B
cncteMe nsmeHset
DNS-cepBepbl.

[na 3aTpyaHeHns
BbISIBJIEHUA CBOErO
NPUCYTCTBMA B
cUCTEME N3MEHSEeT
CUCTEMHbIE
HaCTPOWKM.
YuntbiBatOTCA TONBKO
HaCTpOnKN,
yAOBETBOPALOLLME
perynsapHomy
Bblpa>XeHWto.

Ans 3aTpysHeHus
BbISIBNEHWUS CBOErO
NpUCyTCTBMS B
CUCTEME MBMEHSIET
CUCTEMHblE
HaCTpOMKN.

YuraeT dpannsi,
oTBevaroLlVe 3a
XpaHeHWe naponew
CTOPOHHUMY
nporpamMmamu.
YunTbIBatOTCA TONIbKO
06beKThI,
YAOB/ETBOPStOLME
perynspHomy
BbIpa><eHuto.

Mpumepsl

s firewall num > 0

dr sandbox.descr tech.malici
ous.modify system dns (/patte
rn/)

dr sandbox.descr tech.malici
ous.modify system dns num

dr sandbox.descr tech.malici
ous.modify system settings (/
pattern/)

dr sandbox.descr tech.malici
ous.modify system settings n
um

dr sandbox.descr tech.malici
ous.read third party passwor
ds (/pattern/)
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read third pa
rty passwords
num

register bho(
regex)

register com

server (regex)

register com

server num

register file
system filter
(regex)

restore ssdt

hooks

search passwo
rd in registr
y (regex)

Pesynbrar

Bo3spaluaet
KOJNYeCTBO COObITU
onpegeneHHoro
vna.

Bosspaluaet
KONMYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

BosBpawaet 1, ecan
cobbiTne
npowusowwio, 0 —
€C/In HerT.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

YuraeT dannsl,
oTBevaroLVe 3a
XpaHeHve naposen
CTOPOHHVMMU
nporpamMmamu.

Pernctpupyet BHO.
YuuTbIBatOTCA TOIBKO
06beKThl,
yAOBETBOPSAtOLLME
peryaspHomy
BbIPaXXEHUIO.

Pernctpupyer COM-
cepsep.
YunTbiBatOTCS TONIBKO
06beKThl,
yAOBAETBOPSAOLLMNE
peryaspHomy
BbIPa>XeHWHo.

Pernctpupyer COM-
cepsep.

Perunctpupyet
dunbTp Parnosom
cUCTEMBI.
YunTtbiBatOTCA TO/LKO
06BbeKThI,
yAOBNETBOPAOLLNE
perynapHomy
BbIpa>keHUI0.

YctpaHser
nepexsaTbl GYHKLMN
B SSDT (System
Service Descriptor
Table).

MweT BeTkn peectpa,
oTBevarolLe 3a
XpaHeHWe naponew
CTOPOHHUMY
nporpamMmamu.
YuuTbIBatOTCA TOIbKO
BETKY,
YZOBAETBOpSAOLLVE
perynspHomy
BbIPaXXeHMIo.

Mpumepsl

dr sandbox.descr tech.malici
ous.read third party passwor
ds_ num

dr sandbox.descr tech.malici
ous.register bho(/pattern/)

dr sandbox.descr tech.malici
ous.register com server (/pat
tern/)

dr sandbox.descr tech.malici
ous.register com server num

dr sandbox.descr tech.malici
ous.register filesystem filt
er (/pattern/)

dr sandbox.descr_ tech.malici
ous.restore ssdt hooks

dr sandbox.descr tech.malici
ous.search password in regis
try(/MessengerService/)
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search passwo
rd in registr
y num

search wnd fo
r analyzing s
oft (regex)

search wnd fo
r analyzing s
oft num

search wnd fo
r programs_an
d games (regex

)

search wnd fo
r programs_an
d games num

search wnd to
_bypass_av (re
gex)

search wnd to
_bypass_av_nu
m

search wnd to

Pesynbrar

Bo3spaluaet
KOJNYeCTBO COObITU
onpegeneHHoro
vna.

Bosspaluaet
KONMYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

Vet BeTkM peectpa,
oTBevatoLMe 3a
XpaHeHve naposen
CTOPOHHUMY
nporpamMmamu.

MweT okHa € uenbto
OOHapyXeHWs yTuauT
ANS aHanumza.
YuntbiBatoTCA TONBKO
OKHa,
yaoBaeTsopatoLme
perynsapHomy
Bblpa>XeHWto.

MiweT okHa ¢ uenbto
06 HapyXKeHWs yTUANT
4N aHanm3a.

MweT okHa ¢ uenbto
obHapy>KeHus
pa3nnyHbIX
nporpamMmm un urp.
YuntbiBatoTCA TONBKO
OKHa,
yAoBAeTBOpAtOLME
perynspHomy
Bblpa>XeHWIo.

MweT okHa € uenbto
0O Hapy>KeHws
pPa3NnNYHbIX
nporpamMm u urp.

MuweT okHa c uenbto
06x0a pas/inyHbIX
aHTUBUPYCOB.
YuntbiBatOTCA TONbKO
OKHa,
yAOBETBOPStOLLME
peryaspHomy
BbIpa>keHUHo.

MweT okHa ¢ uenbto
06x0fa pa3/ivyHbIX
aHTUBUPYCOB.

Vet okHa ¢ Lenbio
obxoaa cucTemsl

Mpumepsl

dr sandbox.descr tech.malici
ous.search password in regis
try num > 0

dr sandbox.descr tech.malici
ous.search wnd for analyzing
_soft (/PEiD/)

dr sandbox.descr tech.malici
ous.search wnd for analyzing
_soft num > 0

dr sandbox.descr tech.malici
ous.search wnd for programs
and games (/The Wireshark
Network Analyzer/)

dr sandbox.descr tech.malici
ous.search wnd for programs
and_games_num > 0

dr sandbox.descr_ tech.malici
ous.search wnd to bypass av (
/AVP.AlertDialog/)

dr sandbox.descr tech.malici

ous.search wnd to bypass av_

num > 0

dr sandbox.descr tech.malici
ous.search wnd to bypass wfp
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_bypass wfp(r
egex)

search wnd to
_bypass wfp n
um

set concrete
ssdt hooks (re
gex)

set concrete
ssdt _hooks nu
m

set homepage
for ie

set ssdt hook
s

try to termin
ate a lot of
user processe
S

try to termin
ate system pr

Pesynbrar

onpeaeneHHoro
TMNa.

Bo3spaluaet
KONNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

BosBpalaet 1, ecam
cobbiTne
npowusowwnio, 0 —
eC/in HerT.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bosspawaet 1, ecan
cobbITMe
npowmsowno, 0 —
eC/IN HeT.

Bo3spaluaet
KOJNNYeCTBO COObITUN

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

3aWwuTbl Gparnos
Windows (WFP).
YuuTbIBatOTCA TOIBKO
OKHa,
YAOB/IETBOPSIOLLME
perynspHomy
BbIpa>keHuto.

Vet okHa ¢ Lenbto
o0b6xoza cmcTeMbI
3awuTbl darnos
Windows (WFP).

MNepexBaTbiBaeT
dyHkumm B SSDT
(System Service
Descriptor Table).
YunTbIBatOTCA TONBKO
byHKUmK,
yAOBEeTBOPSAtOLLME
perynspHomy
BbIpakeHuto.

MepexsaTbiBaeT
byHKkupm B SSDT
(System Service
Descriptor Table).

be3 paspelueHus
nonb3oBaTens
yCTaHaB/ivBaeT
HOBYIO CTapTOBYHO
CTpaHuWLy ans
Windows Internet
Explorer.

MNepexBaTbiBaeT
dyHkumm B SSDT
(System Service
Descriptor Table).

3aBepluaet wun
MbiTaeTca 3aBepLUmnTb
6onblioe
KOIM4YeCTBO
MoJ/Ib30BaTe/IbCKMX
NpOLEeCcCcoB.

3aBepluaet uaun
MbiTaeTca 3aBepLImnTb
CUCTEMHblE

Mpumepsl

(/Windows File Protection/)

dr sandbox.descr tech.malici
ous.search wnd to bypass wfp
_num > 0

dr sandbox.descr tech.malici
ous.set concrete ssdt hooks (
/pattern/)

dr sandbox.descr tech.malici
ous.set concrete ssdt hooks
num

dr sandbox.descr tech.malici
ous.set homepage for ie

dr sandbox.descr tech.malici
ous.set ssdt hooks

dr sandbox.descr tech.malici
ous.try to terminate a lot o
f user processes

dr sandbox.descr tech.malici
ous.try to terminate system
processes (/ctfmon.exe/)
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ocesses (regex

)

try to termin
ate system pr
ocesses num

try to termin
ate user proc
esses (regex)

try to termin
ate user proc
esses num

Pesynbrar

onpeaeneHHoro
TMNa.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUI
onpeAeneHHOro
T™mna.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

npouecchbl.
YuntbiBatoTCA TONBKO
npoueccsl,
yAOBEeTBOPSAtOLLMe
perynspHomy
BbIpakeHuto.

3aBepluaet uaun
MbiTaeTca 3aBepLumnTb
CUCTEMHbIE
npoueccol.

3aBepLuaet uam
NblTaeTCAa 3aBepLNTb
no/b30BaTeNbCkme
npoLecchl.
YuuTbiBatOTCA TOIBKO
npoLecchl,
YAOB/ETBOPSAtOLLME
perynsapHomy
BbIPaXXeHUIO.

3aBepLuaet uam
MblITaeTCs 3aBepPLUUTb
noJib30BaTeNbCkme
npoLecchbl.

Apyroe (kateropua miscellaneous)

DyHKUMA

add _root cert
ificate

create and ex
ec

disable certi
ficate

exec (regex)

Pesynbrar

BosBpaluaet 1, ecam
ceptudmkat
AobasneH, 0 — ecau
HeT.

BosBpalaet 1, ecam
cobbiTne
npowusowwnio, 0 —
eC/in HerT.

Bosspawaet 1, ecan
cobbiTne
npowusowsio, 0 —
eC/IN HeT.

Bo3spaluaet
KOJNNYeCTBO COObITUN

Tun cobbiTuAa

Jobasnset
KOpHeBOW
ceptudumkar.

Co3gaert 1 3anyckaeT
Ha ncroaHeHme (co
CKPbITbIM OKHOM).

OTkntovaer
ceptndukar.

3anyckaert Ha
NCMOHEHVE.

Mpumepsl

dr sandbox.descr tech.malici
ous.try to terminate system
processes num > 0

dr sandbox.descr tech.malici
ous.try to terminate user pr
ocesses (/" AVSYNMGR.EXE$/)

dr sandbox.descr tech.malici
ous.try to terminate user pr
ocesses _num > 0

Mpumepbl

dr sandbox.descr tech.miscel
laneous.add root certificate

dr sandbox.descr_ tech.miscel
laneous.create and exec

dr sandbox.descr tech.miscel
laneous.disable certificate

dr sandbox.descr tech.miscel
laneous.exec (/pattern/)
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$

DYyHKUMA

load driver (r
egex)

load driver n
um

modify auto c
onfig url(reg
ex)

search wnd(re
gex)

search wnd nu
m

shut down win
dows

use ntfs data
_sStreams

Pesynbrar

onpeaeneHHoro
TMNa.

Bosspaluaet
KONMYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KONMYeCTBO COObITHI
onpegeneHHoro
™vina.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bosspalaet 1, ecan
cobbITMe
npowmsowno, 0 —
€eC/IN HeT.

BosBpaluaet 1, ecam
cobbITMe
npowmsowno, 0 —
eC/IN HeT.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTuA

YuntbiBatoTCA TONBKO
npouecchl,
yAOBNeTBOPAtOLLVE
perynspHomy
BbIpa>keHuto.

3arpyxaet
ApanBepbl.
YuuTbiBarOTCA TOIBKO
ApanBepbl,
YAOBETBOPSIOLLME
perynspHomy
BbIpa>keHUHo.

3arpyxaet
ApanBepbl.

M3meHseT 3HaueHne
AutoConfigURL Ha
HOBOE. YunTbIBatOTCA
TO/NIbKO HOBblE
3Ha4yeHus,
yAoBAeTBOpAtOLLME
perynsapHomy
Bblpa>keHuto.

MuweT okHa.
YuntbiBatOTCA TONBKO
OKHa,
yaoBAeTBOpAtOLME
perynsapHomy
Bblpa>keHWto.

MweT okHa.

MbiTaeTca
3aBepwutb paboty
onepauvoHHOWN
cuctembl Windows.

Mcnonbayet
asbTepHaTVBHbIE
NMOTOKWN AaHHbIX
NTFS.

Mpumepbl

dr sandbox.descr tech.miscel
laneous.load driver (/pattern

/)

dr sandbox.descr tech.miscel
laneous.load driver num

dr sandbox.descr_ tech.miscel
laneous.modify auto config u
rl (/pattern/)

dr sandbox.descr_ tech.miscel
laneous.search wnd(/MS Webch
eckMonitor/)

dr sandbox.descr_ tech.miscel
laneous.search wnd num == 3

dr sandbox.descr tech.miscel
laneous.shut down windows

dr sandbox.descr tech.miscel
laneous.use ntfs data stream
S
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DyHKUMA

connect to(re
gex)

connect to nu

m

tcp (regex)

tcp num

tcp _http get(
regex)

tcp http get

num

tcp _http post
(regex)

tcp http post
num

tcp http unk(
regex)

tcp http unk

num

Pesynbrar

Bosspaluaet
KOJIMYECTBO COBbITUI
onpeAeneHHOro
T™mna.

Bo3spaluaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bosspaluaet
KONMYeCTBO COObITHI
onpegeneHHoro
™vina.

BosBpaltaet
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bo3spaluaet
KOJNNYeCTBO COObITUN
onpegeneHHoro
vna.

Bosspaluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUIA
onpeAeneHHoro
™na.

Bosspaluaet
KONNYeCTBO COObITUI
onpegeneHHoro
™vina.

Bosspaluaet
KOJIMYECTBO COBbITUN
onpeAeneHHOro
T™mna.

Bo3spaluaet
KOJIMYECTBO COObITUM

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

CeTeBas akTUBHOCTb (kaTeropus network)

Tun cobbiTnAa

[Mopknrouaetca K
nepeyncieHHoOMy B
perynapHom
BbIpa>keHnN.

MNoakntouaercs.

3anpochkl yepes TCP.

3anpochbl yepes TCP.

3anpocbl HTTP GET
yepes TCP.

3anpockl HTTP GET
yepes TCP.

3anpocbl HTTP POST
yepes TCP.

3anpocbl HTTP POST
yepes TCP.

3anpockl HTTP
Hen3BeCTHOTO
dopwmara.

3anpockl HTTP
Heun3BeCTHOTo
dopwmara.

Mpumepbl

networ
cn/)

dr sandbox.descr_ tech.
k.connect to(/www.xfo.

dr sandbox.descr tech.networ

k.connect to num >= 2

dr sandbox.descr tech.networ

k.tcp (/pattern/)

dr sandbox.descr tech.networ

k.tcp_ num

dr sandbox.descr tech.networ
k.tcp http get(/addurl.html$
/)

dr sandbox.descr tech.networ
k.tcp_http get num >= 2

dr sandbox.descr tech.networ
k.tcp http post(/addurl.html
$/)

dr sandbox.descr tech.networ
k.tcp http post num >= 2

dr sandbox.descr tech.networ
k.tcp http unk(/pattern/)

dr sandbox.descr tech.networ
k.tcp_http unk num
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DYyHKUMA

udp (regex)

udp num

Pesynbrar

onpeaeneHHoro
TMNa.

BosBpawaer
KOJINYECTBO COBbITU
onpeseneHHoro
™vna.

Bosspawaer
KONNYeCTBO COObITUN
onpegeneHHoro
vna.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

3anpocsbl yepes UDP.

3anpocsbl yepes UDP.

Mpumepsl

dr sandbox.descr tech.networ
k.udp (/disk57/)

dr sandbox.descr tech.networ
k.udp num >= 2

OnucaHue pyHKUMN ana necouHmubl Linux (kaTteropus
descr_tech _lbcl)

ObecneueHne aBTO3anycka U pacnpocTpaHeHus (KaTteropusa autorun)

DyHKUMA

create or mod
ify files(reg
ex)

create or mod
ify files num

create or mod
ify symlinks(
regex)

create or mod
ify symlinks
num

Pesynbrar

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3spatluaet
KOJIMYECTBO COBbITUI
onpeaeneHHoro
™na.

Bo3Bpaltaet
KOIMYeCTBO COBbITUIA
onpejeneHHoro
™na.

Bo3spaluaet
KOJINYECTBO COBbITUN

Tun cobbiTnA

CozpaeTt nnu
n3mMeHseT dainbl.
YuuTbiBatOTCA TOIBKO
bawnsbl,
yAOBETBOPSIOLLME
peryaspHomy
BbIPaXXEHUIO.

CozpaeTt nnu
n3mMeHseT dainbl.

Co3paet nnn
n3mMeHsetT
CYMBOINYECKME
CCbINKN.
YuntbiBatoTCA TONBKO
CCbINKWY,
yA0BeTBOPAtOLLME
perynspHomy
BbIPa>eHWHo.

Cozgaet nnu
N3MeHseT

Mpumepbl

dr sandbox.descr tech lbcl.a
utorun.create or modify file
s (/pattern/)

dr sandbox.descr tech lbcl.a
utorun.create or modify file
S_num

dr sandbox.descr tech lbcl.a
utorun.create or modify syml
inks (/pattern/)

dr sandbox.descr tech lbcl.a
utorun.create or modify syml
inks num
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$

DYyHKUMA

Pesynbrar

onpeaeneHHoro
TMNa.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

cMmBOIN4ecCkne
CCblNIKW.

Mpumepsbl

NsmeHeHus B ¢aiinoBoii cucteme (kateropus filesystem)

DyHKUMA

change time o
f file(regex)

change time o
f file num

create dir (re
gex)

create dir nu
m

create or mod
ify file(rege
x)

create or mod
ify file num

Pesynbrar

Bo3spatltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
™vina.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Tun cobbiTnAa

Vi3meHseT Bpemsa
co3jaHud, focTyna,
MoanbmKaumm
davinos.
YunTbiBatOTCA TONBKO
bawnbl,
yAOBeTBOPALOLLME
perynapHomy
BbIPa>eHWIO.

VI3meHaeT Bpemsa
co3faHuva, JOCTyna,
MoanbmKaumm
danos.

Co3paeT KaTanoru.
YuutbiBatOTCA TONIBKO
KaTasoruy,
yAOBAETBOPSAOLLME
peryaspHomy
BbIpaXkeHMHO.

Co3paeT kaTanoru.

Co3paet nnn
n3MeHsieT dannbl.
YuntbiBatOTCA TONBKO
baiinbl,
yAOBEeTBOPAOLLME
perynapHomy
BbIPa>KeHWIO.

Co3paet nnn
n3MeHsieT dannbl.

Mpumepsbl

dr sandbox.descr tech lbcl.f
ilesystem.change time of fil

e (/pattern/)

dr sandbox.descr tech lbcl.f
ilesystem.change time of fil

€ num

dr sandbox.descr tech lbcl.f
ilesystem.create dir (/patter

n/)

dr sandbox.descr tech lbcl.f
ilesystem.create dir num

dr sandbox.descr tech lbcl.f
ilesystem.create or modify f

ile(/pattern/)

dr sandbox.descr tech lbcl.f
ilesystem.create or modify f

ile num
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DYyHKUMA

create symlin
k (regex)

create symlin
k num

lock file(reg
ex)

lock file num

modify file a
ccess_rights(
regex)

modify file a
ccess_rights
num

modify file o
wner (regex)

modify file o
wner num

mount file sy
stem(regex)

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KO/MYeCTBO COObITHIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpegeneHHoro
™vina.

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

Co3paet
CMMBOANYECKMNe
CCbINKN.

YuntbiBatOTCA TONbKO
CCbIJIKK,
yaoBaeTBOpAtoLme
perynspHomy
Bblpa>keHWto.

Brokupyet dainbl.
YuutbiBatoTCA TONbKO
baninbl,
yaoBaeTBOpAtoLme
perynsapHomy
Bblpa>XeHWto.

Bnokupyet dpaiinbi.

V3meHsaeT npaBa
Joctyna kK pannam.

V3meHseT npasa
Joctyna k dannam.

V3meHseT BnagenbLa
dannos.

M3meHaeT Bragenbua
davnos.

MoHtunpyet
dannoBble cucTeMbl.
YunTtbiBatoTCA TO/LKO
CUCTEMBI,
yAoBieTBOPAtOLLME
perynapHomy
BbIpa>eHWo.

Mpumepsbl

dr sandbox.descr tech lbcl.f
ilesystem.create symlink (/pa
ttern/)

dr sandbox.descr tech lbcl.f
ilesystem.create symlink num

dr sandbox.descr tech lbcl.f
ilesystem.lock file(/pattern
/)

dr sandbox.descr tech lbcl.f
ilesystem.lock file num

dr sandbox.descr tech lbcl.f
ilesystem.modify file access

_rights(/pattern/)

dr sandbox.descr tech lbcl.f
ilesystem.modify file access

_rights num

dr sandbox.descr tech lbcl.f
ilesystem.modify file owner (
/pattern/)

dr sandbox.descr tech lbcl.f
ilesystem.modify file owner
num

dr sandbox.descr tech lbcl.f
ilesystem.mount file system(
/pattern/)
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DYyHKUMA

mount file sy
stem num

remove dir (re
gex)

remove dir nu
m

remove file(r
egex)

remove file n
um

unmount file
system (regex)

unmount file
system num

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3spaluaet
KOJIMYECTBO COBObITUI
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeseneHHoro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

MoHTtupyet
dbalinosble cucTEMBI.

Ypanaet katanorw.
YuutbiBatOTCA TONIBKO
KaTanoru,
yA0BeTBOPAtOLLME
perynspHomy
BbIPa>eHWHo.

Ypanaet katanorw.

Ypanset dannbl.
YuuTbIBatOTCA TO/IbKO
bawnbl,
YAOB/IETBOPSIOLLME
perynspHomy
BbIpa>keHuto.

Ypanset dannbl.

JemoHTtpyet
dannoBble cUCTEMBI.
YuuTbiBatOTCA TOIBKO
CUCTEMDI,
yAOBETBOPSIOLLME
peryaspHomy
BbIPaXkeHWto.

JemoHTtpyet
dannoBble cUCTEMBI.

BpepoHocHble pyHKUMM (KaTeropma malicious)

DyHKUMA

attempt kill

Pesynbrar

Bo3spatluaet
KOJINYECTBO COBbITUI

Tun cobbiTnAa

MbiTaeTtca 3aBepLUnTb
CUCTEMHble

Mpumepsbl

dr sandbox.descr tech lbcl.f
ilesystem.mount file system
num

dr sandbox.descr tech lbcl.f
ilesystem.remove dir (/patter
n/)

dr sandbox.descr tech lbcl.f
ilesystem.remove dir num

dr sandbox.descr tech lbcl.f
ilesystem.remove file(/patte
rn/)

dr sandbox.descr tech lbcl.f
ilesystem.remove file num

dr sandbox.descr tech lbcl.f
ilesystem.unmount file syste
m(/pattern/)

dr sandbox.descr tech lbcl.f
ilesystem.unmount file syste
m_num

Mpumepbl

dr sandbox.descr tech lbcl.m
alicious.attempt kill system
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DYyHKUMA

system proc (r
egex)

attempt kill
system proc n
um

attept kill a
nalyzers (rege
%)

attept kill a
nalyzers num

attept kill p
roc (regex)

attept kill p
roc_num

compile progr
am_from sourc
e codes (regex

)

compile progr
am_from sourc
e codes_num

Pesynbrar

onpeaeneHHoro
TMNa.

Bo3spaltaet
KO/IMYeCTBO COObITHIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spatluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUN
onpejeneHHoro
™na.

Bo3spatltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBObITUN
onpezeneHHOro
T™mna.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

npouecchbl.
YuntbiBatoTCA TONBKO
npoueccsl,
yAOBEeTBOPSAtOLLMe
perynspHomy
BbIpakeHuto.

[MbiTaeTtca 3a BEPLWNTb
CNCTEMHDbIE
npouecchl.

MbiTaeTca 3aBepLUnTb
NPUNOXKEHNSA -
aHaNM3aTopsl.
YunTbIBatOTCA TONBKO
NPWIOXEHNS,
yAOBNETBOPAOLLMNE
perynapHomy
BbIPa>eHMIO.

MbiTaeTtca 3aBepLUnTb
NPUNOXKEHNSA -
aHanM3aTopsbl.

MbiTaeTcs 3aBepwnTbL
npoLeccsol.
YuntbiBatOTCA TONBKO
npoueccsl,
yfoBaeTBopAatoLme
perynsapHomy
Bblpa>XeHWto.

lMbiTaeTca 3aBepLImnTb
npoLecchbl.

Komnunavpyet
WNCXOAHBIN KOA,

Komnuanpyet
NCXOAHBINA KOJ,

Mpumepsbl

_proc(/pattern/)

dr sandbox.descr tech lbcl.m
alicious.attempt kill system
_proc_num

dr sandbox.descr tech lbcl.m
alicious.attept kill analyze
rs(/pattern/)

dr sandbox.descr tech lbcl.m
alicious.attept kill analyze
rs_ num

dr sandbox.descr tech lbcl.m
alicious.attept kill proc(/p
attern/)

dr sandbox.descr tech lbcl.m
alicious.attept kill proc nu
m

dr sandbox.descr tech lbcl.m
alicious.compile program fro
m source codes (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.compile program fro
m_source_ codes num
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DYyHKUMA

gain root pri
vileges

get access to

_ssh keys

inject to_pro
c (regex)

inject to_pro
c_num

kill analyzer
s (regex)

kill analyzer
S_num

kill proc(reg
ex)

kill proc_num

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KO/MYeCTBO COObITHIA
onpejeneHHoro
™Vina.

Bo3spaltaet
KOJIMYeCTBO COOBbITHIA
onpegeneHHoro
vna.

Bo3spatluaet
KOJIMYECTBO COBbITUN
onpeseneHHoro
™na.

Bo3spatluaet
KOJIMYECTBO COBbITU
onpeseneHHoro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

[Monyyaet npasa
cynepnoab3oBaTens
(root).

Monyuvaet gocryn K
kntovam SSH.

BctpanBaetca B
npoLeccsol.
YuutbiBatoTCA TONbKO
npoueccsl,
yaoBaeTBOpAtoLme
perynsapHomy
Bblpa>XeHWto.

BctpanBaetca B
npouecchl.

3aBepliaet
NPWIOXKeHNA -
aHanmsaTopsl.
YunTbIBatOTCA TONBKO
NPUNOXKeHNS,
yAOBeTBOPAtOLLME
perynapHomy
BbIPa>eHWIO.

3aBepliaet
NPWIOXKEHNA -
aHanmsaTopsl.

3aBepluaer
npoLecchl.
YuuTbiBatOTCA TOIBKO
npoLecchl,
YAOB/ETBOPSIOLLME
perynspHomy
Bblpa>XXeHWto.

3aBepluaer
npoLecchl.

Mpumepsbl

dr sandbox.descr tech lbcl.m
alicious.gain root privilege
S

dr sandbox.descr tech lbcl.m
alicious.get access_to ssh k
eys

dr sandbox.descr tech lbcl.m
alicious.inject to proc(/pat
tern/)

dr sandbox.descr tech lbcl.m
alicious.inject to proc_ num

dr sandbox.descr tech lbcl.m
alicious.kill analyzers (/pat
tern/)

dr sandbox.descr tech lbcl.m
alicious.kill analyzers num

dr sandbox.descr tech lbcl.m
alicious.kill proc(/pattern/

)

dr sandbox.descr tech lbcl.m
alicious.kill proc_num
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DYyHKUMA

kill system p
roc (regex)

kill system p
roc_num

launch _itself
_as_daemon

launch proces
ses (regex)

launch proces
ses_num

manage_servic
es (regex)

manage_ servic
es num

modify firewa
11 settings(r
egex)

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3Bpaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spatltaet
KO/MYeCTBO COObITUIA
onpejeneHHoro
™vina.

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spatltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBObITUN
onpezeneHHOro
T™mna.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

3aBepuaet
CUCTEMHbIE
npoLeccol.
YuntbiBatOTCA TONBKO
npoueccsl,
yAOBEeTBOPAOLLME
perynapHomy
BbIPa>KeHWIO.

3aBepuaet
CUCTEMHblE
npouecchl.

3anyckaeT cebs Kak
yNpaBAsOLLYHO
nporpammy.

3anyckaeT npouecchl.
YuntbiBatOTCA TONBKO
npoveccol,
yAOBEeTBOPAOLLME
perynsapHomy
Bblpa>XeHWto.

3anyckaeT NPoLEeCchl.

Ynpasnset
cnyxbamu.
YunTbIBatOTCA TONBKO
CNyxo0bl,
yAOBAETBOPSAIOLLMNE
perynspHomy
BbIPaXXeHUHO.

Ynpasnset
cnyxbamu.

V3meHsaeT HacTpowiku
6paHgmayapa.
YuuTbIBatOTCA TOIbKO
HaCTpOMKY,
yAOBETBOPStOLLME
peryaspHomy
BbIpa>keHUHo.

Mpumepsbl

dr sandbox.descr tech lbcl.m
alicious.kill system proc(/p
attern/)

dr sandbox.descr tech lbcl.m
alicious.kill system proc nu
m

dr sandbox.descr tech lbcl.m
alicious.launch itself as da
emon

dr sandbox.descr tech lbcl.m
alicious.launch processes (/p
attern/)

dr sandbox.descr tech lbcl.m
alicious.launch processes nu
m

dr sandbox.descr tech lbcl.m
alicious.manage services (/pa
ttern/)

dr sandbox.descr tech lbcl.m
alicious.manage services num

dr sandbox.descr tech lbcl.m
alicious.modify firewall set
tings (/pattern/)
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DYyHKUMA

modify firewa
11 settings n
um

modify router
_settings (reg
ex)

modify router
_settings num

operate kerne
1 modules (reg
ex)

operate kerne
1 modules num

perform proce
ss tracing(re
gex)

perform proce
ss_tracing nu
m

remove self

remove system
_files(regex)

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KO/MYeCTBO COObITHIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

V3meHseT HacTpowiku
6paHamayapa.

V3meHseT HacTpowiku
MapLpyTm3aTopa.
YunTbiBatOTCS TONIBKO
HaCTPOWKN,
yAOBAETBOPSAOLLMNE
peryaspHomy
BbIpaXkeHMHO.

V3meHseT HacTpowiku
MapLupyTM3aTopa.

WNcnonb3yet Mmoaynu
aapa.

Wcrnonb3yeT Mmoayu
aapa.

OtcnexnBaer
npouecchl.
YuntbiBatoTCA TONBKO
npouecchl,
yAOBAETBOPSAOLLME
peryaspHomy
BbIpaXkeHMHO.

OTtcnexvBaeT
npouecchl.

Camoyaansertcsa.

YpanaeT cUCTEMHble
dannbl. YuutbiBatoTcs
TONbKO dalinbl,
yA0BeTBOPAtOLLME

Mpumepsbl

dr sandbox.descr tech lbcl.m
alicious.modify firewall set
tings num

dr sandbox.descr tech lbcl.m
alicious.modify router setti
ngs (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.modify router setti
ngs_num

dr sandbox.descr tech lbcl.m
alicious.operate kernel modu
les (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.operate kernel modu
les num

dr sandbox.descr tech lbcl.m
alicious.perform process tra
cing (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.perform process tra
cing_ num

dr sandbox.descr tech lbcl.m
alicious.remove self

dr sandbox.descr tech lbcl.m
alicious.remove system files
(/pattern/)
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DYyHKUMA

remove system
_files num

replace_syste
m files(regex

)

replace syste
m files num

stops system
services (rege
x)

stops system
services num

substitute ap
plication nam
e for (regex)

substitute ap
plication nam
e for num

Pesynbrar

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COOBbITHIA
onpegeneHHoro
vna.

Bo3spaltaet
KOJIMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpegeneHHoro
™vina.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

perysnsipHomy
BbIPaXeHMIo.

YpanaeTr cUCTEMHbIE
baninbl.

3ameHseT cucTeMHble
dannbl. YuntbiBatoTcs
TOIbKO dalinbl,
yAoBeTBOPAtOLLME
perynspHomy
BbIPa>EHWIO.

3aMeHseT CUCTEMHbIE
bannbl.

OcraHaBanBaet
CUCTEMHble CTYXKObl.
YuuTbIBatOTCA TOIBKO
CNyx06bl,
yAOBNeTBOPAtOLLVE
perynspHomy
BbIPaXeHWto.

OcraHaBanBaet
CUCTEMHble CTYXKObl.

MoameHsieT nms
MPUNOKEHNS.

[MogmeHsaeT nma
NMPUNOXKEHNS.

Mpumepsbl

dr sandbox.descr tech lbcl.m
alicious.remove system files
num

dr sandbox.descr tech lbcl.m
alicious.replace system file
s (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.replace system file
S _num

dr sandbox.descr tech lbcl.m
alicious.stops system servic
es (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.stops system servic
es_num

dr sandbox.descr tech lbcl.m
alicious.substitute applicat
ion name for (/pattern/)

dr sandbox.descr tech lbcl.m
alicious.substitute applicat
ion name for num
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Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

CeTeBas akTUBHOCTb (kaTeropus network)

DyHKUMA

attack brutef
orce via ssh

attack brutef
orce via teln
et

attack brutef
orce via unk
protocol

connect to(re
gex)

connect to nu
m

connect to ir
c (regex)

dns_ask (regex

)

dns ask num

Pesynbrar

Bo3spaluaet
KOJIMYECTBO COBObITUI
onpezeneHHOro
T™mna.

Bo3Bpaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spatltaet
KOJINYeCTBO COObITHI
onpejeneHHoro
™vina.

Bo3Bpaltaet
KOJINYECTBO COBbITU
onpeaeneHHoro
™na.

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpejeneHHoro
™vina.

Tun cobbiTnAa

[MpoBoauTt ataky
nepebopom no SSH.

[MpoBoauT aTtaky
nepeb6opom no
TELNET.

[MpoBoauT aTtaky
nepeb6opom no
Heun3BeCTHOMY
NpPOTOKOJy.

[MoaknrouaeTtcs K
cepBepam.
YuntbiBatOTCA TONBKO
cepBepbl,
yaoBaeTBOpAtoLme
perynspHomy
Bblpa>keHWto.

[MoaknrouaeTtcs K
cepBepam.

[Moaknrouaetca K
cepsepam o
npotokony IRC.
YuntbiBatOTCA TONBKO
cepBsepbl,
yAOBEeTBOPAOLLME
perynapHomy
BbIPa>KeHWIO.

DNS-3anpocbl.

DNS-3anpocsl.

Mpumepbl

dr sandbox.descr tech lbcl.n
etwork.attack bruteforce via

_ssh

dr sandbox.descr tech lbcl.n
etwork.attack bruteforce via

_telnet

dr sandbox.descr tech lbcl.n
etwork.attack bruteforce via

_unk protocol

dr sandbox.descr tech lbcl.n
etwork.connect to (/pattern/)

dr sandbox.descr tech lbcl.n
etwork.connect to num

dr sandbox.descr tech lbcl.n
etwork.connect to irc(/patte

rn/)

dr sandbox.descr tech lbcl.n

etwork.dns ask(/pattern/)

dr sandbox.descr tech lbcl.n
etwork.dns ask num
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DYyHKUMA

http get(rege
x)

http get num

http other (re

gex)

http other nu
m

http post(reg
ex)

http post num

listening por
t (regex)

listening por
t num

receive data
from server (r
egex)

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpegeneHHoro
™vina.

Bo3spatltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBObITUN
onpezeneHHOro
T™mna.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

3anpockl HTTP GET.

3anpockl HTTP GET.

[Apyrvie 3anpocsl
HTTP.

Apyrvie 3anpocsl
HTTP.

3anpocel HTTP POST.

3anpocbl HTTP POST.

XKaet Bxogdawme
NOAKIOYEHNS Ha
noprax.
YuntbiBatoTCA TONBKO
nopTbl,
yaoBaeTsopatoLme
perynsapHomy
Bblpa>XeHWto.

XKaet Bxoasauime
NoAK/IHOYEHNS Ha
nopTax.

[Monyyaet gaHHble C
cepBepos.
YuntbiBatoTCA TONBKO
cepBsepbl,
yAoBeTBOpAtOLLME
perynapHomy
BbIPa>eHWo.

Mpumepsbl

dr sandbox.descr tech lbcl.n
etwork.http get (/pattern/)

dr sandbox.descr tech lbcl.n
etwork.http get num

dr sandbox.descr tech lbcl.n
etwork.http other (/pattern/)

dr sandbox.descr tech lbcl.n
etwork.http other num

dr sandbox.descr tech lbcl.n
etwork.http post (/pattern/)

dr sandbox.descr tech lbcl.n
etwork.http post num

dr sandbox.descr tech lbcl.n
etwork.listening port (/patte
rn/)

dr sandbox.descr tech lbcl.n
etwork.listening port num

dr sandbox.descr tech lbcl.n
etwork.receive data from ser
ver (/pattern/)
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DYyHKUMA

receive data
from server n
um

send data to
server (regex)

send data to
server num

Pesynbrar

Bo3spaltaet
KOJIMYeCTBO COObITHIA
onpegeneHHoro
vna.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spaluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Apyroe (kateropus other)

DyHKUMA

collect cpu 1
nfo

collect netwo
rk _info

collect os in
fo

collect ram 1
nfo

read info fro
m _proc_kallsy
ms

Pesynbrar

Bo3spatluaet
KOJIMYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3Bpaltaet
KONIMYECTBO COBbITUN
onpejeneHHoro
™na.

Bo3spaltaet
KO/IMYeCTBO COObITUIA
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBObITUN
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Tun cobbiTnA

MonyyaeT faHHble C
cepBepoB.

OTtnpaBnseT gaHHble
Ha cepBepbl.
YuntbiBatoTCA TONBKO
cepBepbl,
yAOBNETBOPAtOLLVE
perynspHomy
BbIpa>keHuto.

OTtnpaBnseT gaHHble
Ha cepBepbl.

Tun cobbiTnA

Cobupaer
nHpopmaumro o L.

Cobupaet
nHbopmaumio o
CeTeBON aKTUBHOCTMU.

Cobupaet

nHdopmaumo 06 OC.

Cobupaer
NHPOPMaLMIO O
RAM.

YutaeT nHbopmaumto
n3 /proc/kallsyms.

Mpumepsbl

dr sandbox.descr tech lbcl.n
etwork.receive data from ser
ver num

dr sandbox.descr tech lbcl.n
etwork.send data to server (/
pattern/)

dr sandbox.descr tech lbcl.n
etwork.send data to server n
um

Mpumepbl

dr sandbox.descr tech lbcl.o
ther.collect cpu info

dr sandbox.descr tech lbcl.o
ther.collect network info

dr sandbox.descr tech lbcl.o
ther.collect os info

dr sandbox.descr tech lbcl.o
ther.collect ram info

dr sandbox.descr tech lbcl.o
ther.read info from proc kal
lsyms
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Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

OnucaHne pyHkuun ana petekroB (kateropusa detects)

DyHKUMA

all detects h
ere (regexp)

all detects h
ere num

detects of al
locs (regexp)

detects of al
locs num

detects of dr

ops (regexp)

detects of dr
ops_num

detects_of du
mps (regexp)

detects _of du
mps_num

detects of in
jects (regexp)

detects of in
jects num

Pesynbrar

Bo3Bpaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spatltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
™vina.

Bo3Bpaltaet
KOJINYECTBO COBbITU
onpeaeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpegeneHHoro
vna.

Bo3spatluaet
KOJIMYECTBO COBbITUIA
onpeaeneHHoro
™na.

Bo3Bpaltaet
KOIMYECTBO COBbITUI
onpejeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI
onpejeneHHoro
™Vina.

Bo3spaluaet
KOJIMYECTBO COBbITUI
onpezeneHHOro
T™mna.

Bo3spaltaet
KO/INYECTBO COBbITUN
onpezeneHHOro
™na.

Bo3spaltaet
KOJIMYeCTBO COObITHI

Twun cobbiTuA

Bce petekTbl.

Bce petekTbl.

[JeTexTbl dpaiinos

alloc.

[JeTtekTbl dannos

alloc.

[eTekTbl ApONOB.

[JeTekTbl ApOnoB.

[eTekTbl AamMnos.

[JeTexTbl 4amMnos.

,B,ETeKTbI MHXXEKTOB.

AETeKTbI NHXXEKTOB.

Mpumepbl

dr sandbox.detects.all detec
ts_here(/Virlock/)

dr sandbox.detects.all detec
ts here num

dr sandbox.detects.detects o
f allocs(/Virlock/)

dr sandbox.detects.detects o

f allocs num

dr sandbox.detects
f drops(/Virlock/)

.detects_o

dr sandbox.detects
f drops num

.detects o

dr sandbox.detects
f dumps (/Virlock/)

.detects o

dr sandbox.detects
f dumps num

.detects_o

dr sandbox.detects.detects o
f injects(/Virlock/)

dr sandbox.detects.detects o
f injects num
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DYyHKUMA

detects of sr

c (regexp)

detects of sr
c

num

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Pesynbrar Tun cobbiTuA
onpezAeneHHoro
TMna.

Bo3Bpaltaet
KOJINYECTBO COBbITUN
onpeaeneHHoro
™na.

Bo3spaltaet
KOJIMYeCTBO COOBbITHIA
onpegeneHHoro
vna.

MNMpouune pyHKUUN

DyHKUMA

check buffer (offs

et,

buffer asciihex v

alue)

check byte(offset

4

check dword(offse
dword value)

t

byte value)

OnucaHue

MpoBepseT bydep asciihex
No 3aAaHHOMY CMELLLEHMIO.
OnviHa gonkHa 6bITb
yeTHOM. MoxeT
MCMONb30BaThCs BMECTO
CTPOK, UTO6bI HE 3aMesNATb
CKaHMpOBaHve.

Bosspauaet 1, ecin
CTpOKa HaliZieHa, B
npoTVBHOM caydae — 0.

MpoBepseT 6aWTbl MO
3aZlaHHOMY CMeLLeHUHO.
MoxkeT ncnonb3osatbes
BMECTO CTPOK, YTOObI He
3aMeANATb CKaHMPOBaHue.

BosBpawaet 1, ecin
3HayeHve B banTax
HalAeHo, B MPOTUBHOM
cnyvae — 0.

MpoBepser DWORD no
3alaHHOMY CMeLLLeHWIO.
MoxeT ncnonb3osatbcs
BMECTO CTPOK, YTOObI He
3amMe nAaTb CKaHMPOBaHWMe.

Bo3Bpalaet 1, ecin
3HaueHne DWORD

[JeTekTbl $paiinos. src.

[JeTekTbl dpannos src.

Mpumepbl

Mpumepbl

dr sandbox.detects.detects o
f src(/Virlock/)

dr sandbox.detects.detects o
f src num

dr sandbox.check buffer (0, "4d5A")

dr sandbox.check byte (0,0x4d)

dr sandbox.check dword(0,0x00905A4D)
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DYyHKUMA

check word(offset
, word value)

ci any(string)

ci any num(string

)

ci ascii(string)

ci ascii num(stri
ng)

ci wide (string)

ci wide num(strin
g)

cli xor (string)

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

OnucaHue Mpumepnbl

HalAeHo, B MPOTUBHOM
cnyvae — 0.

Mposepsier WORD no dr sandbox.check word(0,0x5a4d)
3aZlaHHOMY CMeLLEeHNIo.

Mo>eT ncnonb3oBaTtbCa

BMECTO CTPOK, UTOObI He

3aMesiaATb CKaHpPOBaHKE.

Bo3spalaer 1, ecan
3HayeHne WORD HalaeHo,
B NpoTuBHOM caydae — 0.

BozBpaliaet 1, ecnn dr sandbox.ci any("string")
ctpoka cumsonoB ASCIl nan

wide, HeuyBCTBUTENIbHAA K

perucTpy, HaliaeHa, B

npotnsHoM ciyyae — 0.

BozBpallaert KomMuecTBo dr_sandbox.ci_any num("string")
HaAEeHHbIX CTPOK

cumBonoB ASCIl nan wide,

HEUYBCTBUTE/IbHBIX K

perucTpy.

Bo3spalaer 1, ecan dr sandbox.ci ascii("string")
ctpoka cumsonos ASCII,

HeuyBCTBUTE/IbHAA K

pervcTpy, HangeHa, B

npoTBHOM cayyae — 0.

BozBpaluaet KoMyecTBo dr sandbox.ci ascii num("string")
HalAeHHbIX CTPOK

cumono ASCI,

HeUyBCTBUTENIbHBIX K

perucrpy.

BozBpaliaet 1, ecnn dr sandbox.ci wide ("string")
cTpoka cMmBooB wide,

HeuyBCTBUTENbHAA K

perucTpy, HaligeHa, B

npotnsHoM ciyyae — 0.

BozBpaluaert KomuecTBo dr sandbox.ci wide num("string")
HaMAEeHHbIX CTPOK

cumBooB wide,

HeYyBCTBUTE/IbHbIX K

perucTpy.

Bo3spalaer 1, ecan dr sandbox.ci xor ("string")
He4vyBCTBUTE/IbHAA K
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DYyHKUMA

ci xor num(string

)

crc32 (integer,
integer)

cs_any (string)

cs_any num(string

)

cs ascii(string)

cs_ascii num(stri
ng)

cs _wide (string)

Mpunoxxenune b. DyHkumn mopynsa dr_sandbox | 147

OnucaHue Mpumepnbl

peructpy 1-6anTtoBas
ctpoka cumoaoB ASCII, k
KOTOpOW NpuUMeHeHa
onepauuvs XOR, HalizeHa, B
npoTBHOM cayyae — 0.

Bo3Bpa|_j_||aeT KONMYecTBoO dr sandbox.ci xor num("string")
HalAeHHbIX

HeUyBCTBUTEIbHBIX K

peructpy 1-6anToBbIX

ctpok cumeonoB ASCII, k

KOTOPbIM MPUMEHeHa

onepauya XOR.

BbluvcnseT v Bo3Bpawaetr  dr_sandbox.crc32 (0, 0)
xew crc32 ana 6yodepa.

MepBbIli napameTp —

CMelLeHne, BTOPO —

ONVHa 6ydepa.

Bosspawaet 1, ecin dr sandbox.cs_any ("string")
ctpoka cumsonoB ASCIl nan

wide, uyBcTBUTEIBHAA K

perucTpy, HaligeHa, B

npotnsHoM ciyyae — 0.

Bo3BpallaeT konmyecTso dr_sandbox.cs_any num("string")
HaMAEeHHbIX CTPOK

cumBonoB ASCIl nan wide,

YyBCTBUTENbHBIX K

perucTpy.

Bo3spalaer 1, ecan dr sandbox.cs ascii ("string")
ctpoka cumsonos ASCII,

UyBCTBUTE/IbHAA K PErucTpy,

HaWgeHa, B MPOTMBHOM

cnyyae — 0.

BozBpaluaet KosMyecTBo dr sandbox.cs_ascii num("string")
HalAeHHbIX CTPOK

cumono ASCI,

YYBCTBUTE/IbHbIX K

perucrpy.

BozBpalyaet 1, ecnn dr sandbox.cs_wide ("string")
cTpoka cMmBooB wide,

YyBCTBUTE/IbHAA K PErucTpy,

HaliZeHa, B MPOTVBHOM

cnyvae — 0.

PyKOBO,CLCTBO nosab3oBaTenda



Ty
),
A

A
$

DYyHKUMA

cs wide num(strin
g)

detects of this f
ile (regex)

detects of this f
ile num

filename (regex)

filename boost re

gex(string with r
egex)

OnucaHue

BozBpallaeTt KoMyecTBo
HaMAEeHHbIX CTPOK
cMMBOJIOB wide,
YYBCTBUTEbHBIX K

perucTpy.

Bo3BpallaeTt KOANYECTBO
[eTeKTOB ANis
nposepsiemoro dana.

Bo3BpaluaeT komMuecTeo
LeTekToB AnA
nposepsiemoro darnna.

Bo3Bpalaet 1, ecn
perynsipHoe BblpaxeHue B
UMeHW palina HangeHo, B
npoTMBHOM cyyae — O.

Mwet perynsapHoe
Bblpa>keHne B MMeHU
davina, ncnonbsys
boost: :regex. Pnarn
ANA perynapHoro
Bblpa>keHus:
boost::regex: :perl.
Mownck no
boost::regex search

MoxeT ncnosb3zoBatbcs,
€CNIN HYXKHO WCMOJIb30BaThb
bYHKUMK perynapHoro
BblpaXeHus, KOTopble
oTcyTcTBYHOT B regex YARA.
Hanpumep, oTpuuatensHoe

onepe>Kakollee Bblpa>keHne

nan obpatHble ccbikn. Mpu
3TOM O6paTVITe BHVMaHWe,
UYTO HEKOpPpPEKTHOE
perynspHoe Bblpa>keHue
3aMeaNuT NPOBEpPKY.
PerynsapHble BbipakeHus
YARA paboTatoT bbIcTpEe,
yeM boost: :regex,
NO3TOMY MO BO3MOXHOCTU
pekomMeHayem
MCroab3oBaTh GYHKUMIO
dr sandbox.filename (

/7).

Bo3spalaer 1, ecan
perynspHoe Bblpa>keHue

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr sandbox.

dr sandbox.

ock/) == 0

dr sandbox.

dr sandbox.

dr sandbox.

<labc)def”)

cs wide num("string")

detects of this file(/Virl

detects of this file num

filename (/xtbl/)

filename boost regex (™ (?

PyKOBO,CLCTBO nosab3oBaTenda
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DYyHKUMA

filesystem access

(regex)

network access (re

gex)

registry access(r

egex)

sb_filetype

search substring

in range(string,

integer,

integer)

OnucaHue

HalAeHo, B MPOTUBHOM
cnyvae — 0.

OyHKLMA BbICOKOTO YPOBHS,
KOTOpas comnocTaB/fieT BCe
onepauwmn dannoson
CUCTEMbI C PErYNAPHBLIM
BbIpaXkeH1eM.

OyHKUMSA BbICOKOTO YPOBHS,
KOTOpas ComnocTaBasieT BCe
ceTeBble onepaLum ¢

perynspHbIM BblpaXkeHNEM.

Bo3Bpallaet koM4ecTBo
ornepauuii C peecTpom.

BozBpatiaet in daiina.
Vcnonbsyetca ans
CpaBHEHWA CO
CneAyroL MM KOHCTaHTaMM
SB_FILETYPE *:
SB_FILETYPE SRC;
SB_FILETYPE DROP;
SB_FILETYPE MEMDMP;
SB_FILETYPE ALLOC;
SB_FILETYPE DUMP;
SB_FILETYPE INJECT.
BbimonHaeT nounck
noAcTpokn B bydpepe ¢

NCMONb30BaHVEM
anroputMa boliepa —

Mypa. MepBbIi apryMeHT —

cTpoka asciihex, BTopoli —
CMelLeHne, TPeTUiA —
AnvHa. ObpaTute
BHVMaHVe, YTo 3Ta GYHKLWA
MOXKET CHUXaTb
NPOM3BOAMNTENIBHOCTb.

Mpunoxkenune b. PyHkumn moaynsa dr_sandbox

Mpumepbl

dr_sandbox.filesystem_access(/AnnaKou
rnikova\.jpg\.vbs/)

dr sandbox.network access (/\.php\?
1id=[0-9]+&token=[0-91+/)

dr sandbox.registry access(/pattern/)

dr sandbox.sb filetype ==
dr sandbox.SB_FILETYPE SRC

dr sandbox.search substring in range(
"string", 0, 0)

PyKOBO,CLCTBO nosab3oBaTenda
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