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HacToAwwmin 4OKYyMEHT HOCUT MHDOPMALMOHHbIN 1 CNPaBOYHbIN XapakTep B OTHOLUEHUM
yKa3aHHOro B HeM nporpammMHoro obecneueHuns cemeiictea Dr.Web. Hactoawmin okymeHT He
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obecneueHnn cemenctea Dr.Web kakunx-1mbo ¢yHKLMOHaNbHbBIX U/UAN TEXHUYECKMX NapaMeTpoB U
HE MOXeT 6bITb MCMO/Ib30BaH NPW ONpeseeHn COOTBETCTBMA NPOrpaMMHOro obecneyeHus
cemenctBa Dr.Web kakum-1mb6o TpeboBaHUAM, TEXHUYECKMM 3aZaHusaM U/Uan napaMeTpam, a Takxke
MHBIM JOKYMEHTaM TPETbUX INLL.

Matepwuanbl, NpuBeAEHHbIE B AaHHOM AOKYMeHTe, aBasatoTca cobctBeHHOoCTbro OO0 «/lokTop Beb» 1
MOTYT 6bITb NCMO/Ib30BaHbI UCKAKOUUTENBHO ANA NINYHBIX Lienei npuobpetatens npoaykTa. Hukakas
YacTb J@HHOTO JOKyMeHTa He MOXeT bblTb CKOMMPOBaHa, pa3MelleHa Ha CeTEBOM pecypce Uau
nepesaHa no KaHanam CBA3W U B CPEACTBAX MAacCOBOW MHPOPMaLMM UAN NCMOAb30BaHa NH06bIM
ApYyrM 06pa3oM KpoMe UCMOIb30BaHNUA A/t IMUHbIX Lenelt 6e3 CCbIIKU Ha UCTOYHMK.

ToBapHble 3HaKKU

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA v norotun Dr.WEB
ABNAIOTCA 3apErNCTPUPOBaHHbIMU TOBapHbIMKM 3Hakamu OO0 «/[Joktop Beb» B Poccum n/mnm
APYTUX CTpaHax. VIHble 3apernctpmpoBaHHblie TOBapHble 3HaKW, N0roTUMbl U1 HAUMEHOBAHWSA
KOMMaHWK, yNoMsAHyTble B JaHHOM JOKYMEHTE, ABAAKOTCA COOCTBEHHOCTLIO UX BAZENbLIEB.

Orpa HU4YeHune OoTBeTCTBEHHOCTU

Hwu npwm kakmx obctostenbcteax OO0 «[lokTop Beb» 1 ero nocraBLLMKN HE HECYT OTBETCTBEHHOCTM
3a OLWMBKMN U/VAN yNyLLEHWSs, JOMNYyLLEHHbIEe B JaHHOM AOKYMEHTE, Y MOHECEHHbIE B CBA3M C HUMMU
ybbITKN NprobpeTatens NpoaykTa (MPsMble UM KOCBEHHbIE, BKAOYAsA YNYLLEHHYIO BbIrOAY).
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NHbopMaLmo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUCax Bbl MoxkeTe HaliTh Ha odurLMaNbHOM
canTe KOMMaHuu.
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Komnanusa «Joktop Beb» — poccuinckmii pazpaboTtumk cpeactB MHGOpPMaLMOHHOM 6e30nacHOCTH.

Komnanus «[Joktop Beb» npeanaraet spPpeKkT1BHbIE aHTUBUPYCHbBIE M aHTUCMaM-PELLIEHNA KaK A5
rocyAiapCTBEHHbIX OpraHn3aLui n KPYnHbIX KOMMaHWR, Tak U A1 YaCTHbIX NOJIb30OBaTeNEN.

AHTUBUPYCHbIe pelleHus cemenctBa Dr.Web paspabatbiBarotca ¢ 1992 rosa 1 HeM3aMeHHO
AEMOHCTPUPYIOT MPEBOCXOHbIe pe3y/bTaTbl JETEKTVPOBAHNA BPELOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MMPOBbIM CTaHAapTaM H6e30nacHOCTW.

CepTndmkaTtbl 1 Harpagbl, a Takxke obLWMpHas reorpadus nosb3oBaTeneli CBUAETENbCTBYOT 06
UCKAHOUNTENBHOM AOBEPUN K NMPOAYKTaM KOMMaHMMN.

Mbi 6naropapHbl Nosb3oBaTeNAM 3a NOAAEPIKKY pelueHui cemeiictBa Dr.Web!
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1. BBeaeHue

AHtnBupyc ana Windows npesHa3sHayveH Ana 3alinTbl CUCTEMHOM NaMATK, XXECTKUX ANCKOB U
CbeMHbIX HOCUTeNIeN KOMMbOTEPOB, paboTatoLwux nog ynpasaeHnem OC cemeinctsa Microsoft®
Windows ®, ot yrpo3 nto60ro tvna: BUpycoB, PYTKUTOB, TPOAHCKMX NPOTrPaMM, LLMNOHCKOTO U
peknamHoro MO, xakepCcKnx yTUaNT 1N BCeX BO3MOXXHBIX TUMOB BPEAOHOCHbIX 06bEKTOB 13 0ObIX
BHELLHWX UCTOYHMKOB.

AntBuUpyc ans Windows apXUTEKTYPHO COCTOUT M3 HECKOJ/IbKMX MOZY/Iei, OTBEYatoLLMX 3a
pa3INYHbIN QYyHKLMOHaA. AHTUBMPYCHOE A4PO0 U BUPYCHble Ha3bl ABAAIOTCA OOLWUMU ANs BCEX
KOMMOHEHTOB U AN Pa3/IMYHbIX NAaTGopMm.

KomMnoHeHTbl NpoAykTa NOCTOAHHO OBHOBAAIOTCSA, @ BUPYCHble 6a3bl, 6a3bl kaTeropunin Beb-
pecypcoB 1 6a3bl NpaBua cnam-euabTPaLUmM COOBLLEHNIA SNEKTPOHHON NOYTbI PEryaspHo
[OMONHAIOTCA HOBbIMM CUrHaTypamMu yrpo3s. [MocTosHHOe 06HOBIEHWE 0becneunBaeT akTyanbHbI
YPOBEHb 3aLL1Tbl YCTPOMCTB NOb30BaTENEN, @ TakXKe UCMONb3YeMbIX UMW MPUNOXKEHUIA U JaHHbIX.
Ans LONONHUTENBHOW 3aLUTbl OT HEM3BECTHOrO BPEAOHOCHOTO NPOrPaMMHOTO obecrneyeHus
MCMONb3YHOTCA METOAbI 3BPUCTUUYECKOTO aHaNn3a, peaan3oBaHHbIe B aHTUBUPYCHOM Ajpe.

AntmBupyc ana Windows cnocobeH obHapy>kmBaTb 1 yAanaTb C KOMMbOTEPA Pa3NNYHbIe
HexXenaTe/lbHble NPOrpaMMbl: pekaaMHble MPOorpaMMbl, NPOrpaMmMbl JO3BOHa, MPOrPaMMbl-LLYTKMY,
NOTEHLMaAbHO OMacHble MPOrpaMMsbl, MPOorpaMmmbl B3sioMa. s o6HapyKeHUs Takmux Nporpamm u
AEVCTBUIA HaZ coAep Kalmm nx GanaMm NPUMEHSIOTCA CTaHAaPTHbIE CPeACTBA aHTMBUPYCHbIX
komnoHeHToB Dr.Web.

Kaxkaoe v3 aHTMBMpPYCHbIX pellennin Dr.\Web ans onepaumoHHbIx cuctem cemerictea Microsoft®
Windows ® BkatoYaeT B COCTaB COOTBETCTBYHOLLMIA HABOP M3 cneayroLLnX KOMMOHEHTOB 3aLUUTbI:

CkaHep Dr.Web — aHTMBUMpYCHBIZ ckaHep ¢ rpaduryeckm nHTepdencom, KOTopbI 3anycKaeTca no
3anpocy nosib3oBaTeNs UM MO PacrnmcaHnio 1 NMPOU3BOAUT aHTUBUPYCHYHO MPOBEPKY KOMMbIOTEPA.

KoHcosbHbIn ckaHep Dr.Web — Bepcums CkaHepa Dr.Web ¢ nHtepdeiicom komaHZHOM CTpOKM.

SplDer Guard — aHTUBMPYCHbIV CTOPOXK, KOTOPbIV MOCTOSHHO HAaXOAWUTCA B ONEPaATUBHOM NaMATH,
OCyLLEeCTBASAS NPOBEPKY CO34aBaeMbix GaiioB 1 3anyckaemblx MPOLECCOB, a Takxke obHapy>uBas
NPOSABAEHWS BUPYCHOM aKTUBHOCTY.

SplDer Mail — no4TOBbIV @aHTUBMPYCHbIN CTOPOX AN pabounx CTaHLMI, KOTOPbIN NepexsaTbiBaeT

obpalleHns IHobbiX MOUTOBLIX KNIMEHTOB, paboTatoLLMX Ha KOMMbIOTEPE, K MOYTOBLIM CepBepam Mo
npotokonam POP3/SMTP/IMAP4/NNTP (noa IMAP4 nmeetca B Bugy IMAPv4rev1), obHapyxusaet

1 06e3BpeXMBAET yrpo3bl 4O MOAYUYEHMS MUCEM MOUTOBLIM KJAMEHTOM C cepBepa Wn 40 OTNPaBKM
MMCbMa Ha MOYTOBbIV cepBep.

Dr.Web ans Outlook — noakntouaemMblil MOAY b, KOTOPbIN NPOBEPSAET NOYTOBbIE AWMKN Microsoft
Outlook Ha Hannume yrpos.

PyKOBOACTBO nosab3oBaTtensd
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BpaHamaysp Dr.Web — nepcoHanbHbI MeXCEeTEBOM 3KPaH, MpesHa3HaYeHHbIN 415 3aLnThl
BaLLEro KOMMbtoTePa OT HECAHKLMOHMPOBAHHOTO AOCTyNa M3BHE W NPeAOTBPALLLEHNS YTeUKN
Ba>XHbIX Z@HHbIX MO CETU.

Moayib 06HOBAEHVS — MNO3BOJSET 3apernctpnpoBaHHbIM NOb30BaTe/IAM NOAy4YaTb 0b6HOBNEHMS
BUPYCHbIX 6a3 u Apyrux ¢a|7u108 Dr.Web, a Takxe npon3BoANT NX aBTOMATUYECKYHO YCTaHOBKY.

AreHt Dr.Web — mMoayib, C NOMOLLbHO KOTOPOTrO OCYLLECTBAAETC HACTPOMKA U ynpaBaeHue
paboToN KOMMNOHEHTOB NPOAYKTA.

[peBeHTMBHaA 3aLlMTa — KOMMOHEHT, KOHTPOIMPYHOLLMIA AOCTYN K KPUTUYECKM BaXKHbIM 0ObekTam
cucTeMbl, obecneurBaroLLNA LLENOCTHOCTb 3anyLLEeHHbIX MPUIOXKeHWM 1 GalnnoB NoAb30oBaTeNs, a
TaK>Ke 3aLLUTY OT IKCMIOMUTOB.

1.1. O uem 3Ta fOKYMEHTaLUA

HacToslee pyKoBOACTBO COAEPKUT HEOBXOAMMbIE CBEAEHMS MO YCTaHOBKE N 3PPEeKTUBHOMY
ncnoab3oBaHWIo nporpammel Dr.Web.

MNMopapobHoe onucaHve BCex 31eEMEHTOB rpaduryeckoro nHtepdenica CoAepXXnTca B CNpaBoOYHON
cucTeme, JOCTYMHOM ANA 3anycka U3 Ntb6oro KOMMOHEHTa NPOorpaMmbl.

HacTosLiee pykoBOACTBO COAEPXKUT NOAPOBHOE OnMcaHne NpoLLecca YyCTaHOBKM, a TakxKe
HayanbHble PEKOMeHZaLUM MO ero UCMoNb30BaHMIO ANs PeLleHNs Hanboiee TUNUUYHbIX Npobem,
CBfI3aHHbIX C BUPYCHbIMW yrpo3amu. B ocHOBHOM paccMatpumBaroTcs Hanbosiee CTaHaapTHbIe
peXuMbl paboTbl KOMNOHEHTOB NporpamMmbl Dr.\Web (HacTpoiku no ymonuaHuto).

B MpunoxxeHnsax coaep>xutcs noapobHas cnpaBoyHas MHPOPMaLMs No HaCTPOKe NPOrpamMmmMbl
Dr.Web, npesgHa3sHayeHHas A1 OMbITHbIX NOb30BaTENEN.

ili B cBA3M C NOCTOAHHBIM pa3BUTUEM UHTEPPENC MPOrpamMmMbl MOXET He coBMaaTh C
: npeACTaBAEHHbIMN B AaHHOM JOKYMeHTe n3obpaxxeHnsamu. Bcerga aktyanbHyro
CNPaBOYHY0 MHGOPMALIMIO Bbl MOXETE HalTW No agpecy

https://download.drweb.com/doc.

1.2. Ucnonb3lyembie 0603HaUEHUSA N COKpPaLLLeHUA

B ZaHHOM pyKOBOACTBE UCMOJIb3YHOTCA CefytoLne YCNOBHbIE 0603HaUeHNs:

O603HaueHue KommeHTapuii
i'i MpepynpexzaeHvie 0 BO3MOXHbIX OLUMBOYHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble cnesyeT 06patnTb 0ocoboe BHUMaHWe.

AHmusupycHas cemos  HOBbIA TEPMUH MW aKLEHT Ha TEPMUHE B OMUCAHUAX.

PyKOBOACTBO nosab3oBaTtensd
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O603HaueHue KommeHTapuii
<IP-address> Mons ana 3ameHbl GYHKUMOHANbHbIX Ha3BaHN GakTUYECKUMUN 3HaUEHUAMMN.
CoxpaHuTtb Ha3BaHWnA 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO 1 APYruX 3/IeMeHTOB
NporpaMMHOro nHTepderica.
CTRL O603HaueHna K1aBULL KnaBMaTypsbl.
C:\Windows\ HanmeHoBaHwsA Gainnos 1 KaTanoros, GparmMeHTbl MPOrPaMMHOro Koja.
Opunoxexve A MepekpecTHble CCbINKM Ha rAaBbl JOKYMEHTa WAV TUMEePCChINKA Ha BHELLHWE
pecypchl.

1.3. Metoabl o6Hapy>xeHus yrpos

Bce aHTMBMpPYCHbIE NPOAYKTbI, pa3paboTaHHbie KOMMNaHWeln «[lokTop Beb», NpuMeHsoT uenbli
Habop MeToZ0B OBHapy>XXeHWs Yrpo3, UTO NMO3BOJIAET NPOBEPATL MOAO3PUTENbHBIE OOBEKTDI
MaKCMManbHO TLATENbHO.

CurHatypHbIV aHanu3

3TOT MeTOZ 0BHapy>KeHWs NpUMeHsieTcs B NepByto ovepedb. OH OCHOBaH Ha noucke B
COZEP>KMMOM aHaAM3NpyemMoro obbekTa CUrHaTyp y>Ke U3BeCTHbIX yrpo3. CUrHaTypon Ha3blBaeTcs
HenpepbiBHas KOHeYHas Nocnes0BaTelbHOCTb 6alT, HeObXoAMMan U AOCTaTOUHas ANsA
OAHO3HAUYHOW MAEeHTUPMKaLLMM Yrpo3bl. [1pn 3TOM CpaBHeHWE COAEP>KUMOTO UCCIEAYEMOTO
obbekTa C cMrHaTypamMu NpOM3BOAUTCA HE HAaNPAMYHO, @ MO UX KOHTPOJIbHBIM CYMMaM, YTo
MO3BOJISET 3HAUMTENBHO CHU3UTL Pa3Mep 3anucer B BUPYCHbIX 6a3ax, COXpaHMB Npu 3TOM
O/iHO3HaYHOCTb COOTBETCTBUS W, CIeA0BaTENbHO, KOPPEKTHOCTb OBHAPYXKEHWUSA YTPO3 U edeHus
MHOULMpPOBaHHbIX 06BbEKTOB. 3anucK B BUPYCHbIX 6a3ax Dr.Web coctaBaeHbl Takum 06pa3om, uto
6narosaps O4HOM 1 TOM Xe 3anncn MOXKHO OBHapy>XMBaTb Lie/ble KNacChbl UM CEMENCTBA Yrpo3.

Origins Tracing

3710 yHUKanbHasa TexHonoruna Dr.Web, koTopas no3sossieT onpeaennts HOBble UK
MOANDULMPOBaHHbIE YTPO3bl, NCMOJb3YHOLLME Y>Ke N3BECTHbIE U OMUCaHHbIe B BUPYCHbIX 6a3ax
MeXaHW3Mbl 3apaXKeHna namn BpesoHocHoe noseseHne. OHa BbINOHAETCA MO OKOHYaHWM
CUrHaTypPHOTO aHain3a n obecneyvBaeT 3alUTy NOb30BATENEN, NCMOb3YHOLLNX aHTUBUPYCHbIE
peweHus Dr.Web, oT Takmx yrpos, kak TposiHckas nporpamma-sbiMoratens Trojan.Encoder.18
(Tak>ke M3BECTHaA NoJ Ha3BaHWem «gpcode»). Kpome Toro, ncnonbsoanHue texHonorum Origins
Tracing NO3BOASIET 3HAUNUTENBHO CHU3WUTb KONMYECTBO JIOXKHbIX CpabaTbiBaHWUI 3BPUCTUYECKOTO
aHanmzatopa. K HazBaHMsaM yrpo3, obHapy>eHHbIx npu nomowm Origins Tracing, fobaBaseTcs
nocTdukc .Origin.

PyKOBOACTBO nosab3oBaTtensd
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3mynﬂ una ncnojiHeHmA

MeToz 3MyAAaLUM UCMOTHEHWS NPOTrPaMMHOTO KOAa UCMO/b3yeTca ANs 0OHapyKeHWs
NOAMMOPOHBIX U LINGPOBAHHBIX BUPYCOB, KOTAa UCMO/Ib30BaHMeE NOMCcKa NO KOHTPOJIbHbIM
CYyMMaM CUrHaTyp HEMPUMEHUMO WU 3HAUUTEIbHO YCNOXHEHO 13-3a HEBO3MOXHOCTU MOCTPOEHUSA
HaZAEXHbIX cMrHaTyp. MeToZ COCTOWT B MMUTALLMN UCMOJIHEHWS aHAIM3UMPYEMOTO KoZa NPy NOMOLLLM
3My/19Mopa — NPOrpamMMHOM MOAENM NPOoLeccopa 1 CPeAbl UCMONHEHWUA NPOrpaMmM. DMYA[TOP
onepupyeT ¢ 3amiLeHHon obnactbio namatn (bygdepom amynsayuu). MNpu 3STOM MHCTPYKLUM He
nepesaroTCs Ha LEeHTpasibHbIM NPOLECcop AN peanbHOro ncnoiHeHus. Ecam koa, obpabatbiBaembil
3MYNATOPOM, MHOULIMPOBAH, TO PE3yNbTaTOM €ro 3MY/ALMN CTaHET BOCCTAHOBJIEHNE UCXOLHOTO
BPEAOHOCHOTO KOAa, AOCTYMHOrO ANS CUTHaTypPHOTO aHa/n3a.

DBPUCTUUYECKUN aHa/IN3

PaboTa 3BpUCTUYECKOTO aHa/M3aTopa OCHOBbLIBAETCA Ha Habope 3spucmuk (MPEANONOXKEHN,
CTaTUCTUYECKAs 3HAUMMOCTb KOTOPbIX MOATBEPXKAEHA OMNbITHBIM MyTEM) O XapakTePHbIX NPU3HaKax
BPEeAOHOCHOTO 1, HA0BOPOT, 6e30MaCHOTO MCMONHAEMOTO Koga. Kaxabln Npu3Hak Koja nMeet
onpezeneHHbl BeC (T. €. UAC/IO, MOKa3blBatoLLLee BaXXHOCTb M JOCTOBEPHOCTb 3TOr0 Npu3Haka). Bec
MOXKET ObITb KaK MOJIOXUTENbHbIM, €C/IN MPU3HAK YKa3bIBAET Ha HaMUMe BPEJOHOCHOTO NOBEAEHNS
KoZa, Tak 1 OTpuLLaTeNbHbIM, €C/IN MPU3HAK HE CBOMCTBEHEH KOMMbOTEPHBIM yrpo3aM. Ha
OCHOBAHWMN CyMMapHOTO BECa, XapaKTepM3yHOLLErO COAEeP>XKMMOe 06beKTa, 3BPUCTUUECKIN
aHaM3aTopP BbIUNCASET BEPOATHOCTb COAEPXKAHMA B HEM HEN3BECTHOTO BPELOHOCHOrO ObbeKTa.
Ecav 3Ta BEPOATHOCTb MPEBLILIAET HEKOTOPOE MOPOrOBOE 3HAUEHME, TO BbIAAETCA 3aK/IHOUEHME O
TOM, UTO aHaNM3NPYyeMbIi OObEKT ABASETCA BPELOHOCHBIM.

IBPUCTUYECKMI aHaM3aToOP TakxKe ncnosblyeT TexHonornto FLY-CODE — yHuBepcanbHbI
aAropuT™M pacnakoBkun GpannoB. ITOT MexaHW3M NO3BOJISET CTPOUTb IBPUCTUYECKME
NPesnoN0OXeHN O HaIMYMN BPEJOHOCHBIX 0OBbEKTOB B 06BbeKTax, CkaTblX MPOrpaMmMamMm yrnakoBKu
(ynakoBLMKamMu), MpUYEM He TOJIbKO M3BeCTHbIMM pa3paboTunkam npoaykta Dr.Web, Ho n
HOBbIMW, paHee He NCCIeA0BaHHBIMK NporpammMamMu. MNpu NnpoBepke ynakoBaHHbIX 06bEKTOB
Tak>Ke UCMOb3yeTcs TEXHONOTUA aHaAM3a X CTPYKTYPHOM SHTPOMNUK, KOTopas No3BOAseT
0bHapy>rBaTh yrpo3bl N0 0COBEHHOCTAM PACMOOXEHNA YHACTKOB MX KOZa. ITa TEXHONOTUs
NO3BO/AET Ha OCHOBE OZAHOMW 3anucy BMPYCHOM 6a3bl Mpoun3BecT obHapy>keHne Habopa
Pa3/INYHBIX YIPO3, YyNakOBaHHbIX O4MHAKOBbIM MOAMMOPPHBLIM YNaKOBLLMKOM.

MoCKObKY 3BPUCTUYECKUIA aHANN3ATOP ABASETCA CUCTEMOM NMPOBEPKU FMMNOTE3 B YCIOBMAX
HeonpeaeneHHOCTW, TO OH MOXET AOMNycKaTb OLWMOKM Kak NePBOro (MPOonyck HEM3BECTHbIX YTrPo3),
Tak U BTOPOTro poja (npu3HaHve 6e30nacHoOM NporpaMmmbl BpesoHOCHOW). [To3ToMy obbekTam,
OTMEYEHHbIM 3BPUCTUYECKMM aHANN3aTOPOM Kak «BPEeLOHOCHbIE», MPUCBANBAETCA CTaTyC
«MOAO3PUTENbHbIE.

PyKOBOACTBO nosab3oBaTtensd
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MoBepeHuecknin aHanus

MeToabl NOBEAEHYECKOrO aHan3a NO3BOAIT aHaIM3NPOBaTb NOCAEA0BAaTENbHOCTb AEUCTBUIA BCEX
npoueccos B cucteme. MNpu 0bHapy>KeHNM NPU3HAKOB NOBEAEHWA BPEAOHOCHOM NPOorpaMmbl
AEVCTBUA MPUNOXKEHUA BNOKNPYHOTCA.

Dr.Web Process Heuristic

TexHonorus nosegeHveckoro aHanmsa Dr.Web Process Heuristic 3aluiiaer ot HoOBenLmvx, Hanbonee
onacHbIX BPEAOHOCHbIX MPOrpamMM, KOTOpble CMOCO6HbI M36exaTb 0BHAPY>KEHUS TPAANLMOHHBIMU
CUTrHaTYPHbIMU 1 3BPUCTNYECKMMUN MEXaHM3MaMMU.

Dr.Web Process Heuristic aHann3vpyeT noBeseHne Kaxaomn 3anyLeHHOW NporpaMmbl, CBEPASCH C
NOCTOSAHHO O6HOBASEMbIMY 061a4YHBbIM cepBrcom Dr.Web, 1 Ha ocHOBe akTyasibHbIX 3HaHWI O TOM,
Kak BeAyT cebsi BpefoHOCHbIE MPOrpaMMbl, A€NaeT BbIBOZ O €e OMacHOCTK, MOC/e Yero
NPVHUMAOTC HEOHXOAUMbIE Mepbl MO HeUTpann3aLmmn yrposbi.

ﬂ,aHHaﬂ TEXHONOTNA 3alNTbl AaHHbIX MO3BOAET CBECTV K MUHVMYMY MOTEPU OT AEI\/’ICTBMVI
HEeN3BeCTHOro BMpyca npu MMHMMaJlbHOM n0Tpe6neH|/||/| pecypcos 3a|_|_|,|/1u_|,aeM0|7| CNCTEMBbI.

Dr.Web Process Heuristic KOHTpoAMpyeT nto6ble NOMbITKM N3MEHEHWSA CUCTEMDbI:

e pacrno3HaeT NPOLLECChl BPEAOHOCHbIX MPOrpamMM, U3MEHSAHOLLUX HeXXenaTelbHbIM 06pa3om
nosib3oBaTesbckue daibl (Hanpumep, NOMbITKM WUHPOBAHNA CO CTOPOHbI TPOSHCKUX MPOrpaMm-
WKdPOBa/bLLNKOB), B TOM UMC/IE PACMONOXKEHHbIE B KaTasorax, ZOCTYMHbIX MO CeTy;

e MPensaTCTBYET NOMbITKaM BPEAOHOCHbIX MPOrpaMM BHEAPUTLCSA B MPOLLECChl APYTMX NPUIOKEHWI;
e 3alymLLaeT OT MoAUdUKaL A BPEAOHOCHBIMW MPOrpaMMamMmn KPUTUYECKMX YHaCTKOB CUCTEMBI;

® BbIABJAET N NpeKpallaeT BpeAOHOCHbIE, NOAO3PpUTENbHbIE NAN HEHAAEXHbIE CLLEHapUN A
npouecchbl;

e 6/0KMPYET BO3MOXHOCTb M3MEHEHWS BPELOHOCHBIMY NMPOrpaMmMaMm 3arpy304Hblix obiactel
AVCKa C Leblo HEBO3MOXHOCTU 3anycka (Hanpumep, byTKMTOB) Ha KOMMbIOTEPE;

e NpesoTBpaLLaeT oTKAtOUeHMe 6e3onacHoro pexxuma Windows, 610Knpys M3MeHeHns peectpa;
e He MO3BOJISET BPEAOHOCHbIM MpOrpaMMam U3MeHUTb NpaBwaa 3anycka Nporpamm;
e MpecekaeT 3arpy3ku HOBbIX W HEW3BECTHbIX ApaliBepoB 6e3 BegoMa Nosib30BaTess;

e 60KMPYET aBTO3anyCck BPEeAOHOCHbIX MPOrpamMM, a Tak>Ke OnpeAeneHHbIX NPUAOXKEHWN,
HanpumMep, aHTU-aHTUBMPYCOB, He AaBas UM 3aperncTpupoBaThCs B peectpe A/ NOCAeAyoLWero
3anycka;

e G/I0KMpPYET BETKM peecTpa, KOTOpble OTBEYAtOT 3a ApaliBepbl BUPTyaslbHbIX YCTPOWCTB, UTO Aenaet
HEBO3MOXHOW YCTaHOBKY TPOSIHCKMX NPOrpaMm noJ BUAOM HOBOTO BMPTYaslbHOFO YCTPOWCTBA;

e He NO3BOJISET BPEAOHOCHOMY MPOrpaMMHOMY 0becrneyeHno HapyLWLNTb HOPMasbHYo paboTy
CUCTEMHBIX Cy>O.

PyKOBOACTBO nosab3oBaTtensd
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Dr.Web Process Dumper

KomnnekcHbI aHanm3aTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaunteslbHO NOBbILWAET
YPOBEHb AeTeKTUPOBaHMSA SKOObI «<HOBbIX YrPO3» — U3BECTHbIX BUPYCHOW 6a3e Dr.Web, Ho
CKPbITbIX MOZ HOBbIMM YNaKOBLLMKaMW, @ TakXXe UCKIYaeT HeobxoaMmMOoCTb fobaBaeHns B H6a3bl
BCE HOBbIX W HOBbIX 3anucer 06 yrpo3sax. CoxpaHeHne KOMNakTHOCTM BUPYCHbIX 6a3 Dr.Web, B
CBOIO o4epesb, He TpebyeT MOCTOSHHOTO YBENNYEHUS CUCTEMHBIX TPEBOBaHWN 1 0becneunBaert
TPaAVLMOHHO Masblli pa3mep 0OHOBAEHWI NPU HEM3MEHHO BbICOKOM KayecTBe AeTeKTUPOBaHUSA 1
neyeHus.

Dr.Web ShellGuard

TexHonorus Dr.Web ShellGuard 3awwuiaetr kKoMnbloTEP OT 3KCN/I0UMO8 — BPEAOHOCHBIX 06BHEKTOB,
MbITAFOLLMXCA UCMOIb30BaTh YS3BMMOCTU C Lie/Ibio MOJyUYeHUsi KOHTPOS Haj aTakyembIMu
NPUNOXKEHUAMWN AN ONEPaLMOHHOM CUCTEMOM B LLEIOM.

Dr.Web ShellGuard 3awmiiaeT pacnpocTpaHeHHble NPUAOXKEHWS, YCTaHaBAMBaeMble Ha
KOMMbtoTepbl nog ynpasieHvem Windows:

e NHTepHeT-bpay3epbl (Internet Explorer, Mozilla Firefox, AHaekc.bpay3ep, Google Chrome, Vivaldi
Browser n ap.);

e npunoxeHuns MS Office, Bkntouas MS Office 2016;

® CUCTEMHbIE MPUIOXKEHWS;

e NMPUNOXKEHUSA, UCNob3ytoLLne java-, flash- n pdf-texHonoruy;

e MeAuanpourpbiBaTenm.

AHannznpys noTeHUManbHO OMacHble AeNCTBUSA, cucTeMa 3alluTbl, Gaarogaps texHonormum Dr.\Web
ShellGuard, onvpaetcs He TONbKO Ha NPOMMCaHHbIE NPaBWAA, XPaHALLMECS HAa KOMMbIOTEPE, HO U Ha
3HaHWsa obnauHoro cepsuca Dr.Web, B koTopom cobupatoTcs:

e JlaHHble 06 anropuTMax NPorpamm ¢ BPeAOHOCHbIMU HaMepPEeHMAMY;

MHPOpMaLMA O 3aBEeAOMO YMCTbIX arinax;

MHPOPMaLUA O CKOMMPOMETUPOBAHHBIX LMGPOBbLIX MOAMUCAX M3BECTHbIX Pa3paboTUMKOB
nporpaMMHoro obecneyeHus;

MHPOPMaLUsA O LMPPOBLIX MOAMMCAX PEKNAMHBIX UAW NMOTEHLMANbHO OMaCHbIX NPOrpPamm;

aJIfOPUTMbI 3aLlLUNTbl TEX NN UNHbIX I'IpMﬂO)KGHMI;I.

MeTOA MallMUHHOro 06yquvm

MpuMeHseTca A8 Noucka U HeMTpanu3aL M BpeAoHOCHbIX 06bEKTOB, KOTOPbIX eLLle HeT B
BMPYCHbIX 6a3ax. [TpenmyLLecTBO 3TOro MeToAa 3akNt0YaeTcs B pacno3HaBaHUM BPEeJOHOCHOTO
Koza 6e3 UCMOHEHWS, TONIbKO Ha OCHOBE €ro XapakTepUCTUK.

O6Hapy>|<eH|/|e yrpo3 ctpounTca Ha KJ'IaCCI/Id)I/IKaLI,I/II/I Bpe4AOHOCHbIX 06bEeKTOB CornacHo
onpegeneHHbIM Npr3Hakam. C NMOMOLLbHO TEXHONOTUN MalLMHHOTO o6yquvm, OCHOBAaHHO Ha

PyKOBOACTBO nosab3oBaTtensd
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METO/e OMOPHbIX BEKTOPOB, MPOUCXOAUT KaaccubukaLmsa 1 3anucb B 6a3y dpparMeHToB Koja
CLIeHapHbIX A3bIKOB. 3aTeM NPOBepsieMble 06BEKTbI aHANM3UPYHOTCS HAa OCHOBE COOTBETCTBUS
npv3HaKam BPeLOHOCHOTO KOoAa. TEXHOOr Sl MalUMHHOTO O0ByYeHns aBToMaTn3npyeT 06HOBAEHNE
CM1CKa AaHHbIX MPU3HAKOB U MOMOJIHEHWE BUPYCHbIX 6a3. baarogaps NoAKAHOUYEHNUIO K 0HaauHOMY
cepBucy obpaboTka 60nbLLMX O6BEMOB AaHHbIX MPOUCXOAUT BbICTpee, a NOCTOAHHOEe ObyyeHme
cucTeMbl 06ecneyrBaeT MPEBEHTUBHYHO 3aLLMTY OT HOBEWLWMX Yyrpo3. [pun 3TOM TEXHONOTNSI MOXKET
byHKUMOHMpPOBaTL 1 63 NOCTOAHHOTO 0bpaLLeHus K obaky.

MeTog, MalUMHHOTO 0ByyYeHMs CyLLLeCTBEHHO 3KOHOMUT Pecypcbl ONepaLMoHHON CUCTEMBI, Tak Kak
He TpebyeT NCMOIHEHNs KOAa A/ BbISABNEHWS YTpO3, a ANHAMMYECKOe MalUMHHOE 0byyeHne
KnaccudmkaTopa MOXKeT OCyLLECTBAATLCA U 6€3 NOCTOAHHOrO 0OHOBEHUA BUPYCHBIX 6a3, koTopoe
MCMONb3YeTCs NMPWU CUrHATYPHOM aHau3e.

O6s1auHble TexHOI0rMN 06Hapy>XKeHUA yrpos

Ob6nayHble MeTOAbl O6HaAPY>KEHNA NO3BOAAKOT MPOBEPUTb OO0 06bEKT (Paiin, NPUNOXKeHMEe,
paclmpeHune ans bpaysepa 1 T.Mn.) no xew-cymme. OHa npescTaBaseT co60M YHMKaAbHYO
nocnes0BaTeNbHOCTb Lindp 1 BykB 3a4aHHOM AnHBIL. [1pK aHanm3e no XeL-cyMme o6beKTbl
NPOBEPAIOTCA MO CyLLecTBYtOLLEN Ba3e 1 3aTeM KAaCCUPULIMPYHOTCA Ha KaTeropum: YNCTbIE,
NOAO3pUTENbHbIE, BPEAOHOCHBIE U T.A.

MNMoao6Has TEXHOOTMS ONTUMUINPYET BpeMs NpoBepkin GaiiioB U 3KOHOMUT Pecypcbl yCTPOMCTBA.
Bnarogaps ToMy, UTO aHaNM3UPYETCA He CaM OOBEKT, @ ero YHUKaabHas XeL-CyMMa, peLleHne
BbIHOCUTCS NPaKTMYeCKM MOMeHTabHO. [pun OTCYTCTBUM NOAKAOYeHMs K cepBepam Dr.Web, dannbl
NPOBEPSAIOTCA NOKaNbHO, a 0b6nayHas NpoBepka BO30OHOBASETCA NPW BOCCTAHOBAEHNN CBA3M.

Takum obpazom, obnauHbl cepBuc «[lokTop Beb» cobupaet nHpopmaLumno 0T MHOTOUYNCAEHHbIX
nosib3oBaTesen 1 onepaTMBHO OBHOBJISET jaHHble O paHee HEM3BECTHbIX YTrpo3ax, TeM CaMbIiM
noBblwasn 3GPeKTMBHOCTb 3aLLWTbl YCTPOMCTB.

PyKOBOACTBO nosab3oBaTtensd
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2. CuctemHble TpeboBaHunsA

i'i Mepeg yctaHoBKOW nporpammel Dr.Web cnepyer:

e YNaANTb C KOMMbIOTEPA APYrve aHTUBUPYCHbIE NMPOrpaMMbl 415 MPefoTBpaLLeHus
BO3MOXHOM HECOBMECTMMOCTU UX PE3UAEHTHBIX KOMMOHEHTOB C PE3UAEHTHLIMM
komnoHeHTamun Dr.Web;

e ecnv bygaet yctaHoBneH bpaHamaysp Dr.Web, HeobxoanMo yaanmnTb ¢ KOMMbtoTepa
ApYrue mexceTeBble 3KpaHbI;

e YCTaHOBWTb BCE PEKOMEHAyeMble MPON3BOANTENEM OMEPALMOHHOW CUCTEMDbI
KpuTMYeckne o6HOBNEHWS; eCn Nogaepskka onepaLMoHHON CMCTEMDbI
NpOV3BOANTENEM MPEKPALLEHa, PEKOMEHAYETCSA NMepenTn Ha 6osiee COBPEMEHHYHO
BEPCUIO OMePaLMOHHON CUCTEMBI.

Dr.Web HecoBmecTum ¢ npoaykramu ﬂpoaKTMBHOl)’I 3awnTbl Apyrnx I'IpOVI3BO/.'l,VIT€fI€VI.

WNcnonb3oBaHue nporpammbl Dr.\Web BO3MOXHO Ha KOMMbOTEPE, YA0BAETBOPSAIOLLEM CEAY LM
TpeboBaHUAM:

KomnoHeHT Tpe6oBaHue
Mpoueccop MonHas noasaep>kka CMCTEMbl KOMaHZ i686.

OnepauunoHHas cuctema [ 32-pa3psagHbix ONepaLvioOHHbIX CUCTEM:

e Windows XP ¢ nakeToM obHoBAeHWI SP2 nnn 6onee no3gHUMY;

Windows Vista ¢ naketom o6HoBAeHUI SP2 nan 6onee No3gHNUMYU;

Windows 7 ¢ nakeTom o6HoBAeHUK SP1 nan 6onee No3gHUMU;
Windows 8§;
Windows 8.1;

Windows 10 21H1 unn 6onee paHHss.
[na 64-paspagHbix ornepaumoHHbIX CUCTEM:

e Windows Vista c naketom obHoBeHun SP2 nan 6oaee No3gHUMU;

Windows 7 ¢ nakeTom o6HoBAeHUK SP1 nan 6onee No3gHUMY;
Windows 8§;
Windows 8.1;

Windows 10 21H1 unn 6onee paHHss.

i'i Mockonbky koMmnaHusa Microsoft npekpaTvna noaaepxky
: anropvtMa xewwmposaHusa SHA-1, nepes yctaHOBKOM
nporpammbl AHTBMpYC ans Windows Ha Windows Vista nau

PyKOBOACTBO nosab3oBaTtensd
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KomnoHeHT Tpe6oBaHue

Windows 7 Heobxoanmo ybeanTbCs, UTo cnuctemMa
noAJep>XunBaeT anropuTtm xewmnposaHuna SHA-256. [insa atoro
yCTaHOBUTE BCE peKOoMeHAyeMble 06HOBNeHUA 13 LleHTpa
o6HoBneHns Windows. MogpobHyto MHPopmaLmio o
HEeobX0AMMbIX MakeTax OBHOBNEHMI Bbl MOXETE HAUTK Ha
oduLManbLHOM cainte koMnaHum «JokTop Beb» 1.

CBobogHas onepatuBHaa 512 Mb n 6onbLue.
namsTb

Pa3pelwweHure PekomeHayemoe pa3pelueHne akpaHa He MmeHee 800x600.

nomerKa BMPTYaNbHbIX I'Iop,u,epxmsaeTCﬂ CI)yHKLI,VIOHVIpOBaHVIe nporpamMmmbl B CiegyroLnx

n obnayHbIX cpes cpegsax:
e VMware;

e Hyper-V;
o Xen;
e KVM.

Mpouee [Ans nogxntovaemoro moayns Dr.Web ans Outlook Heobxoavm
yCTaHoB/eHHbIN KineHT Microsoft Outlook 13 coctaBa MS Office:

e Outlook 2000;
Outlook 2002;
Outlook 2003;
Outlook 2007;
Outlook 2010 ¢ naketom o6HOBAEHMI SP2;
Outlook 2013;
Outlook 2016.

[ns obecneuveHuns npaBuabHoN paboTbl Dr.Web f0mKHbI 6bITh OTKPBITHI CAeAyHoLW e NOPThl:

HasHaueHue HanpaBneHue Homepa noptos
[na aktmBauum v npoaneHuns NCXOAALLNIA 443

NIMLEH3UN

Ans obHoBAeHUs (echu NCXOAA LN 443

BKJtOUYEHa onuus obHOBAEHNS

no https)

[ns obHOBNEHMSA NCXOAA LN 80

PyKOBOACTBO nosab3oBaTtensd
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HasHaueHune HanpasneHune
[ns oTnpaBKn NOYTOBbLIX

yBeZOMJIEHUIA

ANs coeAVHEeHNs C 06MaUHbIM  UCXOAALLNIA
cepsucom Dr.Web Cloud

CucremHble Tpe6oBaHuA

Homepa noprtos

25 vnn 465 (nmbo B
3aBUCUMOCTU OT HaCTPoeK
MOYTOBBIX YBEJOMJIEHWIA)

2075 (B ToM yuncne ana UDP)

OI'IyLLI,eHHbIe Tpe6OBaHI/IF| K KOHq)I/IpraLI,I/II/I COBMNafakoT C TaKOBbIMU A/14 COOTBETCTBYHOLLLUX

onepaunoHHbIX CUCTEM.

PyKOBOACTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

3. YcTaHOBKA, U3MeHeHue U yaasieHne nporpamMmmbl

Mepes Havanom ycraHoBku AHTUBMPYC ans Windows 03HaKOMbTECh C CUCTEMHbIMW TPEOOBAHUAMMY,
a Tak)ke peKOMeHAYeTCA BbIMOHUTb CeAytoLme AeCTBIS:

® YCTaHOBUTb BCE KpUTUYeCcKe OOHOBEHMS, BbiNyLLeHHble KOMMNaHuel Microsoft ans Bawwen
BEPCUMN OMNEPaLMOHHOM CUCTEMBI (MX MOXHO 3arpy3uTb 1 YCTaHOBUTL C CailTa OBHOBNEHUI
KoMMaHu1 no agpecy https://windowsupdate.microsoft.com);

e NPOBEPUTb NPY MNOMOLLN CUCTEMHBIX CPEACTB GalIoBYHO CUCTEMY M YCTPaHWUTb OBHapYy>KeHHble
aedekTbl;

® 3aKpPbITb aKTBHbIE MPUTIOXKEHUA.

ili Mepea ycTaHOBKOW cneAyeT Takke yAanuTb C KOMMbIOTEPa APYrve aHTUBMPYCHbIE
: NporpamMmbl U MeXXceTeBble 3KpaHbl A1s NPeAoTBPaLLeHNS BO3MOXHOWM
HEeCOBMECTUMOCTY MX Pe3NAEHTHbIX KOMMOHEHTOB.

YcraHoBka Dr.Web fosikHa BbINONHATHCA Nob30BaTeNeM C NMpaBamu
ajMUHMCTPaTopa AaHHOro KOMMbroTepa.

YcraHoBka Dr.Web Bo3MOXHa B 04HOM 13 CnesyroLmX pexmMoB:

® B peXu1me KOMaHAHOW CTPOKY;

® B peXnmMme Mactepa yCTaHOBKN.

3.1. YcTaHOBKa nporpamMmmbi

YctaHoska Dr.Web AOJ/IKHa BbIMONHATLCA MOJIb30BaTeNEM C NMpaBaMn agMUHUCTPATOPa
2 AAHHOIo KOMNbHOTEPaA.

YcTaHOBKa B pe)Xkume KOMaHAHOW CTPOKMU

[na 3anycka yctaHoBku Dr.Web B $OHOBOM pexxvmMe B KOMaHAHOM CTPOKe BBEAUTE UMS
ncnonHsemoro darna c HeobXxoAMMbIMUW NapaMeTpamMu (NapamMeTpbl BAUAIOT Ha YCTaHOBKY B
$GOHOBOM pexxnme, A3bIK YCTaHOBKW, Nepe3arpy3ky nocie OKOHYaHWA YCTaHOBKM W YCTaHOBKY
bpaHgmayapa):

Mapametp 3HaueHue
installFirewall  bygeT yctaHoBneH bpaHgmaysp Dr.Web.

lang A3bik NpogykTa. 3HayeHne napameTpa — Koz A3blka B popmarte ISO 639-1.

PyKOBOACTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

MNapametp 3HaueHue
reboot ABTOMaTUYecKas nepesarpyska KOMMbtoTEPa NOC/IEe 3aBEPLUEHNS YCTaHOBKM.
silent YcTtaHoBKa B OHOBOM pexkmnMe.

Hanpumep, npw 3anycke cneaytolert KOMaHabl byaet nposeseHa yctaHoBka Dr.Web B poHoBOM
pexumMe v NpoBeAeHa nepesarpyska nocae ycraHoBKM:

drweb-11.5-av-win.exe /silent yes /reboot yes

YcraHoBKa B pe>XkumMme Mmactepa yCTaHOBKU
UT06bI 3aNyCTUTb YCTaHOBKY B OObIYHOM PEXMME, BOCMO/Ib3YWTECH OAHVM U3 CEAYHOLLMX METOA0B!

e €C/Iny BaC UMeeTca eﬂ,I/IHbII\/'I NCMOIHAEMbIN q)af/'m, 3anyciuTe ero,

e eC/n y Bac umeetcst GUPMEHHBIN ANCK C YCTAHOBOYHBIM KOMMIEKTOM, BCTaBbTe AWCK B MPUBOA,
Ecnv ans npuBosa BKAOUEH peXXunM aBTO3anycka AncKa, NpoLeaypa yCTaHOBKW 3anycTntca
aBTOMaTMyecku. Ecim pexxkum aBTo3anycka OTK/IKOUEH, 3anyCTuTe Ha BbiNoHeHWe dann
autorun.exe, pacnoao>XeHHbIN Ha gucke. OTKPOeTCA OKHO, CoAepKalliee MeHIO aBTo3anycka.
Haxxmute KHOMKY YcTaHOBUTbD.

Cnep,yf/'ﬁe YKasaHuAM nporpamMmmbl yCTaHOBKWN. Ha ntobom Lware 40 Ha4ana KonmpoBaHuA ¢a|7mos Ha
KOMMNbHOTEP Bbl MOXKETE BbINO/NHUTDL CiedyroLLee:

e YTOObI BEPHYTLCA K NMPeAblAyLLeMY Wary NnporpamMMbl yCTaHOBKW, HaxkmMuTe KHoMnkKy Hasaga,;
e UTOObI MEPENTN Ha CEAYIOLLMIA Lar MPOrpPaMMbl, HaXXMUTe KHonky fanee;

e yTOObI npepBaTb YCTAHOBKY, HAXXKMUTE KHOTMKY OTMEeHUTDb.

Mpoueaypa yctaHOBKMU

1. Ecnm Ha Ballem KOMMbIOTEPE y>Ke YCTaHOBJIEH APYrol aHTMBMPYC, Mactep ycTaHOBKM
npesynpeaunT Bac O HECOBMECTUMOCTU NporpaMmbl Dr.Web 1 nHbIX aHTUBUPYCHbIX peLLeHnii 1
NPEeANoXUT YAaIUTb UX.

i'i Mepes Ha4asoOM YCTaHOBKWU NMPOBEPSIETCA aKTyalbHOCTb YCTaHOBOYHOro darina. B
: cnyyae ecnu cyllectByeT 601ee HOBbIV YCTaHOBOUHbIV dais, BaM ByaeT npesnoxXKeHo
ero ckayatb.

2. Ha 3TOM Lare Bbl MOXeTe NOAKAOUNTLCA K 061a4HbIM cepBurcam Dr.Web, koTopble No3BOAAT
OCYLLEeCTBAATL MPOBEPKY AaHHbIX, UCMO/Ib3ys Hanbosiee cBeXyr MHGOPMaL Mo 06 yrposax,
KoTopas obHOBAAETCA Ha cepBepax KoMnaHum «[loktop Beb» B pexxume peanbHOro BpeMeHW.
Onuwus BKIKOYEHa MO yMOAYaHUO. Takke Bbl MOXeTe yKa3aTb, XOTUTE /I Bbl YCTaHOBWTb
BpaHgmayap Dr.Web.

PyKOBOACTBO nosab3oBaTtensd
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% Dr.Web Anti-virus for Windows — *
T DrWEB Pycckuii w

bnarosapwvm Bac 3a Beibop
Dr.Web Anti-virus for Windows 11.5

DrWeb Anti-virus for Windows oBecnedveasT MHOTOYPOEHEBYH 23LUWTY BALLErO
KOMMBKITEPRAE OT PAzAWYHBIX YTPO2 W2 KDL BHELWHWY MCTOYHWMKOE.

Hammman ,.il:l,El.l'IE'EJ Ebl NPUHWMaETE YCNOBKMA JNMUEHZMOHHOID COrNaLEHKA,

+| A xouy nogknioumnTecs K oBnadHeinm cepencam DrWeb Cloud (pekomernayetca)

¥craHoewuTe bpanamaysp Dr\Web

MapameTpel YCTAHOBKK MonuTHKa KOHPHARHLMANEHOCTH

PucyHok 1. Macrtep yctaHOBKMU

3. [nsa TOro ytobbl CAMOCTOATENBHO BbIOPaTh YCTaHaBIMBaEMble KOMMOHEHTbI, yKa3aTb MyTb
YCTaHOBKMW U HEKOTOPbIe JOMOJIHUTENbHbIE MapaMeTpbl, HaxxMuTe MapamMeTpbl yCTaHOBKM.
[JaHHas onuwms npegHasHayeHa 415 ONbITHbIX NOJb30BaTenel. Ecam Bbl XoTTe NpomnsBecTu
yCTaHOBKY C NMapamMeTpamu Mo YMOJYaHWIO, Nepenamnte K NyHKTy 4.

Ha nepBoﬁ BKNagKe Bbl MOXETE USMEHUTb COCTaB YCTaHaB/IMBaeMbIX KOMIMOHEHTOB.
Ha BTOpOl\/'I BK/1aAKE Bbl MOXETE USMEHUTb MYyTb YCTaHOBKW.

Ha TpeTbeli BknagKke OKHa Bbl MOXETE YCTaHOBUTb Gaaxxok 3arpy3uTb 06HOBAEHUA BO
BpemMs YCTaHOBKM, UTOObI B NPOLLecce YCTaHOBKM Oblan 3arpy>KeHbl akTyalbHble BUPYCHbIE
6a3bl 1 Apyrue Moayaun aHTMBMpYyca. Takke BaM OyZeT NpeAnoXeHO HaCTPOUTb CO3AaHue
APALIKOB ANs 3anycka nporpammbl Dr.Web.

Mpw HEOHXOAMMOCTU Bbl MOXETE YKa3aTb NMapameTpbl NPOKCU-cepBepa.

YT06bl COXpaHUTb N3MeHeHUs, HaxxMuTe OK. YUToObl BbIATU U3 OKHa, HE COXPaHsAs M3MEHEHWN,
HaxkmunTe OTMEHMTb.

4. Haxmute KHOTMKY ,U,anee. O6paTI/1Te BHMMaHWe, YTO TEM CaMbIM Bbl NMpUHMMaeTe yCcnoBua
JINLLEH3NOHHOIO cornalleHusa.

5. B okHe MacTep perucrpaumm HeobxoAMMO BbIOGpaTh OAHY U3 CeAyOLLMX ONLMIA:

€C/M Y Bac eCTb KNH04YeBON hainl U OH HAXOAMTCA Ha XXECTKOM AUCKE UM CbEMHOM HOCUTene,
BblbepuTe YKa3aTb NyTb K AeUCTBYIOWEMY KatoueBomy dainy. [1ns Bbibopa KaHoUYeBOro
darina HaxmuTe KHonky O630p v Bbibepute Hy>KHbIV dalin B OTKPbIBLUEMCA OKHe. [TogpobHee
Bbl MOXETe MPOYNTaTh B MHCTPYKLIMM AKTVBALLMA NP NOMOLLM KAHOYEBOTO dhaiina;

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

e eC/IM y Bac HeT KN4YeBoro daiina, Ho Bbl TOTOBbI €r0 MOJYy4YNTb B NPOLLECCE YCTaHOBKY,
BblbepuTe MonyumnTb AMLEH3MIO B NpoLecce YCTaHOBKU. [Togpo6Hee Bbl MOXeTe
npounTaTh B MHCTPYKLUUM AKTMBALIMSA NPN NOMOLLY CEPUAHOTO HOMEPS;

® NNA NPOAO/KEHMNA YCTaHOBKN 6e3 JIMLLEH3 N Bbl6epVITe nOJ'Iy‘-IVITb JINLEeH3UI0 Nno3aHee.
O6HOoBAEHWS He 6y,£l,yT 3arpy>atbca 40 TeX NopP, NMOKa Bbl HE YKaXXeTe Win He NMoaydnTe

KaroueBon danin.

% Dr.Web Anti-virus for Windows

% DrWEB

JNALUEHZWMA.

Bnanenewu:

[aTta akTrBaUMK:
Jata oKoOHYAHKA:
TUn AMUEHZ MK

Mactep pervcrpaumm

[nA ncnonszoBaHKA BCex BoamoxHocTeld Dr.iWeb Anti-virus for Windows tpebyetca

nCIJ'Iy‘-II.‘ITh AHUUEHIWKD B NpOoUecCe YCTaHOBKK
I'Ionyuwrh AHUUEHIWMKD NO3aHee

®) YiazaTe NyTe K AeACTEYHOLLEMY KNKIUEBOMY Ganny

O6zop

Alex

2018-07-05 (13:48) UTC
2019-01-15 {13:48) UTC
Antvenpyc DrWeb ans Windows

PucyHok 2. Macrtep perncrpauum

HaxxmuTte KHOMKY YcTaHOBUTD.

6. Ecam B npouecce yCTaHOBKM Bbl yKa3ann UK NONYyUUAN AeACTBYIOLLMIA KNtoUeBON dalin u He
CHUManu dnaxkok 3arpy3suTb 06HOB/IEHUA BO BPeMs YCTaHOBKM, OyZ€eT BbINOAHEH NPOLLecC
06HOBAEHWS BMPYCHbIX 6a3 1 APYrnx KOMMNOHEHTOB nporpammbl Dr.Web. O6HoBAeHNE
NPOBOAMNTCA aBTOMATUYECKM N He TpebyeT A0NOAHUTENbHBIX AENCTBUN.

7. ﬂ'}'lﬂ 3aBepLleHna npouecca yCtTaHOBKW BbIMONHUTE Nepe3arpys3kKy KoMnbroTepa.

Owmbka cnyx6b1 BFE npu yctaHoBke nporpammbl Dr.Web

Ana GYyHKLMOHMPOBaHMA HEKOTOPbIX KOMMOHEHTOB nporpamMbl Dr.Web Heobxogumo Hannuve
3anyLLeHHoW cnyx6bl 6a3oBoro moayna ¢unstpauum (BFE). B cnyuae ecam gaHHas cay>xba
OTCYyTCTBYET WM NOBpexXaeHa, yctaHoBka Dr.Web 6yaet HeBo3MoxkHa. MNoBpexaeHne nam
oTcyTcTBUME CyObl BFE MOXeT yKa3blBaTb Ha Haanuyme yrpo3 6e30nacHOCTM Ballero KomnbroTepa.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

Ecau nonbiTka yctaHoBKM nporpammbl Dr.Web 3aBepwunacb ¢ owmnbkoin cny>«6si BFE,

BblMoJIHUTE CJiegytoujue AeﬁCTBMHZ

1. MpockaHunpymnTe cucteMy nNpu nomoLm becnaatHon nevaient ytmamtel Curelt! oT koMmnaHmm
«[lokTop Beb». CkauaTb yTUAWTY Bbl MOXKETE Ha CalTe:
https://free.drweb.com/download +cureit+free/.

2. BoccraHoBuTe cnyx6y BFE. 11 3TOro Bbl MOXeTe BOCMO/b30BaTbCA YTUANTON ANA YCTPaHeHWs
npobnem B paboTte bpaHamayapa oT komnaHum Microsoft (ans onepaymoHHbix cuctem Windows
7 v Bbiwe). CkayaTb YTUAKUTY Bbl MOXeTe Ha cawTe: https://support.microsoft.com/en-
us/help/17613/automatically-diagnose-and-fix-problems-with-windows-firewall.

3. 3anyctute Mactep yctaHoBku Dr.Web n npownssegunte ycTaHOBKY COrnacHO LUTaTHOWM NpoLiesype,

NpWBeLEeHHOW BbiLLe.

Ecam npobnema He ycTpaHeHa, 06paTtuTech B Cy>KOy TEXHUYECKOM NOAAEPXKKN KOMMNaHUK «loKTop

Beb».

3.2. I3ameHeHVe KOMMOHEHTOB NporpamMmbl

1. YT06bI YAQNUTD AW M3MEHUTL KOMMOHEHTbI Dr.Web, BbibepuTe (B 3aBUCMMOCTM OT

onepaLYOHHON CUCTEMBI):

OnepauunoHHas
cucrtemMa

Windows XP MeHto «[Myck»

Knaccuueckoe
MeHHO «[Tyck»

Windows Vista MeHto «[Myck»

MocnepoBaTeNlbHOCTb AeCTBUIM

Myck — MaHenb
ynpassieHua —
YcraHoBKa u
yAaneHue
nporpamm

Myck —
Hacrpoika —
MaHennb
ynpassieHua —
YcraHoBKa u

yAaneHue

nporpaMmm

Nyck — Nanenb  Knaccnyeckuia

ynpaB/ieHUsA BUA
JomalHasn
cTpaHuua

Mporpammbl u
KOMIMOHEHTbI

Mporpammbl —

Mporpammbl u
KOMIMOHEHTbI

PyKOBOACTBO nosab3oBaTtensd
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OnepauuoHHas
cucremMa

Windows 7

Windows 8,
Windows 8.1,
Windows 10

YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

MocnepoBaTenbHOCTb AENCTBUIA

Knaccnueckoe
MeHIo «[Tyck»

Myck — MaHensb
ynpaBJjieHus

MaHenb
ynpasneHus

Myck —
Hacrpoiika —
Manenb
ynpaeJjieHna —>
Mporpammbl n
KOMIMOHEHTbI

Menkue/kpynHble
3HaYKu:
Mporpammbl u
KOMMOHEHTbI

KaTeropwms:
Mporpammbl —
YpaneHne
nporpamm

Menkue/kpynHble
3HaYKM:
Mporpammbl u
KOMMOHEHTbI

KaTeropwus:
Mporpammbl —
YpaneHne
nporpamm

2. B cnncke YCTaHOBAEHHbIX MpOorpaMmm Bbl6epI/ITe CTPOKY C Ha3BaHMeEM nNporpamMmmsbil.

3. Haxmwute U3meHUTb, Npun 3TOM OTKpOeTca OkHO MacTepa yaaneHus/M3MeHeHss KOMNOHEHTOB

nporpamMmei.

PyKO BOACTBO NOJib30BaTe A
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% Dr.Web Anti-virus for Windows — *
T DrWEB Pycckuii w

YpaneHve nav UsmeHeHMe KOMMNOHeHTOB nporpammel Dr\Web
Anti-virus for Windows

—_o— Y13MeHWTL KOMNOHEeHTLI
—0O-  zmeHnTe KOMNOHEHTE GHTMEMPYCHOW 2awmTel Dr\Web e cooTeeTcTEMK €

EalMMK NOTpebHOCTAMM,

O BoccTaHoBUTE Nporpammy

BOCCTAHOEMTE aHTHMBMpPYCHYR 2awmTy DriWeb Ha Bawem kKomnskoTepe,

-@l- Yaanute nporpammy

YaanuTe aHTMEMpPYCHYH 2awmTy DriWeb c Bawero komnsroTepa.

PMCYHOK 3. MaC'rep yAalleHMiI/I/IBMeHeHI/Iﬂ KOMMOHEHTOB

4. BblbepuTe OAHY M3 ONUMIA:

e N13aMmeHNTb KOMNOHEHTbI. B OTKPbIBLUEMCA OKHE YCTaHOBUTE Cl)ﬂa)KKI/I HanpoTB
KOMMOHEHTOB, KOTOPbIE XOTUTE AO6aBVITb, Mbo cHUMUTE CI)IIa)KKVI HanpoOTMB yAaNaeMbIX
KOMMNOHEHTOB. Onpe,qenMB HY>XHYHO KOHCI)I/IpraLI,VII-O, HaXXMute an/IMeHI/ITb.

e BoccraHOBUTBL NporpamMmy, eciv HEO6XOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLWTY Ha
BaLleM KomnbtoTepe. 3Ta GyHKLUA NPUMEHSETC B TOM C/lyYae, KOrja HekoTopble 13
KOMMOHeHTOB nporpammbl Dr.Web 6bian noBpexaeHb!.

o YAaIIMTb nporpammy, yTOObI yAa/nTb BCE YCTAHOBJ/IEHHbIE KOMIMOHEHTbI.

3.3. YpaneHune nporpamMmmbl

ili Mocne yaanenus Dr.Web Balw komMnbtoTep He OyAeT 3aluLLeH OT BUPYCOB U APYrmX
: BPEAOHOCHbIX MPOrpaMm.

1. [Ons ypanenus nporpammbl AHTMBUPYC Ans Windows BbibepuTe (B 3aBUCMMOCTU OT
onepaLYoOHHON CUCTEMDBI):

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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OnepauuoHHas
cucremMa

Windows XP

Windows Vista

Windows 7

Windows 8,
Windows 8.1,
Windows 10

YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

MocnepoBaTenbHOCTb AENCTBUIA

MeHto «[lyck»

Knaccnueckoe
MeHIo «[Tyck»

MeHto «[lyck»

Knaccuueckoe
MeHHO «[Tyck»

Myck — MaHenb
ynpasieHus

MaHenb
ynpaeJjieHus

Myck — MaHenb
ynpasaeHusa —
YcraHoBKa 1
yaanexHue
nporpamMmm

Myck —
Hacrpoiika —
Manenb
ynpaeJieHna —>
YcraHoBKa n
yaaneHue
nporpamm

Myck — MaHenb
ynpasieHus

Myck —
Hacrpoika —
MaHenb
ynpasnieHua —
Mporpammbl n
KOMIMOHEHTbI

Menkne/kpynHbie

3HaYKM:
Mporpammbl n
KOMIMOHEHTbI

Kateropwus:
Mporpammbl —
YpaneHue
nporpamm

Menkne/kpynHbie

3HaYKM:
Mporpammbl n
KOMIMOHEHTbI

Kateropwus:
Mporpammbl —

Knaccnueckumn
BUA,

JomalHasa
CcTpaHuua

Mporpammbl n
KOMIMOHEHTbI

Mporpammbl —

Mporpammbl n
KOMIMOHEHTbI

PyKO BOACTBO NOJib30BaTe A
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OnepauvoHHas MocnepoBaTeNnbHOCTbL AEACTBUMN
cuctema

YpaneHne
nporpamm

B oTkpbiBLIEMCS cricke BbIBGepuUTe CTPOKY C Ha3BaHWEM MPOrpaMmbl.

2. Haxmurte KHOMKY YAanuthb.

Mpw yaaneHumn kakmx-anbo komnoHeHToB Dr.Web oTkpoeTcs okHo OTKAroUeHue
: Camo3aLWMUThbl, B KOTOPOM HEOBXOAMMO BBECTU U306PaKEHHbIN KO NOATBEPXKAEHWS,
nocne yero Haxatb KHomnky OTk/oueHne CaMmo3aluThbI.

3. B okHe CoxpaHsieMble napamMeTpbl YCTaHOBUTE GaxKKy HAaMPOTUB TOTO, UTO CNeyeT COXPaHUTb
nocne yaaneHuns nporpammbl. CoxpaHeHHble 06beKTbl U HACTPOMKN MOTYT UCMOJ/Ib30BaThCA
nporpamMMon Npu NOBTOPHOM ycTaHOBKe. 10 yMoa4yaHuto BbiGpaHbl Bce onuun — KapaHTuH,
Hactpoiikn Dr.Web Anti-virus for Windows v 3awmwaembie konum ¢pannoB. Haxmute
KHOMKY YCTaHOBUTD.

4. B cneapyroliem okHe Ans noaTBep kaeHuUs yaaneHms Dr.\Web BBeanTe n3obpakeHHbI Ko, nocne
Yero HaXxkmMuTe KHOMKy YAanutb nporpammy.

5. 3meHeHna BCTyNAT B Cuay Nocae nepesarpysku Komnbrotepa. [pouecc nepesarpyskn MOXHO
OTNIOXMTb, HaxkaB kKHornky Mo3ke. Haxmute kHonky Mepe3sarpy3sutb ceruac 415
HeMeAJ/IeHHOTO 3aBepLUeHVs NpoLeaypbl YAaneHWs UK U3MEHEHNA COCTaBa KOMMOHEHTOB
Dr.Web.

PyKO BOACTBO NOJib30BaTe A
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4. inueHsnpoBaHune

MpaBa nonb3oBaTens Ha ucnosib3oBaHne Dr.Web peryavpyroTcs avueHsnen, nprnobpeTeHHOM Ha
caiite kKoMnaHun «loktop Beb» nan y naptHepoB. JIMueH3ms No3BoAAET MNOJHOLLEHHO UCMOJ/Ib30BaTh
BCEe BO3MOXHOCTN NPOAYKTa Ha MPOTAXEHUN BCETro CpoKa AencTBus. JIMLeH3na peryampyert npaea
NONb30BaTeNs, YCTaHOB/IEHHbIE B COOTBETCTBUM C JINLLEH3VOHHBIM COr/alLeHNEM, YCNOBUS KOTOPOTO
nosib3oBaTe/b NMPUHUMAET BO BPeMA YCTaHOBKW NPOrpamMMbil.

Kaka0ou MueH3mm conoctaBieH YHUKaNbHbIN cepuliHbil HOMep, a Ha TI0KaNbHOM KOMMbOTepe
No/b30BaTeNA C IMLEH3NEN CBA3bIBAETCA CrnelmanbHbli daiin, peryanpyrowmin paboty Dr.Web B
COOTBETCTBUM C MapaMeTpaMu MLEH3MN. ITOT dain Ha3blBAETCA NNLLEH3UOHHBIM K/IH0Ye8bIM
¢alinom. NMoppobHee o kNoUeBOM daine cM. B pasgene Knrouesoin daiin.

Cnoco6bl akTUBaALNN NNLEH3UN

AKTVIBVIpOBaTb KOMMepPUYECKYH NNLEH3NHO Bbl MOXKETE OAHM M3 Cheay oL nx cnoco6os:

® BO BpemMA YCTaHOBKK NPOAYKTa Npu nomMoLin MaCTepa perncrtpaynu,

e B 060N MOMEHT paboTbl NpoAyKTa Npun NnomoLwm Mactepa perncrpanmm, KOTOpbIn BXOAUT B
coctaB MeHezxepa NNLEH3NI;

e Ha odumumanbHOM carTe kKomnaHum «Joktop Beb» no agpecy
https://products.drweb.com/register/.

AKTuBauumA avLeH3um B Mactepe permctpaum BO3MOXHa NPY MOMOLLM CEPUAHOTO HOMepa WUau
kntoueBoro dawnna. NMonbzosatenn Windows XP MoryT akTMBMpOBaTh IMLLEH3MIO TOLKO NP
nomoLm katoyeBoro darina.

MoapobHee 06 akTUBALMN IMLLEH3UM CM. B pa3gene Kak akTMBMPOBaTh JIMLIEH3NHD.

Ecam y Bac octannck BONPOCh MO JIMLEH3NPOBAHWIO, O3HAKOMbTECh CO CMUCKOM Havbosiee YacTbix
BOMPOCOB Ha calTe KOMMaHuu «JokTtop Beb».

Bo3mo)xHbIe BOnpochbl

Kak s Mory nepeHecT IMLLeH3UI0 Ha Aperﬁ KOManOTep?

Bbl MOXKETe NepeHecTV Bally KOMMEPUECKYHO JIMLLEH3VIO Ha APYroi KOMMbIOTEP MPY NMOMOLLK
KNHOUEBOro daiina uam cepunHoro Homepa. Ecam Bbl XoTuTe NnepeHecTV NINLLEH3MI0 Ha KOMMbLOTEp,
Ha KoTopoM ucnoab3yetca Windows XP, Bbl MOXeTe 3TO cAenaTb TOJIbKO MPY MOMOLLM KJIKOUYEBOTO
danna.

PyKOBOACTBO nosab3oBaTtensd
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YT106bI MEpeHecTU INLLeH3UIO Ha APYToi KOMMbloTep

e NPV NOMOLLY CEPUAHOTO HOMepa:

1. Ypanute Dr.Web c komnbtoTepa, C KOTOPOTro Bbl XOTUTE NMEPEHECTU IMLEH3NIO, UK
aKTUBUpPYWTE APYTYHO NULLEH3UIO Ha 3TOM KOMMbIOTEPE.

2. AKTVMBMPYITE TEKYLLYHO MLEH3NIO HAa KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE NMEPEHECTM
nvueHsuo. [ns 3Toro Bocnosib3ytecb Mactepom perncrtpaumm Bo BpeMs YCTaHOBKM
nNpoAyKTa Wan Nocne yCTaHOBKM BO BpeMsa paboTbl NpoaykTa (CM. AKTUBALMA NPU MOMOLLN
CEPUNHOTO HOMepa).

e MNPV NOMOLLM KNOYEBOTO daiina:

1. CkonuvpyiTe kto4eBOM aiin ¢ KOMMbHOTEPA, C KOTOPOTO Bbl XOTUTE MEPEHECTU AnLEeH3MIO. o
YMOAYaHWIO, KNH0YeBOM hai XpaHUTCA B nanke yctaHoBkn Dr.Web 1 nmeet pacwmpenue .key.

2. Ypanute Dr.Web ¢ komnbroTepa, C KOTOPOTO Bbl XOTUTE MEPEHECTU JINLLEH3UIO, NN
aKTUBUPYWTE APYTYHO NNLLEH3MIO Ha 3TOM KOMMbIOTEPE.

3. AKTVBUpYWTE TEKYLLYH NULLEH3UIO Ha KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE NepeHecTu
NvLeH3nto. 15 3Toro BoCnosib3ytecb Mactepom pernctpaumm Bo BpeMs YCTaHOBKM
NpoAyKTa WK Noc/e YCTaHOBKM BO BpeMs paboTbl NpoayKTa (CM. AKT1BALMS NPU MOMOLLY
KAHOUEBOro damna).

Al 3a6bi1n pernctpaumnoHHbiv email. Kak s mory ero BocctaHoBUTB?

Ecav Bbl 3a6biv agpec 31eKTPOHHOM NOYThI, KOTOPbIW Bbl YKa3blBan BO BPEMA PErncTpaLmmn, Bam
Heob6xo0AMMO 0bpPaTUTLCA B TEXHUYECKYHD MOAAEPXKKY KOMMNaHuK «[JokTop Beb» no agpecy
https://support.drweb.com.

Ecam BbI caenaeTe 3anpoc € agpeca, OTIMYAOLLErocs OT TOrO, Ha KOTOPbIN 3aperncTpupoBaHa Balla
JIMLLEH3VS, CNeLMaNncT TEXHUUYECKOW NOoAAEP KK MOXKET NMOMPOCUTb NPesoCcTaBuTb: GOTO- WM CKaH-
KOMUIO JIMLLEH3MOHHOTO CcepTMdmKaTa, Yek 06 oniaTe JMLLEH3NW, MUCbMO MHTEPHET-MarasuHa u
Apyrvie NOATBEP>KAAOLLNE LOKYMEHTHI.

Kak a Mmory usmeHutb permcrpauMoHHbIn email?

Eciv BamM HeOHXOANMO U3MEHUTb aZpPec 3NEKTPOHHOMN MOYUTbI, KOTOPbIV Bbl YKa3bliBaauN Mpu
perncrpaLmy, BOCno/ib3ynTech CreLnanbHbIM CEPBMCOM 3aMeHbl SN1EKTPOHHOW NOYThI MO azpecy
https://products.drweb.com/register/change email.

4.1. Kak akTMBMpoBaTb IMLLEH3UIO

YT06bI NCNOABb30BaTb BCE GYHKLIMN U KOMMOHEHTbI MPOrpaMMbl, HEOBXOAMMO aKTMBUPOBaTb
NLeH3M0. AKTUBALLMS IMLEH3MN BO3MOXKHA NPY NMOMOLLM KNKOUYEBOro daiiana uan cepunHoro

PyKOBOACTBO nosab3oBaTtensd
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Homepa. Monb3osatenn Windows XP MOryT akTvBMpOBaTh NMNLLEH3MIO TOJBKO NPW MOMOLLM
KatoueBoro daina.

& Ecnv BbI y>ke siBasance nosnb3osatesem Dr.Web, To Bbl cMoXeTe NpoainTb AecTBUE

: nprvobpeTeHHON AnLeH3un Ha 150 gJonoaHUTeNbHBIX AHeR. [lns 3Toro nepes BBOAOM
perncTpaLmoHHbIX AaHHbIX OTKPOETCS OKHO, B KOTOPOM HEOBXOAMMO YKa3aTb
CepuiHbI HoMep Anbo NyTb K KntoueBoMy day npesplayLien MLeH3nu.

AKTMBaLMa NpyM NOMOLLU CEPUUNHOro HoMepa
Ecam y Bac ectb cepuidHblii HOMEP, Bbl MOXETE
® aKTMBMPOBATb JIMLEH3NIO BO BPEMSA YCTaHOBKM NPOAyKTa Npu noMolum Mactepa permcrpauum:

1. 3anyctute yctaHOBKY npogaykTa. Ha 5 ware yctaHoBku Bbibepute nyHKT MonyunTb anueHsuio
B Npouecce yCTaHOBKN. HaxxmuTe YCTaHOBUTD.

;&; Dr\Web Anti-virus for Windows — 4

% DrWEB

Macrep perucrpayuu

Ana ucnonbzoBaHnA ecex eozmoxHocreld DrWeb Anti-virus for Windows TpeByetca
NULEHINA,

®) MoayunTe AMLEHZWKO B NPOLECCe YCTAHOBKM
[Moay4uTe AMLEHIWKD NO3AHee

¥YKazaTe NyTh K AeRCTEYHOILLEMY KAFOUEBOMY Gainy

O6zop

PucyHok 4. YcraHoBka. Mactep pernctpauum

2. HauHetca yctaHoBKa npogykTa. B koHLe 3Tana MNonyyeHne anLeH3nm oTkpoeTtcs okHo Mactepa
pervctpauun. Beeaute cepuiiHblini HOMepP 1 HaxXMuTe AKTUBUpPOBaTb. ECin cepuiiHbii HOMep
ellie He Bbl1 3aperncTpmMpoBaH, OTKPOETCA OKHO, rAe BaM HeobxoamMmo byaeT ykasaTb CBOU
PerncTpaumnoHHble JaHHbIe.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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@ MacTep peructpavmm X
AKTUBaLUMA NNLIEH3MM

BeeawTe cepuiHBIi Homep

| | | MAK YKEXWUTE KNtodesol dain

HeTt nnuensnmn?

K}'I’IL‘ITQ HOBYHY AMUEHZMHD, MPOLANTE WAK PacCllMpeTe TeKYLWYH NMUEHIWKD CO CKMAKOR

PucyHok 5. MacTtep perucrpauun. AKTUBaLMs IULLEH3UN
3. MpoaomkuTe yCTaHOBKY NPOAYKTa, CleAys UHCTPYKLMAM MacTtepa ycTaHOBKM.

Ecam akTmBaLms aMLEH3MM 3aBepLUMAach HEYAAuYHO, BbIBOAUTCA COObLLEeHMe 06 owmnbke.
MNpoBepbTe NogkntoueHne K cetn VIHTepHeT, inbo Haxxmute KHorKy MoBTOpUTL ANs McnpaBaeHWs
HEBEPHO BBEJEHHbIX JaHHbIX.

® aKTMBMPOBATb NLLEH3MIO B NtoHoe Bpems paboTbl MpoaykTa npu nomowwmn Macrepa
perncTpaLuy, KOTopblii BXOAWUT B cocTaB MeHeaxxepa NNLLeH3UN:

1. B merto Dr.Web BbibepuTe NyHKT JInueHsusa. OTKpoeTcs OKHO MeHeaxkepa L EH3NNA.
HaxxmuTe kHonky Kynutb unm akTmuBMpoBaTb HOBYHO JIMLLEH3UIO.

PyKOBOACTBO nosab3oBaTtensd
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& Dr.Web > MnctpymenTen > Menepxep nuuensni - O X

VHCTpYyMeHThI Tekywas AuLeH3ns
. v 139984708 v @ .

MeHemxep AMueH3niA
MeHenxep kapaHTUHa Mpoay«: AnTnenpyc DrWeb

CepuiiHLIA HoMep: T2RE-TKSQ-Fmss_wwex
Moanepxka Bnaaenew: Alex

[ata akTrmeaumm: 05-Jul-18 16:48

[aTta oKoHYaHWA: 15-Jan-19 16:48

OcTanock: 194 aH.

‘ MpoanKTE TEKYLLYH AULEH3IMIO ‘

KyI'IHTb WKW aKTHEMPOBAaTE HOBYHD JIMLLEH3WHD

Mo Dr.Web

_ﬂHLI,F_‘HEVICIHHCIE cornalleHuwe

PucyHok 6. MeHepykep nuueH3umn

2. OTkpoetca okHO Mactepa peructpauun. Beeaute cepuiiHblini HOMepP 1 HaxXMuTe AKTUBUMPOBaTb.
Ecav cepuiiHbiin HOMep ellle He 6bla 3aperncTpMpoBaH, OTKPOETCA OKHO, FAe BaM HEO6X0AMMO
ByseT yKkazaTb CBOV PErUCTPALMOHHbIE AaHHbIE.

ﬁ Dr.Web = MHctpymenTen » Menegxep nuueHswii > Mactep pernctpaumm - O X

(© AKTvBaLMA MULIEH3MM

BeeawTe cepuiiHbIA HOMED

| | | AKTWBMPOBaTH WA YKEKUTE KIHoUeBor dain

HeTt nnuensnmn?

KyI'IHTE HOBYHY AMUEHZMHD, MPOLANTE WAK PacCllMpeTe TeKYLWYH NMUEHIWKD CO CKMAKOR

PucyHok 7. Macrtep perncrpaummu. AKTMBaLua JNLEH3UN

PykoBoacTBO nosb3oBatens
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Ecam akTmBaLms AMLEH3MM 3aBepLUMAach HEYAAUYHO, BbIBOAMUTCA COObLLEeHMe 06 owmnbke.
MNpoBepbTe NoakNtoueHne K cet VIHTepHeT, Inbo Haxxmute KHorKy MoBTOpUTL ANs MCnpaBaeHWs
HEBEPHO BBEAEHHbIX JaHHbIX.

e 3aperncTpmpoBaTb CEPUNHBIN HOMep Ha carTe «[okTop Beb» 1 nonyunts kKaroueBour dann, ¢
MOMOLLbHO KOTOPOTO Bbl CMOXETE aKTUPOBaTb JIMLEH3MHO.

AKTMBaLUA Npn NOMOLL M K/ltoueBoro ¢auna
Ecnmy Bac ecTb kntoueBow daiin, Bbl MOXETe akTUBUPOBATb JIMLLEH3MIO:
® BO BpeMs YCTaHOBKM NpoAyKTa npv nomoLym Mactepa perucrpaumm:

1. 3anyctuTe yctaHOBKY npoaykTa. Ha 5 ware yctaHoBKM BblibepuTte NyHKT YKa3aTb NyTb K
AeNcTByOWEeMY KatoueBomMy ¢anny. Haxxmute YCTaHOBUTD.

’&9 Dr.Web Anti-virus for Windows — *
T DrWEB Pycckuid  w

Macrep perucrpayuu

Ana ucnonbzoBaHnA ecex eozmoxHocreld DrWeb Anti-virus for Windows TpeByetca
NULEHINA,

nGIIy'—IMTh JHUBHIWHD B MPpOoUeCCe YCTAaHOEKK
nOIIy‘-IMTh AWMUEHIWHD NozaHee

®) YiazaTe NyTb K AeACTEYHILWLEMY KIKOUEEOMY Qarny

O6zop

Bnanenew: Alex
HNata aktmeaumn: 2018-07-05 (13:48) UTC
Oata okondadua: 2019-01-15 (13:48) UTC
Tun anueHznm:  AHTuerpyc DrWeb ana Windows

PucyHok 8. YcraHoBka. MacTtep perucrtpauumn

2. MpopaoxunTe yCTaHOBKY NPOAYKTa, Ciefys UHCTpYKLmMaM MacTtepa yCTaHOBKM.

e B Nt060€ Bpems paboTbl NpoaykTta Npy nomowm Mactepa perncrpawmm, KOTopblil BXOAWT B
coctaB MeHegpkepa nnueH3nm:

1. B merto Dr.Web ¥ Bbl6epuTe NyHKT JlIuteHsua. OTkpoeTcs okHO MeHegykepa NLEH3NIA.
Haxxmute kHonky Kynutb unm aktmBupoBaTb HOBYHO JIMLLEH3MIO.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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ﬁ Dr.Web = MHcTpymenTor

MHCTpym

= Menegpxep nuuyeH3ni

EeHTbl Tekylwas AnLeH3nA

. v 139984708 v @ .
MeHemxep AMueH3niA

Moanepxka

MeHemxep kapaHTVHa MpoayxT: Antempyc DriWeb
CepuiHEIR HoMep: T2RB-TKSQ-mwx_mw
Baagenews: Alex
[ata akTrmeaumm: 05-Jul-18 16:48
[aTta oKoHYaHWA: 15-Jan-19 16:48
OcTanock: 194 aH.

‘ MpoanKTE TEKYLLYH AULEH3IMIO ‘

KyI'IHTb WKW aKTHEMPOBAaTE HOBYHD JIMLLEH3WHD

Mo Dr.Web

_ﬂHLI,F_‘HEVICIHHCIE cornalleHuwe

PucyHok 9. MeHep>xep nnueH3uin

2. OTkpoetcsa okHO Mactepa peructpaumm. Haxmute CCbinky MAK YKaXKuTe KatoueBoi ¢ain. B

OTKpbIBLLEMCA

OKHe yKaxuTe nyTb K kKatoueBoMy danny.

BeeanTe cepuiid

HeT nnueHs

AKTMBaLA

& DrWeb = Mhcrpymentar > Menemkep muuerzwii > Mactep perncrpaunm

Kntoueson dpain

YKaxuTe nyTe K 4eACTEMTENEHOMY KAHOUeBOMY darny

YTo Takoe KNHOYEEOR dain?

loToBO ‘ ‘ OTmeHUTE

Kynute Hoeyo A

Kynute

PucyHok 10. MacTtep perucrpauuu. AKTMBaL A UL EH3INN

PykoBoacTBO nosb3oBatens
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AktnBauumn nmuyeHsum Ha Windows XP

Monb3oBatenn Windows XP MoryT akTBMpOBaTh IMLEH3NIO TONbKO MPY MOMOLLW KNFOYEBOTO
danna. Ecam kntoueBoro dalina Het, HO eCcTb CEPUHbBIA HOMEP, ero HEOBXOAMMO 3aperncTpUpoBaTh
Ha cauite komnaHum «Jloktop Beb». MNMocne 3aBepLueHns npouecca peructpauum, Bam byaer
npesocTaB/ieHa CCblika ANs CKauMBaHWA KAOUeBOro daina. Vicnonb3ywTe 3TOT katoueBon dann ans
aKTMBaLUuun AU eH3Nn.

NoBTOopHaa akTuBauus

nOBTOpHaﬂ aKTMBau A TNMLUEH3NN MOXKET I'IOTpe6OBaTbCF| B C/ly4ae yTpaTbl KNHOYEBOTO c|>a|7|na.

B cn1yyae MOBTOPHONM akTMBaLWKW AWLIEH3MIN BbIAAETCA TOT Xe KIoUeBOWn Gai, KOTopbIi
6bl1 BblaH paHee, NPW YCIOBUM, YTO CPOK ero AelCTBUA He UCTEK.

MNpw nepeyctaHOBKe NPOAYKTa WAN B C/lyyae, KOrAa ANLLeH3Ms NpesoCTaB/seT NpaBo YCTaHOBKM
NPOAyKTa Ha HECKOIbKO KOMMbIOTEPOB, NOBTOPHAs akTUBaLMA CEPUNHOTO HoOMepa He Tpebyertcs.
Bbl MOXeTe ncnosb3oBaTb KAHOUEBOW dali, NONYUYEHHbIN NPY NEPBON perncTpaLmm.

KonnuectBo 3anpocoB Ha nosyyeHve kao4eBoro darna orpaHUYeHo — PerncTpaums C OgHUM 1
TEM e CEPUMHBIM HOMEPOM AonyckaeTca He 6osee 25 pa3s. Ecim 3T0 Uncno npeBbIlweHo,
kntoueBon darin He ByaeT BbicaaH. B 3ToM ciyyae obpaTtutech B Cy>KOy TEXHUYECKOW NOAAEPXKKM (B
3anpoce cnegyeT nogpobHO onmcaTb CUTyaLMIo, YKa3aTb NepCOHaibHble JaHHble, BBEAEHHbIE NMPU
perncTpaLmu, n cepuinHblii Homep). Kntouesow dain byaeTt BbiCaaH BaM Cy>KO60M TEXHUYECKOWN
NOAAEP>KKM MO INEKTPOHHOWN NouTe.

Bo3mo)KHble BONpocChl

Kak s mory nepeHecTy aML,eH3UI0 Ha APYroi KoMnbioTep?

Bbl MOXeTe nepeHecTn Bally KOMMEPUECKYH JIMLLEH3MIO Ha APYroi KOMMNbOTEP MNPY NMOMOLLN
KNHOYeBOro dGaiina uam cepunHoro Homepa. Ecam Bbl XxoTuTe nepeHecTV INLEH3MIO Ha KOMMbLOTEp,
Ha koTopoM umcnoab3yetcs Windows XP, Bbl MOXeTe 3TO caenaTb TObKO MPW MOMOLLM KAHOUYEBOTO
davina.

YT106bI MEpeHecT INLLeH3UIO Ha APYToi KOMMbIOTEpP

e NPV NOMOLLY CEPUAHOTO HOMepa:

1. Ypanute Dr.Web c komnbtoTepa, C KOTOPOTro Bbl XOTUTE NMEPEHECTU IMLEH3NIO, UK
aKTUBUpPYWTE APYTYHO NULLEH3UIO Ha 3TOM KOMMbIOTEPE.

2. AKTUBUMPYWTE TEKYLLYHO IMLEH3UIO HAa KOMMbIOTEPE, HA KOTOPBIN Bbl XOTUTE MNEPEHECTU
nvueHsuro. [ns 3Toro Bocnosib3yntecb Mactepom perucrtpaumm Bo BpeMs YCTaHOBKM

PyKOBOACTBO nosab3oBaTtensd
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nNpoAyKTa Uan nocne yCTaHOBKM BO BpeMa paboTbl NpoaykTa (CM. AKTUBALIMA NPU MOMOLLN
CepUNHOro HoMepa).

e MNPV NOMOLLM KNOYEBOTO daiina:

1. CkonupyuTe Knto4eBoK daiin ¢ KOMMbIOTEPA, C KOTOPOTO Bbl XOTUTE MEPEHECTU AnLLeH3MO. 1o
YMOJIYaHWIO, KHOYEBOW dali XpaHWTCA B narnke yctaHoBku Dr.Web 1 nmeet pacwmpenue .key.

2. Ypanute Dr.Web ¢ koMmnbtoTepa, C KOTOPOro Bbl XOTUTE NMEPEHECTN NTNLLEH3UIO, NN
aKTUBUpPYWTE APYTYHO NULLEH3UIO Ha 3TOM KOMMbIOTEPE.

3. AKTVBUpPYWTE TEKYLLYH NNLEH3UIO HA KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE NEpeHeCTM
nvueHsuro. [ns 3Toro Bocnosib3yntecb Mactepom peructpaumm Bo BpeMs YCTaHOBKM
NpoAyKTa WM NoC/ie YCTaHOBKM BO BpeMs paboTbl NpoaykTa (CM. AKTMBALIMS NMPU MOMOLLY
KAHOUEBOro danna).

4.2. NMpoaneHve nuueH3umn

npOAJ'II/ITb TEKYLLYH NNLLEH3MKO Bbl MOXeTe Npy NoOMOLLn MeHe,q>Kepa J'II/ILI,GH3I/1I?1.

1. Otkpownte meHo Dr.Web W BblbepuTe NyHKT JINL,eH3us.

2. B okHe MeHepaxepa nnLLeH3niA HaxxmuTe KHonky Mpoaautb Tekywyro anueHsunto. OTkpoeTtcs
CTpaHuLa calta KoMnaHum «Joktop Beb», Ha KOTOPOW Bbl MOXKETE MPOAOIKUTL MOKYMKY.

Dr.Web noazep>kvBaet 06HOB/IEHNE Ha NIETY, NPV KOTOPOM He TpebyeTcs nepeycraHaBMBaTh
Dr.Web nan npepbiBathb ero paboty. Yto661 0OHOBUTL IMLEH3NIO Ha Ucnoab3oBaHWe Dr.Web Bam
HeobXOAMMO aKTUBMPOBATb HOBYHO JIMLLEH3MIO.

AKTMBaUMA NMLEH3NN

1. OtkpowTe okHO MeHegxkepa AnLeH3nK, Bblbpas nyHKT JiIunensuma B meHto Dr.Web . Haxxmure
kHonKy KynuTb nnam aktTuBupoBaTtb HOBYHO JIMLLEH3UIO.

2. B OTKpbIBLUEMCA OKHE BBEAMWTE CEPUHBIN HOMEP VAN HaXKMUTE CCbIJKY WAWN YKaXknuTe
K/IloueBoO paiin 1 ykaxute nyTb K kntoueBomMy danny. Monbzosatenn Windows XP moryT
aKTMBMPOBATb JIMLIEH3MIO TOILKO NMPW MOMOLLM KAtoUYeBOro daina.

I'Io,a,po6Ha;| MHCTPYKUWMA MO aKTMBaLUn anLeH3nn AOCTyrMNHa B pa3jene Kak akTvBmnpoBatb
JMLEH3UHO.

Ecan CpOK AGIZCTBMH JIMLEH3NN, KOTOPYHO Bbl XOTUTE NMPOANNTE, 3aKOHYWIICA, Dr.Web HauHeT
NCNoanb30BaTb HOBYHO JIMLEH3UIO.

Ecam cpok AencTBMS NLLEH3UK, KOTOPYHO Bbl XOTUTE MPOAANUTL, eLle He 3aKOHUMNACS, TO KONNYECTBO
OCTaBLUMXCA AHeRn ByaeT aBTOMaTU4eckn Ao6aBaeHO K HOBOM nLeH3nW. MNpy 3TOM cTapas anueH3ns
6yaeT 3abnoknpoBaHa, ¥ Bam NpuaeT COOTBETCTBYHOLLLEE YBEAOMJIEHNE HA aZPeC INEKTPOHHOM
MOUYTbl, KOTOPbIA Bbl YKa3blBasnN NPY PErMcTpaLum. PEKOMEHAYETCS TakxKe yAaauTb CTapyHo
NNLLEH3MIO NPW NoMoLWM MeHeaxkepa JLLEH3NIA.

PyKOBOACTBO nosab3oBaTtensd
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Ecamy Bac octannce BONPOChI MO NPOAJIEHNIO IMLLEH3MKN, O3HAKOMbTECh CO CMVCKOM Haunbosiee
YacTblX BOMNPOCOB Ha canTe KomnaHum «loktop Beb».

Bo3mo)KHble BONpocChl

Mocne npogneHusa nAMueH3UM A NOAYUUN MUCbMO, UTO MO KaroueBoii ¢paiin 6yaer
3abnokupoBaH uepes 30 agHel.

Ecam cpok AencTBMA MNLLEH3UK, KOTOPYHO Bbl MPOA/MAN, ellie HE 3aKOHYMICA, TO KOIMYECTBO
OCTaBLUMNXCA AHEN aBTOMaTNYeCcKn Ao6aBAseTcs K HOBOMN AMLEeH3UW. [Tpy 3TOM MLLEH3US, HAa OCHOBE
KOTOpOW 6bII0 caenaHo npoaneHne, baokupyertca. MNpu ncnosib3oBaHUM 3a6N10KMPOBaHHOM
NMLLEH3MM KOMMNOHeHTbl Dr.Web He paboTatoT, 1 He NPoUCXoAUT 0BHOBIEHME.

PekoMeHAyeTCs yAanuTb CTapyto AMLEH3MIO U3 NpoAyKTa. [ 3Toro caenante cneayroLlee:

1. B pexume agmuHMcTpaTopa B merto Dr.Web ®F BblOepuTe NyHKT JIneH3ua. OTKpoeTcs OKHO
MeHegaxxepa NMLLEH3NNA.

2. B BbINagaroulem MeHto BbibepuTe NMLIEH3MIO, HA OCHOBE KOTOPOW BbI/1I0 cAenaHo NpoaseHune

HaXMmTe KHOMKY "=,

4.3. KnroueBon pann

MpaBa nonb3oBaTens Ha ucnosb3oBaHne Dr.Web xpaHsaTcs B cneuvansHoM daiine, Ha3biIBaeMOM

kaoyeseiM ¢ghatizom. Mpu nonyyeHnm karoueBoro darna B npoLiecce yCTaHOBKUN UM B KOMIIEKTE
AVCTPMBYTUBa NPOAYKTa yCTaHOBKA KA0UeBOro darina Npov3BOAUTCA aBTOMATUUECKM N HUKaKUX
AOMONIHUTENbHBIX AENCTBUIA He Tpebyer.

KnroueBou dann numeet pacwumpenue .key 1 coaepxut, B HaCTHOCTW, CiesyroLyto HGopMaLunio:

e MepeyeHb KOMMOHEHTOB, KOTOPbIE pa3peLleHo MCMo/Ib30BaTh 4aHHOMY MOJIb30BaTeHD;
® MEPUOS, B TEUEHNE KOTOPOTO Pa3pELLEHO UCMO/Ib30BaHWE aHTUBUPYCa;
e Ha/JMUMEe UK OTCYTCTBME TEXHUUECKOWN NOAAEPKKY;

e pyrvie orpaHuyeHuns (B 4aCTHOCTY, KOJIMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX Pa3peLleHo
MCNONb30BaTb aHTUBMPYC).

ili MNpw paboTe Nporpammsbl kKarOUYEBOKM darii MO YMONYAHUIO AOMKEH HaXOAUTHCA B Nanke
E ycraHoBkn Dr.Web. MNMporpamma peryaspHo npoBepseT Haanuyme 1 KOPPeKTHOCTb
kntoueBoro darna. Bo nsbexaHune nopum kKioua, He MoANOULMPYHTE KIOUEBOW dali.

Mpw OTCYTCTBUU AEMCTBUTENBHOTO KAtoUYeBOro daina akTMBHOCTb BCEX KOMMOHEHTOB
Dr.Web 610okmnpyeTcs.

PyKOBOACTBO nosab3oBaTtensd
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KntoueBou dainn Dr.Web sBnseTcs feCTBUTENBHBIM MPU OAHOBPEMEHHOM BbINOAHEHUN
CneayroLwmx yCnoBui:

® CPOK ﬂ,el\/'ICTBI/Iﬂ JINLEH3NN HE NCTEK]

® LI€/IOCTHOCTb K/IF0Ya HE HapyLleHa.

Mpw HapyLleHWn NF60To 13 YCNOBUIM KAHOUEBOWN dalin CTaHOBUTCA HEAENCTBUTENbHBIM, MPU 3TOM
Dr.Web nepecraet obe3BpexvBaTth BpeAOHOCHbIE NPOrPaMMbl M NMPOMyCcKaeT NOYTOBbIe
coobuieHna 6e3 npoBepKMu.

Ecam npu ycraHoske Dr.Web BbI He noayuunnm katoueBori Galin 1 He ykasanm nyTb K HEMY, TO B 3TOM
C/lyyae UCMoJIb3yeTcs BpeMeHHbI kntoyeBon dann. Takon katoueBow daiin obecneymsaeT NOAHYHO
dYHKLMOHaNbHOCTb KOMMOHEHTOB nporpammbl Dr.Web. OaHako B meHto Dr.Web = byaer
OTCYTCTBOBaTb MyHKT O6HOBAEeHUe. O6HOBEHNSA He ByAyT 3arpy>aTbCs 4O TeX Mop, Noka Bbl He
aKTVBMPYETE NLEH3NIO UAN NPOBHYHO Bepcuio nbo ¢ noMollbio MeHeaykepa AL EH3UN He
yKaxkeTe nyTb K AeACTBUTENbHOMY KAOUEBOMY daliny.

PekoMeHayeTca coxpaHATb KAoUeBOn Gaiin f0 UCTEUEHNA CPOKa AENCTBUS INLLEH3NN.

PyKOBOACTBO nosab3oBaTtensd
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5. Hauano pa6oTbi

Mocne yctaHoBKM nporpaMmmbl Dr.Web B o6nactb yBegomneHnin Windows pobaBaseTcs 3Ha4ok .

i'i Ecnv nporpamma He 3anylueHa, B MeHto Myck packpointe rpynny Dr.Web v Bbibepute
: nyHKT SplDer Agent.

3Hauyok Dr.Web oTtpa>kaeT TekyLLiee COCTOSAHNE NPOrpPaMMbl:

° E — BC€ KOMIMOHEHTDI, HGO6XOAVIM ble A4 3allTbl KOMNbOTEPa, 3anyLlWeHbl 1 pa60Ta+0T
npaBuAbHO,;

Sl
e "8 — camo3auwmTta Dr.Web vam xots 6bl OANH N3 KOMMOHEHTOB OTKJHOUEHbI, YTO Ocnabnset
3alMTy aHTMBMUpPYCa U KOMMblOTepa. Bkaroumte caMo3aLuty nam oTKIHOYEHHbIN KOMMOHEHT;

o B8 — oxugaercs 3arnycKk KOMMOHEHTOB MOC/e CTapTa OnepaLoOHHOM CUCTEMbI, JOXANTECH
3arycka KOMMOHEHTOB NpOrpamMMbl; IMH6O B NpoLiecce 3arnycka OAHOrO U3 KNHUeEBbIX
KoMnoHeHTOB Dr.Web BO3HMKNa OLIMOKA, KOMMBLIOTEP HAaXOAMUTCA MOZ YrPO30M 3apaXkeHus.
MNpoBepbTe HaAMume AeNCTBUTENBHOTO KAHOUEBOro Gaina 1 Npu HeobXoAMMOCTN YCTaHOBUTE €ro.

Tak>ke, B COOTBETCTBUM C HaCTQOPIKaM 1, Haj 3Ha4YKOM E MOTYT NOABAATLCA pa3nnyHble NOACKa3KN-
yBE€AOMJIEHUA.

Ona poctyna k meHto Dr.Web wwenkH1Te No 3HauKy & 5 o6nactm yBegomaeHmin Windows.

ﬂ'OCTyI'I K HaCTpOVIKaM M KOMMOHEHTaM 3allnTbl, @ TakKXKe OTKIH4YeHNEe KOMMOHEHTOB
- BO3MO>XHbI TO/IbKO Mpw pa60Te C npaBaMn agMNHNCTPaTOpPa.

B meHto Dr.Web ¥ cocpesoTtoueHbl 0cHOBHble cpescTea yrpaB/IEHNA 1 HACTPOWKM NPOTrpPaMMbl.

Moii Dr.Web. OTKpbiBaeT Bally NepcoHanbHyrO CTpaHuLy Ha cante komnaHum «Joktop Beb». Ha
[ @HHOW CTpaHuLLe Bbl CMOXKETE NONyUnTb MHGOPMALMIO O BaLLEN NULLEH3UN (CPOK AEUCTBUS,
CepUNHbIN HOMEp), NPOANTL CPOK ee AeNCTBUSA, 3a4aTb BONPOC Cy>xbe Noaaep KM U MHOToe

Apyroe.

Nuuensua. OTkpbiBaeT MeHeaxxep AvLLEH3NN.

MHcTpymeHTbl. OTKpbIBaEeT MeHI0, NPeA0CTaBAsAoLLEee JOCTYN K pa3genam:

o MeHeaxep KapaHTUHA;

o [loaaep>xka.

KomnoHeHTbI 3alnTbl. EbICprIl\/’I A40CTyNn K CNNCKY KOMMOHEHTOB 3alliThbl, B KOTOPOM Bbl MOXeETE
BKIKOYNTb U BbIKTHOYUTb Ka)KAbII\/'I M3 KOMMNOHEHTOB.

O6HoBneHue. IHpopmaLms 06 akTyasbHOCTU KOMMOHEHTOB UM BUPYCHbIX 6a3. 3anyckaeT
0bHOBJIeHME.

PyKOBOACTBO nosab3oBaTtensd
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CkaHep. bbICTpbIN fOCTYN K 3anycKy pa3HbiX TUMOB NPOBEPKW.

Pe>xum pab6oTtbi I% Mo3B0OJIAET NepekoyaTbCA MEXAY PEXUMOM MOJIb30BaTeNs U PeXMMom
agMuHucTpatopa. Mo ymonyanuro Dr.Web 3anyckaetcs B OrpaHUYeHHOM pexXnme — pexmme
NoNb30BaTeNs, B KOTOPOM HeAOCTYMHbl HacTpolikn 1 HacTponkn KoMnoHeHToB 3alumThbl. [Ans
NepekItoYEHNA B 4PYrON PEXNM, HaxXmuTe Ha 3amok. Mpu BkaroueHHoM UAC onepaumnoHHas
cucTeMa BblAACT 3anpocC Ha MoBbIlWeHWe Npas. Takxke AN M3MeHeHNa pexunma noTpedyerca BBeCTU
napo/ib, eCM B pasgene HacTponky Bbl BKAKOUUAM OMLMIO 3alimiiaTh NaposieM HacTPOUKU
Dr.Web. O6patnte BHMMaHMe, YTO BO3BPAT B PEXMM MOJ/b30BaTeNa ocyLiecTBaseTca vepes 15
MWHYT NOCNe NepekNroyeHns B peXnmM agmMmuHnucTpatopa. Ecam no ncreyeHnn storo cpoka Bbl
npoaokaeTe paboTaTtb C HACTPOMKaMK, TO MEPEXOA B PEXUM MONb30BaTENsA OCYLLLECTBUTCS Noce
3aKpbITNA OKHa HaCTPOeK.

Cratncrmka ol OTKpbIBaeT OKHO, CcoAepKalliee cBeAeHMs O paboTe KOMMOHEHTOB B TeUYeHUe
TEKYLLEro ceaHca (KoaMYecTBO NPOBEPEHHbIX, 3apaXKeHHbIX 1 NOA03PUTENbHBIX 0ObEKTOB,
NPeAnpVHATbIE AENCTBMA U Ap.).

HacTtpoiiku {ﬁ} OTKpbIBAET OKHO C AOCTYNOM K OCHOBHbIM HaCTPOMKaM, HaCTPOMKam
KOMMOHEHTOB 3aLLWTbl U UCK/IHOYEHUAM.

ili [Ans poctyna K HacTpolrikaM KOMIMOHEHTOB U A/ Mepexoja K oHAalrH-cepsucy Moi
: Dr.Web Heobxoanmo BBeCTM Napob, eciv B paszene Hactpoikiu Bbl BKAOUYMUAN OMNUUID
3awmwarb naposnem Hactpoiiku Dr.Web.

Ecnv BbI 3a6b1AM Maposib K HAaCTPOMKaM NpoaykTa, obpatutech B
CYXKOY TeXHUYECKOW NOoAAEPXKN.

CnpaBka @ OTKpbIBaET CripaBKy.
5.1. NMpoBepka aHTUBUpYCa

MNMpoBepka ¢ nomouwbio ¢anna EICAR

Bbl MO>eTe npoBepuTb PaboTOCNOCOBHOCTb aHTUBUPYCHBIX MPOrpamMM, 06HapPY>KMBaOLLMX BUPYChI
Mo WX CUrHaTypam, ¢ ncnoab3oBaHuem TectoBoro darina EICAR (European Institute for Computer
Anti-Virus Research).

MHormu pa3paboTunkamm aHTUBMPYCOB MPUHATO AN 3TOM Lean UCMONb30BaTh OHY U Ty Xe
CTaHZapTHYyto nNporpammy test.com. 3Ta nporpamma bbina cnelmanbHO paspaboTtaHa Ans TOro,
yTO6bl NONL30BATE/b, HE NMOJBEPras CBON KOMMbIOTEP OMACHOCTM, MOT MOCMOTPETb, Kak
YCTaHOBJIEHHBIN aHTUBMPYC ByaeT curHanmsnpoBaTb 06 0bHapy>eHun Bupyca. lNporpamma
test.com He aBnseTca cama no cebe BpeAOHOCHOW, HO crneLnanbHo obpabaTbiBaeTcst HONbLIMHCTBOM
aHTVBMPYCHbIX MpOrpaMm kak Bupyc. Dr.Web Ha3biBaeT 3T0T «BMpYC» Ciesytowum obpasom:

PyKOBOACTBO nosab3oBaTtensd
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EICAR Test File (Not a Virus!).[llprMepHO Tak ero Ha3blBatoT U ApPYyrne aHTUBMPYCHbIE
nporpaMmbi.

MNporpamma test.com npegcraBaset cobort 68-6anTtHbii COM-dain, B pesyabtate MCNOAHEHUS

KOTOPOro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE COO6LLI,eHl/IeZ EICAR-STANDARD-ANTIVIRUS-
TEST-FILE!

®aiin test.com cOCTOUT TONBKO U3 TEKCTOBBIX CUMBOJIOB, KOTOPble GOPMUPYIOT CEAYHOLLYHO
CTPOKY:

X50!P%$@AP[4\PZX54 (P")7CC)7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*

Ecav Bbl co3gaamte daiin, coaepkallmin NpUBEAEHHYO BblLLe CTPOKY, U COXPaHUTE ero noj UMeHeMm
test.com, To B pe3ynbTate NONyuMTCA NPOrpamMmma, Kotopas v ByAeT onnMcaHHbIM «BUPYCOM>.

ili Mpw pabote B ontumasbHom pexkume SplDer Guard He npepbiBaeT 3anyck TECTOBOro
: darina EICAR 1 He onpegenseT AaHHYO OnepaLuio Kak ONacHyro, Tak Kak AaHHbI daiin

He npeacTaBAseT yrpo3bl Ans KoMnbtoTepa. OfHako Npu KONMUPOBAHUN AN CO34aHUU
Takoro dawnna Ha komnbtoTepe SplDer Guard aBToMaTnueckn obpabaTtbiBaeT Gaiin Kak
BPELOHOCHYH NMPOorpamMmy 1 no ymMosyaHuio nepemeltaet ero B KapaHTtuH.

MNMpoBepka c nomowsbro ¢painna CloudCar

[na npoBepkn paboTtbl ob6nauHoro cepsuca Dr.Web Cloud ncnonb3yiite tectoBbin dainn CloudCar,
co3paHHbIn opranmusaumne AMTSO (Anti-Malware Testing Standards Organization). 3ToT dain
crneumnanbHO Co3aH ANs NPOBepKM PaboTbl 06aaYUHbIX CEPBUCOB aHTUBUPYCOB U He ABASIETCS
BPEAOHOCHbIM.

Mposepka pa6oTtbl Dr.Web Cloud

1. Y6eputech, 4TO Y BacC BKIKOUYEHO MCNOb30BaHWe obnavHoro cepsuca Dr.Web Cloud.

2. 3arpy3sute TecToBbIN daiin. Ana 3Toro nepengute no agpecy https://www.amtso.org/feature-
settings-check-cloud-lookups/ n HaxxmuTe Download the CloudCar Testfile.

3. Ecamy Bac yctaHoOBAEH M BKAOYEH KOMMOHeHT SplDer Guard, npv nonagaHum daina Ha
KOMMbIOTEP OH aBTOMaTU4eckun byAeT nepemellieH B KapaHTUH. Ecim komnoHeHT SplDer Guard
He YCTaHOBJIEH N OTKAFOUEH, MPOCKaHUPYITE 3arpy>KeHHbIN ¢arin. s 3Toro B KOHTEKCTHOM
MeHto 3Hauka daiina Bbibepute nyHkT MpoBeputb Dr.Web.

4. MNpoBepbTe, UTO TECTOBLIN dPaiin obpaboTaH Dr.Web kak CLOUD: AMTSO.Test.Virus.
Mpedurkc CLOUD B Ha3BaHWM yrpo3bl ByaeT CBUAETENbCTBOBATbL O KOppekTHOM paboTte Dr.Web
Cloud.

PyKOBOACTBO nosab3oBaTtensd
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6. UHCTpyMeHTbI

OTtkponTte meHto Dr.Web i 3anyctute MHcTpyMeHTbl. YTO6bI 6b1M AOCTYMHbI BCE ONLUN,
nepekItoYnTeCh B PEXUM aAMUHUCTpaTOpa.

Ans nHbopMaL MM O IMLLEH3UK, @ TakXKe A/ NOJYyYeHNs HOBOW NNLEH3UN BblbepuTe MeHeaxep
JIULIEH3WI.

Ona poctyna k npoayktam Dr.Web, yctaHOBAEHHBIX Ha APYrnX KOMMbOTEPaxX BHYTPW BaLlen ceTu,
BblbepuTe pasgen AHTMBUPYCHAA CeTb.

[ns npocMoTpa cnncka N30MPOBaHHbIX GaiiIoB 1 BOCCTAHOBAEHMA GalNoB 13 KapaHTVHa,
BblbepuTe MeHezxep KapaHT1Ha.

Ecam y Bac BO3HMKAM BOMPOCHI WA HEMONAAKM B Npouecce paboTbl Dr.Web, Bbibepute pasaen
Noasep>xka.

6.1. MeHea>xep nnueH3nn

B 3TOM OKHe Bbl MOXeTe NPOoCMOTPEeTb MHPOPMaLMo 060 Bcex avLeH3vsax Dr.Web, xpaHawmxcsa Ha
BalLleM KOMMbIOTEPE, a TakxKe N3MEHUTb TeKYLLYH NNLEH3NIO, NPOANNTL €€ AN KYTNUTb HOBYHO Y
aKTVBMPOBATb AN1A UCNOIb30BaHWA.

ﬁ DrWeb > WHcrpymenTel > MeHepkep nnueHzuii — O x

MHCTD}/MGHTI:I Tekywasn nMUeH3na
v/ 139984708 v @ .

Menemxep nvueH
MeHemxep KapaHTMHa Mpoaykt: AnTwempyc DrWeb

CepuiiHblid HoMep: T2R6-TKSQ-**#¥_xxsx
Mopnepxxa Bnapenew: Alex

[ata akTMeaumm: 05-Jul-18 16:48

JlaTta oKoHYaHus: 15-Jan-19 16:48

Ccranock: 194 aw.

‘ MpoanuTe TEKYLLYHD ANLEH3MIO |

K}"nl"ITb WK aKTHEWPOBaTL HOBYHD AWMLLEH3IWKD

Mo# Dr.Web

NWUeH3MoOHHOE CornalleHmne

PucyHok 11. [laHHble O TeKyliei ML eH3Nn

PykoBoacTBO nosb3oBatens
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YT0bbI NPOCMOTPETb I/IHCI)OpMaLI,VII-O O INLEH3UNN, KOTOPaA Ha AaHHbIl\/'I MOMEHT He ABJIAETCA

P

TeKyu.|,e|71, Bbl6epI/1Te ee B BblMajgaroLem Crincke. B pexnme agMNHNCTpaTopa KHOMKa I'\I.‘_J.lfl no3BosdeT

) .
YAannTb npoCcMaTpmBaemMyro JNLEH3NIO, a W/ Ha3Ha4uTb €e TeKyLiewn. O6paT|/1Te BHMMaHWMe, 4To

MOCNEAHIO AENCTBYHOLLYHO JINLEH3NIO YAANNUTL HENb3A.

|_|pI/1 Ha>XaTn KHOTMKW Kynwrb Wan aKTuBMpoBaTb HOBYIO JIMLLEH3UIO MNporpaMmMa OTKPOET OKHO,
B KOTOPOM Bbl MOXETE KYyNUTb NN aKTUBUPOBATb HOBYHO JINLLEH3UHO.

Mpw HaxaTnm KHoMkM MpoAAUTbL TEeKYLLYHO IMLEH3UI0 NPOorpaMMa OTKPOET CTPaHULLY Ha caiTe
KomnaHuu «[loktop Beb», Ha KoTopyto ByayT NepesaHbl NapameTpbl UCMOJb3YEMON NNLEH3NN.

JAononHutenbHO

Ccbinka Mowi Dr.\Web oTkpbiBaeT Bally nepcoHabHy CTpaHWLYy Ha cante KoMnaHum «JokTtop
Beb». Ha gaHHOM cTpaHuLe Bbl CMOXETE NONYyUNTb MHGOPMALMIO O BaLLen AnLLeH3MKN (CPOK
AENCTBUSA, CEPUMHBINA HOMEP U T. 4.), TPOA/IUTL CPOK ee AeNCTBUSA, 3a4aTb BONpPOC cayxbe
NOAAEPXKKN N MHOTOE APYroe.

Ccblnika .ﬂI/ILI,eH3|/|OHHoe cornalleHne OTKpPbIBaE€T TEKCT COrjalleHna Ha Cal\/'lTe KOMMaHWn «,U'OKTOp
Beb».

6.2. AHTBMpPYCHasA ceTb

KomnoHeHT AHTUBMPYCHas ceTb He BXOAUT B COCTaB Npoaykta AHTnBmpyc Dr.Web. OaHako Bbl
MOXKeTe paspeLlunTb goctyn K AHTMBUpYCcy Dr.Web Ha ceoem komnbroTepe. [lna aToro B pasgene

AHTMBUpPYCHas ceTb HacTpoek Moays ynpasnenus SplDer Agent yctaHoBuTe ¢piaxkok Paspewwuntb

yAaneHHoOe ynpaB/ieHue 1 33/aliTe napoJsib, KOTOPbI HEOHXOAUMO ByaeT BBECTN ANA YAANEHHOTO
ynpaB/eHVs BalUMM aHTUBUPYCOM.

ili Ecnv Bbl ncnonbayete kitou ans Dr.Web Security Space, Bbl MoxeTe ckauaTb
: COOTBETCTBYHOLLYH AOKYMEHTALMIO Ha cauiTe KOMNaHuu

https://download.drweb.com/doc, 4Tobbl 03HAaKOMUTLCS C PabOTON KOMMOHEHTA

AHTVIBVIpyCHaFI CETb.

Monb30oBaTeNto aHTMBMPYCa, KOTOPbIN MONYUUT yAaneHHbI AocTyn K AHTMBMPYCY Dr.Web Ha Baluem
KoMMbtoTepe, ByAyT AOCTYMHbI CleAyoLL e NYHKTbI:

e O nporpamme

JlnueHsus
Mot Dr.Web

Cnpaska

o VIHCTpYMEHTHI

O6HoBIeHME

PyKOBOACTBO nosab3oBaTtensd
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e Hactpoliku

YpaneHHoe ynpassieHVe NO3BOAET NPOCMaTpMBaTh CTaTUCTMKY, BKIKOYATb U OTKAKOYATb MOAY/N, a
TakXXe M3MeHATb Ux HacTponkn. KomnoHeHTbl KapaHTvH 1 CkaHep HefoCTyMHbl. HacTpoiku u
cTatnctvka bpanamayaspa Dr.Web Takoke HeAOCTYMHbI, OAHAKO YAaNeHHO MOXHO BKIOUNUTL UK
OTK/IOUYUTL 3TOT KOMMOHEHT.

6.3. MeHep)xep kapaHTUHa

B 3TOM OKHe NpMBOAATCA faHHbIE O COAEPKUMOM KapaHTWHA, KOTOPbIN CYXXWUT A5 U30AALLUM
bannos, NOJO3PUTENBHBIX HA HaMYME BPEAOHOCHbIX 06beKkTOB. TakxKe B KapaHTUH NOMeLLatoTCs
pe3epBHble konuu Gainos, obpaboTaHHbix Dr.\Web.

#F DrWeb > WHcTpymenTel > MeHemkep kapaHTuHa — O X

MeHeaxep KapaHTWHa

@O®®

HCTpYMEHT

®

MeHemxep NMUEHIMIA

>

MeHeKep KapaHTUHa OfnekTsl - Yrpoza lata noBasneH... MyTs

lMoanepxka B y00000.co$ VirusConstructor...  18-Jun-18 14:39  C:\Users\jzero\De...
E some.doc W9T7M.Belyash 18-Jun-18 14:38 C\Users\jzero\De...
D rty5.mbox EICAR Test File (... 18-Jun-18 14:36 C\Users\jzero\De...
El 00600.co% VirusConstructor...  18-Jun-18 14:35 C\Users\jzero\De...
B iokewbs Joke.EjectCd 18-Jun-18 14:31 C\Users\jzero\De...
B gerts.mbox EICAR Test File (..  18-Jun-18 14:31 C\Users\jzero\De...
D f00002100.c VKIT.based 18-Jun-18 14:30 C\Users\jzero\De...
D eicar.com.txt EICAR Test File (... 18-Jun-18 14:29 C\Users\jzero\De...
D eicar.com EICAR Test File (... 18-Jun-18 14:28 Ch\Users\jzero\De... .,

< I >

PucyHok 12. O6beKkTbl B KapaHTUHe

B HacTpoiikax MeHezaepa KapaHTVHa Bbl MOXETE BKJIKOUUTb OMNLUIO, KOTOPas ONpeAensieT pexumM
N30/ UM 3apakeHHbIX 0ObEKTOB, OBHAPY KEHHbIX Ha CbeMHbIX HocuTensx. MNpu BKIOYEHWUN 3TOR
onuumn NoAo6HbIe YrpO3bl MOMELLAOTCA B Manky Ha TOM Xe HocuTene 1 He wndpyroTcs. Mpu 3Tom
narnka KapaHTWHa CO3aeTcs TO/IbKO B TOM C/lyyae, eC/iv BO3MOXHA 3anncb Ha HOCUTESb.
Vcnonb3oBaHme oTaebHbIX NanoK 1 0TKa3 OT WndPOBaHUA Ha CbeMHbIX HOCUTENISX MO3BOSET
npesoTBPaTUTb BO3MOXHYH NOTEPHO AaHHBbIX.

B LeHTpanbHOM YacTn okHa oTobpaxkaeTcs TabanLa ¢ MHGoOpMaLMen O COCTOAHUM KapaHTUHa,
BKNFOUAKOLLLAs CiesytoLme nos:

e O6BbeKTbl — CMNCOK MMEH 06bekToB, HaxoAALWNXCA B KapaHTUHE,

PykoBoacTBO nosb3oBatens
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e Yrposa — knaccudurkaLms BpesoHOCHON nporpammel, onpeaensemas Dr.\Web npwu
aBTOMaTUYECKOM MepemeLLieHN 06bekTa B KapaHTUH;

e [lata pobaBneHna — Aata, korga o6bekT Obi NepemMelLleH B KapaHTUH;

e MyTb — NOAHbLIV NyTb, MO KOTOPOMY HaxOAWICA OObEKT O NepeMeLLeHNs B KapaHTUH.

i'i B okHe MeHepxepa KapaHTUHa palisibl MOTYT BUAETb TOJbKO Te Moib30BaTeNU, KOTOpble
: MMEROT K HUM gocTyn. Y106kl 0TOH6PasnTb CKpbiTbie 06beKTbI, HEOHXOANMO MMeTb NpaBa
aAMUHMUCTpaTopa.

PesepBHble Konuy, MepemelleHHble B KapaHTUH, MO YMOIYaHMIO He oTobpaxatoTca B Tabaviue.

YTo6bl BUAETL X B CrCKe OBBEKTOB, HAXXMMUTE KHOMKY ' 1 B BbiNajatoLLeM Crincke Bbibepure
nyHKT Moka3biBaTb pe3epBHble KONUM.

Pa6oTa c o6bekTtamu B KapaHTUHEe

B pexume agMmuHuCcTpaTopa ANs KaXAoro oobekTa 4OCTYMHbI CleAyHoLLIMe KHOMKW YIpaBieHWs:

e BoccTaHOBUTb — NepemMecTUTb OAMH WM HECKOJIbKO BblBpaHHbIX 06bEKTOB NOJ 3aZaHHbIM
MMEHEM B HY>KHYHO Marnky;

ii Ncnonb3yite gaHHyto GYHKLMIO TONLKO B TOM C/lyyYae, eCin Bbl YBEPEHbBI, UTO 0OBbEKT
: b6e3onaceH.

e MepenpoBepnUTb — NOBTOPHO NPOBEPUTL O6BEKT, MEPEMELLEHHbIV B KaPaHTUH.

° Yp,anmb — Y4annTtb O4ANH NN HECKOJIbKO Bbl6paHHbIX 06beKkToB U3 KapaHTrHa 1 N3 CUCTEMDbI.

DTV AENCTBUS AOCTYMHbI Tak)Ke B KOHTEKCTOM MEHIO MPU HaXaTuy NPaBoOn KHOMKOM MbILWM Ha OAMH
WM HECKOIbKO BblOpaHHbIX 06bEKTOB.

s TOro uto6bl yaanmTh cpasy Bce 06beKTbl U3 KapaHTMHA, HAXMUTE KHOTKY _~ 1 B BbINaAatoLem
cnvcke BbIbepuTe NYHKT YAaAuTb BCe.

6.4. NMoapeprkka

10T pasgen cCogep>KmnTt I/IHCI)OpMaLI,I/II'O O BepCcuun npoaykKrta, coctaBe KOMMNOHEHTOB, AaTe nociejHero
OBHOB/IEHMS, @ TaK>Ke MOJIe3HbIE CCbIIKH, KOTOpPbl€ MOTYT NOMOYb BaM OTBETUTb Ha BOMPOChbI NN
ncnpasunTb HENOJ1a4KW, BO3HUKLUME B npoLecce pa6OTb| Dr.Web.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ DrWeb > WHcrpymenTe > MNoggepxka

VIHCTpYMEHTG

Menemxep nnueH3MiA
MeHemxep KapaHTMHa

MNoanepxxa

O nporpamme

AxTrEnpyc DriWeb
Bepcua: 11.5
MocaeaHee ofHoeaeHwe: 06-Jul-18 11:48 (+03:00)

MoapobHee

Momolb B pelueHun npobnem

MpW BOZHWKHOBEHWUKW cnoxHocTelrd B paboTe ¢ npoaykTami Dr.Web pekomenayem
BaM HECKOABKO WHCTPYMEHTOE:

Mo Dr.Web
Dopym DrWeb

OTYeT ANA TEXHUYECKOH NOALEHKKA

PucyHok 13. CBeaeHMA 0 Bepcumn NpoayKTa U noaaepikka

Bocnonb3yitech O4HUM U3 CleayroLLMX MHCTPYMEHTOB B TOM C/lyyae, eC/in Y Bac BO3HMKIN

BOMPOCHI.

Moii Dr.Web. OTkpbiBaeT Bally nepCcoHasibHy0 CTpaHuLLy Ha caTe KoMmnaHumn «JokTop Beb». Ha
[ @HHOW CTpaHuLLe Bbl CMOXKETE MONyUnTb MHGOPMALMIO O BaLLEN NULLEH3UM (CPOK AeUCTBUS,
CepUNHbIN HOMEp), NPOANTL CPOK ee AeNCTBUA, 3a4aTb BONPOC Cyxbe Noaaep KM U MHOToe

apyroe.

®opym Dr.Web. OtkpbiBaet dpopym Dr.Web no agpecy https://forum.drweb.com.

OTueT ANA TeXHUUECKOW NoAAePIKKN. 3anyckaeT MacTep, KOTOPbI MO3BOUT BaM CO34aTb OTYET,
coAep>Kallnii BaxkHyro MHPopMaLmo o cucteMe 1 paboTte KOMNbLOTepa.

Ecm npobnemy He yzanoch pelunts nocne obpatyeHns Ha dopym Dr.Web, Bbl MOXeTe 3anoaHUTb
Beb6-popMy BOMpOCa B COOTBETCTBYHOLLEN CekLn pasgena https://support.drweb.com. K ceoemy
3anpocy Bbl MOXeTe NPUKPENUTb OTUET A1 TEXHUYECKOW NOAAEPXKKWN, CKPUHLLOTbI U APYTYHO

HeobxoAnMYHO0 MHGOpPMaLUIO.

HawTn 6amxainiee K BaM NpeAcTaBUTeNbCTBO «/lokTop Beb» 1 BCto KOHTaKTHYHO MHPOPMaL MO,

HeobHX0ANMYHO MOJIb30BATESH, Bbl MOXETE MO ajpecy
https://company.drweb.com/contacts/moscow.

PykoBoacTBO nosb3oBatens
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6.4.1. CospaHmne oTuera

Mpun obpalleHnn B cy>Kby TEXHUYECKON NOAAEeP KM KoMMaHun «JokTop Beb» Bbl MOXeTe
chopMmMpoBaTb OTYET O Ballen onepaumoHHoOn cucteme n pabote Dr.Web.

Uto6bI cO3a4aTbh OTUET

1. OTkpoiite meHto &
2. Mepengute B NyHKT MHCTPYMEHTBI.

3. BbibepuTte Mopaepikka.

#F DrWeb > Wncrpymenten > Moggepsxica - O X

HCTpYMEHT O nporpamme
AnTrenpyc DriWeb
MeHenxep NMLEHIMIA Bepeusa: 11.5

MocneaHee obHoeaeHKe: 06-Jul-18 11:48 (+03:00)

MeHelKep KapaHTMHa

MoapobHee
Moanepxka

Momolb B pelieHnn npobnem

[MpK BOZHWKHOBEHWM CcnoxHocTel B pabote ¢ npoaykTami DriWeb pekomenayem
BaM HECKOMBKO WHCTPYMEHTOE!

Moid Dr.Web
Dopym Dr.Web

OTUeT AN TEXHUYECKON NOLLERKKA

PucyHok 14. Mopaepikka
4. Haxmute ccbinky OTUET ANA TEXHMUECKOW NOAAEPIKKM.

5. B oTkpbiBLIEMCA OKHe HaxmMuTe KHOmMky Co3aaTh oTUerT.

PykoBoacTBO nosb3oBatens
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% DrWeb > WHcrpymenTe > MNoggepxka > OTuer

(© Ortuer

MacTep oTUeTOE NOMOXET Bam coBpaTe AaHHble AnA cnyxbbl TEXHWUECKol Nogaepxki komnaHu «Jokrop Bebes.
Otuet ByaeT cogepxaTe MHGOPMaUWo 06 0B6opyA0BEaHWMK, KOHGWUIYPaLUMW CUCTEMEI U YCTAHOBAEHHBIX NPOrpaMmax

Ha 3TOM KOMNBHOTEpPE.

Co3patk oTUYeT

Moautuka koHduaeHUMansHooT «lokTop Bebs

PucyHok 15. Co3paHue otueta

OTuet byaeT cobpaH aBTOMaTUUECKM U COXPaHeH B Buae apxmBa B nanke Doctor Web,

pacrnonoXeHHoW B narnke npoouns nonbosatens %USERPROFILE%.

UT06bI CHOPMMPOBATL OTUET, HAXKMUTE COOTBETCTBYHOLLYHO KHOMKY. B 0TUeT ByAeT BKAtOUaThCS:

1. TexHuuyeckas nHPopmMauua 06 onepaLioOHHOM cucTeMe:

obLine cBeAEHNS O KOMMbIOTEPE;
3aMyLeHHbIX NpoLieccax;
3annaHMPOBaHHbIX 3aaHNAX;
cnyxbax, fpaviBepax;

bpay3epe Mo yMONYaHWIO;
YCTaHOBJIEHHbIX MPUIOXKEHUAX;
NOANTVKAX OTPaHNYeHN;

danne HOSTS;

o cepsepax DNS;

3aMnmcy CUCTEMHOTO XYpPHana cobbITui;
nepeyYeHb CUCTEMHbIX KaTaloroB.;
BETBU peecTpa;

nposanaepbl Winsock;

ceTeBble COefVHEHMS;

oT4eTbl oTnagumka Dr.Watson;

PyKOBOACTBO nosab3oBaTtensd
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® VIHZEKC NPON3BOAUTENBHOCTM.
2. NHpopmaumsa 06 AHTMBMpPYCHBIX pelueHunax Dr.Web.
3. NHpopmaums o nogkntoyaemMbix mogynax Dr.Web:
e Dr.Web ans IBM Lotus Domino;
e Dr.Web ans Kerio MailServer;
e Dr.Web ans Kerio WinRoute.

NHdopmaums o paboTte AHTUBUPYCHBIX NpoaykToB Dr.Web Haxoawntca B XXypHane cobbituii
onepaumoHHou cuctembl Windows, B pa3zene XXypHanbl npuaoXkeHni u cnyx6 — Doctor Web.

Co3paHue oTueTa M3 KOMaHAHOW CTPOKMU

YT106bI CHOPMUpPOBaATL OTUET, BOCMONb3YMTECH CEAYHOLWEN KOMaHAOM:

/auto
Hanpumep: dwsysinfo.exe /auto

OTuet b6yaet coxpaHeH B Buge apxuBa B nanke Doctor Web, pacnonoxeHHom B nanke npoduns
nonb3osatend %USERPROFILE%.

Tak>Ke Bbl MOXeTe UCMOb30BaTb KOMaHAy:
/auto /report:[<nosHelli nyme Kk apxusy>]

roe:
e <NoJIHbIU NYMb K apxusy> — nyTb K $anay oTyeta.

Hanpumep: dwsysinfo.exe /auto /report:C:\report.zip

PyKOBOACTBO nosab3oBaTtensd
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7. O6HOBNeHMe 6a3 U NpOorpaMMHbIX MoAyen

[nsa obHapy>XeHns BpeAOHOCHbIX 06bekToB NpoAykTbl Dr.Web ncnonb3ytoT BUpycHble 6a3bl, B
KOTOPbIX COAEPXKUTCA MHPOPMaLMsa 060 BCeEX M3BECTHbIX BPEAOHOCHBIX NporpaMmmax. PerynspHoe
06HOB/IEHVE NO3BOAAET OOHaPY>XMBaTb PaHee Hen3BECTHbIe BUPYChI, BNOKMPOBATb X
pacnpocTpaHeHue, a B pAje ClyyaeB — U3/1e4MBaTh paHee Hemsneummble 3apaxeHHble dalibl.
MNMomnMO BMPYCHbIX 6a3, 0BHOBAAKOTCA TakxKe NporpaMmHble Mogyam Dr.Web v cnpaska npogykra.

[Ans obHoBNeHWs Dr.Web HeobxoamMmo nmeTb goctyn K cetn VIHTepHeT, ambo k 3epkany
0OHOB/IEHUI (NOKaNbHOW WK CETEBOM Nanke), b0 K aHTUBUPYCHOW CETU, B KOTOPOW XOTS Bbl Ha
OAHOM 13 KOMMbIOTEPOB HAaCTPOEHO 3epkano 0H6HOBAEHUI. HacTpoiika NCTOYHMKA OOHOBEHWIA 1
APYruX napamMeTpoB NPOU3BOAMNTCS B pa3jene HacTpoek OcHoBHble — O6HoBAeHume. [Togpo6bHas
WHCTPYKLMA MO HaCTpOMKe napameTpoB 06HoBAeHWs nporpammbl Dr.Web goctynHa B pa3gene
O6HoBsIEHVE.

MpoBepka akTyanbHOCTM 06HOBNEHUIA

YT06bI NPOBEPUTL akTyaNbHOCTb BUPYCHbIX 6a3 1 KOMMOHEHTOB, oTKponTe MeHto Dr.Web .8
c/lyyae akTyanbHOCTU OBHOBJ/IEHWI B MeHIo ByaeT ykazaHo O6HOoBAeHMe He TpebyeTcs.

Dr.Web ana Windows

F=] Moii Driweb

A NueHzmMa Ocranoce 702 gH.

}d&\( MHCcTpyMeHTEI

—nu' KomMnoHeHTEI 23LKMTEI

C::} OBGHoENEHWME He TpebyeTch

Cl CraHep

@ lh @

PucyHok 16. MeHnto Dr.Web

3anyck npouecca o6HoBNeHUS

Mpw o6HoBAeHMM Dr.Web 3arpy3ut Bce 06HOBAEHHbIE dalfibl, COOTBETCTBYHOLLME BaLLen BepCum
Dr.Web, a takxxe HoByto Bepcuto Dr.Web npu ee Haanumm.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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ii Mpv 06HOBAEHWUW MCNONHAEMBIX BaliioB, ApaiBepoB N BUBANOTEK MOXKET
: noTpeboBaTbCs Nepesarpyska komnbtoTepa. B atom cnyvae byaet nokasaHo
COOTBETCTBYOLLlEe MpeAynpexaeHme.

3anyck o6HoBneHusa n3 meHro Dr.Web =

1. Otkpownte meHo Dr.Web W BblbepuTe NyHKT O6HOBAEHME. B 3aBUCMMOCTM OT aKkTyanbHOCTM
BMPYCHbIX 6a3 1 KOMMOHEHTOB Ha3BaHWe 3TOro MyHKTa MOXET BapbUPOBaTLCH.

2. Otkpoetcsa nHbopmauuma 06 akTyanbHOCTM OOHOBAEHW, a TakKe AaTa NocieaHero 0O6HOBAEHMS.
HaxxmuTe kHonky O6HOBUTb, YTOObI 3anyCTUTb NPOLECC OOHOBAEHMS.

3anyck o6HOBMI€HUA U3 KOMAHAHOW CTPOKMU

Mepengute B nanky ycraHoBkn Dr.Web (%PROGRAMFILES%\Common Files\Doctor Web\Updater)
¥ 3anyctute drwupsrv.exe. CNMCOK NapamMeTpoB Bbl MOXeTe HalTh B [punoxeHun A.

OTyeTsbl

Bbl MO>eTe NOCMOTpeTb OTUETbI O6HOB/IEHMA B pa3gene CtaTMcTuka. /115 3Toro oTKpoinTe MeHHo

Dr.Web ¥ 1 neperante B pasgen CraTucTuka ¢|"

OTyeTbl 06HOBEHMA TakxKe 3anucbiBaroTca B dann dwupdater.log B nanke %allusersprofile%
\Doctor Web\Logs\.

PyKOBOACTBO nosab3oBaTtensd
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8. CkaHep Dr.Web

CkaHep Dr.Web ana Windows npegHa3HaueH Ans aHTMBUPYCHON NPOBEPKM 3arpy304HbIX CEKTOPOB,
namATK, a TakXke Kak OTAeNbHbIX PaliioB, Tak M O6BEKTOB B COCTaBE CNOXKHbIX CTPYKTYpP (apXvBbl,
KOHTe/HepPbl, 31eKTPOHHbIE MUCbMa C BIOXeHMAMM). [TpoBepka NPOU3BOAUTCA C UCMO/Ib30BaHEM
BCEX METOA0B OH6Hapy>XeHWs yrpos3.

B cnyuae obHapyxxeHus BpegoHocHoro obbekTta CkaHep Dr.Web Tonbko npegynpexaaet Bac 06
yrpo3e. OTueT 0 pe3yibTaTax NPOBEPKU NPUBOAUTCA B TabauLle, rAe Bbl MOXeTe BblbpaTb
HeobxoamMMoe AencTBue Ans 06paboTkm 06HaPY>KEHHOTO BPELOHOCHOTrO WAN NOAO03PUTENBHOTO
obbekTa. Bbl MOXeTe Kak MPUMEHUTb AEMCTBUSA MO YMOIYaHNIO KO BCEM OBHapy>XeHHbIM yrpo3am,
Tak 1 BbIbpaTb HEOBXOANMbI MeTo4 06paboTKM ANA OTAENbHbIX OOBEKTOB.

[eicTBMA NO YMOAYaHWUIO ABAAKOTCA ONTMMaNbHBIMUN AN 6ObLUMHCTBA MPUMEHEHW, HO NpK
HEOBXOAUMOCTN Bbl MOXETE M3MEHUTb UX B OKHE HaCcTPOWKYM NapamMeTpoB paboTbl KOMMOHEHTa
CkaHep Dr.Web. Ecnm gelictBue ans otaenbHOro o6bekta Bbl MOXETE BblOpaTh NO OKOHYaHMM
NpOBepPKM, TO 06LLME HACTPOMKN MO 06e3BPEXMBAHNIO KOHKPETHbIX TUMOB Yrp0O3 HEOHX0AMMO
3afaBaTb A0 Hayana NpoBepKu.

8.1. 3anyck n pexxumMmbl NPoBepPKU

& MNpw paboTe nog ynpaeieHnemM onepaLmoHHbix cuctem Windows Vista 1 6onee no3gHmx

e CkaHep Dr.Web pekomeHgyeTcs 3anyckaTtb C npaBaMu agMUHUCTpaTopa. B npotneBHOM
cnyyae Te Garabl U Nanky, K KOTOPbIM NOAb30BaTeNb 6e3 NpaB agMMHMCTPaToOpa He
nmeeT focTyna (B TOM YMC/Ie U CUCTEMHbIE Manku), He ByAyT NPoBepPEHbI.

3anyck CkaHepa Dr.Web

1. B meHto ¥ Bbibepute nyHKT CkaHep. OTKPOETCA MEHIO BbICTPOTO 4OCTYMa K 3arycKy pasHbiX
TUMOB MPOBEPKW.

PyKOBOACTBO nosab3oBaTtensd
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@ Ckanep

Q{) brictpan
Mpoeepka kputuecknx oBnacteld Windows
MonHan

ﬁ Mpoeepka scex Haiinoe Ha NOTMYECKNK

AWUCKIX W ChEMHBIX HOCUTENAX

BwiBopouHan
I'Ir:ceer:r.e OTAENBHBIX oBbEKTOR

o
T

‘ta b & @

PucyHok 17. Bbibop pe)knma npoBepKu ckaHepa

2. Bbibepunte HEOOXOANMBIV PEXMM MPOBEPKU:

e NyHKT Bbi6opouHas, UuTo6bl MPOBEPUTL TONLKO yKa3aHHble BaMu 06bekTbl. OTKPOETCAa OKHO
Bblbopa dannos ans nposepkun CkaHepom Dr.Web;

e NyHKT BbicTpasn, 4Tobbl NPOBEPUTL TONLKO KpuUtniyeckme obnactn Windows;

¢ nyHKT MonHasA, uTo6bl NPOBEPUTL BCE Paibl.

YT06bI 3anycTTh CKaHep C HAaCTPOMKaMU MO YMOJIYaHWIO ANA NPOBEPKM KOHKPETHOTo daina nam
KaTasora, BblbepuTe B KOHTEKCTHOM MeHHO 3Hauka dalina nam Katanora (Ha pabouem ctone uan B
NpoBOAHMKe onepaunoHHon cuctembl Windows) nyHkT MpoBeputb Dr.Web.

Hacrtpoiika CkaHepa Dr.Web

Bbl MOXeTe HacTpouTb NapameTpbl paboTsl, a Takxke peakuun CkaHepa Dr.Web Ha o6Hapy>keHHble
yrpo3sbl B pa3zene Hactpoitku — KomnoHeHTbl 3awmTtbl — CkaHep.

OnucaHune peXxnmMoB NPoBepPKn

BbicTpas npoBepka

B saHHOM pexxvMe NpoBeparoTCS:

e 3arpy304Hble CEKTOPA BCEX AWCKOB;
e OnepaTMBHAsA NamsATh;

e KOpHeBas Mnarka 3arpy304Horo Aucka;

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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cnctemHas nanka Windows;

nanka Mowu [lokymMeHTbI;

BpeMeHHble Gaiibl;

® TOYKWM BOCCTaHOBNEHNA CNCTEMbI;

Haanyme pyTKkMToB (ecan npouecc NnpoBepPKHN 3anyLeH oT UMEHN aAMI/IHI/ICTpaTOpa).

f | : ApxvBbl ¥ MOYTOBbIE Paisibl B 3TOM PeXUME HE NPOBEPAFOTCA.

MonHasa npoBepka

B AaHHOM pexvme Npou3BOAMNTCA NOJIHAsA NPOBepKa OnepaTUBHOM NaMATU U BCEX XKECTKUX AMUCKOB
(BK/IKOUAs 3arpy304Hble CEKTOPbI), @ Tak)Ke OCyLLeCTBASETCA NPOBEPKa Ha Hanyme pyTKUTOB.

Bbi6opouHasa npoBepka

Mpw BbIGOpe faHHOTO pexunma B okHe CkaHepa Dr.Web 3azaroTca o6bekTbl 415 NpoBepKu: Nrobble
dbaiinbl 1 nankw, a Takxxe Takne 06beKTbl, Kak ornepaTvBHas NamsTh, 3arpy304Hble CEKTOPbI U T. M.
[na Hayana NnpoBepku BblbpaHHbIX 06bEKTOB HaxmuTe kKHOMKY HauaTb npoBepKy. YT00bI

#

1106aBUTb 06BEKTbI B CINCOK, HaXMUTE KHOMKY '/,

Mpouecc npoBepkun

MNMocne Hayana NPOBeEPKM CTAaHOBATCA AOCTyNHbIMUK KHOMKM May3a 1 Cron. Ha ato6om 3tane
NPOBEPKM Bbl MOXeTe CAenaTtb ciefyroLlee:

e Y106bI NPUOCTAHOBUTL NPOBEPKY, HaxkkmuTe KHoMKy May3a. YTo6bl NPOA0IKMUTL MPOBEPKY NOC/e
nay3bl, HaXMuUTe KHOnky Bo3o6HOBUTD.

e Y106bI NONHOCTHIO OCTAHOBUTL MPOBEPKY, HAXMUTE KHOMNKY CTon.

13 3TOro okHa Bbl MOXeTe BEPHYTbCA B OKHO Bbl60pa peXnma CKaHnpoBaHUA.

f | : Krnonka Maysa HegocTynHa BO Bpems NpoBepPKN OrnepaTUBHON NamsaTV U NPOLLECCOoB.

8.2. fleicTBMA Nnpn obHapy>xeHUn yrpos

Mo okoHyaHun nposepkmn CkaHep Dr.Web anwb nHpopmupyet 06 o6Hapy>KeHHbIX yrpo3ax u
npegnaraet NPUMEHUTb K HAM Hanboee onTMMabHble AeMCTBUA MO 06e3BpexmBaHmio. Bbl MoxeTe
06e3BpesnTb BCe 0OHapY>KEHHbIE YTPO3bl OL4HOBPEMEHHO. [11s 3TOro noc/e 3aBepLUeHns NPOBepPKHM
BblGepuTe BCE Yrpo3bl 1 HaXXMUTE KHOMKY O6e3Bpeautb, 1 CkaHep Dr.Web npumeHut
ONTUMaJibHble AEMCTBUSA MO YMONYAHWIO ANA BCEX OOHaPY>KEHHbIX YrpOo3.

PyKOBOACTBO nosab3oBaTtensd
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& Mo HaxaTtnro kHonkn O6e3BpeAnTb AeNCTBUA NMPUMEHAIOTCA K BbIOpaHHbIM 06BbeKTaM B

Tabavue. HeobxoarMo BpyUHYtO BblIbpaTh KOHKPETHbIE 06BEKTbI UAN FPYMMbl 06bEKTOB,

A1 KOTOPbIX TpebyeTca NPUMeHNUTb AeUCTBUA MO HaXaTuto kHonkn O6esBpeanTb. [ns

3TOro MCMosb3ynTe GAaXKKN PAAOM C Ha3BaHMAMM O6BEKTOB MW BbiNajatolliee MeHIO B
3arosioBke TabaumLbl.

Bbi6op gencTBna

1. B none [eWcTBue B BbiNajatoLLLeM Cnncke Bbibepute HEOBXOANMOE AEUCTBME ANA KaXKA0ro
obbekTa (no ymonuaHuo CkaHep Dr.Web npeanaraet ontManbHoe 3HayeHwue).

2. Haxmure kHonky O6e3BpeaunTb. CkaHep Dr.Web ob6e3BpeaunT BCe BbIbpaHHble yrpo3bl
OZHOBPEMEHHO.

CyLLecTBYIOT CiesytoLe orpaHNYeHuns:

® JiedyeHne no403pUTENbHbIX 06beKTOB HEBO3MOXKHO;

e MepemeLlleHne Nav yaaneHne oObekToB, He ABAAIOLWMXCA danamm (Hanpumep, 3arpy304HbIX
CEKTOPOB), HEBO3MOXHO;

e t06ble AENCTBUA ANS OTAE/bHBIX GaIoB BHYTPWU apXMBOB, MHCTANIALMOHHbIX MaKeToOB AW B
COCTaBe NMCeM HEBO3MOXKHbl — AENCTBME B TaKUX CyYasx MPUMEHSETCs TOIbKO KO BCEMY
06BEeKTy LeNMKOM.

Moapo6HbIN oTYeT 0 paboTe NporpamMMbl coxpaHseTcs B dain xypHana dwscanner.log, koTopblit
HaxoauTca B nanke %USERPROFILE%\Doctor Web.

HassaHune OnucaHue
cTonbua
O6bekT B 3TOM cTON6LE YKa3aHO HaMMeHOBaHWe 3aPaXKEeHHOTO UM NMOAO3PUTENBHOTO

obbekTa (UMs parina — ecan 3apaxeH daiin, Boot sector B cryyae
3apa>KeHHoro 3arpy3ouHoro cektopa, Master Boot Record B ciyuae
3apaxeHHoro MBR xecTkoro ancka).

Yrposa B aTOM cTO6LE YKa3aHO HanMeHoBaHWe BUpyca Wan MoandurKaLMmn BMpyca no
BHYTPeHHen knaccndukaumm «Jokrop Beb» (MoandurkaLmen n3BecTHoro
BMPYyCa Ha3blBaeTCA KOA, MOJAYyYEHHbIV TakKUM N3MEHEHNEM U3BECTHOroO BMPYCa,
4YTO MPW 3TOM OH OMO3HAaeTCA CKAHEPOM, HO aJirOPUTMbl 1€YEHNA NCXOLHOrO
BMPYyCa K HEMY HenpumeHuMbl). [na Nofo3puTebHbIX 06bEeKTOB yKa3biBaeTcs,
YTO OH6BEKT «BO3MOXHO, MHOULMPOBAH» N YKa3blBAeTCA TUM BO3MOXHOIO
BMpYCa Mo K1accudukaumm 3BpUCTMYECKOro aHasmsaTtopa.

Henctene B aTOoM cTON6LE YKa3aHO peKOMEeHJ0BaHHOE AeNCTBME AN HaWAEHHOM Yrpo3bl.
HaxxMuTe Ha CTpenouky Ha 3TOM KHOMKe, YTobbl 3a4aTh AeNCTBUE As
BbIOpaHHON yrpos3bl.

PyKOBOACTBO nosab3oBaTtensd
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HassaHune OnucaHue
cTonbua

Bbl MOXeTe MPUMEHUTb yKa3aHHOE Ha KHOMKe AeNCTBUe OTAeNbHO, He3
HelTpanmn3saLnm octasbHbIX yrpo3. [ns 3TOro HaXXMmTe Ha 3Ty KHOMKY.

MyTb B 3TOM cTON6LE YKa3aH MO/HbIN MyTb K COOTBETCTBYIOLEMY daliny.

ili Ecnv B HacTpoikax CkaHepa Dr.Web Bbl Bbibpanun nyHkT O6e3BpeanTb O6Hapy>KEHHbIe
: yrposbl A5 HacTpoiikv Mocne 3aBeplieHMs NpoBepKyn, TO 0be3BpexMBaHMe yrpo3
byseT Npon3BeAeHO aBTOMAaTUYECKN.

8.3. 3anyck CkaHepa ¢ napamMmeTpamMn KOMaHAHOMN CTPOKM

Bbl mo>ceTe 3anyckaTtb CkaHep Dr.Web B pexvmMe KOMaHAHOW CTPOKW. Takon cnocob nossonset
3a/,aTb AOMNOJIHUTENbHbIE HACTPOMKM TEKYLLLErO ceaHca MPOBEPKU N NepeyeHb NpoBepsSeMbIX
06beKTOB B KayecTBe MapameTpOB Bbi3OBa. /IMEHHO B TaKOM pexvMe BO3MO>XKEH aBTOMaTUYECKNIA
BbI30B CkaHepa Mo pacnuncaHuio.

CVHTaKCMC KOMaHAbI 3arnycka CeAy HoLLUIA:
[ <nymbe_K_npoepamme>]dwscanner [<K/AO4YU>] [ <0b6bekmeol > ]

Cnncok 06bEKTOB MPOBEPKN MOXKET BbITb NYCT AW COAEP>KaTb HECKObKO 3/IEMEHTOB,
pasgeneHHbix npobenamu. Ecam nyTb K 06bekTamM NPoBepKM He yKa3zaH, MOUCK OCYLLEeCTBAAETCS B
nanke yctaHoBku Dr.Web.

Haunbonee pacnpocTpaHeHHble ceaytoLme BapuaHTbl ykazaHnsa 06bekToB NPOBEPKU:

e /FAST — Npoun3BeCTA ObICTPYHO NPOBEPKY CUCTEMBI.

e /FULL — NPOW3BECTN MOJIHY NPOBEPKY BCEX XECTKMX ANCKOB U CbEMHBIX HOCUTENEN (BKAFOYas
3arpy304Hble CeKTOpPbI).

e /LITE — NPOW3BECTN CTaPTOBYHO NMPOBEPKY CUCTEMbI, MPU KOTOPOW NPOBEPSAIOTCA ONepaT1BHas

namsTb W 3arpy30YHble CEKTOPbI BCEX AMCKOB, @ Tak)ke NPOBECTU NPOBEPKY Ha Hanyme pyTKUTOB.

MapameTpbl — KU KOMaHAHOWN CTPOKW, KOTOPbIe 3aZar0T HAaCTPOWKM NporpaMmebl. Ecinm oHm
OTCYTCTBYIOT, MPOBEPKa BbIMOJIHAETCA C paHee COXPaHEHHbIMW HacTPOMKaMu (AW HacTPOMKaMu no
YMOJIYaHWMIO, €CIM Bbl HE MeHANN 1X). KNtoum HauMHatoTCA ¢ CUMBOJIA «/» U, KaK U OCTalbHble
napamMeTpbl KOMaHAHOW CTPOKW, pa3AenstoTca npobenamu.

PyKOBOACTBO nosab3oBaTtensd
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8.4. KoHCcONbHbIN cKaHep

B coctaB komnoHeHTOB Dr.Web Takxe BXoAUT KOHCObHBIN CkaHep, KOTOPbIN NO3BOAAET
NPOBOAUTL MPOBEPKY B PEXMME KOMaHAHOWN CTPOKK, a Takxe npesocTaBaset 6oabLune
BO3MOXHOCTM HaCTPOMKM.

®alinbl, Nofo3puTEeNbHbIE Ha HalMUMe BPEJOHOCHbIX 06bekToB, KOHCO/bHBIN CKaHep
: nometuaet B KapaHTuH.

Y1061 3anycTuTh KOHCO/BHBIV CKaHep, BOCMOb3yWATECh CeAYIOLLEeA KOMaHAOW:
[ <nyme_k_npoepamme>] dwscancl [<kmo4u>] [<06bekmel>]

Kntou HaumHaeTcs ¢ cuMBOAa «/», HECKONbKO Kitouel pasgenstoTcs npobenamm. Cnncok o6beKToB
NPOBEPKN MOXKET BbITb NYCT UM COAEP>KaTb HECKO/IbKO 3/1EMEHTOB, pa3zeNeHHbIX Npobenamu.

Cnuncok knoyet KOHCONbHOTO ckaHepa cofep>kuTcs B [punoxenumn A.

Kogbl BO3BpaTa:

0 — npoBepka yCcneLHo 3aBepLueHa, MHPULMPOBaHHble 06BbEKTbI He HalieHbl
1 — npoBepka yCneLwHo 3aBepLueHa, HarAeHbl MHPULMPOBaHHbIE OObeEKTbI

10 — yKa3zaHbl HEKOPpPEKTHbIE KAHUN

11 — knroyeBor Gain He HaaeH B0 He noasep>kmBaeT KOHCObHBIN ckaHep
12 — He 3anyweH Scanning Engine

255 — npoBepka npepBaHa No/sb30BaTeNem

8.5. 3anyck npoBepku no pacnncaHuio

Mpw yctaHoBke Dr.Web B ctangapTHoM MnaHnposLwuke 3agaHnii Windows aBTomMatnyecku
CO3/aeTCA 3aZlaHne Ha NPOBeJEeHNe aHTVBUPYCHOW NPOBEPKM (OHO MO YMOAYAHUIO BbIK/IHOYEHO).

[ns npocmoTpa napameTpoB 3aszaHus oTkpoliTe MaHenb ynpaBaeHus (paclUMPEHHbIN BUA) —>
AamMunHucTtpupoBaHue — MaaHMpPOBLMK 3a8aHUNA.

B cnvcke 3aganHui BbibGepuTe 3asaHre Ha aHTMBMPYCHYHO NpoBepky. Bbl MoXeTe akTMBMpOBaTh
3aflaHvie, a Tak>Ke HaCcTPOUTb Bpems 3anycka NPOBepPKM 1 3ajaTb HeOBXOAMMble NapameTpbl.

B HW>KHel yacTu okHa Ha Bkiagke O6ume ykasbiBaroTCa obLLMe CBeAeHMs O 3afiaHnK, a Takxke
napameTpbl 6e3onacHocTv. Ha Bknagkax Tpurrepbl 1 YCNI0BUA — pas3/vyHble YCI0BUA, NPU
KOTOPbIX OCYLLLECTBAAETCA 3amnyck 3agaHus. [IpOCMOTPETb UCTOPUIO COOBITUI MOXHO Ha BKNaAKe
Xypnan.

PyKOBOACTBO nosab3oBaTtensd
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Bbl Takoke MOXKeTe co3aaBaTb COOCTBEHHbIE 3aaHNA Ha aHTUBMPYCHYHO NpoBepkKy. [TogpobHee o
paboTe C CUCTEMHBIM PacnCaHWEM CM. CMPABOYHYH CUCTEMY M AOKYMEHTALMIO OnepaLMoOHHON
cmnctembl Windows.

& Ecam B cocTaB ycTaHOBNEHHbIX KOMMOHEHTOB BXOANUT BpaHamayap, To nocsie ycTaHOBKM
: nporpammel Dr.Web v nepsoi nepesarpysku cay>kba cMCTeEMHOro pacnucaHus oyzer
3absoknpoBaHa bpaHamayspom. KomnoHeHT Ha3HaueHHble 3agaHus 6yseT
bYHKUMOHNPOBATL TOJILKO NMOC/e NMOBTOPHOM nepesarpysku, T. K. Heobxoanmoe

npaBuIo y>ke ByaeT CO34aHO K 3TOMY MOMEHTY.

PyKOBOACTBO nosab3oBaTtensd
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9. Hactpoukum

[Ana poctyna K HacTpoikam oTkpownTte MeHo Dr.Web E= 3anyctute Hactpoviku {é} B pexume
aAMUVHUCTpaTopa.

3awmra napoaem

UYT06bI OrpaHnunTL JOCTYN K HacTpoikam Dr.Web Ha Baliem KomnbtoTepe, BKAKOUNTE OMLMIO
3awmwaTtb Nnaposiem Hactpoiiku Dr.Web. B oTkpbiBLIEMCA OKHe 3aZailTe Napo/b, KOTOPbIA ByaeT
3anpalumBaTtbca Npu obpalleHun K HacTpoiikam Dr.Web, noatsepaute ero BBOA 1 Haxmute
kHonky OK.

ilf Ecnv BbI 3a6b1AM Maposib K HAaCTPOMKaM MpoaykTa, obpatutech B
0 KOV TeXHUYECKOW M KKU.

YnpaBneHue HacTpoiikamu

YT106bI BOCCTAHOBUTH HACTPOMKMN MO YMOIYaHWIO, B BbiNaaroLLeM Crncke Bblbepute nyHKT
C6pocutb HaCTPOIKM.

Ecam BbI y>ke HacTpounm paboTy aHTUBMPYCa Ha APYTroM KOMMbIOTEPE Y XOTUTE UCMO/Ib30BaTh Te XKe
HaCTPOWKW, B BblMajatoLLeM Crincke Bbibepute nyHKT MMnopr.

Ecam Bbl XOTWTE UCNO/Ib30BaTh CBOW HACTPOMKWN Ha APYrUX KOMMblOTEPAX, B BbiMajatoLlemM Crmcke
BblbepuTe NYHKT IKCMOPT, a 3aTEM BOCMO/Ib3YNTECh aHANOTUUYHOW BKAAAKON Ha APYroM
KOMMblOTepe.

PyKOBOACTBO nosab3oBaTtensd
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OCHOBHbIe HacTpOKH

10. OCHOBHbI€ HAaCTPOMNKM

EAVHBIA LeHTPp ynpaBaeHus HacTporikamuy NO3BOSET 3a4aTb 0OLMe NapaMeTpbl PpaboTbl
aHTUBUPYCHOrO KOMTMeKca.

YT06bI NOAYUMTL AOCTYN K OCHOBHbLIM HacTponkam Dr.Web, oTkpoite MeHto i, 3anycrtute

Hactpoiiku & B peXMme aiMUHUCTpaTopa v Bbibepute pa3gen OCHOBHbIE.

[na poctyna K OoCHOBHbIM HacTpoikam Dr.Web 3anpaluvBaeTtcs napob, eciv B pasgene
: HacTpoviku Bbl ycTaHOBMAN daxkok 3awmiatb naposaem Hactpoiiku Dr.Web.

UT06blI HACTPOUTL BbIBOJ, YBEAOM/IEHUA Ha 3KPaH UAN MOJYYEHNe UX MO NouTe, Bbibepute pasgen
YBeaomieHus.

YT0bbI HaCTPOUTb 4ONOJIHUTE/IbHbIE MapaMeTpPbl 6e3onacHocCTy, BbI6epVITe pasaen CaM03ag,|/|Ta.

YT06bI HAaCTPOUTL AOCTYN K 061a4HBbIM CepBMCaM KoMMNaHum «Joktop Beb», Bbibepute Dr.Web
Cloud.

YTtobbl paspewnts goctyn kK Dr.Web, yctaHOBAeHHOMY Ha BalleM KOMMbIOTEPE, C APYTUX
KOMMbIOTEPOB, BbibepuTe passen AHTUBMPYCHAs CeTb.

UT06bl M3MEHUTb A3bIK MHTEPdENCa, a TakxKe MapaMeTpbl XypHana 1 KapaHTVHa, Bbibepute
JonoAHUTENbHO.

10.1. YBeaomneHunsn

B saHHOM paszene Bbl MOXeTe HaCTPOUTb NapaMeTpbl NONYYeHVs YBeJOMIEHWn 0 paboTe
Antuneupyc ana Windows.

YBeAOMIleHMﬂ, KOTOpPbli€e BbIBOAATCA Ha 3KpPaH

BkatoumTe COOTBETCTBYHOLLYHO OMLMIO, YTOObI MONyYaTb NOACKA3KN-YBEAOMIEHNSA B BUAE
BCM/bIBAOLLEro okHa Haj 3HaykoM Dr.Web & & o6nactu yBegomaeHuin Windows.

PyKOBOACTBO nosab3oBaTtensd
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#F DrWeb > Hacrpoiikn > OcHoBHle > YBegomneHna - O x
(© OcHoBHble SkpaH
MNokazeIEaTE YERLOMIEHKWA HA 3KPaHE
YeenomneHa
@ B

OBHoBNEHME

Cetb 3ﬂEKTF)DHHaFI noJra

Bricsinats YEEAOMAEHWMA Ha INEKTPOHHYH NOYTY

3 Orkn

Appec He zagaH  MameHnTs

MapameTpsl yEEAOMASHW...

Camo3awmra
DrWeb Cloud

AHTUBMpYCHaA ceTb

JlononHuTEnsEHO

©)

PucyHok 18. HacTpouku yBegomneHuii

YBeAOMI'IEHI/Iﬂ no nourte

Y1o6bl MoNyyYaTh YBEAOMEHMS O COBLITUAX MO MOYTE, BbIMOJHUTE CEAYHOLLNE AENCTBUS:

1. Bkntouute onuuno Bbicbinatb yBeAOMJIEHUA Ha 3/IEKTPOHHYHO MouTy.

2. B nosBuBLUEMCSA OKHE BBEAUTE aapec INEKTPOHHOW NOYTbI, Ha KOTOPbIN Bbl XOTUTE MNOJyYaTb
yBegomaeHus. icnonb3oBaHue 3TOro agpeca Heobxoanmo byaeT noaTBEPAUTL Ha Lare 7.

Haxmute Oanee.
4. YKaxuTe faHHble yUYEeTHOW 3anucy, C KOTOPOW ByayT OTNPaBAATLCS YBEAOMAEHUS.

e Ecam cnncok nouToBbIX CEPBEPOB COAEPXKUT HEOOXOAMMBIN cepBep, BbibepunTe ero, a 3atem
yKaXuTe NOrvH 1 Napob OT BaLLel YUYETHOW 3anmcu.

e Ecam cnncok nouToBbIX CEPBEPOB HE COAEPXXUT HEOHXOAMMBIN cepBep, Bbibepute YKasaTb
BPYUHYIO 1 B OTKPbIBLUEMCS OKHE 3aroJIHUTe HeOOXOAMMble MO,

Hacrpoiika OnucaHue

Cepsep SMTP YKkaxuTe agpec nouToBOro cepsepa, KOTOPbI JO/IKEH ncnoas3osate Dr.Web
[19 OTNPaBKM MOYTOBbIX OMOBELLEHWUN.

MopT YKaxute nopT MOYTOBOro cepBepa, K KOTOPOMY AOJIKEH MOAKIOYATHCA
Dr.Web ans oTnpaBku NOUYTOBbLIX OMOBELLEHWN.

JloruH YKaxknte UMs yYeTHON 3anncuy Ans NOAKNHOUYEHUS K MOYTOBOMY CEPBEPY.

PykoBoacTBO nosb3oBatens
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Hacrpoiika OnucaHue
Maponb YKaxunTte naposib y4eTHOW 3anncv 4as NoAKIOYEHMs K MOUTOBOMY CepBepy.

Ncnonb3osaTb  YcTaHOBWTe 3TOT GAIaXKoK, €C/IN XOTUTe, Y4TO6bl NpK Nepejave cOObLLeHMN
SSL/TLS ncnosnb3zosanocb SSL/TLS wngpposaHume.

NTLM- YctaHOBUTE 3TOT BIaXKOK, €C/IN XOTUTE, YTOObI aBTOpMU3aLLMA NPOM3BOAMAACH
ayteHTudukaumsa no npotokosy NTLM.

5. Haxmwute OTnpaBuTb TECTOBOE COObLLEHME, ECIN XOTUTE MPOBEPUTb, UTO YUYETHasA 3anuncb
yka3aHa BepHo. CooblLueHne NpugeT Ha TOT agpec, C KOTOPOro A0/KHbI OTNPaBAATLCA
yBe4OMEHUs (HaCTPOEHHbIW Ha Lware 4).

6. Haxmute Aanee.

7. BBeguTte KOA NOATBEPXKAEHUS, KOTOPbIN MPUAET HA 3NEKTPOHHBIN apec, yKazaHHbIN AJis
noNyyeHns yBeLOMIEHWUI Ha ware 2. Ecam ko He npuaet B TedeHne 10 MUHYT, HaxXMuTe
KHOMKY OTNpaBUTb KOA NOBTOPHO. EC/IV Bbl He BBeAETE KOJ NMOATBEPXKAEHWS, YBEAOM/IEHNS HA
3TOT aZpec OTNPaB/ATLCA He ByAyT.

8. YTobbl M3MEHUTb aApec 3NEKTPOHHOW NOYTbI U Apyrve napaMeTpbl, Haxmute UsMeHUTb 1
NMOBTOpPWTE BCE AENCTBUA, HAUMHasA C Lwara 2.

9. Haxwmure kHonky MapameTpbl yBeAOMAEHUNA 1 YCTaHOBUTE HY>XXHbIE TUMbl YBEAOMAEHWNNA. 10
YMOJIYaHMIO BCE TUMbl YBEAOMIEHWIA, OTNPaBAseMble Ha NMOYTY, OTKAHOYEHBI.
MapameTpbl yBegomneHni

1. Haxmute kHonky MapameTpbl yBeAOM/IEHUIA.

2. Bbibepute yBegoMaeHsa, KOTOpble Bbl XOTUTE NoyYaTb. YTo6bl 0OTOHpaxaTb 3KpaHHbIe
yBeAOMJEHMS, YCTaHOBUTE GaxkoK B cTonbLie kpaH. YTobbl MoayyaTb ONOBELLEHWA MO NouTe,
ycTaHoBuTe $naxkok B ctonbue Mouta. Ecam Bbl He xOTWTe Noay4YaTb yBEAOMAEHNA O COBbITUM,
CHUMUTE DAAXKKN.

Tun yBepgomneHus OnucaHue
ObHapy»xeHa yrposa YBesomneHus ob yrpo3sax, obHapyxeHHbIx SplDer Guard.
Mo yMONYaHWNIO YBEAOMIEHNS BKIHOYEHbI.

KputnuHble ysegomnenma  KpuTMUHble YBEAOMAEHUA O CAeAyoLWmnX cOBbITUAX:
e ObHapy>XeHbl COeMHEHNA, OXungatowmne otseta bpaHamayapa.

Mo YMO4YaHUKO yBEAOMIEHNA BKIIKOYEHDI.

Ba>kHble yBegomneHua Ba>kHble yBeOMAEHMA O CeAyoLWNX COBbITUAX:
Mano3HaunTenbHble ManosHaunTenbHble yBEAOMAEHNA O CAEAYHOLLNX COBBbITUAX:
yBeZOMNeHUs

e ycrewHoe 0b6HOB/IEHNE;

PyKOBOACTBO nosab3oBaTtensd
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Tun yBeagomneHus OnucaHune

e OlMbBKa OOHOBEHUS;.

Mo yMO4YaHUKO yBEAOMIEHNA BbIK/IFOYEHDbI.

JlnueHsnsa YBegoMaeHMA O CaeayroLmnx cobbITUAX:

® CPOK ,EI,GVICTBMFI JIMUEH3NN 3aKaHYMBaAETCA,;

e [leliCTBYOLLIAS INLLEH3UA HE HalZAeHa;

e TeKyllaa TnueH3nA 3a6ﬂOKVIpOBaHa.

3. Tpun HeOBXOAMMOCTH 3aaalTe AOMONHUTENbHBIE NapaMeTPbl OTOOPaXKeHWsA IKPaHHbIX

OMOBELLLEHWI:;
dnaxkok

He nokasbiBaTb yBeAOMNeHNA B
NMONHO3KPaHHOM pexnme

OTtobpaxaTtb yBegoMAeHNA
BpaHaMayapa Ha OTAeNbHOM
3KpaHe B NMOJIHO3KPaHHOM
pexume

OnucaHune

YBefomaeHusa npu pabote ¢ NpUAOXKEHUAMN B
MOJIHO3KPaAHHOM pexxnme (MPoCMOTP GUABMOB, rpaduKkm 1
T. 4.).

CHUMUTE 3TOT GaXKOK, YTODObI NOAYYaTb YBEAOMIEHUS
BCerga.

OtobpaxkeHne yBefoMaAeHNA oT bpaHamayapa Ha oTae/bHOM
pabouyeM cTosie BO BpeMs paboTbl MPUIOXKEHWN B
NONHO3KPAHHOM peXxxnme (Mrpbl, BUAEO).

CHVMUWTE 3TOT BNaxoK, YTOObl YBEJOM/IEHWS BbIBOAWUANCH Ha
TOM e paboyem cTose, Ha KOTOPOM 3anyLLEeHO NPUIOXKEHNEe
B MOJIHO3KPAHHOM peXUMe.

4. Ecam Bbl Bbl6paf||/1 OAHO NN HECKOJIbKO NMOYTOBbIX yBeAOMJ'IeHI/II\/'I, HaCTpOIZTe OoTnpaBKy MoyThbl C

Ballero kKoMmnbroTEPAa.

f'f yBeAOMﬂeHl/IFI O HEKOTOPbIX CObObITUAX He BXOAAT B NepeyvncieHHble rpynnbl 1 BCerga
= NMOKa3bIBaOTCA MOJIb30BaTENHO!

e YCTaHOBKA MPUOPUTETHbIX OBHOBAEHWUN, ANA KOTOPbIX TPEbyeTCs nepesarpyska;

e [fiepe3arpyska and 3aBeplieHunA O6e3Bpe>KVIBaHVIFI yrpos;

e nepesarpyska 14 BKIHOUEHWA/BbIKAFOUYEHWA TMNEPBU30PA;

® 3anpocC Ha pa3peweHne npoueccy MO/.'],VICI)VIKaLI,VIVI obbekTa.

10.2. O6bHOBNEHME

B naHHOM pa3sgenie NporpaMmbl Bbl MOXETE HAaCTPOUTb CleAytoLLMe NapaMeTpbl O6HOBAEHMWS

Dr.Web:

PyKOBOACTBO nosab3oBaTtensd
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NnepmoANYHOCTL 0BHOBAEHWUI;

NCTOYHWK OBHOBAEHUN;

06HOBASIEMbIE KOMMOHEHTbI;

3epKajo 06HOBAEHWUM.

#F DrWeb > Hacrpoiikn > OcHogHele > OBHoENEHME - O x

(© OcHoBHble O6HOBNeHMe

MepuogmnuHocTe 0BHOBAEHWA

YeenomneHa
| 30 MuHYT (pekomeHayeTcR] v

OBHOBNEHME
WMcTouHWK 0BHOBNEHIWA
Cetb

Cepeepbl komnaHum «floktop Be6» (pexomerngyeTtca) MzmennTs
Camo3awmra
Dr.Web Cloud

AHTUBMpYCHaA ceTb

JlononHuTEnsEHO

©)

HonoaHuTensHsle HACTPORKK

PucyHok 19. Hactpoiiku o6HOoBneHuns

MepuoagnuHocTb 06HOBNAEHUIA

Mo ymoAn4aHMo yCTaHOBIEHO ONTMMaabHOe 3HaueHne (30 MUHYT), KOTOpOe MNO3BOIAET
noazep>xvBaTb MHGoOpMaL Mo 06 yrposax B akTyaNbHOM COCTOAHMMW. YTOObI 3a4aTb NEPUOANYHOCTD
06HOBIEHWI, BbIbEPUTE HEOOXOAMMOE 3HAYEHME B BbINaZatOLWEM MEHIO.

ABTOMaTMyeckoe 06HOB/IEHNE MPOBOAMUTCA B POHOBOM pexmme. Bbl Takxke MoxkeTe BbibpaTh
3HayeHVe BpyuHyto. B 3ToM cnyyae BaM HeO6x0AMMO ByzeT BpyUHytHo 3anyckaTb OOHOBEHME
npoaykta n3 meHto Dr.Web . MNMoapo6bHas MHCTPYKLMA MO 3anycKy npoLiecca 06HOBAEHUs
AOCTynHa B pasgene O6HoBEHNE.

HacTtpoiika ncrouHmka ob6HoBaeHU

Mo yMONuaHWIO B KauecTBe UCTOYHMKA OBHOBEHMS yKka3aHo 3HaueHve CepBepbl KOMNaHUM
«[lokTop Be6>» (pekomeHayeTcs). YToObl HACTPOUTL YA0OHbIV A/ BaC UCTOYHUK OOHOBAEHWN,
caenante cregytolee:

1. B pasgene HacTpoek OcHOBHble —> O6HOBAEeHuUe, B NyHkTe MICTOUHUK 06HOBAEHUIA HaxKMuTe
ccbinky M3meHutb. OTKPOETCH OKHO HAaCTPOWMKM UCTOYHMKA OOHOBAEHNIA.

PykoBoacTBO nosb3oBatens

61



A7

-
$

A
d
A

OCHOBHbIe HacTpOKH

#F DrWeb > Hacrpoiikn > OcHogHele > OBHoENEHME - O x

WcTtouHmk obHoBaeHMIA

YkammuTe yaobHbIA ANA BAC NCTOYHWK OBHOBAEHWIA

Cepeepsl koMnanuy elokTop Bebs (pekomenayeTca) w

WMenonezoeate HTTPS-coeauHeHme

OTMEHWTL @

PucyHok 20. UcTouHuK o6HOBIEHUIA

2. YKaxuTe yao06HbIM A5 BaC UCTOYHUK OOHOBNEHWI B BbINaZatoLLEeM MEHHO.

o CepBepbl koMnaHuu «Jloktop Be6» (pekomeHayetca). O6HoBAeHNe ByaeT NPOUCXOANTD C
cepBepoB kKoMnaHun «[JokTop Beb» uepes cetb VIHTepHeT. Ecam Bbl xOTUTE 3arpy>katb
obHoBAeHMA No 6e3onacHOMy NpoToKoAy, BKAouMTe onuuto Mecnonbsosatb HTTPS-
coeauHeHue.

e JlokanbHas unun ceteBas nanka. O6HoBNeHWe ByAeT MPOUCXOAUTb U3 TOKAJIBHOM UK
CEeTeBO Marnku, B KOTOPYH CKOMUPOBaHbl O6HOBAEHMSA. YKaxuTe nyTb K Narnke, a Takxke nms
NoNb30BaTeNs U NapoJib, €C/IN 3TO HEOHBXOAMMO.

e AHTMBMpYCHasa ceTb. O6HOBNEHVE ByAeT NPONCXOANTb Yepes JI0KabHYH CETb C
KOMMblOTEPa, Ha KOTOPOM ycTaHOBJ/IEH NpoayKT Dr.Web 1 co3gaHo 3epkano ob6HOBAEHUI.
Bbibepute kOMNbIOTEP, KOTOPLIV ByAET NCNOAb30BaTLCA B Ka4eCTBe NCTOYHMKA OOHOBAEHWI.

3. Haxmwute OK, utobbl cCOXpaHUTb N3MEHEHMS.

[ononHurenbHblie HACTPOUKM

HacrpoﬁKa 06HOB/IAMbIX KOMMOHEHTOB

Bbl MOXeTe BbIbpaTh OAMH U3 CeAyHOLWMX BapUAHTOB 3arpy3kn obHOBAeHWI KoMnoHeHToB Dr.Web:

¢ Bce (pekomeHayeTcA), Npy KOTOPOM 3arpy>arotca 06HOBAEHNA Kak A5 BUPYCHbIX 6a3 Dr.Web,
TaK U ANA QHTUBUPYCHOTO fiApa W APYrux NporpamMMHbIX KOMnoHeHToB Dr.Web;

¢ Tonbko 6a3bl, NPy KOTOPOM 3arpy>aroTca TONbKO 06HOBEHMS BUPYCHbIX 6a3 Dr.Web u
aHTUBUPYCHOTO AApa; ApYyrue KOMMNoHeHTbl Dr.Web He o6HoBAsOTCS.

PyKOBOACTBO nosab3oBaTtensd
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Co3paHue 3epkasnia 06HOBNEHUI

3epkano 06HOBNEHWUI — 3TO KOMMbIOTEP, HACTPOEHHbIN Kak UCTOYHMK OBHOBAEHWI AN APYTUX
KOMMbIOTEPOB B IOKaNbHOWN CeTW. 3epKano OHOHOBAEHWUIA MOXET ObiTb NCMOAb30OBAHO ANA
06HoBneHMs Dr.Web Ha komnbtoTepax, KOTOpble He MOAKAOYEHbI K ceTU VIHTepHeT.

YT06bI HACTPOWTL BaLl KOMMbIOTEP B KaYeCcTBe 3epkasa OOHOBAEHWNNA, CAeNanTe CeaytoLLee:

1. B pa3gene Hactpoek OcHOBHble —> O6HOBNEHMe pa3BepHUTE J,0NONHUTE/IbHbIE HAaCTPOUKN U
BKJIFOUMTE MUCMOJIb30BaHMe 3epkana 0BHOBAEHWI Npy nomMowm nepekatodatens @, OTkpoetcs
OKHO HacTpOWKM 3epKasia 06HOBAEHWNA.

#F DrWeb > Hactpoiikn > OcHosHble > OBHOBNEHNE — O X

3epkano obHoBAEHWN

I [MyTb K Nanke, B KOTORYH KONWPYKOTCA 0GHOBABHMA
Anpec Mopt
0.0.0.0 ;| 8080

OTMeEHWTE @

PucyHok 21. 3epkano o6HoBneHUiA

2. YkaxuTe nyTb K narke, B KOTOPYto ByAyT KONMMpoBaTbCsa OOHOBAEHUS.

3. Ecam Ball KOMMbIOTEP BXOAWUT B HECKOJIKO MOZCETEN, Bbl MOXETe yKa3aTb ajpec, KOTOPbIN
ByseT 4OCTYyMNeH TONbKO AN OAHOW M3 noaceTel. TakxKe Bbl MOXeTe yKa3aTb MOPT, Ha KOTOPOM
HTTP-cepBep ByaeT npvHUMAaTL 3aMpOChl Ha COEAMHEHME.

4. Haxmute OK, 4tobbl COXpaHUTb M3MEHEHMUS.

MeproANYHOCTb 3arpy3kn 0O6HOBEHNI Ha 3epkano ByaeT coBnagatb CO 3Ha4YEHNEM B MyHKTE
MNepuoanuHoCTb 06HOBNEHMIA B pa3jene HacTpoek OcHoBHble — O6HOBNEHMe.

PyKOBOACTBO nosab3oBaTtensd
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10.3. CeTb

Mcnonb3oBaHue NpoKcUu-cepBepa

Mpwn HEOBXOAMMOCTU Bbl MOXETE BKIOUMTL UCMOJIb30BaHNE NPOKCU-CepBEPa U 3aaTb HACTPO KM
NOAKNOYEHMS K Hemy. HaxxmuTte MI3mMeHUTb, UTo6bl 3aaTh HAaCTPOMKM MNOAKIHOUEHUSA K MPOKCU-

cepBepy:

Hacrpoiika OnucaHne

Azpec YKaxuTte agpec npokKcu-cepeepa.

MopT YKaxute nopT nNpoKcu-cepeepa.

NoruH YKaxkute nMs y4eTHOI 3anncy ANs NogKIOYEHWs K MPOKCU-CepPBEpY.

Maponb YKaxkute naposib y4eTHOM 3anmncu, UCMOJb3YEMON NS MOAKIOYEHWS K MPOKCU-
cepBepy.

Tun aBTopu3auuy  Bbibepute TN aBTOpM3aL MK, TPeOyeMbIV AN NOAKIOYEHMUSA K MPOKCU-CEPBEpPY.

#F Dr.Web > Hactpoiiku > OcHoBHbIe > Cets - O X
@ OCHOBHbIe MNpokcu-cepeep
Wicnonszoearts npokcon-cepeep
¥BeaomneHwa
I oma
O6HoBNEHME He zagaHo MameHuTs

Cetb

besonacHble coegHeHWA
Camozawmra

MpoeepaTs 3awWndpPoOBaHHBIA TpadKK

DrWeb Cloud 3 O

AHTUBMPYCHaA CEThb
B cnyuae oWwWWBKW NpOBEPKK 2aLLMLILEHHBIX COBAMHeHWA (S51) yeTaHoBUuTE

JdononHutensHo cepTudmkaT «JokTop Befs BpydHyto.

IKCNOPTUPOBATE...

)

PucyHok 22. MNMogknroueHne K NPoOKCU-cepBepy 1 npoBepka 3awmndpoBaHHOro Tpaduka

PykoBoacTBO nosb3oBatens
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be3onacHble coeagnHeHUNA

Yto6bl Dr.Web npoBepsan gaHHble, NnepesaBaemble No Kpuntorpapuyeckmm npotokosnam SSL, TLS
nan STARTTLS, BkaroumTte onumto MpoBepaTb 3awmndgpoBaHHbIv Tpaduk. SplDer Mail 6yaer
npoBepATb AaHHble, NepesaBaemble No npotokonam POP3S, SMTPS, IMAPS.

Ecam npunosxenwve, ncnonb3ytolee ans cBoein paboTbl LWNdpPOBaHHbIE COeANHEHNS, He obpallaeTcs
K XpaHuauwy ceptnédurkatos cucteMbl Windows, To HEO6XOAMMO 3KCMOPTMPOBaTL cepTUdmKaT
6e3onacHOCTN KoMMaHuK «/lokTop Beb» 1 MMNopTUPOBaTh BPYUHYHO B KaXAo0e NPUIOXKeHWe.

i'i Cpok gevictusa ceptnudukata 6esonacHoctn — 1 rog. MNpu Heo6X0AMMOCTN UMMOPTUPYITE
cepTuduKaT KaxKApli rog 3aHOBO.

Uro Takoe cepTudukar 6esonacHocTn

CepTndukat 6€30MacHOCTN — 3TO INEKTPOHHbBIN JOKYMEHT, MOATBEPXKAAOLLNM, UTO
cepTMdULMPOBaHHaA NPorpaMma NpoLuia NPOBepPKY B OAHOM M3 LeHTPOB cepTudmkaumm. Takxe
cepTdukaTbl 6€30MacHOCTN HazbiBaroTCsa SSL-cepTudmMKaTaMm, NOCKOAbKY AN paboTbl
ncnonbdyetca SSL-npotokon (Secure Socket Layer — aHrn. YpoBeHb 3aLmLLéHHbIX cokeToB). OH
obecneumnBaer 3aLlmLLeHHOE LWMPPOBaAHMEM B3aUMOAENCTBME MEXAY Y31aMu ceTu VIHTepHeT,
Hanpumep, Nosib3oBaTenem 1 Beb-cepBepoMm.

YcTaHoBKa (MMMNoOpPT) B nporpammy, paboTatowyto ¢ VMiHTepHeTtom ceptudmkaTta 6e3onacHoCTH
Kakoro-mbo Beb-y3na, rapaHTUpYyeT, YTO CBA3b C HUM ByAeT OCyLLEeCTBAATLCA B 3aLUULWEHHOM
pexvme C NPOBEPKON MOAJIMHHOCTU. B TakoM cyyae 310yMbllNeHHKaM byaeT KpaHe TpyAHO
OCYLLeCTBUTb NepexBaT JaHHbIX.

NmnopT cepTudumkata «oktop Beb» MoxeT noTpeboBaTthCsa And PaboTbl CAeAYHOLNX NMPOrPaMMm:
e 6pay3ep Opera;
e 6pay3ep Firefox;
e noyTtoBbIN KaneHT Mozilla Thunderbird;

e noyTtoBbIM kaneHT The Bat! u ap.

Kak akcnopTupoBaTb U MMNOPTUPOBaTb cepTudMKaT komnaHum «Jlokrop Be6»

1. HaxmuTe KHOMKY DKCNOpPTUPOBaTh.
2. BbibepuTe nanky, B KOTOPYHO Bbl XOTUTE COXPaHUTbL cepTudumkat. Haxxmute OK.

3. VIMnopTtupyiTe cepTUdumKaT B HY>KHOE MPUIOKEHWNE Yepes HaCcTPOMKN NpuaoxeHus. MoapobHee
0 TOM, Kak UMMOPTUPOBaTb cepTUdUKAT B MPUNOXKEHME, CM. B CMPaBOYHbIX MaTepuanax K
HEeOHXOANMOMY MPUNOXKEHWIO.

PyKOBOACTBO nosab3oBaTtensd
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A Ecnn aktmBmpoBaHa onums MpoBepATb 3awmndpoBaHHbI TpapuK, 415 KOPPEKTHOM
paboTbl HEKOTOPbIX KIMEHTOB 061aUHbIX XpaHuAuLY, (Takmx kak Google Drive, Dropbox,
Angexc.Juck u ap.) HEOH6XOAMMO UCK/IHOUNTL 3TU NPUNOXKEHWNS U3 MPOBEPKU
komnoHeHTom SplDer Gate.

10.4. Camo3awumra

B aaHHOM paszgene Bbl MOXETE HACTPOUTb NapaMeTpbl 3aLmTbl camoro Dr.Web ot
HeCaHKLMOHNPOBAHHOTO BO3AEWCTBMSA, Hanpumep, OT MPorpaMm, BPeAoHOCHOEe AeNCTBUE KOTOPbIX
HanpaB/IEHO Ha aHTVBUPYCHbIE MPOrpamMMbl, @ TakKe OT CIyYakHOTO NOBPEXAEHUS.

#F Dr.Web > Hactpoiikn > OcHosHble > CamosalmTa — O X

(© OcHoBHble

YeeaomMneHua
OBHOENEHWE

CeTb

Camoszawmra
DrWeb Cloud
AHTUBMPYCHaA CeThb

JononHutencHo

)

Camo3awumra

Camo3zawmnTa

BrAKUWUTE camozalumTy (pekoMeHLyeTCR)

@ B«

3anpewats 3MyAALWID 4eACTEWA NOALZ0EaTENA

8 B«

Mcnones3oeate annapaTHyH BMpPTYanrM3aLmo

3 o

[ata n Bpema

3SI'IpELI.|,ETb WEMEHEHWE AAaThl M BpeMeH CUCTEMbI

3 o

PucyHok 23. NMapametpsbl 3awumtbl Dr.Web

Hactpoiika Bknrountb camo3aluty (peKkoMeHAyeTcs) No3BoseT 3alUnTUTb Gaitbl U NPOoLLecch
Dr.Web ot HecaHkLMOHMpPOBaHHOro goctyna. OTkAtoUYaTb CaMOo3aLuUTy He peKOMEHAYeTCs.

ili B cnyyae BO3HMKHOBEHMWS NpobaeM Npu UCMOAb30BaHUN NporpaMm gedparmMeHTaLmuy,
: peKkoMeHAyeTCs BPEMEHHO OTKIOUNTL MOZY/b CaMO3aLUUTbI.

PykoBoacTBO nosb3oBatens

66



A7 4
yAY

-
~

OcHOBHble HacTpoiiku | 67

,U'.I'IFI TOro YTOObI NPoOn3BECTUN BO3BPAT K TOUKE BOCCTAHOBNEHUA CUCTEMDI, HeO6XO,CI,VIMO
OTKJIDYUTb MOAY/b CaMO3allnThbI.

Hactpoiika 3anpewarb 3MynsaLUIO 4eACTBUIA NOIb30BaTe N NO3BOAET NPEAOTBPATUTD
M3MeHeHus B HacTporikax Dr.Web, npoussoavMble CTOPOHHMMY NPOrpaMMHbIMUK cpescTBamu. B
TOM uncne ByaeT 3anpeLLeHo UCNOHEHNE CKPUMTOB, AMYIMPYHOLLNX PaboTy KaaBmaTypbl U MbllN B
okHax Dr.Web (Hanpvmep, ckpnnToB AN n3meHeHus Hactpoek Dr.Web, yaaneHuns anueHsmm n
APYrvX 4eNCTBUIA, HanNpaB/ieHHbIX Ha U3MeHeHne paboTbl Dr.Web).

Hactpolika Mcnonb3oBaTb annapaTHyto BUPTyainsaLuio No3BOSET UCNONb30BaTh O0bLue
BO3MOXHOCTEN KOMMbOTEPA A5l OOHAPY>KEHWUA M IeYEHUS YTPO3, a Takxke AN YCUNeHs
camo3awmtbl Dr.Web. na BkAHOUEHUA 3TOW oNuum NOTpebdyeTcs nepesarpyska KOMMbroTepa.

i'f AnnapaTHasa BUpTyaansauma paboTaeT TOAbKO B TOM C/yyae, eciv annaparHble
: 0COBEHHOCTM Balliero KOMMbOTEPa U OnepaLvoHHas CUCTeMa NOAAEPKMBAOT
annapaTHy BUPTyaan3aLuto.

BkntoueHwme 3TOM onumm MOXET Bbi3BaTb KOHOANKT COBMECTUMOCTU CO CTOPOHHUM
nporpaMmMmHbIM obecrneyeHmnem.

|_|pl/l BO3HMKHOBEHUN I'IpO6J'IeM OTKJIOYUTE 3Ty OMNLUUNHO.

[na 32-pa3psagHbix onepauyoHHbIX CUCTEM annapaTHas BUpTyaau3aumnsa He
noaAep>XXunBaeTcs.

AaTta n Bpemsa

HekoTopble BpeAOHOCHbIE NPOrpamMMbl HAMEPEHHO M3MEHSAIOT CUCTEMHbIE AaTy 1 BpeMs. B 3Tom
cnyyae 06HOBEHWS BMPYCHbIX 6a3 aHTUBUPYCHOM NPOrpaMmbl He MPOUCXOAUT MO YCTaHOBAEHHOMY
pacnncaHnio, MLEH3NA MOXET ONPEAENATbCA Kak MPOCPOUYEHHas, U KOMMOHEHTbI 3alwuTbl 6yayT
OTKJ/IOYEHbI.

Hactpoiika 3anpewatb MU3MeHeHue AaTbl U BpeMeHU CUCTeMbl NO03BOJISET 3ab610KNMPOBaTh
py4YHOE 1 aBTOMaTUYeCKOe N3MEHEHME CUCTEMHbIX 4aTbl U BPEMEHW, a TakxKe YacoBOro nosca. 10
orpaHuyeHve ycTaHaB/IMBaETCs A5 BCEX MOJIb30BaTeNEN CUCTEMbI. Bbl MOXeTe HacTpouTb
NoJlyYeHvie YBEAOMJIEHUN B TOM ClyYae, eCv OCYLLLeCTBAANACh NOMbITKa U3MEHWUTb CUCTEMHOE
BpeMs.

10.5. Dr.Web Cloud

B AaHHOM paszgene Bbl MOXETE NMOAKNOUUTLCH K 061aUHOMY cepBMCYy KOMMNaHWUW «/lokTop Beb» n
nporpamMme yayulleHus kayectBa paboTbl npogykTos Dr.Web.

PyKOBOACTBO nosab3oBaTtensd
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#F Dr.Web > Hacrpoiikn > Ocrosrele > DrWeb Cloud - O x
(© OcHoBHble Dr.Web Cloud
OBnauHBIA CEPEUC MOZBONAET GHTHEMPYCHON aLLMTE UCMObZ0BaTE CEEXYH
YeepomneHvs mHdopmaunio ob yrposax, KoTopaa obHOBAAETCA Ha cepeepax KomnaHun «Jokrop
. Bef» B pexuMe peansHoro epemedn. MNpW 3ToM Bsl NOMOTaeTe COBEPLUEHCTEOBATE
O6HoeneHWe 33LLMTY, HANPAENAA kKomnaHut «JokTop Bef» ceegenna o paBoTe aHTMEMpPYCa. 3K
CEEAEHWA MOZECARKT YEHAEATE BOMBLIE O BOSMOXHBIX YIPOZaX M EOEPEMA
Ceto YCTRaHATE MK
Camosawmra MoaydeHHan oT Bac MHGOPMAaUWMA HUKOTAE He ByAeT MCNOAL20BATLCA ANA EaLUeR
) MAEHTUGUKAUMK MW AR CBA3M C BaMMW.
Dr.Web Cloud
@ B
AHTUBMpYCHanA ceTb
JlononHuTEnsEHO
@ MoauTuka KoHdWMARHUMANEHOCTM «lokTop Beb»

PucyHok 24. Moakntouenne k Dr.Web Cloud

O6s1auHbIN cepBUC

Dr.Web Cloud no3sossieT aHTUBMPYCHOW 3aLMTe MCNOAb30BaTh CBEXYO MHGOpMaumto 06 yrposax,
0bHOBAsEMYIO Ha cepBepax KOMMNaHuM «[lokTop Beb» B pexuMe peasbHOro BpeMeHMU.

B 3aBMCMMOCTM OT HacTpoek 06HOBEHMA MHGOPMaLMA 06 yrpo3ax, UCnoib3yMas KOMMOHEHTaMM
BaLLeN aHTUBUPYCHOW 3aLLuTbl, MOXET ycTapeBaTb. lcnosb3oBaHme ob6nauHbIX CEpBMUCOB NMO3BOAAET
rapaHTMPOBAaHHO OrpaAuTb MNOJIb30OBaTENEN BaLLEro KOMMbIOTEPA OT CalTOB C HeXenaTeNbHbIM
COAEPXMMbBIM, @ TakXXe OT MHOULIMPOBaHHbIX Gannos.

Mporpamma ynyuweHnsa kavecrsa MO

Mpw yyactumn B NporpaMme Ha cepBepa kKoMnaHum «Joktop Beb» byayT aBTomatnyeckm
OTNpaBAATbCA 0b6e3nnyeHHble cBegeHns o pabote Dr.Web Ha Bawem komnbtoTepe. [NonyyeHHas
nHbopmMauma He byaeT NCNONb30BATLCA ANA AEHTUOUKALUM NOb30BATENS UAW CBA3N C HUM.

HaxxmuTe Ha ccbinky Monutuka koHpuaeHumanbHocTu «Jloktop Be6», uto6bl 03HAKOMUTBLCA C
NOJITUKOM KOHOUAEHLMNANBHOCTM Ha OdULMaNbHOM caite KoMnaHun «JokTop Beb».

PykoBoacTBO nosb3oBatens
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10.6. AHTUBMpPYCHaA ceTb

ﬁ DrWeb > Hactpoiikn > OcHOBHBIE > AHTMBUYCHARA CETh — O X

(© OcHoBHble

YeeaomMneHua
OBHOENEHWE

CeTb

CamosawmTa
DrWeb Cloud
AHTUBMPYCHaA CeThb

JononHutencHo

)

AHTUBUPYCHasA ceTb

Bul MOXETe pazpellnTs YAaneHHoe ynpaeneHye npodyktom DrWeb Ha Bawem
KOMMBHITEPE € APYTUX KOMMLHOTEROE B NOKANLHOKW CETH, Ha KOTOPLIX TakKe
ycTaHoeaeH npoaykt DrWeb, C yaaneHHoro KOMMeKITERE CTAHET BOZMOXHO
NPOCMATRPUEATE CTATUCTMKY, BKAKIUATE W OTKAKIYATE MOAYAW, 3 TAKKE MIMEHATE MX
HACTPO KM,

PazpewuTs yaaneHHoe yrpaeneHue

@ B«

[lnA yaaneHHoro ynpaeneHns aHTMEWMPYCOM Ha AaHHOM KOMMBKITEDE EEEAUTE
YKa2aHHEIA KO NPW NoAKAKYEHUA K Hewmy. Bel moxete B nH0G0R MomeHT
W3MEHWTL 3TOT KO,

HzKZLjnS

PucyHok 25. BknroueHune yaaneHHOro yrpaBieHUa aHTUBUPYCOM

Bbl MoXeTe paspewwmntb goctyn Kk AHTMBMpYCY Dr.Web Ha cBoem komnbroTepe. [ns 3Toro Bkaroumte
onuuto Paspewntb yaasneHHoe ynpaB/aeHue 1 3aaiTe napoJb, KOTOPbIA Heobxoammo byaet
BBECTU A1 YAaNeHHOro yNpaBaeHNa BallMM aHTUBUPYCOM.

ili Ecan Bbl ucnonb3yete kntoy ans Dr.Web Security Space, Bbl MOXeTe ckayaTb
: COOTBETCTBYHOLLYIO JOKYMEHTALMIO Ha CaliTe KOMMaHWUK

https://download.drweb.com/doc, uTo6bl 03HaKOMUTLCA € PabOTOM KOMMOHEHTa

AHTUBMpPYCHasA ceTb.

Monb3oBaTeNto aHTUBMPYCa, KOTOPbIV MOAYYUT yAaneHHbIA AocTyn K AHTUBMpPYCy Dr.Web Ha Bawem
KoMMbtoTepe, ByAyT AOCTYMHbI CAEAYHOLLME MYHKTbI:

O nporpamme

e JlnueHsuns
Mow Dr.Web

e Cnpaska

VIHCTpYMEHTbI

e ObHOBJIEHME

e Hactporikm

PykoBoacTBO nosb3oBatens
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YaaneHHoe ynpaB/ieHne No3BOASET MPOCMaTpUBaTh CTaTUCTUKY, BKAKOUATb U OTKAKOYATb MOAY /M, a
TakXe M3MeHsTb UX HacTponkn. KomnoHeHTbl KapaHTvH 1 CkaHep HegoCTyMHbl. HacTpoiku u
ctatuctnka bpaHamayspa Dr.Web Tak>ke HeZOCTYMHbI, O4HAKO YAaNeHHO MOXHO BKAKOUUTb UM

OTKJIFOUYUNTb 3TOT KOMMOHEHT.

10.7. AOoNONHNTENBHO

B naHHOM pa3sgesne 3azatoTcs A3blK MPOrpaMMbl, MapameTpsbl XXypHana n KapaHtuHa.

Bbl MO>eTe BbIOpaTh 13 BbiMaZatoLLero cnmcka a3blk nporpammbl. CNMCoK S3bIKOB MOMOJHAETCS
aBTOMaTUYECKM U COAEPIXKUT BCe AOCTYMHbIE Ha TeKYLLUA MOMEHT IoKanmn3aLum rpapmyeckoro

nHTepderica Dr.Web.

ﬁ DrWeb > Hactpoiikn > OcHoBHbIE > JononAHWTENBHG

(© OcHoBHble

YeeaomMneHua
OBHOENEHME

CeTb

CamosawmTa
DrWeb Cloud
AHTUBMPYCHaA CeTb

JdononHutensHo

)

JononHutensHo

Azbik

Pycckuid v

HypHan

Hactpoiikn no ymoauanuw  VzumeHnTs

KapaHTtuH

an oﬁHapyerHH YrpPeo2 Ha CeeMHOM HOCHMTEeNe CO344BaTe Ka2aHTWUH Ha TOM e
HOCHTEene

3 Orkn

PucyHok

Hactpoiikm XXypHana

26. lononHNTeIbHble HAaCTPOUKMU

ﬂrﬂﬂ ynpaBaeHua HaCTpOI‘/JIKaMVI >KypHaia HaXXMUTe COOTBETCTBYHOLLYHO KHOMKY N3meHuTsb.

Z I :, Mo ymonyaHuio dainbl XypHana UMerT OrpaHUYeHHbIM pa3mep, paBHbid 10 Mb (ans
komnoHeHTa SplDer Guard — 100 MB). MNpwu NpeBbILLEHUN MaKCUMaAbHOTO pa3Mepa
dain xypHana ypesaetca A0:

e 33/laHHOTrO pa3mMepa, ec/iM MHPOPMaLKMS, 3aNncaHHas 3a CECCUIO, He MpeBbILlaeT
pa3peLLeHHbIN pa3mep;

PykoBoacTBO nosb3oBatens
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e pa3mepa Tekyllen ceccum, ecam nHbopmaums, 3anmcaHHas 3a Ceccuto, npeBbiliaeT
pa3peLUeHHbIV pa3mep.

Mo ymonuyaHuto ana Bcex komnoHeHToB Dr.Web xypHan Beaetca B cTaHAapTHOM pexxunme,
dvkcrpyroLwem ceayrowyro nHGOpMaLLmio:

KomnoneHt WHdpopmauusa

SplDer MNpoBeseHe 06HOBAEHWI, 3aMycK N ocTaHOBKa ctopoxa SplDer Guard, BupycHble

Guard CObbITWS, AaHHble O NpoBepsieMblx daiiax, MMeHax ynakoBLLVKOB U COAEPXKMMOM
NpoBepAEMbIX COCTaBHbIX OOBEKTOB (apXxMBOB, GaioB 3NEKTPOHHOW MOYTbI UK
balinoBbIX KOHTENHEPOB).

PekomeHayeTCs NCMOAb30BaTh 3TOT PEXNUM ANA onpejeneHns obbekToB, KOTOpble
ctopox SplDer Guard nposepsieT Hanbosee yacto. Mpn HEOBXOANMOCTU Bbl MOXETE
[06aBUTb Takme 06BEKTbI B CMUCOK UCKIHOUYEHWI, YTO MOXET CHMU3UTb Harpy3ky Ha
KOMMbloTEp.

SplDer Mail  MpoBeseHVe 06GHOBAEHWI, 3aMyCK U OCTaHOBKa NOYTOBOro ctopoxa SplDer Mail,
BMPYCHble COBbITUS, MapamMeTpbl NepexBaTa COeAVHEHWH, @ TakoKe JaHHble O
nposepsieMbIxX Galinax, MMeHax yrnakoBLLMKOB U COAEP>XKMMOM MPOBEPSEMBbIX
apXx1BOB.

PeKomeH,qyeTcn MCMONb30BaTh 3TOT PEXNMM 414 MPOBEPKN HACTPOEK NepexsaTa
COG,EI,VIHeHVIVI C MOYTOBbIMK CEpPBEPAMMN.

CkaHep B faHHOM pexxvMe B XypHane GUKCMPYHOTCS Takne cobbITus, Kak NpoBeieHue
0b6HOBNEHMI, 3anyck 1 ocTaHoBka CkaHepa Dr.Web, obHapy>KeHHble yrpo3bl, a Takke
JaHHble 06 MMeHax ynakoBLLMKOB 1 COAEP>XKMMOM MPOBEPSEMbIX apXMBOB.

bpaHamayap B ctaHzapTHOM pexxnme bpaHamayap He BegeT daiin xypHana. Mpu BkatoUeHUN
pexvma BeseHns NoapobHOro XypHaia cobupatoTca AaHHble O CeTEBbIX MakeTax
(pcap-norw).

O6HoBneHne Cnuncok obHoBAeHHbIX paitnos Dr.Web u ctatycbl ux 3arpysku, nHdopmaums o
Dr.Web paboTe BComoraTeNbHbIX CKPUMTOB, AaTa ¥ Bpems NpoBeaeHns 06HOBAEHWS,
nHdopmauusa o nepesanycke komnoHeHToB Dr.Web nocne o6HoBaeHus.

Cnyxba NHpopmaums o komnoHeHTax Dr.Web, nsmeHeHne HacTpoek KOMMNOHEHTOB,
Dr.Web BK/ILOYEHME W BbIKIFOUYEHNE KOMMOHEHTOB, COObITUA NMPEBEHTUBHOW 3aLLMUTI,
NOAKIOYEHNE K aHTVBMPYCHOW CeTW.

Co3aaHue gamMmnoB NamMAaTn

Hactpolika Co3aaBaTb AaMnbl MaMATU NPU OWINM6KaX NPOBEepPKU MNO3BOISET COXPaHATb
none3Hyto MHPopmaL Mo 0 paboTe HEKOTOPbIX KOMMOHeHTOB Dr.Web, uto no3BoanT cneumanmctam
KoMnaHun «[JokTop Beb» B fanbHenwemM npoBecTy 601ee NoHbIM aHaam3 NpobaemMbl 1
NpeanoXuTb ee pelleHve. PekoMeHayeTcs BKAKOUATb AaHHYH HaCTPOMKy Mo npockbe COTpyAHMKOB

PyKOBOACTBO nosab3oBaTtensd
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TEXHUYECKOW NoAsep>KKU «[lokTop Beb» nav npu BO3HMKHOBEHUM OWMBOK NpoBepKU Gainaos nam
obe3BpexunBaHus yrpos. Jamn namatn coxpaHsaetca B Buae daina ¢ pacwumpenvem .dmp B nanke %
PROGRAMFILES%\Common Files\Doctor Web\Scanning Engine\.

BkatoueHune noapo6HbIX XKypHanoB

& Mpw BefeHMM NOAPODBHOro XypHana GUKCUPYeTCs MaKCMMabHOE KOIMYeCTBO

: MHPopMaLun o pabote koMmrnoHeHTOB Dr.Web. 310 nprBegeT K OTKIHOUEHMIO
OorpaHnYeHns Ha pa3mMep GalraoB XypHana U CHU3UT MPOU3BOAUNTENBLHOCTb PaboThl
Dr.Web 1 onepaLoHHol cuctembl. icnonb3oBaTh 3TOT pPeXXUM ClelyeT TONbKO npw
BO3HWKHOBEHWN Npobiem B paboTe KOMMOHEHTOB MW MO NPOCbHe TEXHUYECKOW
noAsep XK1 KomnaHum «/loktop Beb».

1. YTO6bI BKIOUUTL PEXMM BefeHNs NOAPOBHOro XypHana AN O4HOro 13 KOMMNoHeHToB Dr.Web,
yCTaHOBUTE COOTBETCTBYHOLLMI PAAXKOK.

2. Mo ymonuyaHuo NoApPO6HBIN XXypHaN BeAETCA A0 NepBON Nepesarpy3ky onepanMoHHOM
cuctembl. Ecv HeobxoanMOo 3adurkcnpoBaTh NOBeAEHVE KOMMOHEHTa B MEPUOA 4O M Noce
nepesarpysku, yctaHoBute dnaxok MpogomkaTe BecTM NoApo6HbIN XXypHan nocnae
nepesarpy3ku (MCNoNb3yWTe TO/NbLKO MO 3anpocy TeXHUYECKOW NoaaepXKKu KOMMaHuu
«[lokTop Be6»).

3. CoxpaHuTe n3aMeHeHus.

Hacrpoiikmn kapaHTUHa

Bbl MOXeTe BKIKOUNTL OMLMIO, KOTOPas OMNpeaensieT PexnumM U30AALNM 3apaxkeHHbIX 06beKTOB,
0BHapy>KeHHbIX Ha CbeMHbIX HocuTensx. MNpun BKAKOYEHMN 3TOM ONuum NofobHbIe yrpo3bl
MOMELLLAtOTCA B Manky Ha TOM >e HocuTene 1 He wudpyroTcs. Mpu 3TOM nanka KapaHTWHa co3zaeTcs
TOJIbKO B TOM C/lyYae, eC/in BO3MOXHA 3anuncb Ha HocuTenb. Vicnonb3oBaHWe OTAeNbHbIX Narnok v
0TKa3 OT LWNGPOBaHMA Ha CbeMHbIX HOCUTENAX MO3BOAET NPEeAOTBPATUTL BO3MOXKHYIO MOTEPHD
AaHHbIX. Ecv onuua BbikNroUeHa, 06HapY>KeHHas yrpo3a nepemelLaeTcs B KapaHTUH Ha IOKalbHOM
auncke.

PyKOBOACTBO nosab3oBaTtensd
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11. UcknroueHusn

B AaHHOM paszgene Bbl MOXETE HACTPOUTb UCKNFOUYEHNS M3 NPOBEPOK KOMMoHeHTamu SplDer Guard,
SpIDer Mail n CkaHep, a Takxe 206aBWTb agpeca OTNpaBuTeNElN B YEPHbIV AW Genblli CNCOK,
4TOObI MMCbMa OT HMX He MPOBEPAANCH Ha CMaM.

YT06bI HACTPOUTL UCKHOYEHMS, OTKPOWUTE MEHHO i, 3anyctute HacTpoiiku {E‘} B pexvmMe
aZMuHuUcTpaTopa v Boibepute pasaen UcknroueHus.

Ans ncknroueHns onpegeneHHbix GaliioB 1 Nanok 13 NpoBepkn Bbibepute pasgen Paibl 1 nanku.

[na ncknroyeHna onpeseneHHbIX NPOLEeccoB U3 NPoOBepPKN KoMnoHeHTamun Dr.Web Bbibepute
pasaen [1puaoxeHns.

11.1. ®avinbl U NaNKu

B 3TOM pa3zene 3agaetca cnncok namnok n Gannos, KOTOpble UCKIOYAKOTCA U3 MPOBEPKU
komnoHeHTamu SplDer Guard n CkaHep. B Takom kauectBe MOTyT BbICTyMnaTb Nanku KapaHTUHa
aHTUBMpPYCa, paboune nankm HeKOTOPbIX MPOrpamMM, BpeMeHHble Gaitbl (Galiibl MOAKAUKM) U T. M.

Mo yMonYaHuIo CMcok MycT. JobaBbTe K UCKAFOUEHNAM KOHKPETHbIE Nanku 1 ¢ariibl an
MCMONb3yWMTE MackK, YTOObI 3anNPeTUTL MPOBEPKY ONpPeAeNeHHOW rpynnbl Gannos. Kaxabi
Ao06aBAseMblil 06bEKT MOXHO UCKIKOUNTL U3 MPOBEPKM Kak 0B6OMX KOMMOHEHTOB, TaK M KaXA0ro B
OTAENbHOCTU.

PyKOBOACTBO nosab3oBaTtensd
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UcknroueHns
ﬁ DrWeb = Hactpoiikn > Wcknrouerna > @ainel v nanku — O x
@ MCKﬂl‘Oqu ne Bbl MOXETE NCKAKUWTE M2 MPOBEPKK ONpedeneHHble dafnbl 1 Nanku.
Darns v Nanku : | :
OfsekT SplDer Guard CraHep

MNpunoxenwna

Crncok nycT

PucyHok 27. Ucknrouenuna ¢paiioB 1 nanok ns nposepku

®dopmupoBaHMe CMUCKA UCKAKOUEHUIA

1. Yt06bI 406aBUTL Nanky Uan Gain K CNUCKY UCKAKOYEHWUI, BbINMOJHUTE OAHO U3 CeAYHOLLMX
NeNCTBUIA:

e UTOObI YKa3aTb KOHKPETHbIV CyLLEeCTBYOLWMI Gaiin AN Nanky, HaXKMUTE KHOMKY ® B
OTKPbIBLUEMCA OKHe HaxmMuTe KHornky O63op v Bbibepute nanky wam ¢ann B CTaHAapPTHOM
OKHe OTKpbITUsA darina. Bbl MOXeTe BPYyUHYO BBECTV MOJHbIN NyTb K dainny nav nanke B none
BBOJA, a TakXe OTpeAaKTMpoBaTh 3anncb B NoJie BBOAA nepes AobaBaeHVEM ee B CMNCOK.
Hanpumep:

e C:\folder\file.txt — uckaouaet n3 nposepku dann file.txt B nanke C:\folder.

e C:\folder — WCKNOYAET U3 NPOBEPKU BCe noananku n dannbl B nanke C:\folder.

e 4TOObI UCKNHOUNTL M3 MPOBEPKM dain c onpeAeneHHbIM UMeHeM, BBeuTe UMa Gaiina,
BK/FOUas pacluMpeHuve, B NoJie BBOAA. YKa3biBaTb NyTb K Gaiy npu 3TOM He TpebyeTcs.
Hanpumep:

e file.txt — UCKIKOYAET U3 NPOBEPKM BCE hainbl C MMeHeM file n paclumpeHunem .txt Bo
BCeX narkax.

e £ile — UCKNtOYAET M3 NPOBepPKYM BCe Palinibl C UMeHeM file 6e3 paclumpeHms BO Bcex nankax.

® UTOObI MCKNOUUTB U3 NPOBEPKN daitsibl AN NanKK ONpeseneHHOro Buaa, BBeauTe
onpeaensoLyo KX Macky B NnoJsie BBOAa.

Macka 3azaeT 06LLyHO YacTb MMeHM 06beKTa, NPW 3TOM:

PykoBoacTBO nosb3oBatens
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CMMBOJ «*» 3aMEHAET J'II'O6yI-O, BO3MOXHO NyCTyHo, nociefoBate/ibHOCTb CMMBOJIOB,;

CUMBOJ1 «?» 3aMeHsET OO0, HO TONIbKO OANH CUMBOJT;

Mpumeps:

oTyet*.doc — Macka, 3agaroLlas Bce JokyMeHTbl Microsoft Word, HasBaHue KOTOpbIX
HaYMHaeTCs C MOACTPOKMN «OTYET», Hanpumep, Gaiabl oTyeT-dpeBpanb.doc,
otyet121209.docwn 1.4,

*.exe — Macka, 3ajaroLas Bce UCnosiHseMble Gaitabl ¢ pacumpenvem EXE, Hanpumep,
setup.exe, iTunes.exe N T. A4.;

photo????09.jpg — Macka, 3agatoLas Bce dalinbl M3obpaxeHni popmarta JPG, Ha3BaHWe
KOTOPbIX HaUMHAETCA C NOACTPOKM «photo» 1 3akaHuUMBaeTca noacTpokon «09», npwu
3TOM MeXay ABYMS 3TUMMW NOACTPOKaMU B Ha3BaHUM paiina CTOUT POBHO YeTbipe
NPOW3BOJIbHbIX CMMBOA, HanpuMep, photo121209.jpg, photomama09.jpg wam photo----
09.jpg.

file* — ncknrouaet 3 nposepkm Bce daribl C AOOBIMU PaCUMPEHUAMU, UMSA KOTOPbIX
HaumnHaeTtcs c file, Bo Bcex mankax.

file.* — ncknrouaet 13 nposBepkm Bce dainbl ¢ UMeHeM file n A6bIM paclumpeHemM BO
BCEX narkax.

C:\folder\** — ncknrouaet n3 nposepkm Bce nognanku n danabl B nanke C:\folder. B
nognankax dannbl 6yayT NpoBePATLCA.

C:\folder\* — mnckntouaet 13 nposepkm Bce danabl B nanke C:\folder n Bcex nognankax Ha
NOH60M YpPOBHE BNIOXKEHHOCTU.

C:\folder\*.txt — nckntoyaet 13 nposepkm darnbl *.txt B nanke C:\folder. B nognankax
daiinbl *.txt byayT npoBepaTbCS.

C\folder\*\*.txt — nckntouaet n3 nposepkn danbl *.txt TONbKO B Noanankax NnepBoro
ypoBHs BnoxeHHoctv nanku C:\folder.

C\folder\**\*.txt — ncknrouaet 13 nposepkn darabl *.txt B nognankax Ato60ro ypoBHs
Bno>xeHHocTn nankun C:\folder. B camoii nanke C:\folder dannbl *.txt 6yayT npoBepsATbCS.

2. B OKHe HaCTpoWKM yKaxuTe, Kakve KOMMOHEHTbI He A0/KHbI MPOBOAWTL NPOBEPKY BbIBpaHHOrO
dbanna.

Haxmute kHonky OK. BbibpaHHbI dain nam nanka noABUTCA B CrINCKE.

4, ﬂ'flﬂ TOro UTOObI oTpeaakTnpoBaTb NCKIKOYEHME, Bbl6epI/ITe Hy)KHbII\/'I N1eMEHT B CNNCKe N

HaxxkmuTe

5. TMpw HeobxoammocTn noTopUTe Warn 1 1 2 ana gobaBaeHns apyrux Garaos nav nanok. YToobel
yAanuTb Gann am nanky 13 crnmcka UCKAKYEHWUI, BblbepUTe COOTBETCTBYHOLLUIA S/1EMEHT B

CrvcKe 1 HaXMuTe KHOMKY .

Pa6bota c o6bekTamMu B cnucke

A,

Mpw HaxaTUM KHOMKK “_ JOCTYMHbI CleaytoLLme AeCTBUS:

PyKOBOACTBO nosab3oBaTtensd
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e DKCMOPT — 3Ta OMNLUMsA NO3BOAET COXPAHWUTb CO3AaHHbIN CMIMCOK UCKIHOYUYEHMI, UTOObI
MCMOAb30BaTh €ro Ha APyromM KoMMbtOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

e Mmnopt — 3Ta onuus No3BoAsSET UCMOIb30BaTh CMIUCOK UCKAFOUEHWI, CO3A4aHHbI Ha APYrom
KOMMbLOTEpE.

e OuncTuTb Bce — 3Ta onuna No3BOJIAET yaa/inTb BCE 06BbEKTbI U3 CIMCKA UCKAHOYEHU.

11.2. MpunoxxeHusn

B 3TOM pasgene 3asaeTca CNMCOK NPOrpamMM 1 MPOLLECCOB, KOTOPbIe NCKIKOYAOTCA U3 NPOBEPKMU
SplDer Guard v SplDer Mail.

Mo yMONYaHWIO CAMCOK MyCT.

#F DrWeb > Hactpoiikn > Wckarouenna > Mpnunosenns — O X

— Bkl MOMXETEe MCKAHYNTL M3 MPOBEPKKA 0N efefeHHble NporpamMmMel 1 NpoUeccsl. 3T0,
© Wcknrouenns posepkn onp porp P
BO3MOXHO, YBEAWYWT CKOPOCTE NPOBEPKK, HO Be30NacHoCTL KOMNBHOTEDS MOXET

BBITe NOA YTPO20M.

®OE®

ObwekT SplDer Guard SplDer Mail

Dainel ¥ Nanku

[punoxeHMa

Crncok nycT

PucyHok 28. CnMcoK NcKaroUYaeMbiX NPUIOXKEHUN
®dopmMupoBaHUue CNUCKa UCKIIOUEHWUI

1. YT106bI 4O6ABUTL NPOrPaMMy MM NPOLLECC K CINCKY UCKIKOUYEHUI, HAXKMUTE @ BbinosHuTe
OfHO V3 CNesyroLnX AeNCTBUI:

e B OTKPbIBLUEMCSA OKHE HaxXMuTe KHomnky O630p v Bbibepute NpUioXeHve B CTaHAAPTHOM
OKHe OTKpbITUA darna. Bbl MoXeTe BPyUHYO BBECTW MOJHbIN MyTb K MPUAOXEHWIO B MO
BBOJa. Hanpumep:

C:\Program Files\folder\example.exe

e UTOObI MCKNOUUTL MPUNOXKEHNE U3 MPOBEPKM, BBEAWTE €ro MM B MoJsie BBOAA. YKa3blBaTb
MOJIHBIN MyTb K MPWUIOXKEHNIO NPW 3TOM He TpebyeTtcs. Hanpumep:

example.exe

PykoBoacTBO nosb3oBatens
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UTOBbI UCKAOUNTL N3 NPOBEPKU MPUNOXKEHNA OnpefeneHHOro sujaa, BBeAnTte onpeaenarolyro
Mx Macky B noJjie BBoja

Macka 3asaet o6LLyt0 YacTb UMeHM 06beKTa, NPU 3TOM:

CUMBOJ «*» 3aMeHsAeT J'II-O6yI-O, BO3MOXHO NyCTyH, nociefoBate/ibHOCTb CMMBOJIOB;

CMMBOJ «?» 3aMeHAeT J'II-O6OI;1, HO TOJIbKO OAVH CUMBOJI;

MpuMepsbl 3afaHns UCKNHOUYEHWNIA:

C:\Program Files\folder\*.exe — UCKAKOUAET N3 NPOBEPKM NpuaoxeHus B nanke C:
\Program Files\folder. B nognankax npunoxeHus byayT NnpoBepaTbCS.

C:\Program Files\*\*.exe — WUCKNKOUAET N3 NPOBEPKM MNPUIOXKEHUA TOLKO B
noznankax NepBoro ypoBHs BAoxeHHOCTK nanku C:\Program Files.

C:\Program Files\**\*. exe — WUCKAHOYAET U3 NPOBEPKMN NPUIOKEHNSA B NOANankax
nroboro ypoHs BaoxeHHoctv nanku C:\Program Files. B camoii nanke C:\Program Files
NPWAOXKeHNs ByAyT NPOBEPATHCS.

C:\Program Files\folder\exam*.exe — UCKNHOYAET U3 NPOBEPKMN NHOObIE
npwnoxenuns, B nanke C:\Program Files\folder, Ha3BaHWs KOTOPbIX HaUMHatOTCA € "exam”. B
noznankax 3T NPUIOXeHMs ByayT NPOBEPATLCA.

example.exe — UCKAHOYAET 13 NMPOBEPKM BCE MPUIOXNKEHUA C UMEHEM example n
pacwmpeHnemM .exe BO BCeX Narnkax.

example* — UCKJIOYAET U3 NPOBEPKN NPUIOXKEHUSA N060oro T!na, UMeHa KOTOPbIX
Ha4MHAKOTCA C example, BO BCeX narnkax.

example.* — UCK/IOYAET U3 MPOBEPKM BCE NMPUNOXKEHNA C UMEHEM example 1 Nt0bbIM
pacLiMpeHremM BO BCeX Markax.

Bbl MOXETE UCKNHOUUTb U3 MPOBEPKM NMPUNOXKEHNE MO MMEHN NEPEMEHHOW, €C/IN B HACTPOMKaXx
CUCTEMHbIX MEPEMEHHBIX 33J1aHO MM$ 1 3HaYeHve 3Tol nepeMeHHon. Hanpumep:

$EXAMPLE PATH%\example.exe — UCK/IHOYAET M3 NPOBEPKM NMPUIOXKEHNE MO UMEHM
CUCTEMHOW NepeMeHHOW. IMA cMCTEMHOM NePEMEHHON 1 ee 3HaYeHNEe MOXKHO 3aaTb B
HacTpolikax onepaLoHHOM CUCTEMDbI.

Ana onepaunoHHon cuctembl Windows 7 v Bbiwe: MaHenb ynpaBaeHua — Cuctema —
JononuunrtenbHble NapamMeTpbl cuctembl — [lonoaHutenbHo — MepemeHHble cpeabl —
CucTteMHbIe NepeMeHHble.

Ms nepemeHHol B NpuMepe: EXAMPLE PATH.

3HaueHune nepeMeHHOM B npumepe: C: \Program Files\folder.

2. B OKHe HacTpOWKM yKaxunTe, Kakme KOMMOHEHTbI He JO/KHbI MPOBOAMUTL MPOBEPKY BbIOPaHHOTO
npunoxenHus. 1ns o6bEKTOB, UCKAKOYAEMbIX U3 MPoBepKkM KomnoHeHToM SplDer Mail, ykaxute
LOMNONHUTENIbHbIE YCIOBUA.

PyKOBOACTBO nosab3oBaTtensd
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Mapametp

HezaBucumo ot
Hasnmuuns LMdppoBoi
NOAMUCK NMPUNOXKEHNSA

Mpwn Hannuum
neNCTBUTENIbHOM
undpoBoKr noanucu
NpPUAOXeEHUA

Nio6oin Tpaduk
3alwmndpoBaHHbIM
Tpaduk

Mo Bcem IP-agpecam n
noptam

Mo yka3aHHbIM |P-
ajpecam u noptam

3afaHve ajpecos u
nopToB

UcknroueHus

OnucaHune

BbibepuTe 3Ty HaCcTPOIKY, eCN NPUNOXKEHME JONXKHO ObITh
NCKIFOUEHO M3 MPOBEPKN BHE 3aBMCMMOCTM OT Ha/lM4us y Hero
LeNCTBUTENbHON LMbPOBOW NoANMCH.

BbibepuTe 3Ty HaCTPOKY, €CAN NPUNOXKEHME JONXKHO ObITh
NCKNHOYEHO U3 NPOBEPKN TOJIBKO NMPU Haan4vmm AGVICTBMTeﬂbHOVI
LUMdPOBOM MNOAMUCU NPUIOXKEHWS. B MPOTMBHOM C/lyyae MpuioxeHune
byzeT NpoBepeHO KOMMOHEHTaMU.

BbibepuTe 3Ty HacTpoOiKy, UTOBbI UCKIOUNTL U3 MPOBEPKU U
3alWmndPOBaHHbIN, N He3aWNPPOBaHHbIN TpadrK NPUNOKEHNS.

BbibepuTe 3Ty HacTpoOiKy, UTOObI UCKIOUNTL N3 MPOBEPKMN TONBKO
3aWwmndpoBaHHbIA TPadUK NPUNOXKEHNS.

BbibepuTe 3Ty HacTpoOiKy, UTOBbI UCKIOUNTL M3 NPOBEPKN TPahUK,
nepegaBaemMblii Ha ntobble IP-agpeca n NopTbl.

BbibepuTe 3Ty HacTpoliky, UTobbl ykasaTb IP-agpeca nav noptel Ana
NCKIIOYEHMA 13 MPOBEPKN NepesaHHOro ¢ HUx Tpaduka. Tpapuk,
nepeAaHHbIV € ocTaibHbIX IP-agpecoB nan nopTo., 6yaeT npoBepeH
(eCcnn He NCKNFOYEH APYTUMU HacTPOMKaMm).

[lns TOHKOW HaCTPOMKN UCKNKOUEHUI UCMONB3YNTE Clesytolmne
pekoMeHaaLmnn:

e UTOObI NCKNOUNUTDL M3 MPOBEPKM ONpeAeseHHbIN AOMEH Mo
onpeAeneHHOMY MOPTY, YKaxuTe, HanpuMmep, site.com: 80;

e 11 UCKIKOYEHUA U3 NPOBEPKM Tpaduka No HecTaHAaPTHOMY NMOPTY
(Hanpwmep, 1111) HeobxoaMMO ykasaTb: *:1111;

e /1S UCKNHOUEHMS U3 NPOBepkY Tpaduka OT JOMeHa Nno atobomy
MOPTY yKaXuTe: site: *.

PyKOBOACTBO nosab3oBaTtensd
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#F DrWeb > Hacrpoiikn > Mcknrouenna > Mpunoxkenus - O x

Wcknrouaemele NPUNOXKEHWA M

WeckaiounTe M2 npoeepky KomnoHeHTom SplDer Guard

Vckaioumte M2 npoeepky KomnoHeHTom SplDer Mail

OTMEHWTE @

PucyHok 29. lo6aBneHne NpuioXKeHUi B UCKJIIOUEHUS

3. Haxwmwute kHonky OK. BbibpaHHOE npuioeHne NoSBUTCA B CMIUCKE.

4. Mpun HeOBXOAMMOCTM NOBTOPUTE AEUCTBUA AN A06aBAEHWS APYTUX MPOrpPaMM.

Pa6boTta c o6bekTaMu B cnucke

=
]

YT0bbI oTpeaakTnpoBaTb NCKAKOYEHME, Bbl6epI/1Te Hy)KHbIIz 3/1EMEHT B Crncke 1 HaxmuTe /. YT1o6sbl
YAannTb NMPUAOXKEHNE N3 CrNCKa NCKIHOYEHWI, Bbl6epVITe COOTBeTCTByI-OLLI,VIl\/’I N1eMeHT B CrnCKe N

HaxxmuTe L,

Mpw HaxaTM KHOMKK 2 JOCTYMHbI CieaytoLLme AeiCTBIS:

e DKCMOPT — 3Ta OMNLUMsA NO3BOAAET COXPAaHUTb CO3AaHHbIN CMIUCOK UCKIHOYUYEHMI, UTOObI
MCNO/Ib30BaTb €ro Ha APYrom KOMMbIOTEPE, HAa KOTOPOM ycTaHoBaeH Dr.Web.

e Mmnopt — 3Ta onuus No3Bo/SET UCMOb30BaTb CMIUCOK UCKAFOUEHWI, CO3AaHHbI Ha APYrom
KOMMbOTEPE.

e OuncTuTb Bce — 3Ta onumna Nno3BOJIAET yaa/lnTb BCE 06BbEKTbI U3 CIMCKA UCKAHOYEHU.

PyKOBOACTBO nosab3oBaTtensd

79



141
d
A

Pu)
$

KomnoHeHTbI 3aluThbl

12. KOMnNoHeHTbI 3a4nTbI

KoMnoHeHTbI 3aWwuTbl 0becneunBaroT CKaHUPOBaHWEe CUCTEMbI, MPOBEPKY MMCEM Ha HaaMuve yrpo3
W crnam, KOHTPOJIb CeTEBbIX COefnHeHu n HTTP-Tpaduika.

YT0bbI HaCTPOUTb KOMMOHEHTbI 3alUThbl, OTKPOI\/'ITe MEHHO @, 3anycrtute HaC'rpoi/'u(u {g} B pexnme
aaMUNHNCTPATOPa N Bbl6epl/ITe pasaen KomnoHeHTbI 3alnTbl.

flf HaCTpOVIKM KOMMOHEHTOB 3aLlWTbl AOCTYMHbI TOJIbKO MpW 3anycke C npaBamu
= AAMUHNCTPATOPA.

YT106bI HACTPOUTL MPOBEPKY OTKPbIBaeMbIx GaliIoB UK 3amyckaeMblX NPOLLECCOB, Bbibepute
SplDer Guard.

YT06bI HACTPOUTL MPOBEPKY MOUTbI Ha Hanume yrpo3, Bbibepute SplDer Mail.

[N KOHTPO/IA 338 NOAKAFOUEHUAMMN U Nepeady AaHHbIX MO CETU VIHTEPHET, a Takxke A1 1
H6N0KMPOBKM MNOAO3PUTENBHBIX COEANHEHWUI Ha YPOBHE NakeToB U MPUIOXeHWN, BbibepuTe

bpaHamayap.

[ns 3MeHeHWs o6LLMX NapaMeTpoB NpoBepkn GaliioB N pa3nUHbIX 06bEKTOB, peakLunm Ha
06Hapy>keHWe 3apaxeHHbIX UM NOA03PUTENbHBIX GaIOB 1 BPEeLOHOCHbBIX MPOrpaMm, Bbibepute

CkaHep.

[ns KOHTPOAA 3a NOBEAEHNEM CTOPOHHMX NPUIOXKEHWI BbibepuTe pasgen [peBeHTMBHas 3allmTa.

12.1. SplDer Guard

SpIDer Guard — 3TO aHTMBUPYCHbIV CTOPOXK, KOTOPbIV MOCTOAHHO HaXOAUTCA B ONepaTUBHOM
namsT, OCyLLLeCTBAAA NPoBepKy dGaliNoB U NaMATV Ha /IETY, a Takxke 0BHapy>KMBas NPOABAEHNUs
BMPYCHOW aKTUBHOCTM.

Mpw HacTpolikax Mo YMOJIYaHUIO CTOPOXK Ha IeTy MPOBEPSET Ha XKECTKOM AMCKE — TO/bKO
co34aBaeMble UM U3MeHsieMble Gaibl, Ha CbeMHbIX HOCUTENAX — BCe OTKPbIBaemble dalibl.
Kpome TOro, CTopox NOCTOSHHO OTCNEXMBAET AENCTBMS 3anyLLEeHHbIX MPOLLeCCOB, XapaKTepHble A8
BMPYCOB, 1 NpW UX 0BbHapy>KeHnn BaokupyeT 311 npouecchl. Npu 06HapPY>KEHNM 3apaskeHHbIX
06bekToB cTopox SplDer Guard NpUMEHSET K HAM AeUCTBUA COMNacHO YCTaHOBJIEHHbIM
HacTpomkam.

®ainbl BHYTPU apXMBOB M MOYTOBbIE ALLUMKN He NpoBepsatoTca. Ecam kakon-ambo darin B apxuee nam

MOYTOBOM BJIOXKEHWN MHOULIMPOBAH, TO BPEAOHOCHbIV 06beKT ByAeT 0BbHapy>KeH CTOpOXKeM npwu
n3BaeYeHUn daina A0 NOABAEHMS BO3MOXXHOCTM 3apaxeHus KoMnbtoTepa. [ns npesoTBpalleHns
MPOHMKHOBEHMS Ha Ball KOMMbIOTEP BPEAOHOCHbIX O6BbEKTOB, PacnpOCTPaHAEMbIX MOCPEACTBOM
3NEKTPOHHOWM MOUYTbI, MCMO/Ib3YiTe NOYTOBLIV cTOpOXX SplDer Mail.

PyKOBOACTBO nosab3oBaTtensd
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Mpu 0bHapy>KeHWN 3apaxkeHHbIx 06bekToB cTopox SplDer Guard npumeHseT K HUM AeicTBuA
COrNacHO YCTaHOBJEHHbIM HacTpoikam. COOTBETCTBYIOLWMUM M3MEHEHNEM HAaCTPOeK Bbl MOXeTe
M3MEHWTb aBTOMAaTMYeCKyHo peakLMio CTOpoXKa Ha BUPYCHble COObITHA.

Mo ymonuaruto SplDer Guard 3anyckaeTcs aBTOMaTUUeCKW NP KaXA0W 3arpy3ke onepauoHHON
CUCTEMbI, MPY 3TOM 3anyLeHHbI cTopox SplDer Guard He MOXeT BbiTb BbIrPY>KEH B TeUEeHMe
TeKyLLLero ceaHca paboTbl onepaLoHHON CUCTEMBI.

12.1.1. Hactpowka SplDer Guard

[nsa poctyna Kk HacTporikam ctopoxa SplDer Guard 3anpalumBaeTcs naposib, eCau B
: pa3gene HacTporiku Bbl BKIOYMAM ONLUMIO 3almiiaTb naponem Hactpoiiku Dr.Web.

Hactpoikun nporpamMmmbl N0 YMOYaHWIO ABASIOTCA ONTUMabHbIMWU A1t GObLUMHCTBA MPUMEHEHW,
WX He cnesyeT N3MEeHATb 6e3 He0BXOANMOCTH.

#F DrWeb > Hacrpoiikn > KomnonenTel sawwrel > SplDer Guard - O >
@ KOMMOHEHTHI Onuwun nposepku
Ba“—LMTbI I'Iposepﬂrh 0B6BEKThI Ha CheMHbIX HOCUTENAX
@ Bk
SplDer Guard
EJ'ICIKHpOEIBTh dBTO2aNYCK CO CheMHbIX HOCHTENRA
SplDer Mail @ oo
CkaHep
JelicTBnA

Epanamaysp
VHGWUMpOBaHHEIE

an'EE'HTHEHaFI 3dlliMTa

Neunts, nepemMelllaTte B KapaHTUH HelanedrmMele [pEKOMEH,ﬂJETCHJ hd

I'Io,n,oa PUTENBHBIE

MepemellaTs B KapaHTHH (peKOMEHLYETCA) v

JonoAHUTEABHBIE HACTPORKK

PucyHok 30. Hactpowka SplDer Guard

Onuun npoBepkm

SplDer Guard no ymosyaHuio NpoBepsAeT OTKPbIBaeMble, M3MEHAeMbIe 1 3amnyckaemble dpaisbl Ha
CbeMHbIx HocuTenax nHpopmauum (CD/DVD-anckn, dnew-Hakonutenn n T. 4.), a Takxe 6aokmpyet
aBTOMaTUYECKMIA 3aMyCK MX aKkTUBHOTO COAEP>XXMMOro. Vicnoab3oBaHmne 3Tvx HacTpoek NomoraeTt
npesoTBPaTUTL 3apaxkeHne Ballero KOMnbroTepa Yepes CbeMHble HocuTenu. Mpun OTKNrYeHUN 3TUX
onuui 06beKTbl Ha CbEMHbIX HOCUTENAX MPOBEPATLCSA He ByayT.

PykoBoacTBO nosb3oBatens
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B cnyyae BO3HMKHOBEHMS NPob6aeM MpuW yCTaHOBKe NPorpamm, obpaLlaroLmxcsa K
: danny autorun.inf, pekomeHayeTCcs BpEMEHHO OTKIOUUNTL onumto biiokupoBatb
aBTO3aMnyCcK CO CbeMHbIX HocuTene.

DecTBUA

B 3ToMm pa3gene 3agaetca peakums ctopoxa SplDer Guard Ha 06Hapy>eHWe 3apakeHHbIX UK
NoA03puTeNbHbIX GaliioB 1 BPEAOHOCHBIX MPOrpaMM.

Peakuus 3aZaeTcs OTAEIbHO ANS KaXA0M KaTeropmm o6bekToB:

¢ NH}unumpoBaHHble — 06BbeKTbI, 3apaXkKeHHbIe M3BECTHbIM U (MPEeANONOXUTENBHO) N31E4NMbIM
BUPYCOM;

e Mopo3putenbHble — 06BLEKTLI, NPEANONOXMTENBHO 3apaXkeHHbIE BUPYCOM WM cofepiKallme
BPEeAOHOCHbI OObEKT;

® pas/iMyHble MNOTEHLMANIbHO OMnacHble 06BbeKTbl. YTOObI pa3BepHYTb BECH CMINCOK OOBbEKTOB,
HaXXMuTe CCbliky JLONONAHUTEIbHbIE HaCTPOMKM.

Bbl MOXeTe n3meHuTb peakumto ctopoxxa SplDer Guard Ha obHapy>keHme Kaxxaoro Trna o6bekToB
B OTAenbHOCTW. COCTaB AOCTYMHbIX peakLunid NpY 3TOM 3aBUCUT OT TWMa yrpos3bl.

Mo ymonuaHuto ctopoxx SplDer Guard nbiTaeTcs BblneunTb Gaibl, 3apaxkeHHble N3BECTHLIM U
NOTEHLMANbHO U31eUYMMbIM BUPYCOM, OCTa/lbHble Hanboiee onacHble 06beKTbl — nepemelLaeT B
KapaHTuH. Mporpammbl-LLyTKKW, MporpaMMbl B3I0OMa 1 HebnaroHaseXHble 06bekTbl MO YMOAYAHUIO
urHopwmpytotcs. Peakuum ctopoxa SplDer Guard aHanormyHbl COOTBETCTBYHOLLMM peakLnam
CkaHepa Dr.Web.

CyLLecTBYHOT CesytoLine AelCTBUS, NPUMeHseMble K 0OHapy>KeHHbIM 06beKTaMm:

AeiicTtBne Onucanue

Neunts, BoccTtaHOBUTL cOCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
nepemeLlatb B nonbITKa NeyeHns He Bblna ycnewHowm, To 06bekT byaeT nepemelLeH B
KapaHTUH KapaHTUH.

Heunsneymmble
[laHHOoe felicTBME BO3MOXHO TONbKO A1l OOBEKTOB, 3apaKEHHbIX M3BECTHbLIM

M371€4MMbIM BUPYCOM, 3@ UCKIOYEHNEM TPOAHCKUX MPOrpaMM 1 3apaXKeHHbIX
dalinoB BHyTpW cOCTaBHbIX 06bEeKTOB (apXxnBOB, GaiNoB INEKTPOHHOW MNOYTHI
nnn GannoBbIX KOHTENHEPOB).

Neunts, yaanate  BoccTaHOBUTL coCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
Heunsneunmble nonbITKa NeyeHuns He Bbina ycrewHowm, To 06bekT byaeT yaaneH.

[laHHOe feliCTBME BO3MOXHO TONbKO /19 OOBEKTOB, 3apa>keHHbIX N3BECTHbIM
N3Ne4YMMbIM BUPYCOM, 38 UCKIFOYEHNEM TPOAHCKMX MPOrpamMmM 1 3apa>keHHbIX

PyKOBOACTBO nosab3oBaTtensd
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[Mepemelatb
B KapaHTWUH

VirHopuposatb

KomnoHeHTbI 3aluThbl

OnucaHune

dannoB BHYTPM COCTaBHbIX OOBEKTOB (apXMBOB, PalriioB INEKTPOHHOW NMOYTbI
NN GanNoBbIX KOHTENHEPOB).

Yaanntb obbekT.

[N 3arpy304YHbIX CEKTOPOB HUKAKNX AEACTBUI NPON3BOANTLCSA He ByaerT.
MepemecTUTb 06BEKT B CNeumanbHyro nanky KapaHTuHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKMX AEACTBUI MPON3BOANTLCS He ByaerT.

Mponyctnte 06BbEKT 6e3 BbIMOJHEHWS KaKUX-1MO0 AeNCTBUI U HE BbIBOAUTb
OnoBeLLeHus.

[laHHoe zelicTBME BO3MOXHO TONbKO A/18 BPEAOHOCHbIX MPOrpaMM: pekiamMHble
nporpammsbl, NPorpaMMbl 403BOHa, MPOrPaMMbl-LLYTKWX, NOTEHLMaAbHO
onacHble NpPorpaMmel U MPOrpamMmbl B3OMa.

i'i Cropox SplDer Guard He npoBepsieT cocTaBHble 06bEKTbI (aPXUBbI, Galibl
: 3NEKTPOHHOW MOYTbl UK dalrioBble KOHTENHEPbI), MO3TOMY HUKakue AeWCTBUA Hag,
HUMW NAW BXOAALLMMU B UX COCTaB GparinaMu He MPOU3BOAATCS.

Pe3epBHble kKON 06paboTaHHbIX 06BEKTOB COXpaHsatoTca B KapaHTuHe.

Pe>xnm npoBepku

B aaHHOW rpynne HacTpoOeK 3aAaeTcs, MPU Kaknx AenNcTBMsAX C 06 beKTOM A0J/KHa MPON3BOAUTLCS
ero nposepka ctopoxem SplDer Guard.

Hacrpoiika

OnTManbHbIN
(pexkomeHayeTcH)

MapaHounganbHbIN

OnucaHue
Vicnonb3yeTca No ymMoi4aHuio.

B gaHHOM pexunmMme npoBepka NpPon3BOAUTCA TOJIBKO B C/IEAYHOLLKMX CayHaax:

e /15 O6BLEKTOB Ha XeCTKUX AMCKax — Mpu 3anycke Uan co3gaHum ¢ainnos, a
TakoKe MOoMbITKe 3aMncK B CyLLEeCTBYOLLME Galifbl AW 3arpy30UHble CEKTOPa;

e /151 O6BLEKTOB Ha CbeMHbIX HOCUTENIAX — Mpu NtoboM obpalleHnn K dparinam
MW 3arpy30YHbIM CeKTopaM (YTeHMe, 3annch, 3amyck).

B saHHOM pexkume npu nNtobomM obpallleHnn (Co3jaHune, YTeHue, 3amnnch,
3anyck) NPOU3BOAMTCS NpoBepkKa Bcex $hanioB U 3arpy304HbIX CEKTOPOB Ha
>KECTKMX U CETEBBIX AMCKAX, a TakKe CbeMHbIX HOCUTENAX.

PyKOBOACTBO nosab3oBaTtensd
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& Mpu paboTe B onTvManbHOM pexume SplDer Guard He npepbiBaeT 3anyck

: TecToBor nna EICAR 1 He onpezensieT JaHHYH OrepaLyuio Kak onacHyo, Tak Kak
JaHHbIA Galin He NpeacTaBAseT yrpo3bl Ans komnbroTepa. OAgHaKo Npu KOMMPOBaHUM
nnn cosganunm takoro danna Ha komnerotepe SplDer Guard aBTomaTnyecku
obpabatbiBaeT Galia Kak BPELOHOCHYH NMPOrpaMmMy v Mo YMOAUYaHMIO NepemMeLLaeT ero
B KapaHTuH.

YTOUHeHuaA n peKkomeHaaunmn

Pexxvm ONTUMaNbHbIN PEKOMEHAYETCA UCMO/Ib30BaTh NMOC/IE MPOBEPKM BCEX XKECTKUX AUCKOB NP
nomolum CkaHepa Dr.Web. MNpw 3ToM ByAeT NcktOUEHO NPOHUKHOBEHWE HAa KOMMbIOTEP HOBbIX
BMPYCOB WM APYTVX BPELOHOCHbBIX MPOrpaMM Yepes CbeMHble HOCUTENW, HO NPW 3TOM He byaeT
NPOBOAUTLCA MOBTOPHOM NPOBEPKU Y>KE MPOBEPEHHDIX, YNCTbIX, OOBEKTOB.

YcraHoBKa pexvma MapaHouaanbHblii o6ecreynBaeT MakCMasbHbl YPOBEHb 3aLLMThbl, HO
3HAYUTENbHO YBENMUMBAET Harpy3ky Ha KOMMbHOTEP.

B nto6oM 13 pexxnMoB NpoBepka 06BHEKTOB Ha CETEBbIX AMCKAX UM CbEMHbIX HOCUTENSX
MPOU3BOANUTCA TOIBKO MPU BKAOUEHUM COOTBETCTBYHOLLMX OMLMWIA B Tpynne HacTpoek Onuun
npoBepKMu.

& HekoTopble cbeMHble HOCUTENN (B YaCTHOCTW, MOBUJ/IbHbIE XXECTKME ANCKU C

: nHTepdericom USB) MOryT mpescTaBasTbCs B CUCTEME KaK XecTkue Ancku. MNostomy
Takue yCTPOMCTBa CnesyeT UCNOo/Ib30BaTh C 0COHOM OCTOPOXKHOCTLIO M MPOBEPSATHL Ha
BMPYCbl MPU MOAKAHOUYEHWIN K KOMMbIOTEPY € Nomollblo CkaHepa Dr.Web.

®alinbl BHYTPY apXx1MBOB ¥ MOYTOBbIE ALLMKM MO YMONYaHUIO He npoBepaAtoTcs. OTkas oT
NPOBEPKM apXMBOB W 31EKTPOHHOM NMOYTbI B YCNOBUAX MOCTOAHHON paboTbl CTOpO>Ka
SplDer Guard He BeZeT K MPOHUKHOBEHWIO BMPYCOB Ha KOMMbIOTEP, a JnLb
OTKNaZblBaeT MOMEHT UX 0BbHapy>keHWs. Mpn pacnakoBke 3apa>KeHHOro apxmBa Uau
OTKPbITUW 3apa>KeHHOro MMCbMa onepaLMoHHas cucteMa NPOU3BOAUT MOMbITKY
3anucatb MHOMLIMPOBaHHbIM OOBEKT Ha AWUCK, MpW 3TOM cTopoxk SplDer Guard
HeMnHyemMo obHapy>X1BaeT BPeAOHOCHbIA OOBEKT.

[ononHurenbHblie HACTPOUKM

DTa rpynna HacTpoek NO3BOASAET 3ajaTb NapaMeTpbl MPOBEPKM Ha IeTy, KOTopble byayT
NPUMEHATbCA BHE 3aBMCUMOCTU OT BbIGpaHHOro pexmmMa paboTbl ctopoxa SplDer Guard. Bbl
MO>XKETE BKIHOUNTB:

NCnoab3oBaHNE 3BPUCTUYECKOTO aHanm3aTopa,

e MPOBEPKY 3arpy>Kaembix MPOrpaMm v Moaynei;

NpOBEpPKy YCTaHOBOYUHbIX $ainnos;

npoBepKy GpannoB Ha CETEBbIX AUCKaX (HE peKOMeEHAYeTCA);

PyKOBOACTBO nosab3oBaTtensd
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® NMPOBEPKY KOMMNbKOTEPA Ha Hain4dme pyTknutoB (peKOMeHAyeTCﬂ);

e poBepky ckpunToB, BbinoaHseMbix Windows Script Host n Power Shell (ans Windows 10).

SBpUCTUUYECKNWA aHaNu3

Mo ymonuaruto SplDer Guard npoBoAWUT NPOBepPKY, NCNOb3YA 3BPUCTUYECKMI aHaim3aTop. Ecam
onuma OTK/IKOYeHa, NPOBepKa NPOBOAMUTCA TOJIbKO MO CUrHaTypaMm M3BECTHbIX BUPYCOB.

doHoBasA NpoBepKa Ha 3apakeHune

Bxoasawmin B coctas Dr.Web AHTUPYTKUT No3BOAsIET B GOHOBOM pexunme NpoBOAUTb MPOBEPKY
BaLLEl OMnepaLYOHHON CUCTEMbI Ha HaIMUME CIOXKHbIX YTPO3 U NMPU HEOBXOAMMOCTU NPOBOAUT
NleyeHne aKTUBHOTO 3apaXkeHus.

Mpw BKAOYEHUM AaHHOW HacTponkn AHTUPYTKUT Dr.Web 6yaeT nocTosHHO HaxoAWTbCA B NamATh. B
OT/MuMe OT NPOBePKM GainnoB Ha feTy, NpoBoAUMON cTopoxkeM SplDer Guard, nouck pyTkMTOB
(BpesoHOCHBIX MPOrpamM, NpejHasHayYeHHbIX AN COKPbITUA U3MEHEHWI B OMEPaLMOHHON CUCTEME,
TakMx Kak paboTa onpeseneHHbIX NPoLEeccoB, MoandUKaL s KAKOYen peectpa, nanok v Gpannos)
npousBoamnTCca B cuctemHoM BIOS komnbroTepa 1 Takux kputndecknx obnactax Windows, kak
06bekTbl aBTO3arpy3Kku, 3anyLeHHble NpoLeccbl U MOAyAN, onepatnBHaa namats, MBR/VBR auckos

n ap.

OaHUM 13 KtoUeBbIX kKpuTepueB paboTel AHTMPYTKMTa Dr.Web sBnsetca 6epexHoe notpebneHve
pecypCcoB onepauMoHHOM CUCTEMbI (MPOLLECCOPHOro BpeMeHK, CBOBOAHOM OnepaTMBHON NAMATU U
T. A.), @ TakXKe y4eT MOLLHOCTM annapaTHOro obecneyeHus.

Mpwn 06Hapy>xeHun yrpo3 AHTUPYTKMT Dr.Web onoBeluaet Bac 06 yrpo3e n HeTpanm3yeT onacHble
BO34eNCTBUA.

ii Mpv NpoBeseHN GOHOBOW MPOBEPKM Ha HaaNuMe PYTKUTOB M3 MPOBEPKM
: nckntovaroTcs Ganbl U Nanky, 3ajaHHble Ha COOTBETCTBYHOLLEN BKIA/KE.

®oHoBas NpoBepka Ha PYTKUTbI BKAKOUEHA MO YMONYaHUIO.

ii BuikntoueHune SplDer Guard He BavseT Ha pOHOBYHO NMpoBepKy. Ecan HacTpolika
: BKItOYeHa, GOHOBasA MpoBepKa OCYLLEeCTBAAETCA HE3aBMCMMO OT TOrO, BKIKOUEH WA
Bblk1toueH SplDer Guard.

12.2. SpiDer Mail

MoutoBbin cTopoxx SplDer Mail no ymonuyaHuio BkArOUaeTcs B COCTaB yCTaHaBANBAEMbIX
KOMMOHEHTOB, MOCTOSHHO HAaXOAMUTCA B MaMATN M aBTOMAaTUUECKM 3amnycKaeTca npu 3arpyske
onepauyoHHOM CUCTEMBI.

PyKOBOACTBO nosab3oBaTtensd
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SplDer Mail noaaep>wvBaeT npoBepky 3awMdpPOBaHHOrO NOYTOBOrO Tpadpuka.

O6paboTka nucem

MoutoBbIn cTopox SplDer Mail nonyyaet Bce BxoAsALLME NMCbMa BMECTO NMOYTOBOrO K/AMEHTA W
noABepraeT UX aHTUBMPYCHOW NPOBepKe C MakCMaibHOW CTemneHblo nogpobHocTu. Mpu
OTCYTCTBUW BUPYCOB UM MOAO3PUTENBbHBIX OOBbEKTOB OHO NepeAaeTca NOUYTOBOW Nporpamme
«Npo3payHbIM» 0bpa3om — TakK, Kak ecam Hbl OHO MOCTYNWUIO HENOCPEACTBEHHO C cepBepa.
AHaNOrM4YHO MCXOAALLME NUCbMa NPOBEPAIOTCA A0 OTNPaBKMN Ha cepBep.

Peakuus noytoBoro ctopoxa SplDer Mail Ha 06Hapy>keHne NHOULMPOBAHHbIX U MOAO3PUTENBHbBIX
BXOAALLMX MUCEM, a TaKXKe MUCEM, He NMPOLUeALLNX MPOBEPKMN (HampUMep, NUCEM C Ype3MEPHO
CNNOXKHOW CTPYKTYPOI), MO YMONYaHUIO CeaytoLas:

® 13 3apakeHHbIX NUCEM yaanseTcs BpeAoHOCHas MHbopmaLms (3To AelCTBUE Ha3bliBaETCS
JledeHuUeM NCbMa), 3aTeM OHW JOCTaBAAOTCS OObIYHBIM 06pPa3oM;

® M1CbMa C NOAO3PUTE/IbHBIMUM OObEKTaMM NEPEMELLLAOTCA B BUAE OTAENbHbIX dannoB B KapaHTuH,
MOYTOBOW NporpamMmmMe nocbiaeTcs coobLyeHne 06 3ToM (3TO AeNCTBME Ha3blBaETCA
nepemeuwjeHueM nncbma). NMepemelyeHHble nucbMa yaanatotca ¢ POP3- nan IMAP4-cepBepa;

e He3apaXkeHHble NMCbMa 1 MUCbMa, He MpoLUejLIMe NPOBepPKY, NepesaroTcs 6e3 nsmMeHeHun
(nponyckaromcs).

NHPMLMpOBaHHbIE nan NOAO3PUTENbHbIE NCXOAALLME NMUCbMa He NepeAatoTCs Ha cepBep,
nosib3oBaTe/b U3BeLLaeTcs 06 0TKase B OTNpaBke coobLueHns (Kkak NpaBuao, NoYToBas nporpaMmmMa
NPV 3TOM COXpaHsEeT NMUCbMO).

Hactpowkn noutoBoro ctopoxa SplDer Mail no ymondaHuio ABASKOTCA ONTMMaibHbIMUN ANA
HauyMHatoLLero nNoab3oBaTens, obecneurBas MakCMMasbHbl YPOBEHb 3aLLUTbI MPU HaUMEHbLLEM
BMeLLlaTeNbCTBE Nosib3oBatens. [pu 3Tom, ogHako, 610KMpyeTcs psag BO3MOXKHOCTEN MOYTOBBIX
nporpamm (Hanpumep, HanpasaeHWe NMCbMa NO MHOTUM afpecam MOXET ObITb BOCMIPUHATO Kak
MaccoBas Paccbl/ika, NOJyYeHHbIA CNaM He Pacno3HAEeTCsa), a TakKe yTpaumMBaeTcd BO3MOXHOCTb
NOJlyYeHWs MONEe3HOM MHOPMaLUK N3 aBTOMATUUECKM YHUUTOXEHHbIX MUCEM (M3 He3apaXkeHHOM
TEKCTOBOW 4acTu). bonee onbITHbIE MOABL30BATENM MOTYT M3MEHWTL NapaMeTpbl MPOBEPKN MOYTbI U
HaCTPOMKMN peakLmn noutoBoro ctopoxa SplDer Mail Ha pa3nnyHble cobbITUS.

ﬂpOBepKa nucem gpyrmuMmm cpeacreamm

CkaHep Dr.Web Tak>xe MoxeT ob6Hapy>mBaTb BUPYCbl B MOYTOBbIX fALLMKAX HEKOTOPbIX GOPMATOB,
0/HaKO Mo4ToBbI cTopox SplDer Mail MeeT nepes HUM pAL NPEUMYLLECTB:

e flaneko He Bce GopMaThl NOYTOBbLIX ALLMKOB NOMNYAAPHbLIX MPOrpamMM NOAAEP>KMBAOTCA
CkaHepom Dr.Web; npu ncnonbsosaHum noutoBoro ctopoxa SplDer Mail 3apaxeHHble nucbma
AaXe He nonajaroT B MOYTOBbIE ALLUKY;

° CKaHep Dr.Web npoBepPAET NOYTOBbIE ALLWKN, HO TO/IBKO MO 3anpocCy noab3oBatend nan no
pacnmcaHnko, a HEe B MOMEHT NOJIy4YeHUA NoYTbl, NpunyemM gaHHOe AEI\/’ICTBVIG ABJIAETCA TPYAOEMKNM
N 3aHMAaET 3HauYNTENIbHOE BPEMA.
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Takvm 06pazom, Npu HacTpoKax Bcex KoMnoHeHToB Dr.Web no ymonuaHnio NouToBbIN CTOPOXK
SpIDer Mail nepBbiM 0BHapy>KMBaET 1 He JOMNYCKAET Ha KOMMbOTEP BUPYChI 1 NOAO3PUTE/IbHbIE
06beKTbl, PaCNpOCTPaHAOLLMECA MO 3NeKTPOHHON nouTe. Ero paboTa sBaseTcs BecbMa
3KOHOMMYHOM C TOUKM 3PEHNSA PACXOAa BblYMCAUTENbHBIX PECYPCOB; OCTaNbHble KOMMOHEHTbI MOTYT
He MCNOb30BaTbCA ANA MPOBEPKM NMOUTOBbIX (annos.

12.2.1. Hactpowka SplDer Mail

Y1o6bl SplDer Mail npoBepsn gaHHble, NepeaaBaemMble MO KpUNTorpaduyeckum npoTokoaam,
BkArouuTe onumto MpoBepatb 3awmndpoBaHHbIN Tpaduk B pasgene CeTb.

[Ans poctyna k HacTporikaM noytoBoro ctopoxa SplDer Mail 3anpaluvBaetcs naposb,
d ec/n B pa3jesne Hactpolikv Bbl BKAKOUMAM OMLMIO 3aljyuiaTh Napo/ieM HacTPoKu
Dr.Web.

Hactpoikun nporpamMmmbl N0 YMOYaHWIO ABASIOTCA ONTUMabHbIMWU A1t GONbLUMHCTBA MPUMEHEHW,
WX He cnesyeT N3MEeHATb 6e3 He0BXOANMOCTH.

ﬁ DrWeb > Hactpoiikun > KoemnoHedTe sawmte > SplDer Mail — O x

(© KoMmnoHeHTb [leiicTaus
Ba“-LMTbI MHdurumpoearHele coobuleHma

Neunts, nepemMellaTs B KapaHTUH Helznedrmble (p&KOMEH,ﬂ.Y&TCH) W

SplDer Guard
MoaozpuTtensHele cooBLLEHUA

SplDer Mail

[MepemelaTs B KAPaHTUH (pekoMeHayeTCR) v

CkaHep

Epanamaysp

an'EE'HTHEHaFI 3dlliMTa

JonoAHUTEABHBIE HACTPORKK

PucyHok 31. Hactpoika SplDer Mail

DecTBUA

Mo ymonyaHuto noutoBbl ctopoxk SplDer Mail nbiTaeTcs BblNeUUTb MUCbMA, 3apaXkeHHble
N3BECTHbIM W1 MOTEHLMANBLHO N31eUYNMbIM BUPYCOM. Hensneummblie 1 NoA03puUTeNbHbIE MNCbMA, a

PykoBoacTBO nosb3oBatens
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Tak>Ke pekIaMHble MPOorpaMmbl 1 MPOrpaMMbl 403BOHa nepemeltatoTcs B KapaHtvH. OcTanbHble
M1UcbMa MepesaroTcs NMOYTOBbLIM CTOPOXeM 6e3 3MeHeHW (nponyckaromcs).

Peakummn noutosoro ctopoxa SplDer Mail aHanornyHbl cooTBeTCTBYHOWMM peakumnam CkaHepa

Dr.Web.

Bbl Mmo>eTe npeanucate noutoBoMy ctopoxxy SplDer Mail crneaytowme peakumm:

AeicrBune
NeunTs,
nepemeLiatb

B KapaHTUH
Heunsneynmble

JleunTb, yaanatb
Heunsneynmble

Ypanate

[Mepemelatb
B KapaHTWUH

WrHopuposatb

OnucaHune

BoccTaHOBUTb COCTOsIHME MKUCbMa A0 3apaxkeHus. Ecan BupycC Hemsneunm mnam
nonbITka NeyeHns He Bblna yCnewHon, To 06bekT byaeT nepemMelLeH B
KapaHTUH.

[laHHoe felicTBME BO3MOXHO TONbKO A/ MHOULIMPOBAHHbIX MNCEM,
3apaXKeHHbIX N3BECTHLIM U3J1€UNUMbIM BUPYCOM, 33 UCKIHOUYEHMEM TPOSHCKNX
nporpamm, KoTopble Npu obHapyxxeHun yaanarotcs. JleueHune daninos B
apxMBax HEBO3MOXHO BHE 3aBMCUMOCTM OT TUMa BUpYyCa.

BoccTaHOBUTb COCTOsIHME MKUCbMa A0 3apaxkeHus. Ecan BUpycC Hemsneunm muam
nonbITka NeyeHns He Oblna yCnewHon, To 06bekT byaeT yaaneH.

Yaanute nucbmo. B 3Tom cayyae anekTpoHHOE MUCbMO HE MepechbliaeTcs
nosayyaTesto, BMECTO 3TOrO MOYTOBOW NporpaMmMe nepeaaercs cooblieHve o
COBEpLLEHHON onepaLmu.

HGPEMGCTMTb NMMCbMO B CneunanbHyr nanky KapaHTI/IHa. B atom cnyyae
NMNCbMO HE nepecblnaeTca noayyatento, BMeCTo 31oro NMOYTOBOM nporpamme

nepejaetca COO6LLI,eHl/Ie o cosepLueHHoH onepaunn.

MepeaaTb NMCbMO 6€3 BbIMOJHEHUS KaKUX-NIMOO AEUCTBUIA Haj HUM.

B cnyuae obHapy>keHns BpesOHOCHbIX 06BEKTOB B NMoyTe Nto6as 13 yKkasaHHbIX HaCTPOeK, Kpome
aevicteus UrHopmnpoBaTtb, NPYBOAUT K OTKa3y B nepegaye nvcbma.

Bbl MOXKeTe yBeNNUNTb HaAEXHOCTb aHTUBUPYCHOM 3aLLMTbl MO CPAaBHEHWIO C YPOBHEM,
npeAyCcMOTPEHHBIM MO YMOAYaHWIO, Bbibpas B cnvcke HenpoBepeHHble nyHKT MNepemewiatb B
KapaHTUH. ®ainibl ¢ NnepemMelLeHHbIMY NMMCbMaMu B 3TOM C/lyYae PeKOMEHAYETCA BNOCeACTBUM
nposepsATs CkaHepom Dr.Web.

AN

3alWmMTy OT NOA03PUTENbHbIX MUCEM MOXHO OTKNHOYaTh TONLKO B TOM C/ly4vae, Kora Balu
KOMIMbIOTEP JOMNOJAHUTE/IbHO 3allMLLeH NOCTOAHHO 3arpy>XKeHHbIM cTopoxeMm SplDer
Guard.

PyKOBOACTBO nosab3oBaTtensd
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AencTBmna Haa NUCbMamMm

B AaHHOM rpynne HacTpoeK yKa3blBatOTCS AOMONHUTE/bHbIE AENCTBUA HAZ SNEKTPOHHBIMU
nMcbMamu, 06paboTaHHbIMK NOYTOBBLIM cToOpoxem SplDer Mail.

Hacrpoiika OnucaHue

ﬂ,06aBIIHTb 3aroN0BOK  YcTaHOBAEHa no YyMOJIHaHUIO.

'X-Antivirus'

K COOBLLEHMAM Mpw ncnonb3oBaHWM AaHHOM HACTPOMKK B 3arolOBOK BCEX MUCEM,
0bpaboTaHHbIX MOUTOBLIM cTOpoxeM SplDer Mail, sobasnsetcs
nHdopmMaLma o0 NpoBepKe 31eKTPOHHOro coobuleHns n sepcun Dr.Web. Bbl
He MoXeTe N3MeHUTb GpopmaT o6aBAAEMOro 3aro/ioBKa.

Ypanatb Mpw ncnonb3oBaHMM AaHHONM HACTPOMKW BXOAALLME MUCbMA, YAaleHHble

MOANPULMPOBAHHbBIE  MAN NepeMeLLeHHble B KapaHTVH NoYToBbIM cTopoxkem SplDer Mail,

nncbMa Ha cepsepe YA2NAOTCA C MOYTOBOrO CepBepa He3aBMCUMO OT HaCcTPOEK MOYTOBOM

nporpamMmsi.

OnTumMmMsauma NpoBepKn

Bbl MOXKeTe 3aaaTb YCNOBME, MPY BbIMOJHEHUM KOTOPOTO CNOXHOYCTPOEHHbIe MMCbMa, MPOBeEpKa
KOTOPbIX ABNSETCA UPpE3MEPHO TPYAOEMKOW, MPU3HAIOTCA HEMPOBEPEHHbIMU. [N 3TOro BKAKOUUTE
onuuto Talim-ayT NPpoBepPKU NUCbMa 1 33/aliTe MakCMMasilbHOE BPeMS, B TeUEHME KOTOPOTO
nMcbMO NpoBepseTtca. 10 NCTeYeHUN YKa3aHHOTO BPEMeEHN NoYTOBbIN cTopox SplDer Mail
npekpaTuT NpoBepky nucbMa. o ymoayaHuio 3agaHo 3HadveHvie 250 cekyH,

NMpoBepka apxuBoB

Bkatoumte onuumto MpoBepaTb apxmBbl, 4TOObl SpIDer Mail npoBepsAn cogep>xMMoe apx1BoB,
nepesaBaeMbIX MO 3NeKTPOHHOW nouTe. [Mpu 3TOM ByayT AOCTYMHbI CeAYOLLINE HACTPOMKM:

¢ MakcumanbHbIA pasmep Ppaina npu pacnakoBke. ECim pacnakoBaHHbI apXvB MPEBbICUT
yKa3aHHbIN pa3Mep, TO NOYTOBbIN cTopox SplDer Mail He ByzeT pacnakoBbiBaTb U MPOBEPATH
ero. Mo ymonuaHuto 3agaHo 3HayeHve 30720 KEB;

¢ MakcumanbHbIn KO3 PULMEHT CXKaTUA apxmBa. Eciv KoadduumeHT oxatna npesbiwaet
yKa3aHHbI, TO No4YTOBbIN cTOpoX SplDer Mail He ByaeT pacnakoBbIBaTb M NpoBePATH ero. o
YMOJIYaHMIO 3aAaHo 3HaveHue O;

¢ MakcMma/ibHbIW YPOBEHb B/IOXKEHHOCTU B apXMB. EC/IM ypOBeHb BIOXKEHHOCTU MpeBbILaeT
3afjlaHHOE 3HaueHwue, To NoYTOBbIN cTopox SplDer Mail npoBepuT apxmB TONbKO A0 yKa3aHHOTO
ypOBHSA. [10 yMOUaHWIO 33aHO 3HaueHne 64.

[na BKAKOYEHMS OJHOTO WM HECKOBbKUX NapamMeTpoB ONTUMM3aL MM YCTaHOBUTE COOTBETCTBYOLLME
dnaxxkm.

PyKOBOACTBO nosab3oBaTtensd
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: ! : OI'paHI/I‘-IeHVIFI ANnAa nNapaMeTpa OTCYTCTBYHOT, €CaU 3a4aHO 3Ha4deHne 0.

[ ononHntenbHble HACTPOUKM

3Ta rpynna HacTpoek 3aaeT AOMNONHUTENbHbIE NapaMeTPbl MPOBEPKM NEKTPOHHOW NOYTbI:

® NCMONb30BaHUE 3BPUCTNHECKOTO aHaan3a — B AaHHOM peXnMe NCnob3yroTCA
cneynazibHble MeXaHW3Mbl, MO3BOJIAOLLIME BbIABUTH B 3J'I€KTpOHHOl‘/’I no4yTte NnoAo3puUTeNbHbIE

06beKTbI, C 60/IbLLION BEPOATHOCTBIO 3apaXkeHHbIE ellle HEM3BECTHbIMU BUpYycamu. YTobbl
OTK/IOUUTL IBPUCTUYECKUI aHann3, cHUMuUTe dnaxkok Mcnonb3oBaTb 3BPUCTUUECKMIA aHann3

(pexomeHayeTcs);

® MpoBepKa NHCTaNNALMOHHbBIX NaKeTOB. JTa HaCTpOVIKa Nno yMOJIYaHMKO BbIKJKOYEHAa.

12.3. CkaHep

,qflﬂ AO0CTyrMna K HaCTpOl‘/lIKaM CKaHepa 3anpawnBaeTca napoab, eCav B pasjene

HacTpoliku Bbl BKIOUMAM ONUMIO 3awmiiaTb napoaem Hactpoiiku Dr.Web.

HacTpoliku nporpamMbl MO YMOYaHWIO ABAAIOTCA ONTUMabHbIMU 415 6ONbLIMHCTBA NPUMEHEHN,
UX He cnesyeT n3MeHsATb 6e3 HeobxoaMMOCTL.

#F DrWeb > HacTpoiikn > KomnoHeHTsl 3auuTel > CkaHep - O X

(© KomnoHeHTs!
3T

SplDer Guard
SplDer Mail
CkaHep
bpanamayap

[peeeHTMEHAA 3alLMTa

OnuuK NpoBepKK

[MpepbiEaTe NPOBEPKY NP NEPEXOAE HA MWTAHWE OT AKKYMYNATOPRA
3 o

Mcnonszceats 3BYKOEBIE ONOBeLlleHnA

3 Ok

Mcnonsz0BaHWe PecypCoE KOMMBKITERA

OnTHMansHoe (peroMeHLyeToR) v

JelicTBnA

VHGWUMpOBaHHEIE

Neunts, nepemMelllaTte B KapaHTUH HelanedrmMele [pEKOME'H,ﬂyETCﬂJ hd

n OA0ZPpUTENBHBIE

MepemellaTs B KapaHTHH (peKOMEHLYETCA) v

LonoaHuTensHble HACTPORKK

PucyHok 32. Hactpoika CkaHepa

PykoBoacTBO nosb3oBatens
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Onuuu nposepkun
B 31O rpynne gocTynHbl 06ume napameTpbl paboTtbl CkaHepa Dr.Web:

¢ MpepbiBaTh NpOBEpPKY NpU Nepexoje Ha NUTaHUe OT aKKymyAaaTopa. BkaounTte a1y onumio,
yTOObI NPV Nepexose Ha NUTaHNe OT akKyMyasaTopa NpoBepka bbiia NpepBaHa. Mo ymonyaHuto
onuus OTK/IOYEHa.

¢ Ucnonb3oBaTb 3ByKOBble onoBeLeHus. Bkatounte 3ty onuumto, utobel CkaHep Dr.Web
COMPOBOXAaN KaXaoe CobbIThe 3BYKOBbIM CUrHaNOM. 10 yMOAYaHMIO ONUMsA OTKAKOYEHA.

e Micnonb3oBaHue pecypcoB KOMMbIOTEpPA. DTa ONLMA YCTaHaB/MBAET OrpaHNYeHne Ha
ncnosab3oBaHWe pecypcoB komnbroTepa CkaHepom Dr.Web. Mo ymonyaHuto 3agaHo
OnNTUMaNbHOE 3HaYeHue.

DecTBUA

B sToMm paszene 3agaetca peakuums CkaHepa Ha 06Hapy>KeHWe 3apaXkeHHbIX WM MOAO3PUTENbHBIX
dannoB 1 BpeLOHOCHbIX MPOrpamMm.

Peakuus 3aZaeTcs OTAEIbHO ANS KaXA0M KaTeropmm o6bekToB:

¢ NH}unumpoBaHHble — 06beKTbI, 3apaXkKeHHbIe M3BECTHbIM U (MPEeANONOXUTENBHO) N31EYNMbIM
BUPYCOM;

e Mopo3putenbHble — 06BLEKTLI, NPEANONOXMTENBHO 3apaXkeHHbIE BUPYCOM WM cofepiKallme
BPEeAOHOCHbI OObEKT;

® Pa3IMYHblE€ NOTEHUMANBbHO OMacCHble 06beKThI.

Bbl MoXeTe n3MeHnTb peakuumto CkaHepa Ha 0BHapy>KeHVe KaXKAoro Tuna 06bekToB B OTAE/bHOCTM.
CocTaB JOCTYMNHbIX peakLuii Npu 3STOM 3aBUCUT OT TUMa Yrpo3bl.

Mo ymonyaHuto CkaHep MblTaeTcs BblieUMTb Galisibl, 3apaXkeHHble N3BECTHbIM W NMOTEHLMaNbHO
M3NeYrMbIM BUPYCOM, OCTaslbHble Hanbonee onacHble 06beKTbl — nepemelliaet B KapaHTuH.

CyLecTBYHOT CesyroLine AelCTBUS, NPUMeHsAeMble K 0OHapy>KeHHbIM 06beKTaMm:

AeiicTtBne Onucanue

Neunts, BoccTtaHOBUTL cOCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
nepemeLiatb nonbITKa NeyeHns He Bblna ycrnewHowm, To 06bekT byaeT nepemelLLeH B

B KapaHTWH KapaHTUH.

Heusneynmble
[laHHoe felicTBME BO3MOXHO TONbKO /17 OOBEKTOB, 3apPaXkeHHbIX M3BECTHbIM
M371€4MMbIM BUPYCOM, 3@ UCKIOYEHNEM TPOAHCKUX MPOrpaMM 1 3apaKeHHbIX
dalinoB BHyTpW coCTaBHbIX 06bEeKTOB (apXxnBOB, GanNoB INEKTPOHHOW MNOYTHI
nnn GannoBbIX KOHTENHEPOB).

PyKOBOACTBO nosab3oBaTtensd
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AeiicTBue

Jleuunts, ypanatb
Hemsneuynmble

Yaanntb

[Mepemelatb
B KapaHTWUH

VirHopuposatb

KomnoHeHTbI 3aluThbl

OnucaHune

BoccTtaHOBUTL cOCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
nonbITKa NeyeHuns He Bbina ycrnewHowm, To 06bekT byaeT yaaneH.

[JlaHHOe AelicTBME BO3MOXHO TONbKO A1l OOBEKTOB, 3apaXkeHHbIX N3BECTHbIM
N31e4YNMbIM BUPYCOM, 3@ UCKIOYEHMEM TPOAHCKMX MPOrpamMm 1 3apa>keHHbIX
dannoB BHYTPM COCTaBHbIX OOBEKTOB (apXMBOB, (palriioB 3NEKTPOHHOW NOYTbI

AN GanNoBbIX KOHTENHEPOB).

Yaanntb obbekT.

[N 3arpy304YHbIX CEKTOPOB HUKAKNX AEACTBUIA NPON3BOANTLCSA He ByaerT.
MepemecTUTb 06BEKT B CNeumanbHyto nanky KapaHTuHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKMX AENCTBUI MPON3BOANTLCS He ByaerT.

MponycTnte 06BbEKT 6e3 BbIMOJHEHWS KaKUX-1MO0 AeNCTBUI U He BbIBOAUTb
OMnoBeLLEeHNS.

[laHHoe zelicTBME BO3MOXHO TONbKO A/1f BPEAOHOCHbIX MPOrpaMM: pekiamMHble
nporpammsbl, NPorpaMMbl 403BOHa, MPOrPaMMbl-LLYTKWX, NOTEHLMaAbHO
onacHble NPorpaMmebl U MPOrpamMmbl B3OMa.

& Mpn 06Hapy>KeHNN BUPYCOB MM NMOAO3PUTENIbHOTO KOAA BHYTPW COCTaBHbIX O6EKTOB

: (apxvBoB, hanNoB 3NEKTPOHHOW MOYTbI MW HalNOBbIX KOHTEVHEPOB) AENCTBMA NO
OTHOLLIEHMIO K YrpO3aM BHYTPW TakuX O6BbEKTOB BbIMOJHAIOTCA Haj BCEM OOBEKTOM, a He
TOJIbKO HaJ, 3apa>KeHHOW ero YacTblto.

[ononHurenbHblie HACTPOUKM

Bbl MOXeTe OTKAUNTL MPOBEPKY UCTANNALMOHHBIX NMaKeTOB, apXMBOB M MNOYTOBbIX darnoB. Mo
YMOJIYaHMIO MPOBEpPKa 3TUX 0ObEKTOB BKAKOYEHA.

Bbl Takke MoxeTe HacTpouTb noBeseHne CkaHepa Noc/ie OKOHYaHWsA NPOBEPKM:

1. He npumeHsaTb geiicTBue. CkaHep BbiBeAET TabauLly CO CMMCKOM OBHapy>KeHHbIX yrpos3.

2. O6e3BpeauTb 06Hapy>KeHHbIe yrpo3bl. CkaHep aBTOMaTUYECKM MPUMEHUT AeACTBUSA K
06Hapy>KeHHbIM Yrpo3am.

3. O6e3BpeaUTbL 06Hapy>KeHHbIe Yyrpo3bl U BbIKAOUMTL KOMMbloTep. CkaHep aBTOMaTNYeCKH
NPUMEHUT AeACTBMS K OBHaPY>KEHHbIM Yrpo3aM M Noc/e 3TOro BblKJAUUT KOMMbIOTEP.

PyKOBOACTBO nosab3oBaTtensd

92



A7

-
$

A
d
A

KomnoHeHTbI 3aluThbl

12.4. bpangmaysp

BpaHamayap Dr.Web npegHasHaueH ans 3aLmThbl Ballero KOMMblOTepa OT HECaHKLMOHNPOBAHHOTO
AOCTyNa U3BHE W NPEOTBPALLEHNS YTEUKN BaXKHbIX JaHHbIX MO CETU. ITOT KOMMOHEHT NO3BO/ISET
BaM KOHTPO/IMPOBaTb NMOAK/IOYEHME U NepesaYy AaHHbIX MO ceTn VIHTepHeT 1 6iokmpoBaTb
NOA03PUTENbHbIE COEAMHEHMS Ha YPOBHE MNakeTOB N MPUIOKEHWN.

BpaHaMayap npesoctaBaseT BaM Cesytolme npenmyLLecTa:

e KOHTPOJb ¥ GUAbTPaLMA BCETO BXOAALLETO U UCXOAsALLEro Tpaduka;
® KOHTPO/Ib MOAKNOUEHWNSA Ha YPOBHE NMPUIOXKEHU;

e GUNbTPALMA NaKeTOB Ha CETEBOM YPOBHE;

e ObICTpOE NepekNtoYeHre Mexay Habopamu npasus;

e pervcrpaums cobbITui.

12.4.1. O6byueHue bpaHgmayspa

MNocne yctaHOoBKM bpaHamayapa HekoTopoe Bpems B npoLecce Ballei paboTbl 3a KOMMbIOTEPOM
npowusBoamnTca obyyeHne nporpammebl. Pexxvm obyyeHns akTyaneH Ans Caefyowmx pexxnmosn
paboTbl bpaHamayapa (nogpobHee o pexxmmax paboTel bpaHamayapa cm. pasgen Hacrporika

bpaHamayapa):

° Pa3pe|.ua'rb coeAvHeHNA AnAa AoBepPeHHbIX an/IIIO)KeHMI‘;I (yCTaHOBJ'IeH no yMOJ'I‘-IaHI/II-O);

¢ VIHTepaKTUBHbIV peXXxum.

B pexxume PaspelunaTb coeguHeHUnA ANA AOBEPEHHbIX NPUIOXKEHUIA NPpY 0O6HAPY>KEHUM NOMbITKA
CUCTEMbI WV MPUNOXKEHWI MOAKNOUNTLCA K ceTv BpaHamayap npoBepseT, ABAAIOTCA M 3TU
NPUNOXKEHNS LOBEPEHHBIMU U 3aaHbl N A/ HUX NpaBuaa GuabTpauuu. Ecam npasuna
oTcyTcTBYHOT, Dr.Web BbiBOAWT COOTBETCTBYIOLLIEE NPEAYNPEXAEHVE, e Bbl MOXETE 3a4aTh
npaswio. ns AOBEPEHHBIX MPUNOXEHWA NpaBuaa Npu 3TOM He co3garoTcs. MNoAKArYEHNe K ceTU
A1 TaKUX MPUNOXKEHWI pPa3peLLEHO.

K A0BEepEeHHBIM NMPUNOXKEHUAM OTHOCATCS: CUCTEMHbIE WKW UMetoLLLne cepTudumkaT Microsoft
NPUNOXKEHNS, @ Tak>Ke NMPWIOXKEHUA U3 CNCKa AOBEPEHHbIX NpuaoxeHuii Dr.Web.

B pexxnme MIHTepaKTUBHbIN peXxnm npun ob6Hapy>KeHUM NOMbITKA CUCTEMbI UM NMPUIOKEHWNIA
NOAKIUNTLCA K ceTV BpaHamayap npoBepseT, 3agaHbl M A/ 3TUX MPOrpamMM npasuaa
dunbtpaymn. Ecam npaBmaa OTCyTCTBYHOT, TO BIBOAMTCA COOTBETCTBYHOLLLEE NPEAYNPEXEHNe, rae
Bbl MOXETe 3a4aTb NpaBwao. B ganbHenwem noso6Hble noakatoueHus byayT obpabatbiBaTbCst MO
3TOMY npaswuy.

i'i MNpw paboTe Nos orpaHNYEHHON yyeTHoW 3anucbkto (FocTb) bpaHamayap Dr.Web He
: BblAaeT MO/b30BaTeO NMpeaynpexaeHnsa o nonbiTkax 4ocTyna kK cetu. MNMpegynpexaeHus

PyKOBOACTBO nosab3oBaTtensd
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6y,qu BblAaBaTbCA Mo yHeTHOVI 3anncblo C NpaBaMn aAMUHUCTPATOPa, €CIN TakKas
ceccnd akKtmBHa O4HOBPEMEHHO C rOCTEBOMW.

MpaBuna agnsa npuaoXXeHuin

1. Mpwn obHapy>KeHUM NOMbITKA NOAKAFOUEHUSA K CETU CO CTOPOHbI NMPUNOXKEHUS, O3HAKOMbTECH CO
cnepyrowient MHGopMaLmen:

Mone

MpunoxeHwne

MyTb
K MPUIOXEHNIO

Undposas
noAnuch

Appec
Mopt

HanpasneHune

OnucaHune
HavmeHoBaHwMe nporpammbl. Y40CTOBEpPbTECh, YTO MYTb K HEMY, YKa3aHHbIN B
nose MNMyTb K NPUIOXKEHUIO, COOTBETCTBYET NPaBUIbHOMY PaCNONOXEHUIO

nporpammei.

MoAHBIN NYTb K UCNONHAEMOMY daliny NPUIOXKEHNUA 1 €ro UMs.

Linpposas nognnce NpuioxKeHns.

npOTOKOﬂ n ajpec XoCta, K KOTOPOMY coBepLUaeTcAa NnonbiTka MNOAK/IFOHYEHUA.
I'IopT, MO KOTOPOMY coBepLuaeTca nonbiTka NOAK/NHOYEHUSA.

HanpaBneHme coeanHeHnA.

2. MpumMuTe pelleHre O NOAXOAALLEN A/ JAHHOTO Clyyas onepauun 1 Bbibepute
COOTBETCTBYHOLLEE AEACTBME B HUXKHEN YaCTU OKHa:

e 4TObObI OAHOKPATHO BIOKMPOBATL AAaHHOE NMOAKIOYEHNE, BbibepuTe AelcTBME 3anpeTUTb

OAHOKPATHO;

e UTOObl O4HOKPATHO MO3BOJIUTL MPUNOXKEHNIO JAaHHOE NMOAKAHOYEHNE, BbibepuTe AeNcTBME
Paspewntb 04HOKpPATHO;

e yTO6bI NEpenTn K Gopme co3gaHna npaBuna uabtpauum, Bbibepute geinctene Co3patb
npaBuno. OTKPOEeTCcs OKHO, B KOTOPOM Bbl MOXeTe b0 BbIObpaTh NpeayCcTaHoBAEHHOE
npaBuao, IMBO BPYUHYH CO34aTb MPaBWIO ANA NPUNOXKEHWN.

3. Haxwmure kHonky OK. BpaHamaysp BbINOAHWT yKa3aHHYO Bamun onepauuio, 1 OKHO
onoselLleHna ByaeT 3aKpbITO.

& B HekoTOpbIx cnyvasx onepaumnoHHas cuctema Windows He no3BoaseT OAHO3HAUHO
naeHTndMLMpoBaTh cayxby, paboTatoLLyro Kak CUCTEMHBIA npotiecc. Mpwu
06HapYXXEHUW NOMbITKA MOAKIOUYEHNS CO CTOPOHbI CUCTEMHOTO NpoLiecca, obpaTuTe
BHMMaHMeE Ha NopT, yKa3aHHbIV B CBEAEHUAX O COeANHeHWW. Ecam Bbl Mcnosb3yeTte
NpUIOXKeHVe, KOTOPOoe MOXET 0bpallaTbCs K ykazaHHOMY MOpPTY, paspeLumnte gaHHoe
MOAK/IOYEHME.

PyKOBOACTBO nosab3oBaTtensd
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B cayuasx korga nporpaMmma, oOCyLLLecTBAAOLLAsA NOMbITKY NMOAKAOYEHNS, YXKe U3BECTHa
BpaHaMmayapy (To ecTb Ans Hee 3asaHbl NpaBuna GuUAbTPaLLMKM), HO 3anycKaeTcs APpyrum
HEN3BECTHbIM MPUIOXEHUEM (POAUTENLCKUM MpoLLeccoM), bpaHamaysp BbIBOAWUT
COOTBETCTBYIOLLIEE MPeAYNpexaeHVe.

MpaBuna agns poanTeNnbCKUX NPOLLECCOB

1. Mpwn obHapy>KeHUM NOMbITKN MNOAKHOUEHUSA K CETU CO CTOPOHbI NPUAOXKEHMS, 3aMyLLEHHOTO
HeunsBecTHOW ana bpaHaMayspa NnporpaMmMoi, 03HaKOMbTECh C MHPOpPMaL el 06 NCMONHAEMOM
dbaine poanTenbCKOM NPOrpaMmbl.

2. Koraa Bbl MprMeTe peLleHre O NOAXOAALLEN A/ JAaHHOTO C/lyyas onepaun, BbINOJHUTE OAHO
13 CnesyroLWwnin AencTBUIA:

e 4TObOblI OAHOKPATHO BIOKMPOBATL MNOAKAOUYEHNE MPUNOXKEHUSA K CETU, HAXMUTE KHOMKY
3anpeTuTb;

e YTOObl OAHOKPATHO NMO3BOJIUTb NMPUIOXKEHNIO MOAKAKOUNTLCA K CETU, HAKMUTE KHOMKY
Paspewuntsb;

e yTObbI CO3AaTb NPaBuUNO, HaxmuTe Co3aaTh MPaBUAO N B OTKPbLIBLLEMCS OKHe 3ajanTe
HEOBXOAUMble HAaCTPOWKM ANS POAMUTENLCKOTO NpoLiecca.

3. Haxmwute kHonky OK. bpaHamayap BbINOAHUT yKa3aHHYO BaMy OMepaLuio, 1 OKHO
onoBeLeHns byaeT 3aKpbITO.

Tak>ke BO3MO>Ha CUTyaL s, NPy KOTOPOI HEM3BECTHOE MPUNOXKEHWE 3amMyCKaeTcs ApYrm
HEM3BECTHbIM MPUNOXKEHNEM, B TaKOM C/lyyae B NpeaynpexzaeHun byaeT BoiBeseHa
COOTBETCTBYOLLAA MHGOPMaLMs 1 Npu Bbibope Co3aaTh NPaBUAO OTKPOETCA OKHO, B KOTOPOM Bbl
MOXKeTe HaCTPOUTb NpaBmaa KakK A5 NPUNOXKEHWUI, TaK U ANA POAUTENBCKUX NMPOLLECCOB.

12.4.2. HacTtpoiika bpangmayaspa

B 3TOM paszene Bbl MOXeTe HAaCTPOUTb CesytoLe napameTpbl paboTel bpaHamayapa:

e BblbpaTh pexunmM paboTbl NporpaMmeil;

® HAaCTPOWUTb CMNCOK aBTOPU30OBaAHHbIX I'IpVIIIO)KeHVIl\/’I,'

® HaCTPOWTb NapaMeTpPbl 414 N3BECTHbIX ceTen.

ii [nsa poctyna K HacTporikam bpaHaMayapa 3anpaluvBaeTcs Naposb, eCan B pasjene
: HacTpoliku Bbl BKIOUMAM ONUMIO 3awmiiaTtb napoaem Hactpoiiku Dr.Web.
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ﬁ DrWeb > Hactpoiikn > KoemnoHedTel 3awmTel > bpangmaysp — O x
(© KoMmnoHeHTb Pesxxum paboTbl
3aliTbl ;
Pazpelate coeiMHeHUA ANA AOBRDEHHbLIX NPUAOKEHKH W
SplDer Guard PazpelaTs NOKafbHbIE COBAMHEHMA
SplDer Mail @O B
CkaHep MNpunoxeHwns
BpaHamaysp Ykamute npasmna GUALTPaUMM ANA NPUACKEHUA

Mpaeuna gnAa NpUAOKeHUA  VzmeHnTs

an'EE'HTHEHaFI 3dlliMTa

CeTb

Pazpewats dMALTPaUMK NaKeTOR

[ a3

MapameTpbl paBoThl ANA MZBECTHLIX ceTeld  VzmennTs

PucyHok 33. OcHoBHble HacTpoiikmn BpaHamayspa

Mo ymonuaHuto bpaHamayasp He co3gaeTt npaBuaa ANs U3BECTHbIX MPWIOXEHWA. BHe 3aBMcMMOCTM
OT pexunma paboTbl NPON3BOANTCA PErncTpaLmna codbITUN.

HacTpoliku nporpamMbl MO YMOYaHWIO ABAAIOTCA ONTUMasbHbIMU A5 6ONbLIMHCTBA NPUMEHEHN,
UX He cnesyeT U3MeHsATb 6e3 HeobxoAMMOCTU.

Hactpolika Pa3peluaTtb f0KaibHble COEAMHEHUSA NMO3BOJISIET BCEM MPUNOXKEHNAM
6ecnpensaTCTBEHHO YyCTaHaBAMBATb JIOKaNbHble COeUHEHMs (C MHTepdelica nam Ha nHTepdenc
127.0.0.1 (localhost)) Ha Balem KoMnbtoTepe. Ta ONUMSA NPUMEHSAETCA NOCae NPOBEPKU
COeZMHEHUI Ha COOTBETCTBME 3aJaHHbIM npaBuaam. OTKIKOUMTE 3Ty ONLMIO, YTOObI NPUMEHATDL
npaeuna GuAbTPaLLMM BHe 3aBMCMMOCTU OT TOFO, MPOUCXOAWT I COEMHEHWNE MO CETU UAN B pamKax
BaLLero KomnbtoTepa.

Bbi6op pexuma paboTbi
BbibepuTe 0aMH 13 CreayroLwmx pexmMMoB paboThbl:

¢ Pazpewartb coeguHeHUs ANA AOBEPEHHbIX NPUIOXKEHUN — PEXMM, MPU KOTOPOM BCEM
AOBEPEHHBIM MPUIOXKEHUAM NPESOCTaBASAETCA AOCTYN K CETEBbIM pecypcaM (MCMo/b3yeTcs no
YMOJIUAHUIO), A/ BCEX OCTa/IbHbIX MPUNOXKEHWI BblAAETCA NPesynpexaeHune, rae Bbl MOXeTe
3agaTb npaBuno (cM. pasgen ObyyeHve bpanamayapa);

¢ Paspelwsatb Heu3BeCTHbIe COeANHEHUA — PEXUM, NPU KOTOPOM BCEM HEN3BECTHbIM
MPWIOXEHUAM NPEeAOCTaBAAETCA 4OCTYN K CETEBbIM pecypcam;

¢ VIHTepaKTUBHbINA PeXXUM — pexxrM 00yyeHus, MPU KOTOPOM MOJ/Ib30BaTeNtO NPeAOCTaBAAETCS
MOJIHbIA KOHTPO/Ib Haj, peakumeln bpaHamayapa;

PykoBoacTBO nosb3oBatens
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e baokuMpoBaTb HeM3BeCTHble COeAUHEHUA — PEXMM, MPU KOTOPOM BCE HEU3BECTHbIE
NOAKNHOYEHMS aBTOMaTUUECKN BAOKUPYHOTCSA. VI3BeCTHbIe coesmHeHns obpabaTbiBatoTcs
BpaHamay3pom cornacHo 3asaHHbIM nNpaBuaaM GuabTpaLLmm.

Pa3pe|.ua'rb coeaAvHeHNA AnAa AoBepPeHHbIX an/IIIO)KeHMI‘;I

3TOT PEXUM UCMOb3YETCA MO YMONYAHUIO.

B 3TOM pexumMe BcemM AOBEPEHHBIM NMPUIOXKEHUAM pa3peLLaeTcs JOCTyN K CETEBbIM pecypcam,
BktoYas ViHTepHeT. K oBepeHHbIM NPUAOXKEHWAM OTHOCATCS: CUCTEMHbIE MU UMEtoLLIME
ceptudmkaT Microsoft npunoxkeHns, a Tak>ke NPUNOXKEHUA U3 CNINCKA LOBEPEHHBIX MPUNOXKEHWNIA
Dr.Web. NpaBuna ana Taknx NpUAoKeEHNA He 0OTobpaxkatoTcs B cnmcke npasua. Ans apyrux
npwnoxenu bpaHamaysp npegoctaBaseT BaM BO3MOXHOCTb BPYUHYHO 3anpeLlath Uiy paspeLuatb
HEN3BECTHOe COeAMHEHMe, a TakXKe Co3AaBaTb A1 HEro nNpasuio.

Mpu 06Hapy>KEHUM NOMbITKN CO CTOPOHbI ONEPaLYOHHON CUCTEMbI UM MOJ/Ib30BaTENbCKOTO
NPUNOXKEHNS NONYYUTb JOCTYN K CETEBLIM pecypcam bpaHamayap npoBepseT, 3agaHbl N A1 3TUX
nporpamMm npasuna puabTpauun. Ecim npasuna oTCyTCTBYHOT, TO BbIBOAMUTCA COOTBETCTBYHOLLEE
npeaynpexzaeHve, rae BaMm npeasaraetcs Bbibpatb M60 BpeMeHHOe peLleHne, 1nbo co3aatb
npaBu/io, MO KOTOPOMY B JafbHelLIeM NOA06HbIE NOAKNOYEHMs ByayT obpabaTbiBaThCS.

Pa3pe|.u aTb Hen3BeCTHbleé coegUnHeHuA

B 3TOM pexuMe JOCTyn K CETEBLIM pecypcaM, BKaoYas VIHTepHeT, NpesoCTaBAseTcs BCEM
HEM3BECTHbIM MPUNOXEHUAM, A/ KOTOPbIX HE 3ajaHbl Npasuna GuasTpauum. Mpun obHapyxeHUn
MOMbITKM NOAKAOUEHNS bpaHaMay3p He BbIBOAUT HUKAKUX COOBLLEHNIA.

MHTepaKTUBHbBIN peXXxum

B 3TOM pexuMe BaM NpesoCTaBAseTca NOJHbIA KOHTPOb Haz peakumen bpaHamayspa Ha
0bHapy>eHVe HEM3BECTHOTO MOAKAOYEHWS, U TakuM 06pa3oM Npomn3BoamnTCa 0byueHme
nporpammsbl B nNpoLiecce Baller paboTbl 32 KOMMbIOTEPOM.

Mpw 06HapY>KeHWN NOMbITKM CO CTOPOHbI OMEPALMOHHON CUCTEMbI MW MONb30BATENbCKOTO
NPWOKEHWS NONYUYUTb JOCTYN K CETEBLIM pecypcamM bpaHamaysp npoBepsieT, 3aaHbl W ANA 3TUX
nporpamm npasuna dunbTpaumn. Ecim npaBmna oTCyTCTBYHOT, TO BBIBOAUTCA COOTBETCTBYOLLEE
npeaynpexzaeHuve, rae BaM npeasaraetcs Boibpatb MO0 BpeMeHHoe peLueHune, inbo cosaatb
npaBmao, N0 KOTOPOMY B Aa/ibHENLLIEM NOAOGHbIE NOAKAOYeHNs ByayT obpabaTbiBaTbCA.

Bnoxuposa'rb Heun3dBecTHble coeguHeHunnA

B 3TOM pexuMe Bce HeM3BECTHbIE MOAKNOUEHMS K CETEBBIM pecypcam, Bkarouas VIHTepHeT,
aBTOMaTUYeckn B10KMPYHOTCA.

Mpu 06Hapy>KEHUM NOMbITKN CO CTOPOHbI ONEPaLMOHHON CUCTEMbI UM NMOJ/Ib30BaTENbCKOTO
NPUNOXKEHNS NONYUUTb JOCTYN K CETEBLIM pecypcam bpaHamayap npoBepseT, 3agaHbl N A/ 3TUX
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nporpamMm npasuna puabtpauun. Ecam npasuna dunbtpaymm oTcyTCTBYHOT, TO BpaHamayasp
aBTOMaTUYeckn B10KMPYET JOCTYMN K CETU U He BbIBOAUT HUKaKMX coobLieHnin. Ecan npaBuna
bunbTpaummn Ans AaHHOTO NOAKIFOYEHUNS 3a4aHbl, TO BbIMOJHAKOTCA YKa3aHHbIe B HUX AENCTBUS.

I'Iapame'rpbl Ana I'IpI/IﬂO)KEHI/II7I
f | E Ana kaxzaon nporpammbl MOXeT 6biTb He 6osiee 0gHOro Habopa nNpasun GuUabTPaLUN.

®unbTpaumsa Ha ypOBHE NPUIOKEHWUI NO3BONAET KOHTPOANPOBATb JOCTYMN KOHKPETHBIX NPOrpaMm
M NPOLLECCOB K CETEBbIM pecypcaM, a Takxe paspeLunTb UK 3anpeTuTb STUM MPUIOXKEHUAM 3amycK
Apyrvx npoLeccoB. Bel MoxeTe 3agaBath NpaBmia Kak A/ NONb30BaTENbCKMX, TaK U ANSi CUCTEMHBIX
NPUNOXKEHWUI.

B saHHOM paszgene Bbl MOXxeTe opMmMpoBaTh Habopbl NpaBwa GuabTpaLLMm, Co34aBas HOBbIE,
peaakTMpya CyLecTByroLme WK yAanaa HeHy>XXHble npaswia. MNpunoxeHve og4HO3HaUYHO
MAEHTUONLMPYETCA MNOHBIM MyTEM K UCNONHAeMoMY darny. [ns yKasaHusa sapa onepaLoHHOM
cnctembl Microsoft Windows (mpouecc system, Ans KOTOPOro HeT COOTBETCTBYHOLLErO
ncnonHsemoro darna) UCcnonbsyercs UMs SYSTEM.

& Ecam Bbl co3gany 6iokmMpytoLLee NpaBuao A8 NpoLecca Uan YyCTaHOBUAN PEXUM

: BnokupoBaTtb HeM3BECTHbIE COEAMHEHUS, @ MOTOM OTKAKUMAN HAOKMPYHOLLIee MPaBUIO
WAV U3MEHWUAN pexxnM paboTbl, 61oknpoBKka ByaeT AeliCTBOBaTb A0 MOBTOPHOMN
MOMbITKN YCTAaHOBUTbL COEAUHEHME MOC/e nepe3anycka npoLecca.

[ns NpUNOXeHU, KOTOpbIe yXe yAaneHbl C Ballero KOMMNbOTEPa, NpaBuaa He yAanstoTcs
aBTOMaTMyecku. Bbl MoOXeTe yaanutb Takne npaBuna, Bbibpas NyHKT YAaAUTb HEUCNO/Ib3yeMble
npaBuia B KOHTEKCTHOM MEHHO Crmcka.

MNMpaBuna gnsa npunoXKkeHnm

B okHe HoBbIW Habop npaBun ans npunoxxeHus (M1 PegaktupoBaHue Habopa npaBwun) Bbl
MOXeTe HaCTPOUTb AOCTYN NPUIOXKEHMA K CETEBLIM pecypcam, a TakxKe 3anpeTuTb Uan pa3peLlntb
3anycK APYrux NPUAOKEHNUN.

[Ans poctyna K 3TOMy OKHy B HacTpolikax bpaHamayapa B nyHkTe MpaBuna ans npunoXxeHnn
HaxkmuTe MI3MeHUTb 1 B MOABMBLIEMCA OKHe HaxmuTe KHOMKY -/ nan BbibepuTe npuaosxeHme 1

HaXMWTe KHOMKy /.

Mpw paboTe BpaHamayapa B pexxviMe 00yyeHus, Bbl MOXETE MHULMMPOBATb CO3jaHne npaBmia
HENoOCPEeACTBEHHO M3 OKHa OMOBELLLEHMS O MOMbITKE HECAHKLMOHNUPOBAHHOIO MOAK/IOYEHUS.

PyKOBOACTBO nosab3oBaTtensd
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3anyck Apyrux npuioXXeHumn

UT06bI paspewwmnTb AN 3anNpPeTUTb NPUIOXKEHMIO 3amnyckaTb ApYrve NPUIOXKEHUs, B BbiNaZatoLLem
cnucke 3anycK ceTeBbIX MPUIOXKEHWUI BbibepuTe:

° Pa3pe|.ua1'b, yTOOBI paspewmnTb NPUNOXKEHNIO 3anyCckaTb NPOoLEeCChI;

¢ 3anpewatb, YTOObI 3aNPETUTb MPUNOXKEHWIO 3aMyCcKaTb MNPOLLECChI;

e He 3agaHo. B 37T0M cnyyae Ha 310 npunoseHue ByayT pacnpoCTpaHATbCA HAaCTPOMKK
BblBpaHHOTO pexknuma paboTbl bpaHamayapa.

AocTtyn K ceTeBbIM pecypcam

1. BbibepuTe pexxum JoCTyna K CeTEBbIM pecypcam:

¢ Pa3peluatb Bce — BCe COEAVHEHWS MPUNOXKEHNS ByAyT pas3peLleHbl;

o BIIOKI/IpOBaTb BCe — BCe COEAMHEHNA NMPUNNTOXKEHUA 3anpeLleHbl;

e He 3agaHo. B 3Tom ciiyyae Ha 310 NpuioxeHve ByayT pacnpoCTpaHaTbCs HaCTPO KM
BbIBpaHHOro pexuvma paboTsl bpaHamayapa.

¢ Monb3oBaTenbCKUN — B 3TOM peXMME Bbl MOXETE CO34aTb HAbOP MpaBu, paspeLLaroLLmnxX
WAM 3anpeLLaroLL X Te UAN UHbIE COUHEHMS NMPUIOXKEHUS.

2. Ecam 6bin BbibpaH Monb3oBaTeNbCKU PeXMM A0OCTYNa K CETEBbIM pecypcam, TO HuxXe
oTobpa3utcs Tabanua ¢ uHbopmaumein o Habope NpaBun ANs AAHHOTO MPUIOXKEHMS.

Mapametp
BxatoueHo

[JelictBue

Vima npasuna

Tun coegnHerHns

OnwncaHune

OnucaHune
CoctosiHue npasuna.

Yka3blBaeT Ha feliCTBME, BbINONHAEeMOe bpaHaMay3pom npu nonbiTke
NpPorpamMmbl MOAKNOUNTLCA K ceTU VIHTepHeT:

e BnoknpoBatb nakerbl — 6/710KMPOBaTb MOMbITKY MOAKAOHEHUS;

° Pa3pe|.ua'rb naKeTbl — pa3pewnTb NOAKNHOYEHNE.

HazBaHwne npasunaa.

HanpaBneHme coeanHeHnA:

° BXOA’II.I.I,ee — NpPaBnNAO NPUMEHAETCA, eCn CoegnHeHne
MHNUMMpyeTca n3 cetn K nporpaMmMme Ha BallemM KOMMbHOTEPE,

o MCXOA’II.I.I,ee — NpPaBunaO NPUMEHAETCA, eCIn CoegnHeHne
NHUUMnNpyeTca nporpaMMon Ha BalleM KOMIMbHOTEPE;

¢ Jlilo6oe — npaBuaO NPYMeHAETCS BHe 3aBUCUMOCTM OT
HanpaB/eHNA COeJNHEHUA.

[Monb3oBaTenbCkoOe onucaHme npasuaa.

PyKOBOACTBO nosab3oBaTtensd
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3. lMpw HeOBXOAMMOCTN OTPeAaKTUPYTE NPEAYCTaHOBEHHbIN UV CO3/aiiTe HOBbIM Habop NpaBun
A1 IPUNOXKEHUS.

4. Ecam Bbl Bbl6paJ'II/1 co3jaHne HOBOIro Win peaaktnpoBaHue CyLecTByroLLero npaBumnag,
HaCTPOWTE ero NapameTpbl B OTO6pa3VIBLL|eMC$| OKHe.

5. o okoHuaHun PeaakTMpoBaHuA Ha6opa npaBuna HAXXKMUTE KHOTMKY oK ANA COXpaHEHUA
BHECEHHbIX M3MEHEHUI UK KHOMKY OTMeHnTb ANna OTKasa OoT n3MeHeHul. I3meHeHns,
BHeCEHHbIE B Ha6op npasua, COXPaHAKTCA NMPW NEPEKNHOYEHNN Ha ApyFOI\/'I pexnm.

YcraHoBUTe diaxxok 3anpalumBaTh NOATBEpPXKAeHME NPU USMeHeHUN obbekTa
(pexomeHAyeTcA), €C/IN Bbl XOTUTE, UTOObI MPY U3MEHEHUW UAN OBHOBAEHUW NPUIOXKEHWUI AOCTYN
K CEeTeBbIM pecypcam A/ MPWUIOXEHUs 3anpaLumBacs 3aHOBO.

Hactpoiika napameTpoB npaBuia

I'Ipanma CI)I/IﬂpraLI,I/II/I peryampyroT cetesoe B3aI/1MO,£I,eI\/'ICTBMe nporpamMmmbl C KOHKPETHbIMK XOCTaMn
ceTn.

Co3paHue n pepgakTUpoBaHue nNpaBuaa

[Ons nobasieHns HOBOTO Mpaewia B okHe PegakTupoBaHmne Habopa npaBua HaXxXmMuTe KHOMKY '/
. Ana pepakTMpoBaHVA CyLLecTByOLLEro Npasuna Boibepute Heobxoanmoe Npasmio v

HaXkMuTe KHoMKy /. Mpu 3ToM B NyHKTe J,0CTyn K ceTeBbiM pecypcam A0 xeH 6bITb BbibpaH
pexum Monb3oBaTeNbCKUNA.

3aaiiTe ciegytoLLve NnapameTpbl Npasuma:

Mapametp OnucaHue

Obuee

Vimsa npasuna Vims co3gaBaemMoro/pegaktmpyemMoro npasuna.

OnucaHue KpaTtkoe onucaHve npasuna.

[JenictBre YKa3blBaeT Ha AeincTBume, BbinosHseMoe bpaHamayspom
npv NomMbITKe NPOrpaMMbl MOAKAOUYNTLCSA K CETU
NHTepHeT:

e bnokmnpoBatb nakeTbl — 6/710KMPOBaTL MOMbITKY
NOAKNHOYEHNS;

° Pa3pe|.ua'rb naKeTbl — pa3pewnTb NOAKNHOYEHNE.

CocTosiHue CocTosiHne npasuaa:

o BknroueHo — npaBuIoO NPUMEHAETCA;

e OTK/NOUEHO — npaBnio BPEMEHHO HE MPUMEHAETCA.
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Mapametp

Twun coegnHenmns

BepeHune XKypHana

HacTpoiiku npaBuna

[MpoTokon

JlokanbHbIV agpec/YpaneHHbl agpec

KomnoHeHTbI 3aluThbl

OnucaHune

HanpaBneHme coeanHeHUA:

° BXOAﬂl.I.I.ee — NpPaBunNO NPUMEHAETCA, eCn CoegnHeEHnE
WHULMUPYETCA M3 CETU K MPOrpaMMe Ha Ballem
KOMMbHOTEPE;

¢ Ucxopawee — nNpaBuio NpUMeEHAETCA, eCu
COeIMHEHME MHNLMUPYETCA MPOrpaMMon Ha Ballem
KOMMbtoTEpE;

¢ Jllo6oe — npaBuaO NPYMeHAETCS BHe 3aBUCUMOCTM OT
HanpaB/eHNA COeJNHEHUA.

Pexxnm BegeHums >KypHana:

e BkroueHo — perunctnpoBatb COObITUS;

e OTK/NOUEHO — He COXPaHATb VIH(I)OpMaLJ,VII-O O npasunae.

HpOTOKOJ’IbI CeTeBoro N TPaHCNOPTHOIO YPOBHA, NO
KOTOPbIM OCYyLLECTBAAETCA MNOAK/NIHOYEHNE.

Moaaep>xunBatoTca ciefyroLivie MPOTOKOIbl CETEBOrO
YPOBHS:

e |Pv4;
e |Pv6;
e |P all — npotokon IP ntoboi Bepcum.

Moasep>KMBarOTCA CAeAytoLLne NPOTOKObl TPAHCMOPTHOIO
YPOBHS:

° TCP;

e UDP;

e TCP & UDP — npotokon TCP nan UDP;

e RAW.

IP-agpec yaaneHHOro xocTa, y4acTByHOLLEro B
NoAK/IHUEHMM. Bbl MOXeTe yka3blBaTb Kak KOHKPETHbI
agpec (PaBeH), Tak 1 Anana3oH agpecos (B ananasoHe), a
TakKe Macky KOHKpeTHol nozacetn (Macka) nav mMacku

BCEX MoJACeTel, B KOTOPbIX Ball KOMMbOTEP UMeET
ceteBoli agpec (MY_NETWORK).

YTo6bl 334aTh NPaBWUIO AN1S BCEX XOCTOB, BblbepuTe
BapvaHT Jlro6oiA.

PyKOBOACTBO nosab3oBaTtensd
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Mapametp OnucaHue

JNlokanbHbIV NOPT/YAaneHHbIn nopT MopT, MO KOTOPOMY OCYLLLECTBAAETCA NOAKIOYEHMe. Bbl
MO>KeTe yKa3biBaTb Kak KOHKPETHbIV NopT (PaBeH), Tak u
AnanasoH nopTtos (B ananasoHe).

Yrtobbl 3a4aTb NpaBMaO A4 BCEX MOPTOB, BbibepuTe
BapunaHT Jlro6oiA.

MapameTpbl gna ceten

®unbTpauus Ha ypoBHE NakeToB MO3BOAAET KOHTPOANPOBATb AOCTYM K CETV BHE 3aBUCMMOCTU OT
NporpaMm, MHULMMPYIOLLMX NOAKAOYeHUe. [paBuia NPUMEHSIOTCA KO BCEM CETEBLIM MakeTam
onpeseneHHoro T1na, KOTopble NepeaatoTcs Yepes OANH U3 CEeTEBbIX MHTEPhECoB Ballero
KOMMbtoTepa.

[JaHHbIN BUA GUAbTpaLMM NpesoCTaBAseT BaM 06l Me MEXaHW3Mbl KOHTPOAS, B OTAUYME OT
buUabTpaLMN Ha YPOBHE NPUNOXKEHWNN.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3aAaTb Habop NpaBuA GUABTPaLUM NAKETOB, NEPeAArOLLNXCA Yepe3
onpeseneHHbl nHTepdenc.

[ns poctyna K 3TOMy OKHy B OKHe HacTpoek bpaHamayspa B nyHkTe MapameTtpbl pabotbl gns
M3BeCTHbIX ceTer Haxmute M3meHnTb. Haante B cnvcke MHTepeCy oM Bac MHTepdeinc n
COMocTaBbTe MY COOTBETCTBYHOLW M Habop npasua. Ecav nogxoaawmin Habop npasua OTCyTCTBYET
B CMWCKe, CO3JalTe ero.

EpaH,a,Mayap NnocTtaB/AeTCA COo aiefyrowmnMmn npeayCcraHoBAEHHbIMIA Ha6opaM|/| npasun:

¢ Default Rule — npaBwuna, onucbiBatowme Hanbosee HacTo BCTpeyatoLmecs KOHGUrypaumm cetm
M pacnpoCTpaHeHHble aTaky (MCNoIb3yeTcs Mo YMOAYAHUIO ANS BCEX HOBbIX MHTEPDENCOB);

o Allow All — BCe nakeTbl NponyckaroTCs;

e Block All — Bce naketbl 6n0kmpytroTCS.

Ans ypo6cTBa UCNonb3oBaHMsA 1 BbICTPOro NepekNtoUeHns MexXay pexvmMaMmu GuabTpaLmm Bbl
MOXKeTe 3a4aTb JOMNOHUTENbHbIE HAbOoPbl NpaBu.

[Ans TOro uto6bl yBUAETL BCE AOCTYMHbIE MHTEPENCHI MK 406aBUTb B TabauLly HOBbIV MHTEPENC,

HaxxmuTe kHonky /. B OTKpbIBLUEMCA OKHE Bbl MOXETe yKa3aTb, Kakue MHTepdelichl A0MKHbI
BCerga otobpaxatbcs B Tabamue. AKTUBHbIE MHTepdeichl byayT oTobpaxaTtbcs B Tabavue
aBTOMaTUYeCKMW.

o

HeakTuBHble ceTeBble UHTepdeliChl MOXHO YAanNTb U3 0TOBpaxaeMoit TabaunLbl, Haxas KHOMKY =/,

PyKOBOACTBO nosab3oBaTtensd
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HacTtpoiikn nakeTtHoro punbrpa

[Ans ynpaBneHns cyLLecTByHOLMMIN Habopammn NpaBua U 406aBAEHNA HOBbIX NeperanTe B OKHO
HacTpoiikn nakeTHoro ¢puabTpa, Haxkas kHornky Ha6opbl npaBua.

Ha 370l cTpaHuue Bbl MOXeTe:

e bopmupoBaTtb HabOPbI NpaBUA GUALTPALUK, CO3aBast HOBblE, PeAKTUPYS CyLLECTBYOLLME NN
yAansas HeHy>KHble NpaBua;

® 33/aBaTb AONOJHUTENIbHbIE NMapaMeTPbI (I)I/IJ'IpraLI‘I/II/I.

®opmupoBaHue Habopa npaBun

Ansa popmupoBaHms Habopa NpaBwa BbIMOJHUTE OAHO U3 CeAYHOLW I AeACTBUIA:

e uTO6bI CO34aTh HABOP NPaBWUA AJ/19 CETEBOrO UHTEPdEiica, HaxMuTe "L/,

ek

e yTO6bl OTPEAAKTVPOBATL CYLLECTBYHOLLMIA HABOP NpaBui, BbIbepuTe €ro B CncKe 1 HaxmuTe “2/;

e 4TOObI 406aBMTb KOMUIO CYLLLECTBYHOLLLETO Habopa NpaBwm, HaXKMuUTE . Konusa gobasnsietcs nog
BbIbpaHHbIM HabopowM;

e YTOObI YAANUTb BbIOPAHHbIN HAbOP NpaBuA, HaxxmuTe =

AO"OIIHMTGII bHbl€ HaCTpOﬁKM

UT06bI 334aTh AOMNONHUTENbHBIE HACTPOMKN GUALTPaLLIMM NakeToB, B OkHe HacTpoWku nakeTHOro
¢unbTpa yctaHoBUTe CieaytoLe GaaxKu:

Dnaxkok OnucaHue
Brsitountb YcTaHoBUTE 3TOT G1aXKOK, UTOObI yunTbIBaTh NPU GUAbBTPALIMM COCTOAHME
ANHAMUYecKyto TCP-coeanHeHna 1 NponyckaTb TONbKO Te NakeTbl, COAEPXMUMOE KOTOPbIX

duNbTPaLMIO NakeToOB COOTBETCTBYET TEKYLLEMY COCTOSIHMIO. B Takom cnydae Bce nakeTtsl,
nepeZaBaemMble B paMKax COeAMHEHUS, HO HE COOTBETCTBYHOLLME
cneumduKaumm NPoTokoia, 6J1OKMPYHOTCA. STOT MeXaHU3M MNO3BOISET
Jlyylle 3aWmnTTbL Ball KoMnbtoTep oT DoS-aTtak (0Tka3 B 06cayxnsaHum),
CKaHVPOBaHUS PecypCcoB, BHEAPEHUS JaHHbIX U APYrUX 310HaMEPEHHbIX
onepauui.

Takxe pekomeHayeTcs ycTaHaBAnBaTb 3TOT Gp1aXKOK NPU MCNONb30BaHUN
NMPOTOKOJIOB CO CNOXHbBIMWU airoputMamMu nepegaum gaHHbix (FTP, SIP n
T. N.).

CHUMUTE 3TOT G1axkok, UTobbl GuabTpoBaTh NakeTbl 6e3 yyeta TCP-
COeANHEHWI.

Ob6pabatbiBaTh YcTaHoBUTE 3TOT GpaxKoK, UTOObI KOPPEKTHO obpabaTbiBaTh Nepegaydy
dparMeHTMpoBaHHble  B6OAbLINX 0O6BEMOB AaHHbIX. Pasmep MakcumanbHoro naketa (MTU —
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dnaxkok OnucaHune

IP nakeTbl Maximum Transmission Unit) ana pa3HbIx CeTeil MOXeT BapbUpOBaThCH,
no3ToMmy YacTtb |P-nakeToB npu nepesave MoxeT ObITb pa3buTa Ha
Hecko/Ibko ¢parmMeHToB. Mpy MCNOAb30BaHWM AaHHOW OMUUK KO BCEM
dparMeHTapHbIM NakeTam NPUMEHSETCS OLHO U TO Xe AeUCTBUE,
npesycMOTPeHHOe npaBuaaMv GUAbTPaLMK /s TONOBHOTO (MepBoro)
nakeTa.

CHuMKTe 3TOT Cl)ﬂa)KOK, yTObbI O6pa6aTbIBaTb BC€E MakeTbl MO OTAENbHOCTU.

Haxxmute kHonky OK ans coxpaHeHWs BHECEHHbIX U3MEHEHUIA UAN KHOMKY OTMeHUTb A1 BbiXxoza
13 OKHa 6€e3 COXpaHeHUs U3MEHEHW.

B okHe PepakTupoBaHue Habopa npaBun oTobOpaXaeTcs CNMcok npaswa GuabTpaL MM NakeTos,
BXOAALLMX B KOHKPETHbIN Habop. Bbl MoxeTe dopMupoBaTth CNUCOK, J06aBAAS HOBbIE WK
pefakTUpys CyLLecTByrOLWMe NpaBuia GuabTpaumm, a Takke U3MeHss NOPAA0K X BbINOJHEHUS.
MpaBwWia NPYMEHAIOTCA NOCAeA0BAaTENbHO, COMIAaCHO OYEPEAHOCTU B CrIMCKe.

PyKOBOACTBO nosab3oBaTtensd
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,U,I'Iﬂ Ka>kAoro npasuia B cnmcke npefocraBnadeTca ciefyrollan KpaTkasn I/IHCI)OpMaLI,I/IﬂZ

Mapametp OnucaHne
BkatoueHo CocTtosiHne npasuna.
[JenictBre YKa3blBaeT Ha AelcTBuMe, BbinosHAeMoe bpaHamayapom npu ob6paboTke naketa:

o BJIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb MakeT;

e Paspelwsatb nakerbl — nepegatb naker.

Vimsa npasuna  Vimsa npasuna.

HanpasieHne HanpasneHune coegnHeHus:

« € — npaBWIO NPUMEHAETCA, eC/IV NakeT NPUHUMAETCA U3 CeTw;
« 7 — npaBWO NPUMEHAETCA, eC/IV NaKeT OTMPaBAAETCA C BalLero KOMmnboTepa;
a4
o — MpaBWIO MPUMEHAETCA BHE 3aBUCUMOCTM OT Hanpas/ieHNsa COefNHEHNS.
Bepenne Pexxvm peruncrpaumm cobbITuii. YkasbiBaeT Ha TO, kakas MHPopMaLms AoKHa bbiTb
>KypHana 3aHeceHa B XypHan:

¢ ToNIbKO 3aro/IOBKN — 3aHOCUTb B XKypHan TON1bKO 3aron0BKM NMakeToB;
e Becb naketr — 3aHOCUTb B >KypHaa nakeTbl LEeJIMKOM;

e OTK/IIOUEHO — He COXpPaHATb MHbOPMaLMIO O NakeTe.

OnucaHue KpaTkoe onvicaHue npaBwna.

PepakTnpoBaHue n co3aaHne Habopa npaBun

1.
2.

|_|pl/l HeO6XOAI/IMOCTI/1 3a,a,a|7|Te nMAa N NSMEeHUTE NMA Ha6opa npasun.

Co3gaite npaBwna GUabTPaLMK, UCMONb3Ys CesytoLLne ONuUK:

e UTO6bI 106aBUTL HOBOE NPaBWUNO, HaxmuTe "2/ MpaBnno Ao6aBAAETCA B HAaYaNO CNUCKa;

Foak

e YTO6bI OTPEAAKTMPOBATL BbIBPaHHOE NPaBWIO, HaXMUTe "L/

e yTO6bI 4O6ABUTL KOMWIO BbIBPAHHOTO NPaBWaa, HAXKMUTE KHOMKY . Konwusa pobasnsetca
nepes BblbpaHHbIM NPaBUIOM;

o

e UTOOBbI YAannTb Bbl6paHHoe npaBunno, HaXXMuTe \

Ecav Bbl BbIOGpann co3gaHne HOBOTO MW PesakTUPOBaHMe CyLLEeCTBYHOLLEro NpaBuaa,
HacCTpPOWTe ero napamMmerTpsbi.

Mcnonb3yiite cTpenoyky cnpaBa OT Cnncka, YToObl OnpeAenvTb NOPAA0K BbINOJHEHWS NPaBUA.

I'Ipanma BbINOJIHAKOTCA NOCNe40BaTE/NIbHO, COrNaCHO o4YepeaHOCTUN B CrNCKE.

Mo OKOHYaHWN peaakTUPOBaHUsA cnncka HaxxmuTe KHomnKy OK a1 coxpaHeHUst BHECEHHbIX
M3MEHEHWUI AN KHOMNKY OTMEHUTb A1 0TKa3a OT U3MEHEHUI.

PyKOBOACTBO nosab3oBaTtensd
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ii Te nakeTbl, 415 KOTOPbIX HET NpaBu/ B Habope, aBTOMaTUUeckn 610KNPYOTCA.
: NckntoueHns coctaBAAatoT Te MakeTbl, KOTOPble pa3peLuaroTca npasuiamMu B

®unbTpe NPUNOXKEHUI.

[o6aBneHne unu pegakrupoBaHue npasuaa GpunbTpaLmum

1. B OKHe pefakTpoBaHWa Habopa NpaBuA ANA NMaKeTHOTO GUILTPa HaXMUTE KHOMKY

= m

KHOMKy /. OTKpOETCS OKHO CO3AaHVA WM PefaKTUPOBaHWs NMpaBuia NakeTHoW GUIbTPaLm.

2. 3apaiite CresytoLine napaMeTpbl NpaBua:

Mapametp
Vims npasuna
OnwucaHne

[JelictBue

HanpasneHune

BepeHune >KypHana

OnucaHne
Vima co3paBaemoro/pegaktnpyemMoro npasuna.
Kpatkoe onuncaHuve npasuna.

YKa3blBaeT Ha AelicTBMe, BbinosHAemMoe bpaHamayspom npu obpaboTke
nakera:

° BJIOKVIpOBaTb nakeTbl — 6J'IOKVIpOBaTb MnakerT,;

o Pa3peu.|a1'b nakKeTbl — rnepejatb naket.

HanpaBneHme CoeaANHEHNA:

° BXOAHLI.I,ee — NpaBuUaO NPUMEHAETCA, €C/IN NMaKeT NPUHMUMaeTCAa U3
ceTun;

° MCXOAHLI.I,ee — NpPaBuUNO NPUMEHAETCA, eC/IN NMaKeT OTNnpaBadeTca C
Ballero KoOoMnbHoTEpPAQa,

¢ J/llo6oe — npaBuIO NPUMEHSAETCS BHE 3aBUCMMOCTN OT HamnpasBieHus
COeAMHEHMA.

PexxvmM perncrpaumm cobbiTnii. YkasbiBaeT Ha TO, kKakas MHpopmaLums
AOJKHa BbITb 3aHECEHA B XXYpHa:

e Becb naketr — 3aHOCUTb B >KypHan nakeTbl LEeJIMKOM;
e ToNIbKO 3aro/IOBKN — 3aHOCUTb B XKypHan TONbKO 3aron0BKM NMakeToB;

e OTK/IIOUEHO — He COXpPaHATb VIHCI)OpMaLI,VII-O O nakerte.

PyKOBOACTBO nosab3oBaTtensd
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3. lMpwn Heobx0aMMOCTN f06aBbTE KPUTEPUI GUABTPALK, HAMPUMEP, TPAHCMOPTHbIN UK CETEBOM
NPOTOKO/, HaxaB KHonky [Llo6aButb kputepuin. OTKpoeTcs okHO [lo6aBUTL KpuTepuii
dunbTpauum:

@ JoBaenTe NAKETHOE NPABUAC

[lobaBuTb KpuTepui duabTpaLmn
BribepuTe KpuTepWA

q ARP w

i)

Het HaCTpareaeMelx NapamMeToE

OK | | OTMEHNTE @

PucyHok 34. lo6aBneHue kputepua punbTpaLum

BbibepuTe Hy>KHbI KpUTEPUI B BbiNagatoLLeM Crvcke. B 3ToM e OKHe Bbl MOXETe HaCTPOUTb
napameTpbl AN BblIbpaHHOro Kputepus. Bel MoxeTte f06aBUTb Ntob60e Heobxoanmoe
KONMYecTBO KpuTtepmes. MNpu 3TOM, YTOObI AelCTBUE M3 NpaBuaa ObiI0 NPUMEHEHO K MakeTy,
naKeT JO/KEH COOTBETCTBOBATb BCEM KPUTEPUAM MpaBmia.

[N HEKOTOPbIX 3ar00BKOB AOCTYMHbI JOMNONHUTEbHbIE KpUTEPUK duabTpaLmn. Bee
f06aBNeHHbIe KPUTEPUM OTOBPaXaroTCs B OKHE PeAakTMPOBaHWA NakeTHOro npasuia 1
AOCTYMHbI 419 PeAaKTUPOBaHMS.

4. Tlo oKOH4YaHuK pefakTMpOoBaHUA HAaXXMUTE KHOMKY oK ANA COXpPpaHeEHUA BHECEHHbIX N3MEHEHUI
NI KHOMKY OTMeHUTb ANA BblXO4a M3 OKHa 6e3 COXpaHeHuA N3MEHEHW.

fi Ecnv Bbl He gob6aBuTe HM OAHOrO KpUTepus GuabTpaL MK, TO JaHHOe NpaBuao byaeT
: paspewaTb Uin 610KMPOBaTb BCE MakeTbl (B 3aBUCMMOCTM OT HAaCTPOMKN B Mojie
AeicTBune).

PyKOBOACTBO nosab3oBaTtensd
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Ecan B gaHHOM npaBune BHyTpu 3aronoska IPv4 ana napametpos JlokanbHbiv IP-agpec v
YpaneHHbin IP-agpec yka3zatb 3HaueHve JIlobowm, npaBuio cpaboTaet A A0HOro nakera,
coziep>kalLiero 3aronosok IPv4 n otnpaBieHHOro ¢ pU3MYEeCcKoro ajgpeca oKalbHOro KOMrbroTepa.

12.5. Dr.Web ana Outlook

OcHOBHble PYHKLUN KOMIMOHEHTA

Moakntouaembliin Mmogynb Dr.Web ana Outlook BbinosHseT cregytoLme GyHKLNM:

aHTVBMPYCHas NPOBEPKa BOXEHHbIX GaliioB BXOAALLMX NOUYTOBbIX COOBLLEHUI;

e NpoBepKa NoyThbl, NOCTyNaroLLEeN NO 3aWMPPOBaAHHOMY coefnHeHuto SSL;

0BHapy>XeHVe 1N HelTpanr3aLu o BPeLoHOCHOTO NPOrpaMMHOro obecneveHms;

® 1ICMO/Ib30BaHMeE 3BPUCTUYECKOTO aHan3aTopa AN AOMNOJHUTENbHOM 3alnTbl OT HEU3BECTHbIX
BMPYCOB.

Hactpoiika moayna Dr.Web ana Outlook

Hactpoiika napameTpoB 1 NMPOCMOTP CTaTUCTMKM PaboTbl NPOrpaMmbl OCYLLLECTBSETCA B MOUYTOBOM
npunoxenunn Microsoft Outlook B paszene CepBuc — MapameTpbl — Bk1aska AHTUBUPYC
Dr.Web (a15 Microsoft Outlook 2010 B pasgene ®aun — Mapametpbl — HagcTpoiiku
HeobxoamMo BblbpaTtb Mmoayab Dr.Web ana Outlook n HaxaTb kHonky MapameTpbl HAACTPOMKM).

ili Bknagka AntuBupyc Dr.Web B HacTpolikax npunoxerus Microsoft Outlook goctynHa
: TOIKO MPW HaNNYWK y NONb30BaTENA NPaB, NMO3BOAAOLMX U3MEHATb AaHHbIE
HaCTPOWKMN.

Ha Bknagke AHTMBMpYc Dr.Web otobpaikaeTcs Tekylee COCTOSIHNE 3aLUThl
(BK/ItOUEHa/BbIKNtOYEHA). KpoMe TOro, OHa npesocTaBafeT AOCTYN K C1edyroWwmM GyHKLNAM
nporpammbi:

e J)KypHan — no3BoAseT HaCTPOUTb PerncTpaLLMio cobbITUIN NporpamMMbl;

e [IpoBepka BAOXKEHWN — NO3BOJSIET HACTPOWTb MPOBEPKY INEKTPOHHOW NOYTLI U ONpeaenunTb
AEeNCTBUA NporpaMMbl Ansi 06HapYy>KeHHbIX BPeAOHOCHbIX 06bEKTOB;

e CTaTncTvka — MokKa3blBaeT AaHHble 06 o6bekTax, MPOBEPEHHbIX N 0H6paboTaHHbIX NPOrPaMMON.

12.5.1. NpoBepka Ha BUpYCbI

Dr.Web ans Outlook ncnonb3syet pasanuHblie MeTobl 06Hapy>KeHns BupycoB. K HargeHHbIM
BPeLOHOCHbIM 0ObeKTaM MPUMEHSATCA onpesensemble Nob3oBaTeseM AeNCTBUA: MporpaMmMa
MOXKET IeYnTb MHPMLMPOBAHHbIE 0ObEKTBI, YAANATb MX UAKN NepemellaTb B KapaHTvH A4S Ux
M30/1LMN 1 6E30MaCHOrO XpaHEeHUs.

PyKOBOACTBO nosab3oBaTtensd
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Mporpamma Dr.Web ans Outlook o6Hapy>mBaeT cregytolime BpesoHOCHbIE 0ObeKTbl:

* MHOWLMPOBaHHbIE O6BEKTHI;

bannbl-60M6bI MAN apxmBbI-6OMObI;
e pekNamHble NPOrpaMmbi;

e MPOrpaMmbl B3/10Ma;

e NporpaMmbl JO3BOH3;

® MPOrpaMmbl-LLYTKY;

e MOTEHLMaNbHO OMacHble NPOrpaMmbl;
® LUMVWOHCKME NPOrpamMbl;

e TPOAHCKME MPOrpamMbl;

® KOMMbHOTEPHbIE YEPBU N BNPYChI.

DecTBUA

Dr.Web ans Outlook no3Bonset 3agatb peakumto NporpaMmbl Ha OH6Hapy>KeHNe 3apaskeHHbIX UK
noA03puTeNbHbIX GaliioB 1 BPEAOHOCHBIX MPOrpaMM NPy NPOBEPKE BIOXKEHWIN 31EKTPOHHOM
nouThl.

YT06bI HACTPOUTL MPOBEPKY BJOXKEHUM U ONPEAENUTb AENCTBUA NPOrpaMMbl A8 OBHapPY>KEeHHbIX
BPEeAOHOCHbIX 06bEKTOB, B MOYTOBOM npunoxeHnn Microsoft Outlook Bbibepute CepBuc —
MapameTpbl — Bkagka AHTUBUMpPYC Dr.Web (a1a Microsoft Outlook 2010 B pa3gene ®ann —
MapameTpbl — HaacTtpoiikm Heobxoammo BbibpaTte Moayab Dr.Web ans Outlook n HaxaTtb
kHoMKy MapamMeTpbl HagCTPOMKM) 1 HaxkmuTe KHOMKY MpoBepka B/N0OXKEeHUIA.

fli OkHo I'IpOBepKa BJIOXKEHUM AOCTYMHO TONIBKO MPW Haan4dnn 'y noJib3oBaTend rnpas
= aAMUHUCTPaTOpPa CUCTEMBbI.

Ana OC Windows Vista n 6onee no3aHnx Bepcuin npu Haxatum kHonky MpoBepka
BJIOYKEHUN:

e [Mpu BkatoveHHom UAC: agmuHmcTpatopy byaeT BblgaH 3anpoc Ha NOATBEPXKAEHME
[EeNCTBMI NporpamMmebl, Nosb3oBaTtento 6e3 agMUHUCTPATUBHbIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX aAMUHUCTPaTOPa CUCTEMBI;

e [Npu BbIkNtOYeHHOM UAC: agMUHMCTPATOP CMOXET U3MEHATb HAaCTPOMKM MPOrpamMmbl,
noJsib30BaTe/ib He CMOXET MONYYUTb AOCTYN K U3MEHEHWNIO HacTPOeK.

B okHe MpoBepKa BNOXXEHUI Bbl MOXeTe 3a4aTb AEUCTBMS NPOrpaMMbl A1 Pa3NNYHbIX KaTeropui
npoBepsieMblx 06BEKTOB, a TakxXe AN Cyyas, KOrAa Npu npoBepke BO3HMKAN owmnbku. Kpome
TOrO, Bbl MOXeTe BK/HOUUTb UAN BbIKJIHOUNTL NPOBEPKY apXMBOB.

PyKOBOACTBO nosab3oBaTtensd
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Ana 3apaHuna pgeiicTBUMiA Haa 06Hapy>KeHHbIMU BPeAOHOCHbIMU 06beKTamu cayxxat
cepyoume HaCTPOUKM:

e BbiNagarownii cnncok UHpuumpoBaHHble 33jaeT peakuunto Ha 06Hapy>keHne 06BbeKTOB,
3apaXkeHHbIX M3BECTHbIMU U (MPEAMNONOXMUTENBHO) U3NEUNMbBIMU BUPYCAMU;

e BbiMajaroLnii cnncok HeBblneueHHbIe 3aaeT peakunto Ha 06Hapy>keHe 06BbEKTOB,
3apaXkeHHbIX M3BECTHbIM HEN3/IEUMMbIM BUPYCOM, a TakXKe KOrAa NpesnpuHaATas nomnbiTka
M3IeUeHMs He MPUHeCaa yCrexa;

e BbinazaroLwuii cnncok Moao3putenbHble 3asaeT peakLno Ha 0BHapyeHVe 06bEeKTOB,
NPesnosoXUTENbHO 3apaXKeHHbIX BUPYCOM (cpabaTbiBaHWe 3BPUCTUYECKOTO aHaM3aTopa);

e pasgen BpepoHocHble nporpaMmmbl 33/aeT peakLnio Ha 0bHapy>eHne cieayroLero
HexxkenaTtenbHoro [0

B pekiaMHble NporpamMmmbl;
B nporpaMmmbl 4O3BOHa,

B NporpaMmbl-LYyTKK;

B nAporpamMmbl B3/1IOMa;

8 NMoTeHUWMabHO OrMnacCHbIE;

e BbiNagaroLmin cnmcok Mpu owmbke npoBepKM NO3BOJISET HACTPOUTbL AEUCTBUA NPOrpaMMbl B
cNyyae, ecv NPoBepKa BNOXKEHWS HEBO3MOXHa, HaNpyMep, eciv OHO NpeAcTaBAseT cobom
NOBPEXAEHHbIV WM 3aLMLLLEHHBIN Napoaem dans;

o dnaxok MpoBepATb apXuUBbI NMO3BONAET BKIOUUTb UAW OTKIOUNUTL NPOBEPKY BAOXKEHHbIX
dbaiinoB, NnpeacTaBAftOLLNX COOOW apXMBbl. YCTaHOBUTE 3TOT GIaXOK ANS BKIFOYEHMS NPOBEPKMY,
CHUMUTE — NS OTK/HOUEHUS.

CocraB AOCTYMHbIX peakLuii 3aBUCUT OT TWMNa BUPYCHOTO COBbITUS.

MpeaycmoTpeHbl cneaylowme aeicTBUA Hag o6Hapy)KeHHbIMU 06beKTamu:
e Bbineuntb (gelicTBME JOCTYNHO TONbKO A5 MHOULMPOBaHHbIX 06bEKTOB) — O3HayaerT, uTo
nporpaMmma npeanpyvMeT NomnbITKy Bbl€UYUTb MHPMLMPOBAHHbIA OO6BbEKT;

e Kak Ans HeBbl/1IeUEHHbIX (ZeiCTBME AOCTYMHO TObKO AN MHOULMPOBAHHBIX 06bEKTOB) —
O3HauaeT, YTo K MHOULMPOBAHHOMY BOXKEHNIO BYA€eT NPUMEHEHO AENCTBUE, BbIOPAHHOE A5
HeBbI/IEYEHHbIX 0OHEKTOB;

e YAaanutb — 03HayaeT, uTo 06bekT byAeT yaaneH;
e MepemecTUTb B KAPaHTUH — O3HAYaET, UTO 0O6BEKT ByAeT M3oANpPoBaH B nanke KapaHtuHa;

¢ MponycTuTb — 03HayaeT, YTo 06BEKT ByAeT NponyLleH 6e3 N3MEHEHWNI.

12.5.2. Perucrpauusa cobbitui

Dr.Web ans Outlook pernctpmpyet owmbkn 1 npouncxoasime cobbiTis B CAEAYHOLLNX XY pPHanax
perucrpaumm:

PyKOBOACTBO nosab3oBaTtensd
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e XypHaie pervcrpaumm cobblTmn onepaumnoHHon cuctemsl (Event Log);

® TEKCTOBOM XypHane OT/iaaKu.

)KypHan onepauVOHHOWN CUCTEMbI

B >ypHan peruncrtpaumm onepaumoHHom cuctemsl (Event Log) 3aHocutcs creayroliias MHGopmMaLms:

e COOD6LLEHNsA O 3anycke 1 OCTaHOBKe NPOrpaMMbi;

e napametpsbl kaoueBoro darina: 4eNCTBUTENbHOCTb UAN HEAENCTBUTENBHOCTb INLLEH3UK, CPOK
AEUCTBUA nLeH3mn (MHGopMaLLMa 3aHOCUTCA NPW 3anycke NPorpaMmbl, B npouecce ee paboTbl 1
Npwv 3amMmeHe Kato4YeBoro danna);

e MapameTpbl MOAYel NPorpamMmmbl: CkaHepa, a4pa, BUPYCHbIX 6a3 (MHGopMaLmsa 3aHOCUTCA Npu
3arnycke NporpaMmbl U NPy 06HOBAEHUN MOAYNeNR);

e COOOLLEeHNe O HeAelCTBUTENbHOCTU INLLEH3UN: OTCYTCTBME KAtOUYeBOro daina, oTcyTcTBME B
KNtoUeBOM ¢aiine paspeLleHns Ha UCNO/b30BaHMe MOy el NPorpaMmbl, NLEH3Us
3ab10KMpOBaHa, HapyLleHWe LLeN0CTHOCTU KatoveBoro darina (MHGopMaLma 3aHOCUTCA Npu
3anycke NporpamMmMbl 1 B npoLecce ee paboTbl);

e coobueHns 06 0bHapy>KeHUN BUPYCOB;

yBEAOMJIEHMS O 3aBEPLUEHUN CPOKa AENCTBUA anLeH3un (MHbopMmaumsa 3aHocuTes 3a 30, 15, 7, 3,
2 11 fAeHb 4O OKOHYaHWA CpoKa).

YT106bI NPOCMOTpETH XXypHaN perncrpauum cobbiTii onepaLMoHHON CUCTEMBbI:

1. Otkpointe MaHenb ynpaBneHUs onepaLioHHON CUCTEMBI.
2. Bbibepute pazgen AGMUHUCTpUpoBaHue — Mpocmotp CobbiThiA.

3. B neBow yactn okHa MpocmoTp CobbiTuii Boibepute nyHKT MpunoxkeHune. OTKpOETCH CNNCOK
cobbITUI, 3apPErncCTPMPOBAHHBIX B XXypPHae No/b30BaTeIbCKUMM MPUAOXKEHUAMU. VICTOUHUKOM
coobuwennii Dr.Web gna Outlook sBnsetca npunoxerve Dr.Web gns Outlook.

TekcToBbIN XXYypHan ot/1agKun

B TeKCTOBBIN XXypHan OTNaAKN 3aHOCKUTCA CaeaytoLas MHGopMaLms:

COOBLEHNA O AENCTBUTENBHOCTY U HEAENCTBUTENbHOCTU JNLEH3UN;

coobuyeHna 06 obHapy>xeHUn BUPYCOB;

coobueHna 06 owwmbkax 3anncy nam yteHms ¢GarnoB, owmnbkax aHaan3a apxmBoB Uan Gannos,
3alUMLLEHHBIX Mapoaem;

napamMeTpbl MOZy/el NporpaMmbl: CkaHepa, AApa, BUPYCHbIX 6a3;

coobLeHns 06 3KCTPEeHHbIX OCTAaHOBKaX Apa NporpamMmbl;

YBELOMJ/IEHMS O 3aBEPLUEHNM CPOKa AeACTBUA anueH3mnm (nHdopmaums 3aHocmtes 3a 30, 15, 7, 3,
2 11 aeHb 40 OKOHYaHUA CPOKa).

PyKOBOACTBO nosab3oBaTtensd
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Hacrtpoiika peructpaumm cobbiTuin

1. Ha Bknagke AHTuBMpyc Dr.Web Haxxmute kHonky XKypHan. OTkpoeTca OKHO HacTpoek
XypHana.

2. [lns MakcMmanbHOM AeTanun3almm pernctpupyemMbix cobbiTuii yctaHoBUTe Gaaxkok Bectn
NoApPOo6HbIN XypHaA. [0 yMonyaHMo cObbITUA PErNCTPUPYIOTCA B OObIUHOM pPeXMME.

& BeseHve Noapo6HOro TeKCTOBOrO XKypHasaa NporpamMmmbl MPUBOAUT K CHUXKEHNHO
ObICTPOAENCTBUA CUCTEMBI, MOITOMY PEKOMEHAYETCA BKIOUYATh MaKCUManbHYHO
perncTpaLuio cobbITUA TOIBKO B C/lyYae BO3ZHUKHOBEHMS OLIMOOK PaboTbl MPUNOXKEHMS
Dr.Web ans Outlook.

3. Haxmure kHonky OK ana coxpaHeHWs n3mMeHeHWUN.

:lf OkHo )Kypl-lan AOCTYMNMHO TOJIbKO NMPU Haan4ymn 'y noib3oBatesia npaB agMMHUCTPATOpPa
- CUCTEMBDbI.

[na onepaumoHHor cuctembl Windows Vista n 601ee no3aHUX BEPCUN NPU HaxkaTUm
kHonku XXypHan:

e npwu BratoueHHoMm UAC: agmuHucTpatopy OyAeT BbiaH 3anpoc Ha NoATBep>KAeHMe
[EeNCTBMI NporpamMmebl, Nosb3oBaTtento 6e3 agMUHUCTPATUBHbIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX aAMUHUCTPaTOPa CUCTEMBI;

e npu BbikItoYeHHOM UAC: aiMMHNCTPATOP CMOXKET U3MEHATb HACTPOWMKM NPOrpamMMbl,
noJsib30BaTe/ib He CMOXXET MONYYUTb AOCTYN K U3MEHEHWNIO HaCTPOeK.

MpocmoTp >XypHana cobbiTUii nporpaMmmMbl

,U,I'Iﬂ NPOCMOTPa TEKCTOBOTO XypHana cobbiTnin nporpamMmmMbl HaXXMUTE KHOTIKY MokasaTb B nanke.

OTkpoeTcs narnka, B KOTOPOW XPaHUTCS XXy pHal.

12.5.3. Ctatnucruka

B noutoBom npunoxenun Microsoft Outlook B pa3zene CepBuc — Mapamerpbl — BKIajKa
AHTuBMpYCc Dr.Web (a15 Microsoft Outlook 2010 B pa3aene ®aiin — NMapameTpbl —
Hapactpoikm Heobxoammo Bbibpats Dr.Web ana Outlook v HaxaTtb kHonky MapameTpbl
HaACTPOMKM) COAEPXKUTCA CTaTUCTUYEeCKas MHPopmMaLma 06 obyem KoamyectBe 06bEKTOB,
NpoBepeHHbIX 1 06paboTaHHbIX MPOrpamMMON.

O6beKTbl pa3fenstoTcs Ha CresytoLmne KaTeropum:

¢ MpoBepeHo — 06LLee KONMYECTBO NPOBEPEHHbIX MUCEM;
¢ HPULMPOBaAHHBIX — KONMYECTBO MUCEM, COZepiKalle BUPYChI;

e Mopo3puTenbHbIX — KO/JNYECTBO NMUCEM, NPEAMNONOXKUTENBHO 3apPaXKeHHbIX BUPYCOM
(cpabaTtbiBaHMeE 3BPUCTMYECKOTO aHaAM3aTopa);

PyKOBOACTBO nosab3oBaTtensd
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e BblieueHoO — KOMYEeCTBO 0OBEKTOB, ycnewHo BblNeYeHHbIX nporpaMMoM;

¢ HenpoBepeHHbIX — KO/IMYECTBO 06BEKTOB, MPOBEPKa KOTOPbIX HEBO3MOXHA UM MpK
NpoBepKe BO3HUKAN OLUMOKY;

¢ YncTbiX — KONMYECTBO MUCEM, HE COAEPIKALLMX BPEAOHOCHbIX OOHEKTOB.

3atem YKa3bIBa€TCA KOJINYECTBO 06beKTOB, K KOTOPbIM 6bian NPMMEHEHbDI AelzCTBMﬂZ

MepemeleHo — KOIMYECTBO 06BEKTOB, NepeMeLLeHHbIX B KapaHTuH;

Yp,aneHo — KOJINYECTBO 06BHEKTOB, YAaneHHbIX N3 CUCTEMBbI;

MponyweHo — Ko/MYecTBO 06BEKTOB, MPONYLLLEHHbIX 6€3 N3MEHEHU;

Cnam-nucem — KOJIMYECTBO MUCEM, PaCnoO3HaHHbIX KaK CraM.

Mo ymonuyaHuto cTatucTuka coxpaHsetcs B gpanne drwebforoutlook.stat, koTopbii HaxoaUTCA B
nanke %USERPROFILE%\Doctor Web.

CratncTnyeckas MHPopMaLMA HakamnaMBaeTCa B pamkax OgHOW ceccun. Mocne
: nepesarpysku KomnbtoTepa, uiv npu pectapte AHTUBUpYC Ana Windows, ctatuctuka
0b6HynAeTcs.

12.6. NpeBeHTBHaA 3aliMTa

B AaHHOM pa3zgene Bbl MOXETE HAaCTPOUTb peakuuto Dr.Web Ha AeNcTBUA CTOPOHHUX MPUNOXKEHWUH,
KOTOpPble MOTYT NPUBECTU K 3apa>KeHWHO BaLLEro KOMmbroTepa 1 BbIbpaTh YpOBEHb 3aLLUTbI OT
3KCMNOWTOB.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ DrWeb » Hactpoiikn > KoemnoHedTel 3awmuTel > [peBeHTMEHAN 3aLMTa — O x

(© KoMmnoHeHTb Pesxxum paboTbl
3alTh

ONTMManeHeIA (pekomeHayeTR) v

SplDer Guard ~ ~
MzmeHnTs napamMeTpel 6J’IOKHFJCIEIKI(1 NoAOZPUTENEHBIX AEWMCTENK

SplDer Mail VzMeHnTs NapameTpsl 40CTYNA AR NPUACKEHMA
CkaHep

bpanamaysp 3alwmTa oT 3KCNNOUTOB

HpEE:EHTI-"lEiHaﬂ 3dlluTa EJ'IOKHFJOEIETI: HMCNOAHEHWE HeAaETOPKME0EaHHONO Kog4a hd

3Ta onumA No3eonfeT 6AOKMPORATE EPEAOHOCHLIE 06LEKTLI, KOTOPbIE MCNOAL3YHT
yAzEMMOCTH B Adobe Reader, Internet Explorer, Firefox v apyriux M2eecTHbIx
nporpamMma.

PucyHok 35. Hactpowka MNpeBeHTMBHOM 3almThl

Mpw 3TOM Bbl MOXETE 3a4aTb OTAENbHbIN PEXUM 3aLLUTbI AN KOHKPETHbLIX MPUAOXKEHWI N 06 M
PEXMM, HaCTPOMKN KOTOPOro ByayT NMPUMEHATLCA KO BCEM OCTabHbIM MpoLieccam.

[na 3apaHns obLiero pexvMa NpeBeHTUBHOWM 3alLuTbl, BbibepuTe ero B cnvcke Pexxum pa6oTbl
WA HaXXMUTE Ha onuuio M3MeHUTb napamMeTpbl 6J10KMPOBKU NOAO03PUTE/IbHBIX AeACTBUIA. B
noc/ieAHEM cilyyae OTKPOETCA OKHO, TAe Bbl CMOXeTe NoApOobHHee 03HaKOMUTLCS C HACTPOMKaMK
AN KaXA0ro U3 PEXMMOB UAN U3MEHUTb UX. Bce M3MeHeHMs B HacTpoOlikax COXPaHAHOTCA B
Monb30oBaTeNbCKOM pexunMe paboTbl. B 3TOM OKHe Bbl Takyke MOXeTe CO34aTb HOBbIN NPOGWIbL ANs
COXPaHEHUs HY>KHbIX HaCTPOeK.

Co3pgaHue HoBoro npodunsa

1. Haxmute KHonKy ®
2. B oTKpbIBLUEMCA OKHE YKaXuTe Ha3BaHWe A8 HOBOro Npoduas.

3. MpocMoTpuUTe HaCTPOMKM 3aLLNTbI, 3aJaHHbIE MO YMOYaHUIO W, MPU HEOHXOAUMOCTH,
OTpeAaKTUpymTe UX.

[nsa 3azaHns HaCTpOeK NPEBEHTUBHOM 3aLUUTbI AN KOHKPETHBIX MPUAOXEHWH, HAXMUTE Ha ONUMI0
M3meHUTb NapameTpbl 4OCTyna ANA NPUNOXKEHUN. B OTKpbIBLLEMCA OKHE Bbl MOXeTe 406aBUTb
HOBOE MPaBWIO ANS NPUIOXKEHUS, OTPEAAKTUPOBATb Y>Ke CO34aHHOe NPaBUAO AW YAAIUTb
HEHY>KHOe.

PykoBoacTBO nosb3oBatens
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[ o6aBneHue npaBuna

-

)
1. Haxmute kHomKy “Z-.

2. B oTKpbIBLUEMCA OKHE HaxXMuTe KHOMKy O630p 1 yKaxute nyTb K UCNOAHAeMOMY daitny
NPUNOKEHUS.

3. MpocMoTpuUTe HaCTPOMKM 3aLLKTbI, 3aJaHHbIE MO YMOYaHUIO W, MPU HEOHXOAUMOCTH,
OTpesAaKkTpymTe nX.

ek

YTo6bl OTPEAAKTMPOBATH YXe CO34aHHOE NPABMWIO, BbIGEPUTE €r0 U3 CNMCKa U HaXMUTE Ha /.

UT06bI yAaAUTb YK CO3aHHOe NPaBMIo, BbIbepuTe ero 13 cnmcka U HaxxMuTe Ha "2

MNMoapobHee C HACTPOMKaMU KaXKAoro 13 pexmnMoB paboTbl Bbl MOXeTe 03HaKOMMUTLCS HUXeE B
pa3zgene YpoBeHb NPEBEHTUBHOW 3aLLUTbI.

YpoBeHb NpeBeHTUBHOMN 3alUTbl

B pexxvmMe paboTbl OnTUMaabHbIN, YyCTaHOBAEHHOM No ymonyaHuto, Dr.Web 3anpeliaer
aBTOMaTMyecKoe U3MEHEHNE CUCTEMHbIX 06bEKTOB, MOAVPUKALIMA KOTOPbIX OAHO3HAUYHO
CBUZAETENbCTBYHOT O MOMbITKE BPEAOHOCHOTO BO3ENCTBUSA Ha OMNEepaLMOHHY cucTemy. Takxke
3anpeLLaeTcs HU3KOYPOBHEBbLIW AOCTYN K AUCKY 1 MoandurKkauma danna HOSTS npunoxxeHunsm,
AENCTBUA KOTOPbIX Tak)Ke OZHO3HAYHO ONpPeAeNstoTCs, Kak NomMbiTKa BPeJOHOCHOTO BO34ENCTBUSA
Ha OMepaLMOHHYH CUCTEMY.

: ! : BJ'IOKVIpyI-OTCFI TOJNIbKO AeVICTBMH I'IpVIfIO)KGHVIVI, KOTOPbIE HE ABJIAKOTCA 4OBEPEHHbBIMW.

CpeaHUIA ypOBeHb 3aLLUTbl MOXHO YCTaHOBUTbL NMPW NMOBbILLEHHOW OMacHOCTU 3apaXkeHws. B
[AaHHOM pexunMe AOMNOJIHUTENbHO 3anpeLLaeTcs 4OCTYyN K TeM KPUTUYECKUM O06bekTam, KOTopble
MOTYT MNOTEHLMAIbHO NCMO/Ib30BaTbCS BPEAOHOCHBIMM MpOrpaMmMamu.

flf B AAaHHOM peXXrmMe 3allnTbl BO3MOXHbI KOH(I).I'II/IKTbI COBMECTUMOCTMN CO CTOPOHHUM
= nporpamMmmMmHbIM obecrneyeHunem, MCNONb3YyHOUWMM 3alniiaeMble BETKU peecTpa.

MapaHomaanbHbIA YpOBEHb 3aLLWTbl HEOOXOAMM A5t MONHOTO KOHTPOIS 32 AOCTYNOM K
Kputnyecknum obbektam Windows. B gaHHOM cnyyae BaM Takxke ByaeT A4OCTyneH NHTePaKTUBHbIM
KOHTPOJIb 3@ 3arpy3ko ApaBepoB 1 aBTOMaTUYECKUM 3aryCcKOM NMporpamm.

B pexxvume paboTbl Mosnb3oBaTenbcKuUin Bbl MOXeTe BbIOpaTh YPOBHM 3aLUMTbl 4151 KaXKA0rO
obbekTa Mo CBOEMY YCMOTPEHMIO.
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o6beKT

LlenocTtHocCTb

3anyLLeHHbIX
NPYAOXKEHWI

LlenoctHocTb ¢arinos

noJsib3oBaTesien

HOSTS daiin

Hwu3koypoBHeBblii
[OCTYN K ANCKY

3arpy3ka ApaviBepoB

Kputnueckme
obnactn Windows

KomnoHeHTbI 3aluThbl

OnucaHune

[laHHas HacTpoiKa NO3BOASET OTC/IEXMBAThL NMPOLLECChl, KOTOpbie
BHEAPSAOTCA B 3aMyLLEHHbIE MPUIOXKEHWS, YTO ABASETCS YrPO30M
6e3onacHoOCTK KoMMbloTepa. He oTcnexnBaeTcs noBeseHWe Tex NPoLLecCoB,
KoTopble fo6aBneHbl B VckntoueHus.

[JlaHHas HacTpoika NO3BOAAET OTC/IEXMBATb NPOLLECChl, KOTOpPbIe
MOANGULMPYIOT NOAb30BaTeNbCkMe Galibl MO N3BECTHOMY anropuTmy,
CBUAETENIbCTBYIOLWEMY O TOM, YTO Takme NMpoLecchl ABAAIOTCA YrpO30i
6e30MacHOCTM KOMMblOTepa. He oTC/exnBaeTca NoBejeHne Tex NpoLeccos,
KoTopble fob6aBeHbl B VckitoueHus.

®ann HOSTS ncnonb3yetcs onepaLyOHHON CUCTEMOW A/1A YNPOLLEHMS
goctyna K cetn ViHTepHeT. IameHeHus 3Toro daisa MoryT ObiTb
pe3ynbTaToM paboTbl BUPYCa UAN APYroi BPeJOHOCHOW NporpamMmbl.

[aHHas HacTpolika NO3BO/ISET 3anpeLyaTb NPUNOKEHNAM 3anncb Ha
XKECTKUI ANCK NOCEKTOPHO, He obpaluaschk K dpaliioBon cucteme.

[JaHHan HacTpoWka No3BOAAET 3anpeLlaTb NPUNOXEHUAM 3arpy3Ky HOBbIX
WAN HEeN3BECTHbIX JpaiBepoB.

Mpoure HacTpolKkn NO3BOAAIOT 3aLUyMLLaTh OT MOAMMKALIMN BETKN peecTpa
(kak B cucteMHOM npodue, Tak U B Npoduasx Bcex nosb3oBaTenen).

[Joctyn k Image File Execution Options:

¢ Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options

[Joctyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl ob6onoukn Winlogon:

¢ Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell,
UlHost, System, Taskman, GinaDLL

Hotudukatopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck obonoukm Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, Applnit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServicelLib

Accoumanmm ncnoaHseMbix Gpaiios:

e Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (knroun)

PyKOBOACTBO nosab3oBaTtensd
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3awmuaembii OnucaHue

o6beKkT

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile
(knroun)

Monntukn orpaHnyeHmsa 3anycka nporpamm (SRP):
e Software\Policies\Microsoft\Windows\Safer
MnaruHel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper
Objects

ABTO3anyck nporpamMmm:

e Software\Microsoft\Windows\CurrentVersion\Run

Software\Microsoft\Windows\CurrentVersion\RunOnce

Software\Microsoft\Windows\CurrentVersion\RunOnceEx

Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup

Software\Microsoft\Windows\CurrentVersion\RunServices

¢ Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3anycK NoAUTHK:

¢ Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHdurypaums 6esonacHoro pexvma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpsbl Session Manager:
e System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CucremMHble ciyx0bbl:

e System\CurrentControlXXX\Services

Ecnv npu yctaHoBKe BaXkHbIX 06HOBEHU OoT Microsoft nan npu yctaHoske 1 pabote
nporpamMmm (B TOM 4ncae nporpamm gepparmMeHTaLumm) BO3HUKaOT Npobiems,
BPEMEHHO OTKIHUMNTE MPEBEHTUBHYHO 3aLLUTY.

Bbl MOXeTe HAaCTPOUTb BbIBOZA YBEAOMJEHUI O AENCTBUAX NMPEBEHTUBHOW 3aLLMTbl Ha
3KpaH 1 OTNpaBKy 3TUX YBEAOMAEHUI Ha SNEKTPOHHYHO MOYTY.

PyKOBOACTBO nosab3oBaTtensd
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3awmTa oT 3KCN/IOUTOB

JTa onuus nNo3BonseT 610KMpPOBaTh BPEAOHOCHbIE 06BEKTbI, KOTOPbIE NCMO/Ib3YHOT YA3BUMOCTM B
NONyASPHBIX MPUAOXKEHUAX. B COOTBETCTBYOLLLEM BbiNaZaroLLLEM CMCKe BblOEPUTE MOAXOAALLNN
YPOBEHb 3aLL1Tbl OT 3KCMIONTOB.

YpoBeHb 3amThl

bnoknposatb
ncnonHeHve
HeaBTOPU30BaAHHOrO
Koza

VIHTepaKTUBHBIA pexxmm

PaspewaTb ncnonHeHve
HeaBTOPM30BaHHOIO
Koza

OnucaHue

MonbiTka BpeAOHOCHOrO 06BbEKTa MCMNONb30BaTh YA3BUMOCTY B
nporpaMmmMHOM obecrneyeHnn AN NoayyeHns AoCTyna K KpUTU4ecknm
061acTAM OnepaumoHHON cncTembl ByaeT aBTOMaTUYeCKM
3abs0KkMpoBaHa.

Mpwn nonbiTke BPeAOHOCHOTO 06bekTa NCMONb30BaTh YA3BMMOCTY B
nporpamMmMHoOM obecrneyeHur Ans NoaydeHus AocTyrna K KpUTMyeckum
obnactam onepaumoHHon cuctemsl, Dr.Web BbiBegeT cooTBeTcTBYtOLLIEE
coobueHne. O3HakoMbTeCh C MHGOPMaLMen 1 Bbibepute Hy>kKHoe
JencTeue.

MonbiTka BpeAOHOCHOro 0b6beKTa MCNOAb30BaTh YA3BUMOCTM B
nporpaMMHOM obecneveHnmn Ana NOAyHYeHUa AOCTyna K KpUTUYECKUM
obsacTAM onepaumoHHON cnucTembl ByaeT aBToMaTMUeCcky pa3peLleHa.

PyKOBOACTBO nosab3oBaTtensd
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13. CratucTtuka
B AaHHOM OKHe co6paHa CTaTUCTMKaA MO Ba>XHbIM CO6bITVIF|M B pa60Te KOMMOHEHTOB 3aLLI,VITbI.

YTo6bl NPOCMOTPETH CBEAEHMS O PaboTe KOMMOHEHTOB, OTKPOWTE MEHHO & nepenanTe B pasgen

CraTnctuka ﬂ Ha ctpaHuue CtaTucTuKa A0CTyMNHbl OTYETbI A/ CNeAyHOLLMX FPY:

e Yrposbl

e OBHOBNEHME

[na 3anvcen rpynn Yrpo3sbl 1 O6HOBAeHMe J0CTyrneH NoAPOOHbIA oT4eT. [lns 3anucen oTyeTa
BO3MOXHO NpUMeHeHne GpUabTPOB.

CeTeBas aKTUBHOCTb
Ecam yctaHoBneH bpaHamayap Dr.Web, Bam gocTyneH oTyet no ceTeBOn akTMBHOCTU.

Bbl MOXeTe yBMAETb faHHbIE MO aKTUBHbLIM NMPUAOXKEHUAM, XYPHaNy NPUAOXKEHWUI, XXypHany
nakeTHoro ¢wabTpa. [nsa 3Toro BbibepuTe Hy>XXHbIN 06BEKT B BbiMajatoLLeM CrmCKe.

ﬂrﬂﬂ KaXX40ro akTMBHOTO NPUNOXKEHNA B OTYETE 0T06pa>|<aeTc;|:

® HanpaBiaeHWe nepegayvn AaHHbIX;

NpoTOKOA PaboThl;

® JIOKaNbHbIV aapec;

yAaneHHbIN agpec;

pa3Mep OTNPaBAEHHOrO MakeTa JaHHbIX;

pa3Mep NoJlyYeHHOro MnakeTa AaHHbIX.
B >xypHane npunoxeHuli Bbl yBUAUTE:

® BpemMd Ha4ana pa6OTbI NPUNOXKEHNA;

® /IMA NPUIOXKEHNSA;

“Ms NpaBuia 06paboTkn NPUNOKEHNS;

® HanpaBaeHWe nepegayvn AaHHbIX;

JencTBuE;

e LieneBON agpec.
B >ypHane nakeTHoro ¢punbTpa oTobpaxaroTcs cneayroLme JaHHble:

e BpeMs Hayana 06paboTkM NakeTa AaHHbIX;
e HarnpaBJ/ieHWe Nepesayn NakeTa AaHHbIX;
* 1MSA npaBuna 06paboTky;

o NHTEpPENC;

PyKOBOACTBO nosab3oBaTtensd
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CraTucruka

® COoAep>KmMmoe nakerta.

o,

C nomMoLbio KHOTMKK 22/ Bbl MOXeETe 3KCMOPTUPOBaTh 3aMMCK XYPHAI0B WAV OUNUCTUTL XypHabl OT
3anucen.

Moapo6HbIN oTueT

YTt06bI NPOCMOTPETL NOAPOOHBIV OTUYET O CObbITUAX paboTel Dr.Web, Bbibepute Hy>KHOe cobbITVE U

Ha>XMUTe KHOTMKY 1 HOBTOpHOG HaxkaThe 3TOM KHOMKM CKpoeT I'IOApO6HbIe AaHHblEe O cobbITUN.

T,

C nomoubo KHOMKKM > Bbl MOXETE YAaANTb, CKOMMPOBAaTb, 3KCMOPTUPOBATh OTAE/bHbIE COBbLITHSA
WM BECb OTYET LLeIMKOM, a Tak)Ke OUUCTUTb OTYeT.

[ns ot6opa cobbITUN MOXHO BOCMO/Ib30BaThCA GUAbTPaAMM.

PunbTpbl

UT06bI MOCMOTPETbL B CMMCKE TO/IBKO T€ COBbITUSA, KOTOPbIE COOTBETCTBYOT OMNpPeAeNeHHbIM
napameTpam, BOCMob3yntecb Gunbtpamu. s BCcex OTYETOB UMEKOTCA NpeayCTaHOB/IEHHbIE
bUnbTPbI, KOTOPbIE AOCTYMHbI B BbINajatoLLLEM CNINCKE BBEPXY CTPaHWULLbl KaXAoW rpynnbl.

Bbl MOXeTe CO3aaBaTb COBCTBEHHbIE q)I/IJ'IprbI CcobbITN. YUTObBI co3aaTb HOBbIN CI)I/IJ'Ipr, HaXXmMute

P!
-

KHOMKY ““/ 1 BbibepuTe nyHKT Co3aaTh B BbiNajaroLweM Crvcke. B OTKpbIBLUEMCS OKHE yKaxuTe
HeobxoaumMble kputepumn dunbtpaumn. ObpaTute BHMMaHMe, Yto B nose KomnoHeHT Bbl MOXeTe
3af,aTb Cpa3y HeCKOJIbKO KOMMOHEHTOB.

CobbITNs MOXHO OTPUABTPOBATL MO KoAaM. [ns 3toro ykaxute mnx B none Koa, (Hanpumep: 100-
103, -102, 403) B COOTBETCTBUMN CO CNEAYHOLLNMU NMPaBUaaMu:

® KOJAbl HY>XHO yKa3blBaTb Yepes 3ansTyto;
e MOXHO YyKa3blBaTb AnanasoH kogos (Hanpumep, 100-103);

® CMMBOA «-» Nepes KoAOM UCKIKOYaeT ero U3 AranasoHa.

Takum obpazom, 3anuck Buga «100-103,-102, 403» 03Ha4aeT, UTO HeObXOAMMO MoKasaTb BCe
cobbITMA € «100» no «103», HO UCKNKOUUTL 13 GUAbTPa Kog «-102» 1 Nokasatb cobbITME «403».

CO3,£|,aHHbIe Nnob30BaTeNeM ¢I/IJ'IprbI MO>XXHO U3MEHUTb NI yaa/lnTb.

PyKOBOACTBO nosab3oBaTtensd
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TexHnueckasa noaaepikka

14. TexHnueckasa noaaepixkKa

Mp¥ BO3HUKHOBEHMM NPOBAEM C YCTaHOBKOW MM paboTor NpoAyKTOB KOMMAHUK, NPEeXae Yem
0bpalLaTbCs 3a MOMOLLBIO B CYXOy TEXHUUYECKOWN MNOALEP>KKM, MONPOBYMTe HANTU peLleHne
cneayroLwmMMim cnocobamm:

® 03HAaKOMbTECh C MOCNEAHUMU BEPCUAMU ONMUCAHMI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouuTaiiTe paszen 4yacTto 3aaBaeMbix BONPOCOB MO ajpecy
https://support.drweb.com/show faqg/;

e nocetute GopymMbl KoMnaHum «Joktop Beb» no agpecy https://forum.drweb.com/.

Ecav nocne 3Toro He yganocb pewmnTb Npo6iemMy, Bbl MOXETe BOCMO/b30BATbCA OAHMM U3
cnesyroLmx cnocoboB, UTO6bI CBA3ATLCA CO CNY>KOON TEXHNYECKON NOAAEP KKK KOMMaHUW «[JoKTop
Beb»:

e 3anosiHWTe Be6-PpOpMy B COOTBETCTBYHOLLIEW CeKLMM pa3gena https://support.drweb.com/;

e no3BoHuUTe no TenedpoHy B Mockae: +7 (495) 789-45-86 nam no 6ecnnatHOM NMHWM ANs BCeW
Poccmm: 8-800-333-7932.

NHbopMaL Mo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUcax KoMnaHun «[loktop Beb» Bbl
MOXKeTe HalTh Ha oduLManbHOM calTe no agpecy https://company.drweb.com/contacts/offices/.

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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anIlIO)KEHMe A. AOHOIIHVITEIII:HbIe napameTpbl KOMaHAHOﬁ CTPOKU

15. MpunoxxeHune A. lononHutenbHble NapaMeTpbl
KOMaHAHOMN CTPOKM

MapamMeTpbl KOMaHAHOM CTPOKM UCMOb3YHOTCA ANS 3af,aHNA NapaMeTpoB NporpaMmMam, KoTopble
MOTYT 6bITb 3anyLLeHbl MyTeM OTKPbITUA Ha BbIMOJHEHWE UCNONHAEMOro daria. 3TO OTHOCUTCA K
CkaHepy Dr.Web, KoHconbHOMY ckaHepy 1 K Moayato aBTomatnyeckoro obHosaeHus. Mpu aTom
KNFOUM MOTYT 3ajaBaTb NapameTpbl, OTCYTCTBYHOLME B KOHOUIYpaLMOHHOM daiine, a ans Tex
napameTpoB, KOTOPble B HEM 3aaHbl, UMeIOT 6o1ee BbICOKUIA MPUOPUTET.

Kntoum HaumHatoTCA € CUMBOIA «/» W, Kak U OCTa/lbHble NapamMeTpbl KOMaHAHOM CTPOKM,
pa3sgenaroTca npobenamu.

15.1. MapameTpbl ana Ckanepa u KonconbHoro CkaHepa

Knrou

/AR

/AC

/AFS

/AR

/ARC :

/ARL:

/ARS :

/ART:

/ARX :

<ko3ghpuyueHm_cxkamus>

<yposeHb_eJ10keHHoCmu >

<pasmep >

<pasmep>

<pasmep >

OnucaHune

ABTOMaTUYECKM MPUMEHSATb AeNCTBUSA K OOHapY>KEHHbIM
yrposam. (Tosbko ans CkaHepa).

npOBepﬂTb WHCTaANALUNOHHbIE NnakeTbl. 1o yMOA4YaHUKO
onuna BKJAKOYEHA.

Vcnonb3oBath NPAMON ciell Npu ykaszaHuy BAOXKEHHOCTU
BHYTPW apxmBa. [10 ymMonuaHUIO onuma oTKIoYeHa.

I'IposepﬂTb aApPXnBbI. Mo YMOJIHaHUKO Onuna BKAKOYEHaA.

MakcrManbHbIN ypoBeHb ckaTtus. Ecav ckaHep onpegenser,
UTO KOIPPULMEHT CXKATUA apXMBa MPEBbLILIAET YKa3aHHbIN,
pacrnakoBKa ¥ MpoBepKa He npou3BoamnTcs. Mo

yMONUaHuo — 6e3 orpaHnYeHuni.

MakcrManbHbIN YPOBEHb BAOXKEHHOCTU NPOBEPSAEMOro
apxuBea. Mo ymonyaHnro — 6e3 orpaHnYeHui.

MaKCUMMabHbIN pa3Mep NpPoBepsemMoro apxusa, B
knnobawTax. Mo ymonuyaHuto — 6e3 orpaHnYeHni.

Mopor npoBepkM YpoBHA CKaTna (MUHUMaNbHbIV pa3mMep
davina BHYTPM apxvBa, HauMHasa Cc KoToporo byaer
NPOV3BOANTLCA NPOBEPKa KO3PPMLIMEHTA CKaTuA), B
knnobaritax. Mo ymonuaHuo — 6e3 orpaHnYeHuni.

MaKcrManbHbI pasmep NpoBepsemMbix O6BEKTOB B
apxuBax, B knnobawntax. [lo ymonuyaHuo — 6e3
OorpaHUYeHuni.

PyKOBOACTBO nosab3oBaTtensd
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/BI

/CUSTOM

/CL

/DCT

/DR

/E : <KOJ/IU4ecmeo_nomokos >

/EFAST

/FL:<umA_gatina>

/EFM: <mMmacka>

/FR: <pezy/ispHoe_8blpaxeHue>

/FULL

/EX: <mMmacka>

/GO

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

BbiBecTV MHGOPMaLMO O BUPYCHbIX Ba3zax. o ymonyaHuto
OnuMs BKIKOYEHA.

3anyctutb CkaHep Ha CTpaHuLe BbIBOPOYHOW NPOBEPKM.
Ecan npw 3TOM 3agaHbl AONONHUTENbHbIE MapaMeTpbl
(Hanpumep, 06beEKTLI AN NPOBEPKN UK

napametTpbl /TM, /TB), To byaeT 3anyLeHa BbIbOopoYHas
npoBepka ykaszaHHbIx 06bekToB. (Tonbko ana CkaHepa).

Wcnonb3osatb ob6nauHbin cepsuc Dr.Web. Mo ymonyaHuto
onuusa BkatoyeHa. (Tonbko ana KoHconbHoro CkaHepa).

He oTtobpaxkaTtb pacueTHoe Bpems nposepkn. (Toabko ans
KoHconbHoro CkaHepa).

PekypcnBHO npoBepaTb Nanku (NpoBepATb nognanku). 1o
YMOJIHYaHWIO ONUMA BKAKOYEHa.

npOBeCTVI NpoBepPKY B YKazaHHOE KOAMYeCTBO NMOTOKOB.

Mpoun3BecTn BbICTPYHO NPOBEPKY CUCTEMBI. ECM Npu 3TOM
3ajaHbl JOMNOIHUTE/IbHbIE NapaMeTpbl (HanprMep, 06 beKTbI
4NA NpoBepkun unn napameTpsl /TM, /TB), TO ykasaHHble
0b6bekThl Takke 6yayT nposepeHsbl. (Tosbko ana CkaHepa).

MpoBepsATb NyTW, yKasaHHble B Gainne.

MpoBepsaTb Gaiibl No Macke. 1o ymonyaHuio npoBepke
noggeprarotca Bce paribl.

MpoBepsTb Galsibl MO peryispHOMY BbipaxeHuto. Mo
YyMOJIYaHMIO MpOBepKe NoABepratoTcs Bce Ganibl.

Mpown3BeCcT! NOHYHO MPOBEPKY BCEX XKECTKNX AUCKOB U
CbEMHbBIX HOCKTENeN (BKIKOYasA 3arpy30UHble CEKTOPbI).
Ecan npw 3TOM 3asaHbl ZONONHUTENbHbIE MapaMeTpbl
(HanprMep, 06BbEKTLI AN MPOBEPKU UM

napametpsbl /TM, /TB), To 6yaeT npounsseseHa bbicTpas
npoBepKa 1 NpoBepKa ykazaHHbIX 06bekToB. (TONbKO ANs
CkaHepa).

He npoBepstb dainbl, cootBeTcTBYtOWME Macke. (ToNbKO
ans KoHconbHoro CkaHepa).

Pexxum paboTbl CkaHepa, Mpy KOTOPOM BOMPOCHI,
noApasymeBatolLme OXuAaHe OTBETa OT NONb30BaTeNs,
MponycKaroTcs; pewweHus, TpebyroLne Bbibopa,
NPYHMMAOTCA aBTOMATUYECKW. DTOT PEXMM MoNe3Ho

PyKOBOACTBO nosab3oBaTtensd
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/H wm /?

/HA

/KEY : <ksroyesol_¢halin>

/LITE

/LN

/LS

/MA

/MC : <4UC/I0_NONLIMOK >

/NB

/NI [:X]

/NOREBOOT

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

ncnonb3oBaTb /19 aBTOMaTUYeCKOW NpoBepkn hainnos,
HanpumMep, NPW exesHEBHOW UK eXeHelelbHOW NpoBepKe
>EeCTKOro amcka. B komaHAHOWM CcTpoke HeobXxoaMMO yKka3aTb
06beKT ana npoBepku. Bmecte ¢ napametpom /GO Takke
MO>HO Mcnosab3oBaTtb napametpsbl /LITE, /FAST, /FULL. B
3TOM pexume npu nepexose Ha paboty ot Hatapen
npoBepka npekpatiaercs.

BbiBeCTn Ha 3kpaH KpaTkyto cnpasky o paboTe ¢
nporpammoit. (Tonbko ans KoHconbHoro CkaHepa).

Mpoun3BOANTL IBPUCTUYECKMI aHan3 $HailioB 1 MOUCK B
HWMX HEW3BECTHbIX Yrpo3. Mo YMOYaHMWIO OMLMS BKIOYEHA.

Yka3zatb nyTb K k1toueBoMy dpainny. MNapametp Heobxoanm B
TOM C/lyyae, e KatoueBoi Gainn Haxo4MTCA He B TOM Xe
nanke, 4To 1 ckaHep. Mo yMonYaHMo NCNoab3yeTcs
drweb32.key nnn gpyroi nogxoasawmin us nankm C:
\Program Files\DrWeb\.

Mpowv3BecTn CTapTOBYO MPOBEPKY CUCTEMBI, MPU KOTOPOM
NpoBepsArOTCA ornepaTtnBHasa NaMaTb U 3arpy3ouHble
CeKTOpbI BCeX AMCKOB, a TakKe NpOBeCT! NPOBEPKY Ha
Hannume pytknToB. (Tonbko aia CkaHepa).

MpoBepsATb Gaisibl, Ha KOTOpble YKa3biBatoT Ap/bIkX. 1o
YMONYaHMIO OMNLMA OTKIOYEHa.

MpoBepATb Nog yyeTHOW 3anuncbto LocalSystem. Mo
YMOJIYAHWIO OMNUMA OTKAHOYEHa.

MpoBepsATb NouTOBbIe Garisbl. [0 yMOAYaHMO onLums
BK/IIOYEHa.

YcTaHOBWTb MakCHManbHOE YMCAO MOMbITOK BblIEYUTb
dann. Mo ymonyaHuto — 6e3 orpaHnYeHni.

He co3gaBaTh pe3epBHble KOMUUN BbIEYEHHbIX/YAaNEHHbIX
darinos. Mo ymonyaHWIo onums oTKAtOYeHa.

YPOBEHb NCMOJ/Ib30BaHNSA PECYPCOB CUCTEMBI, B MPOLIEHTaX.
OnpepnensieT KOAMYECTBO NaMATU UCMOb3YEMON ANs
MPOBEPKM M CUCTEMHbIN MPUOPUTET NPOBepKK. Mo
YyMOJIUaHWo — 6e3 orpaHnYeHuni.

OTmeHsAeT nepesarpysky 1 BbIK/IHOUYEHME MOC/ie MPOBEPKM.
(Tonbko ans CkaHepa).

PyKOBOACTBO nosab3oBaTtensd
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/NT

/OK

/P :<npuopumem>

/PAL: <ypo8eHb_8/10)keHHOCMu >

/QL

/ QL : <UMS_/102u4ecko20_oucka>

/QNA

JOR[:[d] [:p]]

/QUIT

/RA: <umsA ¢galina>

/REP

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

Mpoepatb NTFS-noToku. Mo ymonvanuio onumsa
BKJIFOYEHa.

BbIBOAWTL MOJIHBIV CMIMCOK NPOBEPSEMbIX OOBEKTOB,
CoMnpoBoOXAas HesapaxeHHble nomeTkon Ok. Mo
YMOJU@HWIO OMLUMS OTK/IOYEHa

MpuopuTeT 3anyLLeHHOW 3a4a4m NPOBEPKM B 0bLLel
oyepean 3ajay Ha NpoBepky:

0 — HU3WWNA.

L — Hu3kMI.

N — 06bIUHbIN. [TpropUTET NO YyMOAYAHWIO.
H — BbICOKMI.

M — MakcMMasibHbIN.

MaKkcumanbHbI YpOBEHb BAOXEHHOCTM YMaKOBLLMKOB
ncnonHsemoro danna. Ecam ypoBeHb BAOXKEHHOCTH
NpeBbILLAeT yKa3aHHbIW, NpoBepka byAeT NPON3BOAUTLCS
TO/NIbKO A0 YKa3aHHOrO YPOBHSA BAIOXEHHOCTYW. 1o
ymonyanuo — 1000.

BbiBeCT cnncok Bcex GpalinioB, MOMELLEHHbIX B KAPaHTUH Ha
Bcex anckax. (Tonbko ana KoHconbHoro CkaHepa).

BbiBecT cnmncok Bcex GpalinoB, MOMELLEHHbIX B KAPaHTUH Ha
yKa3aHHOM normnyeckom gucke. (Tonbko aia KOHCOAbHOro
CkaHepa).

BbIBOAUTb NYTN B ,D,BOVIHbIX KaBblYKax.

Ypanutb daiinbl € ykazaHHOro amncka <d>
(MMA_nornyeckoro_amncka), Haxogalmne B KapaHTUHe
Jonblle <p> (KOANMYecTBO) AHeW. Ecam <d> n <p> He
yKasaHbl, To ByayT yaaneHbl Bce Gaibl, HaxoadLWMecs B
KapaHTWHe, Co Bcex nornyeckmx anckos. (Tonbko ana
KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocne NpoBepkn (BHe 3aBUCMMOCTU OT
TOro, 661N 1N NPUMEHEHbI AeACTBUA K OBHApPY>KEHHbIM
yrposam). (Tonbko ana CkaHepa).

[lonncatb oTyeT 0 paboTe NporpamMmbl B ykazaHHbIV daii.
Mo ymMonuaHwuto 3anuch B Gain XXypHana He MPOU3BOANTCS.

npOBep‘r'lTb MO CMMBOJIbHbIM CCblKaMm. 1o yMOJIHaHUKO
onuna OoTKIK4YeHa.

PyKOBOACTBO nosab3oBaTtensd
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/RK

/RP:<umsaA ¢galina>

/RPC: <cek>

/RPCD

/RPCE

/RPCE : <yesiegoli_adpec>

/RPCH: <ums_xocma>

/RPCP: <npomokos >

/SCC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

I'IpOBepKa Ha HaJn4yme pyTkKUToB. Mo YMOJIHaHUIO Oonuua
OTKNKOYEeHa.

3anuncaTb OTYET O paboTe NporpaMmMbl B yKasaHHbIA Gali.
Mo ymonuaHwuto 3anuch B Gain XXypHana He MPOU3BOANTCS.

Talim-ayT coegnHeHuns ¢ Scanning Engine, B cekyHaax. Mo
ymonyaHuto — 30 cekyHa. (Tonbko ana KoHconbHoro
CkaHepa).

Vicnonb3oBaTtb AnHaMuueckuii naeHtmoukatop RPC.
(Tonbko ansa KoHconbHoro CkaHepa).

Vicnonb3oBatb agnHamumyeckuii Leneson agpec RPC. (Tonbko
ans KoHconbHoro CkaHepa).

Mcnonb3oBath ykasaHHbI Lenesoli agpec RPC. (Tonbko
ans KoHconbHoro CkaHepa).

Vicnonb3oBaTb yka3aHHOe MMsa xocTa A4 Bbi3oBoB RPC.
(Tonbko ans KoHconbHoro CkaHepa).

VMcnonb3oBatb ykazaHHbIA NpoTokon RPC. BO3MOXHO
ncnosb3oBaHWe NPoTokosoB: Ipc, np, tcp. (Tonbko ans
KoHconbHoro CkaHepa).

BbiBOAUTB CoepP>XMmMoe COoCTaBHbIX obbekToB. No
YMOYaHUKO Oonuna OTKAKOYEHaA.

BblBOAMTL Ha3BaHME MHCTaANALMOHHOrO naketa. o
YMOHaHMIO ONUMA OTKAKOYEHa.

BbIBOANTL N0rK Ha 3kpaH. Mo ymonyaHuto onums
BratoyeHa. (Toabko ana KoHconbHoro CkaHepa).

BbIBOAMTbL Ha3BaHMWe ynakoBLUyMKa. [1o ymonyaHuio onuums
OTK/IHOYEHA.

OTobpaxkaTb npouecc npoBeaeHNs nposepku. Mo
ymMon4aHuto onuua BkatoyeHa. (Toabko ana KOHConbHOro
CkaHepa).

BbiBOAMTL Bpems npoBepkn obbekTa. 1o ymonuaHuto
onuus oTKAKYEHA.

3anyck CkaHepa B ¢oHOBOM pexunme. Ecnm He 3agaH
napametp /GO, To rpadunyecknin pexkum otobpaxkaerca

PyKOBOACTBO nosab3oBaTtensd
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/TB

/TM

/TR

/W <cek>

/WCL

/X:S[:R]

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

TONIbKO MPY 0B6HapY>KeHWM yrpo3. B aToM pexunme npu
nepexoze Ha paboty oT 6aTapen NpoBepka Npekpallaercs.

BbIMoAHATE NPOBEPKy 3arpy304HbIX CEKTOPOB U M1aBHbIX
3arpy3ouHbix cektopos (MBR) xecTtkoro amcka.

BbIMOHATL MOUCK Yrpo3 B ONepaTUBHOM NamMsATH (BKArOUas
cncteMHyto obnacte Windows).

I'IposepﬂTb CNCTEMHbIE TOYKM BOCCTaHOB/IEHNA.

MakcrmanbHOe BpeMs NpoBepku, B cekyHaax. 1o
yMonYaHuo — 6e3 orpaHnuYeHuni.

BbiBoA, coBMecTuMbIn ¢ drwebwcl. (Tosbko ana
KoHconbHoro CkaHepa).

Mo okOHYaHUWN NPOBepPKM NepeBeCcT MaLLUVHY B YKa3aHHbIV
PeXUM: BbIKNHOUYEHWe/nepe3arpy3ka/KAyLwuii
PEXMM/CMALLNA PEXMM.

3apaHune feACTBUIA € pa3indHbiMm obbekTamu (C — BblieunTb, Q — nepemMecTuTb B KapaHTuH, D —
yaanutb, | — nrHopumposatb, R — nHdopmmposatb. JenictBre R BO3MOXHO TONbKO AS
KoHconbHoro CkaHepa. Mo ymMonyaHuio aaa Bcex — MHPOPMUpPOBaTh (Takxke TObKO ANS
KoHconbHoro CkaHepa)):

AeiicTBue
/AAD: < genctemne>
/AAR:<aencTeme>

/ACN:<aencTBme>

/ADL:<gencrene>
/AHT: < gelictBrE>
/AIC:<pelictBre>
/AIN:<genctemne>
/AJK:<pelictBre>

/AML: < gencrene>

OnucaHune
LENCTBUA AN peknaMHbIX NporpaMm (Bo3mMoxkHble aericteus: DQIR)
JAeVCTBUA € MHOULMPOBaHHBIMK apxnBaMu (Bo3MOXHble aericteua: DQIR)

AEeNCTBUS C UHOULMPOBAHHBIMW MHCTAANSALMOHHBIMW NakeTaMu (BO3MOXHbIe
nencteusa: DQIR)

JeVCTBUA C NporpaMmamMu 03BOHa (BO3MOXHble aercteus: DQIR)
JeVcTBUA C NporpamMmamMu B3fioMa (BO3MOXHble aelicteus: DQIR)
AEeVCTBUSA C HeM3AeUMMbIMU dalinamu (Bo3MoXKHbIe gencteus: DQR)
AeVCTBUA C MHOULMpPOBaHHbIMK dainammn (Bo3MoXHble gecteus: CDQR)
[AeVCTBUA C MpPOrpamMmMamMu-LIyTkaMm (Bo3mMoxkHble aericteus: DQIR)

AeNCTBUA C UHPULMPOBAHHBIMW MOYTOBbIMY dainamMum (BO3MOXKHbIE
Aenicteua: QIR)

PyKOBOACTBO nosab3oBaTtensd
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I'IpunomeHue A. AOHOIIHVITeIII:HbIe napameTpbl KOMaHAHOﬁ CTPOKU

AelictBue OnucaHue

/ARW: < gencremne> JEeVCTBUA € NOTEHLMANbHO onacHbIMK dainamun (BO3MOXKHbIe AeACTBUSA:
DQIR)

/ASU:<pelictBne> [AEeVCTBUA C NOZO3pUTENbHBIMU dalinamu (Bo3MoxHble aerncteus: DQIR)

HekoTopble KAUM MOTYT UMeTb MOAUDUKATOPbI, C MOMOLLbI KOTOPbIX PEXUM ABHO BKAKOYAETCA
nmbo oTkatoyaetca. Hanpumep:

/AC- PEXMM FBHO OTK/IHOUAeTCAa
/RC, /AC+ PEX1M SIBHO BK/IHOYAETCs
Takas BO3MOXHOCTb MOXET 6bITb MOE3HA B CIyUae, eC/M PEXUM BKIHOUEH/OTKAOUEH MO

YMOJIYaHMIO WU MO BbIMOJHEHHBIM paHee yCTaHOBKaM B KOHOUrypaumoHHoM daiine. Cnmcok
KNKOYel, A0MyCKaroLLMX NPUMeHeHe MoANGUKATOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA,
/REP, /SccC, /SCN, /SLS, /spN, /seps, /ssT, /TB, /TM, /TR, /WCL.

Ans knoya /FL MOANGDUKATOP «—» O3HAYaeT: MPOBEPUTb MyTW, NEePEUYNCIEHHbIE B YKa3aHHOM
davine, v yganutb 10T darin.

[Ons knouen /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3HaueHune napametpa «0» 03HauaeT, YTo NapameTp UCMoNb3yeTcs 6e3 orpaHNUYeHN.

Mpumep MCNoAb30BaHWUA KaoYen Npu 3anycke KOHCObHOTO CKaHepa:
[ <nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBEpPUTb BCE d)al?lﬂu, 3a NCKNHOYEeHMEM apXMBOB, Ha ANCKE (e I/IHd)I/ILI,I/IpOBaHHbIe Cl)al\/'lflbl NeYynTb,
HeusneyMMble MOMECTUTb B KapaHTWH. [na aHanormyHoro 3anycka CkaHepa ans Windows
HeobxoMMO BMecCTo dwscancl HabpaTb UMS KOMaHAbl dwscanner.

15.2. MapameTpbl ana Moayna obHoBAeHUA

O6wue napameTpbl:

Mapametp OnucaHue
-h [ --help ] BbiBeCTM Ha 3KkpaH KpaTKyro cripaBky O paboTe C mporpamMMon.
-v [ --verbosity ] arg YpoBeHb feTanv3aumm XypHana: error (CTaHAapTHbIN), info

(pacwmpeHHsbIl), debug (oTrazouHBIR).

PyKOBOACTBO nosab3oBaTtensd
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Mapametp
-d [ --data-dir ] arg
--log-dir arg

--log-file arg
(=dwupdater.log)

-r [ --repo-dir ] arg
-t [ --trace ]

-¢ [ --command ] arg
(=update)

-z [ --zone ] arg

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune
Manka, B KOTOPOW pa3meLLeHbl PENO3UTOPUA N HACTPOIKN.
Manka, B KOTOPOW ByAeT COXpaHEeH XypHan.

Mma danna xypHana.

Manka penosuTtopus, (Mo ymonyaHuto <data_dir>/repo).
BrsitounTb Tpaccnposky.

BbinonHseMas koMaHga: getversions — noayuntb Bepcuuy,
getcomponents — Noay4nTb KOMMNOHEHTbI, init — UHWLMan3auums,
update — obHoBneHwue, uninstall — yaanuTb, exec — BbIMNOAHUTB,
keyupdate — obHoBUTL Koy, download — ckauarts.

CnncokK 30H, KOTOpbIN ByAeT NCNOAb30BaTbCA BMECTO 3aaHHbIX B
KOoHbUrypaLmoHHoMm daiine.

MapameTpbl KOMaHAbI MHULMaAU3aLum (init):

Mapametp
-s [ --version ] arg
-p [ --product ] arg

-a [--path]arg

-n [ --component ] arg

-u [ --user] arg
-k [ --password ] arg

-g [ --proxy ] arg

-e [ --exclude ] arg

OnucaHune

Homep Bepcum.

Ha3BaHwne npogykra.

MyTb, NO KOTOPOMY ByAET YCTaHOB/EH NPOAYKT. 3Ta nanka byaeT
NCNONb30BaTbCA MO YMONYAHUIO B KAYECTBE Manku Ansg Bcex
KOMMOHEHTOB, BKAFOUEHHbIX B MPoAyKT. Moaynb obHoBAeHUA ByaeT

npoBepATb Hannume kntoyeBoro daina UMEHHO B 3TOW Marike.

Vima KomnoHeHTa 1 nanka ycTaHoOBKM B popmaTe <umMa>, <nyme
ycmaHosku>.

VIMs monb3oBaTens npokcu-cepsepa.
Maposb Nosb3oBaTens NPoOKCU-cepeepa.
Mpokcun-cepsep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.

VIMsi KOMMOHEHTa, KOTOPbIV BYAET UCKIHOYEH M3 NMPOAYKTa Mpu
yCTaHOBKE.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

MapameTpbl KOMaHAbl 06HOBAeHUA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

-g [ --proxy ] arg
-u [ --user]arg
-k [ --password ] arg

--param arg

-l [ --progress-to-console ]

OnucaHune

HasBaHuve npoaykTa. Ecan HazBaHWe ykasaHo, To byaeT npounseeseHO
0bHOBNEHME TO/IbKO 3TOro NpogykTa. Ecv npoaykT He ykasaH 1 He
yKa3zaHbl KOHKPETHble KOMMOHEHTbI, OyAeT Npov3BeseHO ObHOBIEHME
BCeX NPOAyKTOB. ECan ykazaHbl KOMMNOHEHTHI, ByAeT Nnpon3BeseHo
06HOBJ/IEHWE YyKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMNOHEHTOB, KOTOPble HEOOXOAMMO OHBHOBUTL A0
onpegeneHHon MoandukaLmm.
®opmat: <name> , <target revision>.

Mepe3sanyck nocne obHoBaeHUA Moayns o6HoBAeHMA. Mo ymonyaHuto
3HauyeHve yes. Ecim yka3aHo 3HaueHne no, TO BbIBOAWUTCS
npeaynpexaeHvie 0 HeobxoAMMOCTN nepe3anycka.

MonyunTb cnncok IP-agpecos update.drweb.com nepes o6HoBAEHMEM.

Mo>eT BbITb OAHUM W3 CAEAYHOLWUX:

e reset-all — npuHyauTenbHoe 0bHOBAEHNE BCEX KOMMOHEHTOB;

e reset-failed — cObpocuTtb BCe M3MEHEHUSA ANS MOBPEXAEHHbIX
KOMMOHEHTOB;

e normal-failed — nonbiTaTbcd OBHOBUTL KOMMOHEHTbI, BKIOYaA
NoBpeXAeHHbIe, 40 NocaeaHeln 1mMbo J0 yKazaHHON Bepcuu;

e update-revision — O06HOBWUTb KOMMOHEHTbI B Mpesenax TekyLlen
peBu3uny;

e normal — 06HOBWTbL BCE KOMMOHEHTHI.

Mpokcun-cepeep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.
VIMs monb3oBaTens npokcu-cepsepa.
Maposb Nosb3oBaTens NPoOKCU-cepeepa.

Mepeaatb AOMONHUTENbHbIE NAapaMeTPbl B CKPUMT.
dopmart: <uma>: <3HadeHue>.

BbIBECTU Ha KOHCOJ/Ib MHPOPMALIMIO O 3arpy3ke 1 BbIMOJHEHUM
cKpvnTa.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

MapameTpbl KOMaHAbI NOJyYeHUSA KOMMNOHeHTOB (getcomponents):

Mapametp
-s [ --version ] arg

-p [ --product ] arg

OnucaHune
Homep Bepcum.

YKaxunte ums npogykta, 4tobbl yBUAETb, Kakme KOMMOHEHTbI OH
BItOYaeT. Ecam npoaykT He ykasaH, byayT BbiBeZieHbl BCE KOMIMOHEHTI
3TOW BEPCUMN.

MapameTpbl KOMaHAbI NOAyYeHUA N3MeHeHW (getrevisions):

Mapametp
-s [ --version ] arg

-n [ --component ] arg

Onucanue
Howmep Bepcum.

MMsi KOMMOHEeHTa.

MapameTpbl KOMaHAbI yaaneHusa (uninstall):

Mapametp
-n [ --component ] arg
-I [ --progress-to-console ]

--param arg

-e [ --add-to-exclude ]

OnucaHune
MImMa KOMNOHeHTa, KOTOPbIA HEOHBXOAMMO YAANUTb.
BbiBECTU MHDOPMaLMIO O BbIMOJHEHMW KOMaHZbl Ha KOHCOb.

MepeaaTb AOMONHUTENbHbIE NAaPaMeTPbl B CKPUMT.
dopmart: <uma>: <3HadeHue>.

KomnoHeHTbl, KoTopble 6yayT yaaneHbl n nx 0bHOBAEHME
NpPOV3BOANTLCA He ByaeT.

MapameTpbl KOMaHAbl aBTOMaTUUeckoro o6HoBneHusn katoua (keyupdate):

Mapametp
-m [ --md5] arg
-0 [ --output ] arg

-b [ --backup ]

-g [ --proxy ] arg

OnucaHne
KoHTposibHas cymma md5 ctaporo kitoueBoro darina.
Nmsa danna.

Pe3epBHOe KONMpOBaHMe CTaporo katouyeBoro daiia, ecam oH
CyLLecTByeT.

Mpokcun-cepsep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.

PyKO BOACTBO NOJib30BaTe A
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

Mapamertp OnucaHue
-u [ --user]arg VIMa nonb3oBaTens npokcu-cepsepa.
-k [ --password ] arg Maposib Nonb3oBaTENA MPOKCU-CEpBEpa.

-I [ --progress-to-console ]  BbiBECTU Ha KOHCO/Ib MHPOPMALMIO O 3arpyske kKatoueBoro daina.

MapameTpbl KOMaHAbl ckaumnBaHua (download):

Mapametp OnucaHne
--zones arg ®aiin, cogepxkalyMin CNMCOK 30H.
--key-dir arg Manka, B KOTOPOW HaxoAuUTCsA KatoueBon dalin.

-| [ --progress-to-console ]  BbiBeCTM MHPOPMALMIO O BbINOJHEHWNN KOMaHZbl Ha KOHCO/b.

-g [ --proxy ] arg Mpokcu-cepBep ans 06HOBNAEHUS B dopmaTte <adpec>: <nopm>.
-u [ --user] arg Vimsa nosb3oBaTtesis NpoKcu-cepsepa.

-k [ --password ] arg Maponb Nonb3oBaTesns NPoKCU-cepsepa.

-s [ --version ] arg Vima Bepcun.

-p [ --product ] arg Ha3BaHune npoaykTa, KOTOPbIA HEOOXOAMMO CKaYaTb.

15.3. Koabl Bo3Bpara

Bo3MO>HbIe 3HAaUeHMs KOAa BO3BpaTa M COOTBETCTBYHOLLME MM COOLITUS CeayHoLME:

Koa CobbiTne

BO3Bparta

0 BupycoB nam noso3peHnii Ha BUPYChbl He 0BHapPY>KEHO.

1 O6Hapy>eHbl N3BeCTHbIe BMPYCHI.

2 Ob6Hapy>xeHbl MOoANDUKALUN N3BECTHBIX BUPYCOB.

4 ObHapy>xeHbl MOA03pUTENbHbIE HA BUPYC OOBEKTBI.

8 B apxvBe, KOHTENHepe 1M NOUYTOBOM fLLMKE OBHApPY>KEeHbI U3BECTHbIE BUPYChI.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

CobbiTne

B apxuvBe, KOHTENHepe WM NOUTOBOM fALLMKE OBHApPY>KeHbl MOANPUKALMM N3BECTHBIX
BMPYCOB.

B apxvBe, KOHTeMHepe WM NOUTOBOM fALLMKe O6Hapy>KeHbl MOA03PpUTEbHbIE Ha
BMPYC 0OBbeKThI.

YcnewHo BbIMOAHEHO fleyeHre XOTa 6bl OAHOro 3apaXKeHHOro BUPyCcom obbekTa.

BeinosHeHo yaaneHne/neperMeHoBaHne/nepemMelleHne xota 6bl O4HOTO
3apakeHHoro ¢ainna.

Pe3ynbTvpytoLwuii Ko Bo3BpaTta, POpMUPYeMbIil MO 3aBepLUEHNIO MPOBEPKM, PaBeH CYMMe KOZ0B
TeX COObITMI, KOTOPbIE MPON30LLAM BO BPeMs NPOBepPKU (M ero cnaraemblie MOryT O4HO3HaUYHO
6bITb MO HEMY BOCCTAaHOB/IEHDI).

Hanpumep, kog Bo3sparta 9 = 1 + 8 03HayaeT, 4TO BO Bpems NpOBepKy OBHapy>KeHbl N3BECTHbIe
BUPYCbI (BMPYC), B TOM YMC/Ee B apXxunBe; 06e3BpexXmMBaHmne He MPOBOAMIOCH; BObLLE HUKAKMX
«BUPYCHbIX» COBbLITUI He 6bIIO.

PyKOBOACTBO nosab3oBaTtensd
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16. MpunoxxeHune b. Yrpo3bl n cnocobbl ux o6e3BpexmMBaHus

C pa3BuTMEM KOMMbBIOTEPHbIX TEXHOJIOTUIA U CETEBBIX PELLEHW, BCe HOJblUee pacnpoCTpaHeHNe
MONyYatoT Pas3NnyHble BPeLOHOCHbIE NPOrpaMMbl, HaMpaB/IeHHbIE Ha TO, UTOObI Tak WAV MHaYe
HaHECTV BpeA NoJsb30BaTeNsM. VIx pa3Butne Hauanoch eLe B 3Moxy 3apO>KAEHWS BbIUNCAUTENBHOW
TEXHUKW, N NapasieNbHO pa3BUBaNNCL CPEACTBA 3aLUThbl OT HUX. TEeM He MeHee, A0 CMX MOpP He
CYLLECTBYET e4MHOM KnaccuduKaLmm BCeX BO3IMOXHbIX YIP0O3, UTO CBA3AHO, B MEPBYH OUepesb, C
HenpeAckaslyeMblM XapakTepoOM UX Pa3BUTUS 1 MOCTOSAHHLIM COBEPLUEHCTBOBAHNEM MPUMEHAEMbIX
TEXHOJIOTUIA.

BpesoHOCHbIE NporpaMMbl MOTYT PacnpOCTPaHATLCA Yepe3 VIHTEPHET, I0KaNbHYH CETb,
3/IEKTPOHHYHO MOYTY U CbeMHble HocUTeNn MHGopMaLmn. HekoTopble paccumnTaHbl Ha
HEOCTOPOXKHOCTb M HEOMbITHOCTb NMOJIb30BATENS U MOTYT AENCTBOBATb NMOJIHOCTbHO aBTOHOMHO,
Apyrue ABAAKOTCA ML MHCTPYMEHTaMM NOZ yNpaBaeHNEeM KOMMbIOTEPHbIX B3OMLLMKOB U
CNOCOBHbI HAHECTU BpeA Aaxe HafeXXHO 3allMLLEHHbIM CUCTEMAM.

B AaHHOW rnaBe NpeAcTaBaeHbl ONMCaHUsA BCEX OCHOBHBIX U Hanbosiee pacnpoCTpaHeHHbIX TUMOB
BPEeAOHOCHbIX NporpamMmm, Ha 60pb6y C KOTOpPbIMK B MEPBYHO o4epeab U HanpaBaeHbl pa3pa60TK|/|
«[lokTop Beb».

16.1. Knaccupukayusa yrpos

Moa TepMUHOM «yrpo3a» B AaHHOW KnaccudukaLlmm cnesyet noHMMaTh atboe nporpaMmMHoe
CpeacTBO, KOCBEHHO MM HaMpPsAMYH CNOCOBHOe HaHecTH yLepb KoMnbloTepy, ceTn, MHbopMaLmm
WM NpaBaMm Mo/b30BaTenNs (TO eCTb BPELOHOCHbIE N MPOYMe HeXenaTebHble Mporpammsl). B 6onee
LUIMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXET 03HayaTb 0Oy NOTEHLMaIbHYHO ONacHOCTb A1
KOMMblOTEpa WK CeTU (TO ecTb ee YA3BUMOCTb, KOTOpas MOXET OblTb MCMOb30BaHa A5
NPOBeAEHNsA XaKepCKmxX aTak).

Bce Tvnbl nporpamm, onvcaHHble HUXKe, NoTeHLMaNbHO 061a4ak0T CNOCOBHOCTLHO NOABEPTHYTH
OMaCHOCTN AaHHble NO/b30BaTeNs UMW UX KOHOWAEHLMaNbHOCTb. [TporpaMmel, KOTOpble He
CKPbIBaOT CBOEro NMPUCYTCTBUSA B CUCTEME (HanpuMep, HeKOTOpble NPOrpaMMbl A/ PaCcCbIiKK
crnama uav aHanavsatopsbl Tpaduka), 06bIYHO He MPUHATO MPUYNCAATL K KOMTMbIOTEPHBIM Yrpo3aMm,
XOTSl NPW ONpeaeneHHblX 06CTOATENBCTBAX OHU MOTYT HAaHECTU BPeA NOb30BaTeNtO.

B npogaykTax 1 foKyMeHTaLmmn koMnaHun «Joktop Beb» yrpo3bl NpUHATO pa3gensTb Ha ABa TUNa B
COOTBETCTBUM C YPOBHEM OMaCHOCTM:

e 3HauuTe/IbHblE YIPO3bl — KJacCUYECKNe KOMMbIOTEPHbIE YIPO3bl, KOTOPble camu Mo cebe
CNOCO6HbBI BbIMONHATD Pa3/IMyHble AeCTPYKTUBHbIE M HE3aKOHHbIE AeNCTBUA B CUCTeME (yAaneHne
M Kpaxka Ba>kHOW MHPOpMaLLMK, HapyLLeHne paboTbl CETU U T.4.). DTOT TUM KOMMbIOTEPHBIX YrPO3
COCTOUT U3 NpPOrpamMmMm, KOTopble TPaAULMOHHO Ha3blBarOT BPeAOHOCHBIMU (BUPYChI, YEPBU 1
TPOSAHCKME NPOrpamMmbl);

¢ He3HauuTeJibHble Yrpo3bl — KOMMbHOTEPHbIE YTPO3bl, KOTOPbIE CHUTAOTCA MEHEe OMNMacHbIMK MO
CPaBHEHWNKO CO 3HAYUTE/IbHbIMW YTPO3aMWN, HO MOTYT ObITb UCMO/Ib30BaHbI TPETbUMUN MMLUaMWN ANA
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Mpunoxxenue b. Yrposbl 1 cnocobbl nx o6e3BpeXxmBaHuA

COBepLUEeHMs BPEAOHOCHbIX AeMCTBMI. [TOMUMO 3TOro, caMo MPUCYTCTBUE HE3HAYUUTENIbHbIX YIPO3
B CMCTEMeE ABASIETCH HECOMHEHHbIM CBUAETENbCTBOM HU3KOTO YPOBHSA ee 3al L EeHHOCTY.
Cneypannctbl B 061actv MHGOPMaLMOHHOW 6e30MacHOCTU MHOTAA Ha3bIBaOT 3TOT TUM
KOMMbIOTEPHBIX YTPO3 «CepbIM» MPOrpPaMMHbIM 0becreyeHnemM Man NoTeHLManbHO
HexXenaTeNbHbIMU NporpaMmmamMu. K HeaHaunTeNbHbIM Yrpo3amM OTHOCATCA PekNamHble
nporpamMmsl, NPOrpamMmMbl 403BOHa, MPOrPaMMbl-LUYTKK, NOTEHLMAaNbHO OMacHble NMPOrpamMmMbl 1
nporpamMMsbl B3/0Ma.

3HauuTeNIbHble yrposbl

KomnbroTepHblie BUpYChbI

[JaHHbIN TN KOMMbIOTEPHBIX YIPO3 XapakTepm3yeTcs CroCOOHOCTbIO BHEAPATb CBOW KOJ, B
MCMOJIHAEMBIV KOZ, APYrvX NporpaMM. Takoe BHegpeHWe HasbiBaeTcs uHguyuposaHuem. B
60NbLUNHCTBE ClyYaeB MHPMLMPOBaHHBIN $alin caM CTaHOBUTCS HOCUTENEM BUPYCA, @ BHEAPEHHBIN
KoZ, He 06s3aTe/IbHO MOJIHOCTBbIO COOTBETCTBYET OpUrnHany. bonbluas YacTb BUPYCOB co3zaeTcs s
NOBPEXAEHUS UIN YHUUTOXEHUS AaHHbIX.

B komnaHum «[loktop Beb» BMpychbl ensat no tmuny Gannos, KOTOPble OHN MHOULMPYIOT:

¢ ¢daiinoBbie BUPYCbl MHOULMPYHOT daliibl ONepaLMOHHON cUCTeMbI (0ObIYHO, UCMONHAEMbIE
barnbl 1 AMHaMUMYeckne BUBINOTEKN) U aKTUBMU3MPYHOTCA NPU 0BpaLLeHNN K 3apa>keHHOMY dainny;

* MaKpo-BUPYCbl NHONLMPYHOT daiibl ZOKYMEHTOB, UCMO/b3yeMble NPuUaoxeHnammn Microsoft®
Office nav gpyrumun nporpamMmmamu, JOMyCKaroLWUMMN Haanume MakpOKOMaHJ, HanmcaHHbIX, Yalle
BCero Ha A3bike Visual Basic. MakpokomMaHabl — 3TO BCTPOEHHble NPOrpaMmbl (Makpochl),
HanMCaHHble Ha NMOJIHOLLEHHOM fi3biKe MPOrpamMMMPOBaHUNA, KOTOPble MOTYT 3amnycKaTbCa Npwu
onpeaeneHHbIX ycnoBusx (Hanpumep, B Microsoft® Word makpocbl MOryT 3anyckatbcs npu
OTKPbITUW, 3aKPbITUN NV COXPAHEHUN JOKYMEHTA);

® CKPUMT-BUPYCbI NULLYTCS Ha A3blKax CLleHapueB (CKPUMNTOB) 1 B BONbLUMHCTBE ClyYaeB 3apaxkaroT
Apyrue dannbl cueHapueB (Hanpumep, cyXebHble daliibl onepaLoHHON cuctembl). OHM MOTYT
MHOULMpPOBATL TakXXe ApYyrune TuMbl Gainios, KOTOPble NOAAEPXKMBAIOT UCMOJIHEHNE CLLEHAPWEB,
NO/Ib3ysCb YA3BUMbIMU CLLEHAPUAMU B BED-NPUNOKEHMAX;

e 3arpy3ouHble BUPYCbl 3apaXatoT 3arpy30uHble CEKTOPa AMCKOB U Pa3je/ioB, a TakxKe r1aBHble
3arpy30u4Hble CEKTOPa XeCTKUX ANCKOB. OHU 3aHUMAIOT OUYeHb Masio NMaMsATV 1 OCTatOTCS
rOTOBbLIMU K BbIMOJNHEHWIO CBOWX OYHKLMIA A0 Tex Mop, Nnoka He ByAeT NpousBeAeHa Bbirpy3Kka,
nepesarpyska wim 3aBepLueHne paboTbl CUCTEMBI.

BonblwmHCTBO BUPYCcOB 061agaeT onpeseneHHbIMUN 3alLUTHbIMU MeXaHU3MaMu NPoTUB
ob6Hapy>eHus. MeToabl 3aLWuUTbl OT 0BHaPY>KEHMS MOCTOSIHHO YNyYLLAKOTCA, MO3TOMY ANs
aHTUBUPYCHbIX MPOrpaMmM pa3pabaTbiBatOTCs HOBble CNOCOObI MPEeOAONEHNS 3TOW 3alLmTbl. Bupychl
MOXHO pa3AenuTb Mo NPUHLMMY 3aluTbl OT 06HapyKeHWs:

¢ wndppoBaHHbIe BUPYCbI LWNGPYHOT CBOM KOZ MPU KaXA0M HOBOM 3apakeHuu, UTo 3aTpyaHseT
ero obHapy>xeHwue B daline, NamMATV UAKN 3arpy304HOM cekTope. Kaxabl 3K3eMnasp Takoro
BMPYCa COAEPKUT TOJIbKO KOPOTKUI 06w nin dparMeHT (NpoLesypy paclumppoBKM), KOTOPbIA
MO>KHO BbIGpaThb B KauecTBe CUrHaTypbl;
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Mpunoxxenue b. Yrposbl 1 cnocobbl nx o6e3BpeXxmBaHuA

¢ noaumopdgHble BUPYCbl 1CMOIb3YHOT MOMUMO LMPPOBaHMS KOAa CreLManbHy O NpoLeaypy
paclndpOoBKY, M3MEHSAIOLLYHO caMy cebs B KaXKZ0M HOBOM 3K3eMnaspe BUPYCa, UTO BeAeT K
OTCYTCTBUIO Yy Takoro BUpyca 6anToBbIX CUrHaTYp.

Bupycbl Tak)ke MOXHO KnaccuduumpoBaThb Mo A3blKy, Ha KOTOPOM OHM HanucaHbl (60NbLUMHCTBO
MULYTCA Ha acceMbepe, BbICOKOYPOBHEBLIX A3blkax MPOrpaMMUPOBaHMs, fA3blkax CLLEeHapUeB U
T.4.) ¥ MO NopaxaeMbIM OMNepaLMOHHbIM CUCTEMAM.

KomnbloTepHble uepBu

B nocnesHee BpemMs BpeAoOHOCHbIE MPOrpaMMbl TUMa «KOMMbHOTEPHbIV YePBb» CTasv FOpasso
6onee pacnpocTpaHeHbl, YeM BMPYCbl 1 NMpoYMe BPeAoHOCHbIe MporpaMmsbl. Kak 1 BUpYChl, Takue
nporpamMMbl CMOCO6HBI cO3aBaTb CBOW KOMUWU. YepBb NPOHUKAET Ha KOMMbIOTEP M3 CETU (Yalle
BCEro Kak B/IOXEHWE B COOBLLEHMAX INEKTPOHHON MOYTbI) U paccblNaeT CBOW GYHKLMOHabHbIe
KOMWM Ha Apyrve KoMnbtoTepbl. s Hayana pacnpoCTpaHeHns YepBM MOTYT UCMO/Ib30BaThb Kak
[EeNCTBMA NoNb30BaTeNs, Tak U aBTOMaTUYeCKMU pexxuM Bbibopa 1 aTakn KOMrbtoTepa.

UepBu He 06sA3aTENILHO LIENMKOM COCTOSIT U3 OAHOTO daiina (Tena Yepss). Y MHOMUX YepBel ecTb TaK
Ha3biBaeMas MHOEKLMOHHAs YacTb (LLe-KOA), KOTOpas 3arpy>KaeTcs B OrnepaTuBHYH naMsTb
KOMMblOTEPa 1 «40TPY>KaeT» Mo CETU HEMOCPEACTBEHHO CaMO TeNo YepBs B BUAE UCMONHAEMOTO
darina. Noka B cuCTeMeE HET Tena YepBA, OT HEr0 MOXHO M36aBUTLCA Nepe3arpy3kon KoMMnboTepa
(Mpv KOTOPOW NPOUCXOAUT COPOC ONepaTUBHOM NaMATH). Ecin ke B cucteMe okasbiBaeTcs Te0
YyepBs, TO CNPaBUTbCA C HUM MOXET TO/IbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacrnpOCTPaHEHNs YepBU CMOCOOHbI BbIBECTU U3 CTPOS Liesible CeTH, Aaxe
€C/IN OHW He HECYT HUKAKOW NMONE3HOM Harpy3ku (He HAHOCAT MPAMOW Bpes, CUCTEME).

B komnaHun «loktop Beb» uepBein genst no cnocoby (cpese) pacnpocTpaHeHus:

e ceTeBble YepPBU PaACMPOCTPAHATCA NMOCPEACTBOM PA3NNYHbIX CETEBLIX MPOTOKOJIOB U
NpoTOKO0B 0bMeHa dannamu;

® MOYTOBbIE YePBU PaCcMpPOCTPaAHAKTCA MOCPEACTBOM MOYTOBbIX MpoTokoaoB (POP3, SMTP nT.4.).

TposHckue nporpamMmbl

DTOT TMN BPEAOHOCHbIX NPOrpaMM He cnocobeH K caMmopenamkaunm. TposHCKMe NporpaMmbl
NPOM3BOAAT Kakune-ambo BPeLOHOCHbIE AENCTBUA (MOBPEXAEHNE U YAaNEHWE AaHHbIX, NePechIIKa
KOHdUMAEHLManbHOM MHGopMaLm 1 T.4.), IM60 AenatoT BO3MOXKHbIM HeCaHKLIMOHUPOBaHHOE
MCMOIb30BaHME KOMMbOTEPA 3/10YMbILIEHHUKOM, HAaNpuUMep, 418 HaHeCEHUs Bpeaa TPETbUM
NnLam.

31 nporpaMMbl 061a4at0T CXOXKUMU C BUPYCOM MaCKMPOBOYHBIMU N BPEAOHOCHBIMU OYHKLIUAMM
W Aaxe MoryT 6bITb MOAYIEM BUPYCa, HO, Kak MPaBWIo, TPOSIHCKME NPOrpaMMbl PacnpoCTPaHArTCA
Kak OTAe/bHble NCMOoHAeMble Galisibl (BbIKNaAblBatOTCA Ha GaliioBble cepBepa, 3anmncbiBatoTCs Ha
HOCUTeNN MHPOPMALLIUM UK NEPECLINAKOTCSA B BUAE BJIOXKEHUIN B COOBLLEHNAX 3NEKTPOHHON NOYTbI),
KOTOpble 3anyckatoTcs MMbo caMum rnosib3oBaTtenemM, Mo onpeseneHHbIM NPOLLECCOM CUCTEMBI.
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Huxxe npuBeaeH CNMCOK HEKOTOPbBIX TUMOB TPOSIHCKMX MPOrpamMM, KOTopble B KOMMAaHUKN «[JoKTop
Be6» BblAeNatoT B OTAE/NbHbIE KNacChl:

e 63KA0PbI — 3TO TPOSHCKME NPOrPaMMbl, KOTOPbIE MO3BOIAOT MNOJYyYaTb NPUBUAETMPOBAHHbIN
[OCTYN K cucTeme B 06XOJ, CyLLLeCTBYHOLLEro MexaHn3Ma NpesoCTaBAeHNs A0CTyNa U 3aLiuThbl.
Bakzopbl He MHOULMPYHOT dainbl, OHW NPONUCLIBaKOT Cebsi B peectpe, MOANPULIMPYS KAOUW;

e Aponnepbl — 3T0 daibl-HOCUTENN, KOTOPbIE COAEPKaT B CBOEM Tesle BPEeLOHOCHbIE
nporpammsl. [pwu 3anycke gponnepa OH KONUPYeT Ha AUCK NOb30BaTeNs BPeJOHOCHbIE Gaiibl,
He onoBeLLias No/b30BaTesNs, U 3amyCcKaeT ux;

e KNaBMaTypHble NepexBaTUMKM (Kelnorrepbl) UCMOb3YHOTCA AN cbopa AaHHbIX, KOTOpble
noJib3oBaTe/lb BBOAWUT NMPW NMOMOLLM KNaBuaTypsbl. Lienbto Takmx AeicTBUA ABASIETCA Kpayka JIMYHON
MHbOpMaLuK (HanprMep, CETEBbIX NMaPOJIEN, TIOTMHOB, HOMEPOB BaHKOBCKMX KapT U T.A4.);

® K/IMKepbl NeEPeonpeaensroT CCbIKM NPU HaXkaTuW Ha HUX 1 TakMM 06pa3om nepeHanpaBastoT
nosib3oBaTeNei Ha onpesesieHHble (BO3MOXHO, BPeAOHOCHbIE) canTbl. OBbIYHO NoAb30BaTe/b
nepeHanpaBAAeTcs C LeNbio YBENNYEHUS peKIaMHOro Tpaduka Be6-calToB Uan ANs opraHv3aumm
pacnpeAeneHHbIx aTak oTkasa B obcnyxmBaHum (DoS-atak);

® NMPOKCU-TPOSAHbI NPEAOCTaBAAIOT 3/10YMbILLUAEHHVKY aHOHUMHbIV BbIXOZ B CETb VIHTEpHET Yepe3
KOMMbIOTEP >KEPTBbI;

* PYTKWUTbI NpeHa3HayeHbl A8 nepexsaTa CUCTEMHbIX QYHKLMIA ONepaLMOHHON CUCTEMbI C Lie/IbO
COKPbITVS CBOEro MPUCYTCTBUA B cucTeme. KpomMe Toro, pyTKUT MOXKET MackMpoBaThb NPOL,EeCcchl
APYTUX MpOrpaMm, pasanyHble KA4mM peectpa, nanku, Garibl. PyTkuT pacnpoctpaHseTcs Kak
camocTosTe/IbHas NPOrpaMma WA Kak JOMOHUTENbHbIN KOMMOHEHT B COCTaBe ApYyrown
BPEAOHOCHOW Nporpammbl. 1o NpuHLMNY cBOel paboTbl PYTKWTbI YCIOBHO Pa3AenstoT Ha ABe
rpynnbl: pyTKUTBI, paboTaroLLme B pexxmme nosib3oBaTtens (nepexsat GyHKLUM brubanoTtek
nosb3oBaTensckoro pexumma) (User Mode Rootkits (UMR)), n pyTkunTbl, paboTatoLine B pexvmMe
aApa (nepexsaT GYyHKLUUA Ha YPOBHE CUCTEMHOTO AApa, YTO 3HAUUTE/IbHO YCIOXKHAET
obHapy>xeHune n obespexmBaHune) (Kernel Mode Rootkits (KMR)).

Kpome nepeuncieHHbIX Bbllle, TPOSHCKME MPOTrpaMMbl MOTYT BbINOJHATL U APYrne BPefOHOCHbIe
AENCTBUA, HaNpyMep, N3MeHATb CTapTOBYHO CTPaHuLy B Beb-6pay3sepe win yaanate onpeseneHHble
dannbl. OfHaKO Takmne AeNCTBUA MOTYT BbIMONHATLCA U yrpo3amMu ApYrux TUMoB (Hanpumep,
BUPYCaMn N YepBaAMMN).

He3HauunTtesibHble yrpo3bl

Mporpammbl B3/10Ma

MporpamMmbl B310Ma CO34aHbl C Lie/Ibo MOMOUYb B3/1I0MLLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NOAOOHBIX MPOrpaMm ABAAOTCA CKaHepbl MOPTOB, KOTOPbIe MO3BOAAOT 0OHapy>KMBaTb
YA3BMMOCTU B MEXCeTeBbIX 3KpaHax (parepBonax, bpaHamMayspax) v Apyrux KOMMOHEHTaX,
obecneunBaroLLmnx 6e3onacHOCTb KOMMbloTepa. Kpome xakepoB, TaKMMWU MHCTPYMEHTaMu MOTYT
NO/Ib30BaTbCs aAMUHUCTPATOPbI A/ MPOBEPKN HaLEXHOCTN CBOMX ceTel. VIHoraa K nporpaMmmam
B3/lO0Ma OTHOCAT MPOrpPaMMbl, UCMOb3YHOLLME METOAbI COLMANbHOM UHXEHEPUMN (31EMEHTDI
COLLMIOTEXHUKMW).
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PeknamHbie nporpamMmmbl

Yale Bcero nog 3Tum TEPMUHOM MOHMMAKOT MPOrPAaMMHbIV KOZ, BCTPOEHHbIM B pa3inyHoe
6ecnnatHoe NporpammMHoe obecneyeHne, NpPu NCNOb30BaHNN KOTOPOTO MOb30BATEHO
NPVHYAWUTENBHO NOKa3blBaeTca peknamMa. Ho MHorga Takom Ko MOXKET CKPbITHO pacnpoCTpaHATbCs
NOCPEACTBOM APYrvX BPEAOHOCHbIX MPOrpaMm 1 AEeMOHCTPMPOBAaTh pekiamMy, Hanpumep B Beb-
Hpay3epax. 3a4acTyto peknamHble NporpamMmmMbl paboTaroT Ha OCHOBAHUW AaHHbIX, COOPaHHbIX
LWNMOHCKMMM NPOrpaMmMamMu.

Mporpammbi-LyTKY

3TO TVN BPEAOHOCHBIX NMPOrpaMm, KOTOPbIe, Kak 1 pekNamHble NPOrpaMmbl, He HAHOCAT MNPSAMOTo
BpeAa cucteme. Yalle BCEro OHM reHepupYrOT COOBLLIEHUA O HECYLLIECTBYHOLLMX OLLMOKaX 1
Yrpo>KaroT AeNCTBMAMM, KOTOPbIE MOTYT MPMBECTU K MOBPEXAEHUIO AaHHbIX. X OCHOBHOM
byHKLMeRN ABAsSeTC 3anyruBaHve noab3oBaTens, Mo HaBA3UMBOE ero pasgpaxkeHve.

NMporpammbl A03BOHA

3TO CneumanbHble KOMMbIOTEPHbIE MPOTPaMMbl, UCMOAb3YHOLLME AOCTYN K CeTh VIHTepHeT ¢
pa3peLLeHns Noab3oBaTens A/ TOro, YTobbl MoNacTb Ha onpeaeneHHble calTbl. O6bIYHO NMetoT
NOANUCaHHBIA CepTUPMKAT N YBEAOMASAKOT O BCEX CBOUX AENCTBUSAX.

MNMoteHuuanbHO onacHble NPOrpamMmbl

DTV NporpaMMbl He CO3aBanvcCb ANA HAHECEHWA Bpesa, HO B CUJTy CBOMX OCOBEHHOCTEN MOTYT
NpeACTaBAATb Yyrpo3y Ana 6e3onacHOCT cuctembl. K Takmm nporpaMmamM OTHOCATCA He TOJ/IbKO Te,
KOTOpPbIe MOTYT Cly4YaiHO NMOBPEAUTb UAN YAAAUTb JaHHbIE, HO 1 Te, KOTOPbIE MOTYT
MCMOb30BaTbCA XakepaMun Uan ApyrMMun nporpammMamMin na HaHeceHus Bpesa cncteme. K
NOTEHLMabHO OMaCHbIM NPOrpaMMaM MOXHO OTHECTU pas/iyHble NPOrpamMMbl YAaneHHOro
obueHna n agMuHucTpupoBanus, FTP-cepsepa 1 1.4,

NMoao3purtenbHbie 06bEKTHI

K nogo3putensHbiM 06bekTaM OTHOCATCA N0Oble MOTEHLMabHbIE YTPO3bl, 0OHaPY>KEeHHbIE NPU
MOMOLLM 3BPUCTUYECKOTO aHanm3a. Takme o6bekTbl MOTyT ABAATHCSA NHOOBIM TUMOM KOMMbHOTEPHbIX
yrpo3 (BO3MOXHO, Aiaxe HEM3BECTHbIM AN CNeLNanncToB no MHPopMaLMOHHOM Be3onacHoCTH), a
MOTYT OKa3aTbCsi 6e30MnacHbIMM B Cy4Yae NOXHOro cpabaTbiBaHus. Palinbl, cogepkalime
NoA03puUTeNbHbIE 0ObEKTbI, PEKOMEHAYETCS NMOMELLATh B KAPaHTWH, @ Tak>Ke OTNPaB/ifTb Ha aHaau3
cneumnanmcTtam aHTMBUPYCHOW nabopatopum koMnaHun «Joktop Beb».
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16.2. flencTBuA ana obesBpe)xmuBaHuA yrpos

CyLLecTBYeT MHOXECTBO Pa3/iyHbiX MeTOA0B 60pbObl C KOMMbIOTEPHBIMM yrpo3amMu. s
HaAEeXHOM 3aLnTbl KOMMBIOTEPOB U ceTeln NPoAyKTbl «[lokTop Beb» 06beanHaArT B cebe 3Tu
MeTOZbl MPW MOMOLLM TMOKNX HAaCTPOEK 1 KOMMIEKCHOTO MoAxoAa k obecrneyeHmto 6e3onacHoCTL.
OCHOBHbIMM AEeACTBUSMU A5t 06e3BPEXMBaAHNA BPEAOHOCHBIX MPOrpaMM ABAAFOTCA:

1. JleueHue — feliCTBMe, MPUMEHAEMOE K BUpYyCaM, YepBaM v TposiHam. OHO nogpasymeBaet
yAaneHne BPeOHOCHOTO KOAa M3 3apakeHHbIX $ainoB ambo yaaneHve GyHKLMOHaAbHbIX KOMWU
BPEAOHOCHBIX NMPOrpamMM, a TakKe, N0 BO3MOXHOCTY, BOCCTaHOBJIeHNe paboToCnoCcobHOCTM
NOpaxeHHbIX 06BEKTOB (T. €. BO3BPaLLeHME CTPYKTYPbl U GyHKLMOHaNA NPOrpaMMBbl K
COCTOSIHMIO, KOTOPOE BblNIo A0 3apaxeHus). [laneko He BCe BPeLOHOCHbIE MPOrpamMMbl MOTYT
6bITb BblJIeYeHbl, OZHAKO MMEHHO MPOAYKTbl «[lokTop Beb» npegoctaBastoT camble
3 deKTUBHbIE aNrOPUTMbl IeYEHMS| 1 BOCCTAaHOBAEHMS GaliNoB, MOABEPTLLNXCA 3apadKeHWHO.

2. MNepemeleHne B KAPaHTUH — JeNCTBUE, NPU KOTOPOM BPEAOHOCHbI 06BbEKT NoMeLLaeTcs B
cneumnanbHyto nanky, rae N30AnpyeTcs OT OCTaNbHOWM cucTeMbl. [JaHHOE AeNCTBME ABAAETCA
npesnoYTUTE/IbHBIM MPW HEBO3MOXXHOCTUW IeYEHUs, a TakXKe AN BCeX NOA03PUTE/bHbIX
06bekToB. Konum Takux ¢harnoB xenatenbHO nepecbinatb A8 aHaaM3a B aHTUBUPYCHYHO
nabopatoputo «Joktop Beb».

3. YpaneHune — 3¢dekTMBHOE AeNcTBME AN 60pbObl C KOMMbIOTEPHBIMMK Yyrpo3amu. OHO
NPUMeHMMO A5 NtobHoro Trna BpesoHOCHbIX 06bekToB. Ceayer OTMETUTb, YTO UHOTAa
yaaneHune 6yset NpyMeHeHO K HeKOTopbIM darnam, A KOTOpbIX ObiNo BbiIOpaHO feyeHne. 310
NMPOUCXOAMWT B C/lyyae, KOraa Becb dain LesMKOM COCTOUT U3 BPEAOHOCHOIO KOoZa U He
COAEPXKMUT HMKaKOW nosnesHon nHbopMaLumun. Tak, Hanpumep, Noj NeYeHneM KOMMbOTEPHOTO
yepBs NoApa3yMeBaeTCa yaaneHve Bcex ero GyHKLMOHaIbHbIX KON,

4. BnokupoBKa, NepeuMeHoBaHue — 3TO TakxXe AelCTBUsA, MO3BOAAOWMe 06e3BpeAnTb
BPELOHOCHbIE MPOrpaMMbl, MPY KOTOPbIX, OAHAKO, B GalnNoBON cUCTEME OCTalOTCA UX
NOJIHOLLEHHbIe KONMuW. B nepBoM ciyyae 610KMpyrOTCA tobble NOMbITKM 06paLLeHms OT U K
BpeAoHOCHOMY 06bekTy. Bo BTOpoMm ciyuyae, paclumperve daiina n3MeHsaeTcs, YTo Aenaet ero
HepaboToCNOCOOHbIM.
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17. MpunoxxeHune B. NpnHUUNbI TMeHOBaHNA Yrpos3

Mpw 06Hapy>KeHUN BUPYCHOTO KoAa KOMNOoHeHTbl Dr.Web coobuiatoT nonb3oBaTtento cpeacTtBaMum
nHTepdenca 1 3aHOCAT B $aiin oTyeTa MMA BUPYCa, MPUCBOEHHOE eMy crielmannctaMmm «Joktop
Beb6». 3T MeHa CTpoATCsA Mo onpeAeneHHbIM NMPUHLMMNAM U OTpaXaroT KOHCTPYKLUIO BMPYCa,
Knacchl yA3BMMbIX 06BEKTOB, cpeay pacnpoctpaHeHuns (OC 1 npuknazHble NakeTbl) U P 4PYrmx
0COBEeHHOCTeN. 3HaHWe 3TUX MPUHLMNOB MOXET bbITb MOE3HO A5 BbIABAEHMS NPOrPaMMHbIX 1
OpraHu3aLMOHHbIX YSI3BMMOCTEN 3allMLLLaeMOl cUcTeMbl. Hue faetcs KpaTKoe U3NoXeHme
NPVHLMNOB UMEHOBaHWs BMPYCOB; 6osiee NoJHas 1 NOCTOSHHO OBHOBISEMas BepCUs ONncaHus
AOCTynHa no agpecy https://vms.drweb.com/classification/.

JTa knaccndukaums B page cayyaeB yCIOBHA, MOCKO/bKY KOHKPETHbIE BUAbI BUPYCOB MOTYT
obnagatb OAHOBPEMEHHO HECKO/IbKMMU NPUBEAEHHBIMU Npu3HakaMu. Kpome Toro, oHa He MoXeT
CUMTaTbCA UCHEPTbIBAOLLEN, MOCKOJIbKY MOCTOAHHO MOAB/SIOTCA HOBbIE BUAbI BUPYCOB W,
COOTBETCTBEHHO, UAET paboTa Mo YTOUHEHUIO KaccUbUKaLLnm.

MosHoe nmA BMpyca COCTOUT U3 HECKOJIbKMX 3NEMEHTOB, pa3feNeHHbIX ToukaMu. [1pu 3Tom
HeKOTOpPble 3/1IeMeHTbI, CTOALLME B Havane NoAHOTro MMeHu (Mpedukcebl) 1 B KOHLe (CyddurKcnl),
SABAAIOTCA TUMOBLIMW B COOTBETCTBUM C MPUHATON Knaccupukaymen.

OcHoBHble npeduUKcbl

MNMpedunkcbl onepauMoOHHON CUCTEMBbI

Hwuxecnegyrolime npedukcbl NPUMEHSAIOTCA ANS Ha3blBaHWUA BUPYCOB, MHOULMPYHOLLNX
ncnonHsiemble darnbl onpeaeneHHbix naatoopm (OC):

e Win — 16-pa3paaHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psagHblie nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3psagHblie nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP, OC
Windows Vista;

e Win32 — 32-pa3psagHble nporpammbl pasamyHbix cpeg OC Windows 95, OC Windows 98, OC
Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammsl pasnnynblix UNIX-cucrewm;

e Linux — nporpammbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpammbl OC SunOS (Solaris);

e Symbian — nporpammbl OC Symbian OS (Mo6bunbHaa OC).
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3ameTuM, UTO HEeKOTOpPble BMPYCbl MOTYT 3apaaTb NPOrpaMmMbl OJHON CUCTEMBI, XOTS CaMu
AEVCTBYHOT B APYroW.

Bupycbl, nopaxkatowue ¢aianl MS Office

Mpynna npedurkcoB BMpYCcoB, NopaxatoLwmx o6bekTsl MS Office (ykasaH f3bIk MaKpoOCOB,
nopaxaeMblX JaHHbIM TUMIOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e Xx97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PP97M — ¢annbl-npe3seHTaymm MS PowerPoint;

e 097M — VBA5 (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaeTt paiabl 601ee yemM ofHOro
koMnoHeHTa MS Office.

MNMpedukcobl A3bika pa3paboTkn

lpynna npedunkcos HLL NpUMeHAeTca A8 MMEHOBaHNA BUPYCOB, HAaNMCaHHbIX Ha A3blKaX
NporpamMmMmnpoBaHNa BbICOKOTrO ypoBHS, Takux kak C, C++, Pascal, Basic n gpyrue. Vicnoab3ytotca
MoAndmKaTopbl, yKa3dblBatoLme Ha 6a30BbI anroput™M GyHKLIMOHUPOBAHWS, B YaCTHOCTM:

e HLLW — yepBy;

e HLLM — MOYTOBbIE YepBY;

e HLLO — BUPYCbl, MEpe3anuncbiBatoLLe KO NporpaMmMbl XepPTBbI;

e HLLP — BUPYCbI-Napasutbl;

e HLLC — BUPYCbI-CMYTHUKMW.
K rpynne npedumkcoB A3bika pa3paboTKm MOXHO TakKe OTHECTU:

e Java — BMPYCbl A1 Cpeibl BUPTyasbHOW MaLLnHbI Java.

TposaHcKue nporpamMmmbl

Trojan — obLiee Ha3BaHWe ANA Pa3NNYHbIX TPOAHCKMX Nporpamm (TposHLes). Bo MHorux cayyasx
npeduKCbl 3TON rpynMbl UCMONb3YHOTCS COBMECTHO € Npedukcom Trojan.
e PWS — TPOsiHeL, BOPYHOLLMIA Napou;

e Backdoor — TposiHel, ¢ RAT-¢yHKkuwmen (Remote Administration Tool — ytuanta yaganeHHoro
aAMUHUCTPUPOBAHMS);

e TRC — TPOSHEL, UCMONL3YHOLNIA ANA cBOEero GpyHKLMoHMpoBaHus cpeay Internet Relayed Chat
channels;
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e DownLoader — TPOSIHEL,, CKPbITHO OT MO/Ib30BaTENsA 3arpy>KatoLLnii pa3nyHble BPeAOHOCHbIE
darnbl n3 ViHTepHerTa;

e MulDrop — TpPOfiHEL, CKPbITHO OT MoJib30BaTesis 3arpy>|<a+ou_|,|/||7| pasanyHblie BNPYCh,
cozepXKawmeca HenocpeaCTBEHHO B €ro Tene,;

e Proxy — TPOSHEL, NO3BOAOLWMNIA 310YMbILLNEHHMKY paboTaTb B VIHTepHeTe aHOHUMHO Yepes
NOpa>eHHbI KOMMbIOTEP;

e StartPage (CMHOHWM: Seeker) — TPOAHeL, HECAaHKLMOHNPOBAHHO MOAMEHAOLLMIA aApec
CTPaHWLbl, yKa3aHHOW Hbpay3epy B KayecTBe AOMallHen (CTapToBOWn);

e Click — TPOSHeEL, OpraHu3yHLWMiA NepeHanpasieHre Nob30BaTeNbCKMX 3aNpocoB bpay3sepy
Ha onpeAeneHHbI CanT (MK CanTbl);

e KeyLogger — TPOAHEL-LUMNOH,; OTC/IEXXMBAET W 3aMCbIBaET HaxXXaTus KnaBuLL Ha KnaBunaTypeE;
MOXKET nepnognyeckn nepecbliatb C06paHHbIe AaHHbI€ 3/10YMbILUNEHHUKY;

e AVKill — ocCTaHaB/VMBaeT pa60Ty nporpamMmm aHTMBMpyCHOIz 3alnTbl, CETEBbIE 3KPaHbl N T. N,
TaK>Xe MOXET yaaNATb 3TN NporpaMmbl C ANCKa;

e KillFiles, KillDisk, DiskEraser — yAanatoT HEKOTOPOe MHOXeCTBO dainnoB (Ppaiibl B
onpejeneHHbIX Katasorax, $aisibl Mo Macke, Bce Gainbl Ha ANCKE U T. M.);

e DelWin — yaanseTr Heobxoaumble ans paboTbl onepayoHHon cuctembl (Windows) daiinbi;

e FormatC — dopmatmpyeT anck C: ((MHOHUM: FormatAll — dopMaTUpyeT HECKO/IbKO AW BCe
AVCKW);

e Kil1MBR — NOPTUT MM CTUPAET COAEPXMMOE rIaBHOTO 3arpy3oydHoro cektopa (MBR);

e Ki11CMOS — NOpTUT nan ctmpaet cogepxunmoe CMOS.

CpeacTBO MCNOJ/Ib30BaHUA YA3BUMOCTEN

e Exploit — CpeacTBoO, NCMOb3YHOLLEE N3BECTHbIE YI3BMMOCTU HEKOTOPOI OMNepaLMoOHHOM
CUCTEMbI WIN MPUIOKEHNS A1 BHEAPEHUA B CUCTEMY BPEAOHOCHOTO KOZa, BUpYyca Uau
BbINOJIHEHNA KaKMX-TMHO HECaHKLIMOHUPOBAHHbIX AEACTBUN.

CpepactBa agna ceTeBbIX aTakK

e Nuke — CpeACTBa /1 CETEBbIX aTak Ha HEKOTOPbIE U3BECTHbIE YA3BMMOCTM OMNepaLMOHHbIX
CUCTEM C LLeNbO BbI3BaTb aBapuWHOe 3aBeplueHne paboTbl aTakyeMOon CUCTEMDb;

e DDOS — MporpamMmMa-areHT A1 NPOBeAeHMs pacnpeseieHHbIX CETEBbIX aTak TUMa «0Tkas B
obcnyxunBaHum» (Distributed Denial Of Service);

e FDOS (cMHOHWUM: Flooder) — Flooder Denial Of Service — nporpammbl gas pasHoro poga
BPEeAOHOCHbIX AencTBUMA B CeTW, TaK AW MHAYe NUCMO/b3YHOLLME UAED aTaky TUMNa «OTKa3 B
obcny>xxmBaHm»; B oTamune ot DDoS, rae npoTvB OAHOW Lien 04HOBPEMEHHO MUCMOb3YeTCs
MHOXECTBO areHToB, paboTatoLmx Ha pasHbix KomnbroTepax, FDOS-nporpamma paboTaet kak
OTAEeNbHasA, «CaMOA0CTaTOYHasA» NporpaMmma.
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Mpuno>xenme B. MpuHUMNBbI MMEeHOBaHUA Yrpos

CkpunT-BUpYCHbI
nped)I/IKCbl BUPYCOB, HaNMCaHHbIX Ha Pa3/INYHbIX A3blKaX CLLEeHapUueB:

e VBS — Visual Basic Script;

Js — Java Script;

e liscript — Visual Basic Script n/vam Java Script;

Perl — Perl;

PHP — PHP;

e BAT — A3blKk KOMaHAHOro nHtepnpetatopa OC MS-DOS.

BpepoHOCHbIEe NporpaMmmbl
MpedunKcbl 06BEKTOB, ABAAIOLWMNXCA HE BUPYCaMK, @ UHbIMW BPEAOHOCHBIMUW MpOrpaMmMamu:

e Adware — peKaamMHas nporpamma;

e Dialer — nporpamma A03BOHa (nepeHanpasastoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMmUpPOBaHHbI NAATHLIN HOMEP AW NAATHbLINA pecypc);

e Joke — Nporpamma-LuyTKka;
e Program — MOTEHLMaAbHO onacHas nporpamma (riskware);

e Tool — NporpammMa-uHCTpymeHT B3noma (hacktool).

Pa3Hoe

MNpeduKc generic UCNONb3yeTCA Nocae Apyroro npedukca, obo3HavaroLLero cpeay nin Metos,
pa3paboTku, AN 0603HaYEHWS TUMUYHOTO NPEACTaBUTENA STOTO TUMa BMPYCOB. Takol BUPYC He
obnagaeT HMKaKMMKM XapakTepHbIMU NPU3HakaMu (Kak TeKCTOBble CTPOKM, creumnanbHble 3GdeKTbl
W T. 4.), KOTOpble NO3BOAMAN Bbl MPUCBOUTL EMY Kakoe-TO 0COBeHHOe Ha3BaHue.

PaHee A5 MMeHOBaHWA NPOCTENLLNX BE3IMKNX BUPYCOB UCNob3oBancs npedukc Silly ¢
pa3IMYHBIMU MoaMbUKaTOPaMMK.

CydPpuxcni

CyddurKcbl NCNONB3YHOTCA AN UMEHOBAHUA HEKOTOPbIX CNeLnduUeckmx BUPYCHbIX 0OBbEKTOB:

® generator — 06beKT ABNSETCA He BUPYCOM, a BUPYCHbIM FreHepPaTopoMm;

* based — BMPYC pa3paboTaH C MOMOLLbO YKa3aHHOTO BUPYCHOTO reHepatopa uav nyTem
BUAOU3MEHEHNWS YKa3aHHOTO BMpyca. B 06oux ciyyasx MMeHa 3TOro Tuna siBskoTCA POAOBbLIMU 1
MOTyT 0603HauaTb COTHM Y UHOTAA AaXe ThICAUM BUPYCOB;

e dropper — yKa3blBaeT, UTO OOBLEKT ABAAETCA HE BUPYCOM, @ UHCTANIITOPOM YKa3aHHOTO
BUpYCa.
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