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© «[oktop Beb6», 2021. Bce npaBa 3awjuieHbl

HacToAwwmin 4OKYyMEHT HOCUT MHDOPMALMOHHbIN 1 CNPaBOYHbIN XapakTep B OTHOLUEHUM
yKa3aHHOro B HeM nporpammMHoro obecneueHuns cemeiictea Dr.Web. Hactoawmin okymeHT He
SIBNAETC OCHOBaHWEM A/15 UCUYePMbIBatOLLMX BbIBOAOB O HaMUMN UAN OTCYTCTBMW B MPOrPaMMHOM
obecneueHnn cemenctea Dr.Web kakunx-1mbo ¢yHKLMOHaNbHbBIX U/UAN TEXHUYECKMX NapaMeTpoB U
HE MOXeT 6bITb MCMO/Ib30BaH NPW ONpeseeHn COOTBETCTBMA NPOrpaMMHOro obecneyeHus
cemenctBa Dr.Web kakum-1mb6o TpeboBaHUAM, TEXHUYECKMM 3aZaHusaM U/Uan napaMeTpam, a Takxke
MHBIM JOKYMEHTaM TPETbUX INLL.

Matepwuanbl, NpuBeAEHHbIE B AaHHOM AOKYMeHTe, aBasatoTca cobctBeHHOoCTbro OO0 «/lokTop Beb» 1
MOTYT 6bITb NCMO/Ib30BaHbI UCKAKOUUTENBHO ANA NINYHBIX Lienei npuobpetatens npoaykTa. Hukakas
YacTb J@HHOTO JOKyMeHTa He MOXeT bblTb CKOMMPOBaHa, pa3MelleHa Ha CeTEBOM pecypce Uau
nepesaHa no KaHanam CBA3W U B CPEACTBAX MAacCOBOW MHPOPMaLMM UAN NCMOAb30BaHa NH06bIM
ApYyrM 06pa3oM KpoMe UCMOIb30BaHNUA A/t IMUHbIX Lenelt 6e3 CCbIIKU Ha UCTOYHMK.

ToBapHble 3HaKKU

Dr.Web, SpIDer Mail, SpIDer Guard, Curelt!, CureNet!, AV-Desk, KATANA v norotun Dr.WEB
ABNAIOTCA 3apErNCTPUPOBaHHbIMU TOBapHbIMKM 3Hakamu OO0 «/[Joktop Beb» B Poccum n/mnm
APYTUX CTpaHax. VIHble 3apernctpmpoBaHHblie TOBapHble 3HaKW, N0roTUMbl U1 HAUMEHOBAHWSA
KOMMaHWK, yNoMsAHyTble B JaHHOM JOKYMEHTE, ABAAKOTCA COOCTBEHHOCTLIO UX BAZENbLIEB.

Orpa HU4YeHune OoTBeTCTBEHHOCTU

Hwu npwm kakmx obctostenbcteax OO0 «[lokTop Beb» 1 ero nocraBLLMKN HE HECYT OTBETCTBEHHOCTM
3a OLWMBKMN U/VAN yNyLLEHWSs, JOMNYyLLEHHbIEe B JaHHOM AOKYMEHTE, Y MOHECEHHbIE B CBA3M C HUMMU
ybbITKN NprobpeTatens NpoaykTa (MPsMble UM KOCBEHHbIE, BKAOYAsA YNYLLEHHYIO BbIrOAY).

Dr.Web Security Space
Bepcua 11.5

PykoBoacTBO nosnb3oBaTens
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000 «flokTop Beb», UeHTpanbHbii odurc B Poccmm

Agpec: 125124, Pocecna, Mocksa, 3-a yavua Amckoro noas, Ba.2, kopn.12A
CauT: https://www.drweb.com/

TenedoH: +7 (495) 789-45-87

NHbopMaLmo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUCax Bbl MoxkeTe HaliTh Ha odurLMaNbHOM
canTe KOMMaHuu.
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000 «lokTop Be6»

Komnanusa «Joktop Beb» — poccuinckmii pazpaboTtumk cpeactB MHGOpPMaLMOHHOM 6e30nacHOCTH.

Komnanus «[Joktop Beb» npeanaraet spPpeKkT1BHbIE aHTUBUPYCHbBIE M aHTUCMaM-PELLIEHNA KaK A5
rocyAiapCTBEHHbIX OpraHn3aLui n KPYnHbIX KOMMaHWR, Tak U A1 YaCTHbIX NOJIb30OBaTeNEN.

AHTUBUPYCHbIe pelleHus cemenctBa Dr.Web paspabatbiBarotca ¢ 1992 rosa 1 HeM3aMeHHO
AEMOHCTPUPYIOT MPEBOCXOHbIe pe3y/bTaTbl JETEKTVPOBAHNA BPELOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MMPOBbIM CTaHAapTaM H6e30nacHOCTW.

CepTndmkaTtbl 1 Harpagbl, a Takxke obLWMpHas reorpadus nosb3oBaTeneli CBUAETENbCTBYOT 06
UCKAHOUNTENBHOM AOBEPUN K NMPOAYKTaM KOMMaHMMN.

Mbi 6naropapHbl Nosb3oBaTeNAM 3a NOAAEPIKKY pelueHui cemeiictBa Dr.Web!
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1. BBeaeHue

Dr.Web Security Space npesHa3HaueH Ans 3alUWTbl CUCTEMHOM NMaMSATL, XXECTKUX AUCKOB Y CbEMHbIX
HOoCUTeNen KOMMNbOTEPOB, paboTatowux nog ynpasneHnem OC cemeinctsa Microsoft® Windows®,
OT yrpo3 to6oro Tvna: BUPYCoB, PYTKUTOB, TPOAHCKUX MPOTPaMM, LLMMOHCKOTO 1 pekaamHoro MO,
XaKepCKUX YTUAUT U BCEX BO3MOXKHBIX TUMOB BPEAOHOCHbIX 06bEKTOB 13 IHOObIX BHELLIHUX
NCTOYHMKOB.

Dr.Web Security Space apXuTeKTypHO COCTOUT U3 HECKO/IbKUX MOZYJIEl, OTBEYAOLLMX 3@ Pa3/INUHBIN
byHKUMOHaN. AHTUBMPYCHOE SAPO 1 BUPYCHbIe Ba3bl ABAAOTCA OOWMMMN 418 BCEX KOMMOHEHTOB U
AN pa3nYHbIX NAaTGopMm.

KomMnoHeHTbl NpoAykTa NOCTOAHHO OBHOBAAIOTCSA, @ BUPYCHble 6a3bl, 6a3bl kaTeropunin Beb-
pecypcoB 1 6a3bl NpaBua cnam-euabTPaLUmM COOBLLEHNIA SNEKTPOHHON NOYTbI PEryaspHo
[OMONHAIOTCA HOBbIMM CUrHaTypamMu yrpo3s. [MocTosHHOe 06HOBIEHWE 0becneunBaeT akTyanbHbI
YPOBEHb 3aLL1Tbl YCTPOMCTB NOb30BaTENEN, @ TakXKe UCMONb3YeMbIX UMW MPUNOXKEHUIA U JaHHbIX.
Ans LONONHUTENBHOW 3aLUTbl OT HEM3BECTHOrO BPEAOHOCHOTO NPOrPaMMHOTO obecrneyeHus
MCMONb3YHOTCA METOAbI 3BPUCTUUYECKOTO aHaNn3a, peaan3oBaHHbIe B aHTUBUPYCHOM Ajpe.

Dr.Web Security Space cnocobeH obHapy>1BaTb 1 yAansTb C KOMMNbOTEPA Pa3vyHble
HexXenaTe/lbHble NPOrpaMMbl: pekaaMHble MPOorpaMMbl, NPOrpaMmMbl JO3BOHa, MPOrPaMMbl-LLYTKMY,
NOTEHLMaAbHO OMacHble MPOrpaMMsbl, MPOorpaMmmbl B3sioMa. s o6HapyKeHUs Takmux Nporpamm u
AEVCTBUIA HaZ coAep Kalmm nx GanaMm NPUMEHSIOTCA CTaHAaPTHbIE CPeACTBA aHTMBUPYCHbIX
komnoHeHToB Dr.Web.

Kaxkaoe v3 aHTMBMpPYCHbIX pellennin Dr.\Web ans onepaumoHHbIx cuctem cemerictea Microsoft®
Windows ® BkatoYaeT B COCTaB COOTBETCTBYHOLLMIA HABOP M3 cneayroLLnX KOMMOHEHTOB 3aLUUTbI:

CkaHep Dr.Web — aHTMBUMpYCHBIZ ckaHep ¢ rpaduryeckm nHTepdencom, KOTopbI 3anycKaeTca no
3anpocy nosib3oBaTeNs UM MO PacrnmcaHnio 1 NMPOU3BOAUT aHTUBUPYCHYHO MPOBEPKY KOMMbIOTEPA.

KoHcosbHbIn ckaHep Dr.Web — Bepcums CkaHepa Dr.Web ¢ nHtepdeiicom komaHZHOM CTpOKM.

SplDer Guard — aHTUBMPYCHbIV CTOPOXK, KOTOPbIV MOCTOSHHO HAaXOAWUTCA B ONEPaATUBHOM NaMATH,
OCyLLEeCTBASAS NPOBEPKY CO34aBaeMbix GaiioB 1 3anyckaemblx MPOLECCOB, a Takxke obHapy>uBas
NPOSABAEHWS BUPYCHOM aKTUBHOCTY.

SplDer Mail — no4TOBbIV @aHTUBMPYCHbIN CTOPOX AN pabounx CTaHLMI, KOTOPbIN NepexsaTbiBaeT
obpalleHns IHobbiX MOUTOBLIX KNIMEHTOB, paboTatoLLMX Ha KOMMbIOTEPE, K MOYTOBLIM CepBepam Mo
npotokonam POP3/SMTP/IMAP4/NNTP (noa IMAP4 nmeetca B Bugy IMAPv4rev1), obHapyxusaet
1 06e3BpeXMBAET yrpo3bl 4O MOAYUYEHMS MUCEM MOUTOBLIM KJAMEHTOM C cepBepa Wn 40 OTNPaBKM
MMCbMa Ha MOYTOBbIV cepBep. [OUTOBbIV CTOPOXK TakXKe MOXKET OCYLLLeCTBAATL MPOBEPKY
COOBLEHN Ha cnaMm ¢ nomolLlblo AHTcnama Dr.Web.

Dr.Web ans Outlook — nogkntoyaembii MOAy /b, KOTOPbIA NPOBEPSAET NOUTOBbIE ALLMKM Microsoft
Outlook Ha Hannume yrpos u cnama.

PyKOBOACTBO nosab3oBaTtensd
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SplDer Gate — Moaynb aHTMBUPYCHOM NpoBepkun HTTP-Tpaduka. Mpun HacTporikax No yMOYaHWo
Beb-aHTMBUPYC SplDer Gate aBTOMaTnyeckn nposepset Bxoaawmin HTTP-Tpaduk n 6aokupyet
nepeaady o6beKkToB, CoAep KaLLnX BUPYChl U Apyrve BPeAOHOCHbIe MporpaMmmMbl. Takxe no
ymonyaHuto BkatouyeHa URL-dunbTpauma HepekoMeHAyeMbIX CauTOB W CanTOB, N3BECTHbIX Kak
MCTOYHWUKWN PacnpoCTpaHeHNs BUPYCOB.

PoAnTENbCKUA KOHTPOJIb — KOMMOHEHT, KOTOPbIA OrpaHNYMBaEeT AOCTyN K caiTam, danam un
nankam, a Tak>ke No3BOo/AET OrpaHNUYUTL BpeMs paboTbl B ceTh VIHTEPHET 1 3a KOMMbIOTEPOM ANs
Kaxkaown yueTHow 3anuncm Windows.

BpaHamaysp Dr.Web — nepcoHanbHbIi MeXCeTEBOM 3KPaH, MpesHa3HaYeHHbIN 415 3aLnThl
BaLLEro KOMMbtoTePa OT HECAHKLMOHMPOBAHHOTO AOCTyNa N3BHE W NPeAOTBPALLLEHNS YTeUKN
Ba>XHbIX Z@HHbIX MO CETU.

Moaynb 06HOBAEHVS — MNO3BOJISET 3apernctpnpoBaHHbIM NOb30BaTe/IAM NOAy4YaTb 06HOBNEHMS
BUPYCHbIX 6a3 u Apyrux ¢aﬁﬂOB Dr.Web, a Takxe npoun3BoANT NX aBTOMATUYECKYHO YCTaHOBKY.

AreHt Dr.Web — mMoayib, C NOMOLLbHO KOTOPOTrO OCYLLECTBAAETCS HACTPOMKA U ynpaBaeHue
paboToN KOMMNOHEHTOB NPOAYKTA.

[peBeHTMBHaA 3aLlMTa — KOMMOHEHT, KOHTPOIMPYHOLLMIA AOCTYN K KPUTUYECKM BaXKHbIM 0ObekTam
cucTeMbl, obecneurBatoLLNA LLENOCTHOCTb 3anyLLEeHHbIX MPUIOXKeHWM 1 GalnnoB NoAb30oBaTeNs, a
TaK>Ke 3aLLUTY OT IKCMIOMUTOB.

1.1. O uem 3Ta fOKYMEHTaLUA

HacTosuee pyKoBOACTBO COAEPKUT HEOBXOAMMbIE CBEAEHMA MO YCTaHOBKE N 3PPEeKTUBHOMY
Mcnoab3oBaHWIo nporpammel Dr.Web.

MNMopapobHoe onucaHve BCex 31eEMEHTOB rpaduryeckoro nHtepdenca CoAepXXnTcs B CNpaBoOYHON
cucTeme, JOCTYMHOM ANA 3anycka U3 Ntb6oro KOMMOHEHTa NPOrpaMmbl.

HacTosLiee pykoBOACTBO COAEPXKUT NOAPOBHOE OnMcaHne NpoLecca YyCTaHOBKY, a TakxKe
HayanbHble PEKOMeHZaLUM MO ero UCMoNb30BaHMIO ANs PELLeHNs Hanboiee TUNUYHBIX Npobnem,
CBSI3aHHbIX C BUPYCHbIMW yrpo3amu. B ocHOBHOM paccMatpumBatoTcs Hanbosiee CTaHaapTHbIe
peXuMbl paboTbl KOMMOHEHTOB NporpamMmbl Dr.\Web (HacTpoiku no ymonuaHuto).

B MpunoxxeHnsax coaep>xutcs noapobHas cnpaBoyHas MHPOPMaLUs No HaCTPOKe NPOorpamMmmMbl
Dr.Web, npesgHa3sHayeHHas A1 OMbITHbIX NONb30BaTENEN.

& B cBA3M C NOCTOAHHBIM pa3BUTUEM UHTEPDENC MPOrpamMmMbl MOXET He CoBMaaTh C
: npeAcTaBAeHHbIMU B AaHHOM AOKyMeHTe n3obpaxeHunamu. Bceraa aktyanbHyro
CNpPaBOYHY0 MHGOPMALMIO Bbl MOXETE HalTW No agpecy
https: wnl rwi m

PyKOBOACTBO nosab3oBaTtensd
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1.2. Ucnonb3lyembie 0603HaUEHUA N COKpPaLLLeHUA

B ZaHHOM pyKOBOACTBE UCMOJb3YHOTCA CesytoLne YCNOBHbIE 0603HaUeHNs:

O603HaueHue KommeHTapuii
i'i MpepynpexzaeHvie 0 BO3MOXHbIX OLUIMBOYHBIX CUTYaLMAX, @ TakKe BaXKHbIX
: MOMeHTax, Ha KoTopble cnesyeT 06patnTb 0ocoboe BHUMaHWMe.

AHmusupycHas cemos  HOBbIA TEPMUH MW aKLEHT Ha TEPMUHE B OMUCAHUAX.
<IP-address> Mons ans 3ameHbl GYHKUMOHANbHbBIX Ha3BaHUN GaKTUYECKUMUN 3HAUEHUAMMN.

CoxpaHuTtb Ha3BaHuWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHHO U APYruX 3/1eMEHTOB
nporpamMmHoro nHTepdeica.

CTRL O603HayeHnsa K1aBULL KnaBmaTypbl.

C:\Windows\ HanmeHoBaHwWsa ¢ainnos 1 KaTanoros, GparmMeHTbl MPOrpaMMHOro Koja.

[Opunoxexvie A MepeKkpecTHble CCbINKW Ha rAaBbl JOKYMEHTa WAN TMNepPCChbiIKN Ha BHELLHME
pecypcsbl.

1.3. MeToabl o6Hapy>keHUs yrpos

Bce aHTMBMpPYCHbIE NPOAYKTbI, pa3paboTaHHbie KOMMNaHWer «lokTop Beb», NpuMeHsoT uenbli
Habop MeToZ0B OBHapy>XXeHWS Yrpo3, UTO NMO3BOJIAET NPOBEPATL MOAO3PUTENbHBIE OOBEKTDI
MaKCMManbHO TLWATENbHO.

CurHatypHbIV aHanu3

3TOT MeTOZ 0BHapy>KeHWs NpUMeHsieTcs B NepByto ovepedb. OH OCHOBaH Ha noucke B
COZEP>KMMOM aHaAM3npyemMoro obbekTa CUrHaTyp y>Ke U3BeCTHbIX yrpo3. CUrHaTypon Ha3blBaeTcs
HenpepbiBHas KOHeYHas Nocnes0BaTeNbHOCTb 6alT, HeObXoAMMan U AOCTaTOUHas ANs
OAHO3HAUYHOW MAeHTUPUKaLLMM Yrpo3bl. [1pn 3TOM CpaBHeHWE COAEP>KUMOTO UCCIEAYEMOTO
obbekTa C cMrHaTypamMu NpOM3BOAUTCA HE HAaNPAMYHO, @ MO UX KOHTPOJIbHBIM CYMMaM, YTo
MO3BOJISET 3HAUMTENBHO CHU3UTL Pa3Mep 3anucer B BUPYCHbIX 6a3ax, COXpaHWB Npu 3TOM
O/iHO3HaYHOCTb COOTBETCTBUS W, CIeA0BaTENbHO, KOPPEKTHOCTb OBHAPYXKEHWUSA YTPO3 U NeyeHus
MHOULMpPOBaHHbIX 06BbeKTOB. 3anucy B BUPYCHbIX 6a3ax Dr.Web coctaBaeHbl Taknum o6pa3om, uto
6narosaps O4HOM 1 TOM Xe 3anncn MOXKHO OBHapy>XMBaTb Lieble KnacChbl UM CEMENCTBA Yrpo3.

Origins Tracing

370 yHUuKanbHas TexHonorus Dr.Web, koTopas no3sonsietT onpesenvts HOBble UK
MOAMOULIMPOBaHHbIE YTPO3bl, UCMOIb3YHOLLME Y>KE U3BECTHbIE U OMUCaHHbIe B BUPYCHbIX 6a3ax

PyKOBOACTBO nosab3oBaTtensd
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MeXaHW3Mbl 3apaXKeHna namn BpesoHocHoe noseseHne. OHa BbINOHAETCA MO OKOHYaHMM
CUrHaTypPHOTO aHain3a 1 obecneyvBaeT 3alUTy NOb30BATENEN, NCMOb3YHOLLNX aHTUBUPYCHbIE
peweHus Dr.Web, oT Takux yrpos, kak TposiHckasa nporpamma-sbiMoratens Trojan.Encoder.18
(Tak>ke M3BECTHas NoJ Ha3BaHWem «gpcode»). Kpome Toro, ncnonbsoanHue texHonorum Origins
Tracing NO3BOASIET 3HAUNUTENBHO CHU3WUTb KONMYECTBO JIOXKHbIX CpabaTbiBaHWUI 3BPUCTUYECKOTO
aHanmsatopa. K HazBaHMsaM yrpo3, obHapy>eHHbIx npu nomotm Origins Tracing, sobaBaseTcs
nocTdukc .Origin.

3Myl15IU,I/I$| ncnoJsiHeHmA

MeTog, aMyAALMN UCMONHEHVSt MPOrPaMMHOrO KOAa UCMOb3YeTcs AN 0OHapy>KeHWs
NOAMMOPOHBIX U WNGPOBAHHBIX BUPYCOB, KOrAa UCMO/b30BaHMe NoUCcKa MO KOHTPOJbHBIM
CYMMaM CUrHaTyp HENmpUMEHUMO WA 3HAUUTENBHO YCIOXKHEHO M3-3a HEBO3MOXHOCTU NMOCTPOEHUS
HaAEeXHbIX CUrHaTyp. MeTog, COCTOWT B MMUTALLMN UCMONHEHWS aHaAN3UPYEeMOro Koza npu nomMoLLm
3My/IIMopa — NPOrPaMMHON MOZEeNn NpoLieccopa v cpebl UCMIONHEHWS NPOrpPamMM. IMYAATOP
onepuvpyerT ¢ 3alluLLeHHOM 06aacTbio NamaTn (bygepom smyanayuu). Npn 3TOM UHCTPYKLUN He
nepeAaroTcA Ha LLeHTPasIbHbIN MPOLECccop AN peanbHOro ncnoaHeHus. Ecam ko, obpabatbiBaembliin
3MYNIATOPOM, MHPMLMPOBAH, TO Pe3y/IbTaTOM €ro 3MYAsALMN CTaHET BOCCTAHOB/IEHNE UCXOAHOTO
BPEAOHOCHOTO KOAa, AOCTYNHOrO ANSl CUTHaTyPHOTrO aHan3a.

DBPUCTUUECKUIA aHaNU3

PaboTa 3BpMCTMYECKOro aHaaM3aTopa OCHOBbIBAETCA Ha Habope 3s8pucmuk (NpesnoNoXKeHNH,
CTaTUCTMYeCKas 3HaYMMOCTb KOTOPbIX MOATBEP KAEHA OMNbITHLIM NyTEM) O XapaKTepHbIX MPU3HaKax
BPEAOHOCHOrO 1, Hao6opoT, 6e30MacHOro UcnoaHaeMoro koga. Kaxabli npusHak koga nmeet
onpezeneHHbl BeC (T. €. UAC/IO, MOKa3blBatoLLLee BaXXHOCTb M JOCTOBEPHOCTb 3TOTO Npu3Haka). Bec
MOXKET BbITb KakK MONOXUTENbHbIM, €CW NPU3HAK YKa3blBaeT Ha HaMuYne BPeAOHOCHOTO NoBeAeHNs
KoZa, Tak 1 OTpuLLaTeNbHbIM, €C/IN MPU3HAK He CBOMCTBEHEH KOMMbIOTEPHBIM yrpo3am. Ha
OCHOBaHMN CyMMapHOTO BeCa, XapakTepu3yHoLLero cogep>Xxmmoe o6bekTa, 3BpUCTUYECKMIA
aHa/sM3aTop BbIYNCAAET BEPOATHOCTb COAEPXKaHNA B HEM HEU3BECTHOTO BPeAOHOCHOTo obbekTa.
Ecnv 3Ta BEpOATHOCTL NPEBbLILLIAET HEKOTOPOE MOPOroBOE 3HaUYEHWE, TO BbIJAETCA 3aKNHOUeHMe O
TOM, UYTO aHaNM3NpPyeMbli OObEKT ABISETCA BPEJOHOCHBIM.

IBPUCTUYECKNIA aHaNM3aTop Takxke ncrnosb3yet TexHonornto FLY-CODE — yHuBepcanbHbil
anropuT™M pacnakoBku GpanaoB. ITOT MexaHWU3M MO3BOJIAET CTPOUTb IBPUCTUYECKME
NPesnoONOXEeHNA O HaMYMN BPEJOHOCHBbIX 0ObEKTOB B 06beKTax, CKaTblX MPOrpaMmmMamMm ynakoBKu
(ynakoBLMKaMu), MPUYEM He TO/IbKO M3BECTHbIMM pa3paboTunkam npoaykta Dr.Web, Ho n
HOBbIMW, paHee He NCCIeA0BaHHbIMK Nporpammamu. MNpu NnposBepke ynakoBaHHbIX 06beKToB
TaKkXKe UCMOb3yeTcs TEXHONOTUA aHaaM3a X CTPYKTYPHOW SHTPOMNUK, KOTopas No3BoaseT
0bHapy>u1BaTh yrpo3bl N0 0COBEHHOCTAM PaCMOOXEHNA YHACTKOB WX KOJa. JTa TeXHOA0Trs
NO3BOJISIET HA OCHOBE OAHOW 3aMUCK BUPYCHOM Ha3bl Npoun3BecTM 0bHapy>keHne Habopa
Pa3/INYHbIX YrpO3, yNakOBaHHbIX O4MHAKOBbIM MNOAMMOPPHBLIM YNaKOBLLMKOM.

MoCKONbKY 3BPUCTUYECKUI aHaAM3aToOp ABASETCA CUCTEMOW NPOBEPKM TMNOTE3 B YCNOBMAX
HeonpeseneHHOCTH, TO OH MOXKET AomMyckaTb OLIMOKM Kak NePBOro (MPOomnycK HEM3BECTHBIX YTrpo3),

PyKOBOACTBO nosab3oBaTtensd
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Tak U BTOPOTro poja (npu3HaHve 6e30nacHom NporpaMmmbl BpesoHOCHOW). [To3ToMy obbekTam,
OTMEYEHHbBIM 3BPUCTUYECKMM aHANN3aTOPOM Kak «BPeLOHOCHbIE», MPUCBaNBAETCA CTaTyC
«MOAO3PUTENbHbIE.

NMoBeageHueckni aHaAus

MeTozbl NOBEAEHUECKOrO aHaaM3a NO3BOIAKOT aHa/IM3MPOBaTb NOCAEL0BaTENbHOCTb AEUCTBMIN BCEX
npoLieccoB B cucteme. MNpun 0BHapy>KeHWN NPU3HAKOB NOBEAEHWS BPEeAOHOCHOW NPOrpamMmMbl
AEeNCTBUA NPUNOKEHNUA BIOKMPYHOTCS.

Dr.Web Process Heuristic

TexHoorMs noBegeHueckoro aHaamsa Dr.Web Process Heuristic 3aluiiaet ot HOBenLLvx, Hanbonee
onacHbIX BPeAOHOCHbIX MPOrpamMM, KOTOpble CMOCO6HbI 13bexaTb 0BHapPY>KEHUA TPAAULMOHHBIMU
CUTHaTYPHbIMU 1 3BPUCTMUECKMMUN MEXAHV3MaMMU.

Dr.Web Process Heuristic aHanv3svnpyeTt noBeaeHve Kaxza0W 3anyLLeHHOW NporpaMmbl, CBEPSCh C
MOCTOSAHHO O6HOBAsSIEMbIMU 06NauUHbIM cepBucoM Dr.Web, 1 Ha OCHOBe akTyabHbIX 3HAHUA O TOM,
Kak BeayT cebs BpeAoHOCHbIe MPOrpamMMbl, AefaeT BbIBOZ O €e OMacHOCTY, Noc/e Yero
NPUHMMAaLOTCS HEOBXOAUMbIE MepPbI MO HENTPaNMU3aLLMM YrPO3bl.

[laHHas TexHOorWs 3aLMTbl AaHHbIX MO3BOSET CBECTU K MUHUMYMY NOTEPU OT AeNCTBUIA
HEN3BECTHOrO BUPYCa NPV MUHUMabHOM NOTPebNeHNN pecypCcoB 3aLlMLLLAeMON CUCTEMBI.

Dr.Web Process Heuristic KoHTpoAnpyeT Ato6ble NOMNbITKM N3MEHEHWSA CUCTEMDbI:

® Pacrno3HaeT NpPoLecchl BPeAOHOCHBIX MPOrpamMM, U3MEHSHOLLMX HeXenaTebHbIM 06pa3om
nonb3oBaTenbckne Gaibl (Hanpumep, NOonbITKM WNGPOBAHMA CO CTOPOHbI TPOSIHCKMX NPOrpaMm-
WMPPOBabLLNKOB), B TOM YACNE PACNONOXKEHHbIE B KaTaaorax, AOCTyrHbIX MO CeTw;

e NPEnATCTBYET NOMbITKaM BPEAOHOCHbIX MPOrPaMM BHEAPUTLCA B MPOLECCHI APYTMX MPUIOXKEHN;
e 3aliMLLaeT OT MoAUdUKaLUIA BPeAOHOCHBIMUW MPOrpaMMamMmn KpUTUYECKMX YYacTKOB CUCTEMbI;

e BbISIBASET U NPeKpaLLlaeT BPeAOHOCHbIE, MOAO3PUTE/bHbIE UM HEHAAEXHbIE CLIEeHapUM U
npoLueccsl;

e 6/10KMPYET BO3MOXHOCTb U3MEHEHWUS BPEAOHOCHBIMUW MPOrpaMMamu 3arpy304Hbix obnactein
AMCKa C Le/Iblo HEBO3MOXKHOCTM 3anycka (Hanpumep, 6yTKUTOB) Ha KOMMbIOTEpPE;

e npegoTBpaLLaeT oTkAtoUeHWe 6e3onacHoro pexxuma Windows, 610knpys nsmeHeHna peectpa;
e He No3BOJIAET BPEAOHOCHBIM MPOrpaMmMamM U3MeHUTb NpaBuaa 3anycka NporpaMmm;
e npecekaeT 3arpy3ku HOBbIX MW HEWM3BECTHbIX ApaiBepoB 6e3 BeAoMa Nosib30BaTens;

e 6/10KMpYET aBTO3anyck BPeAOHOCHbIX NPOrpPamMM, a TakxKe OnpeseneHHbIX NMPUI0XKEHUH,
HanpuMep, aHTM-aHTUBMPYCOB, He AaBas UM 3aperucTpUpoBaThCA B peectpe AN NOCAeAyoLLero
3anycka;

e 6/OKMPYET BETKMN peecTpa, KOTOpble OTBEYAtOT 3a ApanBepbl BUPTYalbHbIX YCTPOWCTB, UTO Aenaet
HEBO3MO>HOW YCTaHOBKY TPOSHCKMX NMPOrpamMmM MnoJ, BUAOM HOBOTO BMPTyasbHOTO YCTPOMCTBa;

PyKOBOACTBO nosab3oBaTtensd
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e He NO3BOJISET BPEAOHOCHOMY NPOrpaMMHOMY ObecrneyeHno HapyLWnTb HOpMaabHYH paboTy
CUCTEMHBIX CY>KO.

Dr.Web Process Dumper

KomnnekcHbI aHanm3aTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaunteslbHO NOBbILWAET
YPOBEHb AeTeKTUPOBaHMSA SKOObI «<HOBbIX YrP0O3» — U3BECTHbIX BUPYCHOW 6a3e Dr.Web, Ho
CKPbITbIX MOZ HOBbIMM YNaKOBLLMKaMW, @ TakXXe UCKIYaeT HeobxoaMMOoCTb fobaBaeHns B H6a3bl
BCE HOBbIX W HOBbIX 3anucer 06 yrpo3sax. CoxpaHeHne KOMMNakTHOCTM BUPYCHbIX 6a3 Dr.Web, B
CBOO o4epespb, He TpebyeT MOCTOSHHOTO YBENNYEHUS CUCTEMHBIX TPeBOBaHWN 1 0becneunBaert
TPaAVLMOHHO Masblli pa3mep 0OHOBAEHWI MPU HEM3MEHHO BbICOKOM KayecTBe AeTeKTUPOBaHUSA 1
neyeHus.

Dr.Web ShellGuard

TexHonoruns Dr.Web ShellGuard 3awwuiaetr KoMnbloTEP OT 3KCN/I0UMO8 — BPEAOHOCHBIX 06BHEKTOB,
MbITAFOLLUXCA UCMOIb30BaTh YS3BMMOCTU C Lie/Ibi0 MOJyUYeHUsi KOHTPOSA Haj aTakyembIMu
NPUNOXKEHUAMWN AN ONEePaLMOHHOM CUCTEMOM B LLEIOM.

Dr.Web ShellGuard 3awmiiaeTt pacnpoctpaHeHHble NPUAOXKEHWS, YCTaHaBIMBaeMble Ha
KOMMbtoTepbl nog yrnpasaeHvem Windows:

e NHTepHeT-bpay3epbl (Internet Explorer, Mozilla Firefox, AHgekc.bpay3ep, Google Chrome, Vivaldi
Browser n ap.);

e npunoxeHuns MS Office, Bkntouas MS Office 2016;

® CUCTEMHbIE MPUIOXKEHWS;

e NMPUNOXKEHMSA, UCNOb3ytoLLMe java-, flash- n pdf-texHonoruy;

e MeAuanpourpbiBaTenu.

AHannznpys noTeHLUMaNbHO OMNacHble AeNCTBUSA, cucTeMa 3aluuTbl, Gaarogaps TexHonormum Dr.\Web
ShellGuard, onvpaetcs He TONbKO Ha NPOMNMCaHHbIE NPaBWAA, XPaHALLMECS HAa KOMMbIOTEPE, HO M Ha
3HaHWA obnauHoro cepsuca Dr.Web, B koTopom cobupatoTcs:

e JlaHHble 06 anropuTMax NPorpamMm ¢ BPeAOHOCHbIMU HaMepPeHMAMY;

MHPOpMaLMA O 3aBE€AOMO YMCTbIX arinax;

MHPOPMaLUA O CKOMMPOMETUPOBAHHBIX LMGPOBbLIX MOAMUCAX M3BECTHLIX Pa3paboTUMKOB
nporpaMMHoro obecneyeHus;

MHPOPMaLUsA O LMPPOBBIX MOAMMCAX PEKNAMHBIX UAW NMOTEHLMANBHO OMaCHbIX NPOrpPammM;

® ANrOPUTMbI 3aLlLNTbl TEX NN NHbIX I'IplAﬂO)KGHMI;I.

MeTOA MallMHHOro 06yquvm

MpuMeHseTca A8 Noucka U HeMTpanm3aL M BpeAoHOCHbIX 06bEKTOB, KOTOPbIX eLlle HeT B
BMPYCHbIX 6a3ax. [TpenmyLLecTBO 3TOro MeToAa 3akNt0YaeTcs B pacno3HaBaHUM BPEeJOHOCHOTO
Koza 6e3 UCMOHEHWS, TOIbKO Ha OCHOBE €ro XapakTepUCTUK.

PyKOBOACTBO nosab3oBaTtensd
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Ob6Hapy>KeHWe yrpo3 CTPOUTCA Ha KlaccupuKaLmm BPeLOHOCHbIX 06bEKTOB COracHoO
onpeaeneHHbIM npusHakam. C MOMOLLbHO TEXHONOTUM MALLMHHOTO 06YyYeHNsi, OCHOBAHHOW Ha
METOZe OMOPHbIX BEKTOPOB, MPOUCXOAUT KaaccubukaLmsa 1 3anucb B 6a3y dpparMeHToB Koja
CLIeHapHbIX A3bIKOB. 3aTeM NPOBepsieMble 06BEKTbI aHANM3UPYHOTCS HAa OCHOBE COOTBETCTBUS
npv3HaKam BPeLOHOCHOTO KOAa. TEXHOOrMSl MalUMHHOTO 0ByYeHns aBToMaTn3npyeT 06HOBAEHNE
CM1CKa AaHHbIX MPU3HAKOB U MOMOJIHEHWE BUPYCHbIX 6a3. baarogaps NoAKAHOUYEHNUIO K 0HaauHOMY
cepBucy obpaboTka 60nbLLMX O6BEMOB AaHHbIX NPOUCXOAUT BbICTpee, a NOCTOAHHOEe 0byyeHme
cucTeMbl 06ecneyrBaeT MPEBEHTUBHYHO 3aLLMTY OT HOBEWLWMX Yyrpo3. [pun 3TOM TEXHONOTNSI MOXKET
byHKUMOHMpPOBaTL 1 63 NOCTOAHHOTO 0bpaLLeHus K obaky.

MeTog, MalUMHHOTO 0ByyYeHMs CyLLLeCTBEHHO 3KOHOMUT Pecypcbl ONepaLMoOHHON CUCTEMBI, Tak Kak
He TpebyeT NCMOIHEHNs KOAa A/ BbISABNEHWS YTpO3, a ANHAMMYECKOe MalLUMHHOEe 0byyeHne
KnaccudmkaTopa MOXKeT OCyLLECTBAATLCA U 6€3 NOCTOAHHOrO 0OHOBEHUA BUPYCHBIX 6a3, koTopoe
MCMONb3YeTCs NMPWU CUrHATYPHOM aHanu3e.

O6s1auHble TexHOI0rMN 06Hapy>XKeHUA yrpos

Ob6nayHble MeTOAbl O6HaAPY>XKEHNA MO3BOAAKOT MPOBEPUTb OO0 06bEKT (haiin, NPUNOXKeHME,
paclmpeHune ana bpaysepa 1 T.Mn.) no xew-cymme. OHa npescTaBaseT co60M yHMKaAbHY O
nocnes0BaTeNbHOCTb Lndp 1 BykB 3a8aHHOM AnHbBIL. [1pK aHanm3e no XeL-cyMme o6beKTbl
MPOBEPAIOTCA MO CyLLecTBYOLLEN Ba3e 1 3aTeM KAaCCUPULIMPYHOTCA Ha KaTerOpumn: YNCTbIE,
NOAO3pUTENbHbIE, BPEAOHOCHBIE U T.A.

MNoao6Has TEXHOOTMS ONTUMUIUPYET BpeMs NpoBepkin GaiioB N 3KOHOMUT Pecypcbl yCTPOMCTBA.
Brarogaps ToMy, UTO aHaNM3UPYETCA He CaM OOBEKT, @ ero YHUKalbHas XeL-CyMMa, peLleHve
BbIHOCUTCS NPaKTMYeCKM MOMeHTabHO. [pun OTCYTCTBUM NOAKAOYeHMs K cepBepam Dr.Web, dannbl
NPOBEPAIOTCA NOKaNbHO, a 06nayHas NpoBepka BO30OHOBASAETCA NPW BOCCTAHOBAEHNN CBA3M.

Takum obpazom, obnauHbl cepBuc «[lokTop Beb» cobupaet nHpopmaLumno 0T MHOTOUYNCAEHHbIX
nosib3oBaTesen 1 onepaTMBHO OBHOBJISET jaHHble O paHee HEM3BECTHbIX YTrpo3ax, TeM CaMbIiM
noBblwasn 3GPeKTUBHOCTb 3aLLWTbl YCTPOMCTB.

PyKOBOACTBO nosab3oBaTtensd
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2. CuctemHble TpeboBaHunsA

i'i Mepeg yctaHoBKOW nporpammel Dr.Web cnepyer:

e YNaANTb C KOMMbIOTEPA APYrve aHTUBUPYCHbIE NMPOrpaMMbl 415 MPefoTBpaLLeHus
BO3MOXHOM HECOBMECTMMOCTU UX PE3UAEHTHBIX KOMMOHEHTOB C PE3UAEHTHLIMM
komnoHeHTamun Dr.Web;

e ecnv bygaet yctaHoBneH bpaHamaysp Dr.Web, HeobxoanMo yaanmnTb ¢ KOMMbtoTepa
ApYrue mexceTeBble 3KpaHbI;

e YCTaHOBWTb BCE PEKOMEHAyeMble MPON3BOANTENEM OMEPALMOHHOW CUCTEMDbI
KpuTMYeckne o6HOBNEHWS; eCn Nogaepskka onepaLMoHHON CMCTEMDbI
NpOV3BOANTENEM MPEKPALLEHa, PEKOMEHAYETCSA NMepenTn Ha 6osiee COBPEMEHHYHO
BEPCUIO OMePaLMOHHON CUCTEMBI.

Dr.Web HecoBmecTum ¢ npoaykramu ﬂpoaKTMBHOl)’I 3awnTbl Apyrnx I'IpOVI3BO/.'l,VIT€fI€VI.

WNcnonb3oBaHue nporpammbl Dr.\Web BO3MOXHO Ha KOMMbOTEPE, YA0BAETBOPSAIOLLEM CEAY LM
TpeboBaHUAM:

KomnoHeHT Tpe6oBaHue
Mpoueccop MonHas noasaep>kka CMCTEMbl KOMaHZ i686.

OnepauunoHHas cuctema [ 32-pa3psagHbix ONepaLvioOHHbIX CUCTEM:

e Windows XP ¢ nakeToM obHoBAeHWI SP2 nnn 6onee no3gHUMY;

Windows Vista ¢ naketom o6HoBAeHUI SP2 nan 6onee No3gHNUMYU;

Windows 7 ¢ nakeTom o6HoBAeHUK SP1 nan 6onee No3gHUMU;
Windows 8§;
Windows 8.1;

Windows 10 21H1 unn 6onee paHHss.
[na 64-paspagHbix ornepaumoHHbIX CUCTEM:

e Windows Vista c naketom obHoBeHun SP2 nan 6oaee No3gHUMU;

Windows 7 ¢ nakeTom o6HoBAeHUK SP1 nan 6onee No3gHUMY;
Windows 8§;
Windows 8.1;

Windows 10 21H1 unn 6onee paHHss.

i'i Mockonbky koMmnaHusa Microsoft npekpaTvna noaaepxky
: anropvtMa xewwmposaHusa SHA-1, nepes yctaHOBKOM
nporpammel Dr.Web Security Space Ha Windows Vista nau

PyKOBOACTBO nosab3oBaTtensd
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KomnoHeHT Tpe6oBaHue

Windows 7 Heobxoanmo ybeanTbCs, UTo cnuctemMa
noAJep>XunBaeT anropuTtm xewmnposaHuna SHA-256. [insa atoro
yCTaHOBUTE BCE peKOoMeHAyeMble 06HOBNeHUA 13 LleHTpa
o6HoBneHns Windows. MogpobHyto MHPopmaLmio o
HEeobX0AMMbIX MakeTax OBHOBNEHMI Bbl MOXETE HAUTK Ha
oduLManbLHOM cainte koMnaHum «JokTop Beb» 1.

CBobogHas onepatuBHaa 512 Mb n 6onbLue.
namsTb

Pa3pelwweHure PekomeHayemoe pa3pelueHne akpaHa He MmeHee 800x600.

nomerKa BMPTYaNbHbIX I'Iop,u,epxmsaeTCﬂ CI)yHKLI,VIOHVIpOBaHVIe nporpamMmmbl B CiegyroLnx

n obnayHbIX cpes cpegsax:
e VMware;

e Hyper-V;
o Xen;
e KVM.

Mpouee [Ans nogxntovaemoro moayns Dr.Web ans Outlook Heobxoavm
yCTaHoB/eHHbIN KineHT Microsoft Outlook 13 coctaBa MS Office:

e Outlook 2000;
Outlook 2002;
Outlook 2003;
Outlook 2007;
Outlook 2010 ¢ naketom o6HOBAEHMI SP2;
Outlook 2013;
Outlook 2016.

[ns obecneuveHuns npaBuabHoN paboTbl Dr.Web f0mKHbI 6bITh OTKPBITHI CAeAyHoLW e NOPThl:

HasHaueHue HanpaBneHue Homepa noptos
[na aktmBauum v npoaneHuns NCXOAALLNIA 443

NIMLEH3UN

Ans obHoBAeHUs (echu NCXOAA LN 443

BKJtOUYEHa onuus obHOBAEHNS

no https)

[ns obHOBNEHMSA NCXOAA LN 80

PyKOBOACTBO nosab3oBaTtensd
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HasHaueHune HanpasneHune
[ns oTnpaBKn NOYTOBbLIX

yBeZOMJIEHUIA

ANs coeAVHEeHNs C 06MaUHbIM  UCXOAALLNIA
cepsucom Dr.Web Cloud

CucremHble Tpe6oBaHuA

Homepa noprtos

25 vnn 465 (nmbo B
3aBUCUMOCTU OT HaCTPoeK
MOYTOBBIX YBEJOMJIEHWIA)

2075 (B ToM yuncne ana UDP)

OI'IyLLI,eHHbIe Tpe6OBaHI/IF| K KOHq)I/IpraLI,I/II/I COBMNafakoT C TaKOBbIMU A/14 COOTBETCTBYHOLLLUX

onepaunoHHbIX CUCTEM.

PyKOBOACTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

3. YcTaHOBKA, U3MeHeHue U yaasieHne nporpamMmmbl

MNepes Havanom ycraHoBkm Dr.Web Security Space o3HakOMbTeCb € cucteMHbiMU TpeboBaHMAMY, a
TaKkXKe peKOMEHAYETCS BbIMONHUTbL ClesytoLme AeNCTBUS:

® YCTaHOBUTb BCE KpUTUYeCcKe OOHOBEHMS, BbiNyLLeHHble KOMMNaHuel Microsoft ans Bawwen
BEPCUMN OMNEPaLMOHHOM CUCTEMBI (MX MOXHO 3arpy3uTb 1 YCTaHOBUTL C CailTa OBHOBNEHUI
KoMMaHu1 no agpecy https://windowsupdate.microsoft.com);

e NPOBEPUTb NPY MNOMOLLN CUCTEMHBIX CPEACTB GalIoBYHO CUCTEMY M YCTPaHWUTb OBHapYy>KeHHble
aedekTbl;

® 3aKpPbITb aKTBHbIE MPUTIOXKEHUA.

ili Mepea ycTaHOBKOW cneAyeT Takke yAanuTb C KOMMbIOTEPa APYrve aHTUBMPYCHbIE
: NporpamMmbl U MeXXceTeBble 3KpaHbl A1s NPeAoTBPaLLeHNS BO3MOXHOWM
HEeCOBMECTUMOCTY MX Pe3NAEHTHbIX KOMMOHEHTOB.

YcraHoBka Dr.Web fosikHa BbINONHATHCA Nob30BaTeNeM C NMpaBamu
ajMUHMCTPaTopa AaHHOro KOMMbroTepa.

YcraHoBka Dr.Web Bo3MOXHa B 04HOM 13 CnesyroLmX pexmMoB:

® B peXu1me KOMaHAHOW CTPOKY;

® B peXnmMme Mactepa yCTaHOBKN.

3.1. YcTaHOBKa nporpamMmmbi

YctaHoska Dr.Web AOJ/IKHa BbIMONHATLCA MOJIb30BaTeNEM C NMpaBaMn agMUHUCTPATOPa
2 AAHHOIo KOMNbHOTEPaA.

YcTaHOBKa B pe)Xkume KOMaHAHOW CTPOKMU

[na 3anycka yctaHoBku Dr.Web B $OHOBOM pexxvmMe B KOMaHAHOM CTPOKe BBEAUTE UMS
ncnonHsemoro darna c HeobXxoAMMbIMUW NapaMeTpamMu (NapamMeTpbl BAUAIOT Ha YCTaHOBKY B
$GOHOBOM pexxnme, A3bIK YCTaHOBKW, Nepe3arpy3ky nocie OKOHYaHWA YCTaHOBKM W YCTaHOBKY
bpaHgmayapa):

Mapametp 3HaueHue
installFirewall  bygeT yctaHoBneH bpaHgmaysp Dr.Web.

lang A3bik NpogykTa. 3HayeHne napameTpa — Koz A3blka B popmarte ISO 639-1.

PyKOBOACTBO nosab3oBaTtensd
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MNapametp 3HaueHue
reboot ABTOMaTUYecKas nepesarpyska KOMMbtoTEPa NOC/IEe 3aBEPLUEHNS YCTaHOBKM.
silent YcTtaHoBKa B OHOBOM pexkmnMe.

Hanpumep, npw 3anycke cneaytolert KOMaHabl byaet nposeseHa yctaHoBka Dr.Web B poHoBOM
pexumMe v NpoBeAeHa nepesarpyska nocae ycraHoBKM:

drweb-11.5-ss-win.exe /silent yes /reboot yes

YcTaHOBKa B pe)Xxume mMmactepa yCTaHOBKU
YT006bI 3anyCctnTb yCTaHOBKY B 0BbIUHOM pexunme, BOCI'IOJ'Ib3yI;1T€Cb OAHVM N3 Cheyrounx MeTtoaoB:

® €C/IM 'y BacC MMEETCs eANHBIN UCMOHAEMbIV dalin, 3anycTute ero;

e eC/N Y Bac MMeeTcst GUPMEHHBIN ANCK C YCTAaHOBOYHBIM KOMMIEKTOM, BCTaBbTe AWCK B NMPUBOA,
Ecnv ans npvBoAa BKIOUEH pPeXMUM aBTO3anycka AMCKa, MpoLeaypa yCTaHOBKM 3amnycTuTca
aBTOMaTMyecku. Ecim pexxkum aBTo3anycka OTK/IOYEH, 3amnyCcTuTe Ha BbiNoHEHWE dain
autorun.exe, pacnoNoXeHHbIN Ha aucke. OTKPOETCH OKHO, CoAepKalliee MEeHO aBTO3anycka.
Haxxmute KHOMKy YcTaHOBUTD.

CnepyviTe ykazaHUsM NporpaMmsbl ycTaHoBKkW. Ha nto6om ware 4o Hayana konvpoBaHus Gannos Ha
KOMMbIOTEP Bbl MOXETE BbIMOJHUTb CeAytoLee:

® YTOObI BEPHYTbCA K NPeAblAyLLeMy Lwary Nnporpammbl YCTaHOBKM, HaxxmuTe kHonky Hasag;
e UTOObI NMEPENTV Ha CeayHOLNIA Lar NPOorpaMmbl, Haxmute kHonky fanee;

e yTOObI NPepBaTb YCTaHOBKY, HaXMWTE KHOMKY OTMEeHUTb.

Mpoueaypa yctaHOBKU

1. Ecav Ha BalieM KOMMbrOTEpPE Y>Ke YCTaHOBJ/IEH APYroin aHTMBMpPYC, MacTep ycTaHOBKM
npeaynpeaunT Bac 0 HECOBMECTUMOCTM NporpaMmbl Dr.\Web 1 MHbIX aHTUBMPYCHBIX peLleHniA 1
NPEeANoXUT YAaIUTb UX.

ili Mepes HauanoOM YCTaHOBKM MPOBEPSETCS aKTyabHOCTb YCTaHOBOYHOro dalina. B
: c/lyyae ecu cyllectsyeT 60/1ee HOBbIV YCTaHOBOUHbIV daiis, BaM ByaeT npesnodxKeHo
ero ckayatb.

2. Ha 3ToM Lare Bbl MOXeTe NOAKNOUUTLCSA K 06s1a4HbIM cepBricam Dr.Web, koTopble No3BOAAT
OCYLLeCTBAATb NPOBEPKY AaHHbIX, UCMOAb3Ys Havbonee CBEXYH MHPOPMaLMio 06 yrposax,
KoTopas 06HOBASETCA Ha cepBepax KOMMNaHuM «[loktop Beb» B pexumMe peasbHOro BpeMeHMW.
Onuma BKIOYEHA MO YMOAYaHMIO. Takxe Bbl MOXETE yKa3aTb, XOTUTE /I Bbl YCTAHOBUTD
BpaHamayap Dr.Web.

PyKOBOACTBO nosab3oBaTtensd
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B DrWeb Security Space - d
T DrWEB Pycckuii w

bnarosapwvm Bac 3a Beibop
Dr.Web Security Space 11.5

Dr\Web Security Space ofecnedneasT MHOMOYPOBHEEYHD 23LLMTY BALUEro KOMMEHITERE OT
PazanUYHBIX Yrpo2 U2 AKDBIX BHELHWY UCTOUHMWKOE,

Hammman ,.il:l,El.l'IE'EJ Ebl NPUHWMaETE YCNOBKMA JNMUEHZMOHHOID COrNaLEHKA,

+| A xouy nogknioumnTecs K oBnadHeinm cepencam DrWeb Cloud (pekomernayetca)

¥craHoewuTe bpanamaysp Dr\Web

MapameTpel YCTAHOBKK MonuTHKa KOHPHARHLMANEHOCTH

PucyHok 1. Macrtep yctaHOBKMU

3. [nsa TOro ytobbl CAMOCTOATENBHO BbIOPaTh YCTaHaBIMBaEMble KOMMOHEHTbI, yKa3aTb MyTb
YCTaHOBKMW U HEKOTOPbIe JOMOJIHUTENbHbIE MapaMeTpbl, HaxxMuTe MapamMeTpbl yCTaHOBKM.
[JaHHas onuwms npegHasHayeHa 415 ONbITHbIX NOJb30BaTenel. Ecam Bbl XoTTe NpomnsBecTu
yCTaHOBKY C NMapamMeTpamu Mo YMOJYaHWIO, Nepenamnte K NyHKTy 4.

Ha nepBoﬁ BKNagKe Bbl MOXETE USMEHUTb COCTaB YCTaHaB/IMBaeMbIX KOMIMOHEHTOB.
Ha BTOpOl\/'I BK/1aAKE Bbl MOXETE USMEHUTb MYyTb YCTaHOBKW.

Ha TpeTbeli BknagKke OKHa Bbl MOXETE YCTaHOBUTb Gaaxxok 3arpy3uTb 06HOBAEHUA BO
BpemMs YCTaHOBKM, UTOObI B NPOLLecce YCTaHOBKM Oblan 3arpy>KeHbl akTyalbHble BUPYCHbIE
6a3bl 1 Apyrue Moayaun aHTMBMpYyca. Takke BaM OyZeT NpeAnoXeHO HaCTPOUTb CO3AaHue
APALIKOB ANs 3anycka nporpammbl Dr.Web.

Mpw HEOHXOAMMOCTU Bbl MOXETE YKa3aTb NMapameTpbl NPOKCU-cepBepa.

YT06bl COXpaHUTb N3MeHeHUs, HaxxMuTe OK. YUToObl BbIATU U3 OKHa, HE COXPaHsAs M3MEHEHWN,
HaxkmunTe OTMEHMTb.

4. Haxmute KHOTMKY ,U,anee. O6paTI/1Te BHMMaHWe, YTO TEM CaMbIM Bbl NMpUHMMaeTe yCcnoBua
JINLLEH3NOHHOIO cornalleHusa.

5. B okHe MacTep perucrpaumm HeobxoAMMO BbIOGpaTh OAHY U3 CeAyOLLMX ONLMIA:

€C/M Y Bac eCTb KNH04YeBON hainl U OH HAXOAMTCA Ha XXECTKOM AUCKE UM CbEMHOM HOCUTene,
BblbepuTe YKa3aTb NyTb K AeUCTBYIOWEMY KatoueBomy dainy. [1ns Bbibopa KaHoUYeBOro
darina HaxmuTe KHonky O630p v Bbibepute Hy>KHbIV dalin B OTKPbIBLUEMCA OKHe. [TogpobHee
Bbl MOXETe MPOYNTaTh B MHCTPYKLIMM AKTVBALLMA NP NOMOLLM KAHOYEBOTO dhaiina;

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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e eC/IM y Bac HeT KN4YeBoro daiina, Ho Bbl TOTOBbI €r0 MOJYy4YNTb B NPOLLECCE YCTaHOBKY,
BblbepuTe MonyumnTb AMLEH3MIO B NpoLecce YCTaHOBKU. [Togpo6Hee Bbl MOXeTe

npo4YunTaTb B MHCTPYKL NN AKTuBaLMsa NpW NOMOLLM CEPUMHOIO HOMEPA;

® NNA NPOAO/KEHMNA YCTaHOBKN 6e3 JIMLLEH3 N Bbl6epVITe nOJ'Iy‘-IVITb JINLEeH3UI0 Nno3aHee.
O6HOoBAEHWS He 6y,£l,yT 3arpy>atbca 40 TeX NopP, NMOKa Bbl HE YKaXXeTe Win He NMoaydnTe

KaroueBon danin.

% Dr.Web Security Space

% DrWEB

Bnapeneyu:

[aTta akTreaLMK:
[aTa OKOHYaHKWA:
TN ANLEHZ WA

Mactep pervcrpaumm

nCIJ'Iy‘-IHTI:: JMHUUEHIWHED B NPOUBCCE YCTaHOBKK
nCIJ'Iy‘-II.‘ITI:: JNUUEeHZWMKD NOz4Hee

®) YkazaTe NyTb K ASACTEYHOLLEMY KAKOUeBOMY hainy

[nA vcnons2o0BaHKA BCex BoamoxHocTed DriWeb Security Space TpeByeTca nMueH3IWA.

O6zop

Alex

2018-05-25 (13:02) UTC
2020-05-24 (13:02) UTC

Dr.Web Security Space ans Windows

HaxxmuTte KHOMKY YcTaHOBUTD.

PucyHok 2. Macrtep perncrpauum

6. Ecam B npouecce ycTaHOBKM Bbl yKasanu Uav NOAyUYUAM JeNCTBYIOLLMIA KNOYEBOWN dain 1 He
CHUManu dnaxkok 3arpy3suTb 06HOB/IEHUA BO BPeMs YCTaHOBKM, OyZ€eT BbINOAHEH NPOLLecC
06HOB/IEHMA BMPYCHbIX 6a3 1 ApYriMx KOMMNOHeHTOB nporpaMmMbl Dr.Web. O6HoBaeHMe

NPOBOAMNTCA aBTOMATUYECKM N He TpebyeT A0NOAHUTENbHBIX AENCTBUN.

7. ﬂ'}'lﬂ 3aBepLleHna npouecca yCtTaHOBKW BbIMONHUTE Nepe3arpys3kKy KoMnbroTepa.

Owmbka cnyx6b1 BFE npu yctaHoBke nporpammbl Dr.Web

Ana GYyHKLMOHMPOBaHMA HEKOTOPbIX KOMMOHEHTOB nporpamMbl Dr.Web Heobxogumo Hannuve
3anyLLeHHoW cnyx6bl 6a3oBoro moayna ¢unstpauum (BFE). B cnyuae ecam gaHHas cay>xba
OTCYyTCTBYET WM NOBpexXaeHa, yctaHoBka Dr.Web 6yaet HeBo3MoxkHa. MNoBpexaeHne nam
oTcyTcTBUME CyObl BFE MOXeT yKa3blBaTb Ha Haanuyme yrpo3 6e30nacHOCTM Ballero KomnbroTepa.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

Ecau nonbiTka yctaHoBKM nporpammbl Dr.Web 3aBepwunacb ¢ owmnbkoin cny>«6si BFE,

BblMoJIHUTE CJiegytoujue AeﬁCTBMHZ

1. MpockaHunpymnTe cucteMy nNpu nomoLm becnaatHon nevaient ytmamtel Curelt! oT koMmnaHmm
«[lokTop Beb». CkauaTb yTUAWTY Bbl MOXKETE Ha CalTe:
https://free.drweb.com/download +cureit+free/.

2. BoccraHoBuTe cnyx6y BFE. 11 3TOro Bbl MOXeTe BOCMO/b30BaTbCA YTUANTON ANA YCTPaHeHWs
npobnem B paboTte bpaHamayapa oT komnaHum Microsoft (ans onepaymoHHbix cuctem Windows
7 v Bbiwe). CkayaTb YTUAKUTY Bbl MOXeTe Ha cawTe: https://support.microsoft.com/en-
us/help/17613/automatically-diagnose-and-fix-problems-with-windows-firewall.

3. 3anyctute Mactep yctaHoBku Dr.Web n npownssegunte ycTaHOBKY COrnacHO LUTaTHOWM NpoLiesype,

NpWBeLEeHHOW BbiLLe.

Ecam npobnema He ycTpaHeHa, 06paTtuTech B Cy>KOy TEXHUYECKOM NOAAEPXKKN KOMMNaHUK «loKTop

Beb».

3.2. I3ameHeHVe KOMMOHEHTOB NporpamMmbl

1. YT06bI YAQNUTD AW M3MEHUTL KOMMOHEHTbI Dr.Web, BbibepuTe (B 3aBUCMMOCTM OT

onepaLYOHHON CUCTEMBI):

OnepauunoHHas
cucrtemMa

Windows XP MeHto «[Myck»

Knaccuueckoe
MeHHO «[Tyck»

Windows Vista MeHto «[Myck»

MocnepoBaTeNlbHOCTb AeCTBUIM

Myck — MaHenb
ynpassieHua —
YcraHoBKa u
yAaneHue
nporpamm

Myck —
Hacrpoika —
MaHennb
ynpassieHua —
YcraHoBKa u

yAaneHue

nporpaMmm

Nyck — Nanenb  Knaccnyeckuia

ynpaB/ieHUsA BUA
JomalHasn
cTpaHuua

Mporpammbl u
KOMIMOHEHTbI

Mporpammbl —

Mporpammbl u
KOMIMOHEHTbI

PyKOBOACTBO nosab3oBaTtensd
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OnepauuoHHas
cucremMa

Windows 7

Windows 8,
Windows 8.1,
Windows 10

YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

MocnepoBaTenbHOCTb AENCTBUIA

Knaccnueckoe
MeHIo «[Tyck»

Myck — MaHensb
ynpaBJjieHus

MaHenb
ynpasneHus

Myck —
Hacrpoiika —
Manenb
ynpaeJjieHna —>
Mporpammbl n
KOMIMOHEHTbI

Menkue/kpynHble
3HaYKu:
Mporpammbl u
KOMMOHEHTbI

KaTeropwms:
Mporpammbl —
YpaneHne
nporpamm

Menkue/kpynHble
3HaYKM:
Mporpammbl u
KOMMOHEHTbI

KaTeropwus:
Mporpammbl —
YpaneHne
nporpamm

2. B cnncke YCTaHOBAEHHbIX MpOorpaMmm Bbl6epI/ITe CTPOKY C Ha3BaHMeEM nNporpamMmmsbil.

3. Haxmwute U3meHUTb, Npun 3TOM OTKpOeTca OkHO MacTepa yaaneHus/M3MeHeHss KOMNOHEHTOB

nporpamMmei.

PyKO BOACTBO NOJib30BaTe A
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B DrWeb Security Space - d
T DrWEB Pycckuii w

YaaneHve v nsMeHeHWe KOMMOHEHTOB nporpamMmel Dr.Web
Security Space

—_o— Y13MeHWTL KOMNOHEeHTLI
—0O-  zmeHnTe KOMNOHEHTE GHTMEMPYCHOW 2awmTel Dr\Web e cooTeeTcTEMK €

BaLWMMK NOTPeBHOCTAMM.

O BoccTaHoBUTE Nporpammy

BOCCTAHOEMTE aHTHMBMpPYCHYR 2awmTy DriWeb Ha Bawem kKomnskoTepe,

-@l- Yaanute nporpammy

YaanuTe aHTMEMpPYCHYH 2awmTy DriWeb c Bawero komnsroTepa.

PMCYHOK 3. MaC'rep yAalleHMiI/I/IBMeHeHI/Iﬂ KOMMOHEHTOB

4. BblbepuTe OAHY M3 ONUMIA:

e N13aMmeHNTb KOMNOHEHTbI. B OTKPbIBLUEMCA OKHE YCTaHOBUTE Cl)ﬂa)KKI/I HanpoTB
KOMMOHEHTOB, KOTOPbIE XOTUTE AO6aBVITb, Mbo cHUMUTE CI)IIa)KKVI HanpoOTMB yAaNaeMbIX
KOMMNOHEHTOB. Onpe,qenMB HY>XHYHO KOHCI)I/IpraLI,VII-O, HaXXMute an/IMeHI/ITb.

e BoccraHOBUTBL NporpamMmy, eciv HEO6XOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLWTY Ha
BaLleM KomnbtoTepe. 3Ta GyHKLUA NPUMEHSETC B TOM C/lyYae, KOrja HekoTopble 13
KOMMOHeHTOB nporpammbl Dr.Web 6bian noBpexaeHb!.

o YAaIIMTb nporpammy, yTOObI yAa/nTb BCE YCTAHOBJ/IEHHbIE KOMIMOHEHTbI.

3.3. YpaneHune nporpamMmmbl

ili Mocne yaanenus Dr.Web Balw komMnbtoTep He OyAeT 3aluLLeH OT BUPYCOB U APYrmX
: BPEAOHOCHbIX MPOrpaMm.

1. [Ons ypanenus nporpammbl Dr.Web Security Space BbibepuTte (B 3aBUCMMOCTN OT ONepaLMoOHHON
CUCTEMBI):

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd



A
d
A

AT
g:

OnepauuoHHas
cucremMa

Windows XP

Windows Vista

Windows 7

Windows 8,
Windows 8.1,
Windows 10

YcraHOBKa, U3MeHeHue n yAaneHve nporpaMmbl

MocnepoBaTenbHOCTb AENCTBUIA

MeHto «[lyck»

Knaccnueckoe
MeHIo «[Tyck»

MeHto «[lyck»

Knaccuueckoe
MeHHO «[Tyck»

Myck — MaHenb
ynpasieHus

MaHenb
ynpaeJjieHus

Myck — MaHenb
ynpasaeHusa —
YcraHoBKa 1
yaanexHue
nporpamMmm

Myck —
Hacrpoiika —
Manenb
ynpaeJieHna —>
YcraHoBKa n
yaaneHue
nporpamm

Myck — MaHenb
ynpasieHus

Myck —
Hacrpoika —
MaHenb
ynpasnieHua —
Mporpammbl n
KOMIMOHEHTbI

Menkne/kpynHbie

3HaYKM:
Mporpammbl n
KOMIMOHEHTbI

Kateropwus:
Mporpammbl —
YpaneHue
nporpamm

Menkne/kpynHbie

3HaYKM:
Mporpammbl n
KOMIMOHEHTbI

Kateropwus:
Mporpammbl —

Knaccnueckumn
BUA,

JomalHasa
CcTpaHuua

Mporpammbl n
KOMIMOHEHTbI

Mporpammbl —

Mporpammbl n
KOMIMOHEHTbI

PyKO BOACTBO NOJib30BaTe A
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OnepauvoHHas MocnepoBaTeNnbHOCTbL AEACTBUMN
cuctema

YpaneHne
nporpamm

B oTkpbiBLIEMCS cricke BbIBGepuUTe CTPOKY C Ha3BaHWEM MPOrpaMmbl.

2. Haxmurte KHOMKY YAanuthb.

Mpw yaaneHumn kakmx-anbo komnoHeHToB Dr.Web oTkpoeTcs okHo OTKAroUeHue
: Camo3aLWMUThbl, B KOTOPOM HEOBXOAMMO BBECTU U306PaKEHHbIN KO NOATBEPXKAEHWS,
nocne yero Haxatb KHomnky OTk/oueHne CaMmo3aluThbI.

3. B okHe CoxpaHsieMble napamMeTpbl YCTaHOBUTE GaxKKy HAaMPOTUB TOTO, UTO CNeyeT COXPaHUTb
nocne yaaneHuns nporpammbl. CoxpaHeHHble 06beKTbl U HACTPOMKN MOTYT UCMOJ/Ib30BaThCA
nporpamMMon Npu NOBTOPHOM ycTaHOBKe. 10 yMoa4yaHuto BbiGpaHbl Bce onuun — KapaHTuH,
Hactpoiikn Dr.Web Security Space v 3awmuwaembie konumn ¢pannoB. Haxxmmte KHOMKY
YcTaHOBUTD.

4. B cneapyroliem okHe Ans noaTBep kaeHuUs yaaneHms Dr.\Web BBeanTe n3obpakeHHbI Ko, nocne
Yero HaXxkmMuTe KHOMKy YAanutb nporpammy.

5. 3meHeHna BCTyNAT B Cuay Nocae nepesarpysku Komnbrotepa. [pouecc nepesarpyskn MOXHO
OTNIOXMTb, HaxkaB kKHornky Mo3ke. Haxmute kHonky Mepe3sarpy3sutb ceruac 415
HeMeAJ/IeHHOTO 3aBepLUeHVs NpoLeaypbl YAaneHWs UK U3MEHEHNA COCTaBa KOMMOHEHTOB
Dr.Web.

PyKO BOACTBO NOJib30BaTe A
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4. inueHsnpoBaHune

MpaBa nonb3oBaTens Ha ucnosib3oBaHne Dr.Web peryavpyroTcs avueHsnen, nprnobpeTeHHOM Ha
caiite kKoMnaHun «loktop Beb» nan y naptHepoB. JIMueH3ms No3BoAAET MNOJHOLLEHHO UCMOJ/Ib30BaTh
BCEe BO3MOXHOCTN NPOAYKTa Ha MPOTAXEHUN BCETro CpoKa AencTBus. JIMLeH3na peryampyert npaea
NONb30BaTeNs, YCTaHOB/IEHHbIE B COOTBETCTBUM C JINLLEH3VOHHBIM COr/alLeHNEM, YCNOBUS KOTOPOTO
nosib3oBaTe/b NMPUHUMAET BO BPeMA YCTaHOBKW NPOrpamMMbil.

Kaka0ou MueH3mm conoctaBieH YHUKaNbHbIN cepuliHbil HOMep, a Ha TI0KaNbHOM KOMMbOTepe
No/b30BaTeNA C IMLEH3NEN CBA3bIBAETCA CrnelmanbHbli daiin, peryanpyrowmin paboty Dr.Web B
COOTBETCTBUM C MapaMeTpaMu MLEH3MN. ITOT dain Ha3blBAETCA NNLLEH3UOHHBIM K/IH0Ye8bIM
¢alinom. NMoppobHee o kNoUeBOM daine cM. B pasgene Knrouesoin daiin.

Ecav nepes nprobpeTeHnem NNLLEH3UN Bbl XOTUTE O3HAKOMMUTBLCA C MPOAYKTOM, Bbl MOXETe
aKTMBUPOBaTb 0eMOHCMPAYUOHHLILU nepuod. B TeueHne JeMOHCTPaLMOHHOTO nepuoja AOCTYMHbI
BCE PYHKLIMM 1 KOMMOHEHTbI NpoayKTa. MNpun akTMBaL MM 4EMOHCTPALIMOHHOTO Nepuoja Takxe
aBTOMaTnyeckm GOpPMUPYETCa CreLmanbHbI KatoueBon dainn. AKTMBaLMA 4EMOHCTPALLMOHHOIO
nepvoja Ha OZHOM Y TOM e KOMMbOTepe BO3MOXKHA He Yallle, YeM OZMH pa3 B oA,

ii JleMOHCTPaLUMOHHBI Neprog He MOXKET BbiTb akTUBMPOBAH M UCMOJIb30BaH Ha
g Windows XP.

Cnoco6bl akTUBaALNN NNLEH3UN

AKTI/IBI/IpOBaTb KOMMepPYeCKyHo MLEH3SNKO Bbl MOXKETE OAHM N3 Cheay oL nx cnocobos:

® BO BpeMs YCTaHOBKM NpoAyKTa npv nomoLym Mactepa perucrpauuy;

e B 110601 MOMEHT paboTbl MPOAyKTa NpX NOMOoLLM MacTepa peructpauum, KOTopbii BXOAUT B
coctaB MeHezxepa MNLEH3N;

e Ha oduLManbHOM carite koMnaHum «JokTop Beb» no agpecy
https://products.drweb.com/register/.

AxTnBauumsa avLeH3um B Mactepe permctpaumm BO3MOXHa NpY NOMOLLM CEPUAHOTO HOMepa Wau
kntoueBoro ¢arna. MNonbzosatenn Windows XP MOTyT akTMBMPOBaTb INLLEH3NIO TOIbKO NMPU
nomMoLuu katoyeBoro daina.

MNMoapobHee 06 akTMBaL WM AMLEH3UM CM. B pa3gene Kak akTMBMpPOBaTh NLLEH3NIO.

[ eMoHCTpauoHHbIV Nnepuog,
Monb3oBaTtensm npoayktoB Dr.Web goctynHa anueHsms Ha AeMOHCTPaLMOHHbIV Neproj CPOKOM

Ha 1 MecAL. I'Ipo6Hy+o BEPCUHO MOXKHO MOJIy4YnTb HENOCPEACTBEHHO B OKHE MeHe,q>Kepa J'II/ILI,GH3I/1I?1,
He yKa3blBaA NepCoHaNbHbIX AaHHbIX.

PyKOBOACTBO nosab3oBaTtensd
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[leMOHCTPaLUMOHHBIN Neproj He MOXET BbITb aKTUBMPOBAH U UCMOJ/Ib30BaH Ha
: Windows XP.

Ecan Y BaC OCTaancCb BONPOCHI MO JIMUEH3NPOBaHMKO, O3HAaKOMbTECb CO CMUCKOM Hamnbosiee YacTbix

BOMPOCOB Ha calTe KOMMNaHun «[Joktop Beb».

Bo3mo)KHble BONpoChl

Kak s mory nepeHecTy anL,eH3UI0 Ha APYroi KoMnbioTep?

Bbl MOXeTe nepeHecTn Bally KOMMEPUECKYH JIMLLEH3MIO Ha APYroi KOMMNbOTEP MNPY MOMOLLN
KNHOYEBOro dGaiina uam cepunHoro Homepa. Ecam Bbl XoTuTe nepeHecTV INLEH3MIO Ha KOMMbLOTEp,
Ha KoTopoM umcnoab3yetcs Windows XP, Bbl MOXeTe 3TO caenaTb TOAbKO MPW MOMOLLM KAHOUYEBOTO
davna.

YT106bI MEpeHecTU INLLeH3UIO Ha APYToi KOMMblOTEp

e NPV NOMOLLY CEPUAHOTO HOMepa:

1. Ypanute Dr.Web c komnbtoTepa, C KOTOPOTro Bbl XOTUTE NMEPEHECTU IMLEH3NIO, UK
aKTUBUpPYWTE APYTYHO NULLEH3UIO Ha 3TOM KOMMbIOTEPE.

2. AKTVMBMPYITE TEKYLLYHO IMLEH3NIO HAa KOMMbIOTEPE, Ha KOTOPbIM Bbl XOTUTE NMEPEHECTM
nvueHsuo. [ns 3Toro Bocnosib3yntecb Mactepom peructpaumm Bo BpeMs YCTaHOBKM
nNpoAyKTa Wan Nocne yCTaHOBKM BO BpeMsa paboTbl NpoaykTa (CM. AKTUBALMA NPU MOMOLLN
CEPUNHOTO HOMepa).

e MNPV NOMOLLM KNOYEBOTO daiina:

1. CkonupyiTe kto4eBOM aiin ¢ KOMMbHOTEPA, C KOTOPOTO Bbl XOTUTE NEPEHECTU AnLEeH3MIO. o
YMOAYaHWIO, KNH0YEeBOM hai XpaHUTCA B nanke yctaHoBkn Dr.Web 1 nmeet pacwmpenue .key.

2. Ypanute Dr.Web ¢ komnbroTepa, C KOTOPOTO Bbl XOTUTE MEPEHECTU JINLLEH3UIO, NN
aKTUBUPYWTE APYTYHO NLLEH3MIO Ha 3TOM KOMMbIOTEpPE.

3. AKTVBUpYWTE TEKYLLYH NULLEH3UIO HAa KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE NepeHecTu
NvLeH3nto. 15 3Toro BocCnosib3ytecb Mactepom pernctpaumm Bo BpeMs YCTaHOBKM
NpoAyKTa WK Noc/e YCTaHOBKM BO BpeMs paboTbl NpoaykTa (CM. AKT1BALMS NPU MOMOLLY
KAHOUEBOro danna).

ii Henb3s nepeHecT Ha Apyroi KOMMbIOTEP JINLEH3NIO, KOTOPYHO Bbl MOAYYUAN B
: pamKax 4eMOHCTPaLMOHHOro neprogja.

PyKOBOACTBO nosab3oBaTtensd
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Al 3a6bin pernctpaumnoHHbiv email. Kak 1 mory ero BocctaHoBUTB?

Ecavm Bbl 3a6biv agpec 31eKTPOHHOM NOYTbI, KOTOPbIV Bbl yKa3blBan BO BPEMA PErncTpaLmmn, Bam
Heob6xo0AMMO 0bpPaTUTLCA B TEXHUYECKYHO MOAAEPXKKY KOMMNaHuK «[JokTop Beb» no agpecy
https://support.drweb.com.

Ecam BbI caenaeTe 3anpoc € agpeca, OTIMYAOLLErocs OT TOrO, Ha KOTOPbIN 3aperncTpupoBaHa Balla
JIMLLEH3VS, CNEeLMaNnCT TEXHUUYECKOW NOoAAEP KK MOXKET NMOMpPOCUTb NPesoCTaBuTb: GOTO- WM CKaH-
KOMUIO JIMLLEH3MOHHOTO CcepTMdmKaTa, Yek 06 orniaTe JMLLEH3NW, MUCbMO MHTEPHET-MarasuHa u
Apyrvie NOATBEP>KAAOLLNE LOKYMEHTBI.

Kak a Mmory usmeHutb permcrpauMoHHbIn email?

Eciv BamM HeOHXOAMMO U3MEHUTb aZpec 3NEKTPOHHOMN MOYTbI, KOTOPbIV Bbl YKa3bliBaau Mpu
perncrpaLmy, BOCno/ib3ynTech CreLnanbHbIM CEPBMCOM 3aMeHbl SN1EKTPOHHOW NOYThI MO agpecy
https://products.drweb.com/register/change email.

4.1. Kak akTMBMpoBaTb IMLLEH3UIO

YT106bI MCNONBL30BaTL BCE QYHKLMN M KOMMOHEHTLI MPOrpaMMbl, HEOBXOAMMO aKTUBUPOBATh
NLEeH3M0. AKTUBALLMS IMLEH3MN BO3MOXKHA NPY NMOMOLLM KNKOUYEBOTro daiina uin cepunHoro
Homepa. Monb3osatenn Windows XP MOryT akTvBMpOBaTh NNLLEH3MIO TOJIbKO MPW MOMOLLM
KNtoueBoro dainna.

& Ecan Bbl y>ke aBasanch nonblosaTteseMm Dr.Web, To Bbl cMoXeTe NpoannTh AelicTBrE

: npuobpeTeHHON nLeH3un Ha 150 JonoAHUTENbHBIX AHEN. [lns 3TOro nepes BBOAOM
PerncTpaLmoHHbIX AaHHbIX OTKPOETCS OKHO, B KOTOPOM HEOBXOAMMO yKa3aTb
CepUMHbIA HoMep Anbo NyTb K kKntoueBoMy dariny npeaplaylen AMLeH3nu.

AKTMBaLMA Npn NOMOLLM CEPUAHOTO HOMepa
Ecnm Yy BacC eCTb cepMﬁan}i HOMEP, Bbl MOXETE

® aKTMBMPOBATb JINLLEH3VIO BO BPEMSA YCTaHOBKM NPOAYKTa Npu nomolLuy Mactepa perncrpauum:

1. 3anycTtute yctaHOBKY npogykTa. Ha 5 ware yctaHoBkM BbibepuTe nyHKT MoayunTb AnueHsunio
B rpouecce yCTaHOBKW. HaxkmuTe YCTaHOBUTD.

PyKOBOACTBO nosab3oBaTtensd
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& Dr.\Web Security Space

Pyccknia w

+H DrWEB

Macrep perncrpaunm
[nA ncnone20BaHWA BceX Bo2MoxHocTelR DrWeb Security Space TpebyeTca NMUEHIWA.

®) MoayunTe AMLEHZWKO B NPOLECCe YCTAHOBKM
[Moay4uTe AMLEHIWKD NO3AHee

¥YKazaTe NyTh K AeRCTEYHOILLEMY KAFOUEBOMY Gainy

O6zop

PucyHok 4. YcraHoBka. MacTtep perncrpauum

2. HauHetca yctaHOBKa npoaykTa. B koHue 3tana MNosyyeHre anueH3nmn oTkpoetca okHo MacTtepa
perucrpauum. Beegute cepuiiHbln HOMep 1 HaxMuTe AKTUBUPOBATb. ECin cepuidHbii HOMep
eLLe He Hbl1 3aperncTPUpPOBaH, OTKPOETCA OKHO, rAe BaM HeOb6XoANMO ByaeT yKazaTb CBOU

pernctpaynoHHbIE AaHHbIE.

F Macrep perncrpaunn
AKTUBaLMA NULIEH3MM

BeeawTe cepuiiHbIA HOMED

| | | WA YKEKUTE KIHoUeBor dain

Het anuen3snn?

Kynwre HOEYH) AUUEH3IWHD, MPOAANTE MAK pacllMpbTe TeKYLLYH AWUEeH3IWKD CO CKWAKORA

PucyHok 5. MacTtep peructpaumu. AKTMBaumsa AMueH3um

PykoBoacTBO nosb3oBatens
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3. I'Ipop,onxvlTe YCTaHOBKY NPOAYKTa, cnefya NHCTPYKLKMAM MaCTepa YCTaHOBKW.

Ecam akTMBaLMA MLEH3MM 3aBEPLUMAACh HEYAAUYHO, BbIBOAMUTCA COObLLEeHME 06 owwmnbke.
MpoBepbTe NoakaoUeHne Kk ceTn VIHTepHeT, inbo HaxmuTe kHonky MoBTOpUTL A5 NCNpaBaeHus
HEBEPHO BBEJEHHbIX JaHHbIX.

e aKTMBMpPOBATb JMLEH3MIO B Ito60e BpeMs paboTbl NpoAykTa npu noMmolm Mactepa
pernctTpauum, KoTopbli BXOAWT B cOCTaB MeHegykepa AMLEeH3UM:

1. B meHto DrWeb & BblbepuTe NyHKT JIneHsua. OTkpoeTca OKHO MeHeaykepa NLLEH3NIA.
Haxmwute kHonky Kynutb nam aktTuBnpoBaTb HOBYHO JIMLLEH3MIO.

& Dr.Web > MnctpymenTen > Menepxep nuuensni - O X

HCT JYMEHTbI Tekylwas AnLeH3nA
. / 139591868 v @ .

MeHemxep nMuUeH3nA
3almMTa OT NOTEPM AaHHBIX MpoayxT: DrWeb Security Space

CepuiiHLIA HoMep: VL97-8QRiG-#rwr_ e
AHTUMBUPYCHAA CETb Bragenew: Alex

[ata akTrmeaumm: 5/25/2018 4:02 PM
MeHempkep kKapaHTWHa Jata okoHUEHWA: 5/242020 4:.02 PM

OcTanock: 707 oH.

MNoaaepxka

‘ MpoanKTE TEKYLLYH AULEH3IMIO ‘

K}"I’IHTI: WKW aKTHEMPOBATE HOBYHD JIMLLEH3NKD

Mo Dr.Web

_ﬂHLI,F_‘HEVICIHHCIE cornalleHuwe

PucyHok 6. MeHepkep nvueH3nn

2. OTkpoetca okHO Mactepa peructpauun. Beeaute cepuiiHblini HOMepP 1 HaxXMuTe AKTUBMPOBaTb.

Ecnn cepuiiHbIn HOMep ellie He Bbln 3aperncTpMpoBaH, OTKPOETCA OKHO, rAe BaM HeobxoanMo
6yAeT yKasaTb CBOM perncTpaLnoHHble AaHHbIe.

PykoBoacTBO nosb3oBatens
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@ Dr.Web = MHctpymenTen » Menegxep nuueHswii > Mactep pernctpaumm - O X

(© AkTMBaLMA TULIEH3UM

BeeawTe cepuiiHbIA HOMED

WA YKEKUTE KNHoUeBor dain

Het anuen3snn?

Kynwre HOEYH) AUUEH3IWHD, MPOAANTE MAK pacllMpbTe TeKYLLYH AWUEeH3IWKD CO CKWAKORA

Monyunts NpobHyto Bepcuio

Ha 30 anei. Perncrpaumna He Tpebyetca

PucyHok 7. MacTtep peructpaumn. AKTUBaLLMA ULLEH3UN

Ecam akTMBaLMA MLEH3MM 3aBEPLUMAACh HEYAAUHO, BbIBOAUTCA COObLLEeHME 06 owmnbke.
MpoBepbTe NoakaoUeHne Kk ceTn VIHTepHeT, inbo HaxmuTe kHonky MoBTOpUTL A5 NCNpaBaeHus
HEBEPHO BBEAEHHbIX AaHHbIX.

® 3aperncTpmpoBaTh CEPUMHbIV HOMEp Ha calTe «[JokTop Beb» 1 nonyunts knroyeson dann, ¢
MOMOLLbFO KOTOPOTO Bbl CMOXETE aKTMPOBATb JIMLEH3MHO.

AKTnBauma npm nomMmoLm KarouveBoro ¢ania
Ecm y Bac ecTb kitoueBOW Gaiin, Bbl MOXETE aKTMBUPOBATb NLLEH3NIO:
* BO BpeMs yCTaHOBKM NpoJyKTa npv nomMoLum Mactepa perncrpavuu:

1. 3anyctute ycTtaHOBKY NpoAykTa. Ha 5 ware yctaHOBKM BblbepuTe NyHKT YKasaTb nyTb K
AeucTBylOWEeMy KatoueBomy dpainy. Haxmute YcTaHOBUTD.

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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% DrWeb Security Space - ¥

T DrWEB Pycckuii w

Mactep permcrpaumm

[nA ncnone20BaHWA BceX Bo2MoxHocTelR DrWeb Security Space TpebyeTca NMUEHIWA.

nGIIy'—IMTh JHUBHIWHD B MPpOoUeCCe YCTAaHOEKK
nOIIy‘-IHTh AWMUEHIWHD NozaHee

®) YiazaTe NyTb K AeACTEYHILWLEMY KIKOUEEOMY Qarny

O6zop

Bnanenew: Alex
HNata aktmeaumn: 2018-05-25 (13:02) UTC
ata okondadua: 2020-05-24 (12:02) UTC
Tun anueHznu:  Dr.\Web Security Space ana Windows

PucyHok 8. YcraHoBka. MacTtep perucrpauumn

2. MpopaomkunTe yCTaHOBKY NPOAYKTa, Ciefys UHCTPYKLmMaM MacTtepa ycTaHOBKM.

e B Nt060€ Bpems paboTbl NpoaykTta Npy nomowm Mactepa perncrparmm, KOTopblil BXOAWT B
coctaB MeHegpKkepa nnueH3num:

1. B merto Dr.Web ¥ Bbl6epuTe NyHKT JlIugeHsua. OTkpoeTcs okHO MeHegykepa NLEH3NIA.
Haxxmute kHonky Kynutb unm aktmBupoBaTb HOBYIO JIMLLEH3MIO.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ Dr.Web = MHcTpymenTor

VHCTpYyMeHThI Tekywas AuLeH3ns
. v 139591868 v @ .

MeHemxep AMueH3niA
3awWmMTa OT NOTEPU JaHHbIX Mpoay«: Dr.Web Security Space

CepuiiHLIA HoMep: VL97-8QRiG-#rwr_ e
AHTWBMPYCHaA CETb Bnagenew: Alex

[ata akTrmeaumm: 5/25/2018 4:02 PM
MeHemxep kapaHTKHa [laTa oKoHUEHMA: 5/24/2020 4:02 PM

OcTanock: 707 oH.

MNoanepxxka

> WMenegpkep nuueHsii - O *

‘ MpoanKTE TEKYLLYH AULEH3IMIO ‘

KyI'IHTb WKW aKTHEMPOBAaTE HOBYHD JIMLLEH3WHD

Mo Dr.Web

_ﬂHLI,F_‘HEVICIHHCIE cornalleHuwe

PucyHok 9. MeHep>xep nnueH3uin

2. OTkpoetcsa okHO Mactepa peructpaumm. Haxmute CCbinky MAK YKaXKuTe KatoueBoi ¢ain. B

OTKpbIBLLEMCA

OKHe yKaxuTe nyTb K kKatoueBoMy danny.

& Dr.Web = WrcrpymenTal

BeeanTe cepuiid

HeT nnueHs

AKTMBaLA

> MeHegxep nuuensnii > MacTep perncrpaumn - O X

Kntoueson dpain

YKaxuTe nyTe K 4eACTEMTENEHOMY KAHOUeBOMY darny

YTo Takoe KNHOYEEOR dain?

loToBO ‘ ‘ OTmeHUTE

Kynute Hoeyo A

Kynute

PucyHok 10. MacTtep perucrpauuu. AKTMBaL A UL EH3INN

PykoBoacTBO nosb3oBatens
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AktnBauumn nmuyeHsum Ha Windows XP

Monb3oBatenn Windows XP MoryT akTBMpOBaTh IMLEH3NIO TONbKO MPY MOMOLLW KNFOYEBOTO
danna. Ecam kntoueBoro dalina Het, HO eCcTb CEPUHbBIA HOMEP, ero HEOBXOAMMO 3aperncTpUpoBaTh
Ha cauite komnaHum «Jloktop Beb». MNMocne 3aBepLueHns npouecca peructpauum, Bam byaer
npesocTaB/ieHa CCblika ANs CKauMBaHWA KAOUeBOro daina. Vicnonb3ywTe 3TOT katoueBon dann ans
aKTMBaLUuun AU eH3Nn.

[leMOHCTPaLUMOHHBIN Neproj He MOXKET BbITb akTUBMPOBAH U UCMOJ/Ib30BaH Ha
: Windows XP.

NMoBTOpHaa akTMBauuns

MoBTOpHas akTMBaLMUA ANLEH3UM AW LEMOHCTPALMOHHOIO Neproja MOXKeT noTpeboBaThCs B
ciyyae yTpaThbl KAtoyeBoro daiina.

fli B cnyyae NOBTOPHOM akTMBaLMM JNLEH3UN UM AEMOHCTPALMOHHOIO Neproja
: BbIZAETCA TOT Xe K/IoUYeBOW daiin, KOTOPbIN BblA BblAaH paHee, MpY YCAOBUU, UTO CPOK
ero JencTBua He UCTEK.

MNpw nepeyctaHOBKe NPOAYKTa WA B C/lyyae, KOrAa ANLLEH3Ms NpesoCTaB/seT NpaBo YCTaHOBKM
NPOAyKTa Ha HECKOIbKO KOMMbIOTEPOB, NOBTOPHAs akTUBaLLMA CEPUAHOTO HOMepa He Tpebyertcs.
Bbl MOXeTe ncnosb3oBaTb KAHOUEBOW dali, NONYUYEHHbIN NPY NEPBON perncTpaLmm.

KonnuectBo 3anpocoB Ha nosyyeHve kaoueBoro daria orpaHUYeHo — pPerncTpaums C OgHUM 1
TEM e CEPUMHBIM HOMEPOM AonyckaeTca He 6osee 25 pas. Ecim 3T0 Uncno npeBbIlweHo,
kntoueBon darin He ByaeT BbicaaH. B 3ToM ciyuae obpatutech B Cy>KOy TEXHUYECKOW NOAAEP KM (B
3anpoce cnegyeT NogpobHO onmcaTb CUTyaL Mo, yKa3aTb NepCOHaibHble JaHHble, BBEAEHHbIE NMPU
perncTpaLmu, n cepuinHblii Homep). Kntouesow dain byaeTt BbiCaaH BaM Cy>KO60M TEXHUYECKOWN
NOAAEP>KKM MO INEKTPOHHON NouTe.

Bo3Mmo>KHble BONpoOChbI

Kak s mory nepeHecTy a1L,eH3UI0 Ha APYroi KoMnbioTep?

Bbl MOXeTe nepeHecTn Bally KOMMEPUECKYH JIMLLEH3MIO Ha APYroi KOMMNbOTEP MNPY NMOMOLLN
KNHOYEBOro dGaiina uam cepunHoro Homepa. Ecam Bbl XxoTuTe nepeHecTV INLEH3MIO Ha KOMMbLOTEp,
Ha koTopoM umcnoab3yetcs Windows XP, Bbl MOXeTe 3TO caenaTb TObKO MPW MOMOLLMN KAHOUYEBOTO
davina.

PyKOBOACTBO nosab3oBaTtensd
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YT106bI MEpeHecTU INLLeH3UIO Ha APYToi KOMMbloTep

e NPV NOMOLLY CEPUAHOTO HOMepa:

1.

Yaanute Dr.Web ¢ komnbtoTepa, ¢ KOTOPOro Bbl XOTUTE NEPEHECTN NNLLEH3UIO, NN
aKTUBUpPYWTE APYTYHO NULLEH3UIO Ha 3TOM KOMMbIOTEPE.

AKTVBUPYITE TEKYLLYHO JMLLEH3MIO HA KOMTMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE NEPEHECTM
nvueHsuo. [ns 3Toro Bocnosib3ytecb Mactepom perncrtpaumm Bo BpeMs YCTaHOBKM
nNpoAyKTa Wan Nocne yCTaHOBKM BO BpeMsa paboTbl NpoaykTa (CM. AKTUBALMA NPU MOMOLLN
CEPUNHOTO HOMepa).

e MNPV NOMOLLM KNOYEBOTO daiina:

1.

CkonuvpyTte katoueBomn dGaiin ¢ KOMMNbOTEPA, C KOTOPOTO Bbl XOTUTE NEPEHECTU nLeH3Mt0. 1o
YMOAYaHWIO, KNH0YeBOM hai XpaHUTCA B nanke yctaHoBkn Dr.Web 1 nmeet pacwmpenue .key.

Ypnanvute Dr.Web c komnbroTepa, C KOTOPOTO Bbl XOTUTE NEPEHECTU IMLLEH3NIO, UV
aKTUBUPYWTE APYTYHO NNLEH3MIO Ha 3TOM KOMMbIOTEpPE.

AKTVBMpPYITE TEKYLLYHO JIMLEH3MIO HAa KOMMbIOTEPE, HAa KOTOPbIN Bbl XOTUTE NEPEHECTU
NvLeH3nto. 15 3Toro BoCnosib3ytecb Mactepom pernctpaumm Bo BpeMs YCTaHOBKM
NpoAyKTa WK Noc/e YCTaHOBKM BO BpeMs paboTbl NpoayKTa (CM. AKT1BALMS NPU MOMOLLY
KAHOUEBOro damna).

ii Henb3s nepeHecT Ha Apyro KOMMbIOTEP JINLEH3NIO, KOTOPYHO Bbl MOAYYUAN B
: pamKax 4eMOHCTPaLMOHHOro neprogaa.

4.2. NMpoaneHve nuueH3umn

npOAJ'II/ITb TEKYLLYH NNLLEH3MKO Bbl MOXXeTe Nnpu noMoLLn MeHe,q>Kepa J'II/ILI,GH3I/1I?1.

1. Otkpownte meHo Dr.Web W BblbepuTe NyHKT JINL,eH3uS.

2.

B okHe MeHe,a,>Kepa J'II/ILI,GH3I/1I?1 Ha>XMUTe KHOTMKY I'Ipop,nm'b TeKyLlyro JIULLeH3UIO. OTKpOGTCﬂ

CTpaHWLa canta KoMnaHum «Joktop Beb», Ha KOTOPOW Bbl MOXXETE MPOAOIKUTL MOKYMKY.

Dr.Web noazep>kvBaeT 06HOB/IEHWNE Ha NIETY, MPU KOTOPOM He TpebyeTcs nepeycraHaBvMBaTh
Dr.Web nan npepbiBath ero paboty. Yto661 06HOBUTL IMLEH3NIO Ha Ucnoab3oBaHWe Dr.Web Bam
HeoBXOAMMO aKTUBMPOBATb HOBYHO JIMLLEH3MIO.

AKTMBaUMA NMLEH3NN

1.

OTkponTe okHO MeHezepa NnueH3nK, Bbibpas NyHKT JlIueHsua B MeHo Dr.Web . Haxxmure
kHonKy KynuTb nnam aktTuBupoBaTtb HOBYHO JINLLEH3UIO.

PyKOBOACTBO nosab3oBaTtensd
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2. B oTkpbIBLUEMCS OKHE BBEAUTE CEPUMHBIA HOMEP WM HaXKMUTE CCbIIKY MU YKaXKuUTe
KnAroueBou panin 1 ykaxuTe nyTb K katouesomy dainy. Monbsosatenn Windows XP moryt
aKTVMBMPOBATb JIMLLEH3VO TONbKO MPW MOMOLLM KAKOYEBOTO daina.

MoApo6Has MHCTPYKLMA MO aKTUBaLMKN INLEH3UM AOCTYMHa B pa3zene Kak akTMBMpoBaTh
JNLLEH3VIHO.

Ecnm cpok AeicTBUSA MLLEH3UM, KOTOPYHO Bbl XOTUTE MPOAANTb, 3akoHUYMACS, Dr.\Web HauHet
MCNONb30BaTb HOBYHO JINLLEH3NIO.

Ecnm cpok AeicTBUSA MLLEH3UM, KOTOPYHO Bbl XOTUTE MPOAIUTD, ELLLE HE 3aKOHUWIICH, TO KOIMYECTBO
OCTaBLUMXCA AHEeW ByaeT aBTOMaTUYeckn 406aBaeHO K HOBOM anLLeH3uun. [pu 3ToM cTapas MueH3uns
6yzet 3ab10KMpOBaHa, 1 BaM NPUAET COOTBETCTBYHOLLLEE YBEAOM/IEHNE Ha aApeC 31EKTPOHHOM
MOUYTbl, KOTOPbIWA Bbl YKa3blBasn NpY peructpauum. PEKOMeHAyeTcs TakxKe yAanauTb CTapyro
JIMLEH3MI0 NpY NoMoLn MeHezaxepa NNLLEH3NN.

Ecam y Bac octannce BONPOChI MO MNPOAJIEHNIO IMLLEH3MK, O3HAKOMbTECh CO CMVCKOM Haunbosiee
YacTblX BOMNPOCOB Ha canTe kKomnaHum «loktop Beb».

Bo3mo)KHble BONpocChl

Mocne npogneHusa nAMueH3UM A NOAYUUN NMUCbMO, UTO MO KaroueBoii ¢paiin 6yaer
3abnokupoBaH uepes 30 gHel.

Ecam cpok AencTBMA INLLEH3MK, KOTOPYHO Bbl MPOA/MAN, eLlie He 3aKOHYMCA, TO KOJIMYECTBO
OCTaBLUMXCA AHEN aBTOMaTNYecKn A06aBAseTcs K HOBOMN AMLEH3UW. [Tpy 3TOM MLLEH3US, HA OCHOBE
KOTOpOW 6bII0 caenaHo npoaneHne, baokupyertca. MNpu ncnosib3oBaHUM 3a6N10KMPOBaHHOM
NMLLEH3MM KOMMNOHeHTbl Dr.Web He paboTatoT, 1 He NPoUCXOAUT 0BHOBIEHME.

PekoMeHAyeTCs yAanuTb CTapyto AMLEH3MIO U3 NpoAyKTa. [ 3Toro caenante cneayroLlee:

1. B pexume agmuHucTpaTopa B merto Dr.Web ®F BblOepuTe NyHKT JIneH3ua. OTKpoeTcs OKHO
MeHegaxxepa NMLLEH3NNA.

2. B BbINagaroulem MeHIo BbibepuTe NMLEH3MIO, HA OCHOBE KOTOPOW BbI/1I0 cAenaHo NpoaseHue v

HaXKmuTe KHOMKy 2.

4.3. KnroueBou pann

MNMpaBa nonb3oBaTens Ha ucnosb3oBaHne Dr.Web xpaHsaTcs B cneuvansHoM daiine, Ha3biBaeMOM

karoyeseiM gatizom. Mpn nonyyeHnm karoueBoro daina B npoLiecce yCTaHOBKUN UM B KOMIIEKTE
AVCTPMBYTUBa NPOAYKTa yCTaHOBKa KA0UeBOro darina Npov3BOAUTCA aBTOMATUUECKM N HUKaKUX
AOMONHUTENbHBIX AENCTBUIA He Tpebyer.

KnroueBou dain umeet pacumpenue .key n coaepxut, B HaCTHOCTW, CieayroLyto HGopMaLunto:

® NnepeyvyeHb KOMMNOHEHTOB, KOTOPbIE pa3peleHO NCNoab30BaTh AaHHOMY MOJ/Ib30BATEJIHO,

PyKOBOACTBO nosab3oBaTtensd

36


https://support.drweb.ru/show_faq/?question=4720&lng=ru
https://support.drweb.ru/show_faq/?question=4720&lng=ru

~ey
; JNnuensunposanue | 37

\

e Nepunoj, B TedeHne KOToporo paspelleHo ncrnojib3oBaHne aHTUBUPYCa,
® Hajan4dme nam oTcyTcTeme TEXHWNUECKOW noaAep KKy,

e Jpyrve orpaHnyYeHuns (B 4YaCTHOCTM, KONMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX pa3peLleHo
MCNO/Ib30BaTb aHTUMBMPYC).

i'i Mpw paboTe nporpammebl karoUeBOl daria Mo YMONYAHUIO AOMKEH HaXOAUTHCA B nanke
: yctaHoBku Dr.Web. Mporpamma perynsipHo npoBepseT Hasnmune 1 KOPPEKTHOCTb
kntoyesoro daina. Bo nsbexaHune nopum kitova, He MoandULMpPYTe KntoueBon daw.

Mpwn OTCyTCTBUM AEUCTBUTENIBHOTO KAOYEBOro dalina akTMBHOCTb BCEX KOMMOHEHTOB
Dr.Web 6nokupyertcs.

KnroueBon darin Dr.Web aBnsetca gencTBUTENIbHBIM NPU OA4HOBPEMEHHOM BbIMONHEHNUM
CNnefyroLLMX YCIOBUIM:

e CPOK AENCTBUSA JIMLEH3NN HE UCTEK;

® LIeJIOCTHOCTb KJIF04a He HapyLUeHa.

Mpw HapyLweHUn 10HOTo 13 YCIOBUIMA KAKOUYEBOM Gali CTAaHOBUTCA HEAENCTBUTEIbHBIM, MPU 3TOM
Dr.Web nepecraeT 06e3BpexunBaTb BpeAOHOCHbIE MPOrpamMMbl 1 NPOMYCKAeT NOYTOBbIE
coobuieHns 6e3 NnpoBepKMu.

Ecam npwm yctaHoBke Dr.Web Bbl He noayumaun katoueBon daiin n He ykasaaun nyTb K HEMY, TO B 3TOM
C/lyYae MCNoNb3yeTcs BPeMeHHbIN KntoueBown daiin. Takorn kaoyeBor Gpainn obecneumBaeT NoJHYHO
bYHKLMOHaNbHOCTb KOMMNOHeHTOB Nporpammbl Dr.Web. OaHako B meHto Dr.Web & byaer
OTCyTCTBOBaTh NYHKT O6HOBAEHUe. O6HOBNEHNA He ByayT 3arpy>kaTbCs A0 Tex Nop, Noka Bbl He
aKTVBMPYEeTe NNLEH3MIO UAN NPOBHYH0 Bepcuio AnMbo ¢ noMollbio MeHeaykepa AL EH3UA He
yKaxkeTe NyTb K JeCTBUTENbHOMY KAHOUYeBOMY dainny.

PeKOMEeHAYeTCs COXpaHsATb KNHOUEBOW Galin A0 NCTeUeHUs CPOKa AEUCTBMA MLEH3UN UAW NPOBHOM
BEPCUN.

i'i KntoueBoli dain, monyueHHbI A8 akTMBaLMKN AEMOHCTPALIMOHHOIO Nepuosa, MoXeT
: MNCMOb30BaTbCA TOJIbKO Ha TOM KOMMbIOTEPE, HAa KOTOPOM Bbl MPOXOANIN
perucTpauuto.

PyKOBOACTBO nosab3oBaTtensd
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5. Hauano pa6oTbi

Mocne yctaHoBKM nporpaMmmbl Dr.Web B o6nactb yBegomneHnin Windows pobaBaseTcs 3Ha4ok .

ili Ecnv nporpamma He 3anylueHa, B MeHto Myck packpointe rpynny Dr.Web v Bbibepute
: nyHKT SplDer Agent.

3Hauyok Dr.Web oTtpa>kaeT TekyLLiee COCTOSAHNE NPOrpPaMMbl:

° E — BC€ KOMIMOHEHTDI, HGO6XOAVIMbIe ANA 3alnTbl KOMNbHOTEPA, 3anyLWeEeHbl 1 pa60Ta+0T
npaBuAbHO,;

Sl
e "8 — camo3auwmTta Dr.Web vam xots 6bl OANH N3 KOMMOHEHTOB OTKJHOUEHbI, YTO Ocnabnset
3alMTy aHTMBMUpPYCa U KOMMblOTepa. Bkaroumte caMo3aLuty nam oTKIHOYEHHbIN KOMMOHEHT;

o B8 — oxugaercs 3arnycKk KOMMOHEHTOB MOC/e CTapTa OnepaLoOHHOM CUCTEMbI, JOXANTECH
3arycka KOMMOHEHTOB NpOrpamMMbl; IMH6O B NpoLiecce 3arnycka OAHOrO U3 KNHUeEBbIX
KoMnoHeHTOB Dr.Web BO3HMKNa OLIMOKA, KOMMBLIOTEP HAaXOAMUTCA MOZ YrPO30M 3apaXkeHus.
MNpoBepbTe HaAMume AeNCTBUTENBHOTO KAHOUEBOro Gaina 1 Npu HeobXoAMMOCTN YCTaHOBUTE €ro.

Tak>ke, B COOTBETCTBUM C HaCTQOPIKaM 1, Haj 3Ha4YKOM E MOTYT NOABAATLCA pa3nnyHble NOACKa3KN-
yBE€AOMJIEHUA.

Ona poctyna k meHto Dr.Web wwenkH1Te No 3HauKy & 5 o6nactm yBegomaeHmin Windows.

ﬂ'OCTyI'I K HaCTpOVIKaM M KOMMOHEHTaM 3allnTbl, @ TakKXKe OTKIH4YeHNEe KOMMOHEHTOB
- BO3MO>XHbI TO/IbKO Mpw pa60Te C npaBaMn agMNHNCTPaTOpPa.

B meHto Dr.Web ¥ coCpesoToYeHbl OCHOBHbIE CPEACTBA YNPaBAEHNsA U HACTPOMKN NPOrpamMMbl.

Moii Dr.Web. OTKpbiBaeT Bally NepcoHanbHyrO CTpaHuLy Ha cante komnaHum «Joktop Beb». Ha
[ @HHOW CTpaHuLLe Bbl CMOXKETE NONyUnTb MHGOPMALMIO O BaLLEN NULLEH3UN (CPOK AEUCTBUS,
CepUNHbIN HOMEp), NPOANTL CPOK ee AeNCTBUSA, 3a4aTb BONPOC Cy>xbe Noaaep KM U MHOToe
apyroe.

Nuuensua. OTkpbiBaeT MeHeaxxep AvLLEH3NN.

MHcTpymeHTbl. OTKpbIBaEeT MeHI0, NPeA0CTaBAsAoLLEee JOCTYN K pa3genam:

e 3aunMTa OT NOTEPU AAHHbIX;

o AHTMBUMPYCHaA CeTb;

e MeHeaxep KapaHTUHA;

o [loaaep>kka.

KomnoHeHTbI 3alnTbl. EbICprIl\/’I A40CTyn K CNNCKY KOMMOHEHTOB 3allWThbl, B KOTOPOM Bbl MOXeETE
BKJIFOYNTb NN BbIKJTHOYNTb Ka)K,D,bII\/'I M3 KOMMNOHEHTOB.

PyKOBOACTBO nosab3oBaTtensd
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O6HoBneHue. IHpopmaLms 06 akTyasbHOCTU KOMMOHEHTOB UM BUPYCHbIX 6a3. 3anyckaeT
OBHOBIEHME.

CkaHep. bbICTpbIN fOCTYN K 3anycKy pa3HbiX TUMOB NPOBEPKW.

Pe>xum pab6oTtbi I% Mo3BOJIAET NepekIoyaTbCA MEXAY PEXUMOM MOJIb30BaTeNs n PeXnNMom
agMuHucTpatopa. Mo ymonyanuro Dr.Web 3anyckaetcs B OrpaHUYeHHOM pexXnme — pexmme
NoNb30BaTeNs, B KOTOPOM HeAOCTYMHbl HacTpolikn 1 HacTponkn KoMnoHeHToB 3alumTthbl. [Ans
NepekItoYEHNA B 4PYrON PEXNM, HaxXmMuTe Ha 3amok. Mpu BkaroueHHoM UAC onepaumnoHHas
cucTeMa BblAACT 3anpocC Ha MoBbIlWeHWe Npas. Takxke AN M3MeHeHNa pexunma noTpedyerca BBeCTU
napo/ib, €CN B pasgene HacTponky Bbl BKAKOUUAM OMLMIO 3alimiiaTh NaposieM HacTPOUKU
Dr.Web. O6patnte BHMMaHMe, YTO BO3BPAT B PEXMM MOJ/b30BaTeNa ocyLiecTBaseTca vepes 15
MWHYT NOCNe NepekNroyeHns B peXnmM agmMmuHnucTpatopa. Ecam no ncreyeHnn storo cpoka Bbl
npoaomkaeTe paboTaTtb C HACTPOMKaMK, TO MEPEXOL B PEXUM MOb30BaTENsA OCYLLLECTBUTCS Noce
3aKpbITNA OKHa HaCTPOeK.

Cratncrmka ol OTKpbIBaeT OKHO, coAepKalliee cBeAeHMs O paboTe KOMMOHEHTOB B TeYeHUe
TEKYLLEro ceaHca (KoaM4YecTBO NPOBEPEHHbIX, 3apaXkeHHbIX 1 NOA03PUTENbHBIX 0ObEKTOB,
NPeAnpVHATbIE AENCTBMA U Ap.).

HacTtpoiiku {ﬁ} OTKpbIBAET OKHO C AOCTYNOM K OCHOBHbIM HaCTPOWKaM, HacCTPpOMKam
KOMMOHEHTOB 3alLMThbl, @ Tak>Ke K MOAY0 POANTENbCKUIA KOHTPOJIb U UCKIHOYEHUAM.

ili [Ans poctyna K HacTporikaM KOMIMOHEHTOB U A/ Mepexosa K oHAalrH-cepsucy Moi
: Dr.Web Heobxoanmo BBeCTM Napob, eciv B paszene Hactponku Bbl BKAOUYMUAN OMNUUID
3awmwarb naposnem Hactpoiiku Dr.Web.

Ecnv BbI 3a6b1AM Maposib K HAaCTPOMKaM NpoaykTa, obpatutech B
CYXKOY TeXHUYECKOW NOoAAEPXKN.

CnpaBka @ OTKpbIBaET CripaBKy.
5.1. NMpoBepka aHTUBUpYCa

MNMpoBepka ¢ nomowbio ¢anna EICAR

Bbl MO>eTe npoBepuTb PaboTOCNOCOBHOCTb aHTUBUPYCHBIX MPOrpamMM, 06HapPY>KMBaOLLMX BUPYChI
Mo WX CUrHaTypam, € ncnoab3oBaHuem TectoBoro darina EICAR (European Institute for Computer
Anti-Virus Research).

MHormMu pa3paboTunkamm aHTUBMPYCOB MPUHATO ANS 3TOM Lean UCMONb30BaTh OAHY U Ty Xe
CTaHZapTHYyto nNporpammy test.com. 3Ta nporpamma bbina cneymanbHO paspaboTtaHa Ans TOro,
yTO6bl NONL30BATE/b, HE NMOJBEPras CBON KOMMbIOTEP OMACHOCTW, MOT MOCMOTPETb, Kak
YCTaHOBJIEHHBIN aHTUBMPYC ByaeT curHaamsnpoBaTb 06 0bHapy>eHun Bupyca. lNporpamma

PyKOBOACTBO nosab3oBaTtensd
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test.com He aBaseTcA cama no cebe BPeAOHOCHOW, HO creluanbHo obpabaTbiBaeTcs 60NbLIMHCTBOM
aHTVMBUPYCHbIX MPOrpaMm Kak Bupyc. Dr.Web HasbiBaeT 3TOT «BMpYC» CieayoLmm obpasom:
EICAR Test File (Not a Virus!).[lpyMepHO Tak ero HasbIBatOT U Apyrue aHTUBUPYCHblE
Nporpammbi.

MNporpamma test.com npegcraBaset cobort 68-6anTtHbii COM-dain, B pesyabtate MCNOAHEHUS

KOTOPOro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE COO6LLI,eHl/IeZ EICAR-STANDARD-ANTIVIRUS-
TEST-FILE!

®aiin test.com cOCTOUT TONBKO U3 TEKCTOBBIX CUMBOJIOB, KOTOPble GOPMUPYIOT CIEAYHOLLYHO
CTPOKY:

X50!P%$@AP[4\PZX54 (P")7CC)7}$SEICAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*

Ecav Bbl co3paamte daiin, coaepkallmin NpUBEAEHHYHO BblLle CTPOKY, U COXPaHUTE ero noj UMeHeMm
test.com, To B pe3ynbTate NONyuMTCA NPOrpamMmma, Kotopas v ByAeT onnMcaHHbIM «BUPYCOM>.

ili Mpw pabote B ontumasbHom pexkrme SplDer Guard He npepbiBaeT 3anyck TECTOBOro
: darina EICAR n He onpegenseT AaHHYO OnepaLyuio Kak ONacHyro, Tak Kak AaHHbI daiin

He npeacTaBAseT yrpo3bl Ans KoMnbtoTepa. OfHaKo Npu KONMUPOBAHUN AN CO34aHUU
Takoro danna Ha komnbtoTepe SplDer Guard aBToMaTnueckn obpabaTtbiBaeT Gaiin Kak
BPELOHOCHYH NMPOorpamMmy 1 no ymMosyaHuro nepemeltaet ero B KapaHTtuH.

MNMpoBepka c nomowsbro ¢painna CloudCar

[na npoBepkn paboTtbl ob6nauHoro cepsuca Dr.Web Cloud ncnonb3yiite tectoBbin dain CloudCar,
co3paHHbIn opranmusaumne AMTSO (Anti-Malware Testing Standards Organization). 3ToT dain
crneumnanbHO Co3aH ANs NPOBepKM PaboTbl 06aaYUHbIX CEPBUCOB aHTUBUPYCOB U He ABASIETCS
BPEAOHOCHbIM.

Mposepka pa6oTtbl Dr.Web Cloud

1. Y6eputech, 4TO Y BacC BKIKOUYEHO MCNOb30BaHWe obnavHoro cepsuca Dr.Web Cloud.

2. 3arpy3swute TecToBbIn daiin. Ana 3Toro nepengute no agpecy https://www.amtso.org/feature-
settings-check-cloud-lookups/ n HaxxmuTe Download the CloudCar Testfile.

3. Ecamy Bac yctaHoOBAEH 1 BKAOYEH KOMMOHeHT SplDer Guard, npv nonagaHum daina Ha
KOMMbIOTEP OH aBTOMaTU4eckun byAeT nepemellieH B KapaHTUH. Ecim komnoHeHT SplDer Guard
He YCTaHOBJIEH MW OTKAFOYEH, MPOCKaHUPYITE 3arpy>KeHHbIN ¢arin. [ 3Toro B KOHTEKCTHOM
MeHto 3Hauka daiina Bbibepute nyHkT MpoBeputb Dr.Web.

4. MNpoBepbTe, UTO TECTOBLIN dPaiin obpaboTaH Dr.Web kak CLOUD: AMTSO.Test.Virus.
Mpedurkc CLOUD B Ha3BaHWM yrpo3bl ByaeT CBUAETENbCTBOBATbL O KOppekTHOM paboTte Dr.Web
Cloud.

PyKOBOACTBO nosab3oBaTtensd
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6. UHCTpyMeHTbI

OTtkpoinTte meHo Dr.Web i 3anyctute MHcTpyMeHTbl. YTO6bI 6b1M AOCTYMHbI BCE ONLUN,
NepeKkNtYNTECh B PEXMM aAMUHUCTPaTOpPa.

Ana nHbopmauum 0 MLEH3MK, a TakKe ANA MONYyUYEeHUs HOBOW NNLLEH3MN BbibepuTe MeHeakep
JVLLEH3UNIA.

[nsa HaCTPOMKM 3aLMTbl BaXKHbIX JaHHbIX C MOMOLLbIO 3allMLLLaeMbIX KOMWA Bbibepute pasgen
3allnTa OT NoTEPU AAHHbIX.

Ona poctyna k npoayktam Dr.Web, yctaHOBAEHHBIX Ha ApPYrnX KOMMbOTEPax BHYTPW BaLlen ceTu,
BblOepuTe passen AHTMBUPYCHasA CeTb.

[Ans npocMoTpa cnvcka M30MpoBaHHbIX GaioB 1 BOCCTaHOBAEHMS GaliNoB 13 KapaHTVHA,
Bblbepute MeHesxep KapaHTMHa.

Ecam y Bac BO3HMKAM BOMPOCHI WA HEMONAAKM B npouecce paboTbl Dr.Web, Bbibepute pasaen
[Moasepxkka.

6.1. MeHep>xep nnueH3nMn

B 3TOM OKHe Bbl MOXeTe MPOCMOTPETb MHPOPMaL Mo 060 Bcex auLeH3nax Dr.Web, xpaHsaLwmxcs Ha
BaLLEM KOMMbIOTEPE, a TakKe U3MEHUTb TEKYLLYH JMLEH3NIO, MPOAANTL €€ UAN KYMUTb HOBYHO U
aKTMBUPOBATb ANA UCMO/Ib30BaHWS.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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ﬂ DrWeb > WHcrpymenTel > MeHepkep nnueHzuii — O x

MHCTD}/MGHTI:I Tekywasn nMUeH3na
v 139591868 v @ .

Menemxep nuueH3MiA
3almTa OT NOTEPM AaHHbBIX MpogyxT: DrWeb Security Space

CepuiAHbIA HoMmep: VL97-8QRE-*rex_mxix
AHTWMBMpYCHaA ceTb Bnagenew: Alex

[ata akTMeaumm: 5/25/2018 4:.02 PM
Menepxep kapaHTMHa [lata okoH4aHuA: 5/24/2020 4:.02 PM

Ccranock: 707 am.

Mopnepxxa

‘ MpoanuTe TEKYLLYHD ANLEH3MIO |

Kynl"ITb WK aKTHEWPOBaTL HOBYHD AWMLLEH3IWKD

Mo# Dr.Web

NWUeH3MoOHHOE CornalleHmne

PucyHok 11. [laHHble O TeKyliei ML eH3Nn

YT106bl NpOoCMOTPETb MHOOPMALIMIO O JIMLLEH3UM, KOTOPas Ha AaHHbI MOMEHT He AB/ISEeTCS
TeKyLLeW, BbibepuTe ee B BbiMajatoLLem cnucke. B pexvme agMuHncTpatopa KHormka nossonser

yAa/1Tb NPOCMATPMBAEMYHO JIMLLEH3NIO, @ @ — Ha3HauuTb ee TekyLlen. ObpaTTe BHUMaHWE, YTO
NMOCNEAHIOK AEUCTBYIOLLYHO NMULLEH3UIO YAANUTb HENb3S.

Mpw HaxkaTum kHonkn Kynutb nam akTMBMpoBaTb HOBYIO JIMLLEH3UIO MPOrpaMmMa OTKPOET OKHO,
B KOTOPOM Bbl MOXeTe KyNuTb UAWN aKTMBNPOBATb HOBYH JIULLEH3NIO.

Mpw HaxaTum kHonky MpoANUTb TeKYLLYIO IMLLEH3MIO MPOrpaMmMa OTKPOET CTPaHULLY Ha caWiTe
komnaHum «[Joktop Beb», Ha koTOpyto ByAyT nepeAaHbl NapamMmeTpbl UCMONb3YyeMOW NLLEH3NN.

JononHurenbHoO

Ccbinka Mowi Dr.Web oTkpbIBa€eT Ballly NEPCOHaNbHYHO CTPaHMLY Ha canTe KOMNaHun «oKTop
Beb». Ha saHHOM CTpaHuLLe Bbl CMOXKETE NOyUnTb MHGOPMALMIO O BaLLEen AULLEH3UN (CPOK
AEVCTBUA, CEPUNHBIN HOMEP U T. 4.), NPOANTL CPOK ee AeCTBUA, 3aaTb BONPOC Cy>be
NOAAEPKKN M MHOTOE ApYyroe.

Ccbinka JIMLEH3NOHHOE corlalleHre OTKPbIBAET TEKCT COrNALLEHNS Ha cariTe KoMMaHun «/lokTop
Beb».

PykoBoacTBO nosb3oBatens
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6.2. 3awmTa OT NOTEPU AaHHbIX

3awmTa oT NoTepm AaHHbIX — OYHKLMSA, KOTOpas obecneumBaeT 3aLLuTy BaxHbIX Gpaliios OT
N3MEHEHWU BPeAOHOCHbIM MPOrpaMMHbIM obecreyeHreM. 3Ta GYHKLIUA NO3BOAAET CO3z4aBaTb
KOMWKN COAEP>KMMOTO BblGpaHHbIX BaMu Marnok.

fli B pexunme noJsib3oBatend HEBO3MOXHO M3MEHUTb MapaMeETPbl 3allKThbl, a TakKxe
= BOCCTaHOBUTb ¢a17|nb| M3 Konmwu. ,qflﬂ BbIMONIHEHNA 3TUX ,Cl,el‘/lICTBVIl‘/lI nepekN4ynTeCb B
DKM MWUHWUCTPAT

Ecan ¢a17|n 336}'IOKVIpOBaH Ha MOMEHT CO3aHNA KOMnn, OH He NonajeT B pe3epBHYHO
KOMUHO.

ﬁ DrWeb = VHcTpyMEeHTB * 3aLLUWTA 0T NOTEPW JaHHbIX — O X

HC VYMEHTHI 3awuTa oT NoTepu AaHHbIX
BrArOUWTE BETOMATMYECKOE CO3AAHWME KONKUA BalLWK harnoe, 4Tobbl 2aLLMTUTE WX
MeHeaxep AMLEH3WA OT HEXENATENEHEIX M3MEHEHWA. B cnydae noepexaeHUA GdafinoE BpeloHOCHEIM
MpPorpaMMHEIM obecneyeHMen, Bl CMOXETE WX BOCCTAHOBWTE M3 3aLLMLLEEMBIX
3awmTa oT NOTEPM AaHHBIX Pt
AHTUBMPYCHaA CEThb @ B

BriBpath nanku u dainsl ANA 3aLLATHI
MeHeaxep KapaHTMHa P ¢

Konwpoeats dafns B CA\Drweb Archive

Mopnepxka

Konwi ele He co3aaHsl

‘ CozpaTe KOMUKD... ‘

YToBkl OTMEHUTE HEXENATENLHLIE MZMEHEHWA, Bbl MOXETE EOCCTAHOEWTE CEOM dainsl
M2 2aLLMLLAEMELX KOMKIA,

BoccTaHoBWTD...

PucyHok 12. 3awura oT notepm gaHHbIX

®dopmMupoBaHUue cnMUcKa Nanok u ¢paioB AN 3al4MUTbI

HaxxmuTe ccbinky BbibpaTb nanku v ¢painbl AnaA 3aWmTbl, YTOObI YKa3aTb 06beEKTbI, A8 KOTOPbIX
ByAyT cO3jaHbl 3alMLLaeMble KOMUK:

e yTO6bI 406aBUTL Gain NAK Nanky, HAKMUTE KHOMKY @ 1 BblbepuTe HY>KHbI 0OBEKT;

e yTOObI YAaAUTb O6BEKT N3 CNNCKA, BbIBEPUTE €r0 N HAXXMUTE KHOMKY .

B nto601 MOMEHT Bbl MOXETE N3MEHUTb CMUCOK 0OBEKTOB.

PykoBoacTBO nosb3oBatens
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MapameTpbl co3paaHna Konuii

Haxmure ccoiniky Konuposatb ¢paninbl B C:\DrWeb Archive. B oTKpbIBLUEMCA OKHE yKaxuTte
HeobxoAMMble NapameTpbl.

1. 3agaiTe obLyMe NapameTpbl AN CO34aBaeMblX KOMUI:
e YKaXUTe AWCK A8 XPaHEHWS KOMWIA;

e YKaXuTe NepuoaMUYHOCTb, C KOTOPOW KONMUM 06beKToB ByayT co3saBaTbcs. Yepes yKazaHHbIN
npomMexyTok BpeMeHn Dr.Web 6yzaet npoBepATh 3ajaHHble 06bEKTbI HA HANYME U3MEHEHWI
W co3aaBaTb KOMUKO, ECN U3MEHEHMS BblIN BHECEHDI;

e Npun HeOHXOAMMOCTM 3anpeTnTe 3anycKk CO34aHnsa KONun Npu paboTte oT batapewn.
2. 3ajaiiTe OrpaHuyeHuns, KOTopble MNO3BOAT OFPaHNYNTL Pa3Mep UCMOJ/Ib3yeMOro MecTa Ha AUCKE:

® YKa>XKmnte MakCcmMmasibHO A0MNyCTUM bIl 06bEM MecTa Ha ancke, KOTOprl\/’I Bbl XOTUTE BblAe/INTb
ANA XpaHeHuA KOI'II/II?I}

° Mpwn HGO6XOAVIMOCTVI Bbl MOXXeETe 3aZaTb OrpaHN4YeHne Ha Koan4vecTtso KOMWA;

e BbIbepuTe OAHO 13 AEUCTBUI: B ClyYae NpPeBbIWEHWs OAHOTO 13 yKa3aHHbIX OrpaHUYeHNI
HOBble KOMuK IMHO He ByayT co3aaBaTbcs, MO ByAyT Nepe3anucbiBaThb YXXe CyLLeCcTBYOLLME
KOMnuu (HaunHas C caMOW CTapol).

YpaaneHue co3gaHHbIX KONMUMA

Bbl MOXeTe yaanuTb CyLLecTBytoLLMEe KOMUK, YTOBbI OUMCTUTL MECTO Ha Auncke (Ha camumx darinax
yAaneHne Konui He otpasutca). ns storo Haxmute KonuposaTb ¢aiinbl B C:\DrWeb Archive,
3aTeM HaxxmuTe YAanuTb KOnum.

BoccTraHoBneHue ¢aiinoB

B cnyuae, ecam Bawwm dannbl 66111 NOBPEXAEHDBI, Bbl MOXETe BOCCTaHOBUTb UX KOMWUM 3a
onpeseneHHyto aaty. [lns 3Toro B rnaBHOM OKHe HaxmuTe KHonky BocctaHoBUTD,

Haxxmute lanee. B oTKpbIBLLEMCS OKHe BbIbepuTe AaTy, U akTyasbHble Ha TOT MOMEHT KOMuu
daiinoB ByayT BOCCTaHOBJ/IEHbI B yKa3aHHYO BaMu Marnky.

3anyck co3gaHua KOnuii BpyUYHyto

UT06bI 3aNyCTUTb CO3AaHMe KOMWA BPYUHYHO, B TIaBHOM OKHe HaxkmuTe kHornky Co3aaTtb konuto. B
OTKPbIBLUEMCA OKHE 3aailTe onmncaHve Aas HOBOM KOMUW.

i'i [na paboTbl cucTembl 3alUTbI OT NOTEPU AaHHbIX TpebyeTcs He meHee 20 b
CcBOHOAHOrO MecTa Ha TOM AMCKe, KOTOPbIA Bbl BbIOPaAN ANs XpaHEHNSA KOMUA.

PyKOBOACTBO nosab3oBaTtensd
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6.3. AHTUBMpPYCHaA ceTb

DTOT KOMMOHEHT NO3BOJAET yNpaBaATb Nporpammamm AHtneumpyc Dr.Web ana Windows,
AntBupyc Dr.Web ansa cepsepos Windows 1 Dr.Web Security Space B pamkax ogHOM Bepcum
NpoAyKTa Ha APYrvx KOMMbrOTEPax B Npesenax OAHOM IOKaNbHOW CeTu.

ﬁ DrWeb > WHcTpymenTEl > AHTMBMPYCHAA CETE — O x

MHCTpYME?HTbI O6Hapy>XeHHble KOMMbOTepbI
Bel moXeTe NpoCcMOTRETs KPaTKyH MHGOpMaUnko o cocToAHuK npoaykta DriWeb
MeHemxep MMUEHSWA Ha eslfpaHHoM KomneroTepe, NMoAKNHIYMBLIKNCE K YANEHHOMY KOMNBHTERY, Bkl
MOXETE MIMEHUTE HACTPOWKM, 3 TAKoKe BKAKUYUTE MAK OTKAHYMTE KOMMOHEHTE
3awwmTa oT NOTEPY AaHHbIX Dr.Web.

AHTVBMpYCHaA ceTb @ @

MeHemxep kapaHTMHa
I;lE DESKTOP-GHI5AGF IP-aapec: 10.0.2.15 b

Mopnepxxa

PucyHok 13. KomnbioTepbl aHTMBMPYCHOM ceTH

Ans poctyna K yAaneHHOMY aHTUMBMPYCY, Bbibepute KOMMbIOTEP B CNIUCKE U HaXMUTE

kHonky MoaknounTbea. BBeante Nnaposb, 3a4aHHbIV B HACTPOMKaX YAaNeHHOro aHTuBupyca. B
obnactn ysegomneHmin Windows Ballero KoMmnbtoTepa NosBUTCA 3HAYOK YAaNEHHOTO aHTMBMpYCa
8, a rakxe ByseT nokasaHo yBesoM/ieHe 06 yCnewHOM NOAKAOYEHNN.

Bbl MOXeTe npocmaTtpmBaTh CTaTUCTUKY, BKAOYATb 1 OTKAOYATb MOAYJIN, @ TakXe U3MEHATb MX
HacTpokun. AHTMBMPYCHas ceTb, KapaHTuH 1 CkaHep HeAoCTyMHbl. HacTpowiku 1 cTatnuctunka
BpaHamayaspa Dr.Web Tak>ke HefOCTyMHbI, OAHAKO Bbl MOXeTe BKAOYNTb WM OTKAOUNTL 3TOT
KOMMOHEHT (B cayyae noAkatoueHnsa K npogyktam Antusmpyc Dr.Web ana Windows nan Dr.Web
Security Space). Takxke BaM J0CTyrneH NyHKT OTCoeAMHUTBLCA, Npu BbiIGope KOTOPOro 3aBepLuaeTcs
yCTaHOBJ/IEHHOE COe/MHEHWE C YaNeHHbIM aHTUBUPYCOM.

Ecam Heo6xoaMMbIN KOMMbIOTEP He OTOBpaXkaeTcs B CceTu, NonpobyiTe 406aBUTb €ro BPYUHYHO.

[nga 3Toro HaXxkmute KHOMKy ® n Beegute IP-agpec.

ii Bbl MOXeTe yCTaHOBUTL TOJIbKO OZHO COEAUHEHME C YaaneHHbIM npoayktom Dr.Web.
: MpW HaAM4YMKM YCTaHOBAEHHOTO COeAMHeHNA kKHomnka MoaKAUMTbCA HeJoCTynHa.

PykoBoacTBO nosb3oBatens
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KomnbroTepbl B 10KaNbHOW CeTn 0TOBpaKaroTcs B CNUCKE TOJIbKO B TOM C/lyyae, eciu B
YCTaHOBJIEHHOM Ha HUX npoaykte Dr.Web paspelueHo yaaneHHoe ynpaBsieHune. Bol MoxeTe
pa3spewunTb nogkntoueHve kK Dr.Web Ha Bawwem komnbroTepe B pa3gene AHTUBMpPYCHaA ceTb

OCHOBHbIX HaCTPOEK.

6.4. MeHep)xep KapaHTUHA

B aTom OkHe npMBOAATCA AaHHblE O COAEPXKMMOM KapaHTUHa, KOTOprVI CNYXKUT ANnAa n3onaumnm
q>a17|noa, noAO3pPUTENIbHBIX Ha Haan4yme BpeJOHOCHbIX obbekToB. Takxe B KapaHTVH noMeLlaroTcsa

pe3epBHble Konun ¢arnos, obpaboTaHHbIx Dr.Web.

& DrWeb > WrcrpymenTel > MeHepkep kapaHTiHa - O >
MHCT[J}/MGHTbI MeHemxep kKapaHTMHa
Menemxep nnueH3MiA @ @ @ @
3awmra o1 noTepy AaHHbIX ObbekTsl Yrpoza [ata aoBaeneH... MyTe -
AHTMBUpYCHaA CETb E f00002100.c VKIT.based 6/18/2018 2:30 C\Users\jzero\De...
Metieaxep kapaHTiHa El y00000.co$  VirusConstructor.. 6/18/2018 2:39 C:\Users\jzero\De...
Toitepz El MPK.exe ProgramMPK.10  6/18/2018 2:33  C:\Users\jzero\De..
D basebd.eml EICAR Test File (... 6/18/2018 2:28 C\Users\jzero\De...
D o0600.co% VirusConstructor... 6/18/2018 2:35 C\Users\jzero\De...
D rty5.mbox EICAR Test File (... 6/18/2018 2:36 C\Users\jzero\De...
D Mailbase EICAR Test File (... 6/18/2018 2:32 C\Users\jzero\De...
D gert5.mbox EICAR Test File (... 6/18/2018 2:31 C\Users\jzero\De...
|:| eicar.com.txt EICAR Test File (... 6/18/2018 2:29 C\Users\jzero\De... .,
< I >

PucyHok 14. O6beKTbl B KapaHTUHe

B HacTtpoiikax MeHeaxkepa KapaHTvHa Bbl MOXeTe BKAFOUWTb OMLMIO, KOTOpas OnpeAensieT pexxmnmM
M301ALLMM 3aPadKEHHbIX 0OBEKTOB, OBHAPYKEHHbIX HA CbEMHBIX HOCUTeNsX. [pu BKIOUEHUN 3TON
onuuM NoAo6HbIe Yrpo3bl MOMELLAtOTCA B Marnky Ha TOM >e HocuTtene 1 He wiudpyroTcs. MNpu 3Tom
nanka KapaHTVHa CO3/aeTcs TO/IbKO B TOM C/lyyae, eC/I BO3MOXHA 3amnncb Ha HOCUTENb.
Mcnonb3oBaHWe OTAeNbHbIX ManoK v 0TKa3 OT WdPOBaHWA Ha CbeMHbIX HOCUTENSX MNO3BONSET
NpeAOTBPaTUTb BO3MOXHYHO MOTEPHD AaHHbIX.

B LeHTpanbHOM YacTn okHa oTobpaxkaetca Tabanua ¢ MHGoOpMaLMen O COCTOAHMM KapaHTMHa,
BKFOUAKOLLLAs cesytoLLme noas:

e O6BbeKTbl — CMUCOK UMEH O6BEKTOB, HAXOAALLMXCA B KaPaHTUHE;

¢ Yrposa — knaccudurkauma BpefoHOCHOM NporpamMmel, onpegensemas Dr.Web npwu
aBTOMaTUYeCKOM nepemeLleHn obbekTa B KapaHTVH;

PykoBoacTBO nosb3oBatens
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e [lata pobaBneHna — Aata, korga o6bekT Obi NepemMelLleH B KapaHTUH;

e MyTb — NOAHbLIV NyTb, MO KOTOPOMY HaxOAWICA OObEKT A0 NepeMeLLEHNs B KapaHTUH.

ii B okHe MeHepepa kapaHTUHa palisibl MOTYT BUAETb TOJbKO Te MOoib30BaTeNN, KOTOpPble
: MMEROT K HUM gocTyn. Y106kl 0TO6pasnTb CKpbiTbie 06BbeKTbI, HEOHXOANMO MMeTb NpaBa
aAMUHMUCTpaTopa.

PesepBHble Konuy, MepemelleHHble B KapaHTUH, MO YMOIYaHMIo He oTobpaxatoTca B Tabavue.

YTo6bl BUAETL X B CrCKe OBBEKTOB, HAXKMMTE KHOMKY ' 1 B BbiNajatoLeM Crincke Bbibepure

MYyHKT MokasbiBaTb pe3epBHbIe KONUW.

Pa6oTa c o6beKkTtamu B KapaHTUHEe

B pexume agMmuHMCTpaTopa ANs KaxAoro oobekTa 4OCTYMHbI CleAyHoLLIMe KHOMKW YIpaBeHWs:

e BoccTaHOBUTb — NepemMecTUTb OfMH WM HECKOJIbKO BblGpaHHbIX 06bEKTOB NOJ 3aaHHbIM
MMEHEM B HY>KHYHO Marnky;

ii Ncnonb3yite gaHHyto GYHKLMIO TONBKO B TOM C/lyyYae, eCin Bbl YBEPEHbI, UTO OOBbEKT
: 6e3onaceH.

o I'Iepenponepm'b — NOBTOPHO NPOBEPUTb 06beKT, I'IepeMeLLI,eHHbII\/'I B KapaHTUH.

° Yp,anmb — Y4annTtb O4ANH NN HECKOJ/IbKO Bbl6paHHbIX 06beKkToB 13 KapaHTrHa 1 N3 CUCTEMDbI.

DTV AENCTBUS AOCTYMHbI Tak)Ke B KOHTEKCTOM MEHIO MPU HaXaTuy NPaBoON KHOMKOM MbILWM Ha OAWH
WA HECKONIbKO BblBpaHHbIX 06bEKTOB.

s TOro uto6bl yaanmTh cpasy Bce 06beKTbl U3 KapaHTMHA, HAXXMUTE KHOTKY '~ 1 B BbINaAatoLem
crnvcke BbIbepuTe NYHKT YAanAuTb BCe.

6.5. Moppeprxka

10T pasgen cogep>Kmt I/IHCI)OpMaLI,I/II'O O BepCcuun npoaykKTta, coCtaBe KOMMNOHEHTOB, AaTe nociejHero
OBHOB/IEHMS, @ TaK>Ke MOJIe3HbIE CCbIIKM, KOTOpPbl€ MOTYT NOMOYb BaM OTBETUTb Ha BOMPOChbI NN
ncnpasunTb HENOJ1a4KW, BO3HUKLUME B npoLecce pa6OTb| Dr.Web.

PyKOBOACTBO nosab3oBaTtensd
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& DrWeb > Wrcrpymenten > Moagepsxea - O x

VIHCTpYMEHTG O nporpamme

Dr.Web Security Space
Menemxep nnueH3MiA Bepoua: 11.5

MocaeaHes ofHoeaeHke: 18-Jun-18 16:44 (+03:00)
3almTa oT NoTEPU AaHHbIX
MoapobHee

AHTUBMpYCHaA ceTb

Momolb B pelueHun npobnem

MeHemxep kapaHTMHa

MpW BOZHWKHOBEHWUKW cnoxHocTelrd B paboTe ¢ npoaykTami Dr.Web pekomenayem

MNoanepxxa
EdM HECKONBKO MHCTRYMEHTOE.

Mo Dr.Web
CoeeTsl
Dopym DrWeb

OTYeT ANA TEXHUYECKOH NOALEHKKA

PucyHok 15. CBepaeHUA o Bepcum nNpoayKTa U noaaepikka

Bocnonb3yitech O4HUM U3 CleayroLLMX MHCTPYMEHTOB B TOM C/lyyae, eC/in Y Bac BO3HMKIN
BOMPOCHI.

Moii Dr.Web. OTkpbiBaeT Bally nepCcoHasibHy0 CTpaHuLLy Ha caTe KoMmnaHumn «JokTop Beb». Ha
[ @HHOW CTpaHuLLe Bbl CMOXKETE MONyUnTb MHGOPMALMIO O BaLLEN NULLEH3UM (CPOK AeUCTBUS,
CepUNHbIN HOMEp), NPOANTL CPOK ee AeNCTBUA, 3a4aTb BONPOC Cyxbe Noaaep KM U MHOToe
apyroe.

CoBeTbl. OTKpPbIBAET CUCTEMY COBETOB O BO3MOXHOCTAX Dr.Web.

®opym Dr.Web. OtkpbiBaet dopym Dr.Web no agpecy https://forum.drweb.com.

OtueT AN1A TeXHUUECKo noaaepikKu. 3anyckaeT MacTep, KOTOPbIV MO3BOJIMT BaM CO3/aTb OTYET,
coZiep>KaLLuii BaxHyo MHOPMaLMIo O cucTeMe 1 paboTe KOMMblOTepa.

Ecam npobnemy He yaanoch pewmntb nocie obpaitenmsa Ha dopym Dr.Web, Bbl MOXeTe 3an0HUTb
Beb6-hopMy BOMpoOCa B COOTBETCTBYHOLLEN cekunn pa3gena https://support.drweb.com. K ceoemy
3anpocy Bbl MOXeTe NPUKPENUTb OTUET A1 TEXHUYECKOW NOAAEP KW, CKPUHLLOTbI U APYTYHO
HeobxoAMMyto MHOPMaLMIO.

Hartn 6amxarilee K BaM NpeAcTaBuUTeNsCcTBO «/lokTop Beb» 1 BCHo KOHTaKTHYHO MHPOpPMaLUIO,
HeoHXo0ANMYHO MO/Ib30BATESHO, Bbl MOXETe MO ajpecy
https://company.drweb.com/contacts/moscow.

PykoBoacTBO nosb3oBatens
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6.5.1. CospaHme otuera

Mpun obpalleHnn B cy>Kby TEXHUYECKON NOAAEeP KM KoMMaHun «JokTop Beb» Bbl MOXeTe
chopMmMpoBaTb OTYET O Ballen onepaumoHHoOn cucteme n pabote Dr.Web.

Uto6bI cO3a4aTbh OTUET

1. OTkpoiite meHto &
2. Mepengute B NyHKT MHCTPYMEHTBI.

3. BbibepuTte Mopaepikka.

#F DrWeb > Wncrpymenten > Moggepsxica - O X

HCTpYMEHT O nporpamme
Dr.Web Security Space
MeHenxep NMLEHIMIA Bepeusa: 11.5

MocneaHee obHoeAeHKe: 18-Jun-18 16:44 (+03:00)
3awmra ot noTepK AaHHbIX
MoapobHee

AHTMBUMPYCHaA CeTb

e Momolb B pelieHnn npobnem

[MpK BOZHWKHOBEHWM CcnoxHocTel B pabote ¢ npoaykTami DriWeb pekomenayem

MNoanepxka
BamM HECKONBKO WHCTPYMEHTOB.

Mo# Dr.Web
CoBseTsl
Dopym Dr.Web

OTueT ANA TEXHUYECKONH NOALEpHKA

PucyHok 16. Mopaeprkka
4. Haxmute ccbinky OTUET ANA TEXHMUECKOW NOAAEPIKKM.

5. B oTkpbiBLIEMCA OKHe HaxmMuTe KHOmMky Co3aaTh oTUerT.

PykoBoacTBO nosb3oBatens
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% DrWeb > WHcrpymenTe > MNoggepxka > OTuer

(© Ortuer

MacTep oTUeTOE NOMOXET Bam coBpaTe AaHHble AnA cnyxbbl TEXHWUECKol Nogaepxki komnaHu «Jokrop Bebes.
Otuet ByaeT cogepxaTe MHGOPMaUWo 06 0B6opyA0BEaHWMK, KOHGWUIYPaLUMW CUCTEMEI U YCTAHOBAEHHBIX NPOrpaMmax

Ha 3TOM KOMNBHOTEpPE.

Co3patk oTUYeT

Moautuka koHduaeHUMansHooT «lokTop Bebs

PucyHok 17. Co3paHue otueta

OTuet byaeT cobpaH aBTOMaTUUECKM U COXPaHeH B Buae apxmBa B nanke Doctor Web,

pacrnonoXeHHoW B narnke npoouns nonbosatens %USERPROFILE%.

UT06bI CHOPMMPOBATL OTUET, HAXKMUTE COOTBETCTBYHOLLYHO KHOMKY. B 0TUeT ByAeT BKAtOUaThCS:

1. TexHuuyeckas nHPopmMauua 06 onepaLioOHHOM cucTeMe:

obLine cBeAEHNS O KOMMbIOTEPE;
3aMyLeHHbIX NpoLieccax;
3annaHMPOBaHHbIX 3aaHNAX;
cnyxbax, fpaviBepax;

bpay3epe Mo yMONYaHWIO;
YCTaHOBJIEHHbIX MPUIOXKEHUAX;
NOANTVKAX OTPaHNYeHN;

danne HOSTS;

o cepsepax DNS;

3aMnmcy CUCTEMHOTO XYpPHana cobbITui;
nepeyYeHb CUCTEMHbIX KaTaloroB.;
BETBU peecTpa;

nposanaepbl Winsock;

ceTeBble COefVHEHMS;

oT4eTbl oTnagumka Dr.Watson;

PyKOBOACTBO nosab3oBaTtensd
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® VIHZEKC NPON3BOAUTENBHOCTM.
2. NHpopmaumsa 06 AHTMBMpPYCHBIX pelueHunax Dr.Web.
3. NHpopmaums o nogkntoyaemMbix mogynax Dr.Web:
e Dr.Web ans IBM Lotus Domino;
e Dr.Web ans Kerio MailServer;
e Dr.Web ans Kerio WinRoute.

NHdopmaums o paboTte AHTUBUPYCHBIX NpoaykToB Dr.Web Haxoawntca B XXypHane cobbituii
onepaumoHHou cuctembl Windows, B pa3zene XXypHanbl npuaoXkeHni u cnyx6 — Doctor Web.

Co3paHue oTueTa M3 KOMaHAHOW CTPOKMU

YT106bI CHOPMUpPOBaATL OTUET, BOCMONb3YMTECH CEAYHOLWEN KOMaHAOM:

/auto
Hanpumep: dwsysinfo.exe /auto

OTuet b6yaet coxpaHeH B Buge apxuBa B nanke Doctor Web, pacnonoxeHHom B nanke npoduns
nonb3osatend %USERPROFILE%.

Tak>Ke Bbl MOXeTe UCMOb30BaTb KOMaHAy:
/auto /report:[<nosHelli nyme Kk apxusy>]

roe:
e <NoJIHbIU NYMb K apxusy> — nyTb K $anay oTyeta.

Hanpumep: dwsysinfo.exe /auto /report:C:\report.zip

PyKOBOACTBO nosab3oBaTtensd
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7. O6HOBNeHMe 6a3 U NpOorpaMMHbIX MoAyen

[nsa obHapy>XeHns BpeAOHOCHbIX 06bekToB NpoAykTbl Dr.Web ncnonb3ytoT BUpycHble 6a3bl, B
KOTOPbIX COAEPXKUTCA MHPOPMaLMsa 060 BCeEX M3BECTHbIX BPEAOHOCHBIX NporpaMmmax. PerynspHoe
06HOB/IEHVE NO3BOAAET OOHaPY>XMBaTb PaHee Hen3BECTHbIe BUPYChI, BNOKMPOBATb X
pacnpocTpaHeHue, a B pAje ClyyaeB — U3/1e4MBaTh paHee Hemsneummble 3apaxeHHble dalibl.
MNMomnMO BMPYCHbIX 6a3, 0BHOBAAKOTCA TakxKe NporpaMmHble Mogyam Dr.Web v cnpaska npogykra.

[Ans obHoBNeHWs Dr.Web HeobxoamMmo nmeTb goctyn K cetn VIHTepHeT, ambo k 3epkany
0OHOB/IEHUI (NOKaNbHOW WK CETEBOM Nanke), b0 K aHTUBUPYCHOW CETU, B KOTOPOW XOTS Bbl Ha
OAHOM 13 KOMMbIOTEPOB HAaCTPOEHO 3epkano 0H6HOBAEHUI. HacTpoiika NCTOYHMKA OOHOBEHWIA 1
APYruX napamMeTpoB NPOU3BOAMNTCS B pa3jene HacTpoek OcHoBHble — O6HoBAeHume. [Togpo6bHas
WHCTPYKLMA MO HaCTpOMKe napameTpoB 06HoBAeHWs nporpammbl Dr.Web goctynHa B pa3gene
O6HoBsIEHVE.

MpoBepka akTyanbHOCTM 06HOBNEHUIA

YT06bI NPOBEPUTL akTyaNbHOCTb BUPYCHbIX 6a3 1 KOMMOHEHTOB, oTKponTe MeHto Dr.Web .8
c/lyyae akTyanbHOCTU OBHOBJ/IEHWI B MeHIo ByaeT ykazaHo O6HOoBAeHMe He TpebyeTcs.

Dr.Web ana Windows

F=] Moii Driweb

A NueHzmMa Ocranoce 702 gH.

}d&\( MHCcTpyMeHTEI

—nu' KomMnoHeHTEI 23LKMTEI

C::} OBGHoENEHWME He TpebyeTch

Cl CraHep

@ lh @

PucyHok 18. Mento Dr.Web

3anyck npouecca o6HoBNeHUS

Mpw o6HoBAeHMM Dr.Web 3arpy3ut Bce 06HOBAEHHbIE dalfibl, COOTBETCTBYHOLLME BaLLen BepCum
Dr.Web, a takxxe HoByto Bepcuto Dr.Web npu ee Haanumm.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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ii Mpv 06HOBAEHWUW MCNONHAEMBIX BaliioB, ApaiBepoB N BUBANOTEK MOXKET
: noTpeboBaTbCs Nepesarpyska komnbtoTepa. B atom cnyvae byaet nokasaHo
COOTBETCTBYOLLlEe MpeAynpexaeHme.

3anyck o6HoBneHusa n3 meHro Dr.Web =

1. Otkpownte meHo Dr.Web W BblbepuTe NyHKT O6HOBAEHME. B 3aBUCMMOCTM OT aKkTyanbHOCTM
BMPYCHbIX 6a3 1 KOMMOHEHTOB Ha3BaHWe 3TOro MyHKTa MOXET BapbUPOBaTLCH.

2. Otkpoetcsa nHbopmauuma 06 akTyanbHOCTM OOHOBAEHW, a TakKe AaTa NocieaHero 0O6HOBAEHMS.
HaxxmuTe kHonky O6HOBUTb, YTOObI 3anyCTUTb NPOLECC OOHOBAEHMS.

3anyck o6HOBMI€HUA U3 KOMAHAHOW CTPOKMU

Mepengute B nanky ycraHoBkn Dr.Web (%PROGRAMFILES%\Common Files\Doctor Web\Updater)
¥ 3anyctute drwupsrv.exe. CNMCOK NapamMeTpoB Bbl MOXeTe HalTh B [punoxeHun A.

OTyeTsbl

Bbl MO>eTe NOCMOTpeTb OTUETbI O6HOB/IEHMA B pa3gene CtaTMcTuka. /115 3Toro oTKpoinTe MeHHo

Dr.Web ¥ 1 neperante B pasgen CraTucTuka ¢|"

OTyeTbl 06HOBEHMA TakxKe 3anucbiBaroTca B dann dwupdater.log B nanke %allusersprofile%
\Doctor Web\Logs\.

PyKOBOACTBO nosab3oBaTtensd
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8. CkaHep Dr.Web

CkaHep Dr.Web ana Windows npegHa3HaueH Ans aHTMBUPYCHON NPOBEPKM 3arpy304HbIX CEKTOPOB,
namATK, a TakXke Kak OTAeNbHbIX PaliioB, Tak M O6BEKTOB B COCTaBE CNOXKHbIX CTPYKTYpP (apXvBbl,
KOHTe/HepPbl, 31eKTPOHHbIE MUCbMa C BIOXeHMAMM). [TpoBepka NPOU3BOAUTCA C UCMO/Ib30BaHEM
BCEX METOA0B OH6Hapy>XeHWs yrpos3.

B cnyuae obHapyxxeHus BpegoHocHoro obbekTta CkaHep Dr.Web Tonbko npegynpexaaet Bac 06
yrpo3e. OTueT 0 pe3yibTaTax NPOBEPKU NPUBOAUTCA B TabauLle, rAe Bbl MOXeTe BblbpaTb
HeobxoamMMoe AencTBue Ans 06paboTkm 06HaPY>KEHHOTO BPELOHOCHOTrO WAN NOAO03PUTENBHOTO
obbekTa. Bbl MOXeTe Kak MPUMEHUTb AEMCTBUSA MO YMOIYaHNIO KO BCEM OBHapy>XeHHbIM yrpo3am,
Tak 1 BbIbpaTb HEOBXOANMbI MeTo4 06paboTKM ANA OTAENbHbIX OOBEKTOB.

[eicTBMA NO YMOAYaHWUIO ABAAKOTCA ONTMMaNbHBIMUN AN 6ObLUMHCTBA MPUMEHEHW, HO NpK
HEOBXOAUMOCTN Bbl MOXETE M3MEHUTb UX B OKHE HaCcTPOWKYM NapamMeTpoB paboTbl KOMMOHEHTa
CkaHep Dr.Web. Ecnm gelictBue ans otaenbHOro o6bekta Bbl MOXETE BblOpaTh NO OKOHYaHMM
NpOBepPKM, TO 06LLME HACTPOMKN MO 06e3BPEXMBAHNIO KOHKPETHbIX TUMOB Yrp0O3 HEOHX0AMMO
3afaBaTb A0 Hayana NpoBepKu.

8.1. 3anyck n pexxumMmbl NPoBepPKU

& MNpw paboTe nog ynpaeieHnemM onepaLmoHHbix cuctem Windows Vista 1 6onee no3gHmx

e CkaHep Dr.Web pekomeHgyeTcs 3anyckaTtb C npaBaMu agMUHUCTpaTopa. B npotneBHOM
cnyyae Te Garabl U Nanky, K KOTOPbIM NOAb30BaTeNb 6e3 NpaB agMMHMCTPaToOpa He
nmeeT focTyna (B TOM YMC/Ie U CUCTEMHbIE Manku), He ByAyT NPoBepPEHbI.

3anyck CkaHepa Dr.Web

1. B meHto ¥ Bbibepute nyHKT CkaHep. OTKPOETCA MEHIO BbICTPOTO 4OCTYMa K 3arycKy pasHbiX
TUMOB MPOBEPKW.

PyKOBOACTBO nosab3oBaTtensd
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@ Ckanep

Q{) brictpan
Mpoeepka kputuecknx oBnacteld Windows
MonHan

ﬁ Mpoeepka scex Haiinoe Ha NOTMYECKNK

AWUCKIX W ChEMHBIX HOCUTENAX

BwiBopouHan
I'Ir:ceer:r.e OTAENBHBIX oBbEKTOR

o
T

‘ta b & @

PucyHok 19. Bbibop pe)knma npoBepKu ckaHepa

2. Bbibepunte HEOOXOANMBIV PEXMM MPOBEPKU:

e NyHKT Bbi6opouHas, UuTo6bl MPOBEPUTL TONLKO yKa3aHHble BaMu 06bekTbl. OTKPOETCAa OKHO
Bblbopa dannos ans nposepkun CkaHepom Dr.Web;

e NyHKT BbicTpasn, 4Tobbl NPOBEPUTL TONLKO KpuUtniyeckme obnactn Windows;

¢ nyHKT MonHasA, uTo6bl NPOBEPUTL BCE Paibl.

YT06bI 3anycTTh CKaHep C HAaCTPOMKaMU MO YMOJIYaHWIO ANA NPOBEPKM KOHKPETHOTo daina nam
KaTasora, BblbepuTe B KOHTEKCTHOM MeHHO 3Hauka dalina nam Katanora (Ha pabouem ctone uan B
NpoBOAHMKe onepaunoHHon cuctembl Windows) nyHkT MpoBeputb Dr.Web.

Hacrtpoiika CkaHepa Dr.Web

Bbl MOXeTe HacTpouTb NapameTpbl paboTsl, a Takxke peakuun CkaHepa Dr.Web Ha o6Hapy>keHHble
yrpo3sbl B pa3zene Hactpoitku — KomnoHeHTbl 3awmTtbl — CkaHep.

OnucaHune peXxnmMoB NPoBepPKn

BbicTpas npoBepka

B saHHOM pexxvMe NpoBeparoTCS:

e 3arpy304Hble CEKTOPA BCEX AWCKOB;
e OnepaTMBHAsA NamsATh;

e KOpHeBas Mnarka 3arpy304Horo Aucka;

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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cnctemHas nanka Windows;

nanka Mowu [lokymMeHTbI;

BpeMeHHble Gaiibl;

® TOYKWM BOCCTaHOBNEHNA CNCTEMbI;

Haanyme pyTKkMToB (ecan npouecc NnpoBepPKHN 3anyLeH oT UMEHN aAMI/IHI/ICTpaTOpa).

f | : ApxvBbl ¥ MOYTOBbIE Paisibl B 3TOM PeXUME HE NPOBEPAFOTCA.

MonHasa npoBepka

B AaHHOM pexvme Npou3BOAMNTCA NOJIHAsA NPOBepKa OnepaTUBHOM NaMATU U BCEX XKECTKUX AMUCKOB
(BK/IKOUAs 3arpy304Hble CEKTOPbI), @ Tak)Ke OCyLLeCTBASETCA NPOBEPKa Ha Hanyme pyTKUTOB.

Bbi6opouHasa npoBepka

Mpw BbIGOpe faHHOTO pexunma B okHe CkaHepa Dr.Web 3azaroTca o6bekTbl 415 NpoBepKu: Nrobble
dbaiinbl 1 nankw, a Takxxe Takne 06beKTbl, Kak ornepaTvBHas NamsTh, 3arpy304Hble CEKTOPbI U T. M.
[na Hayana NnpoBepku BblbpaHHbIX 06bEKTOB HaxmuTe kKHOMKY HauaTb npoBepKy. YT00bI

#

1106aBUTb 06BEKTbI B CINCOK, HaXMUTE KHOMKY '/,

Mpouecc npoBepkun

MNMocne Hayana NPOBeEPKM CTAaHOBATCA AOCTyNHbIMUK KHOMKM May3a 1 Cron. Ha ato6om 3tane
NPOBEPKM Bbl MOXeTe CAenaTtb ciefyroLlee:

e Y106bI NPUOCTAHOBUTL NPOBEPKY, HaxkkmuTe KHoMKy May3a. YTo6bl NPOA0IKMUTL MPOBEPKY NOC/e
nay3bl, HaXMuUTe KHOnky Bo3o6HOBUTD.

e Y106bI NONHOCTHIO OCTAHOBUTL MPOBEPKY, HAXMUTE KHOMNKY CTon.

13 3TOro okHa Bbl MOXeTe BEPHYTbCA B OKHO Bbl60pa peXnma CKaHnpoBaHUA.

f | : Krnonka Maysa HegocTynHa BO Bpems NpoBepPKN OrnepaTUBHON NamsaTV U NPOLLECCOoB.

8.2. fleicTBMA Nnpn obHapy>xeHUn yrpos

Mo okoHyaHun nposepkmn CkaHep Dr.Web anwb nHpopmupyet 06 o6Hapy>KeHHbIX yrpo3ax u
npegnaraet NPUMEHUTb K HAM Hanboee onTMMabHble AeMCTBUA MO 06e3BpexmBaHmio. Bbl MoxeTe
06e3BpesnTb BCe 0OHapY>KEHHbIE YTPO3bl OL4HOBPEMEHHO. [11s 3TOro noc/e 3aBepLUeHns NPOBepPKHM
BblGepuTe BCE Yrpo3bl 1 HaXXMUTE KHOMKY O6e3Bpeautb, 1 CkaHep Dr.Web npumeHut
ONTUMaJibHble AEMCTBUSA MO YMONYAHWIO ANA BCEX OOHaPY>KEHHbIX YrpOo3.

PyKOBOACTBO nosab3oBaTtensd

56



A7

-
$

A
d
A

CkaHep Dr.Web

& Mo HaxaTtnro kHonkn O6e3BpeAnTb AeNCTBUA NMPUMEHAIOTCA K BbIOpaHHbIM 06BbeKTaM B
Tabavue. Heobxoa1MmMo BpyUHYHO BbIGpaTh KOHKPETHbIE 06BEKTLI AN TPYMMbl OOBEKTOB,
A1 KOTOPbIX TpebyeTca NPUMeHNUTb AeUCTBUA MO HaXaTuto kHonkn O6esBpeanTb. [ns
BbI6Opa rpynnbl 06BEKTOB MOXHO BOCNOAb30BaThCs knaBuwamu CTRL n SHIFT.
[JenctBua ana ob6e3BpexnBaHnn yrpo3 AOCTYMNHbl B KOHTEKCTHOM MEHIO MpU HaxaTum
NpPaBoW KHOMKOM MbILLW Ha OAWUH WM HECKOJIbKO BblIOpaHHbIX O6BEKTOB.

Bbi6op geicTBnA

1. B none JencrBue B BbinaZatoLLemM Cnvcke BbibepuTe HEOHX0AMMOE AeNCTBUE A1 KaXA0ro
obbekTa (no ymonyaHuro CkaHep Dr.Web npeanaraet ontvManbHOe 3HayeHwue).

2. Haxmure kHonky O6e3BpeaunTb. CkaHep Dr.Web ob6e3BpeaunT BCe BbibpaHHble yrpo3bl
OAHOBPEMEHHO.

CyLLecTBYHOT CieAytoLLMe OFPaHNYEHNS:

® jleyeHne Nog0o3pUTebHbIX 06beKTOB HEBO3MOXKHO;

e nepemMeLleHne v yaaneHve o6bekToB, He ABAAtOLLNXCA dalinaMu (HanpyuMep, 3arpy304HbliX
CEKTOPOB), HEBO3MOXKHO;

e tobble AeNCTBUA ANA OTAENbHBIX GanNoB BHYTPU apXMBOB, MHCTANNALMOHHBIX NMaKeToOB UK B
COCTaBe NMCeM HEBO3MOXKHbI — AENCTBME B TakKUX CIyYasnX MPUMEHAETCA TOIbKO KO BCEMY
06BeKTy LIeNNKOM.

MopapobHbIN oTYeT 0 paboTe NporpamMmMbl coxpaHsaeTcs B dann xxypHana dwscanner.log, KOTopbIi
HaxoauTca B nanke %USERPROFILE%\Doctor Web.

HasBaHue OnucaHune
cronbua
ObbekT B aTOoM cTON6LE YKA@3aHO HaVMEHOBaHMe 3apa>keHHOro v NoA03PUTENBHOTO

obbekTa (M5 darina — ecan 3apaxeH daiis, Boot sector B ciyuae
3apaXkeHHoro 3arpy3ouHoro cektopa, Master Boot Record B ciyuae
3apaxxeHHoro MBR >ecTtkoro amcka).

Yrposa B aTOoM cTON6LE YK@3aHO HaMMeHOBaHWe BMpYyCca AN MoanduKaumum Bmpyca no
BHYTPeHHen knaccndukaummn «Jokrop Beb» (MoandurkaLmen n3sBecTHoro
BUpPYyCa Ha3bliBaeTCa KOA, I'IOﬂyl—IeHHbIl‘/’I TakUM U3MEHEHNEM N3BECTHOIO BUpPYCa,
YTO MPM 3TOM OH OMO3HAETCA CKAHEPOM, HO aArOPUTMbI IEHEHWSA UCXOAHOTO
BMpPYCa K HEMY HenpuMeHMMbI). [Jna NoAo3puTebHbIX OOBbEKTOB yKa3biBaeTcs,
YTO 0OBEKT «BO3MOXHO, MHPULMPOBAH» 1 yKa3blBaeTCA TUM BO3MOXHOrO
BMpYCa Mo KnaccmduKaumm 3BPUCTUYECKOrO aHaim3aTtopa.

[JelictBue B 3TOM cTO/I6LE YKAa3aHO PEKOMEHOBaHHOE AeNCTBME ANSt HAUAEHHOM Yrpo3bl.
HaxxmuTe Ha CcTpesiouky Ha 3TOM KHOMKe, YTobbl 3ajaTb AeNCTBUE Ans
BbIGpPaHHON yrpo3bi.

PyKOBOACTBO nosab3oBaTtensd
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HassaHune OnucaHue
cTonbua

Bbl MOXeTe MPUMEHUTb yKa3aHHOE Ha KHOMKe AeNCTBUe OTAeNbHO, He3
HelTpanmn3saLnm octasbHbIX yrpo3. [ns 3TOro HaXXMmTe Ha 3Ty KHOMKY.

MyTb B 3TOM cTON6LE YKa3aH MO/HbIN MyTb K COOTBETCTBYIOLEMY daliny.

ili Ecnv B HacTpoikax CkaHepa Dr.Web Bbl Bbibpanun nyHkT O6e3BpeanTb O6Hapy>KEHHbIe
: yrposbl A5 HacTpoiikv Mocne 3aBeplieHMs NpoBepKyn, TO 0be3BpexMBaHMe yrpo3
byseT Npon3BeAeHO aBTOMAaTUYECKN.

8.3. 3anyck CkaHepa ¢ napamMmeTpamMn KOMaHAHOMN CTPOKM

Bbl mo>ceTe 3anyckaTtb CkaHep Dr.Web B pexvmMe KOMaHAHOW CTPOKW. Takon cnocob nossonset
3a/,aTb AOMNOJIHUTENbHbIE HACTPOMKM TEKYLLLErO ceaHca MPOBEPKU N NepeyeHb NpoBepsSeMbIX
06beKTOB B KayecTBe MapameTpOB Bbi3OBa. /IMEHHO B TaKOM pexvMe BO3MO>XKEH aBTOMaTUYECKNIA
BbI30B CkaHepa Mo pacnuncaHuio.

CVHTaKCMC KOMaHAbI 3arnycka CeAy HoLLUIA:
[ <nymbe_K_npoepamme>]dwscanner [<K/AO4YU>] [ <0b6bekmeol > ]

Cnncok 06bEKTOB MPOBEPKN MOXKET BbITb NYCT AW COAEP>KaTb HECKObKO 3/IEMEHTOB,
pasgeneHHbix npobenamu. Ecam nyTb K 06bekTamM NPoBepKM He yKa3zaH, MOUCK OCYLLEeCTBAAETCS B
nanke yctaHoBku Dr.Web.

Haunbonee pacnpocTpaHeHHble ceaytoLme BapuaHTbl ykazaHnsa 06bekToB NPOBEPKU:

e /FAST — Npoun3BeCTA ObICTPYHO NPOBEPKY CUCTEMBI.

e /FULL — NPOW3BECTN MOJIHY NPOBEPKY BCEX XECTKMX ANCKOB U CbEMHBIX HOCUTENEN (BKAFOYas
3arpy304Hble CeKTOpPbI).

e /LITE — NPOW3BECTN CTaPTOBYHO NMPOBEPKY CUCTEMbI, MPU KOTOPOW NPOBEPSAIOTCA ONepaT1BHas

namsTb W 3arpy30YHble CEKTOPbI BCEX AMCKOB, @ Tak)ke NPOBECTU NPOBEPKY Ha Hanyme pyTKUTOB.

MapameTpbl — KU KOMaHAHOWN CTPOKW, KOTOPbIe 3aZar0T HAaCTPOWKM NporpaMmebl. Ecinm oHm
OTCYTCTBYIOT, MPOBEPKa BbIMOJIHAETCA C paHee COXPaHEHHbIMW HacTPOMKaMu (AW HacTPOMKaMu no
YMOJIYaHWMIO, €CIM Bbl HE MeHANN 1X). KNtoum HauMHatoTCA ¢ CUMBOJIA «/» U, KaK U OCTalbHble
napamMeTpbl KOMaHAHOW CTPOKW, pa3AenstoTca npobenamu.

PyKOBOACTBO nosab3oBaTtensd
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8.4. KoHCcONbHbIN cKaHep

B coctaB komnoHeHTOB Dr.Web Takxe BXoAUT KOHCObHBIN CkaHep, KOTOPbIN NO3BOAAET
NPOBOAUTL MPOBEPKY B PEXMME KOMaHAHOWN CTPOKK, a Takxe npesocTaBaset 6oabLune
BO3MOXHOCTM HaCTPOMKM.

®alinbl, Nofo3puTEeNbHbIE Ha HalMUMe BPEJOHOCHbIX 06bekToB, KOHCO/bHBIN CKaHep
: nometuaet B KapaHTuH.

Y1061 3anycTuTh KOHCO/BHBIV CKaHep, BOCMOb3yWATECh CeAYIOLLEeA KOMaHAOW:
[ <nyme_k_npoepamme>] dwscancl [<kmo4u>] [<06bekmel>]

Kntou HaumHaeTcs ¢ cuMBOAa «/», HECKONbKO Kitouel pasgenstoTcs npobenamm. Cnncok o6beKToB
NPOBEPKN MOXKET BbITb NYCT UM COAEP>KaTb HECKO/IbKO 3/1EMEHTOB, pa3zeNeHHbIX Npobenamu.

Cnuncok knoyet KOHCONbHOTO ckaHepa cofep>kuTcs B [punoxenumn A.

Kogbl BO3BpaTa:

0 — npoBepka yCcneLHo 3aBepLueHa, MHPULMPOBaHHble 06BbEKTbI He HalieHbl
1 — npoBepka yCneLwHo 3aBepLueHa, HarAeHbl MHPULMPOBaHHbIE OObeEKTbI

10 — yKa3zaHbl HEKOPpPEKTHbIE KAHUN

11 — knroyeBor Gain He HaaeH B0 He noasep>kmBaeT KOHCObHBIN ckaHep
12 — He 3anyweH Scanning Engine

255 — npoBepka npepBaHa No/sb30BaTeNem

8.5. 3anyck npoBepku no pacnncaHuio

Mpw yctaHoBke Dr.Web B ctangapTHoM MnaHnposLwuke 3agaHnii Windows aBTomMatnyecku
CO3/aeTCA 3aZlaHne Ha NPOBeJEeHNe aHTVBUPYCHOW NPOBEPKM (OHO MO YMOAYAHUIO BbIK/IHOYEHO).

[ns npocmoTpa napameTpoB 3aszaHus oTkpoliTe MaHenb ynpaBaeHus (paclUMPEHHbIN BUA) —>
AamMunHucTtpupoBaHue — MaaHMpPOBLMK 3a8aHUNA.

B cnvcke 3aganHui BbibGepuTe 3asaHre Ha aHTMBMPYCHYHO NpoBepky. Bbl MoXeTe akTMBMpOBaTh
3aflaHvie, a Tak>Ke HaCcTPOUTb Bpems 3anycka NPOBepPKM 1 3ajaTb HeOBXOAMMble NapameTpbl.

B HW>KHel yacTu okHa Ha Bkiagke O6ume ykasbiBaroTCa obLLMe CBeAeHMs O 3afiaHnK, a Takxke
napameTpbl 6e3onacHocTv. Ha Bknagkax Tpurrepbl 1 YCNI0BUA — pas3/vyHble YCI0BUA, NPU
KOTOPbIX OCYLLLECTBAAETCA 3amnyck 3agaHus. [IpOCMOTPETb UCTOPUIO COOBITUI MOXHO Ha BKNaAKe
Xypnan.

PyKOBOACTBO nosab3oBaTtensd
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Bbl Takoke MOXKeTe co3aaBaTb COOCTBEHHbIE 3aaHNA Ha aHTUBMPYCHYHO NpoBepkKy. [TogpobHee o
paboTe C CUCTEMHBIM PacnCaHWEM CM. CMPABOYHYH CUCTEMY M AOKYMEHTALMIO OnepaLMoOHHON
cmnctembl Windows.

& Ecam B cocTaB ycTaHOBNEHHbIX KOMMOHEHTOB BXOANUT BpaHamayap, To nocsie ycTaHOBKM
: nporpammel Dr.Web v nepsoi nepesarpysku cay>kba cMCTeEMHOro pacnucaHus oyzer
3absoknpoBaHa bpaHamayspom. KomnoHeHT Ha3HaueHHble 3agaHus 6yseT
bYHKUMOHNPOBATL TOJILKO NMOC/e NMOBTOPHOM nepesarpysku, T. K. Heobxoanmoe

npaBuIo y>ke ByaeT CO34aHO K 3TOMY MOMEHTY.

PyKOBOACTBO nosab3oBaTtensd
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9. Hactpoukum

[Ana poctyna K HacTpoikam oTkpownTte MeHo Dr.Web E= 3anyctute Hactpoviku {é} B pexume
aAMUVHUCTpaTopa.

3awmra napoaem

UYT06bI OrpaHnunTL JOCTYN K HacTpoikam Dr.Web Ha Baliem KomnbtoTepe, BKAKOUNTE OMLMIO
3awmwaTtb Nnaposiem Hactpoiiku Dr.Web. B oTkpbiBLIEMCA OKHe 3aZailTe Napo/b, KOTOPbIA ByaeT
3anpalumBaTtbca Npu obpalleHun K HacTpoiikam Dr.Web, noatsepaute ero BBOA 1 Haxmute
kHonky OK.

ilf Ecnv BbI 3a6b1AM Maposib K HAaCTPOMKaM MpoaykTa, obpatutech B
0 KOV TeXHUYECKOW M KKU.

YnpaBneHue HacTpoiikamu

YT106bI BOCCTAHOBUTH HACTPOMKMN MO YMOIYaHWIO, B BbiNaaroLLeM Crncke Bblbepute nyHKT
C6pocutb HaCTPOIKM.

Ecam BbI y>ke HacTpounm paboTy aHTUBMPYCa Ha APYTroM KOMMbIOTEPE Y XOTUTE UCMO/Ib30BaTh Te XKe
HaCTPOWKW, B BblMajatoLLeM Crincke Bbibepute nyHKT MMnopr.

Ecam Bbl XOTWTE UCNO/Ib30BaTh CBOW HACTPOMKWN Ha APYrUX KOMMblOTEPAX, B BbiMajatoLlemM Crmcke
BblbepuTe NYHKT IKCMOPT, a 3aTEM BOCMO/Ib3YNTECh aHANOTUUYHOW BKAAAKON Ha APYroM
KOMMblOTepe.

PyKOBOACTBO nosab3oBaTtensd

61


https://support.drweb.com/request/

141
d
A

Pu)
$

OCHOBHbIe HacTpOKH

10. OCHOBHbI€ HAaCTPOMNKM

EAVHBIA LeHTPp ynpaBaeHus HacTporikamuy NO3BOSET 3a4aTb 0OLMe NapaMeTpbl PpaboTbl
aHTUBUPYCHOrO KOMTMeKca.

YT06bI NOAYUMTL AOCTYN K OCHOBHbLIM HacTponkam Dr.Web, oTkpoite MeHto i, 3anycrtute

Hactpoiiku & B peXMme aiMUHUCTpaTopa v Bbibepute pa3gen OCHOBHbIE.

[na poctyna K OoCHOBHbIM HacTpoikam Dr.Web 3anpaluvBaeTtcs napob, eciv B pasgene
: HacTpoviku Bbl ycTaHOBMAN daxkok 3awmiatb naposaem Hactpoiiku Dr.Web.

UT06blI HACTPOUTL BbIBOJ, YBEAOM/IEHUA Ha 3KPaH UAN MOJYYEHNe UX MO NouTe, Bbibepute pasgen
YBeaomieHus.

YT0bbI HaCTPOUTb 4ONOJIHUTE/IbHbIE MapaMeTpPbl 6e3onacHocCTy, BbI6epVITe pasaen CaM03ag,|/|Ta.

YT06bI HAaCTPOUTL AOCTYN K 061a4HBbIM CepBMCaM KoMMNaHum «Joktop Beb», Bbibepute Dr.Web
Cloud.

YTtobbl paspewnts goctyn kK Dr.Web, yctaHOBAeHHOMY Ha BalleM KOMMbIOTEPE, C APYTUX
KOMMbIOTEPOB, BbibepuTe passen AHTUBMPYCHAs CeTb.

YT06bl OrpaHNYnTL AOCTYN K ONpeseneHHbIM KaaccaM yCTPOUCTB WM LUWH, BbibepuTe pasgen
YcrpownctBa.

UT06bl M3MEHUTb A3bIK MHTEPdENCa, a TakxKe MapaMeTpbl XypHana 1 KapaHTVHa, Bbibepute
JonoaHUTENbHO.

10.1. YBeaomneHunsn

B saHHOM pa3szene Bbl MOXeTe HaCTPOMWTb NapaMeTpbl MoyyYeHus yBeAoMeHN o paboTe Dr.Web
Security Space.

YBeAOMIleHMﬂ, KOTOpPbIie BbIBOAATCA Ha dKpPaH

BkatoumTe COOTBETCTBYHOLLYHO OMLMIO, YTOObI MONyYaTb NOACKA3KN-YBEAOMIEHNSA B BUAE
BCM/bIBAOLLEro OkHa Haj 3HaykoMm Dr.Web % & o6nactu yBegomaeHuin Windows.

PyKOBOACTBO nosab3oBaTtensd
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#F DrWeb > Hacrpoiikn > OcHoBHle > YBegomneHna - O x
(© OcHoBHble SkpaH
MNokazeIEaTE YERLOMIEHKWA HA 3KPaHE
YeenomneHa
@ B

OBHoBNEHME

Cetb 3ﬂEKTF)DHHaFI noJra

Bricsinats YEEAOMAEHWMA Ha INEKTPOHHYH NOYTY

3 Orkn

Appec He zagaH  MameHnTs

MapameTpsl yEEAOMASHW...

Camo3awmra
DrWeb Cloud

AHTUBMpYCHaA ceTb

Ycrpoicrea

JlononHuTEnsEHO

©)

PucyHok 20. HacTpouku yBegomMmaeHuii

YBeAOMI'IEHI/Iﬂ no nourte

Y1o6bl MoNyyYaTh YBEAOMEHMS O COBLITUAX MO MOYTE, BbIMOJHUTE CEAYHOLLNE AENCTBUS:

1. Bkntouute onuuno Bbicbinatb yBeAOMJIEHUA Ha 3/IEKTPOHHYHO MouTy.

2. B nosBuBLUEMCSA OKHE BBEAUTE aapec INEKTPOHHOW NOYTbI, Ha KOTOPbIN Bbl XOTUTE MNOJyYaTb
yBegomaeHus. icnonb3oBaHue 3TOro agpeca Heobxoanmo byaeT noaTBEPAUTL Ha Lare 7.

Haxmute Oanee.
4. YKaxuTe faHHble yUYEeTHOW 3anucy, C KOTOPOW ByayT OTNPaBAATLCS YBEAOMAEHUS.

e Ecam cnncok nouToBbIX CEPBEPOB COAEPXKUT HEOOXOAMMBIN cepBep, BbibepunTe ero, a 3atem
yKaXuTe NOrvH 1 Napob OT BaLLel YUYETHOW 3anmcu.

e Ecam cnncok nouToBbIX CEPBEPOB HE COAEPXXUT HEOHXOAMMBIN cepBep, Bbibepute YKasaTb
BPYUHYIO 1 B OTKPbIBLUEMCS OKHE 3aroJIHUTe HeOOXOAMMble MO,

Hacrpoiika OnucaHue

Cepsep SMTP YKkaxuTe agpec nouToBOro cepsepa, KOTOPbI JO/IKEH ncnoas3osate Dr.Web
[19 OTNPaBKM MOYTOBbIX OMOBELLEHWUN.

MopT YKaxute nopT MOYTOBOro cepBepa, K KOTOPOMY AOJIKEH MOAKIOYATHCA
Dr.Web ans oTnpaBku NOUYTOBbLIX OMOBELLEHWN.

JloruH YKaxknte UMs yYeTHON 3anncuy Ans NOAKNHOUYEHUS K MOYTOBOMY CEPBEPY.

PykoBoacTBO nosb3oBatens
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Hacrpoiika OnucaHue
Maponb YKaxunTte naposib y4eTHOW 3anncv 4as NoAKIOYEHMs K MOUTOBOMY CepBepy.

Ncnonb3osaTb  YcTaHOBWTe 3TOT GAIaXKoK, €C/IN XOTUTe, Y4TO6bl NpK Nepejave cOObLLeHMN
SSL/TLS ncnosnb3zosanocb SSL/TLS wngpposaHume.

NTLM- YctaHOBUTE 3TOT BIaXKOK, €C/IN XOTUTE, YTOObI aBTOpMU3aLLMA NPOM3BOAMAACH
ayteHTudukaumsa no npotokosy NTLM.

5. Haxmwute OTnpaBuTb TECTOBOE COObLLEHME, ECIN XOTUTE MPOBEPUTb, UTO YUYETHasA 3anuncb
yka3aHa BepHo. CooblLueHne NpugeT Ha TOT agpec, C KOTOPOro A0/KHbI OTNPaBAATLCA
yBe4OMEHUs (HaCTPOEHHbIW Ha Lware 4).

6. Haxmute Aanee.

7. BBeguTte KOA NOATBEPXKAEHUS, KOTOPbIN MPUAET HA 3NEKTPOHHBIN apec, yKazaHHbIN AJis
noNyyeHns yBeLOMIEHWUI Ha ware 2. Ecam ko He npuaet B TedeHne 10 MUHYT, HaxXMuTe
KHOMKY OTNpaBUTb KOA NOBTOPHO. EC/IV Bbl He BBeAETE KOJ NMOATBEPXKAEHWS, YBEAOM/IEHNS HA
3TOT aZpec OTNPaB/ATLCA He ByAyT.

8. YTobbl M3MEHUTb aApec 3NEKTPOHHOW NOYTbI U Apyrve napaMeTpbl, Haxmute UsMeHUTb 1
NMOBTOpPWTE BCE AENCTBUA, HAUMHasA C Lwara 2.

9. Haxwmure kHornky MapameTpbl yBeOMAEHWUIA 1 YCTaHOBUTE Hy>KHbIE TUMbl yBEAOMAEHUIA. 10
YMOJIYaHMIO BCE TUMbl YBEAOMIEHWIA, OTNPaBAseMble Ha NMOYTY, OTKAHOYEHBI.

MapameTpbl yBegomneHni

1. Haxmute kHonky MapameTpbl yBeAOM/IEHUIA.

2. Bbibepute yBegoMaeHsa, KOTOpble Bbl XOTUTE NoyYaTb. YTo6bl 0OTOHpaxaTb 3KpaHHbIe
yBeAOMJEHMS, YCTaHOBUTE GaxkoK B cTonbLie kpaH. YTobbl MoayyaTb ONOBELLEHWA MO NouTe,
ycTaHoBuTe $naxkok B ctonbue Mouta. Ecam Bbl He xOTWTe Noay4YaTb yBEAOMAEHNA O COBbITUM,
CHUMUTE DAAXKKN.

Tun yBepomneHns Onuncanue
ObHapy»xeHa yrposa YBesomneHusa o6 yrposax, o6HapyxeHHbIx SplDer Guard n SplDer
Gate.

Mo yMO4aHUKO yBeAOMIEHNA BK/IFOYEHDI.

KpVITVIl-IHbIe yBeaOMAeHnA KpVITVIl-IHbIe yBeAOMAeHNA O Caeayrolmnx cobbITUAX:

e OlNBKa CO3aaHMA 3aLMLLAEMON KOMUNK;

° O6Hapy>KeHbI COeEANHEHNA, O>KMAdatroLllme OTBETa BpaH,u,Mayapa.

Mo YMO4YaHUKO yBEAOMIEHNA BKIIKOYEHDI.

Ba>kHble yBegomneHua Ba>kHble yBegOMAEHMA O CeAyOLNX COBbITUAX:

® NCTEKAET BPEMA pa6OTbI 3a KOMMbHOTEPOM,;

PyKOBOACTBO nosab3oBaTtensd
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Tun yBeagomneHus OnucaHune

e 3a6/J0KNPOBaHO YCTPOWCTBO;

o 3a6J'IOKV|pOBaHa MonbITKa N3MeHeHUA CUCTEMHbBIX AaTbl U
BpPEMEHW;

e MonbiTKa JOCTynNa K 3aluiiaeMomMy 06bekTy 3ab10KMpoBaHa
MpeBEHTUBHOWN 3aLLMTOW;

e [JOCTyMHa HOBas BepCUA MPOAYKTa;

® BUPYCHbIE 6asbl yCTtapenn.

Mo YMO4YaHUKO yBEAOMIEHNA BKIIKOYEHDI.

ManosHaumnTenbHble ManosHaumnTenbHble yBeAoOMeHNA O CaefyroLnx cobbITUAX:

yBeaOMAeHnA
e ycrewHoe 0b6HOB/IEHNE;

e OlIMbBKa OOHOBIEHUS;

e ucTekaeT Bpems paboTbl B VIHTepHeT;

e URL 6bi1 3a6710kMpoBaH MogyneM PoanuTeNbCknin KOHTPOIb;
e URL 6bis1 3abn0kmpoBaH SplDer Gate;

e MonbiTKa JOCTyna K 3aluiiaeMomMy 06bekTy 3ab10KMpoBaHa
MogzyneM POANTENbCKUA KOHTPOb.

Mo YMO4YaHUKO yBEAOMIEHNA BbIK/IFOYEHDbI.

JlnueHsnsa YBegomMaeHMA O caeayroLmx cobbITUAX:

e CPOK AeNCTBUA NIMLIEH3MM 3aKaHUNBAETCS;
e [leliCTBYOLLIAS INLLEH3UA HE HalZAeHa;

e TeKylaa TnueH3nA 3a6ﬂOKVIpOBaHa.

3. Tpun HeOBXOAMMOCTH 3aaalTe AOMONHUTENbHBIE NapaMeTPbl OTOOPaXKeHWsA IKPaHHbIX

OMOBELLLEHWI:;
®Dnaxxok OnucaHune
CoobL1ath O HOBbIX COBETaXx YBesoM/IeHMs O HOBbIX COBETAX, PacckasbiBaroLLMX O

BO3MOXHOCTAX Dr.Web.

He noka3sbiBaTb yBeOMIEHVA B YBefOMAeHMA Npu paboTte ¢ NPUIOKEHUAMN B
MOJIHO3KPaHHOM pexnme MOJIHO3KPAHHOM pexume (MPOCMOTP GUAbMOB, rpapuKm 1
T. A.).

CHuMUTE 3TOT GNaxKok, YTobbl NoayyaTb YyBeAOMAEHMUS

BCerja.
OtobpaxaTtb yBeAOMAEHMA OTtobpaxkeHne yBeAoMAeHNA OT bpaHamayapa Ha OTAebHOM
BpaHngmayspa Ha oTgensHOM pabouem cTone BO Bpems paboTbl MPUNOXKEHWU B

MOJIHO3KPAHHOM pexuMe (Urpbl, BUAEO).

PyKOBOACTBO nosab3oBaTtensd
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dnaxok OnucaHune
3KpaHe B NOJIHO3KPaHHOM CHUMUTE 3TOT G1axkoK, UTOObI YyBEAOMAEH WS BbIBOAUINCH Ha
pexvme TOM >e paboueM CTo/e, Ha KOTOPOM 3anyLLEeHO MPUAOXKEHNE

B MOJIHO3KPaHHOM peXunme.

4. Ecam Bbl Bbl6paJ'II/1 OAHO NN HECKOJIbKO NMOYTOBbIX yBeAOMJ'IeHVIl\/'I, HaCTpOIZTe OoTnpaBKy Mo4yThbl C
Ballero kKoMmnbroTEPAa.

fli yBeAOMﬂeHl/IFI O HEKOTOPbIX CObObITUAX He BXOAAT B NepeyvncieHHble rpynnbl 1 BCerga
= NMOKa3bIBaOTCA MOJIb30BaTENHO!

e YCTaHOBKA MPUOPUTETHbIX OBHOBAEHWUN, ANA KOTOPbIX TPEbyeTCs nepesarpyska;

e [fiepe3arpyska and 3aBeplieHunA O6€38pe>KVIBaHVIFI yrpos;

nepesarpyska Ana BKAHOUYEHWA/BbIKNFOYEHNA TUMEPBN30Pa;

3anpoc Ha pa3peweHne npoueccy MO/J,VICI)VIKaLI,VIVI 06beKTa;

ycrnelHoe NoAKIOYeHNe K yAaNeHHOMY KOMMboTepy B AHTUBUPYCHOW CeTw;

aKTUBMpOBaHa I'IpO6HaFI BEPCUA, PEKOMEHAYETCA rlpmo6pecw| JINLUEH3NHO.

10.2. ObHOBNEHMeE

B AaHHOM pa3zgene NporpamMmmbl Bbl MOXETE HaCTPOUTb CIEAYHOLLME NapaMeTpbl OHBHOBEHNS
Dr.Web:

NnepuoAnNYHOCTb OOHOBJIEHU;

® VICTOYHUK OBHOBJIEHUN;

0BHOB/IAEMbIE KOMMOHEHTbI;

e 3epKaso 0BHOBAEHUMN.

PyKOBOACTBO nosab3oBaTtensd
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#F DrWeb > Hacrpoiikn > OcHogHele > OBHoENEHME - O x

(© OcHoBHble O6HOBNeHMe

MepuogmnuHocTe 0BHOBAEHWA
YeenomneHa

| 30 MuHYT (pekomeHayeTcR] v

OBHOBNEHME
WMcTouHWK 0BHOBNEHIWA
Cetb

Cepeepbl komnaHum «floktop Be6» (pexomerngyeTtca) MzmennTs
Camo3awmra

Dr.Web Cloud

AHTMBMpYCHanA CETb

Ycrpoicrea

JlononHuTEnsEHO

©)

HonoaHuTensHsle HACTPORKK

PucyHok 21. Hactpoiikn o6HoBneHuA

MepuognuHocTb 06HOBNAEHUIA

Mo ymon4aHMo yCTaHOBIEHO ONTMMaabHOe 3HaueHne (30 MUHYT), KOTOpOe MNO3BOIAET
noAazep>vBaTb MHGopMaL Mo 06 yrposax B akTyalbHOM COCTOAHMMW. YTOObI 3aaTb NEPUOANYHOCTD
06HOBIEHWI, BbIbEPUTE HEOHXOAMMOE 3HAYEHME B BbINaZatOLLEM MEHIO.

ABTOMaTMyeckoe 06HOB/IEHNE NPOBOAMUTCA B POHOBOM pexmme. Bbl Takxke MoxkeTe BbibpaTh
3HayeHVe BpyuHyto. B 3ToM cnyyae BaM HEO6x0AMMO ByzeT BpyyHyto 3anyckaTb OOHOBEHME
npoaykta n3 meHto Dr.Web . MNMoapo6bHas MHCTPYKLMA MO 3anycky npoLiecca 06HOBAeHUs
AOCTynHa B pasgene O6bHoBEHNE.

HacTtpoiika ncrouHmka ob6HoBaeHUA

Mo yMOnuaHWIO B KauecTBe UCTOYHMKA OBHOBEHMS yKka3aHo 3HaueHve CepBepbl KOMNaHUM
«[lokTop Be6>» (pekomeHayeTcs). YToObl HACTPOUTL YA0OHbIV A/ BaC UICTOYHUK OOHOBNEHWN,
caenante cnegytolee:

1. B pasgene HacTpoek OcHOBHble —> O6HOBAeHue, B NyHkTe MICTOUHUK 06HOBAEHUIA HaxKMuUTe
ccbinky MU3meHuntb. OTKPOETCH OKHO HAaCTPOMKM UCTOYHMKA OBOHOBAEHNIA.

PykoBoacTBO nosb3oBatens
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#F DrWeb > Hacrpoiikn > OcHogHele > OBHoENEHME - O x

WcTtouHmk obHoBaeHMIA

YkammuTe yaobHbIA ANA BAC NCTOYHWK OBHOBAEHWIA

Cepeepsl koMnanuy elokTop Bebs (pekomenayeTca) w

WMenonezoeate HTTPS-coeauHeHme

OTMEHWTL @

PucyHok 22. UcTouHMK o6HOBIEHUIA

2. YKaxuTe yao06HbIM A5 BaC UCTOYHUK OOHOBNEHWI B BbINaZatoLLEeM MEHHO.

o CepBepbl koMnaHuu «Jloktop Be6» (pekomeHayetca). O6HoBAeHNe ByaeT NPOUCXOANTD C
cepBepoB kKoMnaHun «[JokTop Beb» uepes cetb VIHTepHeT. Ecam Bbl xOTUTE 3arpy>katb
obHoBAeHMA No 6e3onacHOMy NpoToKoAy, BKAouMTe onuuto Mecnonbsosatb HTTPS-
coeauHeHue.

e JlokanbHas unun ceteBas nanka. O6HoBNeHWe ByAeT MPOUCXOAUTb U3 TOKAJIBHOM UK
CEeTeBO Marnku, B KOTOPYH CKOMUPOBaHbl O6HOBAEHMSA. YKaxuTe nyTb K Narnke, a Takxke nms
NoNb30BaTeNs U NapoJib, €C/IN 3TO HEOHBXOAMMO.

e AHTMBMpYCHasa ceTb. O6HOBNEHVE ByAeT NPONCXOANTb Yepes JI0KabHYH CETb C
KOMMblOTEPa, Ha KOTOPOM ycTaHOBJ/IEH NpoayKT Dr.Web 1 co3gaHo 3epkano ob6HOBAEHUI.
Bbibepute kOMNbIOTEP, KOTOPLIV ByAET NCNOAb30BaTLCA B Ka4eCTBe NCTOYHMKA OOHOBAEHWI.

3. Haxmwute OK, utobbl cCOXpaHUTb N3MEHEHMS.

[ononHurenbHblie HACTPOUKM

HacrpoﬁKa 06HOB/IAMbIX KOMMOHEHTOB

Bbl MOXeTe BbIbpaTh OAMH U3 CeAyHOLWMX BapUAHTOB 3arpy3kn obHOBAeHWI KoMnoHeHToB Dr.Web:

¢ Bce (pekomeHayeTcA), Npy KOTOPOM 3arpy>arotca 06HOBAEHNA Kak A5 BUPYCHbIX 6a3 Dr.Web,
TaK U ANA QHTUBUPYCHOTO fiApa W APYrux NporpamMMHbIX KOMnoHeHToB Dr.Web;

¢ Tonbko 6a3bl, NPy KOTOPOM 3arpy>aroTca TONbKO 06HOBEHMS BUPYCHbIX 6a3 Dr.Web u
aHTUBUPYCHOTO AApa; ApYyrue KOMMNoHeHTbl Dr.Web He o6HoBAsOTCS.

PyKOBOACTBO nosab3oBaTtensd
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Co3paHue 3epkasnia 06HOBNEHUI

3epkano 06HOBNEHWUI — 3TO KOMMbIOTEP, HACTPOEHHbIN Kak UCTOYHMK OBHOBAEHWI AN APYTUX
KOMMbIOTEPOB B IOKaNbHOWN CeTW. 3epKano OHOHOBAEHWUIA MOXET ObiTb NCMOAb30OBAHO ANA
06HoBneHMs Dr.Web Ha komnbtoTepax, KOTOpble He MOAKAOYEHbI K ceTU VIHTepHeT.

YT06bI HACTPOWTL BaLl KOMMbIOTEP B KaYeCcTBe 3epkasa OOHOBAEHWNNA, CAeNanTe CeaytoLLee:

1. B pa3gene Hactpoek OcHOBHble —> O6HOBNEHMe pa3BepHUTE J,0NONHUTE/IbHbIE HAaCTPOUKN U
BKJIFOUMTE MUCMOJIb30BaHMe 3epkana 0BHOBAEHWI Npy nomMowm nepekatodatens @, OTkpoetcs
OKHO HacTpOWKM 3epKasia 06HOBAEHWNA.

#F DrWeb > Hactpoiikn > OcHosHble > OBHOBNEHNE — O X

3epkano obHoBAEHWN

I [MyTb K Nanke, B KOTORYH KONWPYKOTCA 0GHOBABHMA
Anpec Mopt
0.0.0.0 ;| 8080

OTMeEHWTE @

PucyHok 23. 3epkano o6HoBneHUiA

2. YkaxuTe nyTb K narke, B KOTOPYto ByAyT KONMMpoBaTbCsa OOHOBAEHUS.

3. Ecam Ball KOMMbIOTEP BXOAWUT B HECKOJIKO MOZCETEN, Bbl MOXETe yKa3aTb ajpec, KOTOPbIN
ByseT 4OCTYyMNeH TONbKO AN OAHOW M3 noaceTel. TakxKe Bbl MOXeTe yKa3aTb MOPT, Ha KOTOPOM
HTTP-cepBep ByaeT npvHUMAaTL 3aMpOChl Ha COEAMHEHME.

4. Haxmute OK, 4tobbl COXpaHUTb M3MEHEHMUS.

MeproANYHOCTb 3arpy3kn 0O6HOBEHNI Ha 3epkano ByaeT coBnagatb CO 3Ha4YEHNEM B MyHKTE
MNepuoanuHoCTb 06HOBNEHMIA B pa3jene HacTpoek OcHoBHble — O6HOBNEHMe.

PyKOBOACTBO nosab3oBaTtensd
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10.3. CeTb

Mcnonb3oBaHue NpoKcUu-cepBepa

Mpwn HEOBXOAMMOCTU Bbl MOXETE BKIOUMTL UCMOJIb30BaHNE NPOKCU-CepBEPa U 3aaTb HACTPO KM
NOAKNOYEHMS K Hemy. HaxxmuTte MI3mMeHUTb, UTo6bl 3aaTh HAaCTPOMKM MNOAKIHOUEHUSA K MPOKCU-

cepBepy:

Hacrpoiika OnucaHne

Azpec YKaxuTte agpec npokKcu-cepeepa.

MopT YKaxute nopT nNpoKcu-cepeepa.

NoruH YKaxkute nMs y4eTHOI 3anncy ANs NogKIOYEHWs K MPOKCU-CepPBEpY.

Maponb YKaxkute naposib y4eTHOM 3anmncu, UCMOJb3YEMON NS MOAKIOYEHWS K MPOKCU-
cepBepy.

Tun aBTopu3auuy  Bbibepute TN aBTOpM3aL MK, TPeOyeMbIV AN NOAKIOYEHMUSA K MPOKCU-CEPBEpPY.

#F Dr.Web > Hactpoiiku > OcHoBHbIe > Cets - O X
@ OCHOBHbIe MNpokcu-cepeep
Wicnonszoearts npokcon-cepeep
¥BeaomneHwa
I oma
O6HoBNEHME He zagaHo MameHuTs

Cetb

besonacHble coegHeHWA
Camozawmra

MpoeepaTs 3awWndpPoOBaHHBIA TpadKK

DrWeb Cloud 3 O

AHTUBMPYCHaA CEThb
B cnyuae oWwWWBKW NpOBEPKK 2aLLMLILEHHBIX COBAMHeHWA (S51) yeTaHoBUuTE

YcTpoicTea cepTudmkat «fokTop Beb» BpydHyto.

JononHUTENBEHO SKCNOPTMPOBATk...

)

PucyHok 24. MNMogknroueHne K NPOKCU-cepBepy 1 NnpoBepka 3awmndgpoBaHHOro Tpaduka

PykoBoacTBO nosb3oBatens
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be3onacHble coeagnHeHUNA

Yto6bl Dr.Web npoBepsan gaHHble, NnepesaBaemble No Kpuntorpapuyeckmm npotokosnam SSL, TLS
nan STARTTLS, BkaroumTte onumto MpoBepaTb 3awmndgpoBaHHbIv Tpaduk. SplDer Mail 6yaer
nNpoBepATb AaHHble, NnepesaBaemble No npoTokonam POP3S, SMTPS, IMAPS, a SplDer Gate — no
npotokoay HTTPS.

Ecam npunoskeHue, ncnonbsyrollee ans cBoei paboTbl WNdPOBaHHbIE COEAMHEHMS, He ObpallaeTcs
K XpaHwuwy cepTudurkatoB cuctembl Windows, To HEOBXOAUMO 3KCMOPTMPOBaTh cepTudmKaT
6e30onacHOCTM KoMNaHun «lokTop Be6» 1 MMNopTMpoBaTh BPYUHYHO B KaXz0e NPUIOXeHME.

ii Cpok gevictBus ceptndumkata 6esonacHoctn — 1 rog. MNpu HeoBX0AMMOCTN UMMOPTUPYITE
: cepTuduKaT Kaxzaplil ros 3aHOBO.

Uro Takoe cepTudukar 6e3onacHocTr

CepTtndukat 6€30NacHOCTU — 3TO INEKTPOHHBIN AOKYMEHT, MOATBEP XKAAOLWNIA, UYTO
cepTMdULMPOBaHHaa NporpaMma npoLuia NPOBepPKY B OAHOM M3 LEHTPOB cepTudmKaLmnm. Takxe
cepTdukaTbl 6e30MacHOCTN HasbiBaroTCa SSL-cepTudmKaTamMm, NOCKOAbKY Ans paboTbl
ncnonblyetcs SSL-npotokon (Secure Socket Layer — aHrn. YpoBeHb 3aLMLLéHHbIX cokeToB). OH
obecneumnBaer 3alLyLLeHHOe LWNPPOBAHMEM B3aUMOAENCTBME MEXAY Y31aMu ceTu VIHTepHeT,
Hanpvmep, Noab30oBaTeNeM 1 Beb-cepBepom.

YctaHoBka (MMnopT) B nporpammy, paboTatowyto ¢ VMiHtepHeTtom ceptndmkaTta 6esonacHoCTH
Kakoro-smbo Beb-y3na, rapaHTUPYET, YTO CBA3b C HUM OyZAeT OCyLLEeCTBAATLCA B 3aLUUWLEHHOM
pexvme ¢ NPOBEPKON MNOAIMHHOCTU. B TakoM cyyae 310yMbllAeHHWKaM ByaeT KpailHe TpyAHO
OCYyLLEeCTBUTb NepexBaT AaHHbIX.

NmnopT ceptudmkata «Joktop Beb» MoxeT notpeboBatbcs A1 paboTbl CAeAYHOLLMUX MPOrPaMM:
e 6pay3ep Opera;
e 6payzep Firefox;
e nouToBbIM kaneHT Mozilla Thunderbird;

e Nou4TOBbIV KAneHT The Bat! n ap.

Kak akcnopTtupoBaTtbh U UMNoOpTMpOBaTh cepTuduKaTt komnaHum «Loktop Be6»

1. HaxmuTe KHOMKY DKCNOPTUPOBaTh.
2. Bbibepute nanky, B KOTOPYHO Bbl XOTUTE COXPaHUTbL cepTudumkat. Haxmute OK.

3. mnopTtupynte cepTUdUKaT B HY>KHOE MPUIOXKEHME Yepe3 HaCTPOKKM NpunoxeHus. NMoapobHee
O TOM, Kak UIMMOPTUPOBaThb CepTUOUKAT B MPUNOXKEHNE, CM. B CMPABOYHbIX MaTepmanax K
HEOBXOAMMOMY MPUIOXKEHWIO.

PyKOBOACTBO nosab3oBaTtensd
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A Ecnn aktmBmpoBaHa onums MpoBepATb 3awmndpoBaHHbI TpapuK, 415 KOPPEKTHOM
paboTbl HEKOTOPbIX KIMEHTOB 061aUHbIX XpaHuAuLY, (Takmx kak Google Drive, Dropbox,
Angexc.Juck u ap.) HEOH6XOAMMO UCK/IHOUNTL 3TU NPUNOXKEHWNS U3 MPOBEPKU
komnoHeHTom SplDer Gate.

10.4. Camo3awumra

B aaHHOM paszgene Bbl MOXETE HACTPOUTb NapaMeTpbl 3aLmTbl camoro Dr.Web ot
HeCaHKLMOHNPOBAHHOTO BO3AEWCTBMSA, Hanpumep, OT MPorpaMm, BPeAoHOCHOEe AeNCTBUE KOTOPbIX
HanpaB/IEHO Ha aHTVBUPYCHbIE MPOrpamMMbl, @ TakKe OT CIyYakHOTO NOBPEXAEHUS.

ﬁ DrWeb = Hactpoiikn > OcHoBHBIE * CamosallmTa

(© OcHoBHble

YeeaomMneHua
OBHOENEHWE

CeTb

Camoszawmra
DrWeb Cloud
AHTUBMPYCHaA CeThb
Ycrpoictea

JononHUTENBEHO

)

Camo3awumra

Camo3zawmnTa

BrAKUWUTE camozalumTy (pekoMeHLyeTCR)

@ B«

3anpewats 3MyAALWID 4eACTEWA NOALZ0EaTENA

8 B«

Mcnones3oeate annapaTHyH BMpPTYanrM3aLmo

3 o

[ata n Bpema
38I‘IpELI.|,aTb WEMEHEHWE AAaThl M BpeMeH CUCTEMbI

@ Mpw aKTMEHOM POAWTENLCKOM KOHTPOAE (peKOMEHIYeTCA)

O BﬂOKHpOEETb ECErda

PucyHok 25. NMapametpsl 3awumtbl Dr.Web

Hactpoiika Bknrountb camo3aluty (peKkoMeHAyeTcs) No3BoseT 3alUnTUTb Gaitbl U NPOoLLecch
Dr.Web ot HecaHkLMOHMpPOBaHHOro goctyna. OTkAtoUYaTb CaMOo3aLuUTy He peKOMEHAYeTCs.

ili B cnyyae BO3HMKHOBEHMWS NpobaeM Npu UCMOAb30BaHUN NporpaMm gedparmMeHTaLmuy,
: peKkoMeHAyeTCs BPEMEHHO OTKIOUNTL MOZY/b CaMO3aLUUTbI.

PykoBoacTBO nosb3oBatens
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,U'.I'IFI TOro YTOObI NPoOn3BECTUN BO3BPAT K TOUKE BOCCTAHOBNEHUA CUCTEMDI, HeO6XO,CI,VIMO
OTKJIDYUTb MOAY/b CaMO3allnThbI.

Hactpoiika 3anpewarb 3MynsaLUIO 4eACTBUIA NOIb30BaTe N NO3BOAET NPEAOTBPATUTD
M3MeHeHus B HacTporikax Dr.Web, npoussoavMble CTOPOHHMMY NPOrpaMMHbIMUK cpescTBamu. B
TOM uncne ByaeT 3anpeLLeHo UCNOHEHNE CKPUMTOB, AMYIMPYHOLLNX PaboTy KaaBmaTypbl U MbllN B
okHax Dr.Web (Hanpvmep, ckpnnToB AN n3meHeHus Hactpoek Dr.Web, yaaneHuns anueHsmm n
APYrvX 4eNCTBUIA, HanNpaB/ieHHbIX Ha U3MeHeHne paboTbl Dr.Web).

Hactpolika Mcnonb3oBaTb annapaTHyto BUPTyainsaLuio No3BOSET UCNONb30BaTh O0bLue
BO3MOXHOCTEN KOMMbOTEPA A5l OOHAPY>KEHWUA M IeYEHUS YTPO3, a Takxke AN YCUNeHs
camo3awmtbl Dr.Web. na BkAHOUEHUA 3TOW oNuum NOTpebdyeTcs nepesarpyska KOMMbroTepa.

i'f AnnapaTHasa BUpTyaansauma paboTaeT TOAbKO B TOM C/yyae, eciv annaparHble
: 0COBEHHOCTM Balliero KOMMbOTEPa U OnepaLvoHHas CUCTeMa NOAAEPKMBAOT
annapaTHy BUPTyaan3aLuto.

BkntoueHwme 3TOM onumm MOXET Bbi3BaTb KOHOANKT COBMECTUMOCTU CO CTOPOHHUM
nporpaMmMmHbIM obecrneyeHmnem.

|_|pl/l BO3HMKHOBEHUN I'IpO6J'IeM OTKJIOYUTE 3Ty OMNLUUNHO.

[na 32-pa3psagHbix onepauyoHHbIX CUCTEM annapaTHas BUpTyaau3aumnsa He
noaAep>XXunBaeTcs.

AaTta n Bpemsa

HekoTopble BpeAOHOCHbIE NPOrpamMMbl HAMEPEHHO M3MEHSAIOT CUCTEMHbIE AaTy 1 BpeMs. B 3Tom
cnyyae 06HOBEHWS BMPYCHbIX 6a3 aHTUBUPYCHOM NPOrpaMmbl He MPOUCXOAUT MO YCTaHOBAEHHOMY
pacnncaHnio, MLEH3NA MOXET ONPEAENATbCA Kak MPOCPOUYEHHas, U KOMMOHEHTbI 3alwuTbl 6yayT
OTKJ/IOYEHbI.

Hactpoiika 3anpewatb MU3MeHeHue AaTbl U BpeMeHU CUCTeMbl NO03BOJISET 3ab610KNMPOBaTh
py4YHOE 1 aBTOMaTUYeCKOe N3MEHEHME CUCTEMHbIX 4aTbl U BPEMEHW, a TakxKe YacoBOro nosca. 10
orpaHuyeHve ycTaHaBIMBAETCS ANs BCEX NOJIb30BaTesen cucteMsbl. JJaHHas HacTpoika No3BOINT
TOYHee paboTaTb QYHKLWN OrpaHNYeHns BpeMeHV B Moayae PoanTensCcknii KOHTpob. B cryuyae,
ecnm B Mmojayne PoanTtenbckmin KOHTPOIb 3afaHbl OrpaHnyeHus BpemMeHn paboTbl 3a KOMMbHOTEPOM
nnn B cetn VIHTEpHeT, 3Ta HacTpoWKa BKAOYaeTCs aBToMaTnyeckin. Bbl MoxeTe HacTpouTb
noJyYeHne yBeOMIEHNI B TOM CyYae, eC/IN OCYLLEeCTBAANACh NOMbITKa N3MEHUTb CUCTEMHOE

BpeMs.

PyKOBOACTBO nosab3oBaTtensd
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10.5. Dr.Web Cloud

B saHHOM pa3szene Bbl MOXeTe MNOAKNOUMTLCA K 061a4HOMY cepBUCY KOMMNaHuK «[lokTop Beb» n
nporpamMme yayulleHus kayectsa paboTbl npogyktos Dr.Web.

#F Dr.Web > Hactpoiiku > OcHosHele > DrWeb Cloud — O X
(© OcHoBHble Dr.Web Cloud
OBAaYHBIA CEpEUC NOZBONAET GHTUEMPYCHOM 3aLLKMTE UCMOb30BaTE CEEXYH
YeeaomneHva WHABOPpMaUWK 06 yrpo3ay, KoTopas 0BHOBNARETCA Ha CEPEEPaX KOMNaHWMK «[oKTop
BeG» B pexume peansHoro epemedn. MNpw 3ToM Ebl NOMOTaeTe COEEPLUEHCTECEATE
O6HoeneHwe 3aLUMTY, HanpaeAsas komnanum «lokTop Be6» ceeqeHna o paboTe aHTUBMpYCa. 3T
: CEEAEHWA NMOZBOARKT Y2HAEATE BOALLIE O BO3MOXHBIX YIPO2aX ¥ BOBPEMA
Cets YCTPaHATE UX.
CamozalmTa MonyJyeHHan oT BaC MHDOPMAUMA HWKOTAE He ByAeT MCNOALI0BATECA ANRA BALUENA
. MAEHTUGUKALMK MNK ANA CBAZK C BAMM.
Dr.Web Cloud
@ B
AHTUBMPYCHaA CETb
Ycrpoictea
JononHUTENBEHO
® Monutrka KoHduaeHuransHocTn «[okTop Bebs

PucyHok 26. MoaknroueHue k Dr.Web Cloud

O6nauHbIN cepBUC

Dr.Web Cloud no3sonseT aHTMBMPYCHOW 3aLLuTe UCMO/Ib30BaTh CBEXYH MHPOPMaLMIo 06 yrposax,
obHOBAAEMYIO Ha cepBepax KOMMNaHWUM «[lokTop Beb» B pexwvmMe peasbHOro BpeMeHMU.

B 3aBucMMoOcCTM OT HacTpoek 0bHoBIEHMA MHPOPMaLMa 06 yrpo3sax, NCNoib3yMas KOMMNOHEHTaMu
BalLeW aHTUBMPYCHOW 3aLLnTbl, MOXET yCTapeBaThb. Vicnonb3oBaHne obnayHbix CEpBUCOB NO3BOAAET
rapaHTMPOBAaHHO OrpajuTb NOb30BaTeNel Ballero KOMMblOTePa OT CAUTOB C HEXeNaTelbHbIM
COAEPXUMbBIM, a TakXKe OT UHOULMPOBaHHbIX GalioB.

Mporpamma ynyuyweHusa kavectsa N0

Mpu yyacTum B NporpaMmMe Ha cepBepa koMnaHum «Jloktop Beb» byayT aBToMaTnyecku
OTNPaBAATbCA 0b6e3nYeHHble cBeaeHns o pabote Dr.Web Ha Balem KoMnbroTepeE, B YaCTHOCTY,
CBEAEHNsA O CO3JaHHbIX BaMu npaBunax bpaHgmayspa Dr.Web. MNMonyyeHHas nHpopmauums He byaet
MCMONb30BaTbCA ANA NAEHTUOMKALIMN NOb30BATENS WU CBA3MN C HUM.

HaxxmuTe Ha ccbinky Monutuka koHpuaeHumanbHocTu «JlokTop Be6», uto6bl 03HAKOMUTBLCA C
NOJITUKOM KOHOUAEHLMNANBHOCTM Ha OdULMaNbHOM caite KoMnaHun «JokTop Beb».

PykoBoacTBO nosb3oBatens

74


https://company.drweb.com/policy/

Ty
)}
-lﬂ

Ps)
$

OCHOBHbIe HacTpOKH

10.6. AHTUBMpPYCHaA ceTb

B naHHOM pa3sgene Bbl MOXeTe pa3peLunTb yAaneHHoe ynpaBieHVe BallUM aHTUBUPYCOM C APYTX
KOMMbIOTEPOB IOKAIbHOM CETV NMPWU MOMOLLM KOMMOHEHTa AHTUBIMPYCHas ceTb. BxoxxaeHwve B
COCTaB aHTUBUPYCHOW CETV NO3BOASAET YAaNEHHO KOHTPOAMPOBAaTh COCTOAHNE aHTUBUPYCHOWM
3aWmnThl (MPOCMaTpUBaTh CTaTUCTUKY, BKAKOYATb U OTKAKOYATb KOMMOHeHTbl Dr.Web, nameHsaTtb nx
HaCTPOWKM), @ TakXKe MoJslyyaTb OOHOBEHUSA Yepes IoKalbHYH0 ceTb. YTOObI MCMob30BaTh
KOMMbOTEP Kak UCTOYHUK OOHOBAEHWI AN APYTMX KOMMbIOTEPOB aHTUBUPYCHOW CETH, Ha KOTOPbIX
ycTaHoBAeH NpoaykT Dr.Web, Ha HemM Hy>HO HacTpouTb 3epkano 0BHOBIEHWN.

ﬁ DrWeb » Hactpoiikn > OcHOBHBIE > AHTMEMPYCHARA CETE — O x
@ OCHOBHbIe AHTUBMPYCHasA CeTb
Bel MoxeTe pazpelunTs yaaneHHoe yripaenedue npogykronm DriWeb Ha eawem
YeepomneHvs KOMMEHITEPE C APYIHX KOMMNEHTEROE B NOKANEHOW CETH, HA KOTORLIX TaKoKe
ycTaHoeneH npoaykt DrWeb. C yaaneHHoOro KOMNBKTEPE CTAHET BO3MOXKHO
O6HosneHve NpPOCMATPHEATE CTATMCTMKY, BKAKYATE 1M OTKAKIYATE MOAYAM, 3 TAKKE MIMEHATL MX
: HaCTPOWKH,
CeTb
PazpeluTs yAaneHHoe yrNpaene-une
Camo3awmra
@ B
Dr.Web Cloud
AHTMBMpYCHas CeTb [lnA yaaneHHoro yNpaeneHna aHTMEMPYCOM Ha AGHHOM KOMMBKOTEpE BEEAWNTE
YKAZ3HHBIM KOA NPWM NOAKAKYEHWA K Heny. Bel MoxeTe B NH060A MomMeHT
ynpgﬁnga W2MEHWTE 3TOT KO,
JlononHuTEnsEHO -
HzKZLjnS

©)

PucyHok 27. BkatoueHue yaaneHHOro yrnpas/ieHUA aHTUBUPYCOM

[na yaanenHoro ynpasnaeHus Dr.Web Ha Bawem koMnbtoTepe Heobxoanmo ByaeT BBOAUTL NapOJib.
Bbl MOXeTe MCNob30BaTh NapoJib, KOTOPbIA aBTOMATUYECKM FTeHEePUPYETCA MPU BKAKOUEHWUM OMNLNK,
WAV 3aJaTb CBOW.

YaaneHHoe ynpaB/ieHne No3BOASET MPOCMaTpPUBaTh CTaTUCTUKY, BKAKOUATb M OTKAKOYATb MOAY /M, a
TakXXe M3MeHsATb UX HacTponkn. KomnoHeHTbl KapaHTvH 1 CkaHep HegoCTyMHbl. HacTpoiku u
ctatuctnka bpaHamayspa Dr.Web Tak>ke HeZOCTYMHbI, O4HAKO YAaNeHHO MOXHO BKAKOUUTb UM
OTKJIOUYUTb 3TOT KOMMOHEHT.

10.7. YcTponcrtBa

B AaHHOM paszgene Bbl MOXETE OrpaHNUWTb AOCTYMN K ONPeAENeHHbIM YCTPONCTBAM WAN LLIMHAM
YCTPOWCTB M HAaCTPOUTb YepHbIW 1 Henbii CIINCKN.

PykoBoacTBO nosb3oBatens
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{ | E HacTpolikn goctyna K yCTpOMCTBaM MPUMEHSIOTCA ANs BCeX YUeTHbIX 3anmcert Windows.

#F Dr.Web > Hactpoiiku > OcHosHble > YcTpoiicTsa — O X

@ OcHoBHbIE YctpoicTea

D OI’F}EHHHHEIET!: AOCTYN K CheMHBIM HOCUTERAM

¥BeaomneHwa ~
D BAokWpoBaTE OTNPaBKY 2a4aHui Ha NpWHTED

ObHoeneHue [[] 3anpeutats nepegady AaHHLIX MO CETM (OKaALHLIM CETAM M ceT MHTepHeT)

CeTb
OrpaHuyeHuns

Camozawmra _
[7] Npeaynpexaats o BadUSB-yAzenmbix yeTpoicTEaX, KOTOPLIE ONPEASAAKITCA KAk

DrWeb Cloud KA3BMaTYpa

AHTHEprCHaﬂ CeTb EJ'IOKH[DOEIET!: WMCNONBZ0BaHWE YKAZaHHBIX yCI'F)OﬁLTEI [ANA BCEX NONL20BATENER
@O B

Knaccsl U WHHE YCTRORCTE

Ycrpoictea

JononHUTENBEHO ~
Bez orpanuueHnid  V2mennTs

on

enbif CNMCoK yCTpORACTE

Benbiii cnucok nyct  MameHnTs

)

PucyHok 28. HacTpoiiku 6/10KMpPOBKIN YCTPOWCTB

YcTpoicTBa

Y1066 610KMPOBaTL AOCTYN K AAHHBIM Ha CbeMHbIX HocuTenax (USB dnelu-Hakonutensax, guckertax,
CD/DVD npwuBogax, ZIP-guckax v T. n.), BKAKOYMTE COOTBETCTBYHOLLYHO ONUMt0. YTOObI 3anpeTutb
nepezavy 3aZaHuin Ha neyatb, BKAOUKTE onumio baoknpoBaTh oTnpaBKy 3afaHuii Ha NPUHTEP.
Mo ymon4yaHMo onums oTkoYeHa. Takxke Bbl MOXeTe 3anpeTuTb nepesavy AaHHbIX MO JOKaAbHbIM
ceTaAM 1 ceTn VIHTepHer.

HekoTopble MHPMLMpOBaHHbIe USB-ycTpocTBa MOryT ONMO3HaBaTbCA KOMMbHOTEPOM Kak
knaBuatypa. Ytobsl Dr.Web nposepsn, 2eACTBUTENBHO M NOAKIHOUYEHHOE YCTPOWCTBO SBASETCA
KnaBuaTypow, Bkatounte onuuio Mpeaynpexxaats o BadUSB-ys3BMMbIX ycTpoiAcTBaX, KOTOpble
onpeaenAloTCA Kak K1aBuatypa.

Knaccbl u LUMHBI YyCTPONUCTB

OTa GyHKLMA NO3BOIAET Kak 3abNOKMPOBATh OAMH UM HECKOIbKO K/1aCCOB YCTPOMCTB Ha BCeX
LUIMHAX, Tak 1 3ab10KMPOBaTh BCE YCTPOMCTBA, MOAKNHOUEHHbIE K OLHOM UM HECKONbKUM LUMHAM.
Moa knaccamm yCTPOMCTB MOHMMALOTCA YCTPOWCTBA, BbIMOHAOLLNE OAMHAKOBbIE GYHKLUK
(Hanpumep, ycTpoincTBa Ans neyat). Mo WHaMn — NoACUCTEMbI MEPEAaYn AaHHbIX MeXAY
byHKLMOHaNbHbIMKU Ba0KaMu KoMmMbtoTepa (Hanpumep, wuHa USB).

PykoBoacTBO nosb3oBatens
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YT106bI 3a610KMPOBaTh AOCTYN K BbIOPaHHbIM KlaccaM U WMHaM YCTPOMCTB, BKAKOUMNTE
COOTBETCTBYOLLYIO onumto. ChopMuUpyITe CNMCOK Takux 06bEKTOB, HaxkaB KHOMKY U3meHuTb. B
OTKPbIBLUEMCA OKHEe Bbl MOXETe BblOpaTh KJACChl UM LUNHbBI YCTPOMCTB, A4OCTYN K KOTOPbIM XOTUTE
3abnoKkMpoBaTh.

®dopmupoBaHue cnucka 3a6/10KMPOBaHHbIX K/1aCCOB YCTPOMCTB

1. YT06bI NONHOCTLIO 366J'IOKI/1pOBaTb Knacc yCTpOI;ICTB, B CTOJ'I6LI,e BIIOKMpyeMbIe KJ/1aCCbl,

HaxkmuTe KHomnky '/,

2. B oTKpbIBLUEMCA CMMCKe BblibepuTe HeobxoaMMble knacchl U HaxxmuTe OK. BbibpaHHble knaccbl
YCTPOWCTB ByAyT 3a6N10KMPOBaHbI Ha BCeX LUMHaX. B cnuncke Bbibopa ki1accoB yCTponcTs
oTObBpaxkaroTCs TONbKO HE3abBNOKMPOBAHHbIE KAAaCChl.

3. YTtobbl pa3baokmnpoBath Knacc yCTponcTs, B okHe Knaccbl U WNHbI YCTPOMCTB BbibepuTe

H)DKHbII;I Knacc N HaXKMUTE KHOTMKY =+,

tbopMMponal-me CMNUCKa BaGIIOKI/IpOBaHHbIX LWWH yCTpOﬁCTB

1. YT06bI 326/10KMPOBATH LMHY MONHOCTLIO WAV HEKOTOPbIE YCTPOWCTBA Ha LUMHE, B CTo/bLe

Bnoknpyemble WHWHbI HAaXMUTE KHOTKY /.

2. B oTkpbIBLUEMCS OKHE BblibepUuTe HEOOXOAMMbIE KNACChbl YCTPOMCTB. s 610KMPOBKIN BCEN LLUWHBI
BblbepuTe BCe Knacchbl n3 cnmcka. Haxmute OK.

3. YT06bI pazbnokmpoBath LWKHY, B OkHe K/iacchbl U WIKMHBI YCTPOMUCTB BbiGEpUTE HY>KHYHO LUMHY U
HaXkMuTe KHomKy 2/,
4. YTobbl OTPEAAKTMPOBAThL CMNCOK 3aBN0KMPOBaHHbIX KNacCOB Ha KOHKPETHOM LUMHE, HaXMuTe

KHOMKyY 2/,

| Mpw akTMBaL MM BIOKMPOBKM yXKe MOAKIHOUYEHHOro YCTponcTBa TpebyeTcsa mbo
NMOAKNHOUNTL YCTPOWCTBO 3aHOBO, IMHO Mepesarpy3nTb KOMMboTep. baoknposka
paboTaeT TONbKO ANs YCTPOMWCTB, MOAKIFOUEHHBIX MOCAE aKTMBaLMK GYHKLMN.

Besnbiin CNNCOK YCTPOUCTB

Ecam Bbl orpaHnumnam foctyn K KakuM-ambo Knaccam AW LMHaM YCTPOWCTB, Bbl MOXETE OTAE/IbHO
paspeLunTb AOCTYN K ONpeAeneHHbIM YCTPOCTBaM, 406aBmB UX B Besblii cncok. Takxe B H6enbii
CMMCOK MOXHO A06aBWTb KOHKPETHOE YCTPOMCTBO, UTOObI HE NPOBEPATL €ro Ha Haanyme BadUSB-
yA3BUMOCTM.

A o6aBneHune ycrponctea B 6enbiii cnncok

1. Bkatoumte onuuio benbii cNMMCOK YCTPOMUCTB (ONLMA CTAHOBUTCA aKTUBHA, €CIN 3aaHbl
OorpaHuyeHus).

2. [na popMmUpoBaHUA CnvcKa yCTPOUCTB HaxkmuTe U3SMeHUTb.

PyKOBOACTBO nosab3oBaTtensd
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3. Y6eputech, UTo YCTPOMCTBO MOAKAHOUEHO K KOMMbIOTEPY.

4. Haxmwute KHOMKY ® B oTKpbIBLUEMCA OKHE HaxmuTe KHOMKY O630p 1 BbibepuTe Hy>KHOe
ycTponcTBo. Bocnonb3syitecb GuabTpoM, UTo6bI B Tabanue oTobpasnamncb ToNbko
NOAKNHOUEHHbIE WM TOIbKO OTKIKOUEHHbIe yCTpolicTBa. Haxmute kHonky OK.

5. AndA ycTponcts ¢ GpainioBON CUCTEMOWN Bbl MOXKETE HACTPOUTb NpaBmaa focTyna. [as 3toro B
ctonbue MpaBuno Bbibepute 0AMH 13 pexxumoB: PaspewaTtb Bce nav Tonbko uteHue. Y1obbl

AOGBBVITb HOBOE€ NpaBuIO AN KOHKPETHOTO NoAb30BaTe/iaA, HAXXMUTE ® YT006bI YA3aNnTb

npaBwNoO, HAXXMUTE .

6. YTObbI COXpaHUTb M3MeHeHus, HaxxmuTe OK. YTo6bI BbIMTM U3 OKHa, HE COXPaHAN N3MEHEHW,
HaXkmunTe OTMeHUTb. Bbl BepHETECh K BEI0MY CMINCKY YCTPOMCTB.

7. [na Toro uto6bl OTPEesakTMPOBaTb HABOP NpPaBuUA ANA YCTPOICTBA, BbIbEpUTE €ro B Crncke u

Ha>XXMute .

8. YT0obbl yaanutb Habop NpaBua ANa YCTPOWNCTBA, BbIbepUTe ero B CNMNCKE U HAXXMUTE .

10.8. lonosAHNTEeNbHO
B faHHOM pa3gene 3a4at0TCA A3bIK NPOrpaMMebl, NapameTpbl XXypHana v KapaHtuHa.

Bbl MOXKeTe BbIbpaTh M3 BbiNajaroLLero cnvcka A3blk nporpaMmmbl. CMCoK A3bIKOB NMOMOHAETCS
aBTOMaTUYECKUN U COAEPIXKUT BCe JOCTYMHbIE Ha TEKYLLUIA MOMEHT JIoKaan3auum rpadpuyeckoro
nHTepderica Dr.Web.

ﬁ DrWeb > Hactpoiikn > OcHoBHbIE > JononAHWTENBHG — O X

@ OcHoBHbIE JononHutensHo

Azbik
YeenomneHuA

Pycckuid v

OBHoOENEHME

CeTb HKypHan

: Hacrpoiku no ymonuaHuw  VzveHnTs
CamosawmTa P y

DrWeb Cloud KapaHTuH

an oﬁHapyerHH YrpPeo2 Ha CeeMHOM HOCHMTEeNe CO344BaTe Ka2aHTWUH Ha TOM e
HOCHTEene

AHTMBMpPYCHaA CETb

YctpoiicTea CI) oma

JononHutensHo

)

PucyHok 29. lononHuTeNbHble HaCTPOMKN

PykoBoacTBO nosb3oBatens
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Hactpoiikmn XXypHana

,ﬂrﬂﬂ ynpaBaeHua HaCTpOIZKaMM KypHana HaXXMUTe COOTBETCTBYHOLLYHO KHOTMKY N3meHnTDb.

A

Mo ymonuaHuto daibl XXypHana MMeOT OrpaHnYeHHbI pa3mMep, paBHbin 10 Mb (ana
komnoHeHTa SplDer Guard — 100 MB). MNMpw npeBbIlLeHM MaKCUMabHOrO pa3mMepa
darin XXypHaia ypesaetca Jo:

e 33/laHHOrO pa3mMepa, ec/iM MHPOPMaLKMS, 3anNncaHHas 3a CECCUIO, He MpeBbILlaeT
pa3peLLeHHbIN pa3mep;

e pa3mepa Tekyllen ceccum, ecam nHbopmaums, 3anmcaHHas 3a Ceccuto, NpeBbiliaeT
pa3peLUeHHbIV pa3mep.

PyKOBOACTBO nosab3oBaTtensd
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Mo ymonuyaHuto ana Bcex komnoHeHToB Dr.Web >xypHan Begetca B cTaHAapTHOM pexxunme,
dvkcrpyroLwem ceayrowyro nHGOpMaLLmio:

KomnoHeHT

SplDer
Guard

SplDer Malil

SplDer Gate

CkaHep

BbpaHngmaysp

Ob6HoBNeHMe
Dr.Web

Cnyxba
Dr.Web

Nudopmauns

MpoBeaeHve 06HOBNEHNI, 3aNycK K OCcTaHOBKa cTopoxa SplDer Guard, BupycHble
cobbITUA, AaHHble O NpoBepsemMbIX dannax, MMeHax ynakoBLMKOB U COAEP>KMMOM
NpoBepsAeMbIX COCTaBHbIX O6BEKTOB (apXMBOB, $paliioB INEKTPOHHOW NOYTbI UM
balinoBbIX KOHTENHEPOB).

PekomeHayeTCs MCMOAb30BaTh 3TOT PEXNUM ANA onpejeneHns ob6bekToB, KOTOpble
ctopox SplDer Guard nposepsieT Hanbosiee yacto. Mpn HEOBXOANMOCTU Bbl MOXETE
[06aBUTb Takme 06BEKTbI B CMUCOK UCKIHOUYEHWI, YTO MOXET CHM3UTb Harpy3ky Ha
KOMMbloTEp.

MNpoBeseHe 06HOBAEHWI, 3aMyCK U OCTaHOBKa NOYTOBOro ctopoxa SplDer Malil,
BMPYCHble COBbITUS, MapaMeTpbl MepexBaTa COeAVHEHWH, a TakKe JaHHble O
nposepsieMbIxX Galinax, MMeHax yrnakoBLLMKOB U COAEP>XKMMOM MPOBEPSEMBbIX
apX1BOB.

PeKomeH,qyeTcn MCMONb30BaThb 3TOT PEXKMM 414 MPOBEPKN HACTPOEK NnepexsaTa
COG,EI,VIHeHVIVI C MOYTOBbIMK CEpPBEPAMMN.

MNpoBeseHve 0BHOBAEHWIA, 3aMycK U OcTaHOBKa Beb-aHTuBMpYca SplDer Gate,
BMPYCHble COBbITUSA, MapaMeTpbl NepexsaTa COEANHEHWN, a TakkKe JaHHbIe O
npoBepsieMbIx dhanaax, MMeHax ynakoBLMKOB U COAEP>XKMMOM MpPOBEPSEMbIX
apXVBOB.

PekoMeHayeTca Mcnoab3oBaTb 3TOT PeXnM Ana noayveHuns 6onee getanbHoOwM
MHPOPMaLMKN O MPOBEPEHHbIX 0bbekTax 1 paboTe Beb-aHTMBMpPYCa.

B saHHOM pexxvme B XXypHane GUKCMPYrOTCA Takne cobbITusA, Kak npoBedeHue
obHOBNEHMI, 3anyck 1 octaHoBka CkaHepa Dr.Web, o6Hapy>keHHble yrpo3bl, a Takxe
JaHHble 06 MMeHax ynakoBLLMKOB 1 COAEP>KMMOM NMPOBEPSEMbIX apXVBOB.

B ctaHgapTHOM pexxvmMe bpaHamaysp He BegeT dalin xypHana. MNpu BkAtOUYEHUN
pexwvmMa BejeHNa NogpobHOro XypHana cobuparoTca AaHHble O CeTeBbIX NakeTax
(pcap-norn).

Cnvcok obHoBAeHHbIX dainnos Dr.Web u ctatychl nx 3arpysku, HPopmaums o
paboTe BcnomoraTenbHbIX CKPUMNTOB, JaTa ¥ Bpemsa NpoBejeHna 0bHOBAEHMS,
MHPopMauus o nepesanycke kKomnoHeHToB Dr.Web nocie ob6HoBneHUs.

NHdopmaumsa o komnoHeHTax Dr.Web, n3meHeHne HacTpoek KOMMOHEHTOB,
BK/IFOUEHME W BbIKIHOYEHME KOMMOHEHTOB, COObITUA NPEBEHTUBHOW 3aLLynThbl,
NOAK/IHOUEHME K aHTUBMPYCHON CETU.

PyKOBOACTBO nosab3oBaTtensd
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Co3aaHue gamMnoB NamMAaTH

Hactpoiika Co3gaBaTb Aammbl NaMATU NPU oWIM6Kax NPOBEePKU NMO3BOAET COXPAHATb
none3Hyto MHPopmaLumo o paboTte HeKOTOpPbIX KOMMOHeHTOB Dr.Web, 4to no3BoauT cneumanmctam
KomnaHum «[JokTop Beb» B ganbHenwem npoBectn 6oaee NOJHbIV aHain3 npobaembl u
NPeanoXuTb ee pelleHve. PekoMeHAyeTcs BKAHOYaTb AaHHYH HAaCTPOMKY Mo Npockbe COTpyAHMKOB
TEXHUYECKOW NoAsep>KKU «[lokTop Beb» nav npu BO3HMKHOBEHUM OWMBOK NPpoBepKU Gaiaos nam
obe3BpexunBaHusa yrpos. Jamn namati coxpaHsetca B Buae daina ¢ pacwmpenvem .dmp B nanke %
PROGRAMFILES%\Common Files\Doctor Web\Scanning Engine\.

BkatoueHune noapo6HbIX XKypHanoB

& Mpw BegeHMM NOAPODBHOrO XypHaia GUKCUPYeTCs MaKCMMabHOE KOIMYeCTBO

: MHPopMauun o pabote koMmrnoHeHTOB Dr.Web. 310 nprBegeT K OTKIHOUEHMIO
OorpaHnYeHns Ha pa3mMep GaraoB XypHana U CHU3UT MPOU3BOAUTENBHOCTb PaboThl
Dr.Web 1 onepaLoHHol cuctembl. Icnonb3oBaTh 3TOT PeXXUM CleayeT TONbKO npw
BO3HWKHOBEHWN Npobiem B paboTe KOMMOHEHTOB MW MO NPOCbHe TEXHUYECKOW
noAsep XK1 KomnaHum «loktop Beb».

1. YTO6bI BKIOUUTL PEXMM BefeHNs NOAPOBHOrO XypHana AN O4HOro 13 KOMMoHeHToB Dr.Web,
yCTaHOBUTE COOTBETCTBYHOLLMI PAAXKOK.

2. Mo ymonuyaHuo NoAPO6GHBIN XypHaN BeAETCA 0 NepBON Nepesarpy3ky onepanMoHHOM
cuctembl. Ecv HeobxoanMO 3adurkcnpoBaTh NOBeAEHVE KOMMOHEHTa B MEPUOA 4O M Nocae
nepesarpysku, yctaHoBute dnaxok MpogomkaTe BecTM Noapo6HbIN XXypHan nocnae
nepesarpy3ku (MCNoNb3yuTe TO/LKO MO 3anpocy TeXHUYECKOW NoaaepXKKu KOMMaHum
«[lokTop Be6»).

3. CoxpaHute n3aMeHeHus.

Hacrpoiikmn kapaHTUHa

Bbl MOXeTe BKIHOUNTL OMLMIO, KOTOPas OMNpeaensieT PexnuM U30AALNM 3apaxkeHHbIX 06beKTOB,
0BHapy>KeHHbIX Ha CbeMHbIX HocuTensx. MNpun BKAKOYEHMN 3TOM ONuum NofobHbIe yrpo3bl
NMOMELLLAtoTCA B Manky Ha TOM >e HocuTene 1 He wudpyroTcs. MNpu 3TOM nanka KapaHTWHa co3zaeTcs
TOJIbKO B TOM C/lyYae, eC/iv BO3MOXHA 3anncb Ha HocuTeb. Vicnoib3oBaHWe OTAeNbHbIX Narnok v
0TKa3 OT LWNGPOBaHMA Ha CbeMHbIX HOCUTENAX MO3BOAET NPEeAOTBPATUTL BO3MOXKHYIO MOTEPHD
AaHHbIX. Ecv onuua BbikaroUeHa, 06Hapy>KeHHas yrpo3a nepemelLaeTcs B KapaHTUH Ha IOKalbHOM
auncke.

PyKOBOACTBO nosab3oBaTtensd
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11. PoanTtenbCcknini KOHTPOb

C nomolbto Moayns Poantenbckinii KOHTPOIb OCYLLECTBASETCA YrpaBaeHWe JOCTYNOM
nonb3oBaTenen kK cavtam, Gpaiinam v namnkam, a Takxke KOHTPOIMPYETCA BpeMs paboTbl B CETU
VHTepHET 1 3a KOMMNbIOTEPOM ANA Kaxaon yueTHon 3anucy Windows.

YT06bI HacTpOUTb PoanTENBCKMIA KOHTPOIb, OTKpOWTE MeHto Dr.Web i, 3anyctute HacTpoiiku {E‘}
B pexxumMe asiMuH1CTpaTopa u Bbibepute pa3zen Poanrenbcknii KOHTPOb.

OrpaHuyeHne focTyna K pecypcam NokanbHON GpannoBor CUCTEMbI MO3BOISET COXPaHUTb
LLeNIOCTHOCTb U KOHOUAEHLMANBHOCTb BaXHbIX AaHHbIX W 3aLUUTUTL Gaiiibl OT 3apadkeHus.
CyLuecTByeT BO3MOXHOCTb 3alL1Thl Kak OTAe/bHbIX GaioB, Tak 1 Nanok LeJNKOM, PacrnoioXeHHbIX
Kak Ha JIOKaNbHbIX AMCKaX, Tak U HAa CbeMHbIX HOCUTENAX MHGOPMaLMN.

KoHTposib f0CTyNa K MHTEPHET-pecypcamM NO3BOISET Kak OrpajuTb MNoJb30BaTeNeN OT NPOCMOTPOB
HeXenaTe/lbHblX CalTOB (CalNTOB, MOCBALLEHHbIX HACUAMIO, @3aPTHLIM Urpam W T. M.), Tak U pa3peLLnTb
No/Ib30BaTe/0 AOCTYN TONbKO K TEM CaiiTaM, KOTOpble OnpeAeneHbl HacTpOoKaMu MOAy s
PoaunTenbckunii KOHTPOb.

PyKOBOACTBO nosab3oBaTtensd
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11.1. Hactpoiika moaynsa Poantenbcknic KOHTPOJIb

,qflﬂ AO0CTyrMna K HaCTpOl‘/lIKaM Moayna PO,CI,I/ITG)'IbCKI/IIZ KOHTPOJIb 3arnpalnBaeTca naposib,

S eCc/in B pasjene HaQTpQVIKM Bbl BKJIOYWIN Oonunto 3au.|,uu.|,a1'b naponem HaCTpOFIKM
Dr.Web.
ﬁ DrWeb > Hactpoiikun > PoguTensckwi konTpone > alex_ — O x

(© Poautensckmin ViHTepHeT
KOHTPOJIb

Hacrpoiite pexum goctyna k eeb-calitam, a Takke 2aaaiTe Genbii 1u YepHLIA
CMMCKKM pecypcoB

1 alex_ Bez orpanuueHuin WzmeHnTs

Bpems
3a,ﬂ,aﬁTE EeMA MCNOAL30EaHWA KOMMNBHITERE M MHTEPHETA

OTin. MameHnTs

dannbl U Nanku

3abBAokMpyATe MCNONL20BAHWE OTAENEHBIX GaANoE W NanoK

OTren. WzmeHKWTE

PucyHok 30. Hactpouku moayna PoauteibCKuMii KOHTPO/Ib

HaCTpOﬁKa napamMeTpoB MmoAynAa POAI/ITe.ﬂbCKVIFI KOHTPOJ1b A1 Pa3HbIX nosb3oBaTtenen

BbibepuTe B N€BOM NaHen UMs NO/b30BaTeNs, ANl KOTOPOTrO Bbl XOTUTE HACTPOUTb OrPaHNYEHNS
AocTyna. B ocHOBHOWM YacTh okHa oTobpakatoTca 3af,aHHble A1 3TOro MOJIb30BaTeNA HAaCTPOMKMN.
Mo ymonyaHWio BCEM MOJIb30BaTeNeM KOMMbIOTepa pa3peLLeH HeorpaHMUYeHHbI 40CTyn K
pecypcam cetn VIHTepHEeT 1 K oKa/lbHbIM pecypcam, OrpaHnyeHns No BpemeHn paboTbl
OTCYTCTBYIOT. [l U3MEHEeHWs HacTpoek HaxmMmuTe M3MeHUTb HanpoTUB HY>KHOW BaM OML UK.

f E HoBble noab3oBaTenmn OTO6pa)KaI-OTCFI B CMNCKe TONIbKO MocJjie TOro, Kak BbIMOJIHAT
= I'IepBbIl‘/lI BXO/ B CBOHO YY€THYHO 3aMnunchb.

PykoBoacTBO nosb3oBatens
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BbicTpaa HacTpoiika

o

Mpw HaxaTM KHOMKK 2 MOABMTCA MEHIO, KOTOPOE NO3BOJISET:

e CKOMMPOBATb HACTPOMKMN OLHOTO NOJIb30BATENS U MPUMEHUTb X K APYrOW yUYeTHOW 3anucu. [ns
3TOro BOCMosib3yitech NyHkTaMy KonupoBatb HacTpoiiku 1 Mcnonb3oBaTh CKONUPOBaHHbIE

HaCTPOWKM;

e OTK/IHOUUTb PoanTENbCKNIA KOHTPOb A1 BbIBpaHHOTrO nosib3oBaTens. [1ns 3Toro Bbibepute NyHKT
OTkntountb Poautenbckuii KOHTposb. C MOMOLLbIO 3TOTO Xe MEHK Bbl MOXeTe CHOBaA
BK/IOUNTb POANTENBCKMI KOHTPOIb, MPY 3TOM BCE HACTPOMKMN COXPaHAROTCS.

i'i Bbl MOXeTe HacTpoUTL BbIBOA YBEAOMIEHWI O AeACTBUAX MOAYNA
: PoanTtenbcknin KOHTPOJ/Ib Ha 3KPaH 1 OTMNPaBKy 3TUX YBEAOMAEHUN Ha SNEKTPOHHYHO

nouTy.

11.1.1. NHTepHer

Mo ymonuaHWiO A/ BCEX MNOJIb30BaTENEN YCTAaHOB/EH pexyM be3 orpaHuueHnid. [Ins nameHeHus
HacTpoek, B BbiMajatoLLemM Crncke Bbibepute Apyrom pexxmm.

BnokupoBaTb Mo KaTeropusam

OZAWH 1 TOT Xe CalT MOXeT ObITb OTHECEH CPa3y K HECKOJIbKUM Pa3/IMyHbIM KaTeropusam. B stom
cnyyae Moay b Poauntenbckmii KOHTPOIb 6GIOKMPYET AOCTYN K CalTy, €M OH NonajaeT xoTa Obl B
OJHY W3 KaTeropui, BKIHOUEHHbIX A5 3anpeTa A40oCTyna.

B 3TOM pexuMe Bbl MOXeTe yKasaTb KaTeropum Tex pecypcoB, AOCTyN K KOTOPbIM Bbl XOTUTE

OrpaHnNYnTb:

Kateropusa
Cantbl gs
B3POC/bIX
Hacuane

Opyxue

A3zapTHble Urpsl

OnucaHune

CanTbl, cogepKallyme MaTepuasbl MOPHOrpadUUeckoro nam 3poTMUYecKoro
CoZlep>KaHWs, CaiTbl 3HAKOMCTB U T. J.

Canrtbl, cojep>Kalme npursbiBbl K HACUJINKO, MaTepPKaibl O Pa3INYHbIX
npouncllecTBMAx C 4enoBevYeCkMMun XxXepteamMmum 1 T. 4.

Cal‘/’ITbI, NOCBALLEHHbIE OPY>XUKO U B3pPblBYATbIM BeLLECTBaM, a TakKxXXe MaTepuanbl
C ONMCaHNeEM X N3roToBAEHNA N T. A.

CanTbl, Ha KOTOPbIX pa3mMeLleHbl OHﬂaVIH-VIprI Ha AE€HbIN, UHTEPHET-KAa3nHO,
adYKLUWMOHDbI, a TakKXe NpuHMaroLwmne CtTaBkm U 1. 4.

PyKOBOACTBO nosab3oBaTtensd
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Kareropusa

HapkoTunku

OHnariH-unrpsl

Teppopusm

HeueH3ypHas

JIEKCUKa

YaThbl

DNEeKTPOHHasn
noyTta

CoumanbHble
cetn

AHOHMMa3epbl
Mynel gna

J06bIuK
KpUATOBaAMtOT

PoauTenbckunii KOHTPOJIb

OnucaHune

CanTbl, NponaraHampytowmne ynotpebieHue, N3rotoBaeHne nam
pacnpocTpaHeHe HapKOTUKOB U T. 4.

CalTbl, Ha KOTOPbIX Pa3MelLLeHbl UTPbl, UCMONb3YHOLME MOCTOAHHOE COeANHEHNE
C NHTEPHETOM.

Canrtbl, cojep>alme Mmatepmanbl arpeCCMBHO-arMnTaulMOHHOIO XapakTtepa,
OonncaHmnA TepakToB U T. 4.

CalTbl, Ha KOTOPbIX COAEPXKUTCS HELLEH3YpHas Jiekcuka (B Ha3BaHUAX Pa3jesos,
CTaTbax u np.).

Cantbl Aana obmeHa COO6L1J,€HVIHMVI B peXnme peaibHOro BpeMeHu.

Cantbl, npejocraBadrowine BO3MOXHOCTb becnnatHom perncrtpaynn
INIEKTPOHHOIo NOYTOBOrO ALMKa.

CoumanbHble ceT 06LLEro xapakTepa, 4e/0Bble, KOPNOpPaTUBHbIE U1
TeMaTUyeckve colnanbHble CeTH, a Takke TeMaTMyeckme CanTbl 3HAKOMCTB.

CaiTbl, NO3BO/IAOLLME NMONb30BATENO CKPbIBATh CBOK JIMUHY MHOOPMALIMIO U
NnpesoCTaBAAOLLIME AOCTYN K 3a6N0KMPOBaHHbLIM CalTaM.

CalTbl, NpeaocTaBaAstoLME JOCTYN K CepBMCaM, 06beANHSAOLWUM NOJIb30BaTesen
C Uuenbto Job6blYM (MaHWHIa) KPUMTOBAIOT.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ DrWeb » Hactpoiikun > Pogurensckwii konTpone > alex_ > MHTepHer — O x

Pexxum paboTsbl

BaokupoBaTe No KaTeropyam v

WuTeprer [v] Caiitel ans ezpocasix [+ Teppopuam

[¥] Hacuaune [¥] Heuenzyphan nexcuka
Bpems

[l Opyxue [T 4atwm
Darns v Nanku [ AzapTHele urpes [7] 3nekTporHan nouta

[v] HapkoTuku [7] CoumaneHeie cetn

[[] Ownaidn-vrpe [T] Anonumaiizepel

[[] Nynw ans aoBeiun kpunTosanaT

Benklil N YepHBIA CNWCKHM...

bezonacHbIr novck

ABTOMaTHUYECKW BKAKIYATE (IJyHKLI,HPCI Hez0MacHOro NOMCKa B NMOWCKOELIX CUCTEMAX

@ B«

PucyHok 31. Hactpoiika goctyna B lHTepHeT no KaTeropmMsam camTos
[na 3anpeta goctyna K pecypcam Tpebyemor KaTeropmm yCcTaHOBUTE COOTBETCTBYHOLLNIA BAaXKOK.

Tak>Ke B 3TOM pexXume Bbl MOXEeTe CaMOCTOATEIbHO YKa3blBaTb CalThbl, 4OCTYN K KOTOPbIM Oyaet
3anpeLLaTbCs WK paspeLuatbCci BHE 3aBUCUMOCTN OT APYTUX OrpaHUYeHNIA:

e YTObbI 3a6l'IOKI/1pOBaTb L4OCTyn K ca17|Ty, He OTHOCALLEMYCA HUN K OAHOVI M3 yKa3aHHbIX KaTeFOpI/II‘/JI,
ero aiegyet BKJ4YUTb B NMoJIb30BaTE/IbCKUIA qepr|17| CMnCoK.

e YTOObI NPUHYAUTENBHO Pa3peLUnTb AOCTYM K CaTy, HECMOTPA Ha TO UTO OH OTHOCUTCA K KaKOW-
NMBO M3 HexxenaTesbHbIX KaTeropuK, ero cnesyer BKAKUKTb B NMOJIb30BATENbCKUIA BeNbIN CNCOK.

bnoknpoBaTtb BCé, Kpome caiiToB u3 6es10ro cnucka

B 3TOM pexuMe 3anpellaetcs 4OCTyn KO BCeM Beb-pecypcam, KpoMe yKa3aHHbIX B 6e10M crivcke
canToB.

Be3sonacHbI NONCK

B ntobom m3 pexmmoB, Kpome pexxuma bes orpaHUUeHUA, Bbl MOXETE BKIKOUNTD OMLUIO
Be3onacHbI NOUCK, KOTOpas BAVSET Ha Bblgayy pe3y/ibTaToB MOWUCKOBbIX CUCTEM. ITa GYHKLUA
NMO3BO/IAET UCKNHOUNTb HEXENaTe/lbHble PEeCypPCbl U3 pe3ybTaTOB MOWUCKA, UCMO/b3ys CPeACTBa
MOWCKOBbIX CUCTEM.

ﬂrﬂﬂ aKTMBaunn q)yHKLI,I/II/I Be3sonacHbIV Nnouck yCTaHOBUTE NepekroyaTe/ib B COCTOAHUE Bkn.

PykoBoacTBO nosb3oBatens
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Poautenbckuii KOHTPOIb

B aTom okHe 3a4ak0TCA CNUCKN CaIZTOB, AOCTYyNn K KOTOPbIM pa3speLlaeTca nanm 6J10KVIpyeTCF| BHE

3aBUCMMOCT/ OT OCTasibHbIX HaCTpPpOeK MoAy A POAVITGIIbCKVIVI KOHTPO/JIb.

[Ans paboTbl € 6ebIM 1 YePHbIM CMMCKaMUN HaXKMUTe KHOMKY benbii n yuepHbIA cnucku.

m DrWeb > Hactpoiikun > PoguTenscknii konTpone > alex_ > ViHTepHer

Benbit cnuncok

drweb.com

OK | ‘ OTMEHNTL

©

UepHbI cnncok

drw.sh

PucyHok 32. ®opmupoBaHue 6e10ro n 4YepHoOro cncKoB

Mo YMOAYaHNIO CMUCKK NYCTbl. an/I HGO6XO,£I,I/1MOCTVI Bbl MOXETE AO6aBVITb agpeca canToB B 6enbli

WA YEPHDIN CMINCOK.

®dopMupoBaHMe cNUCKa AOMEHHbIX aApecoB

1. BBeauTe JOMEHHOE UMS AN YacTb JOMEHHOIO UMEHU caiTa B nosie benblit cnucok nav
YepHbIA CNNUCOK, B 3aBMCMMOCTM OT TOFO, XOTUTE /Y Bbl Pa3peLLnTb WAv 3anpeTuTtb A0CTyn K

HEeMY COOTBETCTBEHHO!

e 4TO6bI 4O6ABUTL B CMINCOK OMPEAENEHHbIA CalT, BBEAUTE ero agpec (Hanpumep,
www . example . com). loCTyn KO BCeM pecypcam, pacrnoioXeHHbIM Ha 3TOM calite, byaet

onpeAensTbCs JaHHOW 3amnnchbio;

e UTOObI pa3peLwmnTb AOCTYMN K TEM caiiTaM, B apece KOTOPbIX COAEPIXKUTCA OMNpeseNeHHbll TeKCT,
BBEAWTE B MOJIe 3TOT TEKCT. [prMep: ecav Bbl BBEAETE TEKCT example, TO AOCTYN K agpecam
example.com, example.test.com, test.com/example, test.example222.ru n 1. n. 6yser

onpeAensTbCs JaHHON 3amnnchbio;

e UTOObI pa3peLmnTb AOCTYN K ONPeAEeNeHHOMY AOMEHY, YKaXuTe UM OMEHa C CUMBOJIOM «.».
B Takom cayuae f0CTyn KO BCEM pecypcaM, HaxoAAaLLMMCA B 3TOM AoMeHe, byaet

PyKOBOACTBO nosab3oBaTtensd
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onpeaensTbCs AaHHOM 3anucbro. Ecam npu ykasaHum fomMeHa UCnosib3yeTcs CUMBOA «/», TO Ta
YacTb MOACTPOKM, YTO CTOWT CIEBA OT CUMBOJIA «/», ByeT CUnTaTbCA AOMEHHBIM UMEHEM, a
YacTn cnpaBa OT CMMBOJIa — YacTbiO Pa3peLLUeHHOro Ha AaHHOM JoMeHe agpeca. Mpumep:
€C/ Bbl BBeAETe TEKCT example.com/test, To ByayT obpabaTtbiBaThCA Takme agpeca Kak
example.com/test11, template.example.com/test22 u . n;

e yTO6bI 4O6ABUTHL B UCKIOUEHNA ONPeAENeHHbIE CaliTbl, BBEAWTE ONPeAENAOLLYIO UX Macky B
nose BBoga. Macku gobasnstotca B dopmate: mask://. ..

Macka 3asaeT 06LLYyH YacTb UMEeHM 0O6beKTa, NPU 3TOM:

5 CUMBOA «*» 3aMeHsIeT Nt0OYHO, BO3MOXHO MyCTyHO, MOCAeA0BaTENbHOCTb CUMBOJIOB;

5 CUMBOJ «?» 3aMeHseT 060, B TOM Yncae NycTon, HO TOIbKO OANH CUMBOJ.
Mpumepsl:

o mask://*.ru/ wam . ru — ByAyT OTKPbIBATLCA BCE CalTbl B 30HE .Iy;

s mask://mail — ByAyT OTKPbIBATLCSA BCE CalTbl, B KOTOPbIX COAEPXUTCA cnoBo "mail";

o mask://?22.ru/ wm . ru — 6yayT OTKPbIBATLCA BCE CalTbl 30HbI .F'U, UMEHa KOTOPbIX
COCTOSAT U3 TPEX WAV MeHee 3HaKOB.

BBeseHHas cTpoka npu o6aBaeHNM B CMUCOK MOXET BbITb MpeobpasoBaHa K YHUBEpPCalbHOMY
BuAay. Hanpumep: agpec http://www.example.com 6yaet npeobpasoBaH B 3anucb
www.example.com.

-

2. Haxmure KHOMKy

~/, 4TO6bI L06aBUTb AaZPEC B CNINCOK.

3. YT106bl yAanmuTb aapec U3 Crvcka, BbIGEPUTE €ro B CMIMCKE M HaXKMUTE KHOMKY =,

4. Mpu HeobxoaMMOCTM NoBTopUTe Warn 1 1 2 ana fo6aBAeHUs APYTUX PECYPCOB.

11.1.2. Bpems

B 3TOM pa3zene Npom3BOAUTCA HACTPOWMKA OrPaHMYEHNIA MO BpeMeHM paboTbl Nosb3oBaTeNen 3a
KOMMbOTEPOM U B ceTn HTepHeT.

Mo ymonyaHWio Noab3oBaTensM paspeLlleHo paboTaTb 3a KOMMNbIOTEPOM 1 B ceTh HTepHeT
HeorpaHW4YeHHoOe Bpems.

Bbl MOXeTe Ha3HauWTb OrpaHMYeHne No BpeMeHn paboTbl A1 NOb30BaTeNEN, KakK UCMOb3ys
TabanLy C BpeMeHHbIMU KBaZpaTaMu, Tak U PEXMM HaCTPOMKMN MHTEPBaNbHOTO OrpaHNYeHus
BpPEMeHM.

OrpaHuuyeHne BpeMeHU JocTyna B peXxume 1abaunubl

1. BbibepwuTe AHM Heaenu 1 vackl, Koraa TpebyeTcs 3anpeTuTb NONb30BaTENtO BbIXOS B VIHTEpHET, u
Bbl€/IMTe COOTBETCTBYHOLLNE BPEMEHHbIE KBaZpaTbl CUHUM LIBETOM:
e UTOObI BbIAEINTL OAMH KBaApaT, WeAKHUTE MO HEMY OAMWH Pa3 IEBON KHOMKOW MbILUW;

e 4TOObl O4HOBPEMEHHO BbIAENNTb HECKOIBKO PACMOIOXEHHbIX PAAOM KBaZpaToB, OANH pa3
L EeNKHUTE NIeBOW KHOMKOM MbILLIW MO NEPBOMY KBaApaTy W, YAep>KMBas KHOMKY HaXaTown,
BblAEINTE BECb HEOOXOAMMBI NepUoa,.
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2. BbibepuTte AHW Heaenn 1 yackl, Korga TpebyeTcs 3anpeTutb Noab3oBaTento paboTy 3a
KOMMbIOTEPOM, U BblAEINTE COOTBETCTBYHOLLME BPEMEHHbIE KBajpaTbl KPAaCHbIM LIBETOM:

e UTOOBbI BblAENNTb OAVH KBaApaT, ABa>KAbl LLENKHUTE MO HEMY NeBOW KHOMKOW MblILLW;

e UTOObl O4HOBPEMEHHO BbIAENNTb HECKO/ILKO PACMOIOXEHHbIX PAAOM KBaApPaToOB, ABaX/bl
LeNKHUTE NIeBOW KHOMKOM MbILLIW MO NEPBOMY KBaApaTy W, YAep>KMBas KHOMKY HaXaTown,
BblZEINTe BECb HEOOXOAMMBI NEepUoa,.

Bbl MOXeTe TakXKe co34aBaTb Pa3Hble HACTPOMKM A1 OAHOTO MOb30BaTENs, COXPaHAN UX B
npoduan. JaHHas onums byaet yaobHa, ecv Bam NOHaz00buTca nepruoanyeckm MeHATb HaCTPO KM
Ha Apyrve npesonpeseneHHble 3HaYeHnsa (Hanpumep, 3aZaBaTb Pa3Hble OrpaHMYeHs BO Bpems
y4ebHOro rozia 1 WKOAbHbIX KaHWKY).

Co3zaaHue u usMmeHeHue Npopu/ia HacTpoek

Bbl MOXeTe M3MEHUTb MOJIb30BaATE/IbCKUM I'IpOd)I/IJ'Ib HaCTpPOEK nanm co3aaTb HOBBbIN.

o,

1. [N co3AaHnsi HOBOTO NPOGUAS HaXMMTE KHOMKY '/ 11 3agaiiTe uma npoduns. Haxmure OK.
2. [Ina n3MeHeHnsa Nonb3oBaTeNbCKOro NPpoduisa BbibepuTte ero 13 cnmcka.

3. Tocne 3TOro BHecuTe HEOHXOAMMblE M3MEHEHUNA B TabauLLy.

Mpwu BbIGOPE Npodrns bes orpaHMUEHU 11 BHECEHUN U3MeEHeHWI B Tabanuy npodwuab byaet
aBTOMaTMYeCKM 3aMEHEH Ha NOJIb30BaTeNbCKMN.

I/Il-rrepBaanoe orpaHunyeHue BpeMeHun

Ecan BbI XOTWTE 3a4aTb, CKONbKO BPEMEHM B leHb MOXHO paboTaTb 3a KOMMbIOTEPOM, BaM MOXET
6b1Tb ya06eH pexxum UHTepBanbHOe orpaHnveHne BpemeHn. O6patnte BHYUMaHme, YTo B 3TOM
pexXunMe, B OTANUME OT pexxuma TabauLbl, HeNb3A 3aaBaTb OrpaHNYeHme No BpemMeHn paboTbl B
cet ViHTepHer.

PyKOBOACTBO nosab3oBaTtensd
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ﬂ DrWeb » Hactpoiikun > PoguTensckwid konTpone > alex_ > Bpema — O x

WuTeprer

Bpems

Dainbl ¥ Nanku

OrpaHuyeHune BpemMeHw

MHTEF)EEJ']I:-HOE OrpaHUYeHne BpeMeHn W

MNoHesenbHWK — NATHMLA

E OI'pSHHLWITb WMCNONBZOEaHWE KOMOBHTEDAE 40. 3 YacoE B AeHb b

Cy660T1a 1 BockpeceHbe

D OI’pEHHMI"ITb WMCNONL3I0BaHWE KOMOBHITERA 40. 3 J4acoe B AeHk b

HouHoe Bpems

[+] 3anpewats goctyn k KomnskTERY B | 23.00 = | ) | 700 = |
OMpeAeneHHsIe Yackl © BOCKPECeHbA No YeTBepr he b

[] 3anpewats aocryn k komnslaTepy B | 5300 * | | 200 * |
OMNpeaeneHHsIe Yacs! B NATHALY W cyBBoTy = =

PlllcyHOK 33. YHpaBneHMe OorpaHnyYeHnAMn BpemMmeHun pa60'rb| 3a KOMnblOTEPOM

B aToMm pexnme Bbl MOXETE 3afaTb OrpaHN4YeHne No KoanmyecTsy 4aCoB B A€Hb A4 CeAYHOLLINX

nepuoAoB:

® C NOHeAENbHMKA NO MNATHULLY;

e cy660Ta 1 BOCKpeceHbe.

Mpw 3TOM Bbl MOXKeTe 3anpeTuTb JOCTYN K KOMMbIOTEPY B HOYHOE BPEMSA HE3aBUCUMO OT 0OLLero

KO/nm4yecTBa paspeLlleHHbIX 4acoB.

Bnarogapsa Tako HacTpolike Bbl MOXETE pa3peLlnts pebeHky caMoMy pacnpesensiTb Bpems 3a

KOMMbHOTEPOM B TEUEHUE AHA.

f E |_|pl/l BKJHOYEHNN OI'paHI/I‘-IeHVIl‘/lI BpeEMEHN pa6OTbI 3a KOMMbHOTEPOM NN B CETU
= MHTepHeT, aBTOMaTn4yeCckn BKJIKOYaeTca onuna 3anpeu.|,a'rb n3mMeHeHue aatbl U
BpeMeHNn cuctemMmbl B pasjesie CaMO3aMMTa OCHOBHbIX HaCTpoekK.

11.1.3. ®annbl U Nanku

Mo yMONYaHWIO OrpaHMyeHns Ha AOCTyn K daiiiam 1 narnkam oTCyTCTBYHOT. YToObl HaCTPOUTh
OrpaHuyeHus, BKIKOUMTE COOTBETCTBYHOLLYHO OMLMIO U HaXKMUTe KHOMKY O6beKTbl.

PykoBoacTBO nosb3oBatens
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% DrWeb » Hactpoiikn > Pogurenecknii konTpone > alex_ > ®aine v nankn — O x

Darbl U Nanku

®

ObvexT Joctyn

I C\my_folder 3abnokupoeaHo v

OTMEHNTE @

PucyHok 34. YnpaBneHue goctynom K ¢pasiam v nankam

T,

[lns Toro uto6bl 406aBNTL 06BEKT B CMINCOK, HaXMUTE KHOMKY =/ 1 BbIGEpUTE HYXHBIV Gain um
nanky. Mo ymonyaHuto, 4o6aBaeHHbI 06BbEKT ByAeT A4OCTYyNeH NONb30BATENO TObKO AN YTEHUS.

[ns TOro uto6bl NONHOCTLIO 3a610KNPOBATL JOCTYN K BbIOPaHHOMY 0ObEKTY, HaXMUTE Ha
yCTaHOBJ/IEHHOE OrpaHNYeHre 1 B BbiNajatoLlem crnncke Bbibepute 3a610KnpoBaHoO.

o

[inf TOro uTo6bl YAanUTL 06BLEKT, BbIGEPUTE €70 B CIMCKE U HaXMUTE KHOMKY "=/,

Obpatute BHNUMaHWeE, YTO OrpaHuyeHre AOCTyna He rapaHTUpyeTCs Npu 3arpyske KOMMbloTepa co
CbEMHbIX HOCUTENIEN UM OBpaLLeHUN K 3aZaHHbIM 06beKTaM U3 APYrux onepaLMioOHHbIX CUCTEM,
yCTaHOBJIEHHbIX Ha KOMMbOTEpPE.

PyKOBO,ﬂ‘CTBO nosab3oBaTtensd
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12. UcknroueHusn

B saHHOM paszesnie Bbl MOXeTe HaCTPOMWTb UCKAKOUEHMS 13 NPOBepokK KommnoHeHTamu SplDer Guard,
SplIDer Gate, SpIDer Mail n CkaHep, a Takxxe f06aBUTb agpeca OTNpaBuUTeNeN B YepHbIN nan 6enblin
CMNCOK, YTOObI NUCbMa OT HUX He NPOBEPAANCH Ha CraMm.

YT06bI HACTPOUTL UCKHOYEHMS, OTKPOWUTE MEHHO i, 3anyctute HacTpoiiku {E‘} B pexvmMe
aAMUVHMCTpaTopa 1 Bbibepute pasgen UcknroueHus.Jis HacTpOWKM AOCTynNa K caiTaM, KOTopble He
PEKOMEHAYHOTCA K MOCELEeHNIO KoMMaHven «[JokTop Beb», BbibepuTe passen Beb-canTbl.

[Ansa vcknroyeHns onpeaeneHHbix GaliioB 1 Nanok u3 NpoBepkun BbibepuTe pasgen Pansibl 1 nanku.

Ana ncknroyeHns onpeaeneHHbIX MPOLECCOB U3 NMPOBEPKN KOMMNOHeHTamun Dr.Web Bbibepute
paszen [1puaoxeHus.

[nsa HacTporkn NpoBePKM NUcem Ha cnam kKoMmnoHeHToM SplDer Mail BbibepuTte pasgen AHT1cnam.

12.1. Canthbl

Ecav Bbl XOTWTE NONYUUTb AOCTYN K CaidiTaM, KOTOPblE He PEKOMEHAYHOTCA K MOCELLLEHMIO KOMMaHWeMN
«[lokTop Beb», sobaBbTe X B UckAoUeHns. JocTyn K cavTam u3 cnmcka byAeT paspeLleH, ogHako
aHTUBMPYCHasA NPOBEpPKa 3TUX CalTOB coxpaHseTcs. [1o ymonyaHuo cnncok nyct. Ecam agpec caiita
fo6aBneH B 6esblil CNMCOK, TO AOCTYN K HemMy ByAeT NpesoCTaBAATLCA BHE 3aBUCMMOCTM OT APYTrnX
HacTpoek SplDer Gate. ObpaTtute BHMMaHWE, eCav Takon calT 4o6aBieH O4HOBPEMEHHO N B
YepHbIM CNUCOK MOoAyNA PoANTENbCKNIA KOHTPOJIb, U B UCKNKOUEHUSA, JOCTYN K HeMy byaeT
3ab10KMpoOBaH.

PyKOBOACTBO nosab3oBaTtensd
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#F DrWeb > Hacrpoiikn > Wcknrouenns > Beb-caiitel - O x

@ I/lCK’rI |‘0qu M FI MCI‘IOJ‘IhSy’HTQ Benslid cnMcok, YTobel PazpellnTs 40CTYN K CAWTaM,

HepekomMmeHayenmsiv DriWeb, AHTWEWPYCHAA NPOBEPKa TAKMX CAMTOE COXPaHABTCA,

Beb-caiThi | @ @

Dainbl ¥ Nankm

ObweKTsl SplDer Gate

MNpunoxenwna

AHTVCNAM Crincok nyct

PucyHok 35. lo6aBneHue caiiTOB B UCK/IFOUEHUA

QOpMMpOBaHMe CMNUCKa AOMEHHbIX ajpecoB

1.

B none BBOJa yKaXute 4OMeHHOe UMA UM YaCTb JOMEHHOITO MMeEeHN cauTa, AO0CTyn K KOTOpOMY
Bbl XOTUTE pa3peLlnTb BHE 3aBUCUMOCTU OT APYTUX orpaqueHmﬁ:

e 4TO6bI 4O6ABUTL B CMINCOK OMPEAENEHHbIA CalT, BBEAUTE ero agpec (Hanpumep,
www . example . com). loCTyn KO BCcem pecypcam, pacrnofoXKeHHbIM Ha 3TOM caliTe, byaet
paspeLleH;

e UTOObI pa3peLwmnTb AOCTYMN K TEM CaiiTaM, B apece KOTOPbIX COAEPIXKUTCA OMNpeseNeHHbll TeKCT,
BBe/AMWTE B NoOJie 3TOT TeKCT. [NpumMep: ecam Bbl BBEAETE TEKCT example, TO JOCTYN K agpecam
example.com, example.test.com test.com/example, test.example222.ruu
T. N. 6yaeT paspeLueH;

e yTOObI PaspeLnTb AOCTYN K ONpeAeNeHHOMY AOMEHY, YKaX1Te UMA JOMEHa C CUMBOJIOM «.».
B TakoM cnyuae AOCTyn KO BCeM pecypcaM, HaxOAALMMCA B 3TOM JOMeHe, ByeT pa3peLLeH.
Ecnv npu ykasaHnn joMeHa NCnoJib3yeTca CUMBOA «/», TO Ta YacTb NOACTPOKM, YTO CTOUT
cneBa OT CUMBOJIA «/», ByleT cunTaTbCa JOMEHHBIM UMEHEM, a YacTu crnpaBa OT CMMBOJA —
4acCTbO paspeLleHHoro Ha AaHHOM JOMeHe ajpeca. I'Ipmmep: €C/In Bbl BBeAeTe TEKCT
example.com/test, TO ByayT pa3peLleHbl Takme agpeca kak example.com/test11,
template.example.com/test22 UT. N,

e 4TOObI 406aBUTL B UCKIKOYEHUA OMNpeseNeHHble CailTbl, BBEAUTE ONPeEeNaroLLyro UX Macky B
nose seBoga. Mackm gobasnsatorca B opmate: mask://. ..

Macka 3asaeT 06LLYyH0 YacTb UMeHM 0O6beKTa, NP 3TOM:

o CMMBOJ «*» 3aMeHseT J'||'06yl-0, BO3MO>HO MyCTyHO, NOoC/ieA0BaTe/ibHOCTb CMMBO0B;

PykoBoacTBO nosb3oBatens
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5 CUMBOA «?» 3aMeHseT Nt0OOM, B TOM UMCAe MYCTOMW, HO TOIbKO OAWNH CUMBOA.
Mpumepsl:

8 mask://*.ru— ByAyT OTKPbIBATbCSA BCE CaliTbl B 30HE .Iy;

o mask://mail — ByAyT OTKPbIBATbCA BCE CalTbl, B KOTOPbIX COAEPXUTCA cnoBo "mail”;

o mask://???.ru— 6yayT OTKPbIBATbCA BCE CalTbl 30HbI .IU, IMEHa KOTOPbIX COCTOAT U3
Tpex Win MeHee 3HaKOB.

BBeseHHas cTpoka npu obaBaeHMM B CMUCOK MOXET ObiTb Npeobpa3oBaHa K YHUBEpCaibHOMY
Buay. Hanpumep: agpec http://www.example.com 6yzaet npeobpa3oBaH B 3anucb
www.example.com.

2. Haxmure kHonky /. YkasaHHbIN agpec NosBuTCcA B cincke.

3. Mpwu HeobxoanmocTn nosTopwTe Wwarn 1 v 2 Ana AobasieHVa Apyrux agpecos. YTobbl yaaauts

agpec 13 6en1oro cnmcka, Bbibepute COOTBETCTBYHOLLMIA SN1EMEHT B CMIUCKE M HAXMUTE KHOTIKY -/,

Pa6oTta c o6beKkTaMu B cnucke

o

Mpw HaxaTM KHOMKK = JOCTYMHbI CieaytoLLme AeiCTBIS:
e DKCMOPT — 3Ta ONUMsA NO3BOJAET COXPAHUTb CO3JaHHbIN CMIUCOK UCKAOUEHMI, UTOObI
MCMO/Ib30BaTb €ro Ha APYromM KOMMbHOTEPE, HAa KOTOPOM ycTaHoBaeH Dr.Web.

e Mmnopt — 3Ta onuus No3Bo/SET UCMONb30BaTh CMIUCOK UCKNFOUEHWI, CO3AaHHbIV HA APYrom
KOMMbOTEPE.

e OuncTuTb Bce — 3Ta onumna Nno3BOJIAET yaa/lnTb BCE 06BbEKTbI U3 CNMCKA UCKAHOYEHUI.

12.2. ®Dainbl N Nanku

B 3TOM pa3zene 3agaetca cnncok namnok 1 ¢annos, KOTOpble UCKIOYAKOTCA U3 MPOBEPKU
komnoHeHTamu SplDer Guard n CkaHep. B Takom kauectBe MOTyT BbICTyMnaTb Nanku KapaHTUHa
aHTUBMpPYCa, paboune nankm HeKOTOPbIX MPOrpamMM, BpeMeHHble Gaitbl (Galiibl MOAKAUKM) U T. M.

Mo yMonuaHuIo CMcok MycT. JobaBbTe K UCKAFOUEHNAM KOHKPETHbIE Nanku 1 ¢arisibl an
MCMONb3yWMTe MackK, YTOObI 3aNPeTUTb MPOBEPKY ONpeAeNeHHOW rpynnbl Gannos. Kaxabi
Ao06aBAseMbl 06bEKT MOXHO UCKIKOUNTL U3 MPOBEPKM Kak 0B6OMX KOMMOHEHTOB, TaK M KaXA0ro B
OTAENbHOCTH.

PyKOBOACTBO nosab3oBaTtensd
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@ MCKﬂl‘Oqu ne Bbl MOXETE NCKAKUWTE M2 MPOBEPKK ONpedeneHHble dafnbl 1 Nanku.
Be6-caiThl : | :
Dainel ¥ Nankuy OfsekT SplDer Guard CraHep

MNpunoxenwna

Crncok nycT

AHTMCNam

PucyHok 36. Ucknrouenuna ¢painioB n nanok ns nposepku

®dopmupoBaHMe CMUCKA UCKAKOUEHUIA

1. Yt06bI 406aBUTL Nanky Uan Gain K CNUCKY UCKAKOYEHWUI, BbINMOJHUTE OAHO U3 CeAYHOLLMX
NeNCTBUIA:

e UTOObI YKa3aTb KOHKPETHbIV CyLLEeCTBYOLWMI Gaiin AN Nanky, HaXKMUTE KHOMKY ® B
OTKPbIBLUEMCA OKHe HaxmMuTe KHornky O63op v Bbibepute nanky wam ¢ann B CTaHAapPTHOM
OKHe OTKpbITUsA darina. Bbl MOXeTe BPYyUHYO BBECTV MOJHbIN NyTb K dainny nav nanke B none
BBOJA, a TakXe OTpeAaKTMpoBaTh 3anncb B NoJie BBOAA nepes AobaBaeHVEM ee B CMNCOK.
Hanpumep:

e C:\folder\file.txt — uckaouaet n3 nposepku dann file.txt B nanke C:\folder.

e C:\folder — WCKNOYAET U3 NPOBEPKU BCe noananku n dannbl B nanke C:\folder.

e 4TOObI UCKNHOUNTL M3 MPOBEPKM dain c onpeAeneHHbIM UMeHeM, BBeuTe UMa Gaiina,
BK/FOUas pacluMpeHuve, B NoJie BBOAA. YKa3biBaTb NyTb K Gaiy npu 3TOM He TpebyeTcs.
Hanpumep:

e file.txt — UCKIKOYAET U3 NPOBEPKM BCE hainbl C MMeHeM file n paclumpeHunem .txt Bo
BCeX narkax.

e £ile — UCKNtOYAET M3 NPOBepPKYM BCe Palinibl C UMeHeM file 6e3 paclumpeHms BO Bcex nankax.

® UTOObI MCKNOUUTB U3 NPOBEPKN daitsibl AN NanKK ONpeseneHHOro Buaa, BBeauTe
onpeaensoLyo KX Macky B NnoJsie BBOAa.

Macka 3azaeT 06LLyHO YacTb MMeHM 06beKTa, NPW 3TOM:

PykoBoacTBO nosb3oBatens
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CMMBOJ «*» 3aMEHAET J'II'O6yI-O, BO3MOXHO NyCTyHo, nociefoBate/ibHOCTb CMMBOJIOB,;

CUMBOJ1 «?» 3aMeHsET OO0, HO TONIbKO OANH CUMBOJT;

Mpumeps:

oTyet*.doc — Macka, 3agaroLlas Bce JokyMeHTbl Microsoft Word, HasBaHue KOTOpbIX
HaYMHaeTCs C MOACTPOKMN «OTYET», Hanpumep, Gaiabl oTyeT-dpeBpanb.doc,
otyet121209.docwn 1.4,

*.exe — Macka, 3ajaroLas Bce UCnosiHseMble Gaitabl ¢ pacumpenvem EXE, Hanpumep,
setup.exe, iTunes.exe N T. A4.;

photo????09.jpg — Macka, 3agatoLas Bce dalinbl M3obpaxeHni popmarta JPG, Ha3BaHWe
KOTOPbIX HaUMHAETCA C NOACTPOKM «photo» 1 3akaHuUMBaeTca noacTpokon «09», npwu
3TOM MeXay ABYMS 3TUMMW NOACTPOKaMU B Ha3BaHUM paiina CTOUT POBHO YeTbipe
NPOW3BOJIbHbIX CMMBOA, HanpuMep, photo121209.jpg, photomama09.jpg wam photo----
09.jpg.

file* — ncknrouaet 3 nposepkm Bce daribl C AOOBIMU PaCUMPEHUAMU, UMSA KOTOPbIX
HaumnHaeTtcs c file, Bo Bcex mankax.

file.* — ncknrouaet 13 nposBepkm Bce dainbl ¢ UMeHeM file n A6bIM paclumpeHemM BO
BCEX narkax.

C:\folder\** — ncknrouaet n3 nposepkm Bce nognanku n danabl B nanke C:\folder. B
nognankax dannbl 6yayT NpoBePATLCA.

C:\folder\* — mnckntouaet 13 nposepkm Bce danabl B nanke C:\folder n Bcex nognankax Ha
NOH60M YpPOBHE BNIOXKEHHOCTU.

C:\folder\*.txt — nckntoyaet 13 nposepkm darnbl *.txt B nanke C:\folder. B nognankax
daiinbl *.txt byayT npoBepaTbCS.

C\folder\*\*.txt — nckntouaet n3 nposepkn danbl *.txt TONbKO B Noanankax NnepBoro
ypoBHs BnoxeHHoctv nanku C:\folder.

C\folder\**\*.txt — ncknrouaet 13 nposepkn darabl *.txt B nognankax Ato60ro ypoBHs
Bno>xeHHocTn nankun C:\folder. B camoii nanke C:\folder dannbl *.txt 6yayT npoBepsATbCS.

2. B OKHe HaCTpoWKM yKaxuTe, Kakve KOMMOHEHTbI He A0/KHbI MPOBOAWTL NPOBEPKY BbIBpaHHOrO
dbanna.

Haxmute kHonky OK. BbibpaHHbI dain nam nanka noABUTCA B CrINCKE.

4, ﬂ'flﬂ TOro UTOObI oTpeaakTnpoBaTb NCKIKOYEHME, Bbl6epI/ITe Hy)KHbII\/'I N1eMEHT B CNNCKe N

HaxxkmuTe

5. TMpw HeobxoammocTn noTopUTe Warn 1 1 2 ana gobaBaeHns apyrux Garaos nav nanok. YToobel
yAanuTb Gann am nanky 13 crnmcka UCKAKYEHWUI, BblbepUTe COOTBETCTBYHOLLUIA S/1EMEHT B

CrvcKe 1 HaXMuTe KHOMKY .

Pa6bota c o6bekTamMu B cnucke

A,

Mpw HaxaTUM KHOMKK “_ JOCTYMHbI CleaytoLLme AeCTBUS:

PyKOBOACTBO nosab3oBaTtensd
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e DKCMOPT — 3Ta OMNLUMsA NO3BOAET COXPAHWUTb CO3AaHHbIN CMIMCOK UCKIHOYUYEHMI, UTOObI
MCMOAb30BaTh €ro Ha APyromM KoMMbtOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

e Mmnopt — 3Ta onuus No3BoAsSET UCMOIb30BaTh CMIUCOK UCKAFOUEHWI, CO3A4aHHbI Ha APYrom
KOMMbLOTEpE.

e OuncTuTb Bce — 3Ta onuna No3BOJIAET yaa/inTb BCE 06BbEKTbI U3 CIMCKA UCKAHOYEHU.

12.3. MpunoxxeHusn

B 3TOM pasgene 3asaeTca CNMCOK NPOrpamMM 1 MPOLLECCOB, KOTOPbIe NCKIKOYAOTCA U3 NPOBEPKMU
SplDer Guard, SplDer Gate n SplDer Mail.

Mo yMONYaHWIO CAMCOK MyCT.

#F DrWeb > Hactpoiikn > Wckarouenna > Mpnunosenns — O X

— Bkl MOMXETEe MCKAHYNTL M3 MPOBEPKKA 0N efefeHHble NporpamMmMel 1 NpoUeccsl. 3T0,
© Wcknrouenns posepkn onp porp P
BO3MOXHO, YBEAWYWT CKOPOCTE NPOBEPKK, HO Be30NacHoCTL KOMNBHOTEDS MOXET

BBITe NOA YTPO20M.

®OE®

MpunoxeHuna Obnext SplDer Guard SplDer Gate SplDer Mail

Beb-calTrl

Dainel ¥ Nanku

AHTACNam

Crncok nycT

PucyHok 37. CnMcoK NcKaroUYaeMbiX NPUIOXKEHUN
®dopmMupoBaHUue CNUCKa UCKIIOUEHWUI

1. YT106bI 4O6ABUTL NPOrPaMMy MM NPOLLECC K CINCKY UCKIKOUYEHUI, HAXKMUTE @ BbinosHuTe
OfHO V3 CNesyroLnX AeNCTBUI:

e B OTKPbIBLUEMCSA OKHE HaxXMuTe KHomnky O630p v Bbibepute NpUioXeHve B CTaHAAPTHOM
OKHe OTKpbITUA darna. Bbl MoXeTe BPyUHYO BBECTW MOJHbIN MyTb K MPUAOXEHWIO B MO
BBOJa. Hanpumep:

C:\Program Files\folder\example.exe

e UTOObI MCKNOUUTL MPUNOXKEHNE U3 MPOBEPKM, BBEAWTE €ro MM B MoJsie BBOAA. YKa3blBaTb
MOJIHBIN MyTb K MPWUIOXKEHNIO NPW 3TOM He TpebyeTtcs. Hanpumep:

example.exe

PykoBoacTBO nosb3oBatens
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UTOBbI UCKAOUNTL N3 NPOBEPKU MPUNOXKEHNA OnpefeneHHOro sujaa, BBeAnTte onpeaenarolyro
Mx Macky B noJjie BBoja

Macka 3asaet o6LLyt0 YacTb UMeHM 06beKTa, NPU 3TOM:

CUMBOJ «*» 3aMeHsAeT J'II-O6yI-O, BO3MOXHO NyCTyH, nociefoBate/ibHOCTb CMMBOJIOB;

CMMBOJ «?» 3aMeHAeT J'II-O6OI;1, HO TOJIbKO OAVH CUMBOJI;

MpuMepsbl 3afaHns UCKNHOUYEHWNIA:

C:\Program Files\folder\*.exe — UCKAKOUAET N3 NPOBEPKM NpuaoxeHus B nanke C:
\Program Files\folder. B nognankax npunoxeHus byayT NnpoBepaTbCS.

C:\Program Files\*\*.exe — WUCKNKOUAET N3 NPOBEPKM MNPUIOXKEHUA TOLKO B
noznankax NepBoro ypoBHs BAoxeHHOCTK nanku C:\Program Files.

C:\Program Files\**\*. exe — WUCKAHOYAET U3 NPOBEPKMN NPUIOKEHNSA B NOANankax
nroboro ypoHs BaoxeHHoctv nanku C:\Program Files. B camoii nanke C:\Program Files
NPWAOXKeHNs ByAyT NPOBEPATHCS.

C:\Program Files\folder\exam*.exe — UCKNHOYAET U3 NPOBEPKMN NHOObIE
npwnoxenuns, B nanke C:\Program Files\folder, Ha3BaHWs KOTOPbIX HaUMHatOTCA € "exam”. B
noznankax 3T NPUIOXeHMs ByayT NPOBEPATLCA.

example.exe — UCKAHOYAET 13 NMPOBEPKM BCE MPUIOXNKEHUA C UMEHEM example n
pacwmpeHnemM .exe BO BCeX Narnkax.

example* — UCKJIOYAET U3 NPOBEPKN NPUIOXKEHUSA N060oro T!na, UMeHa KOTOPbIX
Ha4MHAKOTCA C example, BO BCeX narnkax.

example.* — UCK/IOYAET U3 MPOBEPKM BCE NMPUNOXKEHNA C UMEHEM example 1 Nt0bbIM
pacLiMpeHremM BO BCeX Markax.

Bbl MOXETE UCKNHOUUTb U3 MPOBEPKM NMPUNOXKEHNE MO MMEHN NEPEMEHHOW, €C/IN B HACTPOMKaXx
CUCTEMHbIX MEPEMEHHBIX 33J1aHO MM$ 1 3HaYeHve 3Tol nepeMeHHon. Hanpumep:

$EXAMPLE PATH%\example.exe — UCK/IHOYAET M3 NPOBEPKM NMPUIOXKEHNE MO UMEHM
CUCTEMHOW NepeMeHHOW. IMA cMCTEMHOM NePEMEHHON 1 ee 3HaYeHNEe MOXKHO 3aaTb B
HacTpolikax onepaLoHHOM CUCTEMDbI.

Ana onepaunoHHon cuctembl Windows 7 v Bbiwe: MaHenb ynpaBaeHua — Cuctema —
JononuunrtenbHble NapamMeTpbl cuctembl — [lonoaHutenbHo — MepemeHHble cpeabl —
CucTteMHbIe NepeMeHHble.

Ms nepemeHHol B NpuMepe: EXAMPLE PATH.

3HaueHune nepeMeHHOM B npumepe: C: \Program Files\folder.

2. B OKHe HacTpOWKM yKaxunTe, Kakme KOMMOHEHTbI He JO/KHbI MPOBOAMUTL MPOBEPKY BbIOPaHHOTO
npunoxenHus. 1ns o6beKTOB, UCKAKOYaEMbIX U3 NpoBepky komnoHeHTamu SplDer Gate n SplDer
Mail, ykaxxute fONONHUTENIbHbIE YCNOBUA.

PyKOBOACTBO nosab3oBaTtensd
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HezaBucumo ot
Hasnmuuns LMdppoBoi
NOAMUCK NMPUNOXKEHNSA

Mpwn Hannuum
neNCTBUTENIbHOM
undpoBoKr noanucu
NpPUAOXeEHUA

Nio6oin Tpaduk
3alwmndpoBaHHbIM
Tpaduk

Mo Bcem IP-agpecam n
noptam

Mo yka3aHHbIM |P-
ajpecam u noptam

3afaHve ajpecos u
nopToB

UcknroueHus

OnucaHune

BbibepuTe 3Ty HaCcTPOIKY, eCN NPUNOXKEHME JONXKHO ObITh
NCKIFOUEHO M3 MPOBEPKN BHE 3aBMCMMOCTM OT Ha/lM4us y Hero
LeNCTBUTENbHON LMbPOBOW NoANMCH.

BbibepuTe 3Ty HaCTPOKY, €CAN NPUNOXKEHME JONXKHO ObITh
NCKNHOYEHO U3 NPOBEPKN TOJIBKO NMPU Haan4vmm AGVICTBMTeﬂbHOVI
LUMdPOBOM MNOAMUCU NPUIOXKEHWS. B MPOTMBHOM C/lyyae MpuioxeHune
byzeT NpoBepeHO KOMMOHEHTaMU.

BbibepuTe 3Ty HacTpoOiKy, UTOBbI UCKIOUNTL U3 MPOBEPKU U
3alWmndPOBaHHbIN, N He3aWNPPOBaHHbIN TpadrK NPUNOKEHNS.

BbibepuTe 3Ty HacTpoOiKy, UTOObI UCKIOUNTL N3 MPOBEPKMN TONBKO
3aWwmndpoBaHHbIA TPadUK NPUNOXKEHNS.

BbibepuTe 3Ty HacTpoOiKy, UTOBbI UCKIOUNTL M3 NPOBEPKN TPahUK,
nepegaBaemMblii Ha ntobble IP-agpeca n NopTbl.

BbibepuTe 3Ty HacTpoliky, UTobbl ykasaTb IP-agpeca nav noptel Ana
NCKIIOYEHMA 13 MPOBEPKN NepesaHHOro ¢ HUx Tpaduka. Tpapuk,
nepeAaHHbIV € ocTaibHbIX IP-agpecoB nan nopTo., 6yaeT npoBepeH
(eCcnn He NCKNFOYEH APYTUMU HacTPOMKaMm).

[lns TOHKOW HaCTPOMKN UCKNKOUEHUI UCMONB3YNTE Clesytolmne
pekoMeHaaLmnn:

e UTOObI NCKNOUNUTDL M3 MPOBEPKM ONpeAeseHHbIN AOMEH Mo
onpeAeneHHOMY MOPTY, YKaxuTe, HanpuMmep, site.com: 80;

e 11 UCKIKOYEHUA U3 NPOBEPKM Tpaduka No HecTaHAaPTHOMY NMOPTY
(Hanpwmep, 1111) HeobxoaMMO ykasaTb: *:1111;

e /1S UCKNHOUEHMS U3 NPOBepkY Tpaduka OT JOMeHa Nno atobomy
MOPTY yKaXuTe: site: *.

PyKOBOACTBO nosab3oBaTtensd
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UcknroueHus

#F DrWeb > Hacrpoiikn > Mcknrouenna > Mpunoxkenus - O x

Wcknrouaemele npUACXKeHWA M
| | ‘ O6zop...

: WeckaiounTe M2 npoeepky KomnoHeHTom SplDer Guard

I VckaioumTe M2 npoeepky KomnoHeHTamu SplDer Gate m SplDer Mail

OTMEHWTE @

PucyHok 38. lo6aBneHne NpuioXKeHUi B UCKJIIOUEHUS

3. Haxwmwute kHonky OK. BbibpaHHOE npuioeHne NoSBUTCA B CMIUCKE.

4. Mpun HeOBXOAMMOCTM NOBTOPUTE AEUCTBUA AN A06aBAEHWS APYTUX MPOrpPaMM.

Pa6boTta c o6bekTaMu B cnucke

YT0bbI oTpeaakTnpoBaTb NCKAKOYEHME, Bbl6epI/1Te Hy)KHbIIz 3/1EMEHT B Crncke 1 HaxmuTe /. YT1o6sbl
YAannTb NMPUAOXKEHNE N3 CrNCKa NCKIHOYEHWI, Bbl6epVITe COOTBeTCTByI-OLLI,VIl\/’I N1eMeHT B CrnCKe N

HaxxmuTe L,

Mpw HaxaTM KHOMKK 2 JOCTYMHbI CieaytoLLme AeiCTBIS:

e DKCMOPT — 3Ta OMNLUMsA NO3BOAAET COXPAaHUTb CO3AaHHbIN CMIUCOK UCKIHOYUYEHMI, UTOObI
MCNO/Ib30BaTb €ro Ha APYrom KOMMbIOTEPE, HAa KOTOPOM ycTaHoBaeH Dr.Web.

e Mmnopt — 3Ta onuus No3Bo/SET UCMOb30BaTb CMIUCOK UCKAFOUEHWI, CO3AaHHbI Ha APYrom
KOMMbOTEPE.

e OuncTuTb Bce — 3Ta onumna Nno3BOJIAET yaa/lnTb BCE 06BbEKTbI U3 CIMCKA UCKAHOYEHU.

12.4. AHTUCNam

B 3TOM OKHe 3asatoTcs CNUCKM OTNpaBUTeNnen, MMcbMa KOTopbIX OyAyT UCKAKOUEHbI U3 NPOBEPKM Ha
cnam. KomnoHeHT SplDer Mail nponyckaeT uav pacLeHvBaeT Takme NMcbma Kak cnam 6e3
npoBeseHNa aHaansa.

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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UcknroueHus

Ecam agpec otnpasutens fobasneH B 6esbii CMUCOK, TO MUCbMO He MOABEPraeTcs aHaamn3y Ha
cozep>kaHue cnama. Ecim agpec otnpasutens fo6aBaeH B YepHbIA CMUCOK, TO NMUCbMY 6e3
AOMOJIHUTENIbHOTO aHaNn3a NpUcBamnBaeTcs cTaTyc cnama. Mo ymonuaHuto oba cnvcka nycrbl.

#F DrWeb > Hactpoiikn > Mckntouenns > AHTcnam — O X

@ MCKﬂl_Oqu ne McnoawayiiTe Bensid U YepHBIA cnvckw, JToDel yKazaTe oTNpaBMTeNel, Nucbma
KoTopeix ByayT obpaboTaHsl BGe3 LONOAHWTEAEHOMO GHANW3E.

Be6-caiTsl benblin cnncok YepHbIn cnucok

s eee [ 106

MpunoxeHuna

_ Cnwcok nyct Crnwncok nycr
AHTHCaM

PucyHok 39. lo6aBneHne NOUTOBbIX aAPECOB B UCK/IIOUEHUA

3apaHne CNUCKOB aHTUCNaMa

1. BBeawTe B NoJse BBOAA NMOYTOBbIV aZpec OTNpaBUTeNs UAK MacKy, 3aZatoLLyto NOYTOBbIE azpeca
OoTnpaBuTeNeN, Ybl NMCbMa Bbl XOTUTe 0H6pabaTbiBaTb aBTOMaTUYeCKM 6e3 NpoBeAeHNs aHan3a.
MeTtoabl BBOAA:

e 4TO6bI 4O6ABUTHL B CMINCOK OMNPEAENEHHOTO OTNPABUTENS, BBEAMWTE €r0 MOJHbIM NOYTOBbIN
aApec (Hanpumep, name@pochta. ru). Bce nnucbMa, NoayyeHHble € 3TOro agpeca, byayT
obpabatbiBaTbCs 6€3 aHaNN3a;

e UTOObI 406aBUTL B CMIUCOK OTMNPAaBUTENEN, UCMONb3YHOLLMX MOXOXME afpeca 3NeKTPOHHOM
MOYTbl, UCMONb3YINTE CUMBOJIbI «*» U «?», YTOObl 3aMEHUTb OT/IMYALOLLYHOCA YacTb agpeca. [Mpwu
3TOM CMMBOJ «*» 3aMeLlaeT by Nocaes0BaTebHOCTb CUMBOJIOB, @ CUMBOJ «?» — OZWH
(ntobon) cumeon. Mpumep: ecan Bbl BBeAETE agpec name*@pochta. ru, TO NMCbMa OT
oTnpaBuTenei ¢ agpecamu Buga name@pochta.ru, namel@pochta.ru, name_moj@pochta.ru u
T. N. 6yayT obpabaTbiBaThCA 6€3 aHaNM3a;

e UTOObI rapaHTMPOBAHHO MOJyYaTb MW B1OKMPOBATL NMCbMa C NMOYTOBbIX aZPeCcoB B
KOHKPETHOM ZlOMEHe, UCMOJIb3yTE CUMBOJ «*» BMECTO MMEHW Nosb3oBatens. MNpumep:
4TObbI 33AaTh BCE NCbMa OT OTNpaBuTenel U3 joMmeHa pochta.ru, BBegute *@pochta. ru.

2. YT00bHI AOGBBVITb BBeAEHHbe/’I ajapec B CNNCOK, HAXXMUTE KHOTKY ®

PykoBoacTBO nosb3oBatens
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3. lMpwn HeobxoaMMOCT NoBTOPUTE Warn 1 1 2 Ana fobaBAeHUs APYTvX aapecos. L‘|T06bl yp,anvlTb

agpec n3 cnncka, Bbl6ep|/1Te COOTBeTCTByI-OLLI,I/II/I S/1IEMEHT B CMNCKE N HaXMUTe KHOI'IKy

Pa6bota c 06bekTamMu B cnucke

oy

Mpw HaXaTUM KHOMKK “_ JOCTYMHbI CleaytoLLme AeCTBUS:
e JKCNOPT — 3Ta ONLUUA NO3BOAET COXPAHUTb CO3A4aHHbIN CMUCOK UCKAFOYEHWI, UTOObI
MCMONb30BaTb €ro Ha APYroM KOMMbIOTEPE, Ha KOTOPOM ycTaHoBAeH Dr.Web.

e MMnopTt — 3Ta onuus No3BoJSET UCMOJ/Ib30BaTb CMNCOK UCKAFOUYEHWIA, CO3AaHHbI/ Ha APYroM
KOMTbIOTepe.

e OuncTuTb Bce — 3Ta onuma No3BOJIAET yaalnTb BCE 06beKTbl U3 CNNCKA UCKIFOUEHUI.

PyKOBOACTBO nosab3oBaTtensd
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KomnoHeHTbI 3aluThbl

13. KoOMnoHeHTbI 3a4nTbI

KoMnoHeHTbI 3aWwuTbl 0becneunBaroT CKaHUPOBaHWEe CUCTEMbI, MPOBEPKY MMCEM Ha HaaMuve yrpo3
W crnam, KOHTPOJIb CeTEBbIX COefnHeHu n HTTP-Tpaduika.

YT0bbI HaCTPOUTb KOMMOHEHTbI 3alUThbl, OTKPOI\/'ITe MEHHO @, 3anycrtute HaC'rpoi/'u(u {g} B pexnme
aaMUNHNCTPATOPa N Bbl6epl/ITe pasaen KomnoHeHTbI 3alnTbl.

flf HaCTpOVIKM KOMMOHEHTOB 3aLlWTbl AOCTYMHbI TOJIbKO MpW 3anycke C npaBamu
= AAMUHNCTPATOPA.

YT106bI HACTPOUTL MPOBEPKY OTKPbIBaeMbIx GaliIoB UK 3amyckaeMblX NPOLLECCOB, Bbibepute
SplDer Guard.

YTtobbl HacTpouTb NpoBepky HTTP-Tpadwka, Bibepute SplDer Gate.
YT06bI HaCTPOMTL MPOBEPKY MOYTbI Ha HaaU4KMe yrpos, Boibepute SplDer Mail.

[ns KOHTPOAA 338 NOAKAOUEHUAMU U Nepesady AaHHbIX NO CeTU VIHTEpHET, a Takxke Ans 1
H6NO0KMPOBKM MNOAO3PUTENBHBIX COEANHEHWIN Ha YPOBHE NakeTOB U NPUIOXEHWNN, BbibepuTe

bpaHamayap.

[na n3meHeHns obLwMx NnapamMeTpoB NPOBEPKN GanNoB 1 Pa3NNYHbIX OOBEKTOB, peakL MM Ha
06Hapy>KeHWe 3apaXKeHHbIX NN NOA03PUTENbHBIX GarNoB 1 BPEAOHOCHbIX MporpamMmM, Bbibepute

CkaHep.

[ns KOHTPOASA 3a NOBEAEHNEM CTOPOHHMX NPUIOXKEHWI BbibepuTe pasaen [peBeHTMBHas 3allmTa.

13.1. SplDer Guard

SplDer Guard — 3TO aHTUBUMPYCHbIV CTOPOX, KOTOPbI MOCTOSAHHO HaXOAWUTCS B OMepPaTUBHOM
NaMATK, OCYLLEeCTBAAA NPOBePKY GaliioB 1 NaMATM Ha NeTy, a Takxke 0OHapy>XmBas NPosBAEHUs
BMPYCHOW aKTUBHOCTW.

Mpu HacTporikax MO YMOJIYaHMIO CTOPOXK Ha NIeTy MPOBEPSAET Ha XXECTKOM AUCKe — TONbKO
co3zaBaemble UK M3MeHseMble Gaisibl, Ha CbEMHbIX HOCUTENAX — BCE OTKPbIBaemMble Gaibl.
Kpome Toro, cTopo>k NOCTOAHHO OTCAEXMBAET AEMCTBUA 3anyLLEeHHbIX MPOLLECCOB, XapakTepHble A
BMPYCOB, 1 Npu NX 06Hapy>keHnn 6aoKMpyeT 3T npouecchl. [pn obHapy>XeHUW 3apaXkeHHbIX
06bekToB cTopox SplDer Guard NpYMeHsieT K HUM AeACTBMS COrNacHO YCTaHOB/IEHHbIM
HacTpomnKam.

®alinbl BHYTPU apXMBOB M NMOYTOBbIE ALWMKN HE NpoBepstoTcs. Ecin kakon-nmbo dain B apxmee nam

MOYTOBOM BJIOXKEHUN MHOULMPOBAH, TO BPEAOHOCHbI 06bekT ByaeT 06HapyXeH CTOpOXeM npu
n3BneveHUn darnna L0 NOABAEHNA BO3MOXKHOCTM 3apaXKeHns KomnbroTepa. s npesoTtepalleHns

PyKOBOACTBO nosab3oBaTtensd
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NPOHWKHOBEHWSA Ha Ball KOMMbIOTEP BPEAOHOCHBIX 0OBbEKTOB, PacnpoCTPaHAeMbIX MOCPEACTBOM
3NEeKTPOHHOW MOUYTbI, MCMO/Ib3yiTe NOYTOBLIV cTOpPOXK SplDer Mail.

Mpw 0bHapy>KeHWN 3apaxkeHHbIx 06bekToB cTopox SplDer Guard npumeHseT K HUM AeicTBuA
COrNacHO YCTaHOBJEHHbIM HacTpoikam. COOTBETCTBYIOLWMUM M3MEHEHNEM HAaCTPOeK Bbl MOXeTe
M3MEHWTb aBTOMAaTMYeCKyHo peakLMio CTOpoXKa Ha BUPYCHble COObITHA.

Mo ymonuaruto SplDer Guard 3anyckaeTcs aBTOMaTUUeCKy NPy KaXA0oW 3arpy3ke onepauoHHON
CUCTEMbI, MPY 3TOM 3anyLeHHbIA cTopox SplDer Guard He MOXeT BbiTb BbIrPY>KEH B TeUeHMe
TeKyLLero ceaHca paboTbl onepaLoHHON CUCTEMBI.

13.1.1. Hactpowka SplDer Guard

[na poctyna Kk HacTporikam ctopoxa SplDer Guard 3anpalunBaeTcs naposib, eCau B
: pa3gene HacTporiku Bbl BKIOYMAM ONLUMIO 3almiiaTb naponem Hactpoiiku Dr.Web.

Hactpoikun nporpamMmmbl N0 YMOYaHWIO ABASIOTCA ONTUMabHbIMWU A1t GObLUMHCTBA MPUMEHEHW,
WX He cnesyeT N3MEeHATb 6e3 He0BXOANMOCTH.

#F DrWeb > Hacrpoiikn > KomnonenTel sawwrel > SplDer Guard - O >
@ KOMMOHEHTHI Onuwun nposepku
Ba“—LMTbI I'Iposepﬂrh 0B6BEKThI Ha CheMHbIX HOCUTENAX
@ Bk
SplDer Guard
EJ'ICIKHpOEIETh dBTO2aNYCK CO CheMHbIX HOCHTENRA
SplDer Gate @ oo
SplDer Mail
JelicTBnA

CkaHep
VHGWUMpOBaHHEIE

Epanamaysp

Neunts, nepemMelllaTte B KapaHTUH HelanedrmMele [pEKOMEH,ﬂJETCHJ hd

an'EE'HTHEHaﬂ 3dlliMTa
nO,ﬂ.OE PUTENBHBIE

MepemellaTs B KapaHTHH (peKOMEHLYETCA) v

JonoAHUTEABHBIE HACTPORKK

PucyHok 40. Hactpowka SplDer Guard

Onuun npoBepkm

SplDer Guard no ymoiyaHuio NpoBepsAeT OTKPbIBaeMble, M3MeHAeMbIe 1 3amnyckaemble dpai/ibl Ha
CbeMHbIx HocuTenax nHpopmauum (CD/DVD-anckn, dnew-Hakonutenn n 1. 4.), a Takxe 6aokupyet

PykoBoacTBO nosb3oBatens
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aBTOMAaTMYeCKMI 3amnycK MX aKTUBHOTO COAEP>XXUMOTo. Icnonb3oBaHmMe 3TUX HAacCTPOEK NOMOoraeT
NpPeAoTBPaTUTb 3apaXkeHne Ballero KOMMboTepa Yepes CbeMHble HocuTenwn. MNpun OTKAKOYEHUM 3TUX
onuuMin 06BEKTbI Ha CbEMHbIX HOCUTENAX MPOBEPATLCA He ByayT.

B cnyuae BO3HWMKHOBEHMA Npobaem Npu ycTaHOBKE MporpamMM, obpaLlarowmxcsa K
: danny autorun.inf, pekomeHayeTCs BpeMeHHO OTK/IUNTL onuunto baoknposartb
aBTO3anycK cO CbeMHbIX HOCUTeNen.

AewvcTBua

B aTom pa3gene 3agaetca peakuma ctopoxa SplDer Guard Ha o6Hapy>KeHWe 3apaXkeHHbIX UK
NOAO3PUTENbHbIX GalNoB N BPEAOHOCHbLIX MPOrpamMm.

PeaKLI,I/Iﬂ 3ajaeTca OTAe/IbHO ANA |<a>|<p,0|71 KaTteropun 06beKTOoB:

¢ NHduumpoBaHHbIe — 06BEKTbI, 3apPaXKEHHbIE M3BECTHBIM U (MPEeANONOXUTENBHO) N31€UYNMbIM
BMPYCOM;

e Mopgo3putenbHble — 06BLEKTLI, MPEAMONOXUTENLHO 3apaXkeHHbIE BUPYCOM WM CogepiKallme
BPEeAOHOCHbI OObLEKT,

® pas/nyHble NOTEeHLMaNbHO OnacHble 06bekTbl. YToObl pa3BepHYyTb BECH CMMCOK 0ObEKTOB,
HaXkmuTe ccbiiky [LonoaHUTeNbHble HaCTPOMKMW.

Bbl MOXeTe n3meHuTb peakumto ctopoxka SplDer Guard Ha obHapy>keHVe Kaxkaoro Trna o6bekToB
B OTAeNbHOCTU. COCTaB AOCTYMHbIX peakLunid NpX 3TOM 3aBUCUT OT TWMa yrpos3bl.

Mo ymonuaHuto ctopox SplDer Guard nbiTaeTcs BblneunTb Gaiisibl, 3apaxkeHHble U3BECTHbIM U
NOTEHLMaIbHO MN3/1e4YMMbIM BMPYCOM, OCTajlbHble Hanboiee onacHble 06BbEKTbl — NepemeLLaeT B
KapaHtuH. MporpaMmbl-LwyTKW, NPOrpamMmbl B3loMa U HebnaroHageXHble 06beKTbl MO YMOYaHWIO
urHopupytotcs. Peakuum ctopoxka SplDer Guard aHanormyHbl COOTBETCTBYHOLLMM peakLmsam
CkaHepa Dr.Web.

CyLLecTBYIOT CieAytoLLmne AelCTBUS, MPUMeHsieMble K 0BHapy>KeHHbIM 06bekTam:

AeicrBune OnucaHune

Jleunts, BocctaHOBUTL cocToAHME 0bbekTa A0 3apakeHus. Ecan Bupyc Hensneunm nam
nepemeLlaTtb B nonbITka NeyeHns He Bblna ycnewHow, To 06bekT byaeT nepemelleH B
KapaHTUH KapaHTUH.

HeEn3sne4vyrMmble
ﬂ'aHHOE AGVICTBME BO3MO>XHO TOJIbKO AnA 06bEKTOB, 3apa>XeHHbIX N3BECTHbIM

N31e4YnMbIM BUPYCOM, 3@ UCKIOYEHMEM TPOAHCKMX NMPOrpamMm M 3apa>keHHbIX
dannoB BHYTPM COCTaBHbIX OOBEKTOB (apXMBOB, PalriioB INEKTPOHHOW NMOYTbI
NN GanNoBbIX KOHTENHEPOB).

JNleunts, yaanate  BoccTaHOBWTL cOCTOAHME O0bbekTa A0 3apaxkeHus. Ecan Bupyc Hensneuynm mam
Heunsneynmble nonbITKa NeyeHns He Bblna ycrnewHow, To 06bekT byaeT yaaneH.

PyKOBOACTBO nosab3oBaTtensd
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OnucaHune

[JlaHHOe elicTBME BO3MOXHO TONbKO A1l OOBEKTOB, 3apaXkeHHbIX N3BECTHbIM
N31eYNMbIM BUPYCOM, 3@ UCKIOYEHMEM TPOAHCKMX MPOrpamMm M 3apa>keHHbIX
dannoB BHYTPM COCTaBHbIX OOBEKTOB (apXMBOB, $paliioB 3NEKTPOHHOW NOYTbI

AN GaniNoBbIX KOHTENHEPOB).

Yaanntb obbekT.

[N 3arpy304YHbIX CEKTOPOB HUKAKNX AEACTBUIA NPON3BOANTLCSA He ByaerT.
MepemecTUTb 06BEKT B CNeumanbHyro nanky KapaHTuHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKNX AENCTBUI MPON3BOANTLCS He ByaerT.

MponycTnte 06BbEKT 6€3 BbIMOJHEHWS KaKUX-1MO0 AeNCTBUI U HE BbIBOAUTb
OMnoBeLLEeHNS.

[laHHoe zelicTBME BO3MOXHO TONbKO A/1f BPEAOHOCHbIX MPOrpaMM: pekiamMHble
nporpammsbl, NPorpaMMbl 403BOHa, MPOrPaMMbl-LLYTKWX, NOTEHLMaAbHO
onacHble NPorpaMmel U MPOrpamMmbl B3OMa.

i'i Cropox SplDer Guard He npoBepseT cocTaBHble 06bEKTbI (aPXUBbI, Galibl
: 3NEKTPOHHOW MOYTbl UK dalioBble KOHTENHEPDI), MO3TOMY HUKakue AeWCTBUA Hag,
HUMW UAW BXOAALLMMUN B UX COCTaB GparinaMu He MPOU3BOAATCS.

Pe3epBHble koMM 06paboTaHHbIX 06BEKTOB COXpaHsatoTca B KapaHTuHe.

Pe>xnm npoBepku

B aaHHOW rpynne HacTpoOeK 3a4aeTcs, MPU Kaknx AenNCcTBUAX C 06 beKTOM A0J/IKHA MPON3BOAUTLCSA
ero nposepka ctopoxem SplDer Guard.

Hacrpoiika

OnTManbHbIN
(pexomeHayeTcH)

OnucaHue
Vicnonb3yeTca No ymMoiyaHuto.

B saHHOM pexkmme npoBepka NPOU3BOANTCA TOBKO B CNEAYHOLLMX CyYasnX:
e /15 O6BLEKTOB Ha XEeCTKUX AMCKax — Mpu 3anycke Uan co3gaHum ¢ainnos, a
TakoKe MOoMbITKe 3aMncK B CyLLEeCTBYOLLME Galinbl AW 3arpy30UHble CEKTOPa;

e /151 O6BLEKTOB Ha CbeMHbIX HOCUTENIAX — Mpu NtobomM obpalleHnn K dparinam
MW 3arpy30YHbIM CekTopaM (YTeHue, 3annch, 3amyck).

PyKOBOACTBO nosab3oBaTtensd
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Hacrpoiika OnucaHue

MapaHouganbHbIl B gaHHOM pexxme npu toboM obpalleHnn (co3gaHune, YTeHne, 3amnuch,
3anyck) NPOU3BOAMTCS NpoBepka Bcex $GanioB v 3arpy304HbIX CEKTOPOB Ha
XKECTKUX U CETEBbIX AMCKAX, @ TAK)Ke CbeMHbIX HOCUTENSAX.

& Mpw paboTe B onTnumanbHoM pexknme SplDer Guard He npepbiBaeT 3anyck

E TectoBoro danna EICAR 1 He onpegensieT JaHHYIO ornepaLmio Kak onacHy, Tak Kak
AaHHbIN Galnn He NpeacTaBafeT yrpo3bl AN KommnbtoTepa. OfHako Npu KONMMPOBaHUK
nan cosgaHunm Takoro dania Ha komnbrotepe SplDer Guard aBTomMaTnyecku
obpabaTbiBaeT daiin Kak BPeAOHOCHYO MPOrpaMMy 1 Mo yMOAYaHWIO nepemeLlaeT ero
B KapaHTuH.

YTOUHEeHUA N peKoMeHAauUn

Pexxum OnTMManbHbIU PEKOMEHAYETCA MCMO/b30BaTb NOC/IE NPOBEPKM BCEX XKECTKMX ANCKOB NPU
nomowm CkaHepa Dr.Web. Mpwu 3ToM ByaeT nckatoyeHo NPOHMKHOBEHWE Ha KOMMbIOTEP HOBbIX
BMPYCOB WU APYTVX BPEAOHOCHbIX MPOrpaMM Yepes CbeMHble HOCUTENW, HO MpW 3TOM He ByaeT
NPOBOAUTLCA MOBTOPHOM NPOBEPKU Y>Ke MPOBEPEHHbIX, YNCTbIX, OOBEKTOB.

YcraHoBKa pexvmMa MapaHouaanbHblA 0becneyrBaeT MakcMabHbIN YPOBEHb 3aLLWTbl, HO
3HaUWTE/IbHO YBEIMYMBAET Harpy3ky Ha KOMMbHOTEP.

B nto6om mn3 pexrmMoB npoBepka 06BEKTOB Ha CETEBbIX AUCKAX WM CbEMHbIX HOCUTENAX
NPOV3BOAWTCA TOIbKO NPW BKAFOUYEHN COOTBETCTBYHOLLIMX OMLMIA B rpynne HacTpoek Onuun
NpoBepPKMU.

& HekoTopble cbeMHble HOCUTeNN (B YaCTHOCTM, MOBW/bHbIE XXEeCTKMEe ANCKMN C

E nHTepdericom USB) MoryT npesctaBasaTbCs B CUCTEME KaK XecTkue ancku. Mostomy
Takve yCTPOWNCTBa C/iefyeT NCMOo/Ib30BaTb C OCOBON OCTOPOXXHOCTLIO 1 MPOBEPATL Ha
BMPYCbl MPU NMOAKNOUYEHWIN K KOMMbIOTEPY ¢ nomolybto CkaHepa Dr.Web.

®aiinbl BHYTPU apXMBOB 1 MOYTOBbIE ALLMKM MO YMOAYaHUIO He npoBepsatoTca. OTkas oT
NPOBEPKV apXMBOB W 3/1EKTPOHHON MOYTbI B YC/IOBUAX MOCTOSHHON paboTbl CTOpOXa
SplDer Guard He BeAeT K MPOHUKHOBEHWIO BMPYCOB Ha KOMMbIOTEP, @ JWLb
OTK/1aZlblBaeT MOMEHT UX OB6Hapy>xxeHus. [pn pacnakoBke 3apa>keHHOro apxvBa Uu
OTKPbITUW 3apa>KEHHOrO MMCbMa OMepaLMoHHas cucTeMa NPOU3BOAUT MOMbITKY
3anucatb MHOMLIMPOBaHHbIV OOBEKT Ha AWUCK, Mpy 3TOM cTopoxk SplDer Guard
HeMVHYeMO 0bHapy>XnBaeT BPeAOHOCHbIA 0OBbeKT.

PyKOBOACTBO nosab3oBaTtensd
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[ononHurenbHblie HACTPOUKMU

DTa rpynna HacTpoeK No3BOJSET 3a4aTb NapaMeTpbl NMPOBEPKMN Ha NIETY, KOTopble ByayT
NPUMEHATLCA BHE 3aBUCMMOCTUN OT BbIBpaHHOTO pexumMa paboTbl ctopoxka SplDer Guard. Bebl
MOXeTe BKIUNTD:

® 1CMONb30BaHMe 3BPUCTUYECKOTO aHann3aTopa;

e NPOBEPKY 3arpy>aembix NPOrpaMmMm 1 Moaynew;

e NMPOBEpPKY YCTaHOBOYHbIX $Gainnos;

e npoBepky $annoB Ha CeTeBbIX ANCKaX (HE PEKOMEHAYETCS);

e MPOBEPKY KOMMbIOTEPA Ha HaMuYMe PYTKUTOB (PEKOMeHAYeTCs);

e npoBepkKy ckpmnToB, BbinosHAeMblx Windows Script Host n Power Shell (ans Windows 10).

3BpUCTUUECKNIA aHaNu3

Mo ymonuanuto SplDer Guard npoBOAUT NPOBEPKY, NCMOb3YA 3BPUCTUYECKMI aHain3aTop. Ecam
onuma OTK/I0YEHa, NPOBepKa NPOBOANTCA TONbKO MO CUrHATypaM M3BECTHbIX BUPYCOB.

®doHoBas NpoBepKa Ha 3apaxxeHue

Bxogsawmin B coctaB Dr.Web AHTUPYTKUT NO3BOISET B GOHOBOM peXunme NPOBOAUTb MPOBEPKY
BaLLel onepaLYiOHHON CUCTEMbI Ha HaMUMeE CIOXKHbIX YTPO3 U NPU HEOBXOAMMOCTU NPOBOAUT
NleyeHne aKTMBHOTO 3apakeHus.

Mpw BKAKOYEHWN JaHHOW HAacTpOo KM AHTUPYTKUT Dr.Web 6ysaeT noCTOsSiHHO HaxoAWTbCA B NamATH. B
OT/MYME OT NPoBepkM GanNoB Ha NeTy, NPOBOANMMON cTopoxem SplDer Guard, Nonck pyTKUTOB
(BpesoHOCHbIX MPOrpamM, NpesHasHayYeHHbIX A5 COKPbITUA U3MEHEHWI B ONEPaLMOHHON CUCTEME,
Takmx Kak paboTta onpeseneHHbIX NPOLEeccoB, MoandUKaLma KAtoYen peectpa, nanok v Gannos)
npounsBoamnTca B cmcteMHoM BIOS komnbroTepa m Takmx kputnyecknx obnactax Windows, kak
06bekTbl aBTO3arpy3ku, 3anyLeHHble MpoLeccbl U MOAyan, onepatnBHas namats, MBR/VBR auckos

n ap.

OaHNM 13 KNoYEBbIX KpuTepuneB paboTbl AHTUPYTKUTa Dr.Web sBnsetca bepexxHoe notpebneHve
pecypcoB onepaLvoHHON cucTeMbl (MPOLLECCOPHOrO BpeMeHw, cBOHOAHOM onepaTMBHOM NaMaTH U
T. A.), @ TaKXKe y4YeT MOLLHOCTM annapaTHOro obecneyeHus.

Mpu obHapy>xeHun yrpo3 AHTMpyTKUT Dr.Web onoBellaet Bac 06 yrpo3e n HeMTpann3yeT onacHble
BO34ENCTBUS.

i'i Mpv npoBeseHNN GOHOBOW MPOBEPKM Ha HaAUYMe PYTKUTOB M3 MPOBEPKM
: nckovaroTca panabl 1 Nanky, 3ajaHHble Ha COOTBETCTBYIOLLEN BKIa/Ke.

®oHoBas npoBepKa Ha PYTKNTbl BK/IKOYEHa Mo YMOJIHaHUIO.

PyKOBOACTBO nosab3oBaTtensd
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ii BuikntoueHue SplDer Guard He BavsieT Ha pOHOBYHO NMpoBepKy. Ecan HacTpolika
: BKItOYeHa, GOHOBasA MpoBepKa OCYLLEeCTBAAETCA HE3aBMCMMO OT TOrO, BKIKOUEH WA
Bblk1toueH SplDer Guard.

13.2. SplDer Gate

SpIDer Gate — mMoaynb aHTMBUPYCHOM NpoBepkun HTTP-Tpaduka. Mpun HacTporikax No yMONYaHWO
SplDer Gate aBToMaTtu4eckn nposepset Bxoaawmin HTTP-Tpaduk n 6aokupyet nepesady o6beKTOB,
cofepKalLnx BpeAoHOCHbIe NporpamMmmbl. Yepes npotokon HTTP paboTatoT Beb6-0603peBaTenu
(Bpay3epbl), MeHeAXEPbI 3arpy3kn U MHOTVE ApPYrne NPUIoXeHWs, 0OMeHVBaoLLMEC JaHHbIMU C
Beb-cepBepamy, T. e. paboTaroLme ¢ ceTbto VIHTepHeT.

C nomolbto M3MeHeHus Hactpoek SplDer Gate Bbl MOXeTe OTK/IHOUNTL NPOBEPKY BXOAALLErO
Tpaduka nam o6aBuTb K NPOBEPKE U NCXOAALLNIA TpadUK, a Takxke chopMmMpOoBaTb CNMCOK Tex
npunoxenur, HTTP-tpadumk KoTopbix ByaeT NnpoBepATbCsA B 0H6OM C/lyyae 1 B MOJHOM obbeme.
Tak>Ke CyLLecTByeT BO3MOXHOCTb UCK/IFOUEHWS U3 MPOBEPKUN Tpaduka OTAENbHbIX MPUIOKEHNI.

Mpwn 6a30BbIx HacTpolikax SplDer Gate 6a0kMpyeT NoNyyYaemble MO CETU OObEKTHI, COAEpKaLLne
BPeOHOCHbIe MporpaMMbl. Takxke No ymonyaHuio BkaroueHa URL-dunbtpaums HepekoMeHayemMbIx
CaliTOB M CalNTOB, U3BECTHbIX Kak NCTOUYHUKM PacpOCTPaHEHNs BUPYCOB.

SpIDer Gate nopsep>kvBaeT NnpoBepky 6e30nacHbIX COeAMHEHUI, TO eCTb MPOBEPSAET JaHHbIE,
nepeAaBaemMble Mo KpUNTorpadruyecknMm NpoTOKOAaM.

MporpaMmMa NnocTosiHHO HaXOAWTCS B OMepPaTUBHOM MNaMATU KOMMbIOTEPA U aBTOMATUYECKM
nepesanyckaetcs npwu 3arpyske Windows.

13.2.1. Hactpouka SplDer Gate

Yrtobbl SplDer Gate npoBepsan AaHHble, NepesaBaemMble NO KPUNTorpadpuyeckmm NpoToKOAaM,
BkAtOuUMTe onuuto NMpoBepaTb 3awngpoBaHHbIN Tpaduk B pasgene CeTb.

[Ansa poctyna K HacTporikam Beb-aHTMBUpYca SplDer Gate 3anpalumBaeTca Naposb, ecam
: B pa3fene Hactpoiiku Bbl BKAKOUMAW ONLMIO 3awmuiaTte naposem Hactpoiiku Dr.Web.

HacTpoliku nporpamMbl MO YMOYaHUIO ABAAIOTCA ONTUMabHbIMU 415 6ONbLUMHCTBA NPUMEHEHN,
WX He CnesyeT U3MeHsTb 6e3 HeoHXoAUMOCTH.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ DrWeb » Hactpoiikn > KoemnoHedTel sawmTel > SplDer Gate — O x
@ KOMMOHEHTHI Onuwun nposepku
Ba“—LMTbI Mpoeepats Tpadwk n URL B IM-knnenTax
@ B
SplDer Guard
378 ONUWA NOZEOAAET EKNKIYMTE MPOEEPKY CCELIOK W A3HHEIX, NepeaaEaemMblx
SplDer Gate KAMEHTaMK CUCTeM 0BMeHa MIHOBeHHBIMK coobuernanmi Mail@RU Arenr, 1CQ »
Jabber-knneHTamm.
SplDer Mail
MapameTpbl 610KMPOBKMX
CkaHep P P P
Bnokupoeats URL, aoBaeneHHsle no obpalieHnra npaeoobnaaatenn
Epanamaysp
@O B
[peBeHTMBHaA 3aWMTa
BAOKWPOBATE HEPEKOMEHAYEMEIE CAATHI
@D B

JonoAHUTEABHBIE HACTPORKK

PucyHok 41. Hactpowka SplDer Gate

MpoBepka Tpadpuka IM-kameHToB

B rpynne Onuuu npoBepKU Bbl MOXETE BK/IOUNTb MPOBEPKY CChIIOK U AaHHbIX, NepesaBaeMbixX
KIMEHTAMM CUCTEM OOMeEHa MrHOBeHHbIMU coobueHnamm (Mail.ru AreHt, ICQ 1 KAMEHTOB,
paboTatowmx no npotokoay Jabber). MpoBepsetca Tonbko BxoaAwmMn Tpaduk. o ymonyaHuto
onumsa BKAKOYEHa.

Ccblnkn, NnepesaBaemMble B COOOLLEHNAX, MPOBEPAOTCA COrNAcHO HacTporikam SplDer Gate: ccblnkm
Ha CalTbl, N3BECTHbIE KaK UCTOYHMKN pacnpOCTpaHEHNs BUPYCOB, BI0KMPYHOTCA aBTOMaTUYECKH,
CCbIIKM Ha HepekomeHayeMble cauTbl 1 URL, gob6aBneHHble No obpalleHnto npaBoobnasatens,
610KMPYHOTCA B TOM ClyYae, eciv BKAKUEHbl COOTBETCTBYHOLLIME HACTPOWKK B passene MapameTpbl
610KMpPOBKW. [1pK 3TOM yunTbIBaOTCA BEbI CIUCOK CAUTOB W MPWIOXKEHWS, UCKIOYaeMble 13

NPOBEPKMW.

®annbl, NepesaBaemble KIMEHTaMn cucteM obMeHa MrHOBEHHbBIMU COOBLLEeHMAMY, TakKe
nposepstoTca. [Npu obHapy>keHUW yrpo3bl, nepeAada Takoro darina 6A0KMpYeTCs, ecm BKAtOYeHa
COOTBETCTBYIOLLIAA HAacTpOViKa B pa3jene baoknposatb nporpammel. Bupycel 610kunpyroTcs
aBToMaTnyecku, ecam onuusa Mposepatb Tpadpuk n URL B IM-kaneHTax sraoyeHa.

MapameTpbl 610KNPOBKU

B rpynne MapameTpbl 6/10KMPOBKMN Bbl MOXETE YCTAHOBUTb aBTOMATUYECKYHO 610KMPOBKY
poctyna Kk URL, sob6aBneHHbIX No obpalleHnto npasoobnasatens (418 3TOro BKAOUUTE
COOTBETCTBYHOLLYO OMLMIO), @ TakXKe K HEPEKOMEHAOBaHHbIM CaiiTaM, N3BECTHbIM Kak

PykoBoacTBO nosb3oBatens
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HebnaroHagexHble (415 3TOro BKIOUMTE onuuio baokMpoBaTb HepeKoMeHAyeMble caiiThbl). B
pa3gene UcknroueHuns Bbl MOXETE yKasaTb CaliThbl, AOCTYMN K KOTOPbIM JOJIXKEH ObITb pa3peLleH,
HECMOTPA Ha YCTaHOBJIEHHbIE OrPaHUYEHMs.

ili SplDer Gate no ymonuaHuto 610KMpyeT AOCTYN K caliTaM, U3BECTHbIM Kak MCTOUYHMKM
: BUPYCOB WV BPEAOHOCHbIX MPOrpamMm Apyrux TMnos. [pu 3TOM yumnTbiBaeTCH CNMCOK

NPUAOXKEHUN, UCKIHOYaeMbIX U3 NPOBEPKU.

Bbnaoknposka nporpamm
Beb-aHTBUpYC SplDer Gate moxeT 6a10kMpoBaTh CreayroLlme BpeAOHOCHbIe MPOrpaMmMbl:

® MOJ03PUTENbHBIE;

® NMOTEHLMANbHO OMAaCHbIE;
e NMporpammbl A03BOHa;

e NporpaMmbl B310Ma;

e pek/JaMHble NPOrpammbl;
e MPOrpamMMmbl-LLyTKW.

Mo ymonyaHuio 6A0KMPYHOTCA NOAO3PUTENbHBIE M PEKIaMHble MPOrpaMMbl, a Tak>ke MporpaMmbl
[,03BOHa.

BnokmnpoBka o6beKToB

SplDer Gate Mo>eT 610KMpOBaTh HEMPOBEPEHHbIE UAN NOBPEXAEHHbIe 06bekTbl. [1o ymMonuaHuto
3TV ONUMUN BbIKIHOYEHDI.

[ononHurenbHblie HACTPOUKM

Bbl MOXeTe HacTpOWTb MPOBEPKY apXMBOB U MHCTANNALMOHHBIX NakeToB. [1o ymMonyaHuto onums
MPOBEPKMN apPXMBOB U UHCTAMNALMOHHBIX MaKeTOB OTK/KOYEHA.

Tak>e Bbl MOXeTe HacTpouTb MprUopuTeT NpoBepKM — pacnpeseneHne pecypcoB B 3aBUCMMOCTM
OT NPMOPUTETHOCTU NPOBEPKM Tpadmka. [Npn MeHbLLEM NPUOPUTETE NPOBEPKM CKOPOCTb PaboThbi C
ceTbto VIHTEPHET yMeHbLUaeTCs, MOCKONbKY Beb-aHTUBUPYCYy SplDer Gate npuxoAnTca fosblue XaaTb
3arpy3ku AaHHbIX M NpoBepATb 60AbLWMIA 06bem nHbopMmaLmu. Mpu yBeanyeHun npuoputeTa
npoBepka NPOW3BOANTCA Yallle, YTO MO3BOJAET CTOPOXKY OTAaBaThb JaHHble BbICTpee, TeM CaMbiM
NOBbILLAsA CKOPOCTb paboTbl ¢ ceTbro. OfHaKo Npu Hoaee YacTbix NPOBEpPKax NOBbILIAETCA HAarpyska
Ha npoLieccop.

Tak>xe Bbl MOXeTe BbIbpaTtb TMN npoBepsemoro HTTP-tpaduka. Mo ymonuaHuio nposepsetcs
TONIbKO BXOAALLMA TpaduK. [Mpn 3TOM yunTbiBatOTCA 3ajaHHble AeUCTBUA, Genbli CNMCOK CanTOB W
NPUNOXKEHMSA, UCKIHOYAEMbIE 13 MPOBEPKW.

PyKOBOACTBO nosab3oBaTtensd
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13.3. SpiDer Mail

MoutoBbIN cTopox SplDer Mail no ymonyaHuo BKAKOYAETCA B COCTaB yCTaHaBAMBAEMbIX
KOMMOHEHTOB, MOCTOAHHO HAaxXOAMUTCA B MAMATU M aBTOMAaTUUECKM 3amnyCcKaeTca npu 3arpyske
onepaLyoHHOM CUCTEMBI.

SplDer Mail noaaep>wvBaeT npoBepky 3awMdpPOBaHHOrO NOYTOBOrO Tpadpuka.

O6paboTka nucem

MoutoBbIn cTopox SplDer Mail nonyyaet Bce BxoAsALLME NMUCbMa BMECTO NMOYTOBOIO K/AMEHTA U
noABepraeT UX aHTUBMPYCHOW NPOBepKe C MakCMaibHOW CTeneHbio nogpobHocTu. Mpu
OTCYTCTBUM BUPYCOB UM MNOAO3PUTENBbHBIX OOBbEKTOB OHO NepeAaeTca NOYTOBOW Nporpamme
«Npo3payHbIM» 0bpa3om — TakK, Kak ecam Hbl OHO MOCTYNWAO HENOCPEACTBEHHO C cepBepa.
AHaNOrM4YHO MCXOAALLME NMUCbMa NPOBEPAIOTCA A0 OTNPaBKMN Ha cepBep.

Peakuus noytoBoro ctopoxa SplDer Mail Ha 06Hapy>keHne NHOULIMPOBAHHbIX U MOAO3PUTENbHbBIX
BXOAALLMX MUCEM, a TaK>Ke MUCEM, He NMPOLUeALLNX MPOBEPKMN (HampuMep, NMUCEM C Ype3MEPHO
CNNOXKHOW CTPYKTYPOI), MO YMONYaHWUIO CeaytoLas:

® 13 3apakeHHbIX NUCEM yaanseTcs BpeAoHOCHas MHbopmaLms (3To AelCTBUE Ha3biBaETCS
JledeHuUeM NCbMa), 3aTeM OHW JOCTaBAAOTCS OObIYHBIM 06pPa3oM;

® M1CbMa C NOAO3PUTE/IbHBIMUM OObEKTaMM NEPEMELLLAOTCA B BUAE OTAENbHbIX dannoB B KapaHTuH,
MOYTOBOW NporpamMmmMe nocbiaeTcs coobLyeHne 06 3ToM (3TO AeNCTBME Ha3bIBaETCA
nepemeuwjeHuem nncbma). MNMepemelyeHHble nucbMa yaanatotca ¢ POP3- nan IMAP4-cepBepa;

e He3apaXkeHHble NMCbMa M MUCbMa, He MpoLUejLIMe NPOBepKY, NnepesaroTcs 6e3 nsmeHeHum
(nponyckaromcs).

NHPMLMpOBaHHbIE nan NOAO3pUTENbHBIE NCXOASALLIME NMUCbMa HEe NepeAatoTcs Ha cepBep,
nosib3oBaTe/b U3BeLLaeTcsd 06 0TKase B OTNpaBke coobLueHns (kak NpaBuao, NoYToBas nporpaMmmMa
NPV 3TOM COXpaHSEeT NMUCbMO).

Hactpowkn noutoBoro ctopoxa SplDer Mail no ymonyaHuio ABASKOTCA ONTMMabHbIMUN ANA
HauyMHatoLLero nNoab3oBaTens, obecneyrBas MakCUMasbHbI YPOBEHb 3aLLWTbI MPU HaUMEHbLLEM
BMeLLlaTebCTBe NoJib3oBatens. [pu 3Tom, ogHako, 610KMpyeTcs psg BO3MOXKHOCTEN MOYTOBBIX
nporpamm (Hanpumep, HanpasBaeHWe NMCbMa NO MHOTUM afpecam MOXET ObITb BOCMIPUHATO Kak
MaccoBas Paccbl/ika, NOJyYeHHbI CNaM He Pacno3HaEeTCsa), a TakKe yTpaumMBaeTcd BO3MOXHOCTb
NOJlyYeHWs NONEe3HOM MHOPMaLUK N3 aBTOMATUUYECKM YHUUTOXKEHHbIX MUCEM (M3 He3apaXkeHHOM
TEKCTOBOW 4acTu). bonee onbITHbIE MONBL30BATENM MOTYT M3MEHWTL NapaMeTpbl MPOBEPKN MOYTbI U
HaCTPOMKM peakLmn nouToBoro ctopoxa SplDer Mail Ha pa3nnyHble cobbITUSA.

ﬂpOBepKa nucem gpyrmuMmm cpeacrsamm

CkaHep Dr.Web Tak>xe MoxeT obHapy>mBaTb BUPYCbl B MOYTOBbIX ALLMKAX HEKOTOPbIX GOPMATOB,
0/HaKO MouToBbI cTopox SplDer Mail MeeT nepes HUM pAL NPEMYLLECTB:

PyKOBOACTBO nosab3oBaTtensd
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e faneko He Bce GOpMaThl NOYTOBbLIX ALLMKOB NMOMNYAAPHbLIX MPOrpaMM NOAAEP>KMBAOTCA
CkaHepom Dr.Web; npu ncnosb3oBaHum noutoBoro ctopoxka SplDer Mail 3apaxkeHHble nucbMa
Ja>Xe He NonagaroT B MOYTOBbIE ALLMKY;

e CkaHep Dr.Web npoBepseT nouToBble ALLMKYM, HO TOJIbKO MO 3anpocy Nnoib3oBaTens Win rno
pacnmcaHuio, a He B MOMEHT MOJlyYeHMs NOYTbl, MPUYEM JaHHOE AEUCTBUE ABASETCA TPYL0EMKUM
1 3aHUMaET 3HaunTeNbHOE BPeEMS.

Takvm 06pazoM, Npu HacTpokax Bcex KoMnoHeHToB Dr.Web no ymonuaHuio NouToBbIn CTOPOXK
SpIDer Mail nepBbiM 0BHapy>XMBaET 1 He JOMNYCKAET Ha KOMMbOTEP BUPYChI 1 NOAO3PUTE/IbHbIE
06beKTbl, PaCNpOCTPaHAOLLMECA MO 3N1eKTPOHHON nouTe. Ero paboTa sBaseTcs BecbMa
3KOHOMMYHOM C TOUKM 3PEHNSA PAaCXOAa BblYMCAUTENbHBIX PECYPCOB; OCTaNbHble KOMMOHEHTbI MOTYT
He MCMONb30BaTbCA ANA NPOBEPKM NOYTOBLIX halrNoB.

13.3.1. Hactpowka SplDer Mail

Y1o6bl SplDer Mail npoBepsn gaHHble, NepeaaBaemMble MO KpUNTorpaduyeckum npoTokoaam,
BkAouuTe onumto MpoBepatb 3awmndpoBaHHbIN Tpaduk B pasgene CeTb.

[Ans poctyna K HacTporikaM noytoBoro ctopoxa SplDer Mail 3anpaluvBaetcs naposb,
d ec/n B pa3jese Hactpolikv Bbl BKAKOUMAM OMLMIO 3aljyuiaTh Napo/ieM HacTPoKu
Dr.Web.

Hactpoikun nporpamMmmbl MO YMOYaHMIO ABASIOTCA ONTUMAasbHBIMWU A1t GObLUMHCTBA MPUMEHEHW,
WX He cnesyeT N3MeHATb 6e3 He0BXOANMOCTH.

ﬁ DrWeb > Hactpoiikun > KoemnoHedTe sawmte > SplDer Mail — O x
(© KoMmnoHeHTb AHTUCNaM
Ba“—LMTbI MNpoBEpATE NOUTY HA HAAWMUKWE CNamMa
@ B
SplDer Guard
M3ameHuTE napaMeTpel...
SplDer Gate
SplDer Mail ,ﬂ,eﬁcmm
CkaHep WHduumpoBaHHsie cooBuleHna
BpaHamMay3p MeunTs, NepeMeLLaTE B KaPaHTHH HEMZNeUMMEIE (DEKOMEHAYETCR) W
[NpeseHTMEHaRA 3alLMTa MoaozputensHele coobLLeHNA
MepemelaTs B KapaHTUH (pekomeHAyeTcR) v

JonoAHUTEABHBIE HACTPORKK

PucyHok 42. Hactpoiika SplDer Mail

PykoBoacTBO nosb3oBatens
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AHTUCNam

Mo ymonuanuto SplDer Mail npoBepseT nucbMa Ha Haanuve cnama. Bel MoXKeTe OTKAOUNTD 3Ty
OMUMIO C MOMOLLbIO COOTBETCTBYHOLLEro NepekaoyaTens uav M3MeHnTb napamMeTpbl MPOBeEPKH,
Ha>xaB KHOMKy M3meHUTb napameTpbl. TeXHONOrMM aHTUCNaM-buabTpa 1 HacTpanBaeMble
napameTpbl NOAPOBHO onucaHbl B pasgene AHTCOAM.

AewvcTBua

Mo yMoAYaHuto NouToBbIk cTopoxk SplDer Mail nbiTaeTcs BblNEUATL MUCbMA, 3aPaXKeHHbIE
W3BECTHLIM W MOTEHLMANBHO M3/1IeUMMbIM BUPYCOM. Hensneummeble 1 NoA03puTesbHbIe MMCbMA, a
Tak>Xe pekIaMHble MPOorpaMmbl 1 MPOrpaMMbl Z403BOHa nepemeltatoTcs B KapaHtvH. OcTanbHble
M1UcbMa MepesaroTcs NMOYTOBbLIM CTOPOXeM 6e3 3MeHeHW (nponyckaromcs).

Peakummn noutosoro ctopoxa SplDer Mail aHanornyHbl cooTBeTCTBYHOWMM peakumnam CkaHepa
Dr.Web.

Bbl Mmo>eTe npeanucate noutoBoMy ctopoxxy SplDer Mail creaytowme peakumm:

AeicrBune OnucaHue

Jleunts, BoccTtaHoBUTb COCTOAHME NUCbMa A0 3apaxkeHus. Ecan Bupyc Hemzneumm mam
nepemeLLatb nonbITka NeyeHns He Bblna yCcneLwHon, To 06bekT byaeT nepemMelLeH B

B KapaHTWH KapaHTWH.

Heunsneynmble
[laHHoe felicTBME BO3MOXHO TONbKO A/ MHOULIMPOBAHHbIX MNCEM,
3apaXKeHHbIX N3BECTHLIM U3J1€UYNUMbIM BUPYCOM, 33 UCKIHOUYEHMEM TPOSHCKNX
nporpamm, KoTopble Npu obHapyxxeHun yaansaroTtcs. JleueHune daninos B
apxMBax HEBO3MOXHO BHE 3aBMCUMOCTM OT TUMa BUpYyCa.

Jleuunts, yAanAaTb BocctaHOBUTBL COCTOSIHME NMUCbMa 40 3apa>keHus. Ecan BUPYC HEU3nevymm mnamn
HeEnsne4vyrMmble nonbiTKa 1eYyeHns He Bbina yCHELUHOVI, TO 06beKT 6yﬂ,ET yAaneH.

YpanaTb Yaanute nucbmo. B 3Tom cayyae anekTpoHHOE MUCbMO He MepecbliaeTcs
nosayyaTesto, BMECTO 3TOrO MOYTOBOW NporpaMmMe nepeaaercs coobuleHvie o
COBEpLLEHHON onepaLmu.

MepemeLlatb MNMepemecTUTb NMCbMO B CrieumanbHyto nanky KapaHtuHa. B atom cayyae
B KapaHTWUH NMUCbMO He MepecblaeTcs NosyYyaTento, BMECTO 3TOro NoYToBOM Nporpamme

nepejaetca COO6LLI,eHl/Ie o cosepLueHHoH onepaunn.

MFHOpVIpOBaTb HGDEAaTb NMCbMO 6€3 BbIMOAHEHMUS Kaknx-n11bo AEVICTBMVI Hajd HUM.

B cnyuae obHapy>keHUs BpesOHOCHbIX 06BEKTOB B NMoyTe Nto6as 13 yKkasaHHbIX HaCTPOeK, Kpome
aevicteus UrHopupoBaTb, NPYBOAUT K OTKa3y B nepegaye nvcbma.

PyKOBOACTBO nosab3oBaTtensd
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Bbl MOXeTe yBeAMUNTb HAZEXHOCTb aHTUBMPYCHOW 3aLLMTbl MO CPABHEHWUIO C YPOBHEM,
npeAyCcMOTPEHHbIM MO YMOAYaHuto, Bbibpas B crnincke HenpoBepeHHblie nyHKT Mepemewats B
KapaHTUH. Paiinbl C NnepeMeLleHHbIMY NMCbMaMK B 3TOM C/lyYae PeKOMEHAYEeTCs BMNOCAEACTBUM
npoBepsATb CkaHepom Dr.Web.

' 3au.|,1/|Ty oT I'IO,CI,O3pI/ITe}1beIX nMcemM MO>XXHO OTK/THOYaTb TOJIbBKO B TOM cnyqae, KOorza Ball
A’ KOMMbHOTEP AOMOJIHUTENBHO 3aLLMLLEH MOCTOSIHHO 3arpy>eHHbIM cTopoxeM SplDer
Guard.

JeicTBUA Hag NMCbMaMK

B AaHHOM rpynne HacTpoeK yKa3blBatOTCA AOMONHUTENbHbIE AeNCTBUA HAZ SNEKTPOHHBIMN
nMcbMamu, o6paboTaHHbIMK NOYTOBBLIM cTopoxem SplDer Mail.

Hacrpoiika OnucaHune

[,06aBNATb 3aro/I0BOK = YCTaHOBNEHA MO YMOAYAHMIO.

‘X-Antivirus'

K COOBLLEHMAM Mpw MCnonb30BaHWM JaHHOW HAaCTPOWKN B 3aro/IOBOK BCEX MUCEM,
06paboTaHHbIX NOUYTOBLIM cTOpoXxeM SplDer Mail, fobasnseTcs
MHPOpPMaLMA O NPOBepPKe 3NEKTPOHHOro coobLyeHns n Bepcun Dr.Web. Bbl
He MoxeTe n3MeHuTb opmat 2oHaBAAEMOro 3aroa0BKa.

Ypanate Mpwn MCNoNb30BaHWN JaHHOW HAaCTPOMKN BXOAsLLME NMUCbMA, YAaNeHHbIe

MOAMOULMPOBAHHbIE UM MepeMeLleHHble B KapaHTMH MNOYTOBbIM cTopoxeM SplDer Mail,

nucbMa Ha cepsepe YAQNAOTCA C MOYTOBOrO CEPBEPA HE3AaBUCMMO OT HAaCTPOEK MOUYTOBOW

Nporpammbi.

OnTuMM3auma NpoBepKn

Bbl MOXKeTe 3asaTb YCI0BME, MPY BbINMOJHEHUN KOTOPOTO CIOXKHOYCTPOEHHbIe MMCbMa, MpoBepkKa
KOTOPbIX ABASIETCA YpEe3MEPHO TPYAOEMKOM, NPU3HAOTCA HEMPOBEPEHHbIMW. [ns 3Toro BkaoUnTe
onuuto Talim-ayT NpoBepKM NUCbMa ¥ 334alTe MakCMMabHOE BPeMS, B TeUYeHMEe KOTOPOro
MMCbMO NpoBepseTcs. 1o ncTeueHnn ykazaHHOTO BpeMeHn NoutoBbli ctopoxk SplDer Mail
npekpaTuT NpoBepky NucbMa. 1o ymoayaHuto 3agaHo 3HadveHuve 250 cekyHa,

NMpoBepka apxmBoB

Bkatoumte onumto MpoBepaTtb apxmBbl, 4To6bI SplDer Mail npoBepsan cogep>xMMoe apxmBoB,
nepesaBaeMbIX MO 3NeKTPOHHOW nouTe. [Mpu 3ToM ByAyT AOCTYMHbI CIeAYOLLINE HACTPONKM:

e MakcumanbHbI pasmep daiina npu pacnakoBke. ECim pacnakoBaHHbIN apxvB NPEBbICUT
yKa3aHHbIN pa3mep, TO NoYTOBbIN cTopox SplDer Mail He ByaeT pacnakoBbiBaTb M NPOBEPATb
ero. 1o ymonyaHuto 3agaHo 3HayeHve 30720 KEB;

PyKOBOACTBO nosab3oBaTtensd
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e MakcumanbHbIi KO3 PULMEHT CXKaTUA apxmBa. Eciv KoabduumeHT oxatna npesbiwaet
yKa3aHHbI1, TO No4TOBbIN cTOpoX SplDer Mail He ByaeT pacnakoBbIBaTb M NpoBePATH ero. o
YMOJIYaHMIO 3aAaHo 3HaveHue O;

¢ MakcMma/ibHbIW YPOBEHb B/IOXKEHHOCTU B apXMB. EC/IM ypOBeHb BOXKEHHOCTU MpeBbIaeT
3afjlaHHOE 3HaueHwue, To NoYTOBbIN cTopox SplDer Mail npoBepuT apxmB TONbKO A0 yKa3aHHOTO
ypOBHSA. [10 yMOUaHWIO 33aHO 3HaueHne 64.

[na BKAKOYEHMS OJHOTO WM HECKObKUX NapamMeTpoB ONTUMM3aL MM YCTaHOBUTE COOTBETCTBYOLLME
dnaxxkm.

: ! : OrpaHVIl-IeHVIFI ANnAa nNapaMeTpa OTCYTCTBYHOT, €CaU 3a4aHO 3Ha4deHne 0.

[ononHurenbHblie HACTPOUKM
JTa rpynna HacTtpoek 3agaeT 4ONONHUTENIbHbIE NapaMEeTPbl NMPOBEPKU BﬂeKTpOHHOl\/’I NnoYThbl:

® 1ICMNOJ/Ib30BaHNE 3BPUCTUYECKOTO aHaaM3a — B JaHHOM PeXXuMe MUCMO/ib3yHoTCA
cnewuyasbHble MexaHn3Mbl, MO3BOAIOLLME BbISBUTb B 31EKTPOHHOM NOYTE NOAO3PUTENbHbIE
06beKTbI, C 60/IbLLION BEPOATHOCTBIO 3apaXkeHHbIE ellle HEM3BECTHbIMU BUpycamu. YTobbl
OTK/NHOUUTb IBPUCTUYECKUIA aHaAM3, CHUMUTE daaxkok Mcnonb3oBaTb IBPUCTUHECKUIA aHaNuU3
(pexomeHayeTcs);

® MpoBepKa NHCTaNNALLMOHHbBIX NaKeTOB. JTa HaCTpOVIKa Nno yMOJIYaHNKO BbIKJKOYEHAa.

13.3.2. AHTUCNam

TexHosnorMM aHTUCNamM-dunbTpa Dr.Web cocToAT 13 HECKOIbKUMX ThICY MpPaBuW, KOTOPbIE YCNOBHO
MOXHO Pa3buTb Ha HECKOJIbKO Fpynm:

e 3BPUCTUUECKMIA aHANIN3 — UPEe3BbIYaAHO C/IOXKHANA BblCOKOMHTE/IEKTYa IbHas TEXHONOT S
3MMUpMYEcKoro pasbopa BCex YacTel MMcbMa: NoAs 3aroloBKa, Tena, COAEPXKaHUs BIOXKEHNS;

e punbTpaLma NPOTUBOAEACTBUA — COCTOUT B Pacro3HaBaHWM YNOBOK, UCMOJb3yeMbIX
cnamepamu Ans 06xofa aHTMCNam-GuabTPOB;

e aHanu3 Ha ocHoBe HTML-curHatyp — coobueHus, B coctaB KOTOpbIx BXxoauT HTML-kog,
CpaBHMBaOTCA ¢ obpasuamu brubanotekm HTML-curHatyp aHTMCnNama. Takoe CpaBHEHVE, B
COYeTaHUU C JaHHbIMW O pa3Mepax M30bpakeHni, 06bIYHO NCMOb3YeMbIX OTNPaBUTENAMMN
Cnama, 3aLMLLaeT nosib3oBaTenen OT CnaM-CoOOBLLIEHNI, COAEPKALLNX CCbIIKM Ha BED-CTpaHuLLbI;

e CeMaHTUYeCKUi aHaNnus — CpaBHEHNE C/IOB U Bblpa)KeHI/IIz COO6LLI,€HI/IF| CO caoBaMun n
nanomMamu, TMNMUYHbIMKM A4 CnaMa, NPpon3BOAUTCA MO CNeLMaibHOMY CAOBapHo. AHanmay
noAaBepraroTca Kak BUAVMbIE, TaK N BU3YaJibHO CKPbITbl€ CreLaibHbIMU TEXHUHYECKUMW YN10BKaMun
CNI0Ba, Bblpa>XXeHuAa 1 CMMBOJbl;

® aHTU-CKAMMMHT TeXHOJIOMMA — K YNy CKAMMMUHI- 1 GapMUHI-COOBLLLEHNA OTHOCATCA T. H.
«HUrepUIcKmne NMcbMa», COOBLLEHNS O BbIUTPbILWAX B IOTEPELD, Ka3WHO, NOAAE/bHbIE MUCbMa
6aHKoB. [N nx GUnbTpaL MmN NPUMEHSAETCS CrieLManbHbli MOAYb;

PyKOBOACTBO nosab3oBaTtensd
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e punbTpaLUa TEXHNUECKOro cnama — Tak Ha3biBaeMble bounce-coobLeHns BO3HUKAKOT Kak
peakLusa Ha BUPYCbl MW KakK NPOSABAEHNE BUPYCHOM akTUBHOCTU. CrielmanbHbli MOAY b
aHT1CNama onpeaenseT Takme coObLLEeHNs KaK HexenaTeNbHble.

Bbl MOXeTe HacTpouTb creayroLme napaMeTpbl paboTbl AHTMCNaMa:

Hacrpoiika

Pa3peLu NTb TEKCT
Ha Knpunaanue

Paspewmntb TekcT
Ha a3MaTCKMX A3blKax

[obaBnate npedumkc
K Teme nucem,
cojepxallmx cnam

OnucaHune
YcraHoBieHa NO yMOAYaHUHO.

[laHHas HacTpolika yka3biBaeT NnouToBOMy cTopoxy SplDer Mail 6e3
npeaBapuTeNbHOrO aHaan3a He NPUYNCAATL K cnamMy NUcbma,
HanucaHHble B COOTBETCTBMM C YCTaHOBAEHHOW KUPUAANYECKON
KOAMPOBKON. EC/n 3TOT daxkok CHAT, TO Takvne NMcbma € 60/1bLLION
BEPOATHOCTbIO BYAyT OTMeYeHbl GUALTPOM Kak cram.

YcTaHOBI€Ha MO YMOAYAHUIO.

[JlaHHaa HacTpolika yka3biBaeT nouToBoMy cTopoxy SplDer Mail 6e3
npezABapuTesIbHOrO aHanM3a He NPUYUCAATbL K Clamy NUcbMa,
HanvcaHHble B COOTBETCTBUU C Hanbonee pacnpocTpaHeHHbIMU
KOAMPOBKaMM a3naTckmx A3blKoB. Ecav 3TOT daxkok CHAT, TO Takme
nucbMa ¢ 60/bLLIONM BEPOATHOCTLIO ByAyT OTMeUeHbl GUALTPOM Kak
cnam.

YcTaHoBA€Ha NO yMOA4YaHWto. B Hayasno Tembl cnam-nucem
fobasnsetcs noactpoka «[SPAM]».

[laHHas HacTpolika yka3biBaeT NouToBomMy ctopoxy SplDer Mail
£,06aBAATb YKa3zaHHbIA NpeduKC K TeMaM MUCeM, pacrno3HaBaeMbIX Kak
cnam.

[JobaBneHve npedrkca MOMOXKET BaM CO34aTb NpaBuia s
bUAbTPaLMM NOYTOBBIX COOBLLLEHWI, MOMEUEHHbIX KakK Cram, B Tex
NMOYTOBbIX KNIMeHTax (Hanpumep, MS Outlook Express), B KOTOpbIX
HEBO3MOXXHO HacTpouTb GUAbLTPbLI MO 3ar0N0BKaM MUCEM.

O6pabortka nucem cnam-puabLTpPom

MouTtoBbin cTopoxx SplDer Mail fo6aBnseT KO BCeM NPpOBEPEHHBIM NUCbMaM CaeaytoLme

3aroJiIoBKu:

e X-DrWeb-SpamState:

<3Ha4eHue>, rae <3HayeHue> yKa3blBae€T Ha TO, ABNAETCA N NMNCbMO

CcnamoM (Yes) N0 MHeHWUo noytoBoro ctopoxa SplDer Mail nan Het (No);

e X-DrWeb-SpamVersion: <gepcua>, rae <gepcus> — Bepcusa bubanotekn AHtncnama Dr.Web;

e X-DriWeb-SpamReason: <pelimuHe cnama>, rae <pelimuHz cnama> — nepeyeHb OLEHOK Mo
Pa3NUYHBIM KPUTEPUAM MPUHASIEXHOCTU K CNamy.

PyKOBOACTBO nosab3oBaTtensd
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Ncnonb3yite 311 3aronoBku 1 npedurkc B TeMe NucbMa (eC/i COOTBETCTBYHOLLMIN Gaaxok
YCTaHOBJIEH) AN HAaCTPOWMKN GUAbTPaL MM Cama Baller MOYTOBOM NPOrpamMMOn.

& Ecam ana nonyyeHns noyToBbIX COOBLLEHNI Bbl cnoab3yeTe npoTtokosbl IMAP/NNTP,

: TO HaCTPONTe BaLly MOYTOBYHO MPOrpaMmy Takum obpasom, YTobbl NMCbMa
3arpy>asmcb € NOYTOBOro cepBepa cpasy Leamkom, 6e3 npeaBapuTenbHOro NPoCcMoTpa
3aro/loBKOB. 3TO HEOHXOAMMO AN KOPPEKTHOM paboTbl cnam-puabTpa.

[ns noBblilweHna kayectBa paboTbl cnaM-GuabTpa, Bbl MOXeTe coobLiath 06 owmbkax
pacrno3HaBaHWsa cnama.

Cnam-dunbTpom obpabaTtbiBatoTCs MOUTOBbIE COODLLEHNS, COCTAB/IEHHbIE B
: cooTBeTCcTBUM O cTaHaapToMm MIME RFC 822.

UcnpaBneHne ownb6ok pacnosHaBaHus

1. MNpw obHapy>xeHUn owmnbkm B paboTe cnam-ounbTpa, Co3aante HOBOE MUCbMO U MPUIOXHUTE K
HeMYy HernpaBWIbHO pacno3HaHHoe coobLeHme. [cbMa, OTNpaBAeHHble B TEKCTE NMUCbMA,
aHanM3npoBaTbCA He OyayT.

2. OTnpaBbTe MMCbMO C BJIOXEHWEM Ha OAMH U3 CNEAYHOLLMX afpeCcoB:

e MMCbMO, OLWIMBOYHO OuUueHEeHHOE KakK CrnaM, — Ha agpec vrnonspam@drweb.com;

e Cram, Hepacrno3HaHHbIN CUCTEMOW, — Ha agpec vrspam @drweb.com.

13.4. CkaHep

[Ana poctyna Kk HacTporikam CkaHepa 3anpallvBaeTca Naposb, eCin B pasgene
HacTpoliku Bbl BKIOUMAM ONUMIO 3awmiaTt napoaem HacTtpoiiku Dr.Web.

HacTpoliku nporpaMmMbl MO YMOYaHUIO ABAAIOTCA ONTUMasbHbIMU A1 6ONbLIMHCTBA NPUMEHEHN,
UX He Cnesyet U3MeHsTb 6e3 HeoHXoAUMOCTH.

PyKOBOACTBO nosab3oBaTtensd
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ﬁ DrWeb > Hactpoiikun > KoemMnoHedTe 3awmuTel > CraHep — O x
@ KOMMOHEHTHI Onuwun nposepku

BaU_LMTbl [MpepbiEaTh NPOEEPKY NPW NEPEXOAE HA MNTAHWE OT AKKYMyNATOPA
B oma

SplDer Guard
MIcnons30BaTE 3BYKOBLIE ONOBELLLEHWUA

SplDer Gate

- CID omn.

SplDer Mail
Vlcnons20BaHKe pecypcoB KOMNBKTERE

CkaHep OnTumansHoe (pexomeHayeTca) A

Epanamaysp

an'EE'HTHEHaFI 3dlliMTa HEMCTBMH

MH®WUMpoBaHHEIE

Neunts, nepemMellaTs B KapaHTUH Helznedrmble (pEKOMEH,ﬂ.yETCH) W

Mopoz PUTENEHEIE

MepemellaTs B KAPaHTUH (pekomeHayeTcR) v

JonoAHUTEABHBIE HACTPORKK

PucyHok 43. Hactpowuka CkaHepa

Onuun npoBepkm
B 3Tou rpynne goctynHbl 0bumne napametpbl paboTbl CkaHepa Dr.Web:

¢ MpepbiBaThb NPOBEPKY NP Nepexoae Ha NUTaHUe OT aKKyMysaTopa. Bkatouunte 3Ty onuuio,
YTOObI NMPW Nepexose Ha NUTaHKe OT akKyMyasTopa npoBepka bbina npepsaHa. [1o ymonuaHuto
onuus OTK/IKOYEHa.

¢ Vcnonb3oBaTb 3ByKOBble OonoBeLeHus. Bkitounte 3ty onuumto, ytobbl CkaHep Dr.Web
CONPOBOXAaN KaXaoe CobbiThe 3ByKOBbIM CUrHaNoOM. [0 yMOAYaHMIO onumsa OTKAKOYeHa.

¢ Vicnonb3oBaHue pecypcoB KOMMbIOTepa. JTa ONLUMA yCTaHaB/IMBAET OrPaHMYeHne Ha
ncnosib3oBaHve pecypcos komnbroTepa CkaHepom Dr.Web. Mo ymonuanuio 3agaHo
ONTVMaJIbHOE 3HaYeHMe.

DencTBUAa
B aTom pasgene 3agaetca peakuums CkaHepa Ha 0bHapy>KeHWe 3apaXkeHHbIX WK MOAO3PUTENbHBIX

baiinoB 1 BpesoHOCHbIX MPOrpamMm.

PeakLma 3asaeTcs OTAENbHO AN KaXA0W KaTeropum o6bekToB:
¢ HduumpoBaHHbIe — 0O6bEKTbI, 3apPaKEHHbIE N3BECTHBIM U (NMPeANONOXNTENbHO) U3NEUMMbIM
BMpPYCOM;

e Mopgo3putenbHble — 06BLEKTLI, MPEAMONOXUTENBHO 3apaXkeHHbIE BUPYCOM WK CogepiKallme
BPELOHOCHbI 06BbEKT;

PykoBoacTBO nosb3oBatens
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® Pa3/IMYHblE€ NOTEHUMANIbHO OMacCHble 06beKThI.

Bbl MOXeTe n3MeHnTb peakuumto CkaHepa Ha 0BHapy>KeHVe KaXKAoro Tuna 06bekToB B OTAE/bHOCTL.
CocTaB fOCTYMNHbIX peakLuii Npu 3TOM 3aBUCUT OT TUMa Yrpo3bl.

Mo ymonyaHuro CkaHep MblTaeTcs BblieUUTb Galisibl, 3apaXkeHHble N3BECTHbIM W NMOTEHLMaNbHO
M3NeYrMbIM BUPYCOM, OCTa/lbHble Hanbonee onacHble 06beKTbl — nepemelliaet B KapaHTuH.

CyLecTBYHOT CesyroLine AelCTBUS, NPUMeHseMble K 0OHapy>KeHHbIM O6beKTaMm:

AeiicTBue
JleuunTs,
nepemeLlatb

B KapaHTVH
Hensne4vyrmble

Jleuuntsb, ypanatb
Hemsneuynmble

Yaanntb

[Mepemelatb
B KapaHTWUH

VirHopuposatb

OnucaHune

BoccTtaHOBUTL cOCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
nonbITKa NeyeHns He Bblna ycrnewHowm, To 06bekT byaeT nepemelLeH B
KapaHTUH.

[laHHoe felicTBME BO3MOXHO TONbKO /17 OOBEKTOB, 3apaXkeHHbIX M3BECTHbIM
M371€4MMbIM BUPYCOM, 3@ UCKIOYEHNEM TPOAHCKUX MPOrpaMM 1 3apaKeHHbIX
dalinoB BHyTpW cOCTaBHbIX 06beKTOB (apXxnBOB, GainNoB INEKTPOHHOW MNOYTHI

nnn GannoBbIX KOHTENHEPOB).

BoccTtaHOBUTL cOCTOAHME 06bekTa A0 3apaxeHus. Ecan Bupyc Hemsneumm nam
nonbITKa NeyeHuns He Bbina ycrnewHowm, To 06bekT byAeT yaaneH.

[JlaHHOe AelicTBME BO3MOXHO TONbKO ANl OOBEKTOB, 3apaXkeHHbIX N3BECTHbIM
N31e4YnMbIM BUPYCOM, 3@ UCKIOYEHMEM TPOAHCKMX NMPOrpamMm M 3apa>keHHbIX
dannoB BHYTPM COCTaBHbIX OOBEKTOB (apXMBOB, PalriioB INEKTPOHHOW NMOYTbI

NN GanNoBbIX KOHTENHEPOB).

Yaanntb obbekT.

[N 3arpy304YHbIX CEKTOPOB HUKAKNX AEACTBUI NPON3BOANTLCSA He ByaerT.
MepemecTUTb 06BEKT B CNeumanbHyto nanky KapaHTuHa.

[ns 3arpy304HbIX CEKTOPOB HUKAKMX AEACTBUI MPON3BOANTLCS He ByaerT.

Mponyctnte 06BbEKT 6e3 BbIMOJHEHWS KaKUX-1MO0 AeNCTBUI U HE BbIBOAUTb
OnoBeLLeHus.

[laHHoe zelicTBME BO3MOXHO TONbKO A/18 BPEAOHOCHbIX MPOrpaMM: pekiamMHble
nporpammsbl, NPorpaMMbl 403BOHa, MPOrPaMMbl-LLYTKWX, NOTEHLMaAbHO
onacHble NpPorpaMmel U MPOrpamMmbl B3OMa.

Mpn 06Hapy>KeHUN BUPYCOB MM NMOAO3PUTENIbHOTO KOAA BHYTPW COCTaBHbIX O6EKTOB
(apxvBoB, hannoB 3NEKTPOHHOW MOYTbI MW HalNOBbIX KOHTEVNHEPOB) AENCTBMA NO

OTHOLWIEHUKO K yrpo3aM BHYTPUW TaKnX 06bEKTOB BbIMOMHAOTCSA Haj BCEM 0b6beKTOM, a He
TOJIbKO Haj 3aanGHHOVI €ro 4acTtbHo.
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[ononHurenbHblie HACTPOUKMU

Bbl MOXeTe OTKNHOUUTL MPOBEPKY UCTAMNIALMOHHBIX NakeToOB, apXMBOB U NOYTOBbLIX dpainos. Mo
YMO/IYaHUIO NPOBeEpPKa 3TUX 06BEKTOB BKAOYEHA.

Bbl Takke MoxkeTe HaCTpoOuTb NoBeaeHne CKaHepa nocsie OKOHYaHMA NpoBepKn:

1. He npumeHaTb aelictBne. CkaHep BbiBeeT TabaunLy CO CMUCKOM OBHapY>KEHHbIX Yrpo3.

2. O6e3BpeauTb 06Hapy>KeHHble Yyrpo3bl. CkaHep aBTOMaTUYEeCKM NPUMEHUT AeUCTBUS K
O0BHapy>KeHHbIM yrpo3am.

3. O6e3BpeauTb 06HapYy>XeHHble Yrpo3bl U BbIK/IHOUUTb KOMNbloTep. CkaHep aBTOMaTUYeCcKu
NPVMEHUT AeNCTBUA K OBHapY>KeHHbIM Yyrpo3amM ¥ Noc/ie 3TOro BbIKAKOUNUT KOMMbIOTEP.

13.5. bpaHamaysp

BpaHamayap Dr.Web npegHasHaueH ans 3aLlimTbl Ballero KOMMbOTepa OT HECaHKLMOHUPOBAHHOTO
AOCTyNa U3BHE W NPEOTBPALLEHNS YTEUKN BaXKHbIX JaHHbIX MO CETUN. ITOT KOMMOHEHT NO3BO/ISET
BaM KOHTPO/IMPOBaTb NMOAKIOYEHME U NepeaYy AaHHbIX MO ceTn VIHTepHeT 1 6iokmpoBaTb
NOA03PUTENbHbIE COEAMHEHMS Ha YPOBHE MNakeTOB N MPUIOXKEHWN.

BpaHaMayap npesoctaBaseT BaM CesytoLme npenmyLLecTsa:

® KOHTPOJb Y GUAbTPALMA BCETO BXOAALLETO U UCXOAsALLEro Tpaduka;
® KOHTPO/Ib MOAKNOUEHWNSA Ha YPOBHE NMPUIOXKEHU;

e GUNbTPALMA NaKeTOB Ha CETEBOM YPOBHE;

e ObICTpOE NepekNtoUeHre Mexay Habopamu npasus;

e pervcrpaums cobbITui.

13.5.1. O6yueHmne bpaHgmayspa

MNocne yctaHoBKM bpaHamayapa HekoTopoe Bpems B npoLecce Ballei paboTbl 3a KOMMbIOTEPOM
npowusBoamnTca obyyeHne nporpammsbl. Pexxvm obyyeHns akTyaneH Ans Caefyowmx pexxunmosn
paboTbl bpaHamayapa (nogpobHee o pexxmmax paboTbl bpaHamayapa cm. pasgen Hacrporika

bpaHamayapa):

° Pa3pe|.ua'rb coeAvHeHNA AnAa AoBepPeHHbIX an/IIIO)KeHMI‘;I (yCTaHOBJ'IeH no yMOJ'I‘-IaHI/II-O);

¢ VIHTepaKTUBHbIV peXXxum.

B pexxume PaspelunaTb coeguHeHUsA ANA AOBEPEHHbIX NPUIOXKEHUIA NPpY 0O6HAPY>KEHUM NOMbITKA
CMCTEMbI WV MPUNOXKEHWI MOAKNOUNTLCA K ceTv BpaHamayap npoBepseTt, ABAAOTCA M 3TU
NPUNOXKEHNS LOBEPEHHBIMU U 3aaHbl N A/ HUX NpaBuaa GuabTpauuu. Ecam npasuna
oTcyTcTBYHOT, Dr.Web BbIBOAWT COOTBETCTBYIOLLIEE NPEAYNPEXAEHVE, e Bbl MOXETE 3a4aTh
npaswio. Ans AOBEePEHHbIX MPUNOXEHWA NpaBuaa Npu 3TOM He co3garoTcs. MNoAKArYeHNe K ceTU
A1 TaKUX MPUNOXKEHWI pPa3peLLEHO.

PyKOBOACTBO nosab3oBaTtensd
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K A0BEepEeHHBIM NMPUNOXKEHUAM OTHOCATCS: CUCTEMHbIE WKW UMetoLLLne cepTudumkaT Microsoft
NPUNOXKEHNS, @ Tak>Ke NMPWIOXKEHUA U3 CNCKa AOBEPEHHbIX NpuaoxeHuii Dr.Web.

B pexxnme MIHTepaKTUBHbIN peXxnm npun ob6Hapy>KeHUM NOMbITKA CUCTEMbI UM NMPUIOKEHWNIA
NOAKIUNTLCA K ceTV BpaHamayap npoBepseT, 3agaHbl M A/ 3TUX MPOrpamMM npasuaa
dunbtpaymn. Ecam npaBmaa OTCyTCTBYHOT, TO BIBOAMTCA COOTBETCTBYHOLLLEE NPEAyNPEXAEHNe, rae
Bbl MOXETe 3a4aTb NpaBwao. B ganbHenwem noso6Hble noakatoueHus byayT obpabatbiBaTbCs MO

3TOMy MpaBswuy.

& MNpw paboTe Nos orpaHNYeHHON yyeTHoW 3anucbeto (FocTb) bpaHamayap Dr.Web He

: BblAaeT MO/b30BaTeO NMpeaynpexaeHnsa o nonbiTkax 4ocTyna kK cetu. MNMpegynpexaeHus
6yAyT BblAaBaTbCsA MOJ YYETHOW 3anuCbio C MpaBaMu agMUHUCTPaTOPa, eC/v Takas
Ceccus akTMBHA OAHOBPEMEHHO C FTOCTEBO.

MpaBuna gna npuno>xeHuni

1. Tlpn 06HapY>XEHWMMN NOMbITKMN NMOAKAFOUEHNUS K CETU CO CTOPOHbI MPUIOXKEHNS, O3HAKOMbTECH CO
cneayrolent MHGoOpMaLmen:

Mone

MpunoxeHne

MyTb
K MPUIOXKEHNIO

Undposasn
noAnuch

Agpec
Mopt

HanpasneHne

OnucaHue
HavmMeHoBaHwMe nporpammbl. Y0CTOBEpbTECh, YTO MyTh K HEMY, YKa3aHHbIV B
nosie MyTb K NPUAOXKEHUIO, COOTBETCTBYET MPaBUIbHOMY PaCMONOXKEHNIO

nporpaMmei.

MoAHbBIN NyTb K MCMOAHAEMOMY daliny NPUNOXKEHUA N ero Nms.

Lindposas nognucb npuaoXKeHUs.

MpoTokon 1 agpec XocTa, K KOTOPOMY COBEPLLAETCS MOMbITKA MOAKIOYEHUS.
MopT, Mo KOTOPOMY COBepLUAEeTCs MOMbITKa MNOAKIHOUEHNS.

HanpaBneHuve coegnHeHuns.

2. MpumMuTe pelleHre 0 NOAXOAALLEN AN JAHHOTO Cyyas onepauun 1 Bbibepute
COOTBETCTBYHOLLEE AENCTBUE B HUXKHEW YaCcTW OKHa:

e UTOOBbI O4HOKpPAaTHO 6]10KI/IpOBaTb AaHHOE NoAK/IK4YeHNE, Bbl6epI/ITe ﬂ,el\/'ICTBI/Ie 3anpe1'v|'rb

OAHOKpPATHO;

e UTOOblI O4HOKPATHO MO3BOUTL MPUNOXKEHUIO JaHHOE NOAKAOYEHNE, BbibepuTe AencTBre
Paspewintb ogHOKpPaTHO;

e UTOObLI NeperTn K GopmMe co3aaHus npasuna GunbTpaumy, Boibepute aerictene Cosgatb
npaBuno. OTKPOETCS OKHO, B KOTOPOM Bbl MOXeTe b0 BbIOpaTh NpeaycTtaHoBAEHHOE
NpaBuao, B0 BPYUHYHO CO34aTb MPaBWIO A5 MNPUNOXKEHUN.

PyKOBOACTBO nosab3oBaTtensd
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3. Haxwmure kHonky OK. bpaHamaysp BbIMOAHUT yKa3aHHYO Bamun onepawuio, 1 OKHO
onoseLleHna ByaeT 3aKpbITO.

& B HekoTOpbIx cnyyasx onepaumoHHas cuctema Windows He no3BoaseT OAHO3HAUHO

: naeHTndMLMpoBaTh cayxby, paboTatoLLyro Kak CUCTEMHBIR npotiecc. Mpwu
06HapYXXEHUW NOMbITKA MOAK/IOUYEHNS CO CTOPOHbI CUCTEMHOTO NpoLiecca, obpaTuTte
BHMMaHMeE Ha NopT, yKa3aHHbIV B CBEAEHMUAX O COeANHeHWW. Ecam Bbl ncnosb3yeTte
NpWaOXeHVe, KOTOPOoe MOXET 0bpallaTbCs K ykazaHHOMY MOpTY, pa3peLumnte gaHHoe
MOAK/IOYEHME.

B cnyuasx korga nporpaMmma, oCyLLLecTBAAOLWAsA NOMbITKY NMOAKAOYEHNS, YXKe U3BECTHa
BpaHamayapy (To ecTb Ans Hee 3asaHbl NpaBuna GUAbTPaLLMKM), HO 3anyCcKaeTcs APpyrum
HEN3BECTHbIM MPUIOXEHUEM (POAUTENLCKUM MpoLLeccoM), bpaHamaysp BbIBOAWUT
COOTBETCTBYHOLLIEE MPeAYNpexaeHVe.

MpaBuna ans poanTenbCKUX NPOLLECCOB

1. Mpwn obHapy>KeHUM NOMbITKN MNOAKIHOUEHUSA K CETUN CO CTOPOHbI NPUAOXKEHWS, 3aMyLLEHHOTO
HensBecTHOW ana bpaHaMayspa NporpaMmMoi, 03HaKOMbTECh C MHPOpPMaL el 06 NCMONHAEMOM
dbaine poanTeNbCKOM NPOTrpPaMMmbl.

2. Koraa Bbl MprMeTe peLleHre O NOAXOAALLEN A/ JAaHHOTO C/lyyas onepauun, BbINOJHUTE OAHO
13 CnesyroLWwnin AencTBUIA:

e 4TObOblI OAHOKPATHO BJIOKMPOBATb MNOAKAOUYEHNE MPUNOXKEHUSA K CETU, HAXMUTE KHOMKY
3anpeTuTb;

e YTOOblI OAHOKPATHO NMO3BOJIUTb NMPUIOXKEHNIO MOAKAHOUNTECA K CETU, HAKMUTE KHOMKY
Paspewuntsb;

e yTO6bI CO3AaTb NPaBuUaO, HaxmuTe Co3aaTh NPaBUAO N B OTKPbLIBLLEMCS OKHE 3ajanTe
HEOBXOAUMble HAaCTPOWKM AN POAMUTENLCKOTO NpoLiecca.

3. Haxmwute kHonky OK. bpaHamayasp BbINOAHUT yKa3aHHYO BaMy OMepaLuio, 1 OKHO
onoseLleHns byaeT 3aKpbITO.

Tak>xe BO3MO>Ha CUTyaL s, NPy KOTOPOM HEM3BECTHOE MPUNOXKEHME 3amMyCKaeTcs ApYrm
HEM3BECTHbIM NMPUNOXKEHNEM, B TaKOM C/lyyae B NpeaynpexzaeHun byaeT BoiBeseHa
COOTBETCTBYOLLAA MHGOPMaLMs 1 Npu Bbibope Co3aaTh NPaBUAO OTKPOETCH OKHO, B KOTOPOM Bbl
MOXKeTe HaCTPOUTb NpaBwia Kak A5 MPUNOXKEHWUN, TaK U ANA POAUTENLCKUX NMPOLLECCOB.

13.5.2. HacTtpoiika bpanamayaspa

B 3TOM paszene Bbl MOXeTe HAaCTPOUTb CesytoLe napameTpbl paboTbl bpaHamayapa:

e BblbpaTh pexumM paboTbl NporpaMmeil;

® HAaCTPOWUTb CMNNCOK aBTOPU30BaAHHbIX I'IpVIIIO)KeHVIl\/’I,'

® HaCTPOWTb NapaMeTpPbl 414 N3BECTHbIX ceTen.

PyKOBOACTBO nosab3oBaTtensd
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Ana pocTtyna k HacTporikam BpaHamayspa 3anpaluvBaeTcs Naposib, eCav B pasgene
Hactporiku Bbl BKIOUMAK onuuio 3awminatb naponemM Hactpoiiku Dr.Web.

ﬁ DrWeb > Hactpoiikn > KoemnoHedTel 3awmTel > bpangmaysp — O x
(© KoMmnoHeHTb Pesxxum paboTbl
3aliTbl ;
Pazpelate coeiMHeHUA ANA AOBRDEHHbLIX NPUAOKEHKH W
SplDer Guard PazpelaTs NOKafbHbIE COBAMHEHMA
SplDer Gate @O B
SpiDer Mail MNpunoxeHwns
CkaHep Ykamute npasmna GUALTPaUMM ANA NPUACKEHUA

Mpaeuna gnAa NpUAOKeHUA  VzmeHnTs

bEpanamaysp

lMpeBeHTMBHaA 3alMTa CeTb

Pazpewats dMALTPaUMK NaKeTOR

[ a3

MapameTpbl paBoThl ANA MZBECTHLIX ceTeld  VzmennTs

PucyHok 44. OcHoBHble HacTpoiikn BpaHamayspa

Mo ymonuaHuto bpaHamayasp He co3gaeT npaBuaa ANs U3BECTHbIX MPWIOXEHWA. BHe 3aBMcMMOCTM
OT pexunma paboTbl NPON3BOAUTCA PErncTpaLmna codbITUN.

HacTpoliku nporpaMmMbl MO YMOYaHUIO ABAAIOTCA ONTUMabHbIMU 415 6ONbLIMHCTBA NPUMEHEHN,
UX He cnesyeT U3MeHsATb 6e3 HeobxoaMMOCTL.

Hactpolika Pa3peluaTb fioKaibHble COEAMHEHUSA NMO3BOJISIET BCEM MPUNOXKEHNAM
6ecnpensaTCTBEHHO YyCTaHaBAMBATb JIOKaNbHblE COeUHEHMs (C MHTepdelica nam Ha nHTepdenc
127.0.0.1 (localhost)) Ha Balem KoMMbtOTEpeE. Ta ONUMSA NPUMEHSAETCA NOCae NPOBEPKU
COeZMHEHWI Ha COOTBETCTBME 3afaHHbIM npaBuaam. OTKIKOUMTE 3Ty OMLMIO, YTOObI NPUMEHATL
npaeuna GuUAbTPaLLMM BHe 3aBMCMMOCTU OT TOFO, MPOUCXOAUT I COEMHEHMNE MO CETU UAN B pamKax
BaLLEero KomnbtoTepa.

Bbi6op pexuma pabotbli
BbibepuTe 0aMH 13 CneayroLwmx pexMMoB paboThbl:

¢ Pazpewartb coeguHeHUs ANA AOBEPEHHbIX NPUIOXKEHUN — PEXMM, MPU KOTOPOM BCEM
AOBEPEHHBIM MPUIOXKEHUAM MPESOCTaBAAETCA AOCTYN K CETEBbIM pecypcaM (MCMob3yeTcs Nno
YMOJIUAHMIO), A/ BCEX OCTa/IbHbIX MPUNOXKEHWI BbIAAETCA NpesynpexaeHune, rae Bbl MOXeTe
3agaTb npaBuno (cM. pasgen ObyyeHve bpanamayapa);

PykoBoacTBO nosb3oBatens
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¢ Paspelwlatb Heu3BeCTHbIe COEANHEHUA — PEXUM, NPU KOTOPOM BCEM HEN3BECTHbIM
NPUNOXKEHNAM NPEAOCTaBAAETCA JOCTYN K CETEBbIM pecypcam;

¢ VIHTepaKTUBHbINA PeXXUM — pexrM 00yyeHus, MPU KOTOPOM MOJ/Ib30BaTeNtO NPeAOCTaBAAETCS
MOJIHbIM KOHTPO/Ib HaZ peakuunen bpaHamayapa;

e baokuMpoBaTb HeM3BeCTHble COeAUHEHUA — PEXMM, MPU KOTOPOM BCE HEU3BECTHbIE
NOAKNHOYEHMS aBTOMaTUUECKN BAOKUPYHOTCSA. VI3BeCTHbIe coesmHeHns obpabaTbiBatoTcs
BpaHamay3poM cornacHo 3asaHHbIM nNpaBuaaM GuabTpaLum.

PaspelwiaTb coeguHeHUA ANA AOBEPEHHbIX NPUIOXKEHUN
3TOT PEXMM UCMOb3YETCA MO YMONUAHUIO.

B 3TOM pexuMe BceM AOBEPEHHBIM MPUIOXKEHUAM pa3peLLaeTcs JOCTyN K CETEBbIM pecypcam,
BktoYas ViHTepHeT. K oBepeHHbIM NPUAOXKEHUAM OTHOCATCS: CUCTEMHbIE MU UMEtoLLIE
ceptudmkat Microsoft NpunoxkeHns, a Tak>ke NPUNOXKEHUA U3 CNINCKA LOBEPEHHBIX MPUNOXKEHWNIA
Dr.Web. NpaBuna ana Taknx NpUAoXKeEHNA He 0OToBpaxkatoTcsa B cnmcke npasua. Ans apyrux
npwnoxenu bpaHamaysp npegocTaBaseT BaM BO3MOXHOCTb BPYUHYHO 3anpeLLath Uiy paspeLuatb
HEN3BECTHOe COeAMHEHMe, a TakxKe co3AaBaTb A/ HEro NpaBuo.

Mpu 06Hapy>KEHUM NOMbITKN CO CTOPOHbI ONEPaLYOHHON CUCTEMbI UM NMOJ/Ib30BaTENbCKOTO
NPUNOXKEHNS NONYYUTb JOCTYN K CETEBLIM pecypcam bpaHamayap nposepseT, 3agaHbl N A1 3TUX
nporpamMm npasuia puabTpauun. Ecim npasuna oTCyTCTBYHOT, TO BbIBOAMUTCA COOTBETCTBYHOLLEE
npeaynpexzaeHve, rae BaM npeasaraetcsa Bbibpatb M60 BpeMeHHOe peLleHne, inbo co3aatb
npaBuio, MO KOTOPOMY B JafbHelLleM NOA06HbIe NOAKNOYEeHMs ByayT obpabaTbiBaThCS.

Pa3pe|.u aTb Hen3BeCTHbleé coeagunHeHuA

B 3TOM pexuMe f0CTyn K CETEBLIM pecypcaM, BKaoYas VIHTEpHeT, NpesoCTaBiseTCs BCEM
HEM3BECTHbIM MPUNOXEHUAM, A1 KOTOPbIX HE 3afaHbl Npasuna GuasTpauum. Mpun obHapyxeHUn
MOMbITKM NOAKAOUEHNS bpaHaMay3p He BbIBOAUT HUKAKUX COOBLLEHNIA.

MHTepaKTUBHbBIN peXXxum

B 3TOM pexuMe BaM NpesoCTaBAseTca NOJHbIA KOHTPOb Haz peakumen bpaHamayspa Ha
0obHapy>eHVe HEM3BECTHOTO MOAKAOYEHMS, U TakuM 06pa3oM Npomn3BoamnTCa 0byyeHme
nporpammsbl B npoLiecce Baller paboTbl 32 KOMMbIOTEPOM.

Mpw 06HapY>KEeHWWN NOMbITKM CO CTOPOHbI OMEPALMOHHON CUCTEMbI MW MONb30BATENbCKOTO
NPWOKEHWS NONYUYUTb JOCTYN K CETEBLIM pecypcam bpaHamaysp npoBepsieT, 3asaHbl W ANA 3TUX
nporpamm npasuna dunbtpaumn. Ecim npaBmna oTCyTCTBYHOT, TO BBIBOAMUTCA COOTBETCTBYHOLLEE
npeaynpexzaeHve, rae BaM npeasaraetcs Boibpatb MO0 BpeMeHHoe peLueHune, inbo cosaatb
npaBuao, N0 KOTOPOMY B Aa/ibHENLLIEM NOAOGHbIE NOAKAOYeHNs ByayT obpabaTbiBaThbCA.
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BHOKVIPOBaTb Heun3dBecTHble coeguHeHunaA

B 3TOM pexuMe Bce HeM3BECTHbIE MOAKNOUEHMS K CETEBBIM pecypcam, Bkarouas VIHTepHeT,
aBTOMaTUYeckn B10KMPYHOTCA.

Mpu 06Hapy>KEHUM NOMbITKN CO CTOPOHbI ONEPaLMOHHON CUCTEMbI AW NOJ/Ib30BaTENbCKOTO
NPUNOXKEHNS NONYUUTb JOCTYN K CETEBLIM pecypcam bpaHamayap npoBepseT, 3agaHbl N A1 3TUX
nporpamMm npasuna puabTpauun. Ecam npasuna dunbtpaymm oTcyTCTBYHOT, TO BpaHamayasp
aBTOMaTUyeckn B610KMPYET JOCTYM K CETU U He BbIBOAUT HUKaKMX coobLeHnin. Ecimn npaBuna
bunbTpaummn ans AaHHOTO MNOAKIFOYEHUS 3a4aHbl, TO BbIMOJHAKOTCA YKa3aHHbIe B HUX AeNCTBUS.

I'Iapameprl Ana I'IpI/IﬂO)KEHI/II7I
f | E Ana kaxzaon nporpammbl MOXeT 6biTb He 6osiee 0gHOro Habopa nNpasun GuUabTPaLUN.

OunbTpaunsa Ha ypOBHE NPUIOKEHWUI NO3BOSET KOHTPOANPOBATb AOCTYMN KOHKPETHBIX NMPOrpaMm
M NPOLLECCOB K CETEBbIM pecypcaM, a Takxke paspeLunTb UK 3anpeTuTb STUM MPUIOXKEHUAM 3amycK
Apyrvx npoLeccoB. Bel MoxeTe 3agaBath NpaBmia Kak A/ NONb30BaTENbCKMX, TaK U ANSi CUCTEMHBIX
NPUNOXKEHWUI.

B saHHOM paszgene Bbl MOXxeTe opMmMpoBaTh Habopbl NpaBua GuabTpaLLMm, CO34aBas HOBbIE,
peaakTMpya CyLecTByroLme WK yAanaa HeHy>XXHble npaswaa. MNpunoxeHve og4HO3HaUYHO
MAEHTUONLMPYETCA MNOHBIM MyTEM K UCNONHAeMoMY dalny. [ns yKasaHusa sapa onepaLoHHOM
cnctembl Microsoft Windows (mpouecc system, A1 KOTOPOro HET COOTBETCTBYHOLLLENO
ncnonHsemoro darna) Ucnonbsyercs UMs SYSTEM.

& Ecam Bbl co3gany 6iokmMpytoLLee NpaBuao 418 NpoLecca Uan YyCTaHOBUAN PEXUM

: BnokupoBatb HeM3BECTHbIE COEAMHEHUS, @ MOTOM OTKAKUMAN HAOKMPYHOLLLee MPaBUIO
WAV U3MEHUAN pexxnM paboTbl, 61oknMpoBKka ByaeT AeliCTBOBaTb A0 MOBTOPHOMN
MOMbITKN YCTAaHOBUTbL COEAUHEHME MOC/e nepesanycka npoLecca.

[ns NpUNOXeHU, KOTOpbIe yXe yAaneHbl C Ballero KOMMNbOTEPa, NpaBuaa He yAanstoTcs
aBTOMaTMyecku. Bbl MoXeTe yaanutb Takne npaBuna, Bbibpas NyHKT YAaAUTb HEUCNO/Ib3yeMble
npaBuia B KOHTEKCTHOM MEHHO Crmcka.

MNMpaBuna gnsa npunoXKkeHnm

B okHe HoBbIW Habop npaBun ans npunoxxeHus (W1 PegaktupoBaHue Habopa npaBwun) Bbl
MOXeTe HaCTPOUTb AOCTYN NPUIOXKEHMA K CETEBLIM pecypcam, a TakxKe 3anpeTuTb Uan pa3peLlntb
3anycK APYrux NPUAOKEHNUN.
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[inst poctyna K 3ToMy OKHy B HacTpoiikax bpaHamayspa 8 nyHkTe MpaBuna ansa npunoxxeHnin

HaXXmuTe UI3MeHUTb 1 B NOSBMBLLUEMCS OKHE HaXXMUTe KHOTMKY I'\f.f'l nan Bbl6epI/1Te NPUNOXKEHNE U

o

HaXXMMUTE KHOMKY /.

Mpw paboTe BpaHamayapa B pexxvMe 00yyeHus, Bbl MOXETEe MHULMMPOBATb CO3jaHne npaBma
HEMoOCPEeACTBEHHO M3 OKHa OMOBELLLEHMS O MOMbITKE HECAHKLMOHNPOBAHHOIO MOAK/IOYEHUS.

3anyck Apyrux NpuaoXKeHnum

UT06bI pa3peLlnTb WM 3aNpPeTUTb MPUNOXKEHNIO 3aMycKaTb ApYrue NPUAOXKEHWS, B BbiNajatoLem
cnvcke 3anycK ceTeBbIX NPUIOXKEHUN BbibepuTe:

¢ Paspewatb, 4TOObI pa3peLlnTb MPUNOXKEHNIO 3amyCcKaTb MNPOLLECChI;
¢ 3anpewaTb, YTOObI 3aNPETUTb NPUIOXKEHWIO 3amnyckaTb NPOLLECCHI;

e He 3agaHo. B 3TO0M cnyyae Ha 310 npunoxeHue 6yayT pacnpoCTpaHATbCA HAaCTPOWKN
BbIbpaHHOro pexvmMa pabotsl bpaHamayapa.

AocTyn K ceTeBbIM pecypcam
1. BbibepuTe pexxum J0CTyna K CETEBbIM pecypcam:

o Pa3pe|.ua'rb BCe — BCe COeAMHEHNA NMPUNIOXKEHNA 6y,£l,yT Pa3peLleHbl;
° BHOKVIPOBaTb BCeé — BCE COegUNHEHNA NPUNOXKEHNA 3anpeLleHbl;

e He 3apaHo. B 3TOM ciyyae Ha 310 npunoxeHne 6yayT pacnpoCTpaHATbCA HACTPOMKM
BblBpaHHOTO pexknuma paboTbl bpaHamayapa.

e Monb3oBaTeNbCKUN — B 3TOM pexXnme Bbl MOXETE CO34aTb Ha6op npaswnn, paspelaronx
Wan 3anpelarolmnx 1€ UM nHble COegquHEHNA NPUNOXKEHUA.

2. Ecnm 6bin BbibpaH Monb3oBaTeNbCkMi peXXVM AOCTYNa K CETEBbIM pecypcam, TO HuXKe
oTobpasutcs Tabavua ¢ HPopMaumern o Habope NpaBua ANA 4aHHOTO MPUNOXKEHWS.

Mapametp OnucaHue
BkaroueHo CocTosiHME npaBwuna.
[JenctBue YKa3blBaeT Ha felCTBME, BbINOJHAEMOe bpaHaMay3pom npuv NonbITke

nporpaMmbl NOAKAKOUYNTLCA K CETU VIHTEpHET:

° BHOKMPOBaTb nakeTbl — 6]10KVIpOBaTb NONbITKY MOAKNHOYEHWA;

e Paspeluartb nakeTbl — pa3peLllmnTb NOAKIOUEHME.

Vims npasuna HassaHwne npasuna.

Tvn coegnHeHns HanpasneHne coegnHeHns:

¢ Bxopsuee — nNpaBu/IO NPUMEHAETCA, €CIN COeANHEHME
NHULMNPYETCA U3 CETU K MPOrpaMMe Ha Ballem KOMMbIOTEpPE;

PyKOBOACTBO nosab3oBaTtensd
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Mapametp OnucaHue

¢ Ucxopawee — nNpaBuio NPUMEHAETCA, €C/IN COeAMHEHME
WHWLIMMPYETCA NPOrpaMMON Ha BalleM KOMMbOTEpPE;

¢ Jlloboe — npaBuaO NPMMEHAETCA BHE 3aBUCUMOCTM OT
HarnpaB/JeHNA COefNHEHMA.

OnucaHune [Monb3oBaTenbCckoOe onucaHme npasuna.

3. lMpw HeOBXOAMMOCTUN OTPeAAKTUPYTE NPEeAYCTaHOBIEHHbIN UV CO3AaiiTe HOBbIM Habop NpaBun
A1 IPUNOXKEHUS.

4. Ecam Bbl Bbl6paJ'II/1 co3jaHne HOBOIro Win peaaktmpoBaHue CyLecTByroLLero npaBumnag,
HaCTPOWTE ero NapameTpbl B OTO6pa3VIBLL|eMCFI OKHe.

5. o okoHuaHun PeaakTMpoBaHuA Ha6opa npaBuna HAXXKMUTE KHOTMKY oK ANA COXpaHEHUA
BHECEHHbIX M3MEHEHUI NN KHOMKY OTMeHnTb ANna OTKasa OoT n3MeHeHul. I3meHeHns,
BHeCEHHbIE B Ha6op npasna, COXPaHAKTCA NMPW NEPEKNHOYEHNN Ha ApyFOI\/'I pexnm.

YcraHoBUTe daxxok 3anpalumBaTh NOATBEpXKAeHME NPU USMeHeHUN obbekTa
(pexomeHAyeTcA), €C/IN Bbl XOTUTE, UTOObI MPY U3MEHEHUW UAN OBHOBAEHUW NPUIOXKEHWUI AOCTY
K CEeTeBbIM pecypcam A/ MPWUIOXEHUs 3anpaLumBacs 3aHOBO.

Hactpoiika napameTpoB npasuia

I'Ipanma CI)I/IﬂpraLI,I/II/I peryampyroT cetesoe B3aI/1MO,£I,eI\/'ICTBMe nporpamMmmbl C KOHKPETHbIMK XOCTaMn
ceTn.

Co3paHue n pepakTUpoBaHue nNpaBuia

7~

[ins nobasnenns HOBOro npasunia B okHe PegakTupoBanme Habopa npaBun Haxmute KHOMKy "/
. na pepakTMpoBaHVA CyLLecTByOLLEro Npasuna Boibepute Heobxoanmoe Npasmo v

HaXkMuTe KHoMKy /. Mpu 3ToM B NyHkTe J,0CTyn K ceTeBbiM pecypcam A0 xeH 6bITb BbibpaH
pexum Monb3oBaTeNbCKUNA.

3agaiiTe ciegytoLLve NapameTpbl npasuma:

Mapametp Onucanne

Obuee

Vimsa npasuna Vims co3paBaemMoro/pegaktmpyemMoro npasuna.
OnucaHue KpaTtkoe onuncaHve npasuna.

PyKOBOACTBO nosab3oBaTtensd
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Mapametp

Henctene

CocTosiHue

Tun coepnHeHns

BeseHve xypHana

Hacrpoiiku npaBuna

MpoTtokon

KomnoHeHTbI 3aluThbl

OnucaHune

YKa3blBaeT Ha AeicTBume, BbinosHAeMoe bpaHamayspom
Npv NOMbITKE MPOrpaMmMbl NOAKAFOUYNTLCA K CETH
NHTepHer:

e BnoknpoBatb nakerbl — 6/710KMPOBaTh MOMbLITKY
NOAKNOYEHWS;

e Paspeluartb nakeTbl — pa3peLllnTb NOAKIOUEHME.
CoctosHne npasuna:

o BknroueHo — npaBunJo NPUMEHAETCA;

e OTK/IFOUEHO — MPaBW/IO BPEMEHHO HE NMPUMEHSETCH.
HanpasneHne coegnHeHns:

e Bxopawee — npaBuno NPUMeEHAETCA, eCan CoegnHeHne
MHNUMNpyeTca n3 Cetn K nporpaMmMme Ha Ballem
KOMMbHOTEPE;

e Ucxopsuee — npaBuio NPYMeEHSETCs, eciu
COoeAMHEHNE NHULIMMPYETCA NPOrpaMMOn Ha Ballem
KOMMbIOTEPE;

e Jlio6oe — npasunJo NpUMeHAeTCA BHE 3aBUCUMOCTUN OT
HarnpaeaeHna coeANHEHUA.

Pexxvm BeseHuns XypHana:

o BknroueHo — pernctnpoBaTb cobbITus;

e OTK/IOUEHO — He COXPaHATb MHPOPMaLMIO O Nnpasue.

MpOTOKO/IbI CETEBOrO 1 TPAHCMOPTHOrO YPOBHSA, MO
KOTOPbIM OCYLLeCTBAAETCA NOAKIOUEHNE.

MoasepXnBatoTCsa ceyroLive NpoTOKObl CETEBOrO
YPOBHS:

o [Pv4;
e |Pv6;

e |P all — npotokon IP nroboi Bepcuw.

MoasepxunBatoTca cieyroLivie MPOTOKOJIbl TPaHCMOPTHOTO
YPOBHS:

e TCP;
e UDP;
TCP & UDP — npotokon TCP nan UDP;
RAW.

PyKOBOACTBO nosab3oBaTtensd
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Mapametp OnucaHue

JlokanbHbIV agpec/YpaneHHbl agpec IP-agpec ysaneHHOro xocra, y4acTByroLLEero B
NoAK/IHUEHMM. Bbl MOXeTe yka3blBaTb Kak KOHKPETHbI
agpec (PaBeH), Tak 1 Anana3oH agpecos (B ananasoHe), a
TaKk>Ke Macky KOHKpeTHol noacetn (Macka) nav mMacku
BCEX MOACETEN, B KOTOPbIX Ball KOMMbIOTEP MMeeT
ceteBoli agpec (MY_NETWORK).

YTo6bI 334aTb NPaBWUIO AN1S BCEX XOCTOB, BblbepuTe
BapvaHT Jlro6oiA.

JNokanbHbIV NOPT/YAaneHHbln nopt MopT, NO KOTOPOMY OCYLLECTBAAETCA NOAKIOUYEHNe. Bbl
MO>KeTe yKa3blBaTb Kak KOHKPETHbIV NopT (PaBeH), Tak u
Avana3oH noptos (B gnanasone).

YTo6bl 3a4aTh NPaBMUIO A8 BCEX NOPTOB, BbibepuTe
BapvaHT Jlro6oiA.

MapameTtpbl gnsa ceten

®unbTpaums Ha ypOBHe NakeTOB MNO3BOJSET KOHTPOIMPOBAaTh AOCTYM K CETV BHE 3aBUCMMOCTU OT
nporpaMm, MHULMMPYIOLLMX NOAKAOYeHWe. [paBuia NPUMEHSAIOTCA KO BCEM CETEBLIM MakeTam
onpeAeneHHOro T!na, KOTopble NepeaaroTcs Yepes OAMH M3 CETEBbIX MHTEPdENCOB Ballero
KOMMbtoTepa.

,ﬂ,aHHbIIz BUA CI)I/U'IpraLI,I/II/I npeaocraBsAeT BaM O6LLI,I/1€ MeXaHU3Mbl KOHTPO/I4, B OTA4YME OT
dUAbTPALIMY Ha YPOBHE NP UIOXKEHUN.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3asaTb HaboOp NpaBu GUabTPaLLIMM NAKETOB, NepesatoLLIMXCa Yepe3
onpeseneHHbl NHTepdeilc.

[na poctyna K 3TOMY OKHY B OKHe HacTpoek bpaHamayapa B nyHkTe MapameTpbl pabotbl gns
M3BEeCTHbIX ceTei HaxmMunTe MU3meHunTb. Hanante B cnncke MHTEpPECy oL Min Bac MHTepdenc n
COMOCTaBbTE EMY COOTBETCTBYHOLW MM Habop npasua. Eciv noaxoaawmin Habop npaBua OTCyTCTBYET
B CM1CKe, cO3jaliTe ero.

BpaHaMayap nocraBaseTcs co caeayroLMMm NpeaycTaHoBAEHHbIMW Habopamu NpaBw:

¢ Default Rule — npaBwna, onuceiBatoLme Hanbonee YacTo BCTpeyatoLmecs KOHGUrypaLum cet
W pacnpocTpaHeHHble ataku (MCMo/b3yeTca Mo YMOAYaHUIO AN BCEX HOBbIX MHTEP GErCcoB);

o Allow All — Bce nakeTbl NponyckaroTCs;

e Block All — Bce naketbl 6n10kMpyrOTCS.

PyKOBOACTBO nosab3oBaTtensd
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,ﬂ,/'lﬂ yﬂ,O6CTBa MCNoJib30OBaHUA U 6bICTpOFO nepexkrn4yeHna Mexzay pexxmmamum CI)I/IﬂpraLI,I/II/I Bbl
MOXKETe 3a[aTb AOMNOJHUTE/bHbIE HABOPbI NPaBUI.

[ns TOoro uto6bl YBUAETH BCE JOCTYMHbIE MHTEPENCHI K 406aBUTb B TabAULLYY HOBbIV MHTEPdENC,

HaxxMuTe KHomKy /. B OTKpbIBLUEMCA OKHe Bbl MOXeTe yKasaTb, Kakue NHTepdelichl A0MKHbI
Bceraa otobpaxatbca B Tabauue. AKTMBHbIE HTepdelichl byayT oTobpaxaTbca B TabauLe
aBTOMaTMYeCKM.

HeakTuBHbIe ceTeBble MHTepdelichl MOXHO yAanuTb 13 0TobpaxaeMol TabauLl, Haxas KHonky ",
HacTtpoiikn nakeTtHoro punbTpa

[ns ynpaBaeHus CyLLecTBYHOLUMIW HabopaMu NpaBua 1 fo6aBaeHNs HOBbIX Nepenute B OKHO
Hactpoiikn nakeTtHoro ¢punabTpa, Haxas kHornky Ha6opbl npaBua.

Ha 3ToW cTpaHuLLe Bbl MOXeTE:
e bopmupoBatb Habopbl NpaBua GUAbTPALMK, CO3aBas HOBble, PeAAKTMPYS CyLLEeCTBYOLLME WK
yAanas HeHY>KHble NPaBua;

e 3a/aBaTb AOMOJIHUTE/IbHbIE NapaMeTPbl GUAbTPALUN.

®dopmupoBaHue Habopa npaBun

Ona dopmupoBaHms Habopa NpaBwa BbIMOJIHUTE O4HO U3 CNEAYHOLLMI AeCTBUIA:

5

e yTOObI co34aTb Ha6op npasun ana CeETeBOro MHTepc])e|7|ca, HaxkmuTe ",

o

e uTO6bl OTPEAAKTVPOBATH CYLLECTBYHOLLMIA HABOP NpaBui, BbiIGepuTe ero B CrncKe 1 HaxmuTe “_/;

e yTO6bI 06aBUTH KOMUIO CyLLLECTBYHOLLErO Habopa NpaBws, HaxmMuTe . Konusa gobasnsetca nog
BbIbpaHHbIM HabopoM;

JononHutenbHble HAaCTPONKMU

UTt06bI 3a4aTh AOMNOAHUTENbHBIE HACTPOWMKM GUABTPaLMK NakeToB, B okHe HacTpoiiku nakeTHOro
$unbTpa yCTaHOBUTE CesyroLme GaaxkKu:

dnaxkok OnucaHune
BkirouunTb YcTaHoBUTE 3TOT G1aXKOK, UTOObI yUnTbIBaTh NPU GUABTPALIMM COCTOAHME
ANHAMMYeCKyro TCP-coeavHeHNs 1 NponyckaTb TONbKO Te MaKeTbl, COAEPXMMOE KOTOPbIX

buNbTPaLMIo NakeToB COOTBETCTBYET TeKyLleMy COCTOAHMIO. B Takom cnydae Bce nakethl,
nepeZaBaemble B paMKax COeMHEHNA, HO He COOTBETCTBYHOLLME
cneundukaumy npotokona, 6AOKMPYrOTCA. STOT MexaHW3M NO3BOASET
Nyylle 3aWwmnTnTb Baw KomnbtoTep oT DoS-aTtak (0Tkas B obcnyxunBaHmm),

PyKOBOACTBO nosab3oBaTtensd
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dnaxkok OnucaHune

CKaHUPOBaHUA PECYpPCOB, BHEAPEHWS JaHHbIX U APYrUX 310HAMEPEHHbIX
onepawymi.

Takke pekoMeHAyeTca ycTaHaBAMBaTb 3TOT GAAXKOK MPU UCMONb30BaAHUN
NPOTOKOJIOB CO C/IOXKHbIMUW ajroputMamu nepegaun ganHoix (FTP, SIP n
T. N.).

CHUMUTE 3TOT PaxKok, UTo6bl GuabTpoBaTh NakeTsl 6e3 yyeta TCP-

COEIHEHWN.
ObpabatbiBaTb YcTaHoBUTE 3TOT G1aXkoK, UTOObI KOPPEKTHO 0bpabaTbiBaTh Nepesady
dparmeHTMpoBaHHble  B6oabLINX 06BEMOB JaHHbIX. Pasmep MakcumansHoro naketa (MTU —
IP nakeTbl Maximum Transmission Unit) ana pa3HbIx ceTeil MOXeT BapbUpOBaThCH,

no3Tomy 4acTb |[P-nakeToB npu nepegave MoxeT ObITb pa3buTa Ha
HeckobKo ¢parmeHToB. [py NCNONb30BaHMM AaHHOW OMNUUK KO BCEM
dparmMeHTapHbIM NakeTam NPUMEHAETCS OAHO U TO XKe AelCTBIE,
npesycMOTPeHHOe NpaBuiaMv GUAbTPaLMN 418 FTONOBHOTO (MepBOro)
nakera.

CHuMKUTe 3TOT Cl)ﬂa)KOK, yTObbI O6pa6aTbIBaTb BC€E MakeTbl MO OTAENbHOCTU.

Haxxmute kHonky OK ans coxpaHeHWsi BHECEHHbIX UBMEHEHUIA UAN KHOMKY OTMeHUTb A1 BbiXxoza
13 OKHa 6€e3 COXpaHeHUs U3MEHEHW.

B okHe PepakTupoBaHue Habopa npaBua oTobOpaXaeTcs CNMcok npaswa GuUabTPaL MM NakeTos,
BXOAALLMX B KOHKPETHbIN Habop. Bbl MoxeTe dopMupoBaTth CNUCOK, 406aBAAS HOBbIE WK
pefakTUpys CyLLecTByrOLWMe NpaBuia GuabTpaLmnm, a Takke U3MeHss NOPAA0K VX BbINOJHEHUS.
MpaBwWia NPYMEHAIOTCA NOCAeA0BAaTENbHO, COMIAaCHO OYEPEAHOCTU B CrMCKe.

,U,I'Iﬂ Ka>XkAoro npasuia B Cnucke npefocraBideTca ciefyrollan KpaTkas I/IHCI)OpMaLI,I/IﬂZ

Mapametp OnucaHne
BkatoueHo CocTtosiHne npasuna.
[JenictBre YKa3blBaeT Ha AeincTBuMe, BbinosHAeMoe bpaHamayapom npu ob6paboTke naketa:

o BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb MakeT;

e Paspelwsatb nakerbl — nepegartb naker.

Vima npasuna  Vimsa npasuna.

HanpasneHve HanpaBneHue coegnHeHNS:

° € — NPaBnNO NPUMEHAETCA, €CIN MaKeT NPUHMMaeTCAa N3 CeTu,;

° > _ npaBnio NPUMEHAETCA, eCAK NaKeT OTNPaBAAEeTCA C Ballero KoMnbroTepa,
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BeaeHune
>XypHana

OnucaHune

KomnoHeHTbI 3aluThbl

OnucaHune

—
o & — npasnio NpUMeHAETCA BHE 3aBUCUMOCTU OT HanpaBaeHna CoegjunHeHus.

Pexxvm peruncrpaumm cobbITUiA. YkasbiBaeT Ha TO, kakas MHPopMaLma AoKHa bbiTb
3aHeceHa B XypHan:

¢ ToNIbKO 3aro/IOBKN — 3aHOCUTb B XKypHan TONbKO 3aron0BKM NakeToB;
e Becb naketr — 3aHOCUTb B >KypHan nakeTbl LEeJIMKOM;

e OTK/IIOUEHO — He COXpPaHATb MHbOPMaLMIO O NakeTe.

Kpatkoe onuncaHve npasuna.

PepakTnpoBaHue n co3aaHne Habopa npaBun

1. |_|pl/l HeO6XOAI/IMOCTI/1 3a,qa|7|Te nMAa NI NSMEeHUTE NMA Ha6opa npasun.

2. Co3gawte npaBuna GuabTPALUK, UCNONb3YS CIEAYIOLLME OMNLUN:

e yTO6bI 06aBUTL HOBOE MPABWUIO, HAXMUTE "L/

. MpaBuno gobaBnseTcs B HaYano Cnmcka;

ek

e yTO6bI OTPEAAKTMPOBATL BbIBPaHHOE NPaBWIO, HaXMUTe "2/

e yTO6bI 4O6ABUTL KOMUIO BbIBPAHHOTO NPaBWaa, HAXKMUTE KHOMKY . Konusa pobasnsetca
nepes BblbpaHHbIM NPaBUIOM;

e 4TO6bI yAaNTL BbIGPaHHOE NPaBUIO, HaxmuTe -/,

o,
|

3. Ecnv Bbl BbIOpanu co3gaHune HOBOTO WM pefakTUpOBaHMe CyLLEeCTBYHOLLEro NpaBma,
HacTpPOWTe ero napamMmeTpsbi.

4. Vcnonb3yiTte CTPeNOYKM CripaBa OT CMCKa, YTOObl onpesenvTb NOPAA0K BbINOJHEHWS NPaBU.
MpaBuna BbINOAHAOTCA NOCNEAOBATENbHO, COMIACHO 0UYEPEAHOCTU B CMIMCKE.

5. o OKOHYaHWMN pesakTMPOBaHUsA cnvcka HaxxmuTe KHomnky OK ans coxpaHeHUst BHECEHHbIX
M3MEHEHWUI UAN KHOMNKY OTMEHUTb A1 0TKa3a OT U3MEHEHUI.

AN

Te nakeTbl, 419 KOTOPbIX HET MpPaBWa B Habope, aBTOMaTUYEeCKN BOKMPYHOTCH.
VickntoueHusa cocTaBaatoT Te nakeTbl, KOTOPble pa3peLlaroTca npasmaamMm B

CDI/IIIpre I'Ipl/lflO)KeHI/II‘/II.

[ o6aBneHue unn pegakrnpoBaHue npasuna GpunabTpaLmm

o,

1. B OKHe pefiakT1pOBaHu1sA Habopa NpPaBuA A8 NaKeTHOro GUALTPa HaxMKUTe KHonKy '/ nan

KHOMKY &

/. OTKpOGTCﬂ OKHO CO34aHuna nan pefaktnpoBaHMA npaBuaa nakeTHOM (I)I/IJ'IpraLI,I/II/I.

2. 3apavite cnepytolme napamMeTpbl NpaBua:
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Mapamertp
Vima npasuna
OnwucaHwne

[encreune

HanpasneHne

BeseHwne xypHana

KomnoHeHTbI 3aluThbl

OnucaHune
Vima co3paBaemoro/pesakTpyemMmoro npasuna.
KpaTtkoe onncaHuve npasuna.

YKa3blBaeT Ha ZelicTBYe, BbinosHsAemMoe bpaHamayapom npu obpaboTke
naketa:
e BnokupoBartb nakeTbl — 6/710KMPOBaTb MAKET;

e Paspeluatb makerbl — nepesaTtb Naker.
HanpaBneHuve coegnHeHmns:

e Bxogawee — npaBnIO NPUMEHAETCA, €CIN MaKeT NMPUHUMaETCA U3
ceTun;

e Ncxopsawee — npaBnIO NPUMEHAETCA, ECAN MaKeT OTrnpaBadeTca C
Ballero KOMmnbrOTEPAa,

e Jlro6oe — npaBu/IO NPUMEHSETCS BHE 3aBUCMMOCTU OT HamnpasieHuUs
COeIHEHMS.

Pexxvm peruncrpaumm cobbITuid. YkasbiBaeT Ha To, kakas MHPopmMaLms
[OMKHa ObITb 3aHeceHa B XXypHat:

e Becb naketr — 3aHOCUTL B >KypHan nakeTbl LEeJIMKOM;
e ToNbKO 3aro/IOBKN — 3aHOCUTb B XKYpPHan TO/IbKO 3aron0BKM NMakeToB;

e OTK/IIOUEHO — He COXpaHATb MHbOPMaLMIO O NakeTe.

PyKOBOACTBO nosab3oBaTtensd
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3. lMpwn Heobx0aMMOCTN f06aBbTE KPUTEPUI GUABTPALK, HAMPUMEP, TPAHCMOPTHbIN UK CETEBOM
NPOTOKO/, HaxaB KHonky [Llo6aButb kputepuin. OTKpoeTcs okHO [lo6aBUTL KpuTepuii
dunbTpauum:

@ JoBaenTe NAKETHOE NPABUAC

[lobaBuTb KpuTepui duabTpaLmn
BribepuTe KpuTepWA

q ARP w

i)

Het HaCTpareaeMelx NapamMeToE

OK | | OTMEHNTE @

PucyHok 45. lo6aBneHue kputepua punbTpaLum

BbibepuTe Hy>KHbI KpUTEPUI B BbiNagatoLLeM Crvcke. B 3ToM e OKHe Bbl MOXETe HaCTPOUTb
napameTpbl AN BblIbpaHHOro Kputepus. Bel MoxeTte f06aBUTb Ntob60e Heobxoanmoe
KONMYecTBO KpuTtepmes. MNpu 3TOM, YTOObI AelCTBUE M3 NpaBuaa ObiI0 NPUMEHEHO K MakeTy,
naKeT JO/KEH COOTBETCTBOBATb BCEM KPUTEPUAM MpaBmia.

[N HEKOTOPbIX 3ar00BKOB AOCTYMHbI JOMNONHUTEbHbIE KpUTEPUK duabTpaLmn. Bee
f06aBNeHHbIe KPUTEPUM OTOBPaXaroTCs B OKHE PeAakTMPOBaHWA NakeTHOro npasuia 1
AOCTYMHbI 419 PeAaKTUPOBaHMS.

4. Tlo oKOH4YaHuK pefakTMpOoBaHUA HAaXXMUTE KHOMKY oK ANA COXpPpaHeEHUA BHECEHHbIX N3MEHEHUI
NI KHOMKY OTMeHUTb ANA BblXO4a M3 OKHa 6e3 COXpaHeHuA N3MEHEHW.

fi Ecnv Bbl He gob6aBuTe HM OAHOrO KpUTepus GuabTpaL MK, TO JaHHOe NpaBuao byaeT
: paspewaTb Uin 610KMPOBaTb BCE MakeTbl (B 3aBUCMMOCTM OT HAaCTPOMKN B Mojie
AeicTBune).

PyKOBOACTBO nosab3oBaTtensd



N on?
N
< %; KomnoHeHTbl 3awutbl | 136

\

Ecan B gaHHOM npaBune BHyTpu 3aronoska IPv4 ana napametpos JlokanbHbiv IP-agpec v
YpaneHHbin IP-agpec yka3zatb 3HaueHve JIlobowm, npaBuio cpaboTaet A A0HOro nakera,
coziep>kalLiero 3aronosok IPv4 n otnpaBieHHOro ¢ pU3MYEeCcKoro ajgpeca oKalbHOro KOMrbroTepa.

13.6. Dr.Web ana Outlook

OcHOBHble PYHKLMN KOMIMOHEHTA
Moakntouaembliin Mmogynb Dr.Web ana Outlook BbinosHseT cregytoLme GyHKLNM:

® aHTUBMPYCHaA NPOBEPKa BAOXKEHHbIX GaNoB BXOAALLNX MOYTOBbIX COOBLLEHNN;
e NpoBepKa NoyThbl, NOCTyNaroLLEeN NO 3aWMPPOBaAHHOMY coefnHeHuto SSL;

e poBepka MNOYTOBbIX COOBLLEHNI Ha Cnam;

e 06Hapy>xeHWe 1 HeNTpanmn3aL o BPeAOHOCHOrO MPOrpaMMHOro obecneyeHus;

® /CMO/Ib30BaHNE 3BPUCTUYECKOTO aHaaM3aTopa A JOMOJIHUTENbHON 3aLLuTbl OT HEU3BECTHbIX
BUPYCOB.

Hacrpoiika moayna Dr.Web ansa Outlook

Hactpoika napameTpoB 1 MPOCMOTP CTaTUCTMKM PaboTbl NPOrpaMmMbl OCYLLLECTBSETCA B MOYTOBOM
npunoxenun Microsoft Outlook B pasgene Cepuc — Mapamertpbl — Bk1agka AHTUBUPYC
Dr.Web (gn1s Microsoft Outlook 2010 B pa3aene ®aiin — Mapametpbl — HaacTpoiiku
HeobxoamMo Bblibpath Mmoaynb Dr.Web ana Outlook n HaxaTte kKHonky MapameTpbl HaACTPOMKM).

ili Bknagka AHtTuBupyc Dr.Web B HacTpoiikax npunoxeHusa Microsoft Outlook goctynHa
: TOJIbKO MPY HAaANUUK Yy NONb30BaTeNs MPaB, MO3BO/AOLLMNX U3MEHSATb JaHHbIE
HaCTPOMKMN.

Ha Bknagke AnTuBnpyc Dr.Web otobparkaeTcs Tekylee COCTOAHME 3aLuThl
(Bk/tOUEHa/BbIKNtOYEHA). KpoMe Toro, OHa npefocTaBafeT AOCTYN K C1eAyroWwmM OyHKLNAM
nporpammsi:

¢ JKypHan — no3BoAsieT HaCTPOWTb PETUCTPALINIO COBLITUI MPOrpaMMbl;

e [IpoBepka BNOXEHNA — NO3BOJIAET HACTPOUTb NMPOBEPKY INEKTPOHHOW NOYTLI U ONPesenvTb
AEVCTBUA MPOrpaMMbl A1 0BHapY>KEHHbIX BPEAOHOCHbIX OObEKTOB;

e Cnam-duibTp — NO3BOASAET ONPeenvTb AeNCTBUA NPOrpaMmMbl A CNaM-COODBLLEHNN, a Takxke
co3zatb 6enblii N YepHbI CMUCKMN 31EKTPOHHbIX aApPEeCoB;

e CTaTncTvka — rnoka3blBaeT AaHHble 06 o6bekTax, MPOBepPEHHbIX N 0H6pPaboTaHHbIX NPOrPaMMON.

PyKOBOACTBO nosab3oBaTtensd
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13.6.1. NpoBepka Ha BUPYCbI

Dr.Web gna Outlook ncnonb3syer pasamuHble metobl 06Hapy>xeHns Bupycos. K HaliAeHHbIM
BPEAOHOCHbIM O6beKkTaM MPUMEHAOTCA OnpejenseMble Mob3oBaTenemM AeicTBua: MporpaMma
MOXKeT IeUnTb MHOULMPOBaHHbIe 0OBEKTbI, yAaNaTb UX UAK NepeMellatb B KapaHTuH Ansa nx
n3onaumMm 1 6e30nacHoro xpaHeHus.

Mporpamma Dr.Web ans Outlook o6Hapy>mBaeT cregytolime BpesoHOCHbIE 0ObeKTbl:

MHOMLMPOBaHHbIE 0BbEKTDI;

bannbl-60M6bI MAKN apxmBbI-6OMObI;
e peknamHble NPOrpaMmbi;

e MPOrpaMmbl B3/10Ma;

e NporpaMmmbl JO3BOH3;

® MPOrpaMmbl-LLYTKY;

e MOTEHLMaNbHO OMacHble NPOrpaMmbl;
e LUMWOHCKME NPOrpamMmMbl;

e TPOAHCKME NPOrpamMbl;

® KOMMbHOTEPHbIE YEPBU N BNPYChI.

DecTBUA

Dr.Web ans Outlook no3Bonset 3agatb peakumto NporpaMmbl Ha OH6Hapy>KeHNe 3apaskeHHbIX UK
noA03puTeNbHbIX GaliioB 1 BPEAOHOCHbIX MPOrpaMM NPy NPOBEPKE BIOXKEHWIN 31EKTPOHHOM
nouThl.

YT06bI HACTPOUTL MPOBEPKY BJOXKEHUM N ONPEAENUTb AENCTBUA NPOrpaMMbl A1 OOHapPY>KEeHHbIX
BPEeAOHOCHbIX 06bEKTOB, B MOYTOBOM NpunoxeHnn Microsoft Outlook Bbibepute CepBuc —
MapameTpbl — Bkagka AHTUBUpPYC Dr.Web (an1a Microsoft Outlook 2010 B pa3gene ®ann —
MapameTpbl — HaacTtpoiikm Heobxoammo BbibpaTth Moayab Dr.Web ans Outlook n HaxaTtb
kHonKy MapamMeTpbl HagCTPOMKM) 1 HaxkmuTe KHOMKY MpoBepka B/0OXKEeHUIA.

fli OkHo I'IpOBepKa BJIOXKEHUM AOCTYMHO TONIBKO MPW Haan4dynn 'y noJib3oBaTensd rnpas
= aAMUHUCTPaTOpPa CUCTEMBbI.

Ana OC Windows Vista n 6onee no3aHnx Bepcuin npu Haxatum kHonky MpoBepka
BJIO)KEHUN:

e [Mpu BratoveHHom UAC: agmuHmcTpatopy byaeT BblgaH 3anpoc Ha NOATBEPXKAEHNE
[eNCTBMI NporpamMmebl, Nosb3oBaTtento 6e3 agMUHUCTPATUBHbIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX aAMUHUCTPaTOPa CUCTEMBI;

e [Npu BbIkNtOYeHHOM UAC: agMUHMCTPATOP CMOXET U3MEHATb HaCTPOMKM MPOrpamMmbl,
noJsib30BaTe/ib He CMOXXET MONYYUTb AOCTYN K U3MEHEHWNIO HaCTPOeK.

PyKOBOACTBO nosab3oBaTtensd
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B okHe MpoBepKa BNOXXEHUI Bbl MOXeTe 3a4aTb AEUCTBMSA NPOrpaMMbl 41 Pa3NNYHbIX KaTeropui
npoBepsieMblx O6BEKTOB, a TakXe AN Cyyas, KOrAa Npu npoBepke BO3HMKAN owmnbku. Kpome
TOrO, Bbl MOXeTe BK/IHOUUTb UAN BbIKJIHOUNTL NPOBEPKY apXMBOB.

Ansa 3apaHuna aeicTBuii Hag o6Hapy>KeHHbIMU BpeAOHOCHbIMU O6beKTamMu cayxaT
cneayloume HaCTPOUKM:

e BbinagaroLwui cnncok UHpuumpoBaHHble 3ajaeT peakLnto Ha 0BHapyXeHre 06beKTOB,
3apakeHHbIX M3BECTHBIMU U (MPEAMNON0XKUTENBHO) U3N1eUNMbIMU BUPYCaMK;

° BbII'Ia,D,aI-OLLI,I/II\/'I cnncok HeBblnieueHHble 3a4a€T peakyno Ha 06Hapy>KeH|Ae 06bekToB,
3apa>keHHbIX N3BECTHbIM HEN3IEYHMMbIM BUPYCOM, a TakKXKe KOorAaa npeanpuHATaa nonbiTka
n3neyveHna He nprHedaa ycnexa,

e BbiMagaroLwnii cnnucok Mopo3puTenbHble 33jaeT peakLnio Ha 0bHapy>KeHe 0ObEKTOB,
NpesnoNoXUTENbHO 3apaXKeHHbIX BUPYCOM (cpabaTbiBaHWe 3BPUCTUYECKOTO aHanM3aTopa);

e pasgen BpepoHOCHble NporpaMmbl 33/aeT peakLnio Ha 0OHapy>KeHWe CieayroLero
HexxenaTenbHoro [0:

o pekfaMHble NPOorpamMMbi;
o MporpamMMbl JO3BOHa;

5 MPOrpamMMbl-LyTKY;

o MporpamMMbl B3/0Ma;

5 MOTEHLMaNbHO OMacHbIE;

e BbiNagarolwnii cnncok Mpu owmnbke NpoBepKU NO3BOSET HACTPOUTL AENCTBUSA MPOrPaMMbl B
cyyae, e NPOBepKa BAOXKEHWS HEBO3MOXHA, HAaNpPVMep, eCv OHO MPeACTaBASET cOHOM
MOBPEXAEHHbIV AW 3aLMLLEHHBIN Naposem dann;

e dnaxxok MpoBepATb apXMBbI NO3BOJISET BKIOYNTb UAN OTKIOUNTb NPOBEPKY BIOXKEHHbIX
bannoB, NpeacTaBAAtOLLNX COOOM apXMBbl. YCTaHOBUTE 3TOT GAaXOK ANS BKAKOUEHMS NPOBEpPKMY,
CHUMWUTE — ANA OTK/IHOYEHMS.

Cocras AOCTYMHbIX peaKLI,I/II\/'I 3aBUCUT OT TNa BMNPYCHOTO CcobbITHA.

MpeaycmoTpeHbl cneayowme aeicTBUA Hag o6Hapy>KeHHbIMU 06bekTamu:
e Bbi1eumtb (4eliCTBME JOCTYMHO TONbKO A5 MHOULMPOBaHHbIX 06 bEKTOB) — O3HAYaeT, UTo
nporpamMmMa npegnpuMeT nomnbITKy BbIIEYNTb MHPULMPOBAHHBIN O6BLEKT;

e Kak ans HeBbl/IeUEHHbIX (4eACTBME AOCTYMHO TObKO A8 UHOULMPOBAHHBIX OObEKTOB) —
03HauaeT, YTo K MHOULMPOBAHHOMY BOXEHUIO ByAeT NPUMEHEHO AENCTBUE, BbIOpaHHOe Ans
HEBbI/IEYEHHbIX OOBEKTOB;

e Ypaanutb — 03HauyaeT, uTo 06bekT byaeT yaaneH;
e MepemMecTUTb B KAPAHTUH — O3HAYAET, UTO 0OBEKT ByAeT M30AMPOBaH B nanke KapaHtuHa;

¢ MponycTuTb — 03HauyaeT, YTo 06BEKT ByaeT NponyLyeH 6e3 U3MeHeHNN.

PyKOBOACTBO nosab3oBaTtensd
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13.6.2. NMpoBepka Ha cnam

Dr.Web ans Outlook npoBepset Ha cnam Bce NouToBble COOOLLEHMA C MOMOLL b0 AHTUCNaMa
Dr.Web 1 ocywiectBaset puabTpaLmio COOOLLEHNIA B COOTBETCTBUM C HACTPOWKaMK, 3a4aBaeMbIMM
NoNb30BaTENEM.

YT06bI HAaCTPOUTL NPOBEPKY COOBLLEHNIA Ha CNam, B MOYTOBOM npuioxeHnn Microsoft Outlook
Bbl6epuTe CepBuc — MapameTtpbl — Bkiazka AHTUBUpPYC Dr.Web (a1s Microsoft Outlook 2010 B
paszene ®ann — MapameTpbl - HaacTpoiikm Heob6xoaMMo Bbibpate Mmoayab Dr.Web ans
Outlook n HaxaTb kHOMNKy MapameTpbl HAACTPOUKM) N HaxXMUTe KHONKY Cnam-¢puabTp.

OTkpoeTcs okHO HacTpoek Cnam-ouabTpa.

i'i OkHo Cnam-puabTP JOCTYMHO TONLKO MPU HAaANYUK Y NONb30OBaTeNa rnpas
: aAMUHUNCTPaTOpa CUCTEMBI.

Ans OC Windows Vista 1 6osee no3aHvx Bepcrin Npu Haxkatnv KHomnkv Cnam-¢puabTp:

e npwu BratoueHHoMm UAC: agmuHucTpaTtopy OyAeT BbiaH 3anpoc Ha NoATBep>KAeHMe
[eNCcTBMI NporpamMmebl, Nosb3oBaTento 6e3 agMUHUCTPATUBHbIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX aAMUHUCTPaTOPa CUCTEMBI;

e npu BbikItoYeHHOM UAC: aiMMHNCTPATOP CMOXKET U3MEHATb HACTPOWMKM NPOrpamMMbl,
noJsib30BaTe/ib He CMOXXET MONYYUTb AOCTYN K U3MEHEHWNIO HacTPOeK.

Hactpowika cnam-¢punbrpa

Dna HacTpoiikn napameTpoB cnam-¢uabTpa:

YctaHoBUTE q)ﬂa)KOK I'Iponepﬂ'rb nouyTy Ha cnam /4 aktmBauuun cnaM—q)vmpra.

e Ecnv Bbl XoTUTE 06aBAATH CMeLMabHbIN TEKCT B 3ar0JIOBOK COOBLLEHNS, pacro3HaHHOTO Kak
cnam, yctaHosute dpnaxok [,06aBnaTb npedpukc B Temy nucbma. [106aBaseMblil TEKCT MOXKHO
BBECTW B TEKCTOBOM MoJie crnpaBa oT dsaxka. [To ymonuaHunto gobasnsetcs npedumkc
***SPAM***

¢ [poBepeHHble COOBLLLEHMS MOTYT OTMeYaTbCA Kak NPOYMTaHHbIe B CBOMCTBaX NCbMa. [ 3Toro
HeobxoAnMO ycTaHOBUTb Gaaxok OTMETUTb NMCbMO KaK NpouYuTaHHoe. [10 yMoa4aHuo
dnaxkok OTMETUTb NUCbMO KaK NPOUYUTaHHOE YCTaHOBJIEH.

Tak>ke Bbl MOXETE HaCTPOUTb 6enble N YepHble CNUCKM ana CI)I/U'IpraLI,I/II/I nncem.

i'i Ecan HekoTopble McbMa 6blnn HenMpaBWIbHO pacrno3HaHbl, ClefyeT OTNpPaBUTb KX Ha
: crneumasnbHble MOYTOBbIE ajpeca A/ aHain3a 1 NOBbILLEHWA KavecTBa paboThl
bunbTpa.

® MMNCbMa, OLNBOYHO NPpUHATbBIE 3a CNaM, ciegyeT OTnpaBaATb Ha ajpec
vrnon m Wi m;

PyKOBOACTBO nosab3oBaTtensd
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® HEpacCno3HaHHblE N NponyLleHHble CI'IaM-COO6LLI,eHVIFI cnegyetr oTnpaBaATb Ha ajpec

vrspam@drweb.com.

Bce coobleHnsa HeobX0AMMO BbIChiaTh TOILKO B BU/E BNOXEHMSA (a HE B Tesie MUCbMA).

Benbi U YepPHbIU CNNCKMU
Benbii N YepHbI CMUCKWN 3NEKTPOHHbIX aAPEeCcoB Cy>XaT AN GUAbTPALLMM COOBLLEHWIA.

[ns npocMoTpa 1 pesakTMpoBaHUa 6e10ro UM YepHOro CNNCKa, B HacTporikax cnam-ouabTpa,
HaXkmuTe KHOMKY Benbi cnucok nan YepHbIA CMIMCOK COOTBETCTBEHHO.

YT106b1 f06aBUTL agpec B 6enbii U YepHbIiA CNUCOK:

1. Haxmute kHonky [lo6aBUTD.
2. BBeawTe 31eKTPOHHbBIV aApec B COOTBETCTBYHOLLee Noe.

3. Haxwmwute kHonky OK B okHe PepakTupoBaTtb CNMCOK.

UYr06b1I UI3MEHUTb aipeca B cnucke:

1. BbibepuTe agpec B cnvcke, HaxmuTe KHOMKYy U3MeHUTb.
2. OTpepakTupyiTe HeOHXOANMYHO MHGOPMALMIO.

3. Haxmwute kHonky OK B okHe PepakTupoBaTtbh CNMCOK.

UYTo6bI yaanuUTb aapec U3 cnucka:

1. BbibepuTe agpec B cnvcke.

2. HaxmuTte KHOMNKy Ypanurb.

B okHe benbie n YepHbleé CNUCKU HaXXMUTE KHOMKY OK, uTOob6bI COXPaHUTb BHECEHHbIE N3SMEHEHWA.

Benbin cnucok

Ecam agpec otnpaButens gobasieH B 6enbiii CMUCOK, MUCbMO He NMOABEPraeTca aHain3y Ha
cozep>kaHue cnama. OgHako, ecim JOMEHHOE UMS aZpPeCcoB MoJjlyyaTens U oTnpaBuTens NucbMa
COBMAAAtOT M 3TO JOMEHHOE MM 3aHeCceHO B Besbili CMUCOK C UCMOJIb30BaHNEM 3HaKa «*», TO
MUCbMO MOJZBepraeTcs NpoBepke Ha cnaM. MeTozbl BBOAA:

e 4TOObI 406aBUTb B CMMCOK OMNPEAENEHHOTO OTNPAaBUTENS, BBEAUTE €ro NOJHbIN NOYTOBbIV agpec
(Hanpumep, mail@example.net). Bce nMcbma, nonyyeHHble € 3TOro agpeca, byayT
AOCTaBNATLCA 6€3 NPOBEpPKM Ha cnawm;

° Ka)KAbIIz 3NEMEHT CrnncKa MOXXET coepKaTb TOJ/IbKO O4NH NMOYTOBbIN agpec nam ogHy Macky
NOYTOBbIX aAPECOB;

PyKOBOACTBO nosab3oBaTtensd
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e yTO6bI 106aBUTH B CMMCOK OTNPaBUTENEN aZpeca ONpeseNeHHOro BUaa, BBeAUTE Macky,
onpezensoLwyto AaHHble agpeca. Macka 3asaeT WwabnoH ans onpeseneHns obvekta. OHa MOXeT
BK/IH0YaTb OObIUHbIE CUMBOJIbI, JOMYCTUMbIE B MOYTOBbIX afpecax, a TakKe CreLuaibHbIi CUMBOA
«*», KOTOPbIV 3aMeHSET Nt0BYHO (B TOM YMcCae NyCTyHO) NOCAeA0BaTENbHOCTb HOObIX CUMBOJIOB.

HaanMep, AOI'IyCKaI-OTCﬂ cnep,ykou.l,me BapWaHTbl:
e mailbox@domain.com
e *box@domain.com

e mailbox@dom*

e *box@dom*

/l\ 3HaK «*» MOXET CTaBUTbCA TOJIbKO B Hayane uan B KOHUE ajpeca.
LI

CumBon «@» obsizateneH.

e YTOObI raPaHTUPOBAHHO MOJIyYaTb NMCbMA C MOYTOBLIX a4PECOB B KOHKPETHOM JOMEHE,
MCMONb3YyMTE CUMBOA «*» BMECTO MMEHW Noab3oBaTens. Hanpumep, 4ytobbl nonyyaTtb BCe NMCbMa
OT OTNpaBuTener n3 goMeHa example.net, BBegute *@example.net;

e yTOObI rapaHTMpoBaHHO Noay4aTb NMMCbMa C NOYTOBbLIX aApPeCOB C KOHKPETHbIM UMEHEM
nosib3oBaTens ¢ LH60ro JOMeHa, UCNONb3yNTe CUMBOJ «*» BMECTO MMeHU AoMeHa. Hanpumep,
UTOODI nony4yatb BC€ NMcbMa OT OTHpaBMTeﬂelz C HazBaHMeM MNMo4YToOBOrIO ALlKKa «ivanov», BBeguTe
ivanov@*.

YepHbI cnncok

Ecan ajgpec oTnpaBuUTeENA AO6aBJ1€H B ‘-IeprII\/'I CNMCoK, TO NNCbMYy 6e3 AONONHUTENBHOTO aHa/n3a
npuceBamMBaeTCca CTaTyC CrnaMm. MeTOAbI BBO/Ja:

e yTO6bI 106aBUTH B CMMCOK OMNPeLeNeHHOro OTNPaBUTeNs, BBEAUTE ero MoJHbIN NOYTOBbIN agpec
(Hanpumep, spam@spam.ru). Bce nncbma, nonyyeHHble € 3TOro agpeca, byayT aBToMaTMyecku
pacrno3HaBaTbCA Kak cnam;

e KaXZblA NEMEHT CMNCKA MOXET COAEP>KaTb TOJIbKO OAWH MOYTOBbIA aApPeC WK OAHY Macky
MOYTOBbIX AZPECOB;

e 4TOObI 406aBUTL B CMMCOK OTNPaBUTENEN aZpeca ONpPeseNeHHOro B1aa, BBeAUTE Macky,
onpeaensoLyto JaHHble agpeca. Macka 3agaet wabnoH ans onpegeneHns obbekta. OHa MOXeT
BK/IH0UATb OObIUHbIE CUMBOJIbI, AOMYCTUMbIE B MOUYTOBbIX afpecax, a TakKe CreLuaibHbIi CUMBO
«*», KOTOPbIA 3aMeHsEeT Nt0OyLo (B TOM umncie NyCTyo) NOCAEA0BATENbHOCTb H0ObIX CUMBOJIOB.

Hanpumep, gonyckaroTca ciefyroLne BapuaHThl:
e mailbox@domain.com
e *pbox@domain.com
e mailbox@dom*

e *box@dom*
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/|\ 3HaK «*» MOXET CTaBUTbCS TOJIbKO B Hayase Win B KOHLLe ajpeca.
M 1

CumBon «@» obszaTteneH.

e yTOObI rapaHTMpoOBaHHO NMOMeYaTb KakK CraM NMnCbMa C NOYTOBbIX agpPeCOB B KOHKPETHOM
AOMeHe, VICI'IOJ'IbByl\/’ITe CMMBOJ «*» BMECTO MMEHM NoJib30BaTtens. Hanpvuvlep, yTobbl MOMEYaTh
Kak cnam BcCe nNncbMa OT OTHpaBMTeﬂelz M3 AOMEHa spam.ru, BBeauTe *@spam.ru;

e yTOObI raPaHTUPOBAHHO NMOMeYaTb Kak ClaM M1UCbMa C MOYUTOBbIX aAPECOB C KOHKPETHbIM
MMeHeM MoJb30BaTeNs C NH060ro AOMeHa, UCMOJIb3yITe CUMBOJ «*» BMECTO MMEHWN JOMeEHa.
Hanpumep, 4tobbl NOMeuaTb KakK Cram BCe NMCbMa OT OTNPaBUTENEN C Ha3BaHWEM MOUYTOBOTO
AllMKa «ivanov», BBeauMTe ivanov@*;

e ajpeca 3 JOoMeHa noayyatens He obpabaTtbiBatoTca. Hanpumep, ecam NoYTOBbIN ALLMK
nonyyatens (Ball MOYTOBbIW ALLMK) HAXOAUTCA B JOMEHE mail.ru, ToO NMMCbMa, OTNPaB/IEHHbIE C
AOMeHa mail.ru obpabaTbiBaTbCs cnaM-GuabTPOM He ByayT.

13.6.3. Peructpauunsa cobbitnii

Dr.Web ans Outlook peructprpyet owmbkn 1 npouncxoasime cobbiTis B CAEAYHOLLNX XY pHanax
perucrpaumm:

e XypHa/ie perncrpaumm cobbiTuin onepaumnoHHon cuctemsl (Event Log);

® TEKCTOBOM XypHane OT/aaKu.

)XypHan onepauoHHON CUCTEMbI

B >xypHan pernctpaymm onepaumnoHHon cuctembl (Event Log) 3aHocutcsa cnegytowas nHGopmaums:

e cOOOLLEeHNA O 3amycKe 1 OCTaHOBKE NPOrpamMMbl;

e MapameTpsbl kAtoUYeBoro daina: 4eNCTBUTENbHOCTb UAN HEAEUCTBUTENBHOCTb IMLLEH3UW, CPOK
AEeNCTBUA nLLeH3nn (MHGopMaLMs 3aHOCUTCS NPW 3amnycke NPorpaMmbl, B npoLiecce ee paboTbl 1
npw 3aMeHe kto4ueBoro darina);

e napameTpbl MOAyel NPOorpaMmbl: CKaHepa, Ajpa, BUPYCHbIX 6a3 (MHGOpMaL s 3aHOCUTCS NpU
3anycke NporpamMmmbl U Npu 06HOBAEHUN MOAYNEN);

e COODbLLEHNE O HEAENCTBUTENBHOCTU INLLEH3UN: OTCYTCTBME KtoUeBOro dalina, OTCyTCTBME B
KNtoUYeBOM Gaiine paspeLleHns Ha UCMoJb30BaHMe MOy el MPOorpaMmbl, NLEH3NUs
3ab/10KkMpoOBaHa, HapyLleHWe LeN0CTHOCTU KAtoUYeBoro daina (MHpopMaLmsa 3aHOCUTCA Mpu
3anycke NporpamMmMbl 1 B npouecce ee paboTbl);

e coobeHna 06 obHapy>xeHUn BUPYCOB;

YBELOMJ/IEHMS O 3aBEPLUEHNM CPOKa AeUCTBUA anueH3um (nHdopmaums 3aHocutes 3a 30, 15, 7, 3,
2 11 aeHb 40 OKOHYaHNA CPOKa).
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YT106bI NPOCMOTpETH XXypHaN perncrpauum cobbiTmii onepaLMoHHON CUCTEMBbI:

1. Otkponte MaHenb ynpaBneHUs onepaLioHHON CUCTEMBI.
2. Bbibepute pazgen AGBMUHUCTppoBaHue — Mpocmotp CobbiThiA.

3. B neBow yactn okHa MpocmoTp CobbiTuii Boibepute nyHKT MpunoxkeHune. OTKpOETCs CNNCOK
CObbITUI, 3apPErMCTPMPOBAHHBIX B XKypHase No/b30BaTebCKUMM NP UAOXKEHVAMU. VICTOUHMKOM
coobuwennii Dr.Web gna Outlook sBasetca npunoxerve Dr.Web gns Outlook.

TeKCTOBbIN YXypHaZ OT/IagKu

B TekCcTOBBIN XypHan OTNaZKW 3aHOCUTCA cieaytoLlas MHGopMaLus:

® COODBLLEHNA O AENCTBUTENBHOCTM UAN HEAENCTBUTENBHOCTU NLLEH3UY;
e coobueHns 06 0bHapy>KeHUN BUPYCOB;

e coobueHna 06 owmbkax 3anncn nan YteHns Gannos, owmbkax aHaan3a apxMBoOB Uau Ganiios,
3aLUMLLEHHbIX Napoaem;

e napameTpbl MOAyel NPOrpaMmbl: CKaHepa, Ajpa, BUPYCHbIX 6a3;
e co0b6LEHNA 06 IKCTPEHHBIX OCTAaHOBKAX AApa Nporpammbi;

e yBEeZOMJ/IEHNS O 3aBEPLUEHUN CPOKA AENCTBUSA AMLEH3UN (MHPopMaLmsa 3aHocuTea 3a 30, 15,7, 3,
2 11 fAeHb 4O OKOHYaHWA CpoKa).

Hacrtpoiika peructpaumm cobbiTuin

1. Ha Bknagke AntnBmupyc Dr.Web Haxxmute kHonky XKypHan. OTKpoeTca OKHO HacTpoek
>KypHana.

2. [Ans MakcMmanbHOM AeTanun3alnm pernctpupyemMbix cobbiTuii yctaHoBUTe Gaxkok Bectn
NoApPo6HbIN XypHaA. [0 yMonyaHMo cOObITUA PErNCTPUPYIOTCA B OObIUHOM peXMME.

& BeseHve noapo6HOro TeKCTOBOrO XKypHasa NporpamMmmbl MPUBOAUT K CHUXKEHWHO
ObICTPOAENCTBUA CUCTEMBI, MOITOMY PEKOMEHAYETCH BKIOUYATh MaKCUManbHYHO
perncTpaLmio cobbITUA TOBKO B C/lyYae BO3ZHUKHOBEHMS OLIMOOK PaboTbl MPUNOXKEHMS
Dr.Web ans Outlook.

3. Haxmure kHonky OK ana coxpaHeHMs n3mMeHeHWUN.

f l : OkHo )KypHan AOCTYMNMHO TOJIbKO NMPU Haan4ymn 'y noab3oBaTtesia npaB agMMHUCTPATOpPa
CUCTEMBDbI.

[na onepaumoHHor cuctembl Windows Vista n 601ee No3aHUX BEPCUN NPU HaxkaTUm
kHonku XXypHan:

¢ npwu BratoueHHoMm UAC: agmuHucTpaTtopy OyAeT BbiaH 3anpoc Ha NoATBep>KAeHue
[eNCcTBMI NporpamMmebl, Nosb3oBaTtento 6e3 aAMUHUCTPATUBHbBIX NpaB byaeT BblgaH
3anpoc Ha BBOJ YYETHbIX JaHHbIX aAMUHUCTPaTOPa CUCTEMBI;

PyKOBOACTBO nosab3oBaTtensd
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e npu BbikItoYeHHOM UAC: aiMMHNCTPATOP CMOXKET U3MEHATb HACTPOWMKM NPOrpamMMbl,
noJsib30BaTe/ib He CMOXXET MONYYUTb AOCTYN K U3MEHEHWNIO HacTPOeK.

MpocmoTp >XypHana cobbiTMii nporpaMmmMbl

[ns npocMOoTpa TEKCTOBOrO XypHasa cobbITUA NporpaMmMbl HaxxMmuTe KHonky Moka3saTb B nanke.
OTkpoeTcs narnka, B KOTOPOW XPaHUTCS XXy pHal.

13.6.4. CtaTnctuka

B noutoBom npunoxenun Microsoft Outlook B pa3zene CepBuc — Mapamerpbl — BKIajKa
AHTUuBMpYCc Dr.Web (a15 Microsoft Outlook 2010 B pa3aene ®aiin — MapameTpbl —
Hapactpoikm Heobxoammo Bbibpats Dr.Web ana Outlook v HaxaTtb kHonky MapameTpbl
HaACTPOMKM) COAEPXKUTCA CTaTUCTUYECKas MHPopmMaLma 06 obuiem KoanyectBe 06bEKTOB,
NpoBepeHHbIX 1 06paboTaHHbIX MPOrpamMMON.

O61beKTbl pa3fenstoTcs Ha CiesytoLne KaTeropum:

¢ MpoBepeHo — 06LLee KONMYECTBO NPOBEPEHHbIX MUCEM;
¢ NHPULMPOBaAHHBIX — KONMYECTBO MUCEM, COZepiKalle BUPYCh;

e Mopo3puTenbHbIX — KOJNYECTBO NMUCEM, NPEAMNONOXKUTENBHO 3aPaXKeHHbIX BUPYCOM
(cpabaTtbiBaHMeE 3BPUCTMYECKOTO aHaAM3aTopa);

e BblieueHO — KOMYEeCTBO 0OBEKTOB, ycnewHo BblNeYeHHbIX I'IpOFpaMMOI\/'I}

¢ HenpoBepeHHbIX — KO/IMYECTBO 06BEKTOB, MPOBEPKa KOTOPbIX HEBO3MOXHA UM MpU
NpoBepKe BO3HUKAN OLUMOKY;

¢ YncTbiX — KONMYECTBO MUCEM, HE COAEPIKALLNX BPEAOHOCHbIX OOHEKTOB.
3aTeM yKa3blBaeTCA KONNMYECTBO O6BEKTOB, K KOTOPbIM OblIN MPYMEHEHbI AeNCTBUS:

¢ MepemeuieHo — KOAMYECTBO 0OBLEKTOB, NepeMeLleHHbIX B KapaHTuH;
e YaaneHo — KOMYeCcTBO 06bEKTOB, YAaNeHHbIX U3 CUCTEMDbI;
¢ MponyuweHo — KOANYeCTBO 06BEKTOB, MPONYLLEHHbIX 6€3 N3MEHEHWI;

e Cnam-nncem — KOJIMYECTBO MUCEM, PaCno3HaHHbIX KaK CraM.

Mo ymonuyaHuto cTatucTuka coxpaHsetcs B Gpanne drwebforoutlook.stat, koTopbii HaxoaUTCA B
nanke %USERPROFILE%\Doctor Web.

Cratnctnyeckas nHdopMaLmsa HakanaMBaeTca B pamkax oAHoOW ceccum. MNocne
: nepesarpyskv KoMnbtoTepa, nam npu pecrapte Dr.Web Security Space, ctatuctuka
0b6HynAeTCs.

PyKOBOACTBO nosab3oBaTtensd
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13.7. NpeBeHTBHaA 3alinTa

B saHHOM paszene Bbl MOXeTe HacTpouTb peakumto Dr.Web Ha geicTBMS CTOPOHHMX MPUIOXKEHW,
KOTOpble MOTYT NPUBECTN K 3apa>keHWIo BaLLEro KOMrbroTepa 1 BbIbpaTh YPOBEHb 3aLLUTbI OT
3KCMIONTOB.

ﬁ DrWeb » Hactpoiikn > KoemnoHedTel 3awmuTel > [peBeHTMEHAN 3aLMTa — O x

(© KoMmnoHeHTb Pesxxum paboTbl
3alTh

ONTMManeHeIA (pekomeHayeTR) v

SplDer Guard ~ ~
MzmeHnTs napamMeTpel 6J’IOKHFJCIEIKI(1 NoAOZPUTENEHBIX AEWMCTENK

SplDer Gate VzMeHnTs NapameTpsl 40CTYNA AR NPUACKEHMA
SplDer Mail

CkaHep 3alwmTa oT 3KCNNOUTOB

EpaH,qmayap EJ'IOKHFJOBETI: HMCNOAHEHWE HeAaETOPKME0EaHHONO Kog4a hd

3Ta onumA No3eonfeT 6AOKMPORATE EPEAOHOCHLIE 06LEKTLI, KOTOPbIE MCNOAL3YHT
yAzEMMOCTH B Adobe Reader, Internet Explorer, Firefox v apyriux M2eecTHbIx
nporpamMma.

HDEE:EHTHE:HBH 3dlllMTa

PucyHok 46. Hactpowka MNpeBeHTMBHOM 3alUThl

Mpw 3TOM Bbl MOXETE 3a4aTb OTAENbHbI PEXUM 3aLLUTbI AN KOHKPETHbLIX MPUAOXKEHWI N 06 M
PEXMM, HaCTPOMKN KOTOPOro ByayT NPUMEHATLCA KO BCEM OCTalbHbIM MpoLLeccam.

[na 3apaHns obLiero pexvMa NpeBeHTUBHOWM 3alLuTbl, BbibepuTe ero B cnvcke Pexxum pa6oTbl
WA HaXXMUTe Ha onuuo M3MeHUTb napamMeTpbl 6J10KMPOBKU NOAO03PUTE/IbHBIX AeACTBUIA. B
noc/ieAHEM cilyyae OTKPOETCA OKHO, TAe Bbl CMOXeTe NoApobHee 03HaKOMUTLCS C HACTPOMKaMK
AN KaXAO0ro U3 PEXMMOB UM U3MEHUTb UX. Bce M3MEHeHMs B HacTpOLiKax COXPaHAHOTCA B
Monb30oBaTeNbCKOM pexunMe paboTbl. B 3TOM OKHe Bbl Takyke MOXeTe CO34aTb HOBbIN NPOGWIbL Ans
COXPaHEHUs HY>KHbIX HaCTPOeK.

Co3pgaHue HoBoro npodunsa

1. Haxmute KHonmKy ®
2. B oTKpbIBLUEMCA OKHE YKaXuTe Ha3BaHWe A8 HOBOro Npoduas.

3. MpocMoTpuUTe HaCTPOMKM 3aLLUTbI, 3aJaHHbIE MO YMOYaHUIO W, MPU HEOHXOAUMOCTH,
OTpeAaKTUpyWnTe UX.

PykoBoacTBO nosb3oBatens

145



A7

-
$

A
d
A

KomnoHeHTbI 3aluThbl

[ns 3azaHns HaCTPOeK NPEeBEHTUBHOM 3aLUNUTbI AN KOHKPETHbIX MPUAOXKEHUH, HAXMUTE Ha OMNUMNIO
M3meHUTb NnapameTpbl AOCTyNa ANA NPUAOXKEHUNA. B OTKPbIBLLUEMCA OKHE Bbl MOXeTe J06aBUTh
HOBOE NMPaBWIO ANA NPUIOXEHWS, OTPEeAAKTUPOBaATb Y>Ke CO34aHHOEe NPaBUIo AW YAaUTb
HEHY>KHOe.

[ o6aBneHue npaBuna

-

o
1. Haxmute kHomky “Z-.

2. B oTKpbIBLUEMCA OKHE HaxXMuTe KHOMKY O630p 1 yKaxuTe nyTb K UCNOAHAeMOMY daitny
NPUNOKEHUS.

3. MpocMoTpuUTe HaCTPOMKM 3aLLKTbI, 3aJaHHbIE MO YMOYaHUIO W, MPU HEOHXOAUMOCTH,
OTpesAaKkTUpymTe nX.

ek

YTo6bl OTPEAAKTMPOBATH YXe CO34aHHOE NPABMWIO, BbIGEPUTE €r0 U3 CNMCKA U HaXMUTE Ha /.

UT06bI yAaAUTb YK CO3aHHOe NPaBMIo, BbIbepuTe ero 13 cnmcka U HaxxMuTe Ha "2

MNMoapobHee C HACTPOMKaMU KaXKAoro 13 pexmnMoB paboTbl Bbl MOXeTe 03HaKOMUTLCS HUXeE B
pasgene YpoBeHb MPEBEHTUBHOM 3aLLUTBI.

YpoBeHb NpeBeHTUBHOMN 3alUTbl

B pexxvme paboTbl OnTUManbHbIN, YyCTaHOBAEHHOM No ymonyaHuto, Dr.Web 3anpeliaer
aBTOMaTMYeCcKoe U3MEHEHNE CUCTEMHbIX 06bEKTOB, MOAVPUKALIMA KOTOPbIX OAHO3HAUYHO
CBUZETENbCTBYHOT O MOMbITKE BPEAOHOCHOTO BO3ENCTBUSA Ha OMNepaLMoOHHY cucTemy. Takxke
3anpeLLaeTcs HU3KOYPOBHEBbLIW AOCTYN K AUCKY 1 Moandurkauma danna HOSTS npunoxxeHunsm,
AENCTBUA KOTOPBIX Tak)Ke OZHO3HAYHO ONpPeAeNstoTCs, Kak NomMbiTKa BPeJOHOCHOTO BO34ENCTBUSA
Ha OMepaLMOHHYH CUCTEMY.

: ! : BJ'IOKVIpyI-OTCFI TOJNIbKO AeVICTBMH I'IpVIfIO)KGHVIVI, KOTOPbIE HE ABJIAKOTCA 4OBEPEHHbBIMW.

CpeaHUIA ypOBeHb 3aLLUTbl MOXHO YCTaHOBUTb NMPW NMOBbILIEHHOW OMacHOCTU 3apaXkeHus. B
[AaHHOM pexunMe LOMOJIHUTENbHO 3anpeLLaeTcs 4OCTYN K TeM KPUTUYECKUM O06bekTam, KOTopble
MOTYT MNOTEHLMAbHO NCMO/Ib30BaTbCS BPEAOHOCHBIMMW MpOrpaMmMamu.

flf B AAaHHOM peXXrmMe 3aLllnTbl BO3SMOXHbI KOH(I).I'II/IKTbI COBMECTUMOCTMN CO CTOPOHHUM
= nporpamMmmMmHbIM obecrneyeHunem, MCNONb3YyHOUWMM 3alniiaeMble BETKU peecTpa.

MapaHomaanbHbINA YpOBEHb 3aLLWTbl HEOOXOAMM A5t MONHOTO KOHTPOS 32 AOCTYNOM K
Kputnyeckum obbektam Windows. B gaHHOM cnyyae BaM Takxke ByaeT A4OCTyneH NHTePaKTBHbIM
KOHTPOJIb 3@ 3arpy3ko ApaBepoB 1 aBTOMaTUYECKUM 3aryCcKOM Nporpamm.

PyKOBOACTBO nosab3oBaTtensd
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B pexume paboTbl Mosnb3oBaTenbcKuii Bbl MOXeTe BbiIbpaTbh YPOBHM 3aLUThl A5 KaXKA0T0
obbekTa No cBOEMY YCMOTPEHWIO.

3awmuaembii
o6beKT

LlenocTtHocCTb

3anyLLeHHbIX
NPWAOXKEHWI

LlenoctHocTb dainnos
noJsib3oBaTesien

HOSTS daiin

Hwu3koypoBHeBblii
[OCTYN K ANCKY

3arpy3ka ApaviBepoB

Kputnueckme
obnactn Windows

OnucaHune

[JlaHHas HacTpoiKa NO3BOASET OTC/IEXMBAThL NMPOLLECChl, KOTOpbie
BHEAPSAFOTCA B 3aMyLLEHHbIE MPUIOXKEHWS, YTO ABASETCS YrPO30i
6e3onacHoOCTM KoMmMbloTepa. He oTcnexnBaeTcs noBeseHWe Tex NPOoLLEeCcCoB,
KoTopble fo6aBneHbl B VckntoueHus.

[JlaHHas HacTpoiKa NO3BOAAET OTC/IEXMBATb NPOLLECChl, KOTOpPbIe
MOANGULMPYIOT NOAb30BaTeNbCkMe Galibl MO N3BECTHOMY anropuTmy,
CBWAETENIbCTBYIOLWEMY O TOM, YTO Takme NMpoLecchl ABAAIOTCA Yrpo30i
6e30MacHOCTM KOMMblOTepa. He oTC/exnBaeTca NoBejeHne Tex NpoLeccos,
KoTopble fobaBneHbl B Vckitouerud. 14 Toro 4tobbl 3alMTUTL CBOM
JaHHble OT HECAHKLMOHMPOBAHHbIX N3MEHEHW, Bbl MOXETe HacTPOUTb
co3/JaHue 3aliniilaemMblX KON BaXKHbIX Gainnos.

®ann HOSTS ncnonb3yetcs onepaLiOHHON CUCTEMOW A/1A YNPOLLEHMSA
goctyna K cetn ViHTepHeT. IameHeHus 3Toro daisa MoryT ObiTb
pe3ynbTaToM paboTbl BUPYCa UAN APYroi BPeJOHOCHOW MpOorpamMmbl.

[aHHas HacTpoiika NO3BONAET 3anpeLlaTb NPUAOKEHNAM 3aMnChb Ha
XKECTKUI ANCK NOCEKTOPHO, He obpaluaschk K dpaliioBon cucteme.

[JaHHan HacTpoWka No3BOAAET 3anpeLlaTb NPUNOXKEHUAM 3arpy3Ky HOBbIX
WAN HEeN3BECTHbIX ApaiBepoB.

Mpoure HacTpolkn NO3BOAAIOT 3alUyMLLaTh OT MOAMGMKALIMN BETKN peecTpa
(kak B cucteMHOM npodue, Tak U B Npoduasx Bcex nosb3oBaTenen).

[Joctyn k Image File Execution Options:

¢ Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options

[Joctyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers

MapameTpbl ob6onoukn Winlogon:

¢ Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell,

UlHost, System, Taskman, GinaDLL
Hotudukatopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify

ABTo3anyck obonoukm Windows:

PyKOBOACTBO nosab3oBaTtensd

147



A7

-
$

A
d
A

3awmuaembii
o6beKT

KomnoHeHTbI 3aluThbl

OnucaHune

e Software\Microsoft\Windows NT\CurrentVersion\Windows, Applnit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServiceLib

Accoumanmm ncnosiHsemMblx Ganios:

e Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (kntoun)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile
(knroun)

Monntukn orpaHnyeHmsa 3anycka nporpamm (SRP):
e Software\Policies\Microsoft\Windows\Safer
Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper
Objects

ABTO3anyck nporpamMm:

e Software\Microsoft\Windows\CurrentVersion\Run

Software\Microsoft\Windows\CurrentVersion\RunOnce

Software\Microsoft\Windows\CurrentVersion\RunOnceEx

Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup

Software\Microsoft\Windows\CurrentVersion\RunServices

¢ Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3anycK NOANUTHUK:

¢ Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHdpurypaums 6esonacHoro pexmvma:

e SYSTEM\ControlSetXXX\Control\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpsbl Session Manager:
e System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CucremMHble ciyx0bbl:

e System\CurrentControlXXX\Services

! Ecnv npu yctaHOBKe BaxkHbIX 06HOB/IeHNU oT Microsoft nam npu yctaHoske 1 pabote
nporpamm (B TOM Yunciae nporpamm gedpparMeHTaLmm) BO3HMKAOT NpobaemMbl,
BPEMEHHO OTKIHUMNTE MPEBEHTUBHYHO 3aLLUTY.

PyKOBOACTBO nosab3oBaTtensd
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Bbl MOXeTe HaCTPOUTb BbIBOZ YBEAOMIEHUI O AENCTBUAX NMPEBEHTUBHOW 3aLLMTbl Ha
3KpaH 1 OTNpaBKy 3TUX YBEAOMAEHUI Ha SNEKTPOHHYHO MOYTY.

3awmTa OoT 3KCN/IOUTOB

JTa onuus No3BonseT 610KMpPOBaTb BPEAOHOCHbIE 06BEKTbI, KOTOPbIE NCMO/b3YHOT YA3BUMOCTM B
NONyASPHBIX MPUAOXKEHUAX. B COOTBETCTBYHOLLLEM BbiNaZaroLLLEM CMCKe BblOGEPUTE MOAXOAALLNN
YPOBEHb 3aLL1Tbl OT IKCMIONTOB.

YpoBeHb 3amThl

bnoknposatb
ncnonHeHve
HeaBTOPU30BaAHHOrO
Koza

VIHTepaKTUBHBIA pexxmm

PaspewaTb ncnonHeHve
HeaBTOPM30BaHHOIO
Koza

OnucaHue

MonbiTka BpeAOHOCHOrO 06BbEKTa MCMNONb30BaTh YA3BUMOCTY B
nporpaMmmMHOM obecrneyeHnn AN NoayyeHns AoCTyna K KpUTU4ecknm
061acTAM OnepaumoHHON cncTeMbl ByaeT aBTOMaTUYeCKM
3abs0KkMpoBaHa.

Mpwn nonbiTke BPeAOHOCHOrO 06bekTa NCMOoAb30BaTh YA3BMMOCTY B
nporpamMMHoOM obecrneyeHun Ans NoaydyeHus AocTyrna K KpUTMyeckum
obnactam onepaumoHHon cuctemsl, Dr.Web BbiBegeT cooTBeTcTBYtOLLEE
coobueHne. O3HakoMbTeCh C MHGOPMaLMen 1 Bbibepute Hy>kKHoe
JencTBue.

MonbiTka BpeAOHOCHOrO 0b6beKTa MCNONb30BaTh YA3BUMOCTM B
nporpaMMHOM obecneveHnmn Ana NOAyYeHUa AOCTyna K KpUTUYECKUM
ob61acTAM onepaumnoHHON cnucTembl ByaeT aBTOMaTMUeCckV pa3peLleHa.

PyKOBOACTBO nosab3oBaTtensd
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14. CratncTtuka
B AaHHOM OKHe co6paHa CTaTUCTMKaA MO Ba>XHbIM CO6bITVIF|M B pa60Te KOMMOHEHTOB 3aLLI,VITbI.

YTo6bl NPOCMOTPETH CBEAEHMS O PaboTe KOMMOHEHTOB, OTKPOWTE MEHHO & nepenanTe B pasgen
CraTnctuka ﬂ Ha ctpaHuue CtaTucTuKa A0CTyMNHbl OTYETbI A/ CNeAyHOLLMX FPY:

e Yrposbl

e ObHOBNEHNE

e PoanTenbCKnin KOHTPOIb

[Ansa 3anucen rpynn Yrpo3sbl 1 O6HOBAEHUMe J0CTyrneH NoAPO6HbIN oTueT. [Ins 3anmcein otyeTa
BO3MOXHO MPUMEHEHNE GUNLTPOB.

B rpynne Poautenbckmnii KOHTPOIb OTPaXKaeTCs CTaTUCTUKa 3abnokmpoBaHHbix URL ans kaxaom
YUETHOW 3anuncu.

B oTuete dpukcupyroTcs cnegyrolme CBeAeHNs:
e YactoTa noceleHuis;
e [leicTBLE,;

e URL.

[nsa 3anucein oTyeTa UMEKOTCA NPeAYCTaHOBIEHHbIE GUABTPBI, KOTOPbIE AOCTYMHbI B BbiNajatoLwem
crvcke BBEPXY CTPaHULbl.

P

C nomMoLbo KHOTKK '/ Bbl MOXETE yAaauTb, CKOMMPOBaTh, KCMOPTMPOBATh BblAENEHHbIE
CobbITUA NN BECb OTYET LLEIMKOM, a TakXKe OUYUCTUTb OTYET.

CeTeBast aKTUBHOCTb

Ecam yctaHoBneH bpaHamayap Dr.Web, Bam gocTyneH oTyeT no ceTeBOn akTMBHOCTU.

Bbl MOXeTe yBMAETb faHHbIE MO aKTUBHbLIM NMPUAOXKEHWAM, XYPHaNy NPUAOKEHWUI, XXy pHany
nakeTHoro ¢wabTpa. nsa 3Toro BbibepuTe Hy>XXHbIN 06BEKT B BbiMajatoLLeM CrmCKe.

ﬂrﬂﬂ KaXX40ro akTMBHOTO NPUNAOXKEHNA B OTYETE 0T06pa>|<aeTc;|:

® HanpaBiaeHWe nepegayvn AaHHbIX;

e NPOTOKO/ PaboThl;

NOKaNbHbIN agpec;

e yJaneHHbIN agpec;

pa3Mep OTNPaBAEHHOrO MakeTa JaHHbIX;

® pasMep NoayyeHHOro naketa AaHHbIX.

PyKOBOACTBO nosab3oBaTtensd
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B >KypHane I'IpI/IJ'IO)KeHI/II\/'I Bbl YBUAUTE!

e BpeMs Hayana paboTbl MPUNOXKEHNS;
* VIMf NPUIOXKEHWS;

e 1M NpaBuia 06paboTky NPUNOXKEHNS;

HanpasJeHWe nepegayvn AaHHbIX;

e J1eNCTBUE;

LeneBown agpec.
B >xypHase nakeTHoro ¢punbTpa oTobpaxkatoTcs CeayroLLme JaHHbIE:

e BpeMsa Hayasa 06paboTkM NakeTa JaHHbIX;

® HanpaBaeHWe nepejaydn naketTa gaHHbIX;

nms npaeuia obpaboTky;

NHTEPhenc;

coaepXxXnmMmoe nakeTa.

oy

C NoMOLLbO KHOMKM " Bbl MOXETE 3KCMOPTUPOBATH 3aMnCK XXYPHAI0B UM OUNUCTUTL KYPHASbI OT

3anucen.

Moppo6HbIN oTUeT

YTt06bI NPOCMOTPETL NOAPOOHBIV OTUET O CObbITUAX paboTel Dr.Web, BbibepuTe Hy>XHOe cobbITVE U

Ha>XMUTe KHOTMKY 1 HOBTOpHOG HaxkaThe 3TOM KHOMKM CKpoeT I'IOApO6HbIe AaHHble O cobbITUN.

oy

C nomoubio KHOMKKM 2 Bbl MOXETE YAaAnTb, CKOMMPOBATh, 3KCMOPTUPOBATh OTAE/bHbIE COBbLITHSA
WM BECb OTYET LLeNIMKOM, a Tak)Ke OUUCTUTb OTYeT.

[ns ot6opa cobbITUN MOXHO BOCMO/Ib30BaTbCA GUIbTPaAMM.

PunbTpbl

YT06bI MOCMOTPETbL B CMMCKE TO/IbKO T€ COObLITUSA, KOTOPbIE COOTBETCTBYOT OMNpPeAeNeHHbIM
napameTpam, BOCMob3yntecb Gunbtpamu. s BCcex OTYETOB UMEKOTCA NMpeayCTaHOB/IEHHbIE
bUnbTPbI, KOTOPbIE AOCTYMHbI B BbINajatoLLEM CNINCKE BBEPXY CTPaHWULLbl KaXAoW rpynbl.

Bbl MOXKETE CO3/aBaTb COBCTBEHHbIE q)I/IJ'IprbI CcobbITN. YUTObBI co3aaTb HOBbIN CI)I/IJ'Ipr, HaXXmMmute

)
Ll

KHOMKY “£/ 1 BbibepuTe nyHKT Co3aaTh B BbiNajarolweM Crvcke. B OTKpbIBLUEMCS OKHE yKaXxuTe
Heo6xop,V|M ble Kputepun dunbtpaumn. Obpatnte BHUMaHWe, YTo B Nose KOMNOHEHT Bbl MoXeTe
3af,aTb Cpa3y HeCKOJIbKO KOMMOHEHTOB.

CobbITNs MOXHO OTPUABTPOBATL MO KoAaM. [ns 3toro ykaxute mx B none Koa, (Hanpumep: 100-
103, -102, 403) B COOTBETCTBUMN CO CNEAYHOLLNMU NMPaBUaaMu:

® KOZbl HY>XHO YKa3blBaTb Yepes 3ansTyto;

PyKOBOACTBO nosab3oBaTtensd

151



A
d
A

CraTucruka

AT
g:

e MOXHO yKa3blBaTb Ananas3oH Kkogos (Hanpumep, 100-103);

® CMMBOA «-» Nepes KoAOM UCKIKOYaeT ero U3 AranasoHa.

Takum obpazom, 3anuck Buga «100-103,-102, 403» 03Ha4aeT, UTO HeObXOAMMO MoKasaTb BCe
cobbITMA € «100» no «103», HO UCKNKOUUTBL 13 GUAbTPa Kog «-102» 1 Nokasatb cobbITME «403».

CO3,£|,aHHbIe Nno/ib30BaTeNeM ¢I/IJ'IprbI MO>XXHO U3MEHUTb NI yaa/lnTb.

PyKOBOACTBO nosab3oBaTtensd
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15. TexHnueckasa noaaepixkKa

Mp¥ BO3HUKHOBEHMM NPOBAEM C YCTaHOBKOW MM paboTor NpoAyKTOB KOMMAHUK, NPEeXae Yem
0bpalLaTbCs 3a MOMOLLBIO B CYXOy TEXHUUYECKOWN MNOALEP>KKM, MONPOBYMTe HANTU peLleHne
cneayroLwmMMim cnocobamm:

® 03HAaKOMbTECh C MOCNEAHUMU BEPCUAMU ONMUCAHMI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouuTaiiTe paszen 4yacTto 3aaBaeMbix BONPOCOB MO ajpecy
https://support.drweb.com/show faqg/;

e nocetute GopymMbl KoMnaHum «Joktop Beb» no agpecy https://forum.drweb.com/.

Ecav nocne 3Toro He yganocb pewmnTb Npo6iemMy, Bbl MOXETe BOCMO/b30BATbCA OAHMM U3
cnesyroLmx cnocoboB, UTO6bI CBA3ATLCA CO CNY>KOON TEXHNYECKON NOAAEP KKK KOMMaHUW «[JoKTop
Beb»:

e 3anosiHWTe Be6-PpOpMy B COOTBETCTBYHOLLIEW CeKLMM pa3gena https://support.drweb.com/;

e no3BoHuUTe no TenedpoHy B Mockae: +7 (495) 789-45-86 nam no 6ecnnatHOM NMHWM ANs BCeW
Poccmm: 8-800-333-7932.

NHbopMaL Mo 0 permoHanbHbIX NPeACTaBUTENbCTBAX U 0dUcax KoMnaHun «[loktop Beb» Bbl
MOXKeTe HalTh Ha oduLManbHOM calTe no agpecy https://company.drweb.com/contacts/offices/.

PyKOBOﬂ‘CTBO nosab3oBaTtensd
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anIlIO)KEHMe A. AOHOIIHVITEIII:HbIe napameTpbl KOMaHAHOﬁ CTPOKU

16. MpunoxxeHune A. lononHutenbHbIe NapaMeTpbl
KOMaHAHOMN CTPOKM

MapamMeTpbl KOMaHAHOM CTPOKM UCMOb3YHOTCA ANS 3af,aHNA NapaMeTpoB NporpaMmMam, KoTopble
MOTYT 6bITb 3anyLLeHbl MyTeM OTKPbITUA Ha BbIMOJHEHWE UCNONHAEMOro daria. 3TO OTHOCUTCA K
CkaHepy Dr.Web, KoHconbHOMY ckaHepy 1 K Moayato aBTomatnyeckoro obHosaeHus. Mpu aTom
KNFOUM MOTYT 3ajaBaTb NapameTpbl, OTCYTCTBYHOLME B KOHOUIYpaLMOHHOM daiine, a ans Tex
napameTpoB, KOTOPble B HEM 3aaHbl, UMeIOT 6o1ee BbICOKUIA MPUOPUTET.

Kntoum HaumHatoTCA € CUMBOIA «/» W, Kak U OCTa/lbHble NapamMeTpbl KOMaHAHOM CTPOKM,
pa3sgenaroTca npobenamu.

16.1. MapameTpbl ana Ckanepa u KonconbHoro CkaHepa

Knrou

/AR

/AC

/AFS

/AR

/ARC :

/ARL:

/ARS :

/ART:

/ARX :

<ko3ghpuyueHm_cxkamus>

<yposeHb_eJ10keHHoCmu >

<pasmep >

<pasmep>

<pasmep >

OnucaHune

ABTOMaTUYECKM MPUMEHSATb AeNCTBUSA K OOHapY>KEHHbIM
yrposam. (Tosbko ans CkaHepa).

npOBepﬂTb WHCTaANALUNOHHbIE NnakeTbl. 1o yMOA4YaHUKO
onuna BKJAKOYEHA.

Vcnonb3oBath NPAMON ciell Npu ykaszaHuy BAOXKEHHOCTU
BHYTPW apxmBa. [10 ymMonuaHUIO onuma oTKIoYeHa.

I'IposepﬂTb aApPXnBbI. Mo YMOJIHaHUKO Onuna BKAKOYEHaA.

MakcrManbHbIN ypoBeHb ckaTtus. Ecav ckaHep onpegenser,
UTO KOIPPULMEHT CXKATUA apXMBa MPEBbLILIAET YKa3aHHbIN,
pacrnakoBKa ¥ MpoBepKa He npou3BoamnTcs. Mo

yMONUaHuo — 6e3 orpaHnYeHuni.

MakcrManbHbIN YPOBEHb BAOXKEHHOCTU NPOBEPSAEMOro
apxuBea. Mo ymonyaHnro — 6e3 orpaHnYeHui.

MaKCUMMabHbIN pa3Mep NpPoBepsemMoro apxusa, B
knnobawTax. Mo ymonuyaHuto — 6e3 orpaHnYeHni.

Mopor npoBepkM YpoBHA CKaTna (MUHUMaNbHbIV pa3mMep
davina BHYTPM apxvBa, HauMHasa Cc KoToporo byaer
NPOV3BOANTLCA NPOBEPKa KO3PPMLIMEHTA CKaTuA), B
knnobaritax. Mo ymonuaHuo — 6e3 orpaHnYeHuni.

MaKcrManbHbI pasmep NpoBepsemMbix O6BEKTOB B
apxuBax, B knnobawntax. [lo ymonuyaHuo — 6e3
OorpaHUYeHuni.

PyKOBOACTBO nosab3oBaTtensd
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/BI

/CUSTOM

/CL

/DCT

/DR

/E : <KOJ/IU4ecmeo_nomokos >

/EFAST

/FL:<umA_gatina>

/EFM: <mMmacka>

/FR: <pezy/ispHoe_8blpaxeHue>

/FULL

/EX: <mMmacka>

/GO

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

BbiBecTV MHGOPMaLMO O BUPYCHbIX Ba3zax. o ymonyaHuto
OnuMs BKIKOYEHA.

3anyctutb CkaHep Ha CTpaHuLe BbIBOPOYHOW NPOBEPKM.
Ecan npw 3TOM 3agaHbl AONONHUTENbHbIE MapaMeTpbl
(Hanpumep, 06beEKTLI AN NPOBEPKN UK

napametTpbl /TM, /TB), To byaeT 3anyLeHa BbIbOopoYHas
npoBepka ykaszaHHbIx 06bekToB. (Tonbko ana CkaHepa).

Wcnonb3osatb ob6nauHbin cepsuc Dr.Web. Mo ymonyaHuto
onuusa BkatoyeHa. (Tonbko ana KoHconbHoro CkaHepa).

He oTtobpaxkaTtb pacueTHoe Bpems nposepkn. (Toabko ans
KoHconbHoro CkaHepa).

PekypcnBHO npoBepaTb Nanku (NpoBepATb nognanku). 1o
YMOJIHYaHWIO ONUMA BKAKOYEHa.

npOBeCTVI NpoBepPKY B YKazaHHOE KOAMYeCTBO NMOTOKOB.

Mpoun3BecTn BbICTPYHO NPOBEPKY CUCTEMBI. ECM Npu 3TOM
3ajaHbl JOMNOIHUTE/IbHbIE NapaMeTpbl (HanprMep, 06 beKTbI
4NA NpoBepkun unn napameTpsl /TM, /TB), TO ykasaHHble
0b6bekThl Takke 6yayT nposepeHsbl. (Tosbko ana CkaHepa).

MpoBepsATb NyTW, yKasaHHble B Gainne.

MpoBepsaTb Gaiibl No Macke. 1o ymonyaHuio npoBepke
noggeprarotca Bce paribl.

MpoBepsTb Galsibl MO peryispHOMY BbipaxeHuto. Mo
YyMOJIYaHMIO MpOBepKe NoABepratoTcs Bce Ganibl.

Mpown3BeCcT! NOHYHO MPOBEPKY BCEX XKECTKNX AUCKOB U
CbEMHbBIX HOCKTENeN (BKIKOYasA 3arpy30UHble CEKTOPbI).
Ecan npw 3TOM 3asaHbl ZONONHUTENbHbIE MapaMeTpbl
(HanprMep, 06BbEKTLI AN MPOBEPKU UM

napametpsbl /TM, /TB), To 6yaeT npounsseseHa bbicTpas
npoBepKa 1 NpoBepKa ykazaHHbIX 06bekToB. (TONbKO ANs
CkaHepa).

He npoBepstb dainbl, cootBeTcTBYtOWME Macke. (ToNbKO
ans KoHconbHoro CkaHepa).

Pexxum paboTbl CkaHepa, Mpy KOTOPOM BOMPOCHI,
noApasymeBatolLme OXuAaHe OTBETa OT NONb30BaTeNs,
MponycKaroTcs; pewweHus, TpebyroLne Bbibopa,
NPYHMMAOTCA aBTOMATUYECKW. DTOT PEXMM MoNe3Ho

PyKOBOACTBO nosab3oBaTtensd
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/H wm /?

/HA

/KEY : <ksroyesol_¢halin>

/LITE

/LN

/LS

/MA

/MC : <4UC/I0_NONLIMOK >

/NB

/NI [:X]

/NOREBOOT

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

ncnonb3oBaTb /19 aBTOMaTUYeCKOW NpoBepkn hainnos,
HanpumMep, NPW exesHEBHOW UK eXeHelelbHOW NpoBepKe
>EeCTKOro amcka. B komaHAHOWM CcTpoke HeobXxoaMMO yKka3aTb
06beKT ana npoBepku. Bmecte ¢ napametpom /GO Takke
MO>HO Mcnosab3oBaTtb napametpsbl /LITE, /FAST, /FULL. B
3TOM pexume npu nepexose Ha paboty ot Hatapen
npoBepka npekpatiaercs.

BbiBeCTn Ha 3kpaH KpaTkyto cnpasky o paboTe ¢
nporpammoit. (Tonbko ans KoHconbHoro CkaHepa).

Mpoun3BOANTL IBPUCTUYECKMI aHan3 $HailioB 1 MOUCK B
HWMX HEW3BECTHbIX Yrpo3. Mo YMOYaHMWIO OMLMS BKIOYEHA.

Yka3zatb nyTb K k1toueBoMy dpainny. MNapametp Heobxoanm B
TOM C/lyyae, e KatoueBoi Gainn Haxo4MTCA He B TOM Xe
nanke, 4To 1 ckaHep. Mo yMonYaHMo NCNoab3yeTcs
drweb32.key nnn gpyroi nogxoasawmin us nankm C:
\Program Files\DrWeb\.

Mpowv3BecTn CTapTOBYO MPOBEPKY CUCTEMBI, MPU KOTOPOM
NpoBepsArOTCA ornepaTtnBHasa NaMaTb U 3arpy3ouHble
CeKTOpbI BCeX AMCKOB, a TakKe NpOBeCT! NPOBEPKY Ha
Hannume pytknToB. (Tonbko aia CkaHepa).

MpoBepsATb Gaisibl, Ha KOTOpble YKa3biBatoT Ap/bIkX. 1o
YMONYaHMIO OMNLMA OTKIOYEHa.

MpoBepATb Nog yyeTHOW 3anuncbto LocalSystem. Mo
YMOJIYAHWIO OMNUMA OTKAHOYEHa.

MpoBepsATb NouTOBbIe Garisbl. [0 yMOAYaHMO onLums
BK/IIOYEHa.

YcTaHOBWTb MakCHManbHOE YMCAO MOMbITOK BblIEYUTb
dann. Mo ymonyaHuto — 6e3 orpaHnYeHni.

He co3gaBaTh pe3epBHble KOMUUN BbIEYEHHbIX/YAaNEHHbIX
darinos. Mo ymonyaHWIo onums oTKAtOYeHa.

YPOBEHb NCMOJ/Ib30BaHNSA PECYPCOB CUCTEMBI, B MPOLIEHTaX.
OnpepnensieT KOAMYECTBO NaMATU UCMOb3YEMON ANs
MPOBEPKM M CUCTEMHbIN MPUOPUTET NPOBepKK. Mo
YyMOJIUaHWo — 6e3 orpaHnYeHuni.

OTmeHsAeT nepesarpysky 1 BbIK/IHOUYEHME MOC/ie MPOBEPKM.
(Tonbko ans CkaHepa).

PyKOBOACTBO nosab3oBaTtensd
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/NT

/OK

/P :<npuopumem>

/PAL: <ypo8eHb_8/10)keHHOCMu >

/QL

/ QL : <UMS_/102u4ecko20_oucka>

/QNA

JOR[:[d] [:p]]

/QUIT

/RA: <umsA ¢galina>

/REP

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

Mpoepatb NTFS-noToku. Mo ymonvanuio onumsa
BKJIFOYEHa.

BbIBOAWTL MOJIHBIV CMIMCOK NPOBEPSEMbIX OOBEKTOB,
CoMnpoBoOXAas HesapaxeHHble nomeTkon Ok. Mo
YMOJU@HWIO OMLUMS OTK/IOYEHa

MpuopuTeT 3anyLLeHHOW 3a4a4m NPOBEPKM B 0bLLel
oyepean 3ajay Ha NpoBepky:

0 — HU3WWNA.

L — Hu3kMI.

N — 06bIUHbIN. [TpropUTET NO YyMOAYAHWIO.
H — BbICOKMI.

M — MakcMMasibHbIN.

MaKkcumanbHbI YpOBEHb BAOXEHHOCTM YMaKOBLLMKOB
ncnonHsemoro danna. Ecam ypoBeHb BAOXKEHHOCTH
NpeBbILLAeT yKa3aHHbIW, NpoBepka byAeT NPON3BOAUTLCS
TO/NIbKO A0 YKa3aHHOrO YPOBHSA BAIOXEHHOCTYW. 1o
ymonyanuo — 1000.

BbiBeCT cnncok Bcex GpalinioB, MOMELLEHHbIX B KAPaHTUH Ha
Bcex anckax. (Tonbko ana KoHconbHoro CkaHepa).

BbiBecT cnmncok Bcex GpalinoB, MOMELLEHHbIX B KAPaHTUH Ha
yKa3aHHOM normnyeckom gucke. (Tonbko aia KOHCOAbHOro
CkaHepa).

BbIBOAUTb NYTN B ,D,BOVIHbIX KaBblYKax.

Ypanutb daiinbl € ykazaHHOro amncka <d>
(MMA_nornyeckoro_amncka), Haxogalmne B KapaHTUHe
Jonblle <p> (KOANMYecTBO) AHeW. Ecam <d> n <p> He
yKasaHbl, To ByayT yaaneHbl Bce Gaibl, HaxoadLWMecs B
KapaHTWHe, Co Bcex nornyeckmx anckos. (Tonbko ana
KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocne NpoBepkn (BHe 3aBUCMMOCTU OT
TOro, 661N 1N NPUMEHEHbI AeACTBUA K OBHApPY>KEHHbIM
yrposam). (Tonbko ana CkaHepa).

[lonncatb oTyeT 0 paboTe NporpamMmbl B ykazaHHbIV daii.
Mo ymMonuaHwuto 3anuch B Gain XXypHana He MPOU3BOANTCS.

npOBep‘r'lTb MO CMMBOJIbHbIM CCblKaMm. 1o yMOJIHaHUKO
onuna OoTKIK4YeHa.

PyKOBOACTBO nosab3oBaTtensd
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/RK

/RP:<umsaA ¢galina>

/RPC: <cek>

/RPCD

/RPCE

/RPCE : <yesiegoli_adpec>

/RPCH: <ums_xocma>

/RPCP: <npomokos >

/SCC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

I'IpOBepKa Ha HaJn4yme pyTkKUToB. Mo YMOJIHaHUIO Oonuua
OTKNKOYEeHa.

3anuncaTb OTYET O paboTe NporpaMmMbl B yKasaHHbIA Gali.
Mo ymonuaHwuto 3anuch B Gain XXypHana He MPOU3BOANTCS.

Talim-ayT coegnHeHuns ¢ Scanning Engine, B cekyHaax. Mo
ymonyaHuto — 30 cekyHa. (Tonbko ana KoHconbHoro
CkaHepa).

Vicnonb3oBaTtb AnHaMuueckuii naeHtmoukatop RPC.
(Tonbko ansa KoHconbHoro CkaHepa).

Vicnonb3oBatb agnHamumyeckuii Leneson agpec RPC. (Tonbko
ans KoHconbHoro CkaHepa).

Mcnonb3oBath ykasaHHbI Lenesoli agpec RPC. (Tonbko
ans KoHconbHoro CkaHepa).

Vicnonb3oBaTb yka3aHHOe MMsa xocTa A4 Bbi3oBoB RPC.
(Tonbko ans KoHconbHoro CkaHepa).

VMcnonb3oBatb ykazaHHbIA NpoTokon RPC. BO3MOXHO
ncnosb3oBaHWe NPoTokosoB: Ipc, np, tcp. (Tonbko ans
KoHconbHoro CkaHepa).

BbiBOAUTB CoepP>XMmMoe COoCTaBHbIX obbekToB. No
YMOYaHUKO Oonuna OTKAKOYEHaA.

BblBOAMTL Ha3BaHME MHCTaANALMOHHOrO naketa. o
YMOHaHMIO ONUMA OTKAKOYEHa.

BbIBOANTL N0rK Ha 3kpaH. Mo ymonyaHuto onums
BratoyeHa. (Toabko ana KoHconbHoro CkaHepa).

BbIBOAMTbL Ha3BaHMWe ynakoBLUyMKa. [1o ymonyaHuio onuums
OTK/IHOYEHA.

OTobpaxkaTb npouecc npoBeaeHNs nposepku. Mo
ymMon4aHuto onuua BkatoyeHa. (Toabko ana KOHConbHOro
CkaHepa).

BbiBOAMTL Bpems npoBepkn obbekTa. 1o ymonuaHuto
onuus oTKAKYEHA.

3anyck CkaHepa B ¢oHOBOM pexunme. Ecnm He 3agaH
napametp /GO, To rpadunyecknin pexkum otobpaxkaerca

PyKOBOACTBO nosab3oBaTtensd
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/TB

/TM

/TR

/W <cek>

/WCL

/X:S[:R]

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune

TONIbKO MPY 0B6HapY>KeHWM yrpo3. B aToM pexunme npu
nepexoze Ha paboty oT 6aTapen NpoBepka Npekpallaercs.

BbIMoAHATE NPOBEPKy 3arpy304HbIX CEKTOPOB U M1aBHbIX
3arpy3ouHbix cektopos (MBR) xecTtkoro amcka.

BbIMOHATL MOUCK Yrpo3 B ONepaTUBHOM NamMsATH (BKArOUas
cncteMHyto obnacte Windows).

I'IposepﬂTb CNCTEMHbIE TOYKM BOCCTaHOB/IEHNA.

MakcrmanbHOe BpeMs NpoBepku, B cekyHaax. 1o
yMonYaHuo — 6e3 orpaHnuYeHuni.

BbiBoA, coBMecTuMbIn ¢ drwebwcl. (Tosbko ana
KoHconbHoro CkaHepa).

Mo okOHYaHUWN NPOBepPKM NepeBeCcT MaLLUVHY B YKa3aHHbIV
PeXUM: BbIKNHOUYEHWe/nepe3arpy3ka/KAyLwuii
PEXMM/CMALLNA PEXMM.

3apaHune feACTBUIA € pa3indHbiMm obbekTamu (C — BblieunTb, Q — nepemMecTuTb B KapaHTuH, D —
yaanutb, | — nrHopumposatb, R — nHdopmmposatb. JenictBre R BO3MOXHO TONbKO AS
KoHconbHoro CkaHepa. Mo ymMonyaHuio aaa Bcex — MHPOPMUpPOBaTh (Takxke TObKO ANS
KoHconbHoro CkaHepa)):

AeiicTBue
/AAD: < genctemne>
/AAR:<aencTeme>

/ACN:<aencTBme>

/ADL:<gencrene>
/AHT: < gelictBrE>
/AIC:<pelictBre>
/AIN:<genctemne>
/AJK:<pelictBre>

/AML: < gencrene>

OnucaHune
LENCTBUA AN peknaMHbIX NporpaMm (Bo3mMoxkHble aericteus: DQIR)
JAeVCTBUA € MHOULMPOBaHHBIMK apxnBaMu (Bo3MOXHble aericteua: DQIR)

AEeNCTBUS C UHOULMPOBAHHBIMW MHCTAANSALMOHHBIMW NakeTaMu (BO3MOXHbIe
nencteusa: DQIR)

JeVCTBUA C NporpaMmamMu 03BOHa (BO3MOXHble aercteus: DQIR)
JeVcTBUA C NporpamMmamMu B3fioMa (BO3MOXHble aelicteus: DQIR)
AEeVCTBUSA C HeM3AeUMMbIMU dalinamu (Bo3MoXKHbIe gencteus: DQR)
AeVCTBUA C MHOULMpPOBaHHbIMK dainammn (Bo3MoXHble gecteus: CDQR)
[AeVCTBUA C MpPOrpamMmMamMu-LIyTkaMm (Bo3mMoxkHble aericteus: DQIR)

AeNCTBUA C UHPULMPOBAHHBIMW MOYTOBbIMY dainamMum (BO3MOXKHbIE
Aenicteua: QIR)

PyKOBOACTBO nosab3oBaTtensd
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I'IpunomeHue A. AOHOIIHVITeIII:HbIe napameTpbl KOMaHAHOﬁ CTPOKU

AelictBue OnucaHue

/ARW: < gencremne> JEeVCTBUA € NOTEHLMANbHO onacHbIMK dainamun (BO3MOXKHbIe AeACTBUSA:
DQIR)

/ASU:<pelictBne> [AEeVCTBUA C NOZO3pUTENbHBIMU dalinamu (Bo3MoxHble aerncteus: DQIR)

HekoTopble KAUM MOTYT UMeTb MOAUDUKATOPbI, C MOMOLLbI KOTOPbIX PEXUM ABHO BKAKOYAETCA
nmbo oTkatoyaetca. Hanpumep:

/AC- PEXMM FBHO OTK/IHOUAeTCAa
/RC, /AC+ PEX1M SIBHO BK/IHOYAETCs
Takas BO3MOXHOCTb MOXET 6bITb MOE3HA B CIyUae, eC/M PEXUM BKIHOUEH/OTKAOUEH MO

YMOJIYaHMIO WU MO BbIMOJHEHHBIM paHee yCTaHOBKaM B KOHOUrypaumoHHoM daiine. Cnmcok
KNKOYel, A0MyCKaroLLMX NPUMeHeHe MoANGUKATOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA,
/REP, /SccC, /SCN, /SLS, /spN, /seps, /ssT, /TB, /TM, /TR, /WCL.

Ans knoya /FL MOANGDUKATOP «—» O3HAYaeT: MPOBEPUTb MyTW, NEePEUYNCIEHHbIE B YKa3aHHOM
davine, v yganutb 10T darin.

[Ons knouen /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3HaueHune napametpa «0» 03HauaeT, YTo NapameTp UCMoNb3yeTcs 6e3 orpaHNUYeHN.

Mpumep MCNoAb30BaHWUA KaoYen Npu 3anycke KOHCObHOTO CKaHepa:
[ <nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBEpPUTb BCE d)al?lﬂu, 3a NCKNHOYEeHMEM apXMBOB, Ha ANCKE (e I/IHd)I/ILI,I/IpOBaHHbIe Cl)al\/'lflbl NeYynTb,
HeusneyMMble MOMECTUTb B KapaHTWH. [na aHanormyHoro 3anycka CkaHepa ans Windows
HeobxoMMO BMecCTo dwscancl HabpaTb UMS KOMaHAbl dwscanner.

16.2. MapameTpbl ana Moayna obHoBAeHUA

O6wue napameTpbl:

Mapametp OnucaHue
-h [ --help ] BbiBeCTM Ha 3KkpaH KpaTKyro cripaBky O paboTe C mporpamMMon.
-v [ --verbosity ] arg YpoBeHb feTanv3aumm XypHana: error (CTaHAapTHbIN), info

(pacwmpeHHsbIl), debug (oTrazouHBIR).

PyKOBOACTBO nosab3oBaTtensd
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Mapametp
-d [ --data-dir ] arg
--log-dir arg

--log-file arg
(=dwupdater.log)

-r [ --repo-dir ] arg
-t [ --trace ]

-¢ [ --command ] arg
(=update)

-z [ --zone ] arg

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

OnucaHune
Manka, B KOTOPOW pa3meLLeHbl PENO3UTOPUA N HACTPOIKN.
Manka, B KOTOPOW ByAeT COXpaHEeH XypHan.

Mma danna xypHana.

Manka penosuTtopus, (Mo ymonyaHuto <data_dir>/repo).
BrsitounTb Tpaccnposky.

BbinonHseMas koMaHga: getversions — noayuntb Bepcuuy,
getcomponents — Noay4nTb KOMMNOHEHTbI, init — UHWLMan3auums,
update — obHoBneHwue, uninstall — yaanuTb, exec — BbIMNOAHUTB,
keyupdate — obHoBUTL Koy, download — ckauarts.

CnncokK 30H, KOTOpbIN ByAeT NCNOAb30BaTbCA BMECTO 3aaHHbIX B
KOoHbUrypaLmoHHoMm daiine.

MapameTpbl KOMaHAbI MHULMaAU3aLum (init):

Mapametp
-s [ --version ] arg
-p [ --product ] arg

-a [--path]arg

-n [ --component ] arg

-u [ --user] arg
-k [ --password ] arg

-g [ --proxy ] arg

-e [ --exclude ] arg

OnucaHune

Homep Bepcum.

Ha3BaHwne npogykra.

MyTb, NO KOTOPOMY ByAET YCTaHOB/EH NPOAYKT. 3Ta nanka byaeT
NCNONb30BaTbCA MO YMONYAHUIO B KAYECTBE Manku Ansg Bcex
KOMMOHEHTOB, BKAFOUEHHbIX B MPoAyKT. Moaynb obHoBAeHUA ByaeT

npoBepATb Hannume kntoyeBoro daina UMEHHO B 3TOW Marike.

Vima KomnoHeHTa 1 nanka ycTaHoOBKM B popmaTe <umMa>, <nyme
ycmaHosku>.

VIMs monb3oBaTens npokcu-cepsepa.
Maposb Nosb3oBaTens NPoOKCU-cepeepa.
Mpokcun-cepsep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.

VIMsi KOMMOHEHTa, KOTOPbIV BYAET UCKIHOYEH M3 NMPOAYKTa Mpu
yCTaHOBKE.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

MapameTpbl KOMaHAbl 06HOBAeHUA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

-g [ --proxy ] arg
-u [ --user]arg
-k [ --password ] arg

--param arg

-l [ --progress-to-console ]

OnucaHune

HasBaHuve npoaykTa. Ecan HazBaHWe ykasaHo, To byaeT npounseeseHO
0bHOBNEHME TO/IbKO 3TOro NpogykTa. Ecv npoaykT He ykasaH 1 He
yKa3zaHbl KOHKPETHble KOMMOHEHTbI, OyAeT Npov3BeseHO ObHOBIEHME
BCeX NPOAyKTOB. ECan ykazaHbl KOMMNOHEHTHI, ByAeT Nnpon3BeseHo
06HOBJ/IEHWE YyKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMNOHEHTOB, KOTOPble HEOOXOAMMO OHBHOBUTL A0
onpegeneHHon MoandukaLmm.
®opmat: <name> , <target revision>.

Mepe3sanyck nocne obHoBaeHUA Moayns o6HoBAeHMA. Mo ymonyaHuto
3HauyeHve yes. Ecim yka3aHo 3HaueHne no, TO BbIBOAWUTCS
npeaynpexaeHvie 0 HeobxoAMMOCTN nepe3anycka.

MonyunTb cnncok IP-agpecos update.drweb.com nepes o6HoBAEHMEM.

Mo>eT BbITb OAHUM W3 CAEAYHOLWUX:

e reset-all — npuHyauTenbHoe 0bHOBAEHNE BCEX KOMMOHEHTOB;

e reset-failed — cObpocuTtb BCe M3MEHEHUSA ANS MOBPEXAEHHbIX
KOMMOHEHTOB;

e normal-failed — nonbiTaTbcd OBHOBUTL KOMMOHEHTbI, BKIOYaA
NoBpeXAeHHbIe, 40 NocaeaHeln 1mMbo J0 yKazaHHON Bepcuu;

e update-revision — O06HOBWUTb KOMMOHEHTbI B Mpesenax TekyLlen
peBu3uny;

e normal — 06HOBWTbL BCE KOMMOHEHTHI.

Mpokcun-cepeep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.
VIMs monb3oBaTens npokcu-cepsepa.
Maposb Nosb3oBaTens NPoOKCU-cepeepa.

Mepeaatb AOMONHUTENbHbIE NAapaMeTPbl B CKPUMT.
dopmart: <uma>: <3HadeHue>.

BbIBECTU Ha KOHCOJ/Ib MHPOPMALIMIO O 3arpy3ke 1 BbIMOJHEHUM
cKpvnTa.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

MapameTpbl KOMaHAbI NOJyYeHUSA KOMMNOHeHTOB (getcomponents):

Mapametp
-s [ --version ] arg

-p [ --product ] arg

OnucaHune
Homep Bepcum.

YKaxunte ums npogykta, 4tobbl yBUAETb, Kakme KOMMOHEHTbI OH
BItOYaeT. Ecam npoaykT He ykasaH, byayT BbiBeZieHbl BCE KOMIMOHEHTI
3TOW BEPCUMN.

MapameTpbl KOMaHAbI NOAyYeHUA N3MeHeHW (getrevisions):

Mapametp
-s [ --version ] arg

-n [ --component ] arg

Onucanue
Howmep Bepcum.

MMsi KOMMOHEeHTa.

MapameTpbl KOMaHAbI yaaneHusa (uninstall):

Mapametp
-n [ --component ] arg
-I [ --progress-to-console ]

--param arg

-e [ --add-to-exclude ]

OnucaHune
MImMa KOMNOHeHTa, KOTOPbIA HEOHBXOAMMO YAANUTb.
BbiBECTU MHDOPMaLMIO O BbIMOJHEHMW KOMaHZbl Ha KOHCOb.

MepeaaTb AOMONHUTENbHbIE NAaPaMeTPbl B CKPUMT.
dopmart: <uma>: <3HadeHue>.

KomnoHeHTbl, KoTopble 6yayT yaaneHbl n nx 0bHOBAEHME
NpPOV3BOANTLCA He ByaeT.

MapameTpbl KOMaHAbl aBTOMaTUUeckoro o6HoBneHusn katoua (keyupdate):

Mapametp
-m [ --md5] arg
-0 [ --output ] arg

-b [ --backup ]

-g [ --proxy ] arg

OnucaHne
KoHTposibHas cymma md5 ctaporo kitoueBoro darina.
Nmsa danna.

Pe3epBHOe KONMpOBaHMe CTaporo katouyeBoro daiia, ecam oH
CyLLecTByeT.

Mpokcun-cepsep 4N 06HOBAEHMS B dopmMaTte <adpec>: <nopm>.

PyKO BOACTBO NOJib30BaTe A
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Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

Mapamertp OnucaHue
-u [ --user]arg VIMa nonb3oBaTens npokcu-cepsepa.
-k [ --password ] arg Maposib Nonb3oBaTENA MPOKCU-CEpBEpa.

-I [ --progress-to-console ]  BbiBECTU Ha KOHCO/Ib MHPOPMALMIO O 3arpyske kKatoueBoro daina.

MapameTpbl KOMaHAbl ckaumnBaHua (download):

Mapametp OnucaHne
--zones arg ®aiin, cogepxkalyMin CNMCOK 30H.
--key-dir arg Manka, B KOTOPOW HaxoAuUTCsA KatoueBon dalin.

-| [ --progress-to-console ]  BbiBeCTM MHPOPMALMIO O BbINOJHEHWNN KOMaHZbl Ha KOHCO/b.

-g [ --proxy ] arg Mpokcu-cepBep ans 06HOBNAEHUS B dopmaTte <adpec>: <nopm>.
-u [ --user] arg Vimsa nosb3oBaTtesis NpoKcu-cepsepa.

-k [ --password ] arg Maponb Nonb3oBaTesns NPoKCU-cepsepa.

-s [ --version ] arg Vima Bepcun.

-p [ --product ] arg Ha3BaHune npoaykTa, KOTOPbIA HEOOXOAMMO CKaYaTb.

16.3. Koabl Bo3Bpara

Bo3MO>HbIe 3HAaUeHMs KOAa BO3BpaTa M COOTBETCTBYHOLLME MM COOLITUS CeayHoLME:

Koa CobbiTne

BO3Bparta

0 BupycoB nam noso3peHnii Ha BUPYChbl He 0BHapPY>KEHO.

1 O6Hapy>eHbl N3BeCTHbIe BMPYCHI.

2 Ob6Hapy>xeHbl MOoANDUKALUN N3BECTHBIX BUPYCOB.

4 ObHapy>xeHbl MOA03pUTENbHbIE HA BUPYC OOBEKTBI.

8 B apxvBe, KOHTENHepe 1M NOUYTOBOM fLLMKE OBHApPY>KEeHbI U3BECTHbIE BUPYChI.

PyKOBOACTBO nosab3oBaTtensd
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Kopg
BO3Bparta

16

32

64

128

Mpunoxkerue A. [lonosHuTeNbHbIE NapaMeTPbl KOMaHAHOW CTPOKU

CobbiTne

B apxuvBe, KOHTENHepe WM NOUTOBOM fALLMKE OBHApPY>KeHbl MOANPUKALMM N3BECTHBIX
BMPYCOB.

B apxvBe, KOHTeMHepe WM NOUTOBOM fALLMKe O6Hapy>KeHbl MOA03PpUTEbHbIE Ha
BMPYC 0OBbeKThI.

YcnewHo BbIMOAHEHO fleyeHre XOTa 6bl OAHOro 3apaXKeHHOro BUPyCcom obbekTa.

BeinosHeHo yaaneHne/neperMeHoBaHne/nepemMelleHne xota 6bl O4HOTO
3apakeHHoro ¢ainna.

Pe3ynbTvpytoLwuii Ko Bo3BpaTta, POpMUPYeMbIil MO 3aBepLUEHNIO MPOBEPKM, PaBeH CYMMe KOZ0B
TeX COObITMI, KOTOPbIE MPON30LLAM BO BPeMs NPOBepPKU (M ero cnaraemblie MOryT O4HO3HaUYHO
6bITb MO HEMY BOCCTAaHOB/IEHDI).

Hanpumep, kog Bo3sparta 9 = 1 + 8 03HayaeT, 4TO BO Bpems NpOBepKy OBHapy>KeHbl N3BECTHbIe
BUPYCbI (BMPYC), B TOM YMC/Ee B apXxunBe; 06e3BpexXmMBaHmne He MPOBOAMIOCH; BObLLE HUKAKMX
«BUPYCHbIX» COBbLITUI He 6bIIO.

PyKOBOACTBO nosab3oBaTtensd
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17. MpunoxkeHune b. Yrpo3bl n cnocobbl nx obesBpe)kmBaHusa

C pa3BuTMEM KOMMbBIOTEPHbIX TEXHOJIOTUIA U CETEBBIX PELLEHW, BCe HOJblUee pacnpoCTpaHeHNe
MONyYatoT Pas3NnyHble BPeLOHOCHbIE NPOrpaMMbl, HaMpaB/IeHHbIE Ha TO, UTOObI Tak WAV MHaYe
HaHECTV BpeA NoJsb30BaTeNsM. VIx pa3Butne Hauanoch eLe B 3Moxy 3apO>KAEHWS BbIUNCAUTENBHOW
TEXHUKW, N NapasieNbHO pa3BUBaNNCL CPEACTBA 3aLUThbl OT HUX. TEeM He MeHee, A0 CMX MOpP He
CYLLECTBYET e4MHOM KnaccuduKaLmm BCeX BO3IMOXHbIX YIP0O3, UTO CBA3AHO, B MEPBYH OUepesb, C
HenpeAckaslyeMblM XapakTepoOM UX Pa3BUTUS 1 MOCTOSAHHLIM COBEPLUEHCTBOBAHNEM MPUMEHAEMbIX
TEXHOJIOTUIA.

BpesoHOCHbIE NporpaMMbl MOTYT PacnpOCTPaHATLCA Yepe3 VIHTEPHET, I0KaNbHYH CETb,
3/IEKTPOHHYHO MOYTY U CbeMHble HocUTeNn MHGopMaLmn. HekoTopble paccumnTaHbl Ha
HEOCTOPOXKHOCTb M HEOMbITHOCTb NMOJIb30BATENS U MOTYT AENCTBOBATb NMOJIHOCTbHO aBTOHOMHO,
Apyrue ABAAKOTCA ML MHCTPYMEHTaMM NOZ yNpaBaeHNEeM KOMMbIOTEPHbIX B3OMLLMKOB U
CNOCOBHbI HAHECTU BpeA Aaxe HafeXXHO 3allMLLEHHbIM CUCTEMAM.

B AaHHOW rnaBe NpeAcTaBaeHbl ONMCaHUsA BCEX OCHOBHBIX U Hanbosiee pacnpoCTpaHeHHbIX TUMOB
BPEeAOHOCHbIX NporpamMmm, Ha 60pb6y C KOTOpPbIMK B MEPBYHO o4epeab U HanpaBaeHbl pa3pa60TK|/|
«[lokTop Beb».

17.1. Knaccnpukayusa yrpos

Moa TepMUHOM «yrpo3a» B AaHHOW KnaccudukaLlmm cnesyet noHMMaTh atboe nporpaMmMHoe
CpeacTBO, KOCBEHHO MM HaMpPsAMYH CNOCOBHOe HaHecTH yLepb KoMnbloTepy, ceTn, MHbopMaLmm
WM NpaBaMm Mo/b30BaTenNs (TO eCTb BPELOHOCHbIE N MPOYMe HeXenaTebHble Mporpammsl). B 6onee
LUIMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXET 03HayaTb 0Oy NOTEHLMaIbHYHO ONacHOCTb A1
KOMMblOTEpa WK CeTU (TO ecTb ee YA3BUMOCTb, KOTOpas MOXET OblTb MCMOb30BaHa A5
NPOBeAEHNsA XaKepCKmxX aTak).

Bce Tvnbl nporpamm, onvcaHHble HUXKe, NoTeHLMaNbHO 061a4ak0T CNOCOBHOCTLHO NOABEPTHYTH
OMaCHOCTN AaHHble NO/b30BaTeNs UMW UX KOHOWAEHLMaNbHOCTb. [TporpaMmel, KOTOpble He
CKPbIBaOT CBOEro NMPUCYTCTBUSA B CUCTEME (HanpuMep, HeKOTOpble NPOrpaMMbl A/ PaCcCbIiKK
crnama uav aHanavsatopsbl Tpaduka), 06bIYHO He MPUHATO MPUYNCAATL K KOMTMbIOTEPHBIM Yrpo3aMm,
XOTSl NPW ONpeaeneHHblX 06CTOATENBCTBAX OHU MOTYT HAaHECTU BPeA NOb30BaTeNtO.

B npogaykTax 1 foKyMeHTaLmmn koMnaHun «Joktop Beb» yrpo3bl NpUHATO pa3gensTb Ha ABa TUNa B
COOTBETCTBUM C YPOBHEM OMaCHOCTM:

e 3HauuTe/IbHblE YIPO3bl — KJacCUYECKNe KOMMbIOTEPHbIE YIPO3bl, KOTOPble camu Mo cebe
CNOCO6HbBI BbIMONHATD Pa3/IMyHble AeCTPYKTUBHbIE M HE3aKOHHbIE AeNCTBUA B CUCTeME (yAaneHne
M Kpaxka Ba>kHOW MHPOpMaLLMK, HapyLLeHne paboTbl CETU U T.4.). DTOT TUM KOMMbIOTEPHBIX YrPO3
COCTOUT U3 NpPOrpamMmMm, KOTopble TPaAULMOHHO Ha3blBarOT BPeAOHOCHBIMU (BUPYChI, YEPBU 1
TPOSAHCKME NPOrpamMmbl);

¢ He3HauuTeJibHble Yrpo3bl — KOMMbHOTEPHbIE YTPO3bl, KOTOPbIE CHUTAOTCA MEHEe OMNMacHbIMK MO
CPaBHEHWNKO CO 3HAYUTE/IbHbIMW YTPO3aMWN, HO MOTYT ObITb UCMO/Ib30BaHbI TPETbUMUN MMLUaMWN ANA
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COBepLUEeHMs BPEAOHOCHbIX AeMCTBMI. [TOMUMO 3TOro, caMo MPUCYTCTBUE HE3HAYUUTENIbHbIX YIPO3
B CMCTEMeE ABASIETCH HECOMHEHHbIM CBUAETENbCTBOM HU3KOTO YPOBHSA ee 3al L EeHHOCTY.
Cneypannctbl B 061actv MHGOPMaLMOHHOW 6e30MacHOCTU MHOTAA Ha3bIBaOT 3TOT TUM
KOMMbIOTEPHBIX YTPO3 «CepbIM» MPOrpPaMMHbIM 0becreyeHnemM Man NoTeHLManbHO
HexXenaTeNbHbIMU NporpaMmmamMu. K HeaHaunTeNbHbIM Yrpo3amM OTHOCATCA PekNamHble
nporpamMmsl, NPOrpamMmMbl 403BOHa, MPOrPaMMbl-LUYTKK, NOTEHLMAaNbHO OMacHble NMPOrpamMmMbl 1
nporpamMMsbl B3/0Ma.

3HauuTeNIbHble yrposbl

KomnbroTepHblie BUpYChbI

[JaHHbIN TN KOMMbIOTEPHBIX YIPO3 XapakTepm3yeTcs CroCOOHOCTbIO BHEAPATb CBOW KOJ, B
MCMOJIHAEMBIV KOZ, APYrvX NporpaMM. Takoe BHegpeHWe HasbiBaeTcs uHguyuposaHuem. B
60NbLUNHCTBE ClyYaeB MHPMLMPOBaHHBIN $alin caM CTaHOBUTCS HOCUTENEM BUPYCA, @ BHEAPEHHBIN
KoZ, He 06s3aTe/IbHO MOJIHOCTBbIO COOTBETCTBYET OpUrnHany. bonbluas YacTb BUPYCOB co3zaeTcs s
NOBPEXAEHUS UIN YHUUTOXEHUS AaHHbIX.

B komnaHum «[loktop Beb» BMpychbl ensat no tmuny Gannos, KOTOPble OHN MHOULMPYIOT:

¢ ¢daiinoBbie BUPYCbl MHOULMPYHOT daliibl ONepaLMOHHON cUCTeMbI (0ObIYHO, UCMONHAEMbIE
barnbl 1 AMHaMUMYeckne BUBINOTEKN) U aKTUBMU3MPYHOTCA NPU 0BpaLLeHNN K 3apa>keHHOMY dainny;

* MaKpo-BUPYCbl NHONLMPYHOT daiibl ZOKYMEHTOB, UCMO/b3yeMble NPuUaoxeHnammn Microsoft®
Office nav gpyrumun nporpamMmmamu, JOMyCKaroLWUMMN Haanume MakpOKOMaHJ, HanmcaHHbIX, Yalle
BCero Ha A3bike Visual Basic. MakpokomMaHabl — 3TO BCTPOEHHble NPOrpaMmbl (Makpochl),
HanMCaHHble Ha NMOJIHOLLEHHOM fi3biKe MPOrpamMMMPOBaHUNA, KOTOPble MOTYT 3amnycKaTbCa Npwu
onpeaeneHHbIX ycnoBusx (Hanpumep, B Microsoft® Word makpocbl MOryT 3anyckatbcs npu
OTKPbITUW, 3aKPbITUN NV COXPAHEHUN JOKYMEHTA);

® CKPUMT-BUPYCbI NULLYTCS Ha A3blKax CLleHapueB (CKPUMNTOB) 1 B BONbLUMHCTBE ClyYaeB 3apaxkaroT
Apyrue dannbl cueHapueB (Hanpumep, cyXebHble daliibl onepaLoHHON cuctembl). OHM MOTYT
MHOULMpPOBATL TakXXe ApYyrune TuMbl Gainios, KOTOPble NOAAEPXKMBAIOT UCMOJIHEHNE CLLEHAPWEB,
NO/Ib3ysCb YA3BUMbIMU CLLEHAPUAMU B BED-NPUNOKEHMAX;

e 3arpy3ouHble BUPYCbl 3apaXatoT 3arpy30uHble CEKTOPa AMCKOB U Pa3je/ioB, a TakxKe r1aBHble
3arpy30u4Hble CEKTOPa XeCTKUX ANCKOB. OHU 3aHUMAIOT OUYeHb Masio NMaMsATV 1 OCTatOTCS
rOTOBbLIMU K BbIMOJNHEHWIO CBOWX OYHKLMIA A0 Tex Mop, Nnoka He ByAeT NpousBeAeHa Bbirpy3Kka,
nepesarpyska wim 3aBepLueHne paboTbl CUCTEMBI.

BonblwmHCTBO BUPYCcOB 061agaeT onpeseneHHbIMUN 3alLUTHbIMU MeXaHU3MaMu NPoTUB
ob6Hapy>eHus. MeToabl 3aLWuUTbl OT 0BHaPY>KEHMS MOCTOSIHHO YNyYLLAKOTCA, MO3TOMY ANs
aHTUBUPYCHbIX MPOrpaMmM pa3pabaTbiBatOTCs HOBble CNOCOObI MPEeOAONEHNS 3TOW 3alLmTbl. Bupychl
MOXHO pa3AenuTb Mo NPUHLMMY 3aluTbl OT 06HapyKeHWs:

¢ wndppoBaHHbIe BUPYCbI LWNGPYHOT CBOM KOZ MPU KaXA0M HOBOM 3apakeHuu, UTo 3aTpyaHseT
ero obHapy>xeHwue B daline, NamMATV UAKN 3arpy304HOM cekTope. Kaxabl 3K3eMnasp Takoro
BMPYCa COAEPKUT TOJIbKO KOPOTKUI 06w nin dparMeHT (NpoLesypy paclumppoBKM), KOTOPbIA
MO>KHO BbIGpaThb B KauecTBe CUrHaTypbl;
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¢ noaumopdgHble BUPYCbl 1CMOIb3YHOT MOMUMO LMPPOBaHMS KOAa CreLManbHy O NpoLeaypy
paclndpOoBKY, M3MEHSAIOLLYHO caMy cebs B KaXKZ0M HOBOM 3K3eMnaspe BUPYCa, UTO BeAeT K
OTCYTCTBUIO Yy Takoro BUpyca 6anToBbIX CUrHaTYp.

Bupycbl Tak)ke MOXHO KnaccuduumpoBaThb Mo A3blKy, Ha KOTOPOM OHM HanucaHbl (60NbLUMHCTBO
MULYTCA Ha acceMbepe, BbICOKOYPOBHEBLIX A3blkax MPOrpaMMUPOBaHMs, fA3blkax CLLEeHapUeB U
T.4.) ¥ MO NopaxaeMbIM OMNepaLMOHHbIM CUCTEMAM.

KomnbloTepHble uepBu

B nocnesHee BpemMs BpeAoOHOCHbIE MPOrpaMMbl TUMa «KOMMbHOTEPHbIV YePBb» CTasv FOpasso
6onee pacnpocTpaHeHbl, YeM BMPYCbl 1 NMpoYMe BPeAoHOCHbIe MporpaMmsbl. Kak 1 BUpYChl, Takue
nporpamMMbl CMOCO6HBI cO3aBaTb CBOW KOMUWU. YepBb NPOHUKAET Ha KOMMbIOTEP M3 CETU (Yalle
BCEro Kak B/IOXEHWE B COOBLLEHMAX INEKTPOHHON MOYTbI) U paccblNaeT CBOW GYHKLMOHabHbIe
KOMWM Ha Apyrve KoMnbtoTepbl. s Hayana pacnpoCTpaHeHns YepBM MOTYT UCMO/Ib30BaThb Kak
[EeNCTBMA NoNb30BaTeNs, Tak U aBTOMaTUYeCKMU pexxuM Bbibopa 1 aTakn KOMrbtoTepa.

UepBu He 06sA3aTENILHO LIENMKOM COCTOSIT U3 OAHOTO daiina (Tena Yepss). Y MHOMUX YepBel ecTb TaK
Ha3biBaeMas MHOEKLMOHHAs YacTb (LLe-KOA), KOTOpas 3arpy>KaeTcs B OrnepaTuBHYH naMsTb
KOMMblOTEPa 1 «40TPY>KaeT» Mo CETU HEMOCPEACTBEHHO CaMO TeNo YepBs B BUAE UCMONHAEMOTO
darina. Noka B cuCTeMeE HET Tena YepBA, OT HEr0 MOXHO M36aBUTLCA Nepe3arpy3kon KoMMnboTepa
(Mpv KOTOPOW NPOUCXOAUT COPOC ONepaTUBHOM NaMATH). Ecin ke B cucteMe okasbiBaeTcs Te0
YyepBs, TO CNPaBUTbCA C HUM MOXET TO/IbKO aHTUBUPYC.

3a cyeT MHTEHCMBHOIO PacrnpOCTPaHEHNs YepBU CMOCOOHbI BbIBECTU U3 CTPOS Liesible CeTH, Aaxe
€C/IN OHW He HECYT HUKAKOW NMONE3HOM Harpy3ku (He HAHOCAT MPAMOW Bpes, CUCTEME).

B komnaHun «loktop Beb» uepBein genst no cnocoby (cpese) pacnpocTpaHeHus:

e ceTeBble YepPBU PaACMPOCTPAHATCA NMOCPEACTBOM PA3NNYHbIX CETEBLIX MPOTOKOJIOB U
NpoTOKO0B 0bMeHa dannamu;

® MOYTOBbIE YePBU PaCcMpPOCTPaAHAKTCA MOCPEACTBOM MOYTOBbIX MpoTokoaoB (POP3, SMTP nT.4.).

TposHckue nporpamMmbl

DTOT TMN BPEAOHOCHbIX NPOrpaMM He cnocobeH K caMmopenamkaunm. TposHCKMe NporpaMmbl
NPOM3BOAAT Kakune-ambo BPeLOHOCHbIE AENCTBUA (MOBPEXAEHNE U YAaNEHWE AaHHbIX, NePechIIKa
KOHdUMAEHLManbHOM MHGopMaLm 1 T.4.), IM60 AenatoT BO3MOXKHbIM HeCaHKLIMOHUPOBaHHOE
MCMOIb30BaHME KOMMbOTEPA 3/10YMbILIEHHUKOM, HAaNpuUMep, 418 HaHeCEHUs Bpeaa TPETbUM
NnLam.

31 nporpaMMbl 061a4at0T CXOXKUMU C BUPYCOM MaCKMPOBOYHBIMU N BPEAOHOCHBIMU OYHKLIUAMM
W Aaxe MoryT 6bITb MOAYIEM BUPYCa, HO, Kak MPaBWIo, TPOSIHCKME NPOrpaMMbl PacnpoCTPaHArTCA
Kak OTAe/bHble NCMOoHAeMble Galisibl (BbIKNaAblBatOTCA Ha GaliioBble cepBepa, 3anmncbiBatoTCs Ha
HOCUTeNN MHPOPMALLIUM UK NEPECLINAKOTCSA B BUAE BJIOXKEHUIN B COOBLLEHNAX 3NEKTPOHHON NOYTbI),
KOTOpble 3anyckatoTcs MMbo caMum rnosib3oBaTtenemM, Mo onpeseneHHbIM NPOLLECCOM CUCTEMBI.

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxxenue b. Yrposbl 1 cnocobbl nx o6e3BpeXxmBaHuA

Huxxe npuBeaeH CNMCOK HEKOTOPbBIX TUMOB TPOSIHCKMX MPOrpamMM, KOTopble B KOMMAaHUKN «[JoKTop
Be6» BblAeNatoT B OTAE/NbHbIE KNacChl:

e 63KA0PbI — 3TO TPOSHCKME NPOrPaMMbl, KOTOPbIE MO3BOIAOT MNOJYyYaTb NPUBUAETMPOBAHHbIN
[OCTYN K cucTeme B 06XOJ, CyLLLeCTBYHOLLEro MexaHn3Ma NpesoCTaBAeHNs A0CTyNa U 3aLiuThbl.
Bakzopbl He MHOULMPYHOT dainbl, OHW NPONUCLIBaKOT Cebsi B peectpe, MOANPULIMPYS KAOUW;

e Aponnepbl — 3T0 daibl-HOCUTENN, KOTOPbIE COAEPKaT B CBOEM Tesle BPEeLOHOCHbIE
nporpammsl. [pwu 3anycke gponnepa OH KONUPYeT Ha AUCK NOb30BaTeNs BPeJOHOCHbIE Gaiibl,
He onoBeLLias No/b30BaTesNs, U 3amyCcKaeT ux;

e KNaBMaTypHble NepexBaTUMKM (Kelnorrepbl) UCMOb3YHOTCA AN cbopa AaHHbIX, KOTOpble
noJib3oBaTe/lb BBOAWUT NMPW NMOMOLLM KNaBuaTypsbl. Lienbto Takmx AeicTBUA ABASIETCA Kpayka JIMYHON
MHbOpMaLuK (HanprMep, CETEBbIX NMaPOJIEN, TIOTMHOB, HOMEPOB BaHKOBCKMX KapT U T.A4.);

® K/IMKepbl NeEPeonpeaensroT CCbIKM NPU HaXkaTuW Ha HUX 1 TakMM 06pa3om nepeHanpaBastoT
nosib3oBaTeNei Ha onpesesieHHble (BO3MOXHO, BPeAOHOCHbIE) canTbl. OBbIYHO NoAb30BaTe/b
nepeHanpaBAAeTcs C LeNbio YBENNYEHUS peKIaMHOro Tpaduka Be6-calToB Uan ANs opraHv3aumm
pacnpeAeneHHbIx aTak oTkasa B obcnyxmBaHum (DoS-atak);

® NMPOKCU-TPOSAHbI NPEAOCTaBAAIOT 3/10YMbILLUAEHHVKY aHOHUMHbIV BbIXOZ B CETb VIHTEpHET Yepe3
KOMMbIOTEP >KEPTBbI;

* PYTKWUTbI NpeHa3HayeHbl A8 nepexsaTa CUCTEMHbIX QYHKLMIA ONepaLMOHHON CUCTEMbI C Lie/IbO
COKPbITVS CBOEro MPUCYTCTBUA B cucTeme. KpomMe Toro, pyTKUT MOXKET MackMpoBaThb NPOL,EeCcchl
APYTUX MpOrpaMm, pasanyHble KA4mM peectpa, nanku, Garibl. PyTkuT pacnpoctpaHseTcs Kak
camocTosTe/IbHas NPOrpaMma WA Kak JOMOHUTENbHbIN KOMMOHEHT B COCTaBe ApYyrown
BPEAOHOCHOW Nporpammbl. 1o NpuHLMNY cBOel paboTbl PYTKWTbI YCIOBHO Pa3AenstoT Ha ABe
rpynnbl: pyTKUTBI, paboTaroLLme B pexxmme nosib3oBaTtens (nepexsat GyHKLUM brubanoTtek
nosb3oBaTensckoro pexumma) (User Mode Rootkits (UMR)), n pyTkunTbl, paboTatoLine B pexvmMe
aApa (nepexsaT GYyHKLUUA Ha YPOBHE CUCTEMHOTO AApa, YTO 3HAUUTE/IbHO YCIOXKHAET
obHapy>xeHune n obespexmBaHune) (Kernel Mode Rootkits (KMR)).

Kpome nepeuncieHHbIX Bbllle, TPOSHCKME MPOTrpaMMbl MOTYT BbINOJHATL U APYrne BPefOHOCHbIe
AENCTBUA, HaNpyMep, N3MeHATb CTapTOBYHO CTPaHuLy B Beb-6pay3sepe win yaanate onpeseneHHble
dannbl. OfHaKO Takmne AeNCTBUA MOTYT BbIMONHATLCA U yrpo3amMu ApYrux TUMoB (Hanpumep,
BUPYCaMn N YepBaAMMN).

He3HauunTtesibHble yrpo3bl

Mporpammbl B3/10Ma

MporpamMmbl B310Ma CO34aHbl C Lie/Ibo MOMOUYb B3/1I0MLLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NOAOOHBIX MPOrpaMm ABAAOTCA CKaHepbl MOPTOB, KOTOPbIe MO3BOAAOT 0OHapy>KMBaTb
YA3BMMOCTU B MEXCeTeBbIX 3KpaHax (parepBonax, bpaHamMayspax) v Apyrux KOMMOHEHTaX,
obecneunBaroLLmnx 6e3onacHOCTb KOMMbloTepa. Kpome xakepoB, TaKMMWU MHCTPYMEHTaMu MOTYT
NO/Ib30BaTbCs aAMUHUCTPATOPbI A/ MPOBEPKN HaLEXHOCTN CBOMX ceTel. VIHoraa K nporpaMmmam
B3/lO0Ma OTHOCAT MPOrpPaMMbl, UCMOb3YHOLLME METOAbI COLMANbHOM UHXEHEPUMN (31EMEHTDI
COLLMIOTEXHUKMW).

PyKOBOACTBO nosab3oBaTtensd
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Mpunoxxenue b. Yrposbl 1 cnocobbl nx o6e3BpeXxmBaHuA

PeknamHbie nporpamMmmbl

Yale Bcero nog 3Tum TEPMUHOM MOHMMAKOT MPOrPAaMMHbIV KOZ, BCTPOEHHbIM B pa3inyHoe
6ecnnatHoe NporpammMHoe obecneyeHne, NpPu NCNOb30BaHNN KOTOPOTO MOb30BATEHO
NPVHYAWUTENBHO NOKa3blBaeTca peknamMa. Ho MHorga Takom Ko MOXKET CKPbITHO pacnpoCTpaHATbCs
NOCPEACTBOM APYrvX BPEAOHOCHbIX MPOrpaMm 1 AEeMOHCTPMPOBAaTh pekiamMy, Hanpumep B Beb-
Hpay3epax. 3a4acTyto peknamHble NporpamMmmMbl paboTaroT Ha OCHOBAHUW AaHHbIX, COOPaHHbIX
LWNMOHCKMMM NPOrpaMmMamMu.

Mporpammbi-LyTKY

3TO TVN BPEAOHOCHBIX NMPOrpaMm, KOTOPbIe, Kak 1 pekNamHble NPOrpaMmbl, He HAHOCAT MNPSAMOTo
BpeAa cucteme. Yalle BCEro OHM reHepupYrOT COOBLLIEHUA O HECYLLIECTBYHOLLMX OLLMOKaX 1
Yrpo>KaroT AeNCTBMAMM, KOTOPbIE MOTYT MPMBECTU K MOBPEXAEHUIO AaHHbIX. X OCHOBHOM
byHKLMeRN ABAsSeTC 3anyruBaHve noab3oBaTens, Mo HaBA3UMBOE ero pasgpaxkeHve.

NMporpammbl A03BOHA

3TO CneumanbHble KOMMbIOTEPHbIE MPOTPaMMbl, UCMOAb3YHOLLME AOCTYN K CeTh VIHTepHeT ¢
pa3peLLeHns Noab3oBaTens A/ TOro, YTobbl MoNacTb Ha onpeaeneHHble calTbl. O6bIYHO NMetoT
NOANUCaHHBIA CepTUPMKAT N YBEAOMASAKOT O BCEX CBOUX AENCTBUSAX.

MNMoteHuuanbHO onacHble NPOrpamMmbl

DTV NporpaMMbl He CO3aBanvcCb ANA HAHECEHWA Bpesa, HO B CUJTy CBOMX OCOBEHHOCTEN MOTYT
NpeACTaBAATb Yyrpo3y Ana 6e3onacHOCT cuctembl. K Takmm nporpaMmamM OTHOCATCA He TOJ/IbKO Te,
KOTOpPbIe MOTYT Cly4YaiHO NMOBPEAUTb UAN YAAAUTb JaHHbIE, HO 1 Te, KOTOPbIE MOTYT
MCMOb30BaTbCA XakepaMun Uan ApyrMMun nporpammMamMin na HaHeceHus Bpesa cncteme. K
NOTEHLMabHO OMaCHbIM NPOrpaMMaM MOXHO OTHECTU pas/iyHble NPOrpamMMbl YAaneHHOro
obueHna n agMuHucTpupoBanus, FTP-cepsepa 1 1.4,

NMoao3purtenbHbie 06bEKTHI

K nogo3putensHbiM 06bekTaM OTHOCATCA N0Oble MOTEHLMabHbIE YTPO3bl, 0OHaPY>KEeHHbIE NPU
MOMOLLM 3BPUCTUYECKOTO aHanm3a. Takme o6bekTbl MOTyT ABAATHCSA NHOOBIM TUMOM KOMMbHOTEPHbIX
yrpo3 (BO3MOXHO, Aiaxe HEM3BECTHbIM AN CNeLNanncToB no MHPopMaLMOHHOM Be3onacHoCTH), a
MOTYT OKa3aTbCsi 6e30MnacHbIMM B Cy4Yae NOXHOro cpabaTbiBaHus. Palinbl, cogepkalime
NoA03puUTeNbHbIE 0ObEKTbI, PEKOMEHAYETCS NMOMELLATh B KAPaHTWH, @ Tak>Ke OTNPaB/ifTb Ha aHaau3
cneumnanmcTtam aHTMBUPYCHOW nabopatopum koMnaHun «Joktop Beb».

PyKOBOACTBO nosab3oBaTtensd
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17.2. fencTBuA pna obesBpe)xmuBaHuaA yrpos

CyLLecTBYeT MHOXECTBO Pa3/iyHbiX MeTOA0B 60pbObl C KOMMbIOTEPHBIMM yrpo3amMu. s
HaAEeXHOM 3aLnTbl KOMMBIOTEPOB U ceTeln NPoAyKTbl «[lokTop Beb» 06beanHaArT B cebe 3Tu
MeTOZbl MPW MOMOLLM TMOKNX HAaCTPOEK 1 KOMMIEKCHOTO MoAxoAa k obecrneyeHmto 6e3onacHoCTL.
OCHOBHbIMM AEeACTBUSMU A5t 06e3BPEXMBaAHNA BPEAOHOCHBIX MPOrpaMM ABAAFOTCA:

1. JleueHue — feliCTBMe, MPUMEHAEMOE K BUpYyCaM, YepBaM v TposiHam. OHO nogpasymeBaet
yAaneHne BPeOHOCHOTO KOAa M3 3apakeHHbIX $ainoB ambo yaaneHve GyHKLMOHaAbHbIX KOMWU
BPEAOHOCHBIX NMPOrpamMM, a TakKe, N0 BO3MOXHOCTY, BOCCTaHOBJIeHNe paboToCnoCcobHOCTM
NOpaxeHHbIX 06BEKTOB (T. €. BO3BPaLLeHME CTPYKTYPbl U GyHKLMOHaNA NPOrpaMMBbl K
COCTOSIHMIO, KOTOPOE BblNIo A0 3apaxeHus). [laneko He BCe BPeLOHOCHbIE MPOrpamMMbl MOTYT
6bITb BblJIeYeHbl, OZHAKO MMEHHO MPOAYKTbl «[lokTop Beb» npegoctaBastoT camble
3 deKTUBHbIE aNrOPUTMbl IeYEHMS| 1 BOCCTAaHOBAEHMS GaliNoB, MOABEPTLLNXCA 3apadKeHWHO.

2. MNepemeleHne B KAPaHTUH — JeNCTBUE, NPU KOTOPOM BPEAOHOCHbI 06BbEKT NoMeLLaeTcs B
cneumnanbHyto nanky, rae N30AnpyeTcs OT OCTaNbHOWM cucTeMbl. [JaHHOE AeNCTBME ABAAETCA
npesnoYTUTE/IbHBIM MPW HEBO3MOXXHOCTUW IeYEHUs, a TakXKe AN BCeX NOA03PUTE/bHbIX
06bekToB. Konum Takux ¢harnoB xenatenbHO nepecbinatb A8 aHaaM3a B aHTUBUPYCHYHO
nabopatoputo «Joktop Beb».

3. YpaneHune — 3¢dekTMBHOE AeNcTBME AN 60pbObl C KOMMbIOTEPHBIMMK Yyrpo3amu. OHO
NPUMeHMMO A5 NtobHoro Trna BpesoHOCHbIX 06bekToB. Ceayer OTMETUTb, YTO UHOTAa
yaaneHune 6yset NpyMeHeHO K HeKOTopbIM darnam, A KOTOpbIX ObiNo BbiIOpaHO feyeHne. 310
NMPOUCXOAMWT B C/lyyae, KOraa Becb dain LesMKOM COCTOUT U3 BPEAOHOCHOIO KOoZa U He
COAEPXKMUT HMKaKOW nosnesHon nHbopMaLumun. Tak, Hanpumep, Noj NeYeHneM KOMMbOTEPHOTO
yepBs NoApa3yMeBaeTCa yaaneHve Bcex ero GyHKLMOHaIbHbIX KON,

4. BnokupoBKa, NepeuMeHoBaHue — 3TO TakxXe AelCTBUsA, MO3BOAAOWMe 06e3BpeAnTb
BPELOHOCHbIE MPOrpaMMbl, MPY KOTOPbIX, OAHAKO, B GalnNoBON cUCTEME OCTalOTCA UX
NOJIHOLLEHHbIe KONMuW. B nepBoM ciyyae 610KMpyrOTCA tobble NOMbITKM 06paLLeHms OT U K
BpeAoHOCHOMY 06bekTy. Bo BTOpoMm ciyuyae, paclumperve daiina n3MeHsaeTcs, YTo Aenaet ero
HepaboToCNOCOOHbIM.

PyKOBOACTBO nosab3oBaTtensd
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18. Mpunoxxenune B. NpnHUUNBbI TMeHOBaHNA Yrpos3

Mpw 06Hapy>KeHUN BUPYCHOTO KoAa KOMNOoHeHTbl Dr.Web coobuiatoT nonb3oBaTtento cpeacTtBaMum
nHTepdenca 1 3aHOCAT B $aiin oTyeTa MMA BUPYCa, MPUCBOEHHOE eMy crielmannctaMmm «Joktop
Beb6». 3T MeHa CTpoATCsA Mo onpeAeneHHbIM NMPUHLMMNAM U OTpaXaroT KOHCTPYKLUIO BMPYCa,
Knacchl yA3BMMbIX 06BEKTOB, cpeay pacnpoctpaHeHuns (OC 1 npuknazHble NakeTbl) U P 4PYrmx
0COBEeHHOCTeN. 3HaHWe 3TUX MPUHLMNOB MOXET bbITb MOE3HO A5 BbIABAEHMS NPOrPaMMHbIX 1
OpraHu3aLMOHHbIX YSI3BMMOCTEN 3allMLLLaeMOl cUcTeMbl. Hue faetcs KpaTKoe U3NoXeHme
NPVHLMNOB UMEHOBaHWs BMPYCOB; 6osiee NoJHas 1 NOCTOSHHO OBHOBISEMas BepCUs ONncaHus
AOCTynHa no agpecy https://vms.drweb.com/classification/.

JTa knaccndukaums B page cayyaeB yCIOBHA, MOCKO/bKY KOHKPETHbIE BUAbI BUPYCOB MOTYT
obnagatb OAHOBPEMEHHO HECKO/IbKMMU NPUBEAEHHBIMU Npu3HakaMu. Kpome Toro, oHa He MoXeT
CUMTaTbCA UCHEPTbIBAOLLEN, MOCKOJIbKY MOCTOAHHO MOAB/SIOTCA HOBbIE BUAbI BUPYCOB W,
COOTBETCTBEHHO, UAET paboTa Mo YTOUHEHUIO KaccUbUKaLLnm.

MosHoe nmA BMpyca COCTOUT U3 HECKOJIbKMX 3NEMEHTOB, pa3feNeHHbIX ToukaMu. [1pu 3Tom
HeKOTOpPble 3/1IeMeHTbI, CTOALLME B Havane NoAHOTro MMeHu (Mpedukcebl) 1 B KOHLe (CyddurKcnl),
SABAAIOTCA TUMOBLIMW B COOTBETCTBUM C MPUHATON Knaccupukaymen.

OcHoBHble npeduUKcbl

MNMpedunkcbl onepauMoOHHON CUCTEMBbI

Hwuxecnegyrolime npedukcbl NPUMEHSAIOTCA ANS Ha3blBaHWUA BUPYCOB, MHOULMPYHOLLNX
ncnonHsiemble darnbl onpeaeneHHbix naatoopm (OC):

e Win — 16-pa3paaHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psagHblie nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3psagHblie nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP, OC
Windows Vista;

e Win32 — 32-pa3psagHble nporpammbl pasamyHbix cpeg OC Windows 95, OC Windows 98, OC
Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;

e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammsl pasnnynblix UNIX-cucrewm;

e Linux — nporpammbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpammbl OC SunOS (Solaris);

e Symbian — nporpammbl OC Symbian OS (Mo6bunbHaa OC).

PyKOBOACTBO nosab3oBaTtensd
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3ameTuM, UTO HEeKOTOpPble BMPYCbl MOTYT 3apaaTb NPOrpaMmMbl OJHON CUCTEMBI, XOTS CaMu
AEVCTBYHOT B APYroW.

Bupycbl, nopaxkatowue ¢aianl MS Office

Mpynna npedurkcoB BMpYCcoB, NopaxatoLwmx o6bekTsl MS Office (ykasaH f3bIk MaKpoOCOB,
nopaxaeMblX JaHHbIM TUMIOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e Xx97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PP97M — ¢annbl-npe3seHTaymm MS PowerPoint;

e 097M — VBA5 (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaeTt paiabl 601ee yemM ofHOro
koMnoHeHTa MS Office.

MNMpedukcobl A3bika pa3paboTkn

lpynna npedunkcos HLL NpUMeHAeTca A8 MMEHOBaHNA BUPYCOB, HAaNMCaHHbIX Ha A3blKaX
NporpamMmMmnpoBaHNa BbICOKOTrO ypoBHS, Takux kak C, C++, Pascal, Basic n gpyrue. Vicnoab3ytotca
MoAndmKaTopbl, yKa3dblBatoLme Ha 6a30BbI anroput™M GyHKLIMOHUPOBAHWS, B YaCTHOCTM:

e HLLW — yepBy;

e HLLM — MOYTOBbIE YepBY;

e HLLO — BUPYCbl, MEpe3anuncbiBatoLLe KO NporpaMmMbl XepPTBbI;

e HLLP — BUPYCbI-Napasutbl;

e HLLC — BUPYCbI-CMYTHUKMW.
K rpynne npedumkcoB A3bika pa3paboTKm MOXHO TakKe OTHECTU:

e Java — BMPYCbl A1 Cpeibl BUPTyasbHOW MaLLnHbI Java.

TposaHcKue nporpamMmmbl

Trojan — obLiee Ha3BaHWe ANA Pa3NNYHbIX TPOAHCKMX Nporpamm (TposHLes). Bo MHorux cayyasx
npeduKCbl 3TON rpynMbl UCMONb3YHOTCS COBMECTHO € Npedukcom Trojan.
e PWS — TPOsiHeL, BOPYHOLLMIA Napou;

e Backdoor — TposiHel, ¢ RAT-¢yHKkuwmen (Remote Administration Tool — ytuanta yaganeHHoro
aAMUHUCTPUPOBAHMS);

e TRC — TPOSHEL, UCMONL3YHOLNIA ANA cBOEero GpyHKLMoHMpoBaHus cpeay Internet Relayed Chat
channels;

PyKOBOACTBO nosab3oBaTtensd
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e DownLoader — TPOSIHEL,, CKPbITHO OT MO/Ib30BaTENsA 3arpy>KatoLLnii pa3nyHble BPeAOHOCHbIE
darnbl n3 ViHTepHerTa;

e MulDrop — TpPOfiHEL, CKPbITHO OT MoJib30BaTesis 3arpy>|<a+ou_|,|/||7| pasanyHblie BNPYCh,
cozepXKawmeca HenocpeaCTBEHHO B €ro Tene,;

e Proxy — TPOSHEL, NO3BOAOLWMNIA 310YMbILLNEHHMKY paboTaTb B VIHTepHeTe aHOHUMHO Yepes
NOpa>eHHbI KOMMbIOTEP;

e StartPage (CMHOHWM: Seeker) — TPOAHeL, HECAaHKLMOHNPOBAHHO MOAMEHAOLLMIA aApec
CTPaHWLbl, yKa3aHHOW Hbpay3epy B KayecTBe AOMallHen (CTapToBOWn);

e Click — TPOSHeEL, OpraHu3yHLWMiA NepeHanpasieHre Nob30BaTeNbCKMX 3aNpocoB bpay3sepy
Ha onpeAeneHHbI CanT (MK CanTbl);

e KeyLogger — TPOAHEL-LUMNOH,; OTC/IEXXMBAET W 3aMCbIBaET HaxXXaTus KnaBuLL Ha KnaBunaTypeE;
MOXKET nepnognyeckn nepecbliatb C06paHHbIe AaHHbI€ 3/10YMbILUNEHHUKY;

e AVKill — ocCTaHaB/VMBaeT pa60Ty nporpamMmm aHTMBMpyCHOIz 3alnTbl, CETEBbIE 3KPaHbl N T. N,
TaK>Xe MOXET yaaNATb 3TN NporpaMmbl C ANCKa;

e KillFiles, KillDisk, DiskEraser — yAanatoT HEKOTOPOe MHOXeCTBO dainnoB (Ppaiibl B
onpejeneHHbIX Katasorax, $aisibl Mo Macke, Bce Gainbl Ha ANCKE U T. M.);

e DelWin — yaanseTr Heobxoaumble ans paboTbl onepayoHHon cuctembl (Windows) daiinbi;

e FormatC — dopmatmpyeT anck C: ((MHOHUM: FormatAll — dopMaTUpyeT HECKO/IbKO AW BCe
AVCKW);

e Kil1MBR — NOPTUT MM CTUPAET COAEPXMMOE rIaBHOTO 3arpy3oydHoro cektopa (MBR);

e Ki11CMOS — NOpTUT nan ctmpaet cogepxunmoe CMOS.

CpeacTBO MCNOJ/Ib30BaHUA YA3BUMOCTEN

e Exploit — CpeacTBoO, NCMOb3YHOLLEE N3BECTHbIE YI3BMMOCTU HEKOTOPOI OMNepaLMoOHHOM
CUCTEMbI WIN MPUIOKEHNS A1 BHEAPEHUA B CUCTEMY BPEAOHOCHOTO KOZa, BUpYyca Uau
BbINOJIHEHNA KaKMX-TMHO HECaHKLIMOHUPOBAHHbIX AEACTBUN.

CpepactBa agna ceTeBbIX aTakK

e Nuke — CpeACTBa /1 CETEBbIX aTak Ha HEKOTOPbIE U3BECTHbIE YA3BMMOCTM OMNepaLMOHHbIX
CUCTEM C LLeNbO BbI3BaTb aBapuWHOe 3aBeplueHne paboTbl aTakyeMOon CUCTEMDb;

e DDOS — MporpamMmMa-areHT A1 NPOBeAeHMs pacnpeseieHHbIX CETEBbIX aTak TUMa «0Tkas B
obcnyxunBaHum» (Distributed Denial Of Service);

e FDOS (cMHOHWUM: Flooder) — Flooder Denial Of Service — nporpammbl gas pasHoro poga
BPEeAOHOCHbIX AencTBUMA B CeTW, TaK AW MHAYe NUCMO/b3YHOLLME UAED aTaky TUMNa «OTKa3 B
obcny>xxmBaHm»; B oTamune ot DDoS, rae npoTvB OAHOW Lien 04HOBPEMEHHO MUCMOb3YeTCs
MHOXECTBO areHToB, paboTatoLmx Ha pasHbix KomnbroTepax, FDOS-nporpamma paboTaet kak
OTAEeNbHasA, «CaMOA0CTaTOYHasA» NporpaMmma.
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Mpuno>xenme B. MpuHUMNBbI MMEeHOBaHUA Yrpos

CkpunT-BUpYCHbI
nped)I/IKCbl BUPYCOB, HaNMCaHHbIX Ha Pa3/INYHbIX A3blKaX CLLEeHapUueB:

e VBS — Visual Basic Script;

Js — Java Script;

e liscript — Visual Basic Script n/vam Java Script;

Perl — Perl;

PHP — PHP;

e BAT — A3blKk KOMaHAHOro nHtepnpetatopa OC MS-DOS.

BpepoHOCHbIEe NporpaMmmbl
MpedunKcbl 06BEKTOB, ABAAIOLWMNXCA HE BUPYCaMK, @ UHbIMW BPEAOHOCHBIMUW MpOrpaMmMamu:

e Adware — peKaamMHas nporpamma;

e Dialer — nporpamma A03BOHa (nepeHanpasastoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMmUpPOBaHHbI NAATHLIN HOMEP AW NAATHbLINA pecypc);

e Joke — Nporpamma-LuyTKka;
e Program — MOTEHLMaAbHO onacHas nporpamma (riskware);

e Tool — NporpammMa-uHCTpymeHT B3noma (hacktool).

Pa3Hoe

MNpeduKc generic UCNONb3yeTCA Nocae Apyroro npedukca, obo3HavaroLLero cpeay nin Metos,
pa3paboTku, AN 0603HaYEHWS TUMUYHOTO NPEACTaBUTENA STOTO TUMa BMPYCOB. Takol BUPYC He
obnagaeT HMKaKMMKM XapakTepHbIMU NPU3HakaMu (Kak TeKCTOBble CTPOKM, creumnanbHble 3GdeKTbl
W T. 4.), KOTOpble NO3BOAMAN Bbl MPUCBOUTL EMY Kakoe-TO 0COBeHHOe Ha3BaHue.

PaHee A5 MMeHOBaHWA NPOCTENLLNX BE3IMKNX BUPYCOB UCNob3oBancs npedukc Silly ¢
pa3IMYHBIMU MoaMbUKaTOPaMMK.

CydPpuxcni

CyddurKcbl NCNONB3YHOTCA AN UMEHOBAHUA HEKOTOPbIX CNeLnduUeckmx BUPYCHbIX 0OBbEKTOB:

® generator — 06beKT ABNSETCA He BUPYCOM, a BUPYCHbIM FreHepPaTopoMm;

* based — BMPYC pa3paboTaH C MOMOLLbO YKa3aHHOTO BUPYCHOTO reHepatopa uav nyTem
BUAOU3MEHEHNWS YKa3aHHOTO BMpyca. B 06oux ciyyasx MMeHa 3TOro Tuna siBskoTCA POAOBbLIMU 1
MOTyT 0603HauaTb COTHM Y UHOTAA AaXe ThICAUM BUPYCOB;

e dropper — yKa3blBaeT, UTO OOBLEKT ABAAETCA HE BUPYCOM, @ UHCTANIITOPOM YKa3aHHOTO
BUpYCa.
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