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© «/JlokTop Be6», 2023. Bce npaBa 3aLyuLLeHbl

HacToAwmm AOKyMeHT HOCUT MHGOPMALIMOHHbIV 1 CNPaBOYHbIV XapakTep B OTHOLLUEHUN
yKa3aHHOro B HeM nporpaMmHoro obecrneyeHusa cemenctea Dr.Web. Hactoawmn gokymeHT
He ABNAETCA OCHOBaHWEM A1 MCYEPMbIBaOLLMX BbIBOAOB O Ha/IMUMWN AW OTCYTCTBUW B
nporpamMMHoM obecneueHnn cemenctea Dr.Web kaknx-1mb6o dyHKLMOHaNbHbBIX U/Mau
TEXHWYECKMX NapaMeTPOB 1 He MOXKET BbITb UCNOAb30BaH NPW ONpeAeNeHNN COOTBETCTBUA
nporpaMMHoro obecrneueHunsa cemencrea Dr.Web kaknm-1nb6o TpeboBaHMAM, TEXHUYECKUM
3af,aHMAM 1U/Man napamMeTpam, a Takke MHbIM AOKYMeHTaM TPeTbUX WL,

MaTtepwanbl, NpYBeAeHHbIE B JAHHOM AOKYMEHTE, ABAAOTCA COOCTBEHHOCTBIO
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JINYHBIX Liener 6e3 CCbIIKM Ha UCTOYHMK.
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BKIHOYUAA YMYLLEHHYIO BbIrO4y).
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000 «AlokTop Be6»

KomnaHus «[loktop Beb6» — poccuiickmin pazpaboTumk cpeacTB MHGOPMaLMOHHOM
6e3onacHocTL.

KomnaHus «loktop Beb» npeanaraet 3pdekTMBHbIE aHTUBUPYCHbIE M aHTUCMAM-PeLLeHMs Kak
AN TOCYAAaPCTBEHHbBIX OPraHn3aumnin n KpYmnHbIX KOMMAHWI, Tak U A1 YaCTHbIX
rnoJib3oBaTenen.

AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
COOTBETCTBYHOT MUPOBBLIM CTaHAapTaM 6e30mnacHOCTy.

CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.

Mbi 651arogapHbl nosib3oBaTeNAiM 3a NOAAEPIKKY pewueHni cemeiictea Dr.Web!
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BeepeHune

1. BBegeHue

HacTosee pykoBOACTBO COAEP>XMT NOAPO6HOE onucaHme ycTaHoBKM npoaykta Dr.Web
Security Space, a Takke pekoMeHZaunmn Nno ero NCnoab30BaHMIO U PELLUEHUIO TUMNUHbIX
npob6aeM, CBA3aHHbIX C BUPYCHbIMYW yrpo3amu. B ocHOBHOM paccmaTpmBatoTca cTaHAapTHbIE
pexunmbl paboTbl KOMMOHEHTOB NporpammMbl Dr.Web (¢ HacTpolikamu No ymonuaHuto).

B MpunoxkeHnsx cogepxumtca obuias cnpaBoyHas MHGopMaLms, a Takke AOMONHUTE/IbHbIE
napameTpbl AN HAaCcTporiku nporpaMmMbl Dr\Web, npesHa3HauyeHHbie 418 OMbITHbIX
noJsib3oBaTesien.

1.1. Ncnonb3yemble 0603HaueHUs U COKpaLLeHUs

YcnoBHble 0603HaueHus

B AAaHHOM PYKOBOACTBE MCMNOAb3YHOTCA Ciedyroume yCAOBHbIE 0603HaueHus:

O603HaueHue KommeHTapuii
' I'Ipe,qynpe>|<p,eH|/|e O BO3MOXHbIX OLLNBOUHbIX CUTyaLmAax, a Takxke Ba>XXHbIX
VAR MOMEHTax, Ha KoTopble cieayeT 06paTutb 0coboe BHUMaHMe.

AHmusupycHas cems  HOBbIN TEPMUH WM aKLEHT Ha TEPMUHE B ONMCaHMAX.
<IP-address> Mons ans 3aMeHbl GYHKLMOHAIbHBIX Ha3BaHUIA GaKTUUYECKUMU 3HaUEHUSMMU.

CoxpaHuUTb Ha3BaHwWs 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEH U APYriX 3N1€MEHTOB
MpOrpamMMHOro MHTEpdeica.

CTRL O603HaueHNs K1aBULL K1aBMUaTypbl.
C:\Windows\ HanmeHoBaHuwa dainnoB v kaTanoros, GparMeHTbl NPOrpamMMHOro Koza.
[punoxexve A MepeKkpecTHble CCbINKM Ha r1aBbl JOKYMEHTa WAN TMNEPCChINKA Ha BHELLHME
pecypcsbl.
CokpaweHusn

B TekcTe pykoBoAcCTBa ByayT ynoTpebaaTbcsa 6e3 paclumbpoBkM ciesyrolme coKpalleHuns:

e DrWeb — Dr.Web Security Space;
e FTP — (ot aHra. File Transfer Protocol) npoTtokon nepesauv ¢pannos;

e HTTP — (ot aHrn. Hypertext Transfer Protocol) npoTtokon nepegaun runeprekcra;

PyKOBO,CLCTBO nosab3oBaTenda
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IMAP — (ot aHra. Internet Message Access Protocol) npotokon npuknagHoro ypoBHa Ans
[OCTyrna K 31eKTPOHHOW NouTe;

IMAPS — (oT aHra. Internet Message Access Protocol Secure) 3alumieHHbIA MIPOTOKO
NPUKNaAHOrO YPOBHA AN AOCTyrNa K 31eKTPOHHOW NouTe;

MTU — (ot aHrn. Maximum Transmission Unit) MmakcvManbHbI pa3mep noaesHoro 6aoka
JAAHHbIX;

NNTP — (ot aHrn. Network News Transfer Protocol) ceteBol npoTtokon nepesayv HOBOCTeW;

POP3 — (ot aHra. Post Office Protocol Version 3) npoTtokon NoutoBOro oTAeneHus, Bepcus 3;

POP3S — (ot aHra. Post Office Protocol Version 3 Secure) 3almiLeHHbIN NPOTOKOA
MOUTOBOrO OTAE/NIeHUS, Bepcua 3;

SIP — (o1 aHra. Session Initiation Protocol) npoTokon ycTtaHOBAEHUA ceaHca;

SMTPS — (ot aHra. Simple Mail Transfer Protocol Secure) npocToi 3aLmiLeHHbIN NPOTOKO
nepeAaun nouThbl;

SSL — (ot aHra. Secure Sockets Layer) ypoBeHb 3aLMLLEHHbIX COKETOB;

TCP — (o1 aHra. Transmission Control Protocol) npoTokon ynpasneHus nepesgader;
TLS — (ot aHra. Transport Layer Security) npoTOKoA 3ayTbl TPAHCMOPTHOTO YPOBHS;
UAC — (ot aHra. User Account Control) KOHTpOAb y4YeTHbIX 3anncer nNosb3oBaTenen;

UNC — (ot aHrna. Uniform Naming Convention) yHuouumnpoBaHHoe corialleHune o
Ha3BaHUAX;

URL — (o1 aHra. Uniform Resource Locator) yHnduumpoBaHHbI 10KaTOp pecypca;
OC — onepaunoHHasa cucTema;

MO — nporpammHoe obecrneyeHue.

PyKOBO,ELCTBO nosab3oBaTenda
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O npoaykTe

2. O npoaykre

Dr.Web Security Space npegHasHaueH A1 3alMTbl CUCTEMHOM NaMATH, XXECTKUX AVCKOB W
CbEMHbIX HOCUTENEW KOMMbIOTEPOB, paboTatowmx nog ynpasneHnem OC cemenctea Windows,
OT yrpo3 AtobOoro Tmna: BUPYCoOB, PYTKUTOB, TPOSAHCKUX NPOrpPaMM, LWNMOHCKOTO U pekiaMHOro
MO, xakepCKMX YTUAUT U APYTUX BPEAOHOCHbIX OOBEKTOB M3 H0ObIX BHELIHWUX NCTOUHUKOB.

Dr.Web Security Space coCTOUT 13 HECKO/IbKMX MOZAY/EeN, OTBEUAOLLMX 33 Pa3INUYHYHO
bYHKUMOHaNbHOCTb. AHTUBUPYCHOE AAPO0 W BUPYCHbIe 6a3bl ABAAKOTCA OOWMMN ANs BCEX
KOMMOHEHTOB W Pa3aNyHbIX NAaTHGopmMm.

KomMnoHeHTbl NpoAyKTa NOCTOAHHO OBHOBAAIOTCS, @ BUPYCHble 6a3bl, 6a3bl kaTeropunin Beb-
pecypcoB 1 6a3bl NpaBua cnam-epuabTpaLMm COOHBLLEHUIA 3NEKTPOHHOW NOYTbI PEeryaspHo
AOMOJIHATCA HOBbIMU CUTHATypamMu yrpo3. [octosHHoe 06HOBeHNE obecneunBaeTt
aKTya/lbHbl YPOBEHb 3aLMTbl YCTPOMCTB NOJb30BaTeNEN, a TakKe MCMO/b3YEMbIX MU
NPUIOXEHUN N AaHHbIX. NS JONOAHUTENBHOW 3aLMTbl OT HEM3BECTHOIO BPEAOHOCHOTO
nporpamMMHoro obecrneyeHms NCMNONb3yHOTC METOAbI 3BPUCTUUYECKOTO aHaNn3a,
peann3oBaHHble B aHTUBUPYCHOM sjpe.

Dr.Web Security Space cnocobeH obHapy>xvnBaTb 1 yAansiTe C KOMMbOTEPA Pa3NNYHbIE
HexXenaTeNbHble MPOrpaMMbl: pekiaMHble MPOrpaMmMbl, MPOrpamMMsbl AO3BOHA, MPOrpaMmbI-
LUYTKW, MOTEHLMANBHO OMacHble NporpamMmbl, MporpaMmbl B3noMa. ns oOHapy>KeHNs Takux
nporpamMm v COBepLUEHNS AeCTBUN Haj coaepKallMmm nx pannamu NpuMeHsoTCs
CTaHZapTHblE CPeACTBa aHTUBMPYCHbIX KOMNOHeHTOB Dr.\Web.

NHdopmaLumio o Bepcum NpoayKTa, COCTaBe KOMMOHEHTOB, JaTe nocaesHero O6HOBNEHMA Bbl
MoO>eTe HalTu Ha cTpaHuLe Moaaepikka B pa3gene O nporpamvme.

2.1. KoMNOHeHTbI 3aWuTbl U MOAY/IN YTNPaBJ/ieHNA

Dr.Web Security Space BkitouyaeT B cOCTaB C/iefytoLLe KOMMOHEHTbI 3aLWuTbl U MOAYM
ynpaBaeHus:

KomnoHeHT/MOAyNb OnucaHue

SplDer Guard KOMMOHEHT, KOTOPbIVi MOCTOSHHO HAaXOAMUTCA B OMNepaTVBHOM NamMaTU.
OcyLectBnseT NpoBepKy co3jaBaemblx GpaiioB 1 3amyckaeMblx NPOLECCOB, a
Takke 0OBHapPY>KVMBaAET NPOSAB/IEHUS BUPYCHON aKTUBHOCTY.

SplDer Gate KoMMoHeHT, KOTopbIf NCNOb3yeTca AN aHTUBUPYCHOW npoBepkn HTTP-
Tpadwuka. Mpw HacTpolikax MO YMONUAHWIO MHTEPHeT-MoHWUTOP SplDer Gate
aBTOMaTUYecku nposepseT Bxoaawmn HTTP-Tpaduk n 6aokupyeT nepesady
06beKTOB, CoAep KallyxX BUPYCbl 1 ApYyrie BPejOHOCHbIe MporpaMmsl. Takoke no
yMonyaHuto BikatoueHa URL-GunbTpauma HepekomMeHAyeMbIX CaTOB 1 CalTOB,
M3BECTHbIX KaK UCTOYHUKN pacnpocTpaHeHns Bupycos. OcyLectsiseT NpoBepky
no npotokonam HTTP, XMPP (Jabber) n TLS (SSL).

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT/MOAyNb

SplDer Mail

bpaHamaysp Dr.Web

PoanTenbCckmin KOHTPOb

HOBEAEHL‘IGCKVII‘/’I aHaaun3

3alinTa OT 3KCMIOUTOB

3awumra ot
BbIMOraTenen

CkaHep

KoHCONbHBIN ckaHep
Dr.Web

Dr.Web ana Microsoft
Outlook

Moaynb o6HOBAEHYUS

SplDer Agent

O npoaykTe

OnucaHue

KoMnoHeHT, KoTopbili nepexBaTbiBaeT 06paLleHns JHObIX MOUTOBbIX KINEHTOB,
paboTatoLmx Ha KOMMbOTEPE, K MOYTOBBLIM CEpBEpPaM Mo NPOTOKOAaM
POP3/SMTP/IMAP4/NNTP (noz IMAP4 nmeetca B Buay IMAPv4rev1),
obHapyxvBaeT 1 06e3BpeXMBaET Yrpo3bl 4O NOAYHEHUA NMMCEM MOYTOBbLIM
K/IMEHTOM C cepBepa Wiu A0 OTNpPaBKM NMCbMa Ha MoYTOBbIA cepaep. SplDer
Mail Takke MOXeT NpoBepsATb NMCbMa Ha CraM C MOMOLLbI AHTUCNaMa
Dr.Web.

MNepcoHanbHbIV BpaHaMay3p, NpefHa3HaueHHbIV A1 3alLWTbl KOMMblOTEPA OT
HECaHKLMOHMPOBAHHOTO AOCTyNa U3BHE M NPeAOTBPALLEHNS YTEUKM BaXKHbIX
[aHHbIX MO CeTw.

KoMMnoHeHT, kOTOpbIV OrpaHMuMBaeT JOCTYN K caitam, Gpainam 1 nankam, a
TaKke No3BOJIAET OrpaHNUNTL Bpems paboTbl B MHTEPHETE 1 38 KOMMbHOTEPOM
A1 Kaxkgon yyeTHon 3anmcy Windows.

KOMMOHEHT, KOHTPOANPYHOLLUIA AOCTYN NPUAOXKEHWA K KPUTUYECKN BaXKHbIM
06bekTaM cucTeMbl U 0becrneunBatoLLmMiA LeNOCTHOCTb 3amyLLEeHHbIX
NPUNOXKEHUI.

KomnoHeHT, 610KunpytoLLnin BpeAOHOCHbIE 06 beKTbI, KOTOPble UCMOb3YOT
YA3BMMOCTUN B MPUNOXKEHUSX.

KomnoHeHT, o6ecrneunBatoLLmin 3aLLUTy OT BUPYCOB-LUMPPOBANbLLKOB.
CkaHep ¢ rpadunyeckmm nHTEpdEencom, KOTOPbIR 3anyckaeTcs Mo 3anpocy
No/sb30BaTeNA AW MO PaCcnMCcaHUio 1 NMPOU3BOAWT aHTUBUPYCHYHO NMPOBEPKY
KOMMbtoTepa.

Bepcus CkaHepa ¢ nHTepdeincoM KOMaHAHOM CTPOKM.

MogkntouaemMblli MOAYNb, KOTOPbIV NMPOBEpPSAET NoYToBble AWMk Microsoft
Outlook Ha Hannuwme yrpo3 u cnama.

Mo3BosfeT 3aperncTpupoBaHHbIM NOb30BaTENAM NONyYaTb OOHOBAEHNS
BUPYCHbIX 6a3 u apyrux ¢arinos Dr.Web, a Taioke nponsBoAuWT vx

aBTOMaTNYeCKyH YCTaHOBKY.

Mogynb, C MOMOLLbI KOTOPOTrO OCYLLECTBASAETCS HAaCTPOWiKa W ynpaB/ieHne
paboToW KOMMOHEHTOB NMPOAyKTa.

2.2. Metoabl 06Hapy>keHnA yrpos

Bce aHTMBUPYCHbIE NPOAYKTbI, pa3paboTaHHble KomnaHuen «[Joktop Beb», npumeHsoT
uenbii Habop MeToA0B OH6HAPY>KEHMA YrPO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbEKTbI MaKCUMaNbHO TLIATENBHO.

PyKOBO,CLCTBO nosab3oBaTenda
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CUrHatypHbi# aHanus

JTOT MeToA OBHapyXeHVA NpuMeHsaeTca B nepByto ovepesb. OH OCHOBaH Ha Noucke B
COZEP>XKMMOM aHaNN3NPyeMOro o6bekTa CUrHaTYp Y>Ke M3BECTHbIX yrpo3. CurHaTypon
Ha3blBaeTCA HenpepbiBHaA KOHeYHan NociefoBaTeIbHOCTb 6anT, Heobxoanmas u
AOCTaTOYHaA ANA OAHO3HAYHOW NaeHTUOUKaLMK yrpo3bl. [1pn 3TOM cpaBHEHME COAEPXKMMOTO
nccnegyemoro obbekTa ¢ CUrHaTypamMum NpoOmn3BOANTCA HE HaNPAMYHO, @ MO UX KOHTPOJIbHbIM
CyMMaMm, YTO MO3BO/AET 3HAUNTENbHO CHU3UTL Pa3Mep 3anucein B BUPYCHbIX Ba3ax, COXpaHuUB
npwn 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, ClefoBaTe/lbHO, KOPPEKTHOCTb OBHapy>XXeHWS
Yyrpo3 n neyeHns NHOULMPOBaHHbIX 06BEKTOB. 3anucK B BUPYCHbIX 6a3ax Dr.Web
cocTaB/eHbl TakuM obpa3om, Uto 6aarogapsa OLHOM M TOM Xe 3anmMcu MOXXHO OBHapyXmBaTb
Liesible KNacChbl UAN CeMelncTBa yrpos.

Origins Tracing

JT0 yHMKanbHas TexHonorms Dr\Web, koTopas no3BonsieT onpeaennTb HOBble NN
MOANDULIMPOBAHHbIE YrPO3bl, NCMOJb3YHOLME Y>KEe N3BECTHbIE N ONMUCaHHbIE B BUPYCHbIX
H6a3ax MexaHU3Mbl 3apaxkeHna Nan BpesoHocHoe nosegeHre. OHa BbIMOHAETCA MO
OKOHYaHWM CUTHATYPHOTrO aHann3a n obecneunmBaet 3aLMTy NOAb30BaTeNEMN, MCMO/b3YHOLLMX
aHTUBMpPYCHble peweHuna Dr.Web, oT Takux yrpos, kak TposiHCKas nporpamMma-BbiMoraTtesb
Trojan.Encoder.18 (Takke n3BecTHas noA Ha3BaHMeM «gpcode»). Kpome TOro, ncnonb3oBaHmne
TexHonorum Origins Tracing N03BOASIET 3HAUNTENBHO CHU3UTb KOJNYECTBO NIOXKHbIX
cpabaTblBaHM 3BPUCTUYECKOTO aHanm3atopa. K Ha3BaHUAM yrpos, obHapy>KeHHbIX Npu
nomouwm Origins Tracing, gob6asaserca NocTdmkc .Origin.

3Myll$| uma NncnojiHeHnA

MeTog, 3MyAsaLMn UCMONHEHMS MPOrPaMMHOrO KOAa MCMOJb3yeTcs A1 O6HapyXeH s
NOMMOPGHbBIX U LWMPOBAHHbIX BUPYCOB, KOTAa NCMOb30BaHNE MOMUCKA MO KOHTPOIbHbIM
CYMMaM CUTHATyp HEMPUMEHUMO WN 3HAUNTESIbHO YCIOKHEHO U3-38 HEBO3MOXXHOCTM
MOCTPOEHMSA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B MMUTALMN UCNONIHEHUS aHaAN3NPYEMOro
KoAa npw MOMOLLM dMy/19mMopa — NPOTrPaMMHON MOJE/IM NMPOLLeCcCcopa N Cpesbl UCMOTHEHNS
nporpamm. IMynATOp ONepupyeT C 3aLLMLLIEHHON 061aCTbio NamMaTn (bygpepom smyasayuu).
Mpw 3TOM MHCTPYKLMM HE NepesaroTcs Ha LLeHTpabHbIV NPOLLEeCCOp A/ peasbHOro
ncnosHenuns. Ecam kog, obpabatbiBaeMblii SMYAATOPOM, MHOULIMPOBAH, TO Pe3yNbTaTOM ero
3IMYNALUN CTaHET BOCCTAHOB/IEHNE UCXOAHOTO BPEAOHOCHOTO KoAa, AOCTYNMHOTO AJis
CUIHATYpHOro aHanu3a.

IBpPUCTUUECKUIA aHaNn3

PaborTa IBPUCTNYECKOTO aHann3aTtopa OCHOBbIBAETCA Ha Ha6ope 28pucmuk (HpeAHOﬂOXGHMVI,
CTaTUCTN4eCKaa 3Ha4YMMOCTb KOTOPbIX MOATBEPXKAEHA ONMbITHbIM I'IyTeM) O XapakKTepPHbIX
Nnpun3Hakax Bpe4OHOCHOTO U, HaO60pOT, 6e30nacHOro NCNOAHAEMOro KOAa. Ka)K,D,bIVI NPM3HaK
KOda nMmeet onpe,a,eneHHblﬁ BecC (T. €. UACNO, NOoKa3blBakoWee Ba>XXHOCTb N 4OCTOBEPHOCTb

PyKOBO,ELCTBO nosab3oBaTenda
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3TOro npu3Haka). Bec Moxet 6bITb Kak MONOXUTENbHBIM, €CNN NPU3HAK YKa3blBaeT Ha
Ha/nume BPELOHOCHOIrO NOBEAEHMNS KOAA, TaK U OTPULLATEIbHBIM, ECN NMPU3HAK He
CBOMCTBEHEH KOMMbIOTEPHbLIM Yrpo3am. Ha ocHOBaHWM CyMMapHOro Beca,
XapakTepPU3YOLLEro CoAepXKnmMoe 06bekTa, 3BPUCTUUECKMIA aHaNN3aTOP BblUMCASET
BEPOATHOCTb COAEP>KaHUA B HEM HEN3BECTHOTO BpeJOHOCHOro obbekTa. Ecim 37a
BEPOATHOCTb MPEBbILLAET HEKOTOPOE NOPOrOBOE 3HAYEHWE, TO BbIZAETCS 3aKIHOUEHNE O TOM,
YTO aHaNN3MpPYyeMbl OOBEKT ABNAETCA BPELOHOCHBIM.

DBPUCTUYECKMIA aHanM3aTop Takxke ncrnonb3yeT TexHonoruto FLY-CODE — yHuBepcanbHbIN
aNropuTM pacnakoBkn GpanaoB. ITOT MexaHW3M MO3BOAAET CTPOUTL IBPUCTUYECKNE
NPeanoa0XeHNA O HaNNUYNKN BPEJOHOCHbIX 06beKTOB B 06bekTax, CkaTbIX MporpaMmMamm
yrnakoBku (ynakoBsLyMKamMm), MPUYeM He TOIbKO M3BEeCTHbIMW pa3paboTumMkamMm Npoaykra
Dr.Web, HO 1 HOBbIMW, paHee He nccaeaoBaHHbIMU Nporpammamu. MNMpu nposepke
ynakoBaHHbIX 06 BEKTOB TakxKe MCMOJ/Ib3yeTCs TEXHONOTMA aHann3a Ux CTPYKTYPHOW SHTponuu,
KOoTopas no3BoaseT 0bHapyXmnBaTb Yyrpo3bl MO OCOBEHHOCTAM PacnoNOXeHNA YHaCTKOB MNX
KoAa. ITa TeXHO/IOTMA MO3BOAAET Ha OCHOBE OHOW 3anncy BUPYCHON 6a3bl Npon3BecTu
obHapy>xeHne Habopa pasNNyUHbIX Yrpo3, ynakoBaHHbIX OANHAKOBLIM MOANMOPOHbLIM
yrNaKoOBLUMKOM.

MocKoNbKY 3BPUCTUYECKNI aHANN3aTOP ABAAETCA CUCTEMOM NPOBEPKM TMMOTE3 B YCNOBUAX
HeonpeAeneHHOCTU, TO OH MOXET JoNYycKaTb OWNOKN Kak MepBOro (MPonyck HEM3BECTHbIX
yrpos), Tak ¥ BTOporo poja (npu3sHaHve 6e3onacHou nporpamMmMbl BpeoHOCHOM). Mo3Tomy
06bekTaM, OTMEYEHHbIM 3BPUCTUYECKMM aHaIM3aTOPOM KaK «BPEJOHOCHbIE», MPUCBaNBaeTCs
CTaTyC «MOJ03PUTENIbHbIE>.

MoBepeHueckuit aHanns

MeToapbl NOBeAEHYECKOrO aHaM3a NO3BOAAIOT aHaAN3MPOBaTb MOC/eL0BaTENbHOCTD
AEeNCTBMIA BCEX MPOLLECCOB B cucTeMe. MNpu 06Hapy>XeHUn NpU3HaKOB MOBeAEeHUs
BPEAOHOCHOW NpOorpamMmmMbl AeVCTBUA MPUAOXKEHNS BNOKMPYOTCS.

Dr.Web Process Heuristic

TexHosorna noeegeHveckoro aHanmsa Dr.Web Process Heuristic 3awjuiuaeT oT HoBenwux,
Hanbosee onacHbIX BPELOHOCHbIX MPOrpamMmm, KOTopble CNOCObHbI n3bexaTb 06HapyXXeHUs
TPAaAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKUMUN MEXaHU3MaMMU.

Dr.Web Process Heuristic aHannsunpyet noBeseHmne Kaxxaou 3anyLeHHOW NporpaMmmbl,
CBEPAACh C NOCTOAHHO O6HOBAAEMbIM 06auHbIM cepBucom Dr.Web, n Ha ocHoBe
aKTyaNbHbIX 3HaHWI O TOM, Kak BeayT ceba BpeZlOHOCHbIE MPOrpaMMbl, JeNaeT BbIBOJ O ee
OMNacHOCTW, MOCAe Yero NPUHMMAaKTCA HeobxoaMMble Mepbl MO HenTpaansauum yrpossl. K
Ha3BaHWAM yrpo3, obHapyxeHHbIX Npu nomowwm DrWeb Process Heuristic, sgobaBnsetca
npedukc DPH.

ﬂ'aHHaﬂ TEXHONOIMNA 3aLlLNTbl JaHHbBIX MO3BOAAET CBECTU K MUHUMYMY NMOTEPK OT AGD’ICTBMVI
HEN3BECTHOIO BMUPYyCa Npn MUHNMalbHOM I'IOTpE6II€HVII/I pecypcoB 38LLI,VILLI,3€MOVI CNCTEMBbI.

PyKOBO,ELCTBO nosab3oBaTenda
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Dr.Web Process Heuristic KOHTpospyeT Ato6ble NOMbITKN N3MEHEHUSA CUCTEMDI:

pacno3HaeT NPoLLeCcCbl BPeAOHOCHbIX MPOrpaMM, U3MEHAROLLMX HeXenaTelbHbIM 06pa3omM
nosib3oBatesbckne dariabl (HanpumMmep, NONbITKN WNdPOBaHMA CO CTOPOHbI TPOAHCKMX
NporpamMM-wnNdpPOBabLLMKOB), B TOM YMC/IE PACMOJIOXEHHbIe B KaTaaorax, 4OCTYMHbIX MO
cetu;

e MPENATCTBYET MNOMbITKAM BPEAOHOCHbIX MPOrpamMM BHEAPUTLCA B NMPOLLECCHl APYTUX
NPUNOXEHUN;

e 3aWMLaeT oT MoandurKaumni BpeLOHOCHbIMM MPOrpaMMaMm KPUTUYECKMX YHacTKOB
CUCTEMBI;

® BbIABJAET N NpPeEKpallaeT BPpeJOHOCHbIE, MOA03PUTE/NIbHbIE NN HEHAAEXHbIE CLUEHAPUN U
npouecchol;

e 610KMpYyeT BO3MOXHOCTb MU3MEHEHWNS BPEAOHOCHBIMMW NMPOrpaMmMamMu 3arpy304HbIX
obnacren ancka C LieibFo HEBO3MOXHOCTM 3anycka (Hanpumep, 6yTKUTOB) Ha KOMMbIOTEPE;

e NpezfoTBpaLLaeT oTkIoUeHMe Bbe3onacHoro pexxnma Windows, 610KMpys U3MeHeHUs
peecTpa;

® HE NO3BOAAET BPEAOHOCHbIM nNporpamMmmMam U3MeHUTb NpaBiia 3anyCcka NporpaMm;
® MpecekaeT 3arpy3kn HOBbIX NN HEU3BECTHbIX p,pa|7|BepOB 6e3 BeAOMa MNnoJib30BaTeNA,

e 6/10KMpYeT aBTO3anycK BPeAOHOCHbIX MPOrpamMmM, a Takxke onpeseneHHbIX MPUIOXKEHWN,
HanpuMep aHTU-aHTMBUPYCOB, He AiaBas UM 3apPerucTpMpoBaThCs B peectpe s
nocaesyroLLero 3anycka;

e 6/10KMpYeT BETKM peecTpa, KOTOpble OTBEYAIOT 3a ApaiBepbl BUPTyasbHbIX YCTPOMNCTB, UTO
AenaeT HEBO3MOXHOM YCTaHOBKY TPOSHCKUX MPOrpamMM noj BUAOM HOBOTFO BUPTYalbHOrO
YCTPOWCTBA;

e He MO3BOJIfET BPeAOHOCHOMY MPOrpaMMHOMY 06ecrneyeHmno HapyLMTb HOPMaJslbHYHO
paboTy CUCTEMHbIX CyXO.

Dr.Web Process Dumper

KomniekcHbIV aHanmn3aTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaumtenbHo
MOBbILLAET YPOBEHb AETEKTUPOBAHWNA AKOObI «HOBbIX YrPO3» — WU3BECTHbIX BUPYCHOW ba3e
Dr.Web, HO cKpbITbIX MOZ HOBbIMW yMakoBLUMKaMK, a TakKe UCKIHYaeT HEOHXOAMMOCTb
pobaBneHns B 6a3bl BCe HOBbIX M HOBbIX 3anuceit 06 yrposax. CoxpaHeHne KOMMakTHOCTU
BMpPYCHbIX 6a3 Dr.Web, B cBOO ouepesb, He TpebyeT NOCTOAHHOIO YBEIMYEHUS CUCTEMHBbIX
TpeboBaHu 1 obecneunBaeT TPaAMLMOHHO Mabl pa3mep OOHOBAEHUI MPU HEM3MEHHO
BbICOKOM KayecTBe AeTeKTUPOBaHUA 1 nedyeHuns. K Ha3BaHUAM yrpo3, 0bHapy>XeHHbIX Npu
nomouwwm DrWeb Process Dumper, gobaBnsetcs npedpukc DPD.

Dr.Web ShellGuard

TexHonornsa Dr.Web ShellGuard 3awwmiiaet koMnbloTep OT 3KCN/100MO8 — BPEJOHOCHbIX
06bEKTOB, MbITAOLLMXCA MCMOAb30BaTb YA3BMMOCTU C Lie/IbI0 MONYYEHMA KOHTPOAA Hazj
atakyeMbIMW MPUNOXKEHUAMN NAN ONepaLiOHHON cncteMon B LenoM. K HasBaHWAM yrpos,

PyKOBO,ELCTBO nosab3oBaTenda
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obHapyXeHHbIX npu nomowwm Dr.Web ShellGuard, gobaBnsetcs npedukc
DPH:Trojan.Exploit.

Dr.Web ShellGuard 3awmiiaeT pacnpoctpaHeHHble NPUAOXEHNS, YCTaHABANBaEMbIe Ha
KOMMbtoTepbl Nog ynpasaeHnem Windows:

e NHTepHeT-bpay3epsl (Internet Explorer, Mozilla Firefox, Google Chrome v gp.);

e npunoxeHunsa MS Office;

CUCTEMHbIE MPUIOXKEHNS;
® NPUIOXEHUS, Ucnoab3ytolme java-, flash- n pdf-texHonoruu;

e MeananpourpbiBaTenu.

AHanu3npys noTeHUmMasbHO onacHble AeNCTBUA, CUCTEMA 3alUmMTbl Haarogaps TEXHONOTMK
Dr.Web ShellGuard onvpaetca He ToAbKO Ha NPOMNMUCaHHble NPaBWaa, XPaHALLMECA Ha
KOMMbIOTEPE, HO N Ha 3HaHMA obiayHoro cepsuca Dr.Web, B koTopom cobuparotcs:

e faHHble 06 anropuTMax NnporpamMmm ¢ BPeAOHOCHbIMU HaMEePEHUAMU;

e MHbOPMaLMA O 3aBEAOMO UNCTbIX dalinax;

e nHGOpMaLMa O CKOMNPOMETUPOBAHHbIX LLUPPOBbIX MOANMCAX N3BECTHbIX pa3paboTumkoB
nporpaMMHOro obecrneyeHus;

° I/IHq)OpMaLI,VIﬂ o LI,VICI)pOBbIX noAnncAax pekiaMHbIX AN MOTEHLUMA/IbHO OMaCHbIX MporpamMmm;
° I/IHC])OpMaLl,MFI O HeXXenaTe/ibHbIX AN14 noceleHna CaVITaX,'

® A/ITOPUTMbIl 3aLLNTbI TEX NN UHBIX I'IpI/IJ'IO)KEHI/Il\/II.

3awuTa oT MHXXEKTOB

UHxekm — cnocob BHeapeHUs BPeAOHOCHOTO KoJa B 3anyLeHHble Ha YCTPOWCTBE MPOLLecchl.

Dr.Web noctosHHO oTcnexmnBaet nopejgeHme BCex npoueccoB B cMCTteMe 1 npefoTespalliaeTt
NOMbITKN BHEAPEHUSA, eCIN NOCUNTAET UX BPeAOHOCHbIMU. K Ha3BaHMAM yrpos,
OB6Hapy>XeHHbIX MPY NOMOLLM 3aLLnTbl OT MHXEKTOB, JobaBAseTCA NpeduKc
DPH:Trojan.Inject.

Dr.Web npoBepseT cnegytoLime xapaktepuctnkm NpuaoXKeH1s, KOTOpoe 3anyCcTuao NpoLecc:

® ABJAETCA /I NPUTOXKEHNE HOBbIM;

® KaK OHO rnonajno B CUCTEMY;

e rae npunao>KeHne pacnosioXeHO,

® KakK OHO Ha3blBaeTCA,

® BXOAUT i MPUNOXKeEHNE B CMTNCOK JOBEPEHHDIX;

® eCTb /IN Y HEro JecTBUTEeNbHaA LMPpoBasa NOANUCH OT JOBEPEHHOrO LieHTpa
cepTudukaymnm;

e BXOJMT N OHO B YEPHbIA UAN Beblii CMUCOK MPUIOXKEHWI, KOTOPbIe HAaXOAATCA Ha
obnauHom cepsuce Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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Dr.Web oTcnexuvBaeTt cocTosiHMe 3anyLeHHOro npoLecca: NpoBepseT, CO34atoTcs nu
yZAaNeHHble MOTOKM B MPOCTPAHCTBE NpoLLecca, BHEAPAETCA Y MOCTOPOHHUI KOA B aKTUBHbIN
npovecc.

AHTUBUPYC KOHTPOANPYET U3IMEHEHMUSA, KOTOPble BHOCAT NPUAOXEHWA, 3anpeLlaeT U3MeHATb
CUCTEMHbIE U MPUBUAErMpPOBaHHbIe npoLeccol. OTaensHo Dr.Web cneant 3a Tem, utobbl
BPEeAOHOCHbIN KOA He MOT MOAMPULMpPOBaTb MaMATb NOMNYASPHbIX Opay3epoB, Hanpumep
Korza Bbl COBepLlaeTe MOKyrnK1 B MHTEPHETE UAW AefaeTe NepeBobl B OHAAMH-baHKax.

3awmTa oT BbiMoOrartesiev

3awjuma om geiMozamesieli — OAVH N3 KOMMOHEHTOB [peBEeHTUBHOW 3aLUUThI,
obecneuvBaroWmi 3awmTy GanoB NoNb30BaTENEeN OT TPOAHLEB-LMPPOBaNbLUMKOB. [JaHHbIE
BPeAOHOCHbIE MPOrpaMmbl, Nonajas Ha KOMMbOTEP NOAb30BaTeNs, BNOKMPYHOT AOCTYN K
AAHHBIM NyTemM WNdpOBaHMSA, MOCAEe Yero BbIMOTraroT AeHbr 3a pacwmdposky. K Ha3BaHWAM
yrpos, obHapy>XeHHbIX NPy NOMOLLM 3aLunTbl OT BbIMOraTeneu, jobasaseTca npedukc
DPH:Trojan.Encoder.

KoMnoHeHT dHaIM3npyeT nosejgeHne nofgo3puTebHOro npouecca, o6pam,a;| BHUMaHWNE B
YaCTHOCTN Ha NOUCK ¢a17u103, YTeHne 1 NonbITKN UX MOAVICI)VIKaLI,VIVI.

Takke NPOBEPAKOTCA Chejyrolne XapakTepUCTUKM NPUIOXKEHNA!

e ABNAETCA IV NMPUNOXKEHNE HOBbIM;
e Kak OHO MOMajo B CUCTEMY;

e rAe NpuIOXKeHNe pacrnoNoXeHO;

e Kak OHO Ha3blBaAETCS;

e ABAETCA IV NMPUNOXKEHNE AOBEPEHHbIM;

® eCTb /IN Y HETO AeCTBUTENbHasA LMPpoBas NOANNCH OT JOBEPEHHOrO LIeHTpa
cepTudukaymnm;

® BXOAMWT 1IN OHO B YEPHbIN UAN BENbI CNUCOK MPUNOXKEHWI, XPaHALLMIACA Ha obarauHOM
cepsuce Dr.Web.

Takke npoBepsieTcs xapaktep Moanbukaunmn Ganna. NMpu obHapy>XeHUM NPU3HaKOB
noBefeHNsA BPeAOHOCHOW NPOorpaMmbl AeNCTBUA NPUNOXKEHNA BNOKMPYHOTCA U
npeaoTBpaLLAtOTCA NOMbITKN MoAndUKaLmm darnos.

Metop mawmHHOro obyueHms

MpuMeHsAeTcs ANf NOUCKa M HeMTpaam3aumm BpeLoHOCHbIX OO bEKTOB, KOTOPbIX eLle HET B
BMPYCHbIX 6a3ax. [penmyLLecTBO 3TOro MeToja 3akNtoyaeTca B pacno3HaBaHUM
BPELOHOCHOrO KoAa 6e3 NCNONHEHWA, TONbKO Ha OCHOBE ero XxapakTepucTuk.

O6Hapy>eHure yrpo3 CTPOUTCA Ha Knaccupukaumm BpeAOHOCHbIX O6BbEKTOB COrNacHO
onpeaeseHHbIM Npr3HakaM. C MOMOLLbH TEXHOOTMM MALIMHHOTO 0ByYeHNs, OCHOBAaHHOW

PyKOBO,ELCTBO nosab3oBaTenda
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Ha MeToAe OMOpPHbIX BEKTOPOB, MPOUCXOAUT KnaccupukaLma 1 3annco B 6asy pparmeHToB
KOZa CLEHapHbIX A3bIKOB. 3aTeM NpoBepsieMble 06bEKTbI aHANN3NPYHOTCA HA OCHOBE
COOTBETCTBMA NPU3HaKaM BPeAOHOCHOro Koga. TEXHONOrMA MaMHHOIo 0byyeHuns
aBTOMaTM3uMpyeT O6HOBAEHME CMNCKA JaHHbIX MPU3HAKOB 1 MOMOJIHEHME BUPYCHbIX 6a3.
Braropapsa nogkitoueHuto K 06nauHomy cepumcy 0bpaboTtka 60/bLLMX 06 BEMOB AaHHbIX
NPONCXOAMT BbICTPEe, @ MOCTOSHHOE 0byYeHMe cUcTeMbl 0becneunBaeT NPEeBEHTUBHYHO
3alMTy OT HOBEMLWMNX Yrpo3. [pn 3TOM TEXHONOTUA MOXET PYHKUMOHUPOBaTb 1 6e3
NOCTOAHHOro obpalleHma K obnaky.

MeTog, MalUMHHOro obyyeHus CyLeCTBEHHO 3KOHOMMUT pPecypcbl ONepaLoOHHON CUCTEMDbI, TaK
Kak He TpebyeT NCNONHEHNS KOAA ANS BbISBAEHUS Yrpo3, a AMHAMUYECKOe MalUMHHOe
obyueHne knaccnpurkaTopa MOXKET OCYLLECTBAATHCA U 6€3 NMOCTOAHHOIO OOHOBAEHUS
BMPYCHbIX 6a3, KOTOPOE NUCMOb3YeTCs MPU CUTHATYPHOM aHaan3e.

O6nauHble TeXHO/IOrMN 06HapYy)keHUs yrpos

ObnauHble meToAbl OOHapPY>XeHMA NO3BONAOT MPOBEPUTL NH060MN 06BeKT (dainn,
NPUAOXEHWe, paclunmpeHne ans 6paysepa 1 T. n.) no xew-cymme. OHa npeacTaBaseT cobown
YHUKaNbHYO MocneaoBaTeNbHOCTb LNMPP 1 BykB 3agaHHON AanHbI. [Tpyn aHann3e no xew-
cyMMe 06beKTbl MPOBEPSIOTCA MO CyLLeCTBYHOLLEe H6a3e 1 3aTem KraccudULMpPYOTCa Ha
KaTeropun: YicTble, NOAO3PUTENbHbIE, BPEAOHOCHbIE U T. 4. K Ha3BaHMAM yrpos,
obHapyXeHHbIX Npu noMoLm ObnayHbIx TEXHONOrNIN, fobaBaseTcs npedukc CLOUD.

Moso6Has TeXHONOTMA ONTUMU3MPYET BpeMs NpoBepkn GaiNoB N SKOHOMUT pecypcsbl
ycTpoicTBa. baarogaps ToMy, UTo aHanM3MpPyeTCs He caM OOBEKT, @ ero yH1KasbHas xelu-
CYMMa, peLleHne BbIHOCUTCS NMPAKTUUYeCckM MOMEHTaNbHO. [Tpy OTCYTCTBUM MOAKNFOUEHMS K
cepepam Dr.Web dannbl npoBepsatoTcs NokanbHO, a obayHas npoBepka BO30OHOBASETCS
Npw BOCCTaHOB/IEHUWN CBA3W.

Taknm obpa3om, 0bnauHbIn cepBuC KoMNaHuu «Jloktop Beb» cobupaet nHpopmaymto ot
MHOFOUYNC/IEHHbIX MNONb30BaTeNeN U ONepaTUBHO OOHOBASET JaHHbIE O PaHEe HEU3BECTHbIX
yrposax, TeM cambiM MoBbIlas 3GGEeKTUBHOCTb 3aLLMTbl YCTPOMCTB.

2.3. CucrtemHble TpeboBaHuA

Ncnonb3oBaHue nporpammbl Dr.Web BO3MOXHO Ha KOMMbLOTEpE, YAOBAETBOPSAOLEM
cneayowm TpeboBaHUAM:

Mapametp Tpe6oBaHue
Mpoueccop C noAAep>KKOM CUCTEMbI KOMaHZ, 1686

OnepauvoHHas cuctema [na 32-pa3pagHbix onepaLmOHHbIX CUCTEM:

e Windows XP ¢ naketom o6HoBAeHMI SP2 nan 6onee No3aHUMK;

e Windows Vista c naketom o6HoBAeHU SP2 nnn 6onee No3aHUMY;

PyKOBO,CLCTBO nosab3oBaTenda
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CBobojHas onepaTuBHas
namsTb

Pa3spelueHne skpaHa

Mopaep>kka BUPTyasbHbIX
1 0bauHbIX cpes

Mpouee

O npoaykTe

Tpe6oBaHue

e Windows 7 c naketom o6HoBAeHUIA SP1 nan 6onee Nos3aHUMY;
e Windows 8;
e Windows 8.1;

e Windows 10 22H2 win 6onee paHHss.
[na 64-pa3pagHbix onepaLmOHHbIX CUCTEM:

e Windows Vista c naketom o6HoBAeHUA SP2 nan 6onee No3aHUMY;

Windows 7 ¢ nakeTom o6HoBAeHU SPT nnm 6onee nosgHnmy;
Windows 8;
Windows 8.1;

Windows 10 22H2 nnn 6onee paHHss;

Windows 11 22H2 nnan 6onee paHHas

512 Mb v 6onblie

PekomeHgyeTcs He MeHee 1024x768

Moaaep>xuBaetcs GYHKLYOHMPOBaHME NPOTPaMMbl B CIEAYHOLLMX Cpejax:

e VMware;

Hyper-V;

e Xen;

e KVM

[Ans nogkntovaemoro moayns Dr.Web ans Microsoft Outlook Heo6xoaMM
yCTaHOBAEHHbIV KnneHT Microsoft Outlook 13 coctaBa MS Office:
e Outlook 2000;

e Outlook 2002;

e Outlook 2003;

e Outlook 2007;

e Outlook 2010 ¢ naketom o6HoBAEeHWUX SP2;

e Outlook 2013;

e Qutlook 2016;

e Qutlook 2019;

e Outlook 2021

| Mockosbky kKoMnaHusa Microsoft npekpaTuna noaaepskky aaroputma xelwmposanua SHA-1,

A; nepeg yctaHoBkol nporpammel Dr.Web Security Space Ha Windows Vista nan Windows 7
Heob6Xxo0ANMO YbeanTbCS, UTO cUcCTeMa MOAAEP KMBAET aaropuUTM xXellpoBaHus SHA-256.
[na 3TOrO yCTaHOBMWTE BCE pekOMeHAyeMble 06HoBNeHNA 13 LleHTpa obHoBAeHMA Windows.
MoapobHyo MHPOPMaLMIO O HEOBXOAMMBIX NMakeTax OOHOBAEHWI Bbl MOXeETE HalTW Ha

oduLIManbHOM caite KomnaHun «/loktop Beb» .

PyKOBO,CLCTBO nosab3oBaTenda
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Ana obecneyeHuns npaBuabHoOW paboTbl Dr.Web f0aXHbI BbITb OTKPbITHI CAeAytoLmMe NOpPThI:

HasHaueHue HanpaBneHue Homepa noprtos
[na aktvBaumm v NpoaaerHvs AULEH3UN NCXOAA L UM 443
[nsa obHOBAEHUA (€CAW BKAHOUEHA OMNUMA  UCXOAALLLWA 443

o6HoBneHus no https)
[ns obHoBNEeHNs NCXOAA LM 80

Ana oTNpaBKyM NOYTOBbIX YBEAOMAEHU 25 nnn 465 (nmbo B 3aBUCUMOCTU OT
HaCTpOeK NMOYTOBbIX YBEAOM/IEHNI)

[ns coepvHeHVs ¢ 061aUHbIM CEPBUCOM  UCXOASA LN 443 (TCP),
Dr.Web Cloud 2075 (B ToM umncne ana UDP),
3010 (TCP),
3020 (TCP),
3030 (TCP),
3040 (TCP)

2.4. NMposBepka aHTUBMPpPYCa

MpoBepka c nomowpbio Ppanna EICAR

Bbl MmO>XeTe npoBepuTb paboTOCMOCOOHOCTb aHTUBUPYCHbIX MPOrpaMM, OOHapPY>KMBAOLLMX
BMPYCbI MO UX CUTHaTypaM, C ucrnosab3oBaHueM TectoBoro ¢anna EICAR (European Institute for
Computer Anti-Virus Research).

MHOrMMKM pa3paboTunkaMm aHTUBUPYCOB NPUHATO A/1A 3TOW LIeIV UCNOb30BaTh OAHY U Ty
Xe CTaHAApPTHYHO NporpamMMy test . com. 3Ta nporpamMmma bbina cneumanbHo paspaboTtaHa
AA Toro, Utobbl NONb30BaTeNb, HE MOABEPras CBOM KOMMbKOTEP OMacHOCTW, MOT MOCMOTPETD,
Kak YCTaHOBJEHHbIN aHTUBMPYC ByaeT CMrHanmM3npoBaTtb 06 06HapyeHUN BMpYCa.
Mporpamma test.com He ABnseTca cama no cebe BpeJOHOCHOW, HO CNeLnanbHO
obpabatbiBaeTcs 60NbWIMHCTBOM aHTUBUPYCHbIX MpOrpamMm kak Bupyc. Dr\Web Ha3biBaeT aToT
«BUPYC» cnepyromm obpasomM: EICAR Test File (Not a Virus!).[lpumepHo Tak ero
Ha3bIBalOT U ApYyrve aHTUBUPYCHbIE MPOrPaMMbl.

Mporpamma test.com npegcraBaseT cobon 68-6antHei COM-dain, B pesynbtaTe

MCNONHEHNA KOTOPOIro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE coo6u_|,eH|/|e: ETCAR-STANDARD-
ANTIVIRUS-TEST-FILE!

®ain test.com COCTOUT TOIbKO M3 TEKCTOBbLIX CUMBOJIOB, KOTOPble GOPMUPYIOT CEAYHOLLYHO
CTPOKY:
X50!P%@AP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

PyKOBO,CLCTBO nosab3oBaTenda
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Ecau Bbl co3gaanTe daiin, cogep kallmin NpUBEAEHHYHO BbiLLe CTPOKY, U COXPaHUTE ero noj
MMEeHeM test.com, TO B pe3yibTaTe NONyUYMTCa Nporpamma, kotopas u 6yaet onncaHHbIM
«BUPYCOM».

ilj Mpw paboTe B ontvmansHoM pexkume SplDer Guard He npepbiBaeT 3anyck TecToBoro daina
: EICAR v He onpegenseT faHHyt0 OnepaLyio Kak OnacHyto, Tak Kak JaHHbIN Gain He

npeacTaBaseT yrpo3bl AN KoMrbtoTepa. OZHaKo Npu KOMMPOBAaHWUMU UAN CO3aHUM TaKoro
danna Ha komnbtoTepe SplDer Guard aBTomaTuueckn obpabaTbiBaeT daiin Kak
BPEAOHOCHYHO MPOrpaMMy v Mo yMO4YaHuo nepemMeltaeT ero B KapaHtuH.

MpoBepka c nomowpbro Ppanna CloudCar

Ana nposepkun paboTbl 06nauHoro cepeuca Dr.Web Cloud ncnonb3yiTte TectoBbiv dann
CloudCar, co3paHHbIN opraHum3aumein AMTSO (Anti-Malware Testing Standards Organization).
ITOT darin cneymanbHO Co3aaH AN NpoBepky paboTbl 06NaUHbIX CEPBUCOB aHTUBUPYCOB U
He ABNAEeTCA BPeAOHOCHbIM.

MpoBepka pa6borbl Dr.Web Cloud

1.

BpemeHHO oTkntounTe KOMNoOHeHT SplDer Gate, ecan oH 6bin ycTaHOBAEH. YBeaAnUTeCh, UTO Y
BaC BKJIKOUYEHO MCNoNb30BaHMe obnauHoro cepsuca Dr.Web Cloud.

3arpy3ute TectoBbIv dann no agpecy http://kettle.dev.drweb.com/public/cloudcar.exe (EXE,
7 KB).

Ecan y Bac yctaHOBAEH U BKIOYEH KOMNOHeHT SplDer Guard, npu nonagaHuu gaina Ha
KOMMbIOTEP OH aBTOMaTM4eckn ByaeT nepemelleH B kapaHTUH. Ecan komnoHeHT SplDer
Guard He yCTaHOB/EH UN OTK/IFOUEH, MPOCKaHUPYNTe 3arpy>XeHHbI dann. Ins 3Toro
BbI3OBMTE KOHTEKCTHOE MEHIO HaXKaTMeM NMpPaBON KHOMKM MbIlWW MO UMeHW darna n
BbI6epuTe NyHKT MpoBeputb ¢ Dr.Web.

MpoBepbTe, uto TectoBbIN dann obpabotaH Dr.Web kak CLOUD: AMTSO.Test.Virus.
Mpedurkc CLOUD B Ha3BaHWM yrpo3bl byaeT CBUAETENIbCTBOBaTb O KOPPEKTHOM paboTe
Dr.Web Cloud.

Bkntoumte komnoHeHT SplDer Gate, ecnn OH Bbll OTKAHOUEH COTacHO MepBOMY MYHKTY
AAHHOW NHCTPYKLNN.

PyKOBO,CLCTBO nosab3oBaTenda
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3. YcTaHOBKA, U3SMEHEeHne U yAaneHue nporpavMmbl

Mepea Havanom yctaHoBkm Dr.Web Security Space o3HakoMbTeCh € CUCTEMHBIMUA
TpeboBaHMAMU. TakKe PEKOMEHAYETCS BbINOAHUTL CeAytolne AeNCTBUA:

e YCTaHOBWTb BCE KPUTUUECKME OBHOBAEHMS, BbINYyLLEHHbIE KOMMNaHMen Microsoft ansa Bawer
BEpCUM onepaLmoHHOl cucteMbl (noapobHee 06 obHosaeHU OC Windows &); ecan
noAjep>kka onepaLyoOHHON CUCTEMbI MPOU3BOAMTENIEM NPeKpaLLeHa, PEKOMEHAyeTCs
nepenT Ha bosiee COBPEMEHHYH BEPCUIO ONMepaLMOHHOM CUCTEMBI;

e NPOBEPUTb MPU MOMOLLY CUCTEMHBIX CPEACTB GalioByrO CUCTEMY U YCTPAHUTb
obHapy>KeHHble NPobaeMbl;

® yAannTb C KOMMbIOTEPA APYrne aHTUBMPYCHbIE MPOrpaMMbl ANA NpesoTBpaLLeHNs
BO3MO>HOMW HECOBMECTUMOCTU NX KOMMOHEHTOB C KOMMNOHeHTamMun Dr.Web;

e ecnn Bypet yctaHosneH bpaHamayap Dr.Web, Heobxoanmo yaannTb ¢ KOMMNbloTepa
MeXceTeBble KPaHbl;

® 3aKPbITb aKTVBHbIE MPUNOXKEHUNA.

I YctaHoBka Dr.Web AOJIDKHa BbIMNMOJIHATLCA MOJib30BaTeNeéM C NpaBaMy aAMUHUCTPATOPa
AAHHOTO KOMMbHOTEPA.

Dr.Web HecoBMeCTUM C ApYrMU aHTUBMPYCHBIMM NMPOrpaMMamu (B TOM YUCIEe C APYrMM
BEPCUAMU aHTUBMPYCHbIX Nporpamm Dr.Web). YcTaHOBKa HECKO/IbKMX aHTUBMPYCHBIX
NPOAYKTOB Ha OAMH KOMTMbHOTEP MOXKET MPUBECTU K CUCTEMHBIM OLLMOKaM U NoTepe BaKHbIX
JaHHbIX. ECM Ha KoMMbloTEpE YXKe YCTaHOBJ/IEH APYroi aHTMBUPYC, TO ero Heob6XoAMMO
YANUTb, UCMOJb3Ys YCTAaHOBOUHBIA balin uam cTaHgapTHble CpescTBa OnepaLMoHHOM
CUCTEMBI.

YctaHoBka Dr.Web Bo3mO>XHa B OAHOM M3 CaefyroLLmX PeXNMOB:

® B pexnMe KOMaHAHOW CTPOKY;

e B pexxmMe mactepa yCTaHOBKM.

3.1. YcraHOBKa nporpamMmmbl

ilt YcraHoBka Dr.Web AOJ1>KHa BbINONHATLCA MNOJib30BaTe/ieM C NpaBaMn agMUHNCTPaTOpPa
AAHHOTO KOMMbrOTEPA.

YcTaHOBKa B peXXmumMme mMactepa yCTaHOBKU

YT106bI 3aMyCTUTbL YCTAaHOBKY B O6bIYHOM peXnMe, BOCMOb3yNTECh OAHUM U3 CeAYHOLLNX
METO/0B:

® eC/N y BaCc MMEeTCs YCTaHOBOYHbIN daiin (drweb-12.0-ss-win.exe), 3anycTuTe ero;

PyKOBO,CLCTBO nosab3oBaTenda
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e eC/IN y Bac MMeeTcs GUPMEHHbIW ANCK C YCTAaHOBOYHbBIM KOMMAEKTOM, BCTaBbTe AMNCK B
npuBoA. Ecam ans npuBosa BIKOUEH pexxMmM aBTO3anycka Ancka, npoLuesaypa yCTaHOBKM
3anycTnUTCs aBTOMaTMYeckun. Ecam pexumnm aBTo3anycka OTK/IHOYEH, 3aMyCcTUTE Ha
BbINOJHEHWE Paln autorun.exe, PaCNONOXEHHbIW Ha Ancke. OTKPOEeTCs OKHO,
coZep>kalliee MeHto aBTo3anycka. Haxxmute KHONKy YcTaHOBUTb.

CnepyinTe ykazaHWAM Nporpammbl ycTaHOBKW. Ha ntobom wware Ao Hauana KonMpoBaHWA
dannoB Ha KOMMNbOTEP Bbl MOXETE BbIMONHUTL CleaytoLLee:

e UTOObI BEPHYTHCA K NpeapblAyLLeMy Lary NporpaMmmbl YCTaHOBKM, HaxkmmnTe KHonky Hasag,
e 4TOObI NEPENTU Ha CAeAYOLWMIA War NPorpaMmMbl, HaxmuTe kHonky Janee;

e UTOObI NpPepBaTh YCTaHOBKY, HAXXMUTE KHOMKY OTMEHUTb.

UT06b1 yCTAaHOBUTL NpOrpaMmmy

1. Ecnm Ha Bawem KOMMbIOTepe y>Ke YCTaHOB/EH ApYroi aHTUBMpPYC, MacTep ycTaHOBKM
npeAynpeanuT Bac 0 HECOBMECTMMOCTM NnporpaMmmbl Dr.Web v MHbIX aHTUBUPYCHbBIX
peLleHni N NPeaNoXMIT YAaAUTb UX.

il": Mepes HauasOM yCTaHOBKW NMPOBEPSETCA aKTya/lbHOCTb YCTaHOBOYHOTO daiina. B ciyvae
€C/In cylecTByeT 601ee HOBbIV YCTaHOBOUYHbIN daii, BaM ByAeT MpeasioXeHO ero ckayatb.

2. Ha nepBOM Luare yCTaHOBKM Bbl MO>XeTe NOAKNHOUMTLCA K 061auHbiM cepeucam DrWeb,
KOTOpble MO3BONAT OCYLEeCTBAATL MPOBEPKY AaHHbIX, NCMO/Ib3yA Hanbonee cBexyro
MHPopmaumto 06 yrposax, kotopas o6HOBAAETCA Ha cepBepax KomnaHun «loktop Be6» B
pexvme peasibHOro BpeMmeHn. Onumsa BKIKOYEHa MO YMOAYaHUIO. Takke Bbl MOXeTe
ykazaTb, TpebyeTcsa nun yctaHoBka bpaHamayap Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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% DrWeb Security Space

Pycckmid w

Bnharogapum Bac 3a Bbibop Dr.Web Security Space 12.0

Dr.\Web Security Space oBecnedvBaeT MHOTOYPOBHEEYHD 23LLUWTY B3LUErND KOMMBKITERA OT
PazAMYHBX YTRO3 M2 NHBBIX EHELWHWMY MCTOYHWMKOE.

Haxmman ,ﬂEJ'IEE', Ebl MPpUHWMaeTe YCNOEWA JIMUEHEMOHHOMD COrNaLWEHKA.

+ A xouy nogkntounTecA K 0BnadHeim cepencan DrWeb Cloud (pexkomenayetca)

¥craHoewuTe bpaHamayzp Dr.Web

lanee

—|EIF3EIF.-1E_F3I:|I YCTaHOEKHK NoanTrka KOH@WAEHUWANBHOCTA |__l/-,|

PucyHok 1. Mactep ycraHOBKU

3. Ecav Bbl XOTWTEe NPOM3BECTMN YCTAHOBKY C NapamMeTpamMu No yMONYaHWUIo, nepenanTte K
NyHKTY 4. YTO6bI BbIGpaTh YCTaHaBAMBaEeMble KOMMOHEHTbI, yKa3aTb NMyTb YCTAHOBKUN U
HeKkoTopble AOMOAHUTENbHbIE MapaMeTpbl, HaxkmuTe ccbliky MapamMmeTpbl ycTaHOBKM.

PyKOBO,CLCTBO nosab3oBaTenda
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% DrWeb Security Space - X

MapameTpbl yCTaHOBKU

KomnoHeHTl MyTb yCTaHOBKM JononHuTensHele onuumM Mpokcu-cepeep

KomnoHeHTh Pazmep

SplDer Mail
33LLKTa INEKTPOHHOW NOYTEl OT EMPYCOE

AHTHUCNEM
3aULWMTa INeKTPOHHOW NoYTEl OT clama

3.94 MB

PucyHok 2. MNapameTpbl ycTaHOBKU

,ﬂ,aHHaﬂ onuua npejgHa3dHa4deHa 4714 OMbITHbIX nosib3oBaTenemn.

e Ha nepBon Bknajke Bbl MOXeTe N3MEHUTb COCTaB YCTaHaB/MBAEMbIX KOMMOHEHTOB.
YcTaHOBUTE GiaXkKKM HaMpoTMB TeX KOMMOHEHTOB, KOTOPbIE Bbl XOTUTE YCTAHOBUTL Ha
Ball KOMMbHOTEP.

e Ha BTOpOW BKNajKke Bbl MOXeTe M3MEHUTb MyTb YCTaHOBKW. 10 yMOAYaHWUIO 3TO Nanka
DrWeb, pacnosoXeHHas B nanke Program Files Ha cucteMHoOM ancke. [na
N3MEHEHMA NYTU YCTAHOBKN HaXXMuTe KHOMKy O630p 1 yka>kute HeOBXOANUMBbIN NyTb.

e Ha TpeTbel BkaZke OKHa Bbl MOXeTe yCTaHOBMUTb daaxkok 3arpy3utb o6HoBNeHUA BO
BpeMs YCTaHOBKM, YTOObl B MpoLLecce YCTaHOBKM OblNN 3arpy>KeHbl akTyalbHble
BMPYCHble 6a3bl 1 Apyrne Moaynn aHTMBupyca. Bbl MoxeTe ycTaHOBUTb daxok
Bx/1rouutb noaaepiKKy COBMECTMMOCTU CO CPeACcTBaMM UTEHUS € 3KpaHa, YTobbl
MCNoJb30BaTb MPOrpamMmMbl 3KpaHHOro foctyna, Takme kak JAWS n NVDA, ans
03BYy4YMBaHWA 31eMeHTOB MHTepderica Dr.Web. 3ta dyHKumMa genaeT nHTepdeic
nporpaMMbl AOCTYMHbIM /19 JIFOAEN C OrPaHNYeHHbIMU BO3MOXHOCTAMM. Takke BaM
OyseT NpeasoXXeHO HAaCTPOUTL CO34aHMe APAbIKOB Aa 3anycka nporpaMmmbl Dr.Web.

e [py HEOBXOANMOCTM YKaXKUTe NapaMeTpbl MPOKCU-CepBepa.

YTobbI COXPaHNTb USMEHEHUA, HAXKMUTE KHOTMKY OK. YT0b6bl BbINTK 13 OKHa, He CcOoXpaHAaA
I/I3MeHeHVII7I, Ha>XMUNTE KHOMKY OTMEeHMUTD.

PyKOBO,CLCTBO nosab3oBaTenda
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4. HaxmuTte KHOMKY ﬂ,anee. O6paTVITe BHNMaHUWE, YUTO TEM CaMbIM Bbl MPUHNMaeTe yCJI0BUA
JNUEH3NOHHOTIO CornalieHnA.

5. B okHe MacTep perucrpauum Heo6xoaMMo BbibpaTb OAHY U3 CeAYyHOLLMX ONLUNIAL

e eC/IN Y BacC eCTb KNHOUYeBON daisl U OH HaXOAUTCS Ha XXECTKOM ANCKE U CbEMHOM
HocuTene, Bbibepute YKasaTb NyThb K AeMCTBYIOWEeMY KatoueBomMy ¢anny. Haxmumte
kHonKy O630p 1 BbibepuTe HY>XXHbIW KntoueBou daia B OTKpbIBLUEMCS OKHe. [TogpobHee

Bbl MOXeTe NPOYNTaTb B NHCTPYKUNN AKTI/IBaQ,I/IFI npy NOMOLLN KJIFOYEBOTO @al‘/'ma;

e N5 NMPOAOJIKEHUSA YCTaHOBKM 6e3 antieH3nn BoibepuTe MoayunTb nLeH3uIo No3gHee.
O6HOBNEHMA He ByayT 3arpy>aTbcsa 4O TeX MOpP, NOKa Bbl HE YKaXKeTe UK He NoJyunTe
KntoueBou dan.

% DrWeb Security Space - X

Pycckmid  w

MacTtep perncrpaumm

[na ucnone2oeaHKA Bcex eozmoxHocTel DriWeb Security Space TpebyeTca AMULEHZWA,

® MonyunTe TWMUEHZWD NOZ4HEE

¥YKazaTe MyTh K AeACTEYHILWEMY KIHOYeBOMY dainy

o

PucyHok 3. Macrep perucrpauumn

Ha>XmuTe KHOMKYy YCTaHOBUTbD.

6. Ecam B npouecce ycTaHOBKM Bbl YKa3aiu AeACTBYOWMIA KAHOUYEBOW dalin U He CHUMan
dnaxkok 3arpysmtb 06HOBNE€HNA BO BpeMsA YCTaHOBKM, Oy/eT BbINMOJHEH NMpoLiecc
06HOB/IEHNA BUPYCHbIX 6a3 1 Apyrux KOMMNoHeHToB nNporpammbl Dr.Web. O6HoBneHme
NPOBOANTCSH aBTOMATUYECKN U He TpebyeT AOMONHNTENbHBIX AEACTBUN.

7. YTo6bI 3aBEPLUNTL YCTAaHOBKY, Nepe3arpysnTe KOMMbHOTEP.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTaHOBKa B peXXume KOMaHAHOWN CTPOKMU

[ns 3anycka yctaHoBku Dr.\Web B poHOBOM pexvme BBeanTe B KOMaHAHOW CTPOKE UM$
ncnonHsemoro ¢anna c HeobxoAMMbIMU NapaMeTpamu:

Mapametp

installFirewall

lang

reboot

silent

blockEmulateUserActions

allowUiAccessibility

importSettings

enableDebugLogs

3HaueHune
Bynet yctaHoBneH bpanamaysp Dr.Web.

A3bIK NpoAyKTa. 3HaueHne napameTpa — KoOZ A3bika B dopmaTe ISO
639-1, Hanpumep, /lang ru.

ABTOMaTMUeckas nepe3sarpyska KOMnbOTEPa Nocie 3aBepLlleHuna
YCTaHOBKW. Moxxet NPUHMAaTb 3Ha4YeHNEe yes WIn no.

YctaHoBKa B GOHOBOM pexkume. MoxeT NpuHMMaTh 3HaYeHne yes uan
no.

BkitoueHvie onuvv 3anpewatb sMyAsALMIO AeACTBUI Nosib30BaTeNsA
BO BpeMs YCTaHOBKM. MOXeT NpuHMMaTb 3HaueHne yes WUan no.

Bxntoueruve onuyn COBMECTUMOCTU CO CpeacTBaMM YTEHUA C 3KpaHa.
MoxeTt NpMHUMaTb 3Ha4YeHne yes UInM no.

VIMnopT HacTpoek 13 daina (MakcMmanbHbln pasmep daiina —
20 MB). Heobxoaunmo ykaszaTtb nyTb K paiiny.

BeseHue xypHana otnasku. MoxeT NpuHUMaTh 3HaUEHWE yes WK no.
XKypHan Begetca ana komnoHeHToB SplDer Guard, SpiDer Mail, SplDer
Gate n CkaHep, Mogyns o6HoBaeHul n cnyxobl Dr.Web. BegeHue
KypHasia oTKItoYaeTcs npu nepesarpyske KOMnbloTepa nocne
3aBepLUeHNs YCTaHOBKM.

Hanpumep, npu 3anycke cieaytolent KOMaHAbl 6yaeT npoBeseHa yctaHoBka DrWeb B
bOHOBOM pexxMMe 1 NpoBeZeHa nepesarpyska nocae ycraHOBKW:

drweb-12.0-ss-win.exe /silent yes /reboot yes

Owmnbka cny>x6bi BFE npu yctaHoBke nporpammbl Dr.Web

Ans GyHKUMOHWNPOBaHMA HEKOTOPbIX KOMMOHEHTOB NporpaMmbl Dr.Web Heobxoanmo
Haanume 3anyLeHHOoN cnyxxbbl 6azoBoro moayns ¢unbtpauunm (BFE). B cnyyae ecnim gaHHas
cnyxba oTCyTCTBYET UM NoBpexaeHa, yctaHoBka Dr\Web 6yaet HeBo3mo>Ha. MoBpexzaeHmne
nan otcytcteme cnyxxbbl BFE MOXeT yka3biBaTb Ha Haanume yrpo3 6e3onacHoCTX Ballero

KOMMNbHOTEPA.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecnv nonbiTka ycraHoBKM nporpammbl Dr.Web 3aBeplumnnack ¢ owumnbkon cnyx6bi BFE,

BbINOJIHUTE C/leAytoLLne AeACTBUA:

1. MpockaHupyriTe cUCTeMy Npy NOMOLLM Nedallert yTuauTel Curelt! ot komnaHum «oktop
Beb». CkauaTb YTUAUTY Bbl MOXETE Ha CauTe:

https://free.drweb.com/download +cureit+free/.
2. BoccraHoBuTe cnyx6y BFE. [1n4 3TOro Bbl MOXeTe BOCMO/Ib30BaTbCA YTUANTOU & ana

ycTpaHeHusa npobiem B paboTte 6paHaMayspa oT koMmnaHum Microsoft (ans
onepaunoHHbix cuctem Windows 7 v BbliLwe).

3. 3anyctnte MacTep yctaHoBkM Dr.Web 1 npousseanTte ycTaHOBKY COracHO LUTATHOM

npoleaype, NpuBeAeHHON BbILLE.

Ecav npobaema He ycTpaHeHa, 0bpatntech B CY>KOY TEXHNUYECKOM MOAAEP>KKMA KOMMAHUK

«[lokTop Beb».

3.2. U3meHeHMe KOMMOHEHTOB NMporpamMmbil

I3MeHeHVe KOMNOHEHTOB MNPOrpamMmMbl OCyLLEeCTBAsAETCA Yepe3 MacTep yaaneHnsa/M3MeHeHus
KOMMOHEHTOB. Bbl MOXeTe oTKpbITb MacTep yaaneHna/M3MeHeHNs KOMMOHEHTOB ABYMS

cnocobamu:

e NPV HaNNUMK YCTaHOBOYHOTO daina 3anyctuTe ero;

e n3 [MaHenn ynpasneHnsa Windows:

1. BboibepuTe (B 3aBUCUMOCTM OT ONEPALMOHHOWN CUCTEMDI):

OnepauunoHHas

cucTemMa

Windows XP

Windows Vista

MocnepoBaTenbHOCTb AeCTBUMA

MeHto «[Tyck»

Knaccmnueckoe
MeHto «[lyck»

Mento «[yck»

Myck — MaHenob
ynpaBaeHna —>
YcraHoBKa n
ypaneHuve
nporpamm

Myck —
Hacrpoiika —
Manenb
ynpasseHunsa —
YcraHoBKa n
ypaneHue
nporpamm

MNyck — Nanenb  Knaccuuecknii Bug
ynpaB/ieHNA

Mporpammbl n
KOMMOHEHTbI

PyKOBO,CLCTBO nosab3oBaTenda
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OnepauvoHHas
cucrema

Windows 7

Windows 8,
Windows 8.1,
Windows 10,
Windows 11

YcTaHOBKA, U3MeHeHue u yAaieHne nporpamMmmvbl

MocnepoBaTenbHOCTb AeCTBUM

JomawHas
CTpaHuLa

Knaccunueckoe Myck —
MeHto «[lyck» Hacrpoiika —
Manenb

ynpasjieHusa —
Mporpammbl 1
KOMMOHEHTbI

Menkve/kpynHble
ELER
Mporpammbl 1
KOMMOHEHTbI

Myck — MaHenb
ynpaBaeHus

Kateropwus:
Mporpammbl —
YpaneHue
nporpaMm

MaHenb
ynpaB/aeHus

Menkve/kpyrHblie
3HaUKW:
Mporpammbl 1
KOMMOHEHTbI

Kateropwus:
Mporpammbl —
YpaneHue
nporpaMm

Mporpammbl —
Mporpammbi 1
KOMMOHEHTbI

2. B cnucke ycTaHOBEHHbIX Nporpamm Bbibepute ctpoky Dr.Web Security Space.

3. Haxxmute kHonky N3meHuUTb.

PyKOBO,ELCTBO nosab3oBaTenda
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YT06bI yAaAUTb WIn AOGaBVITb KOMMNOHEHTbI

1. B okHe MaCTepa yﬂ,afleHI/Iﬂ/l/BMeHeHVIFI KOMMOHEHTOB HaXXmunte M3amMeHUTb KOMMNOHEHTbI:

% DrWeb Security Space — >
Pycckmid w

YaaneHve nam nsmeHeHve KOMMNOHEHTOB NporpamMmsl
Dr.Web Security Space

-o— WI3aMeHUTb KOMMOHEHTLI

-0— W2meHnTe KOMNOHEHTH aHTHMEWPYCHOW 2awmnTel Dr.\Web B cooTeeTCTEMK €
BaLUMMI NOTReBHOCTAMMN,

ID BocctaHOBUTL Nporpammy

BocctaHoBWTe aHTUEMpYCcHYHD 2awuTy DriWeb Ha eawem komnsroTepe.

]ﬂ[ Yaanutb nporpammy

¥Yaanute aHTMEMpyCcHYO 2awmTy DriWeb c eawero komneroTepa.

PucyHok 4. Macrtep yaaneHnsa/mameHeHNsA KOMMOHEHTOB

2. B oTkpbiBLIEMCS OKHE ycTaHOBMTE GAaXKN HaNPOTMB KOMMOHEHTOB, KOTOPbIe XOTUTE
A06aBNTb, NMB6O CHUMUTE BNAXKKN HANPOTUB YAaNAEMbIX KOMMOHEHTOB.

3. Haxmute MNpumeHUTb.

4. B oTkpbiBLIEMCA OkHe OTkaroueHue Camo3aluTbl BBEAMTE N300pa>KEHHbIN KOZA
NOATBEPXAEHMSA.

5. Haxxmute kHonky MpumMeHUTb.

B okHe MacTepa yaaneHus/M3mMeHeHNs1 KOMMOHEHTOB NPOrpamMMbl Takxke AOCTYMHbI
cnepyroLime onuun:

e BocctaHOBUTB Nporpammy, eC/ivi HEOBXOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLMTy Ha
BalleM KoMmbtoTepe. ITa GyHKUMA NPUMEHAETCA B TOM C/lyyae, KorAa HekoTopble 13
KOMMOHeHTOB nporpamMmmbl Dr.\Web 6binn noBpexaeHsi.

° YAaIIVITb nporpamMmmy, yTOObI VAdJINTb BCE YCTAHOBJ/IEHHbIE KOMIMOHEHTbI.

PyKOBO,CLCTBO nosab3oBaTenda
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3.3. YaaneHue u nepeycraHoBKa NnporpamMmbl

Ypanenne Dr.Web

AN

Mocne yaaneHus Dr.Web Baw komnbroTep He 6yAeT 3alUuLLEeH OT BUPYCOB 1 APYrux
BPELOHOCHBIX MPOrpamMMm.

Mpv HaAnYMK ycTaHOBOYHOTO dalina Bbl MOXeETe MponycTutb warn 1-3. 3anyctute
YCTaHOBOUYHbIA daiin 1 nepengute K wary 4.

1. Ana yganeHusa nporpammbl Dr\Web Security Space v3 NMaHenn ynpasnenuns Windows
BbibepuTe (B 3aBMCMMOCTM OT ONepaLNoHHON CUCTEMBI):

OnepauvioHHas

cucTemMa

Windows XP

Windows Vista

MocnepoBarenbHOCTb AeACTBUM

MeHto «[Tyck»

Knaccuueckoe
MeHto «[lyck»

MeHto «[Tyck»

Knaccmueckoe
MeHto «[lyck»

Myck — MaHenob
ynpaB/sieHNa —>
YcraHoBKa u
yAaneHve
nporpamm

Myck —
Hacrpoiika —
MaHennb
ynpaB/ieHNa —>
YcraHoBKa n
yAaneHve
nporpamm

Myck — MaHenb
ynpasJieHuns

Myck —
Hacrpoiika —
MaHenb
ynpaB/sieHna —>
Mporpammbi 1
KOMIMOHEHTbI

Knaccuueckuin Bug

JomawHas
CTpaHuLa

Mporpammbl 1
KOMMOHEHTbI

Mporpammbl —
Mporpammbl 1
KOMMOHEHTbI

PyKOBO,CLCTBO nosab3oBaTenda
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OnepauuoHHas MocnepoBaTenbHOCTb AEUCTBUIA
cucrema

Windows 7 Myck — NaHvenb  Menkue/kpynHble

ynpasseHus 3Haukun
Mporpammbi 1
KOMMOHEHTbI

Kateropwua:
Mporpammbl —
YpaneHue
nporpamm

Windows 8, MaHennb Menkne/KpynHble
Windows 8.1, ynpaB/ieHUs 3HaYKM:

Windows 10, MporpamMmmbl n
Windows 11 KOMMOHEHTbI

Kateropwus:
Mporpammbl —
YaaneHue
nporpamm

B oTkpbiBLIEMCA Ccnuncke BbiIbepuTe CTPOKY C Ha3BaHMEM MPOrpamMmbl.
Ha>xxmuTte KHOMKy YAanuTb.

B okHe CoxpaHsiemble MapamMmeTpbl yCTaHOBMTE GaXKn HaNpPOTMB TOrO, UTO caeayeT
COXPaHWTb Nocae yaaneHus nporpammbl. CoxpaHeHHble 06BbEKTbI U HACTPONKN MOTYT
MCNOAb30BaTbCA MPOrpaMMON NpY MOBTOPHOW ycTaHOBKe. [1o ymonvaHuto BbibpaHbl BCe
onuun — KapaHTtuH n Hacrpoiikmn Dr.Web Security Space. Haxxmute kHonky Lanee.

OtkpoeTtcsa okHo OTknroueHne CamosaluTtbl, B KOTOPOM HEOHXOANMO BBECTU
n306pakeHHbIN KO NOATBEPXKAEHMA, MOC/E Yero HaxaTb KHOMKY YAanutb nporpaMmmy.

N3meHeHus BCTyNAT B CMay NOC/e Nepesarpysku Komnbtotepa. MNpolecc nepesarpysku
MOXHO OT/IOXWTb, HaxaB kHorky Mepe3arpy3uTb nosxe. Haxmute

kHonky Mepe3sarpy3utb ceuac 415 HEMeANEHHOrO 3aBepLUeHUs NPoLeypbl yaaneHns
WAN U3MEHEHMA coCTaBa KOMMNOHeHToB Dr.Web.

Mepeycranoeka Dr.Web

1.

3arpysunTe akTyaabHbl ANCTPUOYTUB NpOorpaMmbl C 0bULIMaNIBHOIO caliTa KOMNaHUN
«[lokTop Beb» . [1na 3T0ro HE06XOAMMO BBECTU AENCTBUTE/bHbIV CEPUIHbIV HOMEp B

COOTBETCTBYHOLLIEE MOJE.
Yaanute npoAyKT, Kak ONNCaHO BbILIE.
Mepe3arpy3unte KOMMNbIOTEP.

3aHOBO YCTaHOBMTE NPOrpammy, UCMONb3YS 3arpy>XeHHbIN AnCTpnbyTnB (drweb-12.0-
ss-win.exe). Ha 3Tane ycTaHOBKM yKaXkunte MyTb K KNtoUeBoMy danny.

Mepe3arpy3unte KOMMNbIOTEP.

PyKOBO,ELCTBO nosab3oBaTenda
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4. lnueHsupoBaHue

MpaBa noab3oBaTtens Ha ncnonb3oBaHne DrWeb perynnpytotcs avueHsven, npnobpeTeHHOM
Ha caliTe KOMNaHun «Joktop Be6» nam y naptHepoB. JInLeH31s NO3BOASET MONHOLLEHHO
MCNONb30BaTh BCE BO3MOXHOCTU NPOAYKTa Ha MPOTAXEHUN BCEro CpoKa AencTBus. JlnueHsuns
peryavpyeT npasa Nosb3oBaTeNs, YCTaHOBAEHHbIE B COOTBETCTBUMN C JINLIEH3NOHHbIM
cornawenvem &, ycnosma KOTOPOro Noab3oBaTeNb NPUHMMAET BO BPEMSA YCTaHOBKM
nporpammsi.

Kaxxaov anueH3nm conoctaBaeH YHUKaNbHbIN cepuliHbili HOMep, a Ha N0KaJlbHOM KOMMbloTepe
Nnoab30BaTeNs C IMLEH3MEN CBA3bIBAETCA CneLnanbHbli Gann, peryampyrowmi paboty
Dr.Web B cooTBeTCTBUM C MapamMeTpaMu ANLEH3UN. ITOT dalin Ha3biBAETCA NNLLEH3NOHHBIM
KkatodegeiM gpatiziom. NoapobHee o kntoueBOM panne cm. B pasgene Karoyesou danin.

Ecan nepea nprobpeteHnemM ANLLEH3UN Bbl XOTUTE O3HAKOMMUTLCA C MPOAYKTOM, Bbl MOXETE
BOCMO/Ib30BaTbCA ero NpobHOM Bepcmen B TedeHne 0eMoHCMpayuoHHo2o nepuoda. MNpu 3Tom
6yayT AOCTYMHbI BCE PYHKLMN U KOMMOHEHTbI NpoaykTa. Moayunte npobHyto Bepcuio Dr.Web
A1 OAHOTO M TOTO XXe KOMMbTEPa MOXHO He Yalle OAHOro pasa B roj, npu 3Tom
aBTOMaTMUeckn GOPMUpPYeTCsH KNHoUeBOr dai.

i I : Mpo6Has Bepcus He MOXeT BbiTb aKTMBMPOBaHa ¥ ncnoib3osaHa Ha Windows XP.

Cnocobbl aKTMBaLUU INLEH3NUN

AKTMBMPOBaTb KOMMEPYECKYHO IULLEH3UIO Bbl MOXETE OAHUM U3 CIefyHOLLMX CNOCO6OB:

e BO BpeMs yCTaHOBKM MpoAyKTa npu nomoLlm Mactepa perncrpayuu;
e B 11060 MOMeEHT paboTbl NpoaykTa Npu Nomowm MeHeaxkepa NNLLEH3UI;
e Ha odunLManbHOM caiTe komnaHum «loktop Be6» no agpecy

https://products.drweb.com/register/.

AKTnBaLMsA AnLeH3Un B MacTepe pernctpanmm BO3MOXHa TOAbKO NPW MOMOLLM KJHOUYEBOTO
danna. AKTnBaumsa anueHsnm B MeHeaxepe INLEH3NIN BO3MOXHA NPy MOMOLLM CEPUAHOTO
HOMepa uan kntoueBoro danna.

MoapobHee 06 akTMBaLMM ANLEH3MU CM. B pa3genax AKTMBaLLASA NPU NOMOLLN CEPUNHOrO
HOMepa 1 AKTMBAUMS NPU NOMOLLIM KAHOYeBOro dainna.

[ eMOoHCTpaLOHHBbIN Nepnog,

MNonb3oBatenam npoaykros Dr.Web goctynHa vueH3nsa Ha 4eMOHCTPaLMOHHBIN Nepuog
cpokoM Ha 1 mecau,. NpobHyr BEPCMIO MOXHO MONYyYNTb HEMOCPEACTBEHHO B OKHE

PyKOBO,CLCTBO nosab3oBaTenda
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MeHeAxepa J'II/ILI,eH3I/II\/'I nan B OKHe AKTI/IBaLI,I/II/I JIMLEH3NN, HE YKa3blBad NepPCOHaNbHbIX
AJaHHbIX.

f | "_~ MNMpob6Has Bepcus He MOXeT HbiTb akTMBMPOBaHa W Ucrosib3oBaHa Ha Windows XP.

Ecav y Bac octanncb BONpoCh! MO ANLLEH3MPOBAHMIO, 03HaKOMbTECh CO CMUCKOM Hanbosee
yacTbix Bonpocoe [ Ha caiite koMnaHum «Joktop Beb».

JKpaH NpuBeTCTBUA

Ecnv B npouecce YyCTaHOBKW Bbl HE YKa3asn AeNCTBYHOLWMIA KNKOUYEBOKW daiis, Npu NnepBom
3anycke nporpammbl Dr\Web oTobpakaeTtcs akpaH NpuUBETCTBUS.

C MOMOLLBbH 3KpaHa NPMBETCTBUA Bbl MOXKETE!

* NPUOBpPeCcTN NNLIEeH3NIO Ha carTe KomnaHumn «Joktop Beb», HaxkaB kHonky Kynutb;

e AKTVMBUPOBATb JNLEH3VIO MPU MOMOLLM CEPUNHOrO HOMepa Uan KaroueBoro daina, Haxas
KHOMKY AKTUBMPOBaTb;

® BOCMOJIb30BaTbCA I'IpO6HbIM nepmnogom, Ha>kaB CCbINKY I'Ionyuvrrb AeMo.

| MpobHas BepcKs He MOXET ObITb aKTUBMPOBaHa U ncrnosb3oBaHa Ha Windows XP.
Monb3oBatenn Windows XP MoryT 3apeructpupoBaTb CEPUAHbLIN HOMEpP Ha caiTe 1
NoNyunTh KIOUYEeBOW daii, HaxaB CCblKy 3aperMcTpupoBaTb CePUAHBIA HOMeEp.

3KpaH NPMBETCTBMA NMOKa3bliBaeTCA TOJIbKO O4MH pa3 nocae yCTaHOBKM NMPOrpaMmbl.

Bo3MoO)KHble BOMPOCbI

Kak s Mory nepeHectu JiMLL,e€H3uIo Ha Aperﬁ KOMI'IbIOTep?

Bbl MOXeTe nepeHecTy Bally KOMMEPUECKYH NNLEH3UIO Ha APYroi KOMMboTep Npv NOMOoLM
KntoueBoro daina uam cepuinHoro Homepa. Ecav Bbl XoTUTE NepeHecT NNLEH3UIO Ha
KOMMbHOTEpP, Ha KoTopoM ucnosb3yetcs Windows XP, Bbl MOXeTe 3TO caenaTtb TOJIbKO NMpu
nomMoLum KntoueBoro danna.

PyKOBO,CLCTBO nosab3oBaTenda
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UT06bI NEepeHecTy INLLEH3UIO Ha APYro KOMMbIOTEp

e NPV MOMOLLY CEPUAHOrO HOMepa:

1. CkonupyKrTe CepuinHbIN HOMep C KOMMbOTEPa, C KOTOPOrO Bbl XOTUTE MepeHecTU
JINLLEH3UIO.

2. Ypanute Dr\Web c komnbtotepa, ¢ KOTOPOro Bbl XOTUTE NEPEHECTN NNLEH3UNIO, UK
aKTUBMPYINTE APYTYHO NNLEH3MIO Ha 3TOM KOMMbHOTEpPE.

3. AKTUBUPYWATE TEKYLLYHO JINLIEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIV Bbl XOTUTE MepeHecTu
AnueH3smno. [insa 3Toro Bocnonb3ynTtecb MeHeakepoM NNLEH3MIA BO BpemMaA paboThbl

npogykta (cM. AKTMBaLUMA NpPW NOMOLUM CEPUMHOIO HOMepa).
e MpV NOMOLLM K1rOYeBOro dawnna:

1. CkonupynTe kntoueBOW daisi C KOMMbIOTEPA, C KOTOPOrO Bbl XOTUTE MEPEHeCTM
AnueH3nto. Mo ymMonyaHuto kioueBoil Gaiin XpaHUTCA B nanke yctaHoBkv Dr.Web u
MMeeT paclmpeHne . key.

2. Ypanute Dr.Web c komnbtoTepa, € KOTOPOro Bbl XOTUTE NMEPEHECTU NNLEH3UIO, NN
aKTUBMPYNTE APYTYHO INLEH3UIO Ha 3TOM KOMIbIOTEpE.

3. AKTUBMPYNTE TEKYLLYHO INLIEH3MIO0 Ha KOMMbIOTEPE, Ha KOTOPLIV Bbl XOTUTE MEpeHecTu
nnueH3suno. [lns 3Toro Bocnonb3yintecb Mactepom perncrpamm Bo BpeMs yYCTaHOBKM
npoAaykta unm MeHeaxxepom AnLeH3ni B ntoboe Bpems paboTbl NpoaykTa (CM.
AKTVBaALMS NPU NOMOLLN KNHOYEBOrO daiina).

ilf Hesnb3s nepeHecTn Ha ApYyror KOMMbOTEP NNLIEH3MIO, KOTOPYH Bbl MONYUMAN B paMKaX
AEMOHCTPALMOHHOTO Nepuoja.

Al 3a6bIn perncTpaymoHHbI email. Kak A mory ero BocctaHOBUTBH?

Ecau Bbl 3a6b1AM agpec SNeKTPOHHOM NOYTbI, KOTOPbIV Bbl yKa3biBaav BO BPeMs perncrpaum,
BaM HeobxoaMMo obpaTnTbCs B CNYXDOY TEXHNUYECKOW NoAAepXXKU KoMNaHun «[Joktop Beb»

no agpecy https://support.drweb.com.

Ecnv Bbl caenaeTe 3anpoc € agpeca, OTIMYaKOLLEroCs OT TOrO, Ha KOTOPLIM 3aperncTpupoBaHa
BaLLA NNLIEH3MA, CNELNANNCT TEXHNYECKOM NOAAEPIXKKM MOXET MOMNPOCUTL NPeaoCTaBUTh
$OTO- UM CKaH-KOMUIO NNLLEH3NOHHOrO cepTudUKaTa, Yek 06 onaaTe ANLEH3UN, MUCbMO
WHTEPHET-MarasunHa 1 gpyrve noAtsep>XaatoLime JOKyMEHTbI.

Kak s Mmory usmeHuTb perncrpaLMoHHbin email?

Ecnv Bam HeO6XOAMMO U3MEHUTb aApec 31eKTPOHHOW MOYTbl, KOTOPbIV Bbl YKa3blBasv Mpwu
pervcrpaumm, BOCNO/ib3ynTech CneLmanbHbiM CEPBUCOM 3aMeHbl 31EKTPOHHOW MOYTbI MO

PyKOBO,ELCTBO nosab3oBaTenda
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aapecy https://products.drweb.com/register/change_email.

Mouemy B MoeM NpoAyKTe OTCYTCTBYET YacTb KOMMOHEHTOB?

° I'Ipm YCTaHOBKE MPOoAYyKTa Bblnu YCTaHOBJIEHbI HE BCe€ BXO4ALLMNE B NNLLEH3NHO
KOMMNOHEHTHI.

Y106bI BKIOUMTD HeaocTarouine KOMMNOHEeHTbI

1. Mepengunte B pasgen MaHenn ynpasneHns Windows, NOCBALWEHHbIN yCTaHOBKe U
yAaNEeHNIO NporpamMm.

2. B cnucke ycTaHOBAEHHbIX MPOrpaMm BbibepuTe CTPOKY C Ha3BaHMEM MPOrpamMMbl.

3. Haxmute kHonky I3MeHUTb, Npn 3TOM OTKpoeTca OKHO MacTepa yAaneHusa/u3ameHeHums
KOMIMOHEHTOB NporpaMmmbi.

4. Bbibepute onuunto UI3MeHUTb KOMIMOHEHTbI.

Bb|6ep|/1Te M3 CnNMcka KOMMNOHEHTOB T€ KOMMOHEHTbI, KOTOPbIE€ Bbl XOTUTE BKAHOUYNTD, U
Ha>XMUTE KHOMKY anIMeHVITb.

JInbo 3anycTnTe ycTaHOBOYHbIM Pann drweb-12.0-ss-win.exe U B OTKPbIBLUEMCS OKHe
BbIbepute onumio M3meHUTb KOMNOHeHTbI. [eperignTe K wary 5.

e B npoaykte ncnonb3lyetcs ANLEH3UA, NpejHa3HayYeHHasn Ans APYroro npoaykra ¢
MEHbLUMM KOJNUYECTBOM MOAAEPKNBAEMbIX KOMMOHEHTOB.

Yt06bI npoBepuUTb, Kakada JIMLEeH3NA YKa3aHa

1. OTKpOWiTe OCHOBHOE MeH0 .

2. Bbibepute nyHKT JInueHsusa. Otkpoetcs okHo MeHemkep AULLeH3NA.

3. MpoBepbTe, uto B pa3gene Tekywasa nuueHsua ykasaH Dr\Web Security Space.
Ecnn ykasaH apyro npoaykT:

1. Y6eantech, uto Dr.Web paboTaeT B pexxume agmumHucTpatopa (3aMoK B HUXKHEW YacTu
(il
nporpamMMbl «OTKPbIT» 'L) B npoTuBHOM ciyyae HaxXMuTe Ha 3amok LH.

2. Haxwmwute kHonky Moapo6Hee, npu 3TOM OTKpoeTCs OKHO CBEAEHWI O INLEH3UN.

3. B BbiMagaroLleM crncke BolibepurTe Apyryto InLEeH3nt0. Yboeamntech, Uto BbibpaHa
JNLEH3MA, COOTBETCTBYHOLLAA YCTAaHOBAEHHOMY NMPOAYKTY.

UYT06b1 NpoBEepUTbL UHPOPMaLUIO 06 yCTaHOB/IEHHOM NMPOAYKTe

1. OTKpOIiTE OCHOBHOE MeH0 1.

2. Boibepute nyHkT Moaaepikka. B passene O nporpamme yka3saH YCTaHOBJ/IEHHbIM
NPOAYKT.

PyKOBO,ELCTBO nosab3oBaTenda
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e YCTaHOB/IEH NPOAYKT, HE COOTBETCTBYHOLLMIA NPUOBPETEHHOM ANLEH3NN.

Yr1o6bI ycTaHOBUTL Apyrov npoaykt Dr.Web, cooTBeTcTBYIOW M1 aKTUBUPOBaHHOM
VL EeH3un

1.

CkauainTe akTyanbHyto Bepcuto DrWeb ¢ opuumansbHoro camta:
https://download.drweb.com/.

YKaxkute cepuiiHbIi HOMep NPOAYKTa U PerncTpaunoHHbI email, nocne yero HaxmumTe
CkauaTb.

Bbibepute Heob6xo0AMMYHO BEPCUIO MPOAYKTa, MOCAE Yero 3arpysuTe nakeT ¢
ANCTPUOYTMBOM.

Ypaanute yCcTaHOB/IEHHbIW Y Bac MPOAYKT, PYKOBOACTBYACh MHCTPYKLMAMUN NO YAaNEHNIO B
pa3sene YaaneHve n nepeycraHOBKa NPOrpammel.
YCTaHOBUTE CKaYaHHbI MPOAYKT, UCMO/b3Ys CKaYaHHbIN ANCTPUOYTMB.

4.1. AKTMBaLmMAa NULEH3NN

UT00bI MCNO/Ib30BaTh BCE q)yHKLU/II/I N KOMMNOHEHTbI NpOorpaMmbl, HeO6XO,£I|I/IMO aAKTUBMNPOBATb
JINUEH3UNIO. AKTI/IBaLl,MFI JINLEH3NN BO3MO>XHa npn noMoLu:

e CEPUNHOIO HOMEPa,
e K/IOYEBOro darina.

T LenTp BezonacHocTn > VIHCTpymenTl > MeHegkep AMLEHINIA - O X

« MeHeaxep NULLEHZMIA IR AN

@ AKTMBaLMA NWLEH3UN

BeeawTe cepuiAHBIA HOMED MAKM YKEXWTE AeACTEYHOILLMA KIHoJesoR dalin. @

| CepuilHbIA HoMep H Kniouepoii daiin

PucyHok 5. AKTBaLma nuueHsumn

PyKOBO,CLCTBO nosab3oBaTenda
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Monb3osatenn Windows XP MOryT akiMBMpOBaTh NNLLEH3MIO TOIbKO NMPW MOMOLLM KIHOUYEBOTO
davina.

| Ecnv Bbl yxe saBasnnce nonb3oBatenem Dr.Web, To Bbl cMoXeTe mpoanvtb gerictBue
{3 NpUOBpPEeTeHHON NNLEH3NM.

Mpw aktnBaumm npogykta Dr.Web Security Space Bbl MoXeTe yka3aTb NULEH3NUKO NPOAYKTa
Dr.Web Antuumpyc ans Windows. Mockonbky Dr.Web Antuumpyc ana Windows npegnaraet
no/b30BaTeNsiM MeHbLUe BO3MOXHocTel, Yem Dr.Web Security Space, cnegytoume
KOMMOHEHTbI 1 MHCTPYMEHTbI paboTaTb He ByayT:

o SplDer Gate;

e AHTUCNAM;

e bnokvpoBska Be6-kamep 1 MUKPOPOHOB;

e bloKMpoBKa yCTPOWCTB;

o 3aLL|,|/ITa OT NOTEPWU AaHHbIX;

Poavtenbckuii KOHTPOIb;

e AHTMBUpPYCHaA CeTb.

AxktnBauymnsa amuyeHsmm Ha Windows XP

Monb3osatenn Windows XP MOryT akTMBMpOBaTh NNLLEH3MIO TOJIbKO NMPW MOMOLLM KIHOUYEBOTO
davina. Ecam knroueBoro danna HeT, HO eCTb CEPUHBIM HOMEP, ero Heob6xoaNMOo
3aperncTpupoBaTh Ha caiite komnaHum «/loktop Be6» . Mocne 3aBepLueHns npoLiecca
pervcTpaumm Bam byaeT npesocTaB/ieHa CCblka 418 CKauMBaHUA katoyeBoro daina.
Ncnonb3yrTte 3TOT K1tOUeBOW danin ANa akTMBaALMUN TULEH3UN BO BPEMSA YCTaHOBKM UM B
noboe Bpemsa paboTbl NpoaykTa npy nomoLm Mactepa perncrpaumm, KOTOpbi BXOAUT B
coctaB MeHeaxxepa NULLEH3UN:

1. B mento Dr.Web % suibepute nyHkT Jiuuensua. OTkpoeTcs okHo MeHeaxepa
ANLEH3UR. Haxkmute KHOMKy AKTUBUPOBATh.

2. B oTkpbiBLIEMCA OKHE HaXXMuTe KHOMKy O630p, UToObI yKa3aTb MyTb K KIHOUEBOMY
danny.
3. Haxmute kHonky OK, utobbl 3aKpbITb OKHO M BEPHYTLCA K MeHeaKepy INLEH3NIA.

f I : Mpo6Has Bepcus He MOXeT BbiTb aKTMBMPOBaHa ¥ ucnosib3oBaHa Ha Windows XP.

nOBTOpHaSI aKTuBauus

MoBTOpHaA akTMBaLMA NNLIEH3UN MOXET NOTpeboBaTbCA B C/lyyae yTpaTbl KntoueBoro danna.

PyKOBO,CLCTBO nosab3oBaTenda
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i’l'i B cnyvae NoBTOpHOM aKTMBaLWMM NULEH3UM (B TOM YMcae NPOOHONM BEpCUM) BbIAAETCA TOT Xe
KNtoUeBOM palin, KOTOpbIi 6bln BblAaH paHee, NPW yCI0BUM, YTO CPOK ero AencTBua He
ncTek.

Mpw nepeyctaHOBKE NPOAYKTa UV €CAWN NNLLEH3UA NpeAocTaBaseT NPaBo YCTaHOBKM
NPOoAYyKTa Ha HEeCKOJ/IbKO KOMMbIOTEPOB, MOBTOPHAsA akTMBaLMA CEPUMHOIO HOMepa He
TpebyerTcs.

MonyunTb AMLEH3NOHHBIW KItoUeBON darin yepe3s MeHeaxep NMLIEH3NN MOXHO
OrpaHMyYeHHOE KOIMYeCTBO pa3. Ecamn 3To uMcio npeBbILleHO, TO KoUYeBOM daiin MOXKHO
NoAy4YnTh, MOATBEPAMB PErMCTPALNIO CBOErO CEPUMHOrO HOMepa Ha canTte

https://products.drweb.com/register/. KntoueBon davin 6yaer BoicnaH Ha agpec 3N1eKTPOHHOM

MoYTbl, KOTOPbIV OblN YKa3aH Npw NepBOW perncrpauunm.

4.1.1. AKTUBaL A NpU MOMOLLN CEPUNHOIO HomMmepa

Ecan Yy BacC €CTb CepI/IIZHbII‘/JI HOMEP, Bbl MOXXeTE!

e aKTMBMPOBATb JNLEH3MIO B Nt060e Bpems paboTbl NpoaykTa npu nomoum MeHeaxepa
NVILEH3WIA

1. B mento Dr.Web ¥ sribepute nyHkT Jinuensuna. OTkpoeTcs okHo MeHeaxepa
NnueH3nin. Haxxmute kHonky AKTMBUpPOBaTb.

2. Otkpoetca okHO AkTMBaLMK nLeH3nn. HaxxmuTe kHonky CepuiiHblii Homep.

WF Llentp Besonacnoctn » WHcrpymenTen > Menegwxep nuuenzuii — O X

« MeHeaxep NULLEH3WIA & 0 L

2 AkTMBauUMA AVLEH3UK

BeeauTe cepuiHBIA HOMED WAKM YKaXWTE AERCTEYIOLLWA KIKUEEOR daiin. @

CepWiHEIA HOMep Knroueeon dain

PucyHok 6. [locTyn K OKHy BBOZia CEpUMHOro Homepa

3. B HOBOM OKHe BBeAWTE CEPUHBIN HOMEP U HaxkMmunTe AKTUBUPOBaTb.

PyKOBO,CLCTBO nosab3oBaTenda
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WF Llentp Besonacnoctn » WHcrpymenTen > Menegwxep nuuenzuii

« MeHeaxxep NULLEH2MIA

2 Axktusi x
BBeaute cepunHbii HOMep

BeeauTe cepuiiy
Beeawnte cepuiHbIA HOMeEP:
CepWiHLIA K

YTo Takoe cepuiiHeIA Homep? @

OTMEHWTE @

PucyHok 7. AKTMBaLMa Npy NOMoOLL M CEPUIHOTO Homepa

4. OtkpoeTcs CTpaHuua carita komnaHum «loktop Be6», Ha KOTOPOWN HY>XHO BBECTU CBOWU
pervcrpaumoHHble aaHHble. Cneayite MHCTPYKLUMAM Ha canTe 411 3aBepLUEHNS
pervcrpaymm.

| Mpwn AAUTENBHOM OXWAAHWMN OKHO aKTMBaLMM aBTOMaTUYECKN 3aKPOETCS C BblBEAEHUEM
coobuieHns 06 owmnbke.

He 3aKprBaVITe OKHO aKTuBaUuun A0 3aBepLUEeHWA perncTtpaunmn cep|/||7|Horo HOMeEpa.
Ecan no kakor-nm6o npunynHe OKHO Obl10 3aKpbITO, JIMUEH3NKO MO>XHO 6yAET

aAKTBMPOBATb TOJIbKO C NMOMOLLbH KNHOYEBOrO gpa|7u1a.

5. Ha yka3aHHbI BaMU 31eKTPOHHbIW agpec byaeT oTnpaBaeHa cCbijika ANA perncrpaumnm
cepuriHoro Homepa. NepenanTte No HewW, YTOObI 3aBEPLUNTL aKTUBALMIO INLLEH3NN.

6. Mpu ycnewHoW aKkTMBaL MM B OKHe NpOorpamMmMbl NOSBUTCA NogpobHas nHGopmMaLums o
anueHsnn. Haxxmumte kHonky OK, uto6bl 3aKpbiTb OKHO 1 BEpPHYTbCA K MeHeaxepy
JNIVILEH3U.

Ecnv akTvBauma aMLeH31mM 3aBepLumMaach HeyaauHo, BbiIBOAMTCA coobueHre o6 ownbke.
MpoBepbTe NOAKIOYEHME K UHTEPHETY N HaXXMuTe KHomnky MoBTopuUTs.

e 3aperncTpupoBaTh CEPUIiHbIA HOMEP Ha caiiTe koMmnaHun «/loktop Beb» & v nonyunTts
KntoueBou $aisl, C NOMOLLBI KOTOPOrO Bbl CMOXETE aKTUPOBATh JINLEH3UHO.

PyKOBO,CLCTBO nosab3oBaTenda
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4.1.2. AKTUBaLMa Npu NoMoLmM Karouvesoro ¢gamna

Ecan Yy Bac eCTb KJtOUEeBOM q>a|71n, Bbl MOXeTe aKTUBNPOBATb JIMLUEH3NHO!

* BO BpeMsA yCTaHOBKM MNpoayKTa Npu nomMoLly Mactepa perncrpauuu:

1. 3anycTuTe ycTaHOBKY NpoaykTa. Ha 5 ware yctaHOBKM BblbepuTe NyHKT YKa3aTb NyTb K
AeucTByroWemy KitoueBomy dpanny. Haxxmunte YcTaHOBUTD.

% DrWeb Security Space — >

Pycckmid  w

MacTtep perncrpaumm

Lna ncnonszoeaHma ecex eozmoxHocTel DrWeb Security Space Tpefyetca avueHzmna,

Mony4uTe NMUEHIMKD NO34HEes

® YiazaTe NyTe K AACTEYHOLLEMY KAKIUEEOMY Gainy

C\Program Files\DriWeb\drweb.key OB6zop...

Bragenew;

Hata aktmeaumk:  2022-10-26 (12:08) UTC

fata okondanwa: 2023-10-28 (12:08) UTC

Tun AKMULEHZMK: Dr.Web Security Space ana Windows

| I

PucyHok 8. YcraHoBka. Macrep perucrpauuv
2. [pogoskuTe ycTaHOBKY MPOAYKTa, ciedya MHCTPYKUMAM MacTtepa ycTaHOBKM.
e B it060e BpeMa paboTbl NpoaykTa Npu nomMoLm MeHegykepa ANLEH3NIA:

1. B meHto DrWeb % BbibepunTe NyHKT JIueHsua. OtkpoeTca okHO MeHeaxepa
ANUEH3MA. HaxkmunTe KHOMNKy AKTUBUPOBaTb.

2. Otkpoetcs okHO AKTMBaLUMKN anueH3nn. Haxxmute kHonky KnroueBoun ¢pawnn.

39

PyKOBO,CLCTBO nosab3oBaTenda



A7

-
¢

g
),
A

NuueHsupoBaHne

R LlenTp BezonacHocTy > WHcTpymenTel > MeHempkep nuueHzwii

« MeHeaxep NMLEH3MIA

2 AKTMBaLMA NULLEH3UM

BeeawTe cepWidHBIN HOMED MAW YKaXWTe AeACTEVIOWMWA Kikoveeor dalin, @

‘ CepWidHbIH HOMep Knroueeoii daiin

& & L

PucyHok 9. [locTyn K OKHy BBOAa KatoueBoro ¢aina

3. B OTKpbIBLUEMCA OKHE HaxXMuTe KHOMKy O630p, UTo6bl ykasaTb NyTb K KNHOUEBOMY

danny.

T LenTp BesonacHocTu » MHcTpymente > Menegpkep nuuensuii

« MeHeaxep NMUEH3HIA

g

KnroueBoi dainn

YiaxuTe nyTe K gefcTEyOWeMy Kiodesomy dainy

Y10 Takoe KNKYeEon dann? @

MpogykT:
CepuiiHbIA HoMep:
Bnagenewu:

[ata akTMeaumm;
[ata okoHYaHWA:
Ocranocs:

OTMEHNTE

PucyHok 10. AKTuBaLuAa npy NoMoLLu KiroueBoro ¢gamnna

4. HaxmuTte kHonky OK, utobbl 3aKpbITb OKHO U BEPHYTLCA K MeHeaykepy NNLIeH3NN.

PyKOBO,ELCTBO nosab3oBaTenda
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4.2. MpopaneHne nnueH3NMn

Bbl MOXeTe MpoAinTb TEKYLLYH JVLIEH3MIO C MOMOLLBIO MacTepa npoa/ieHnin Ha calite
KoMmnaHumn «/1oktop Beb» .

UT06b1 NPOANUTL TEKYLLYIO INLLEH3UIO NPy Nomol MeHemkepa nLeH3ui

1. OTkpoiite MeHio DrWeb % n Boi6epute nyHKT JMLeHsua.

2. B okHe MeHeaxepa anueH3ni Haxmumte kHonky Kynurbe. OTkpoeTcs cTpaHuua canta
komnaHun «[Joktop Beb», Ha KOTOpOW Bbl MOXeTe OPOPMUTb NPOAJIEHME AENCTBUSA
NVILEH3UW.

Dr.Web nopaep>xrnBaet o6HOBAEHWE Ha NIETY, MPU KOTOPOM He TpebyeTcs nepeycraHaBanBaTb
Dr.Web nan npepbiBath ero paboty. Yto6bl 06HOBUTL NMLLEH3MIO Ha Ucnoab3oBaHne Dr.Web,
BaM HeOOXOAMMO aKTUBMPOBATb HOBYHO INLLEH3UIO.

| Mpy ANUTENBHOM OXWAAHUM OKHO aKTMBaLMM aBTOMATUUYECKN 3aKPOETCS C BbiBEAEHMEM
cooblleHrs 06 olmnbke.

He 3aKprBaI‘/JITe OKHO aKTnBauun A0 3aBepLUEeHNA NpoaneHnA. Ecav no kakon-nmbo npunynHe
OKHO 6bI10 3aKpbITO, JIMUEH3NHO MO>HO 6y,qu aKTMBMPOBATb TOJIbKO C MOMOLbHO

kntoyeBoro dainna.

Ecav npoaseHne anueH3nm 3aBepLUNIOCh HeYAauHO, BbIBOAMTCA cOOobLeHMe 06 owmnbke.
MpoBepbTe NOAKNOUEHME K MHTEPHETY U HaXXMuTe KHonky MoBTopUTh.

UT06b1 aKTUBMPOBaTb JINLLEH3UIO

1. OTKpoiiTe OkHO MeHezaxepa NMLEH3MiA, BbiGpaB NyHKT JineHsus B MeHto Dr.Web .
Haxxmute kHOMky AKTUBUMpPOBAaTb.

2. B oTkpbiBLIEMCS OKHE HaxxMmuTe KHoMKy CepuiHbin Homep vav KnroueBon ¢ainin. Beegute
CEepPUIMHBIM HOMEpP AN yKaxunTe NyTb K katoveBoMy darny. MNonbzosatenn Windows XP
MOTYT aKTMBUPOBAaTb NINLIEH3UO TOILKO MPW MOMOLLM KatoyeBoro daina.

|_|O,£l|p06HbIe NHCTPYKUUWN NO akKTnBaUnMn NNLLEH3NWN AOCTYMNMHbI B pa3aenax AKTI/IBaI=I'I/IF| npu
NOoOMOLLN CepMmHOFO HOMEPa n AKTMBaLMSA NPU NOMOLLX KNtOYeBOro danna.

Ecnv cpok aencTBus AnueH3nm, KOTOpPYHo Bbl XOTUTE MPOAANTDL, 3akoHuuaca, Dr\Web HauHeT
MCNO/Ib30BaTb HOBYHO INLLEH3MIO.

Ecan CpOK Ael\/'ICTBI/IFI JINLUEH3NN, KOTOPYHO Bbl XOTUTE NPOANNTDL, €LLE HE 3aKOHYMNACA, TO
KOJIMYECTBO OCTaBLUMNXCA AHeVI 6yp,eT aBTOMaTn4eckn /.'l,O6aBJ'IeHO K HOBOW JINUEH3NN. I'Ipm
3TOM CTapaa NMnLeH3nA 6yp,eT 3a6J'IOKI/IpOBaHa, M BaM NpunaeT COOTBETCTBYHOLLEE YyBEAOMIEHNE
Ha ajpec BJ'IeKTpOHHOl\;I MouThl, KOTOprIZ Bbl YKa3blBaJin NMPpU perncrtpaunn. PeKOMeHAyeTCFl

TakKe YAaJUTh CTapYH JIULEH3MIO MPY NOMOLM MeHeaxepa NLEeH3NIA.

PyKOBO,CLCTBO nosab3oBaTenda
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Ecav y Bac octanncb BONpockl MO NPOANEHUIO NLLEH3MMN, O3HAKOMbTECh CO CMUCKOM
Hanbonee uactbix Bonpocos & Ha caiite koMnaHuy «Joktop Be6».

Bo3mokHble BOMPOCbI

Mocne npoaneHnAa AULLEH3UN A NOJIYyUYU/I MTUCbMO, UTO MOM KtoueBoW ¢aiin byaer
3abnokupoBaH uepes 30 gHen.

Ecnn cpok aencTBus ANMLEH3MM, KOTOPYHO Bbl MPOAJIUAMN, ELLE HE 3aKOHUNACS, TO KOIMYECTBO
OCTaBLUMXCA AHEN aBTOMaTUYeCKM J06aBASeTCA K HOBOW AnLeH3uun. MNpu 3TOM AnLEeH3uns, Ha
OCHOBE KOTOpPOW bbIN0 caenaHo npoanerHune, 6iokmpyetca. Mpn ncnonb3oBaHUM
3a6/10kMPOBaHHOM ANLEH3UM KOMNOHeHTbl Dr.\Web He paboTtatot, n He npoucxoanTt
obHoBNEHNME.

PekoMeHayeTCa yaannTb CTapyro NMLEH3UIO 13 npogykTa. [ina storo:

1. B pexxume agmuHuctpatopa B MeHio Dr.Web # sribepute nyHkT inuensua. OtkpoeTcs
OKHO MeHegyepa NNLEH3NN.

2. Haxxmute kHonky MoapobHee, npu 3Tom oTkpoeTca okHO CBefeHUA O ANLEH3NN.

3. B BbimagatoLem cnuncke BbibepuTe NMLIEH3NIO, HA OCHOBE KOTOPOW Bbl10 caenaHo

npogneHune, 1 HaXXKMMUTe KHOMKY .

4.3. KnroueBou pann

MpaBa nonb3oBaTtens Ha ncnonbzoaHve DrWeb xpaHaTcs B cneymanbHom daline,
Ha3blBaeMOM k/1ro4esbiM gatiiom. Mpu nonyyeHnn KitoueBoro darina B KoMnaekre
ANCTPMOYTMBa NPOAyKTa YCTaHOBKa K/ItoUeBOro darina Npon3BoAMTCS aBTOMATUYECKU U
HUKaKNX JOMONHUTENbHbIX AEACTBUI He TpebyerT.

KntoueBon daiin nmeet paclumpeHmne . key U COAEPXMUT CeaytoLLyto MHOOPMaLUIO:

® NepeyeHb KOMMOHEHTOB, KOTOPbIE pa3peweHOo NCnob30BaTb JaHHOMY MOJIb30BaTEHO;
® NMepunos, B TeHeHe KOTOPOro pa3peweHo NCnoJib30BaHUE aHTUBUPYCa,
® Haanuyme nanm oTcyTcTtemne TEXHNYECKOWN noanePXKK;

e pyrve orpaHuyeHms (B YaCTHOCTU, KONNYECTBO KOMMbHOTEPOB, HAa KOTOPbIX pa3peLleHo
MCNOAb30BaTb aHTUBUPYC).

| Mpw paboTe Nporpammbl K1HOUYEBOM Gaii No YMONUYAHWIO AOMXKEH HAXOAWUTHCA B Marke
yctaHoBkn Dr.Web. MporpamMmMa perynsipHo NpoBepseT Hauumne U KOPPEKTHOCTb
KntoueBoro daina. Bo nsbexaHve nopum knroUa He MoAMGULMPYITEe KItoUeBOW dai.

Mpw OTCYTCTBUM AENCTBUTENILHOTO KAHOUEBOTrO daiina akTMBHOCTb BCeX KOMMoHeHToB Dr.Web
6n0KkMpyeTcs.

PyKOBO,CLCTBO nosab3oBaTenda
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KntoueBown dpann Dr.Web sBnsetcs aercTBUTENbHBIM NPY O4HOBPEMEHHOM BbIMOJIHEH WM
CNeAyroLLmMX YCOBWIA:

® CPOK AGVICTBMH JNUEH3NN HE NCTEK;

® LI€/IOCTHOCTb K/IKOYa HE HapyLlleHa.

Mpw HapyweHun 106Oro 13 yCIoBUiA kKntoueBor Gaina CTaHOBUTCA HEAEUNCTBUTENbHbBIM, MPU
3ToM Dr.Web nepectaet o6e3BpexnBaTh BpeOHOCHbIE MPOrpamMMbl U MPOMYyCcKaeT MOYTOBbIe
coobueHns 6e3 NpoBepKu.

Ecav npu yctaHoBke Dr.Web Bbl He yka3zanun nyTb K karoueBoMy $ansy, UCNoib3yeTcs
BpeMeHHbIM kntoueBou dan. Takon kntoueBor dann obecrneunBaeT NOSHYHO
dYHKLMOHaNBLHOCTL KOMMOHEHTOB Nporpammsl DrWeb. OaHako B MeHto DrWeb 3 6yaet
oTCyTCTBOBaTb NYHKT O6HOBAEeHMe. O6HOBNEHMA He ByAyT 3arpy>aTbca A0 Tex nop, Noka Bbl
He aKTMBUpYeTe NNLIEH3NI0 UK NMPOBHYH0 BEPCMIO MO0 € MomoLpto MeHeaxepa NMLLEeH3NR
He yKaxkeTe NyTb K AeNCTBUTEIbHOMY K/toUeBOMY daliny.

PekomeHAyeTCs COXpaHATb KntoueBou Gal 4O UCTEUEHUSA CpoKa AEUCTBUSA NULLEH3UN UK
npobHou Bepcmu.

ilf KntoueBoi dalin, NonyueHHbIV A1 akTMBaLum NPO6HON BepCuy, MOXET UCMOJIb30BaThbCs
TOJIbKO Ha TOM KOMMbIOTEPE, HAa KOTOPOM Bbl MPOXOAUAN PETUCTPALIMIO.

PyKOBO,ELCTBO nosab3oBaTenda
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5. MeHro nporpamMmmbli

MNocne yctaHoBkM nporpammbl Dr.Web B o6nactb yBegomneHmin Windows gobaensetcs
3Hauok ¥, KOTOpbI TakKe OTPaXKaeT COCTOAHVE NPOrpaMmMbl. YTobbl OTKPbITE MeHto Dr.Web,
HaXkMuTe 3HauoK W, Ecm nporpamma He 3anyuleHa, B MeHto Myck packporite rpynny Dr.Web
1 BbibepuTe NyHKT LleHTp 6e30nacHoCTM.

B meHto Dr.\Web % Bbi MmoxeTe yBUAETb CTaTyC 3aLMThl, @ TakKe NOoJYyUnTb AOCTYN K
OCHOBHbIM CPeACTBaM ynpaBAeHNsA 1 HaCTPOWKam NporpamMmbi.

| [ns poctyna K napamMeTpam KOMMOHEHTOB M A/ nepexosa K oHnavH-cepsucy Moti Dr.Web
: Heob6X0AMMO BBECTU NapoJib, €CAN B HACTPOWKAX Bbl BKAKOUMAN ONUMIO 3alyuuiatb
HacTpoiikn Dr.Web naponem.

Ecnv Bbl 3a6bIM Napoab K HaCcTpOlikaM NpoAyKTa, obpaTtutecs B
CNYXKOY TEXHUYECKOW MO AAE PXKKM .

Mow Dr.Web A

@ KomneroTep He 2alumiieH

Y-
—uu- LleHTp BezonacHocTK

H@" NueHzng ocTancce 117 aHed

) Obkoenenne

@ Moanepxka

® OrpaH1ueHne BpeMeHn

CamozalmTa ® ]

PucyHok 11. MeHio nporpammbi

MyHKTbI MeHIO NporpaMmbl

Mo Dr.Web. OTtkpbiBaeT Bally NepCcoHabHYH CTPaHMLY Ha caiTe kKomnaHum «/loktop Beb».
Ha gaHHOW cTpaHuULe Bbl CMOXKeETe NoNYyYnTb MHGOPMALMIO 06 MMEROLLIMXCA NLLEH3MAX (CPOK
AEeNCTBUA, CEPUNHBINA HOMEP), MPOANUTL CPOK AENCTBUSA NNLLEH3MM, 3a4aTb BONPOC cayxbe
TEXHNYECKOW MOAAEPXKKM U MHOTOE Apyroe.

PyKOBO,CLCTBO nosab3oBaTenda
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Cratyc 3awWuTbl KOMNblOTEpa. [1py Bcex paboTaroLmx KOMMOHEHTax NporpamMMsl
oTobpaxaetcs ctaTyc Komnbrotep 3awmweH. Mpu oTKNHOUYEHUN OJHOTO UAN HECKONbKUX
KOMMOHEHTOB 3aLLMTbl CTaTyC MeHseTcs Ha KomnbroTep He 3aLyuLLeH.

L',eHTp 6e30nacHoCTM. OTKprBaeT OKHO C 4OCTYrNnOM K OCHOBHbIM HaCTpOl‘/’IKaM, napamMeTpam
KOMMNOHEHTOB 3alliATbl, B TOM 4YMCie KOMMOHEHTY PO,CI,I/ITG}]bCKI/IIZ KOHTPO/b, N NCKNHOYEHNAM.

Nuuensna. MIHpopmaumsa o KoanyecTse AHeN, OCTaBLUMXCA 4O OKOHYaHUS AeNCTBUSA
nnueHsnn. OTkpbiBaeT MeHeaxep NULLEH3NN.

O6HoBAeHue. VIHdopMaums 06 akTyanbHOCTU BUPYCHbIX 6a3 1 BpeMeHW NOCAefHEro
06HOBNEHMSA. 3anyckaeT OOHOB/EHNE KOMMOHEHTOB MPOrpamMMbl Y BUPYCHbIX 6a3.

MNoppeprkka. OTKpbIBaET OKHO MOAAEPKKY.

OrpaHuueHne BpeMeHM (MosABAAETCA MNP BKIKOUYEHHOW OMUUN OrpaHUYEeHNs BpeMeEHU
paboTbl 3a KOMMbIOTEPOM U B MHTEPHETE KOMMOHeHTa PoanTenbCckmnii KOHTPOAb). KpaTkas
nHdopmauma o6 orpaHnyeHmsx paboTbl 3a KOMMBKOTEPOM U B MHTEPHETE, a Takxke O
AINTENBHOCTM NepepbiBa NPU MHTEPBaNbHOM OrPaHNYEHUN.

Camo3sawumra (noasasetca npu otkitoveHnm Camo3awmToel). C NOMOLLBIO MepekroyaTtena Bbl
MO>eTe CHOBa BK/IOUMTb Camo3alumTy.

KHonka JleHTa yBepgomaeHuin ' § OtkpbiBaeT OkHO JleHTa yBeAOMAEHUN.

Bo3MO)KHbIe COCTOAHUA NpPOorpaMmmbl

3Hayok Dr.Web oTtpacaeT Tekyllee cOCTOAHME NPOrpamMMbl:

3Hauok Dr.Web

W

OnucaHue

Bce KOMMOHeHTbI, HEO6XOAMMbIE ANA 3aLLUTbl KOMMbIOTEPA, 3anyLLieHbl 1 paboTatoT
npaBWIbHO.

CaMO3aLLI,VITa nnu xoTa bl O4WNH N3 KOMMOHEHTOB OTKNHOYEHDI nbo BUPYCHblIE 6a3bl
yCtapenwu, 4to ocnabaser 3alunTy aHTMBMpPYCa U KOMMNbrOTEPA. Bxarouunte
CaMO3aLLI,VITy WA OTK/TFOYEHHBIA KOMTMOHEHT.

OxxugaeTcs 3amnyck KOMNOHEHTOB MOC/e CTapTa ONepPaUMOHHON CUCTEMBI, AOXANUTECH
3anycka KOMMOHEHTOB NMporpamMmMbl; IMH6O B MpoLecce 3amycka O4HOTO U3 KIHOYEBbIX
koMnoHeHToB Dr.Web Bo3HMKNa OLInGKa, KOMMBIOTEP HAXOAUTCSA MOZ Yrpo30ii
3apakeHus. [poBepbTe HaANUMe JENCTBUTENBLHOTO KAtOUeBOro daina u npu
HEOHXOAMMOCTIN YCTaHOBUTE €ro.

B zaHHbI MOMeHT CkaHep NMPOBOAWT NPOBEPKY.

PyKOBO,ELCTBO nosab3oBaTenda
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6. LleHTp 6e€30nacHoCTN

OkHo LleHTp 6e30nacHOCTU MpeAoCTaBAsEeT JOCTYN KO BCEM KOMMOHEHTaM, MHCTPYMEHTaM,
CTaTUCTMKE M HacTpoMKaM Nporpammsl.

Yr1o6bI Nepentn Kk okHy LleHTp 6e3onacHocTm

1. OTkpoiite MeHio DrWeb .

2. BbibepuTte nyHkT LheHTp 6e30nacHoCcTL.

YT106b1 NepeiiTn K okHy LleHTp 6e30nacHocTu us meHto Myck

1. B meHro Myck packponTe rpynny Dr.Web.

2. Haxmute LieHTp 6e30nacHOCTM.

W Lentp BesonacHocTn - O X

LleuTp 6esonactoctn  Cratuctuka AN

@ Dr.Web: KomnbsroTtep 2awuueH

dainbl 1 ceTb lNpeBeHTMBHag 2awmTa

T
g Mpoeepka GalnoBOR cUCTEMEI M 2aLUKMTa KoHTpoAL aKTMEHOCTH CTOPOHHMK
OT CETEBLIX YTPOo3 MPUAOXKEHKHA

YcTpoiicTBa 1 AMYHbIE AaHHbIE

Poavtenncknii koHTponb
@ Hoctyn K yeTpoicTeam, 2awmTa ainoe

KCIHTpCIJ'Ih A0CTyna nofb30BaTENEd K

=y

W Nanok KOMMBIOTEPY, MHTepHETY, dainam 1 nankam
WHcTpymeHTbI oo Wcknrovenunsa
A MeHe,ﬂ,)KEp KapaHTWHa KW 4y The D. WckaroueHna 1z NPOEEPKK KOMMOHEHTaMKM
WHCTPYMEHTEI YNPaBneHWA 3AULATEI
A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA @

PucyHok 12. OkHo LieHTp 6e3onacHocTH

Fpynnbl HacTpoek
I3 0CHOBHOTO OKHa NpPefoCTaBAAETCA AOCTYN K CAEAYHOLWNM rpynnamM HacTpoek:

e OcHoBHas Bki1aaka LieHTp 6e30nacHOCTU — 0CTYN KO BCEM KOMMOHEHTaM 3aLLnTbl 1
NHCTPYMEHTaM:

o Qansibl U CeTh;

o rlpeBeHTI/IBHaf-I 3allNTa,

PyKOBO,CLCTBO nosab3oBaTenda
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LLeHTp 6e30macHocTn

o yCTpOVICTBa N JINYHbIE JAHHDbIE,;
o POAVITefIbCKI/II‘;I KOHTPOAb,;

o IHCTPYMEHTbL;
e WckaroyeHus;

° BKJ'IaAKa Cratnuctnka — CTaTUCTUKA MO OCHOBHbIM COObITUAM pa6OTbI nporpamMmmebl,;
e KHonka {é} B BerHem 4acCT OKHa — A0CTyn K HaCTpOVIKaM nporpamMmbl;

e Kronka ¢ B BEPXHEW YacTn OKHa — AOCTyn K okHY Moaaepikka, rae Bbl MoXxeTe cobpaTb

OTYET And Cﬂy)K6bI TeXHWUYEeCKOWN noAAePXKN M NPOCMOTPETb |/|Hc|)opmau,|/|+o O BepCcumn
npoaykta n gate nocneaHero 06HOB/NIEHNA KOMMOHEHTOB " BUPYCHbIX 633;

e KHomka £\ B BepxHeit yacTv okHa — AOCTYN K OKHy JleHTa yBe,OMAEHWIA, Te Bbl MOXeTe
MOCMOTpPETb BaXHble YBeAJOMAEHMA O COBbITMAX paboTbl MporpaMmbl.

Pexxum agmunHucrTpatopa

Ana ynpaBneHns BCceMu rpynnamm HacTpoek Heobxoammo nepekntounts Dr.Web B pexxim
[l o
aZAMUHUNCTPATOPa, HaXaB Ha 3aMOK B HM>XKHeW yacTn okHa. Korga Dr.\Web paboTtaet B

pexunmMe agMUHUCTPATOPa, 3aMOK «OTKPbIT» 'ta,

B nt06oM pexxrme ecTb MOJIHbIA JOCTYN K rpynne HacTpoek MHcTpymeHTbl. Takke, He
nepekntoyvas Dr\Web B pexvm agmMuHMUCTpaToOpa, Bbl MOXETE BKAKOUUTL 110601 13
KOMMOHEHTOB 3aLUMTbl 1 3anycTnTb CkaHep. BblkitoueHne KOMNOHEHTOB 3alLUMThbl, yrpaBaeHne
napameTpamMu KOMMOHEHTOB N M3MEHEHME HAaCTPOEK NPOrpaMMbl BO3MOXHbI TOJbKO B
pexvMe agMUHUCTpaTopa.

CraTycbl 3al4UTbI

B BepxHen yacTM OKHa OToHpaXkaeTcs CTaTyC 3alUMLLEHHOCTU CUCTEMBI.
e KomnbloTep 3awmieH — BCe KOMMOHEHTbI BKIKOUEHbI 1 paboTatot, Camo3alumTa
BKJIFOYUEHA, MLIeH3Us AencTByeT. OTOBpaXkaeTcs 3e/eHbIM LiBETOM.

e KomnbloTep He 3awmieH — oTobpakaeTcs, eCam Kakon-1mbo U3 KOMMNOHEHTOB 3aLUMThI
oTkItoueH. OTobpaxkaeTcs KpacHbIM LIBETOM. MAnTKa OTKIHOUEHHOTO KOMMOHEHTA TakxKe
Bble/eHa KPacCHbIM.

¢ JIneH3uA UcTeKaeT — HauMHaeT 0TobpaXkaTbCs 3a 7 AHEN 40 OKOHUAHWUA AeNCTBUA
nnueHsunn. OTobpakaeTcs XenTbiM LBeTOM. s NpoAneHns AnLeH3nmM HeobxoaMmo

nepentn B MeHezaxep AnLEH3NN.

PyKOBO,CLCTBO nosab3oBaTenda
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O6HoBNeHUe 6a3 1 NporpaMMHbIX Moaynei

7. O6HOBNeHMe 6a3 N NpOorpaMMHbIX MOoAYynen

Ansa obHapy>xeHnA BpeAOHOCHbIX 06BbekToB NpoaykTel Dr.Web ncnonb3yrot BupycHble 6a3bl, B
KOTOPbIX COAEPXMTCA MHPOPMaLMa 060 BCeX N3BECTHbIX BPEJOHOCHbIX MporpaMmax.
PerynapHoe obHoOBAeHMe MO3BOAsAET OOHapy>XMBaTb paHee Hen3BeCTHbIE BUPYCHI,
610kMpoBaTh NX PacNpPOCTPaHEHWE, a B pAje CNyvaeB N3/eurBaTb paHee Hensneunmble
3apakeHHble ¢pannbl. BupycHble 6a3bl cuMTatoTCA ycTapeBWUMM MO UCTeYeHUn 24 4acoB ¢
MOMEeHTa NOCNeHEero ycnewHoro obHosnaeHnaA. NNoMnMmMo BUPYCHbIX 6a3 06HOBAAIOTCA Takxke
nporpaMmMHbie moayan Dr.Web v cnpaska npogykTa.

Ans obHoBneHua Dr.Web HeobxoaMMO MMeTb AOCTYN K MHTEPHETY Anbo K 3epkany
O6HOB/IEHWNI (NO0KANbHOM MW CETEBOW Narnke), MO0 K aHTUBMPYCHOW CETH, B KOTOPOM XOTS
6bl Ha OAHOM M3 KOMMbIOTEPOB HACTPOEHO 3epkaso 06HOBAEHMI. HacTpoiika NCTOYHMKa
OBGHOBIEHUI N APYTMX NapaMeTpPOB NPON3BOANTCS B rpynne HacTpoek O6bwue —
O6HoBeHue. [TogpobHas MHCTPYKLMA MO HacTPOlike NapamMeTpoB O6HOBAEHUS NPOrpaMmbl

Dr.Web goctynHa B pa3gene Hactpovikv o6HoBAEHWA.

MpoBepka akTyaNbHOCTU O6HOB/IEHN

Y106bl NPOBEPUTH aKTyaNbHOCTb BUPYCHbLIX 6a3 U KOMMOHEHTOB, OTKpOITe MeHto Dr.Web W#.
B cnyuae akTyanbHOCTM OGHOBAEHWUI B MeHIO NYHKT O6HOBAEHUue OyaeT Bbife/ieH 3e1eHbIM
LBETOM:

Mow Dr.Web A

@ KomneroTep 2awwuuleH

-
o LleHTp BezonacHocTk

@ NueHzna ocTancce 517 aHed

) ObHoenenne
@ Mopnepxka

PucyHok 13. Mentio Dr.Web

Mpn HeobXoAMMOCTY OOHOBAEHMS B MEHIO NoABUTCA NYHKT Tpebyetrca o6HOBAEHMe,
BblZE/I€HHbIV KPAaCHbIM LBETOM:

PyKOBO,CLCTBO nosab3oBaTenda
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Mo Dr.Web A

@ KomneroTep 3awmuleH

Y-
S=5i LleHTp BezonacHocTK

@‘ HPINERERE ocTancce 516 aHei

{_-) Tpebyetch oBHoBABHKWE
@ Moanepxka

PucyHok 14. Heob6xoamnmocTb o6HOBNEHUA

3anyck npouecca o6HOB/IeHUS

Mpwn o6HoBNeHMK Dr.Web 3arpy3nt Bce o6HOBAEHHbIe Galifibl, COOTBETCTBYHOLLME BaLLeM
Bepcum Dr.Web, a Taioke HoByro Bepcuto Dr.\Web npu ee Haanumn.

| Mpy 06HOBEHUN UCMIONAHAEMbIX BaliNoB, ApaBepoB 1 6MBANOTEK MOXET NOTPeboBaThCs

A; nepesarpyska KoMrbtoTepa. B aTom ciyuae 6yzeT nokasaHO COOTBETCTBYOLLEE
npeaynpexaeHue. Bol MoxeTe 3aaaTh Ntoboe yao6HOe BpeMs nepesarpysku Anbo BbibpaTth
Bpems cneaytoLero HarnoMvHaHus.

UT06b1 3anycTUTL 06HOBAEHUA U3 MeHIo Dr.Web %

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT O6HOBAEHMe. B 3aBUCMOCTY OT
aKTya/lbHOCTU BMPYCHbIX 633 1 KOMMOHEHTOB LiBETOBAaA UHANKALMSA 3TOrO NMyHKTa MOXET
BapbWpOBaThCA.

2. Otkpoetca nHpopmaLma o6 akTyasbHOCTM OBGHOBNIEHWI, a TakKe AaTa NOCNeAHero
obHoBNeHNA. HaxkmuTe KHONKy OBHOBUTB, UTOObI 3aMyCTUTL NMPOLLECC OBOHOBNEHUS.

UT06b1 3anycTUTL O6HOB/IEHUA U3 KOMaHAHOW CTPOKMN
1. Mepengunte B nanky yctaHoBkn Dr.Web ($PROGRAMFILES%\Common Files\Doctor
Web\Updater).

2. 3anyctuTe drwupsrv.exe. CNMCOK NapamMeTpoB 3aMnycka Bbl MOXeTe HalTu B
NpunoxeHwnu A.

PyKOBO,CLCTBO nosab3oBaTenda
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OTuetbl M XXYPHaN CTaTUCTUKHU

Yr1o6bI NOCMOTpPETb UCTOPUIO 06HOBNEHUIA BO BK1agke CTaTUCTUKa

1. OTKpoiiTe MeHto Dr.Web .

2. Bbibepute nyHkT LheHTp 6e30nacHoCTM.
3. MNepenanTe BO Bknaaky CraTucruka.

4. Haxmute nantky Moapo6bHbIii oTuer.

OtueTbl 06HOBIEHUNS TakXKe 3anncbiBatoTCs B pan dwupdater.log B Nanke %
allusersprofile%$\Doctor Web\Logs\.

Kak HacTpouTb o6HOBIeHMe 6a3 U KOMMNOHEHTOB 6e3 AocTyna K UHTepHeTy?

Ecnn komnbroTep NOAKIIOYEH K JIOKaIbHOWN CEeTU, Bbl MOXeTe HacTpoUTb ObHOBAEHME
BMPYCHbIX 633 1 KOMMOHEHTOB C 3epKasia OOGHOBNEHWI, CO3JaHHOTO Ha APYroM KOMMblOTEPE
C ycTaHOB/eHHbIM NpoayktoM Dr.Web (Security Space, AHTMBMpYC ana Windows nau
AHTtnBumpyc ana cepsepos Windows). Komnbtotep, Ha KOTOPOM CO34aHO 3epKaso
06HOBIEHNI, AOMKEH ObITb MOAKNFOUEH K MHTepHeTy. Bepcuna npogykta AoKHa coBnajath.

NoapobHee 0 TOM, Kak HACTPOUTL 3epPKao OOHOBAEHUN

Bbl MOXeTe HacTpouTb 06HOBAEHME C 3epkasa O6HOBAEHUW ABYyMA cnocobamu:

Yr106bI HacTpOUTH NOsIlyYeHne 06HOBIEHUI NPU NOAKIHOUEHNUN K aHTUBMPYCHOMW CETU

1. Pa3spelwuTe yaaneHHoe ynpasaeHune npogyktom Dr.Web B pa3gene HacTtpoek
AHTUBUPYCHaA CeTb.

PyKOBO,CLCTBO nosab3oBaTenda
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% Llentp BezonackocTn > HacTpoiikn > AHTUENpPYCHAA CETh - O X

< Hasap AHTUBUMpPYCHaA ceTb

Bl mMoxeTe paspelunTs yAaneHHoe ynpaenedue npoaykton DrWeb Ha sawem
388 Obuwme KOMMBHITEPE € APYTUX KOMMEKITEPOE NOKANBHOA CETW, Ha KOTOPLIX TAKKE YCTAHOBMEH!
npoaykTel Dr\Web. C yaaneHHoro KoMnsKTepa CTEHET BOZMOXHO NMPOCMATPUEATE

CTATUCTUKY, BKAKOYATE W OTKAKOYATE KOMOOHEHTR], 8 TAKKe MIMEHATE WX HBCTpOﬁKH.
[l Yeegomnexwn

PazpewuTs yaaneHHoe ynpaeneHue

10 ObHoBAEHME @D B«

s CeTh [lnA yaaneHHoro ynpaeneHus aHTMEMPYCOM Ha AaHHOM KOMMLHITEPE MCNOAbL2YHTE
YKazaHHBIM kKod. Bel moxeTe B NHoBOKW MOMEHT M3MEHWTE 3TOT KO,

@ Camosawmta

& DrWeb Cloud

AHTMBUMpYCHaRA ceTh

Q) Ckanep

i
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 15. BkiroueHue ypaneHHoro aocryna

2. Mepenante B okHo Hactpoiiku — O6HOBEeHMe.

3. B nyHkTe UcTOUHUK 06HOBAEHUIA HaxkMuTe U3MeHUTb 1 B BbiNajaroLemM cnmcke
BbibepnTe AHTUBUPYCHasA CeTb.

T Lentp BesonacHocTn » Hactpoiikn > OBHOBNEHNE - O X
x
MNecTouHuk o6HOBAEHWIA
a5z OBwue _ _
YiaxuTe yaoBHEIR ANR EAC NCTOUHMK 0BHOBNEH WA
- Cepeepbl koMmnaHuu «JokTop Beb» (pekomeHayetca v
T s | peep «lloktop Beb» (p AyeTca)
Cepeepsl komMnaHum «JokTop Beb» (pekomeHayeTcn)
I NokansHaA MaW ceTeean narka

AHTMEMPYCHARA CeTh

& CeTb
@ CamosawmTa
<y DrWeb Cloud

LI AuTnempycHas
®

Q CkaHep

PucyHok 16. Bbi6bop ncrouHmka o6HoBeHUM

PyKOBOACTBO nosb30BaTena
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4. BblbepuTe HEOH6XOANMBIV KOMMbBIOTEP, C KOTOPOro 6yaeT Npon3BOANTLCA OOHOBAEHME
BUPYCHbIX 633 1 KOMMOHEHTOB MPOrpamMmbl.

5. Haxxmunte OK.

UTo6bI HACTPOUTHL NoNyyYeHVe 06HOBIEHUI U3 I0Ka/IbHOW WM ceTeBOW Nnanku

1. Mepengnte B okHo HacTpoiiku — O6HOBAEHME.

2. B nyHkte UcTouHMK 06HOBIeHUI HaxxMnTe UI3MeHUTb 1 B BbiNajatoLlemM Crmcke
BbibepuTe JlokasibHAA WK ceTeBas nanka.

ooo
ooo

Obuwmne

YeeaoMAeHWA

CeTb

Camo3awmTta

DrWeb Cloud

AHTHMBMpYCHA

CKaHep

% Lentp GezonacHoctw > Hactpolikn > O6HoENEHNE

MNcTouHuKk o6HOBAEHWA

YramuTe yaoBHLIA ANA BAC MCTOYHWK 0DHOBAEHWA

Cepeepbl koMmnaHuu «JokTop Beb» (pekomeHayerca)

Cepeepsl KomnaHum «JokTop Beb» (pekomeHayeTca)
NokansHan nav ceTeean nanka

AHTUEMPYCHAR CET

OTMEHWTL

PucyHok 17. Bbibop ncrouHmka o6HoBeHUA

3. B ctpoke MyTb K 3epKany 06HOBIEHUI yKaXKMTe Nanky, cogep>kaLuyto danabl CO34aHHOTO
3epkana obHoBAeHWI. [Ina 3TOro HaxmuTe KHoMnKy O630p 1 BbibepunTe HY>XXHYHO Nanky nuam
BBEAMTE NyTb BPY4YHyto B dopmate UNC.

4. Mpun HeobxoanMocTh ykaxuTe JloruH v Maponb K nanke, K KOTOPOW OCYLLECTBAAETCS
noakatoueHue. JIoruH — 370 MM$ MOb30BaTeNs YUETHOM 3aMNCKU Ha KOMMbIOTEPE, rAe
NexuT ceTeBas nanka. JTorvH Ao/keH BKAOYaTb Ha3BaHMe KOMMbIOTEPA B JIOKabHOW CETH
M NOJHbBIA NyTb K Nanke. Maposb — 3T0 Napo/ib 3TOM YYETHOWN 3anncu.

5. HaxmunTte OK.

PyKOBO,ELCTBO nosab3oBaTenda
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8. JleHTa yBepomaeHUA

B 3TOM OKkHe cobpaHbl BaxkHble YyBEAOMAEHMA O CObbITUAX paboTbl NpOrpamMmbl.
YBefoMeHMA B 3TOM pa3jene Ay6anpytoT HEKOTOPbIe U3 BCMbIBAOLLMX Ha IKpaHe
yBEeZAOMIEHNI.

UTo6bI NnepenTh K NeHTe yBeagomieHnn us MeHro nporpammabl

1. Otkpoiite MeHto DrWeb .

2. Haxmute kronky . Hag 3Haukom & oto6paskaetcs KoAMUECTBO COXPaHEHHbIX
yBeZAOMIEHUN.

3. OTKpoeTCca OKHO C yBEAOMJEHUAMMN O COBBLITUAX.

UTo6bI NnepenTn K NeHTe yBegomieHnn us LieHTpa 6e3onacHocTu

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B BepxHeW yacTv OKHa NporpaMmMbl HaxmuTe Q.

3. OTKpoeTca OKHO C yBEAOMIEHUAMMN O COBBbITUAX.

¥ Uentp GezonacHocTy > YeeqomneHNA —

€« Hazan &

L\ Nenta yBeaomnenuii

® BupycHile Bazbl ycTapenwu
Bez0nacHOCTE KOMMBKTEPA MOXET BbITe MO YrpoZ0iA.
MocneaHee cbHoeneHne: 28.04.2020 10:08

20.05.2020 0:47

A
[Bl Haxmute, ytobel 3anpeTuTs MIMEHEHMA

o P

~

-
(=)

PucyHok 18. OKHO N1eHTbl yBeAOMJIeHUN

PyKOBO,CLCTBO nosab3oBaTenda
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Cpok xpaHeHUs yBeAOMJIeHUIA

Cpok XxpaHeHUs yBeOMAEHNI cocTaBAaseT ABe Hegenn. MNpun ycTtpaHeHUn npobaem
YBELOMJIEHNS O HUX TakkKe yAanstoTcs.

Twvnbl yBegoMneHNN

@ ® @ Kputuueckne ysegomnenuns

e [lencTBytOLas AULEH3MS He HalgeHa.

JlvueHsuna
e Tekywias MueH3Vs 3a610kMpoBaHa.
Yrpossi e O6HapyxeHa yrposa.
e Tpebyetcs nepesarpyska 419 06e3BPEXMBAHMA Yrpo3.
e BupycHble 6a3bl ycTapenu.
3anper goctyna K e YCTPOWCTBO 3a6/10KMPOBAHO B COOTBETCTBMM C HACTPOMKAMMU.
obbekTaM v
yCTpolcTBaM

Ba)xHble yBeaoMAEeHUA

o CpOK AEI7ICTBI/I$| JIMLUEH3UN UCTeKaeT.

JlvueHsuna

e Tekyllas vUeH3Ms 3a610KMpOBaHa.
O6HoBneHue e TpebyeTcsa nepesarpyska, YToObl OOHOBAEHWSI BCTYNWIN B CUANY.
KomnoHeHTb! e VI3MeHeHVe MeToAa 3allnTbl OT NOTEPYU AaHHbIX.

@ ManoBa)kHble VIHqJOPMaU,VIOHHbIe yBeaoMieHnA

HoBas Bepcus e [locTynHa HOBas Bepcus MPoOJAyKTa.

HacTpoikn otrobpaxxeHus

HacTpoiikn otobpakeHns yBeJOMAEHWUI B IeHTe AyOANPYHOT HaCTPOWMKM BCMJIbIBaOLLMX
yBeOMAEHWI. ECIM Bbl XOTUTE U3MEHWUTb HAaCTPONKMN OTOBpPaXKeHMA Tak, UTobbI
onpeseneHHble yBeOMAEHMA He 0TOBpaxannchb B eHTe, B OkHe MapameTpbl yBegoMAeHUIA
Heo6XxoAMMO CHATb GaxkoK B cToNbLe IKpaH HanpPoOTUB HEOBXOAMMOrO MyHKTa (CM. pa3aen

Hactpolikv yBejoOMAEHWI).

PyKOBO,CLCTBO nosab3oBaTenda
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9. HacTpoviku nporpaMmmbi

Y106bI nepeﬁTM K "3MEeHeHUMI0 HaCcTpoekK nporpamMmmbli

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NpPOrpamMmMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaXXMUTe Ha 3aMOK .

B BepxHel yactv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOeTCs OKHO C HAaCTPOMKamMu NPOrpaMmbl.

il‘j Ecaun B 0611MX HaCTpoiiKax Bbl ycTaHOBMAM $aaxxok 3awminatb HacTpoiiku Dr.Web
naposem, Ana JOCTyrna K OCHOBHbIM HacTpolikaM Dr.Web 3anpaluviBaetca napob.
B aTtom pasaene:

e O6LLMe — 3alMTa HaCTPOEK NapoaeM, BbIGOP A3bika MPOrpamMmMebl, BbIOOp LBeTa TEMbI
nHTepdeica, a Takke MMMNOPT U SKCMOPT HAaCTPOEK.

e YBejomaeHusa — HaCTpOIZKa BbIBO/Ja yBeAOMﬂeHMIZ Ha 3KpaH nanm nonyyvyeHme nx rno noudre.

e ObHOB/NIEHNE — M3MEHEHWNE NCTOYHMKA UAN NEPUOANYHOCTU OOHOBAEHNI N CO3aaHMe
3epkana o6HOBNEHWNN.

e CeTb — HaCTpoOWKa UCMOb30BaHMA NMPOKCU-CEPBEPA U MPOBEPKM AaHHbIX, MepesaBaemMbIX
no 6e3onacHbIM NPOTOKONAM.

e CamMo3allMTa — HacTpolKa AOMONHUTENbHbIX NapamMeTpoB 6e3onacHoOCTy.
e DrWeb Cloud — HacTpowika goctyna k obsauHbiM cepBucaM KoMnaHum «Joktop Beb».

e AHTUBMPYCHAA CeTb — HaCTPOViKa yAaneHHoro goctyna k Dr.\Web, yctaHoBieHHOMY Ha
BalleM KOMMbloTepe.

e [lapameTpbl npoBepkn daniioB — HaCTpOMKa NnapameTpoB paboTbl CkaHepa.

9.1. O6wme HaCTPOUKM
K oblwmm HacTporikaM OTHOCATCA CaeayroLLme:

e 3alliMTa HaCTPOEK NPOrpamMmbl Napoiem;
e BblOOp LiBeTa TeMbl MHTEpPdelica;
e BbI6OP A3bIKA NPOrPaMMbL;

e ynpaBaeHne HaCcTpoMkaMm NporpamMmbl (MMMOPT, SKCMOPT, BOCCTAHOBJEHWE HAaCTPOEK NO
YMOJIHaHW10);

e HACTPOMVKM BeAeHWNS XypHana paboTbl;
® HACTPOWKM KapaHTUHA;
® HACTPOUWKM aBTOMATUYECKOrO yaaeHUs 3anncen CTaTUCTUKNA.

PyKOBO,CLCTBO nosb30BaTena
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YT106bI OTKPLITH 061 Me HaCTPOUKN

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

B BepxHeW yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpPOETCS OKHO C OCHOBHbIMW HacTpOKamMu NporpaMmbl. B n1eBol yactn okHa BbibepuTe
nyHKT O6me.

¥ Lentp Besonacrocn > Hactpoiikmn > OByne - O X

< Haszap O6wume

3awmate HacTpoiky DrWeb naponem

| 883 O6wwme QI omn.

1 Ysepomaenus

Tema uHTepdelica
) ObHoeaeHMe

CrcTemHan W
stz CeTh Azwik
Pyccruid v

@ CamoszawmTa
¥npaBneHwe HacTpolikamm

& DrWeb Cloud Bbl MOXeTe coXpaHUTbL HaCTPORKK NPOAYKTa Ha XeCTKMIA AWCK, MMMOPTUPOBATE MX MAK
BOCCTAHOBWUTL HACTPOAKM MO YMOAYAHMID.

Q) Ckanep

A
[B Haxmute, utofbl 3anpeTuTs MIMEHEHKA JononHuTensHble HACTPORKK @

PucyHok 19. O6uimne HacTpomku

9.1.1. 3awmTa HacTpoek nporpaMmmMbl Naposem

Bbl MOXeTe orpaHnunTb JOCTYyN K HacTpoikam Dr.Web Ha Bawem koMnbroTepe Npu NomMoLm
napons. [laponb He orpaHMYeH Mo AlMHe KU MOXeT BKAroUaTh B ceba Ntobyto KoMOUHaLMIo
6yKB, UMP ¥ cneymanbHbiX CUMBOOB. [ns 6onee HaZeXHOW 3aLUTbl UCMONb3YINTe Napob,
cocroawmit 3 10 nam 6onee pasnnyHbIX 3HaKOB. MNaposib ByaeT 3anpalumBaTbCa KaXablv pas
npw obpatyeHnn K HacTpokam Dr.Web.

Yrob6bl 3apaTh Naposib

1. B okHe nameHeHnsa obLmMx HaCTpoeK BKAKOUMTE onumio 3awmuartb Hactpoikmn Dr.Web
naposiem npv NoMoLLKM COOTBETCTBYHOLLEero nepekntovatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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< Hasag

| g2 Obwme

[l Yeegomnexwn

1) ObHoBAEHME

g CeTb

@ Camosawmta

& DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

Obwume

3awwulats Hactpoiku DrWeb naponem

O oma

Tema wHTepdeica

CucremHan v
Azbik
Pycckuid v

Y¥npaBneHwe HacTpolkKamm

Bul moxeTe COXPaHUTE HBCTpOﬁKIr'I NpoAyKETa Ha WKECTKMA ANCK, MMOOPTUROBATE WX MAK
BOCCTAHOEWTE HaCTpOﬁKH no YMOAYAHHD.

WNamennts v

[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 20. 3awurta HacTpoeK naposem

2. B oTKpbIBLIEMCS OKHE 3ajalTe Napoab U NOATBEPAUTE €0 BBOA,

3. HaxmuTte kHonky OK.

if Ecnu Bbl 326611 Napo/ib K HACTPOMKaM NPOAyKTa, HEOHXOAMMO MepeyCcTaHOBUTb
nporpammy Dr.Web 6e3 coxpaHeHWs TeKyLLMX HaCTPOEK.

9.1.2. Bbibop uBeTa Tembl UHTepdenca

Mpn HEOBXOAMMOCTUN Bbl MOXETE U3MEHUTb LiBET TEMbl MHTEPderca nporpaMmbl. [ns 3Toro B
BbiNagatoem cnucke Tema uHTepgeiica BbibepuTe O4HY 13 ONLNIA:

e CBetnas, YTOObl NCMONBL30BaTb CBET/IOE OCI)OpMJ'IeHI/Ie nporpamMmmsbl.

e TemHasn, yto6bI NCNOABL30BaTb TeMHOE OPOPMIEHME MPOrpaMmbl.

e CcTteMHasn, UTo6bI MCNOABL30BATL LBET MHTEPdENiCa, COOTBETCTBYHOLWMI TeMe, BbIOpaHHON B
ornepauyoHHOM cucTeMe. 3Ta onuus BoibpaHa NoO YMOAYAHUIO.

PyKOBOACTBO nosb30BaTena
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% Llentp BesonacHocn > Hactpoiikn > OBume — O X

< Hasapg

| s oouwe Qb onn

[l Yeegomnexwn

1) ObHoBAEHME

g CeTb

@ Camosawmta

& DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

Obwume

3awwulats Hactpoiku DrWeb naponem

Tema wHTepdeica
CucremHan v
Ceetnan
TemHan
CucremHan

YTIpaBITEANE HaCTPOVRAMY

Bul moxeTe COXPaHUTE HBCTpOﬁKIr'I NpoAyKETa Ha WKECTKMA ANCK, MMOOPTUROBATE WX MAK
BOCCTAHOEWTE HaCTpOﬁKH no YMOAYAHHD.

WNamennts v

[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 21. Bbibop uBeTa TeMmbl MHTepdeiica

:"i TemHas TeMa JOCTyMHa TOIbKO Ha KOMMbrOTEpPax ¢ onepaupoHHon cuctemort Windows 10
: (HaumHas c Bepcum 1909) n Windows 11. Hactpoiiku Beibopa LeTa TeMbl MHTepdeiica
CKPbITbl AN 60oNee paHHUX BEPCUA ONepPaLMOHHON CUCTEMBI.

PyKOBOACTBO nosb30BaTena
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9.1.3. Bbibop s3bika nporpamMmbl

Mpu HeOHXOAMMOCTM Bbl MOXKETE MEPEKIOUNTL A3bIK MHTepdeica nporpaMmbl. CNMCok

A3bIKOB MOMOJIHAETCA aBTOMa

TUYECKN N COAEPXKUT BCE AOCTYMHbIE Ha TeKyLLI|I/II7I MOMEHT

nokanusauunu rpadpuueckoro nHtepderica Dr\Web. [ina atoro B Bbinagatowem cnvcke A3bIk

BbIbepunTe HEOBXOAMMBIN 3b

IK.

F LlenTp BezonacHocTn » Hactpoiikn > OBLne

< Haszap

| g8 Obuwme

1 YseaomneHus

) ObHoBaeHME

O6wune
3awmate Hactpoiikym DriWeb naponem

O oma

Tema uHTepdeica

s CeTb

CucremHan v
Azbik
Pycckmia v

@ Camo3zalWmnTa
& DrWeb Cloud
LI AuTneMpycHas ceTb

Q. Ckanep

¥npaBneHue HacTpolikammu

Bul moxeTe COXpaHUTE HECTpOﬁKH NPpoAyKTa Ha HKECTKWIA ANCK, WMNORTHUROBATE WX MAK
BOCCTAHOEWUTE HECTpDﬁKI-‘I no YMOAYaHWH,

Mzmennte v

HaxaaunTe, 4To6bl 33NPETUTE M3MEHEHNA JonoaHuTensHble HacTPORKK @

PucyHok 22. Bbi6op si3bika NporpamMmmbl

PyKOBOACTBO nosb30BaTena
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9.1.4. YnpaBneHune HacTtpokammu Dr.Web

Ans ynpaBneHns HacTponkaMu BbibepuTe OAHO U3 CNEAYHOLLMX 3HAUEH W B BbiMaatoLLeM
CMMCKe rpynnbl HACTPOEeK YnpaBseHUe HacTPOUKaMM:

F LlenTp BezonacHocTn » Hactpoiikn > OBLne - O X
O6wune -
< Haszap

3awmwate HacTpoiky DriWeb naponem

O oma

@ YeenoMAEHNA Tema uHTepdeica

CucremHan v
) ObHoBaeHME
Azblk
s Cets Pycckmia v
@ Camo3awwmTa ¥YnpaBneHwe HacTpolkamm
Bbl MOXETe COXPaHUTE HACTPORKK NPOAYKTA HA XKECTKUIA ANCK, MMNORTUROBATE MX WAK
&y DrWeb Cloud BOCCTAHOBWTE HACTPOMKKM MO YMOAYAHWKD,
Wamennte v
LI AuTneMpycHas ceTb
WMmnopT...
3KCNopT...
Q. Ckanep
BoccTaHoBUTE Hacrpoﬁrcu no YyMOAYaHWH -
% Harraure ytnfe .'-ln:ﬂFITMTL. LerasHedag I(r"I—I_I— Qoo nuATe e HL e I—l;lf_lr"ﬁle(M @

PucyHok 23. YnpaBaeHue HacTpoiikamm

e BoccraHoBUTH HaCTpOﬁKVI no ymMmoJil4aHuio, YTOObI C6pOCI/ITb NMOoNb30BaTeE/IbCKNE HaCTpOVIKM
A0 HaCTpOoeK No yMON4YaHUIO.

° VlMl'IOpT, €CNn Bbl YK€ HACTPOWUIN pa60Ty dHTMBMPYCa Ha APYroM KOMMbHOTEPE N XOTUTE
MCMNOJIb30BaThb Te Xe HaCTpOI\/’IKI/I.

e DKCMOPT, EC/IV Bbl XOTWTE MCMOJIb30BaTb CBOM HACTPOMKMN Ha APYrMX KOMMblOTEPAX. 3aTem
BOCMO/b3yNTeCh GYHKLMEN MMMOPTa HACTPOEK Ha APYroM KOMMbLOTEpe.

9.1.5. BegeHune xxypHana pa6borbi Dr.Web

Bbl MOXeTe BKIHOUMTb BeAeHne NoAPOBHOro XypHana o paboTe OAHOTO UAN HECKONbKUX
KOMMOHEHTOB uan cepsucos Dr.Web.

YT106bl M3MEHUTb HAaCTPOMKUN BeAeHUA XXypHana

1. HaxkmuTe ccbinky [,0NONHUTE/IbHbIE HACTPOUKW.

2. B pasgene Hactpoek XKypHan Haxxmute KHonky M3meHUTb.

PyKOBO,CLCTBO nosb30BaTena
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W Llewtp Bezonacroctn > Hactpoiikn > Obyne — O X

Obuwmne
< Hasag .

3awmuate HacTpoikym Dr\Web naponem

D ok
| g2 Obwme

[l Yeegomnexwn _
Tenma uHTepdeica

C ~

1) ObHoBAEHME HCTEMHaER

Azbix

CeTh

& Pycckmia v
@ Camosaumra YnpaBneHwWe HacTpoWKaMu

Bbl MOXeTe COXPaHMTL HACTROMKK NPOLYKTa HA XECTKMIA AUCK, MMMORTUROEATE MX WK
& DrWeb Cloud BOCCTAHOBWUTE HACTPOMKMW MO YMOAYaHMNIO.
) AHTMBMpYCHaRA ceTh

XKypHan
Q Ckanep HacTtpoiikm no ymonyanuio  VzmeHnTs

A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA CKpbITE AONOAHMTENBHBLIE HACTROMKM @

PucyHok 24. O6wme HacTpouku. XXypHan

OTKpOETCH OKHO HACTPOeK BeAeHNs NoAPOBHOro XypHana:

F Lentp Besonacrocn > Hactpoiikm > OByne — O X

Bectn noapo6HbIA XypHan

BrifepuTe KOMNOHEHTE WA CiyxBkl, ANA KOTOPLX GyAeT EKIKUEHD BEIEHME
noApoBHoro XxypHana.

. SplDer Agent Bparnamaysp
Ll Yeeaoma
SplDer Guard CraHep
~ SplDer Mail ObBHoeneHwe DriWeb
ObHosng
SplDer Gate Cnyxba Dr.Web
g CeTb

Brakouaiite EegeHre NoApoBHOMD XyPHAaNa TONLKO NPW HeoBXoAMMOCTH, MOCKOABKY
pazmep daina XKypHana HeorpaHW4eH M MOXEeT JOCTMraTe BOMbLUMX PaZMEDOE.

@) Camozaul

WX 1AM
Dr.\Web @ .qonOJ'IH MTenbHoO

Coza3EaTe 4aMMLI NAMATIA npM ownbKax MpPOoEEpKK

LI Axtmemp

() CkaHe
anep OK H OTMEHWTE @

PucyHok 25. Hactpoiiku BepeHus >xypHana pa6ortbl

3. Bbibepute KOMMNOHEHTbI, MOAY/V UAN CNY>KObI ANA KOTOPbIX ByAeT BKIOUEHO BejeHMe
noapobHoro xypHana. o ymonyaHuto ana scex komnoHeHtoB Dr.Web >xypHan Begetca B
CTaHAAPTHOM pexxnMe, GUKCUPYOLLEM CleayHoLLyHo MHPOPMaLuIO:

PyKOBOACTBO nosb30BaTena
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KomnoHeHT

SpiDer Agent

SplDer Guard

SplDer Mail

SplDer Gate

CkaHep

Bpangmaysp

O6HoBNEHME
Dr.Web

Cnyxba
Dr.Web

Hactpoiiku nporpammbi

Nudopmauuns

MNpoBegeHve obHoBAEHNI, 3anyck U ocTaHoBKa SplDer Agent, BUpYycCHble cObBbITUS,
coefMHEHNe C aHTUBUPYCHOM CeTbHO, NNLEH3UOHHbIE CODBITUA, COCTOAHME PaboTbl
komnoHeHToB Dr.Web, ynpassieHne HacTpolikamMu (UMMOPT, 3KCMOPT), YBeAOMAEHMS
06 owwnbKax, yBeJOMIEHUA O nepesarpyske CUCTEMbI.

PekomMeHayeTcA NCMOb30BaTh 3TOT PEXMM /1A MOAYYeHVs AeTasbHON MHOpPMa LMK
06 1CTOYHMKax oWKnHOK B paboTe NporpamMmbl.

MNpoBeseHne 0OHOBAEHWI, 3amnycK 1 ocTaHoBKka SplDer Guard, BUpYCHble cobbITA,
AaHHble 0 NpoBepaeMbIX Painax, MMeHax ynakoBLLMKOB M COAEPXMMOM
NpOBepseMbIX COCTaBHbIX 06BEKTOB (apX1BOB, GaiIOB INEKTPOHHOWN NOYTbI UK
dalinoBbIX KOHTEHEPOB).

PekoMeHayeTcs MCMo/Ib30BaTh 3TOT PEXUM A5 ONpeseneHns 06beKToB, KOTOpble
MoHWTOP dainosoin cuctemsl SplDer Guard nposepsieT Hanbosee yacto. Mpu
HeobxoAMMOCTN fo6aBbTe Takve 0O6beKTbl B CMUCOK UCKIFOYEHUI, YTO MOXKET CHU3UTb
Harpy3sKky Ha KOMmMboTep.

MNpoBeaeHe 0H6HOBAEHUI, 3aMycK U OCTaHOBKa MNOYTOBOro aHTVBMpYyca SplDer Mail,
BMPYCHble COBbITVA, MapaMeTpbl NepexsaTta COeAMHEHUN, a TakKe JaHHble O
nposepsembix Galinax, MMeHax ynakoBLLMKOB 1N COAEPXKUMOM NPOBEPSAEMBbIX
apXvBOB.

PEKOMeHAyeTCH MCNONb30BaATb 3TOT PEXUM A71A MPOBEPKN HAaCTpOEK nepexeata
COEAVIHeHVII\;I C NMOYTOBbIMU CepBepamMn.

MNpoBeseHne 0OHOBAEHWIA, 3aMyCcK 1 OCTAaHOBKa UHTepHeT-MoHuTOpa SplDer Gate,
BMPYCHble COBbITVA, MapaMeTpbl NepexsaTta COeANHEHWUN, a Takke JaHHble O
nposepsembix Garinax, MMeHax ynakoBLLMKOB 1N COAEP>XKMMOM MPOBEPSAEMBbIX
apX1BOB.

PeKoMeHzyeTCs MCMob30BaTh 3TOT PEXUM AJif MONyYeHVs 6osee JeTabHOM
MHGOPMaLMM O NPOBEPEHHbIX 06BEKTax U paboTe NHTEPHET-MOHUTOPA.

O6HOBNEHWNE BEPCUIA CKAHUPYIOLLLMX MOAyAel N MHGOPMaLWM O BUPYCHbIX Ba3ax,
3anyck 1 octaHoBka CkaHepa, 06Hapy>KeHHble Yrpo3bl, a Takoke AaHHble 06 MMeHax
YMaKOBLLMKOB U COAEPXKMMOM MPOBEPSEMbIX apXMBOB.

NHdpopmauma o npuxoaaLmx B CEPBUC 3anpocax U peLleHns no HuM, nHopmMaums o
HEV3BECTHbIX COeAMHEHMAX C MPUUMHON 3anmpoca, a Taikoke MHGopmauma 06 owmnbkax.

Mpw BKIOUEHUM pexxMMa BeAeHVs NogpOoBHOTO XypHana cobupatoTca AaHHble O
ceTeBbIX NakeTax (pcap-noru).

Cnvcok obHoBAeHHbIX Garnos Dr.Web 1 ctaTycbl ux 3arpy3ku, nHbopmaums o
paboTe BCMomoraTe/bHbIX CKPUMTOB, JaTa 1 Bpemsa NpoBejeHns 0OHOBAEHNS,
nHGopMaLusa o nepesanycke koMnoHeHToB Dr.Web nocne o6HosneHus.

MHqJOpMaLI,I/Iﬂ O KOMIMOHEHTax Dr.Web, M3MEHEHVEe HAaCTPOEK KOMMOHEHTOB,

BKJTHOYEHNE U BbIKTHOYEHNE KOMMOHEHTOB, cobbiTnA I'IPEBEHTVIBHOVI 3awuThbl,
noagxknro4YeHme K aHTVIBVIpyCHOVI ceTwn.

PyKOBO,ELCTBO nosab3oBaTenda
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COBAaHMe AaMMNOoB NMNaMATHUN

HaCTpOVI Ka COBAaBaTb AaMnbl NaMATU NpU owwmnbkax NPOBEPKU MNO3BONAET COXPaHATb
noJsie3Hyro MHPopmauunto o paboTte HEKOTOPbIX KOMMOHeHToB Dr.Web, uto gact BO3MOXHOCTb
crneunanncCrtaM KOMnaHuUm «,ﬂ,OKTOp Beb» B AaﬂbHEVILUGM npoBecTn foJiee NOAHbIV aHann3
npobiembl N NPeANoOXnTb ee pelleHne. PekoMmeHayeTcs BKIOYaTh AaHHYH HACTPOMKY MO
npocbbe COTPYAHNKOB TEXHNUECKOW MOAAEPXKKM KOMMaHuK «[lokTop Beb» nam npu
BO3HWKHOBEHUW OLIMHOK NPOBepPKN GarinoB nam obesBpexmBaHuns yrpos. Jamn namatu
coxpaHseTcs B BUAe daina ¢ paclumpeHmem . dmp B nanke $PROGRAMFILES%\Common
Files\Doctor Web\Scanning Engine\.

BknroueHune noapobHbIX )KypHanoB

| Mpu BKAIOYUEHWN MOAPOOBHBIX XyPHaNOB GUKCMPYETCA MaKCUMasibHOe KOJNYECTBO

A MHPopMaLmm 0 paboTe KoOMNoHeHTOB Dr.Web. 310 npviBeAeT K OTKIIOUEHWIO OTpaHNYeHns
Ha pa3mep $ainoB >kypHana 1N CHU3UT MPOU3BOAUTENLHOCTL paboTbl Dr.Web n
onepaLyoHHON cucTeMbl. Icnonb3oBaTh 3TOT pexum caegyeT TONbKO NPU BO3HUKHOBEHWN
npobnem B paboTe KOMMOHEHTOB UAN MO NPOCbbe CNy>Obl TEXHNUYECKON MOAAEPIXKKM
KomnaHun «/loktop Beb».

1. YT06bI BKNHOUNTBL PEXMM BEAEHMA NOAPOBHOro XypHana Ans OAHOTO U3 KOMMOHEHTOB
Dr.Web, ycTaHOBUTE COOTBETCTBYHOLLMIA PNAXKOK.

2. Mo ymonuaHu1o NOAPOBHbLINV XypHan BeAeTCa A0 NepBOM Nepe3arpy3ky onepauyoHHOM
cuctembl. Ecan Heobxoanmo 3adurkcpoBaTb NOBeAEHME KOMMOHEHTa B Nepuos A0 v
nocne nepesarpysku, yctaHosute ¢pnaxok MpoaomkaTb BecTU NOoAPO6GHbIA YXypHan
nocsie nepesarpysku (MCNo/ib3yuTe TOJIbKO MO 3anpocy cNyXK6bl TexHNUecKomn
noaaep>KKn Komnauum «Jioktop Be6»).

3. CoxpaHuTe nameHeHus, Haxxas kHonky OK.

il‘-h. Mo ymonuaHuio Gaiinbl XXypHana UMeT OrpaHuYeHHbI pasmep, paBHbln 10 MB (ans
: komnoHeHTa SplDer Guard — 100 MB). MNpw npeBbIWEeHNV MaKCUManbHOro pasmepa dann
XKypHana ypesaetca jo:

e 3a/laHHOTO pa3mepa, ecav MHGOpPMaLWs, 3an1caHHas 3a CeCCuto, He MpeBbIlLaeT
paspeLleHHbI pasmep;

e pasmMepa TekyLlel Ceccuy, eCn MHGOPMaLWs, 3anmMcaHHas 3a CeCCcUto, MpeBbILaeT
paspeLleHHbI pasmep.

9.1.6. HacTpoMku KapaHTUHa
YT06bI Upe3MepHO He 3arpy>xaTb AMCK, Bbl MOXeTe 3aAaTb HaCTPOWKM XpaHEHUA 0H6beKTOB B

KapaHTUHE, TaKNe KaK BPpEMA XpaHEHUNA 06BEKTOB U CO34aHne nanky KapaHTHa Ha CbeéMHOM
HOocuTeNe.

PyKOBO,ELCTBO nosab3oBaTenda
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YT106bI U3MEHUTb HACTPOMKMN XPaHeHUA 06Hapy>KeHHbIX Yrpos

1. B oKHe n3meHeHusn O6LU,I/1X HaCTPOEK HaXXMUNTE CCbIJIKY AOHOJ’IHMTEJ’IbeIe HaCTpOﬁKVI.

2. B pa3zgene HacTpoek KapaHTUH BKAHOUNTE MAM OTKNHOUMTE HEOHXOAMMYHO OMNLMIO MPK
nomouwm nepekntovatens @D,

% Uentp GezonacHocty > Hactpoiikn > O6wme - O X
¢ Hasag Kapantun
Co243BaTh KapaHTWH Ha ChEMHOM HOCUTENE MPW 0BHAPYMEHMU Ha HEM yrpos
C- OTKA.
Y0anate M3 KapaHTrHa 06beKTsl, KOTOREIE XPaHATCA AoblWwe ob03HaYeHHOro Neproaa
1 YeegomneHun O omxn.

¥aanaTe obbeKThl M2 KapaHTUHA

1) OBHOBNEHME

& CeTb CTaTUCTHKa

Dr.Web xpaHWT cTaTUcTuky o paboTe KoMnoHeHToe. CTapele 2anncK YAaNAKTCA, UTobbl He
© Camosaumra AOMNYCTMTE YPEEMEePHOro NCNoAb30EaHMA AMCKOBOrO NPOCTPaHCTEa. Bul Takoke moxeTe
HAaCcTpoMTE MX aBTOMaTHYecKoe yaaneHue.

& DrWeb Cloud

YAanATE 2anWoi CTaTUCTHEM

OIS o

y,ﬂ,aJ'IHTh 2anKcK CTaTUCTHUKK

L AHTMBMpYCHaRA ceTb

Q. Ckanep

L¥3

I"_"|
HaxnuTe, uToBbl 23NPETUTE MSMEHEHNA CKpBITE A0NOAHUTENBHBIE HACTROMKM @

PucyHok 26. HacTpoiiku kapaHTMHa

3. Mpwv BKAtOUEHMW aBTOMATUYECKOTO yAaNeHNAa 06beKTOB U3 KapaHTUHA B BbiMNaatoLem
MeHto BbibepuTe Bpems. O6bekTbl, XpaHsaLLMecs Jo/blue yKazaHHOro cpoka, byayT
yAaNATbHCA.

Co3p,a|-me KapaHTUHa Ha CbeéMHOM HOocCUuTesie

Onuvsa Co3pgaBaTb KapaHTUH Ha CbeMHOM HOCUTeNe Npu o6Hapy>KeHUN Ha HeM yrpos
MO3BO/ISET MPY OBHaPY>KEHWM Yyrpo3bl Ha CbeMHOM HOCUTEsIe CO3ZaBaTh Marnky KapaHTMHa Ha
TOM e HocuTesle M NoMeLLaThb B 3Ty Manky yrpo3bl 6e3 npegsaputesbHoOro wudposaHus. Ha
CbeMHOM HOCUTeNe narnka KapaHTMHa CO34aeTcs, TOIbKO eC/Iv BO3MOXHa 3amnunch Ha
HocuTeNb. Vicnonb3oBaHMe OTAe/bHbIX Manok 1 0TKas oT WKdPOBaHUSA Ha CbEMHbIX
HOCKTENAX MO3BOJIAET NPeAOTBPaTUTh BO3IMOXHYH NOTEPHD AAHHbIX.

Ecan onuna OTKNHO4YEHa, o6Hapy>|<eHHb|e Ha Cb€MHbIX HOCUTENAX YrPO3bl MOMELWAOTCA B
KapaHTUH Ha N10KaJlibHOM ANCKE.

PyKOBO,CLCTBO nosab3oBaTenda
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ABTOMaTMueckoe yaAaneHume 06beKToB 13 KapaHTUHa

YTobbl M36€EXKaTh ype3mMepHOro ncnoJib30BaHNA MeCTa Ha ANCKE, BKITHOYNTE aBTOMaTn4eckoe
yaaneHune 061BbeKTOB 13 KapaHTUHa.

9.1.7. ABTOMaTMuUeCcKoe yaasieHne 3anmucem CTaTuCTuKm

Mo ymonuaHuto Dr.Web xpaHWT onTMManbHOe KONMYECTBO 3aNmnCen CTaTUCTUKK, YTODbI
n3bexaTb Upe3MEPHOro NCMOb30BaHNA MecTa Ha Ancke. B sononHeHme K 3TOMY Bbl MOXeTe
BK/IFOYNTb aBTOMATUYECKOE YAaNeHne 3anncen, XpaHAaLLMXCcs AobLUe yKa3aHHOro Cpoka.

YT106bI BKIHOUNTbL UIN OTK/IIOUUTb aBTOMAaTUUECKOe yAaaneHue 3anucen CTaTUCTUKKN

1. B okHe n3meHeHnsa obLMx HaCTPOEK HAaXXMUTE CCbIIKY [LOMO/IHUTENIbHbIE HAaCTPOWKM.

2. B pasgene HacTpoek CTaTUCTMKa BIJTIOUMTE MKW OTKIOUMTE aBTOYAANIEHWE 3anncen
CTaTUCTMKM Npu NoMoLum nepekitovatens @lD.

al

(@]

< Haszap

| g8 Obuwme

YeeaoMaeHuA

ObHoBNEHWE

CeTb

CamMo3zawmTta

Dr.Web Cloud

AHTMBMPYCHaA CeTb

CkaHep

F LlenTp BezonacHocTn » Hactpoiikn > OBLne - O X

KapaHTuH

Coznaeate KapaHTWH Ha CbeMHOM HOCWTENE MK OGHEpy)KE'HHH Ha HeM Yrpos

O o

YAEJ"IHTI:- W2 KapaHTKhHa 0BBeKTbI, KOTOPbIE XPaHATCA A0AbLUe oBo3HadeHHoro neproaa

O omn

Yaanate obLeKTsl M2 KapaHTMHA

Cratucrmka

Dr.Web xpaHuTt cratucruiy o paBioTe komMnoHeHToe, CTapele 2anMoy YAanakTcs, yTobsl He
AOMYCTUTE YPE3MEPHOro NCNOAB20B3HUA ANCKOBOTO NpocTpaHcTEa. Bel Takke mMoxeTe
HACTPOWTE WX AETOMATMUECKOE YaaneHne.

YaanATe 2annci cTaTuCTHKK

OB ona

Y,qaﬂﬂTb 2aNKMCK CTaTUCTHUEK

[ Haxmure, ytofbl 3aNpeTuTs MIMEHEHNA CKpbITE AONOAHWTENBHBIE HACTROWKM @

PucyHok 27. HacTpoiiku craTucTmku

3. MNpu BKAHOUEHUN aBTOYAANEHWUSA 3aMMCeN CTaTUCTUKN B BbINajatoWweM MeHH BbibepuTe
BpeMs. 3anucu, XpaHsaLimecs fo/blie yKa3aHHOro Cpoka, byayT yAansaTbCs.

PyKOBOACTBO nosb30BaTena
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9.2. HacTtpounku yBegomneHumn

Bbl MOXeTe HacTpOMTb NapaMeTpbl MONYyYeHU YBEAOMAEHUI O KPUTUUHbBIX U BaXXHbIX
cobbITnAX paboTel Dr.Web.

B aTtom pasaene:

e Hactpoiika napameTpoB yBeAOMAEHUN
e HacTtpoika BbiBOJA YBEIOMIEHUN HA IKPaH
e Hactpoiika oTnpaBky yBEJOMIEHUI N0 NoYTe

Mpn Heo6Xo0AMMOCTN HaCTPOKMTe NapamMeTpbl MONYYeHUSA YBEAOMAEHNI O KPUTUYHbIX U
Ba>KHbIX CO6bITUAX paboTbl Dr.Web.

YT106bI OTKPbITb HACTPOWUKMN YBEAOMJIEHUI

1. Otkpoiite MeHo DrWeb ® 1 Bbi6epute nyHKT LieHTp 6e30nacHocTy.

2. Y6eputech, uto Dr.Web paboTtaeT B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTh
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM cyyae HaxxmuTe Ha 3amok LH.

B BerHEVI 4aCTW OKHa nporpamMmmbl HaXXMuUTe {\8,}

4. OTKpOeTCs OKHO C OCHOBHbIMM HAaCcTpPONKaMun NporpamMmmsbl. B 1eBor yactn okHa Bbibepute
NYHKT YBeaOMIeHNA.

PyKOBO,CLCTBO nosab3oBaTenda
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T Lentp Besonackoctn » Hactpoiikin > Yeeaomnenua - O X

€ Hasap YBegomneHua

HECI'pOﬁTE napamMeTpesl ONOEELLEHWA O BEaXHBIX COBBITHMAX

ooo
o
o

sz Obuwwme
MapameTpel yEEAOMACHWA...

| M Ysepomaenus
SKpaH

1) ObHoBAEHME MokazbleaTs YEEAOMABHMA HA 3KpaHe
@D s
s CeTb
Moura
CamMo3zawmTta BriceinaTe YEEAOMAEHWA Ha 3NEKTPOHHYHD MOYTY
O ona

& Dr.Web Cloud
LI AuTneMpycHas ceTb

Q. Ckanep

|
[ Haxmure, ytofbl 3aNpeTuTs MIMEHEHNA @

PucyHok 28. Hactpoiiku yBegomaeHum

YT106bI HACTPOUTHL NapameTpbl yBeAOM/IEHUI

1. HaxxmuTe kHonky MapameTpbl yBeaOMIEHUNA.
2. BbibepuTte yBegoOMIEeHNA, KOTOPbIE Bbl XOTUTE MONYyYaTh.

e YT06bI YyBEZAOMIEH NS OTOBpaXKaNnCh Ha IKpPaHe, yCTaHOBUTE COOTBETCTBYHOLMIA Gaaxkok
B CTONI6LE DKpaH.

e YT06bI MONYYaTb OMOBELLEHWSA MO MOYTE, YCTAaHOBUTE COOTBETCTBYHOLLMIA (GNaXKOK B
ctonbue Moura.

Ecan Bbl He XOTUTE NOAyYaTb YBEAOMAEHUA O COBBITUM, CHUMUTE AaXKKK.
Tun yBepomneHus OnucaHue
ObHapyxeHa yrposa YBegomneHns o6 yrposax, o6HapyxeHHbix SplDer Guard u SplDer Gate.
Mo ymMonYaHUIO YBEAOMAEHUS BK/IHOYEHbI.

KpwtruHble KpuTuuHble YBELOMIEHUS O CEAYIOLLMX COBBITUAX:
YBEAOMIEHWS!
e O6HapyeHbl COeAMHEHVS, OXUZaroLL e oTBeTa bpaHamayapa.

Mo YMOJHYaHVKO yBEAOMAEHNA BK/IHOYEHbI.

Ba>kHble yBeAOMIEeHUA Ba>kHble yBEAOMEHNA O ChefyroLnxX cobbITUAX:

e Bpems paboTbl 32 KOMMLIOTEPOM WCTEKIO.

e BuipycHble 6a3bl ycTapenn.

PyKOBO,CLCTBO nosb30BaTena
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Tun yBepomneHus OnucaHue

e [locTyn k Be6-kamepe 1 MUKPOGHOHyY 3a610KMPOBaH.

e YCTPONCTBO 3a610KMPOBAHO.

L 3a6I'IOKI/IpOBaHa NonbITKa USMEHEHUA CUCTEMHbIX AaTbl N BPEMEHW.

e [locTyn K 3awmwaeMomMy 06bekTy 3abaokunpoBaH [oBegeHUYeCKM
aHanmsom.

e [locTyn K 3awmwaeMomMy 06bekTy 3a610KMpoBaH 3aLuuTon oT
3KCMOUNTOB.

e [locTyn K 3awmwaeMomMy 06bekTy 3a610KMpoBaH 3aLuuton ot
BbIMOTraTenen.

o lHpopmMauma 06 06HOBAEHUAX N MOALEPKKE NMPOAYKTa.

Mo YMOYaHVKO yBE€AOMAEHNA BK/IIKOYEHbI.

Mano3HaunTenbHble Mano3HaunTenbHble yBEAOMIEHNA O ChefyroLnxX cobbITUAX:

yBeAOMAeHUA

e URL 6bin 3a610kmpoBaH Moaynem PoANTENbCKUIA KOHTPOb.

e URL 6bin 3a610kmposaH SplDer Gate.

e Bpemsa paboTbl B MHTEPHETE UCTEKNO.

e [locTyn K 3aluiaeMoMy 06beKTy 3a6N10KMPOBaH KOMMOHEHTOM
PoauTtensckuii KOHTPOb.

e YcnelwHoe o6HOB/EHME.

e Owmnbka o6HOBAEHMA.

o I'Ipou,eccy 3anpeweHo nsMeHeHne Cogep>XXMMoro nanku.

Mo YMONYaHUKO YyBEAOMJIEHNA BbIKNHOYEHbI, KOOME yBeAOMAEHNA O
3anpeweHnn npoueccy MsMeHeHna CoAep>XXMMOTo nanku.

JnueHsms YBeAOMNEHNS O CeAyHoLLUX COBbITUAX:

o CpoK AeNCcTBUSA AULIEH3UM UCTEKAET.

o [lelicTByrolLlas ANLEH3UA He HalaeHa.

e TekyLias AvUeH3UsA 3a610KMpOBaHa.

3. I'Ipm HeO6XOAVIMOCTVI 3ap,a|7|Te AOMOJIHUTE/IbHbIE MapaMeTpPbI OTO6pa)KeHI/Iﬂ 3KPaHHbIX

OMNOBELEHWNI:
dnaxkok

He nokasbiBatb yBEAOMIEHNA B
NOJIHO3KPaHHOM peXxXnme

OTob6paxaTb yBefOMAEHUSs
BpaHamayspa Ha OTAENbHOM
3KpaHe B MOJIHO3KPAHHOM pexumMe

OnucaHue

OTobpaxkeHne yBeAOMAEHWIA NpK paboTe C NPUNOXKEHUIMM B
NOAHO3KPaHHOM pexume (MPoCcMoTp GUAbMOB, rpadukn 1 T. 4.).

CHyMUTE 3TOT PAaxok, UTobbl MoAyYaTb YBEAOMIEHUA BCErAa.
OTtobpaxkeHne yBefOMAEHWIA OT bpaHamayapa Ha oTaeNbHOM

paboueM cTone BO Bpems paboTbl MPUNOXKEHNN B
NOJIHO3KPaHHOM pexume (Urpbl, BUAEO).

PyKOBO,ELCTBO nosab3oBaTenda
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dnaxkok OnucaHue

CHVMUTE 3TOT GAaXKoK, YTOObl YBEAOMAEHMS BBIBOAMANCL HA TOM
e pabouem cTosie, Ha KOTOPOM 3anyLEeHO MPWIOXEHVE B
MOJIHO3KPaHHOM peXxmMe.

4. Ecav Bbl Bbl6paf|l/l OAHO NN HECKOJIbKO MOYTOBbIX yBeAOMﬂeHMIZ, HaCTpOIZTe
OTNPaBKY NOYThl C Ballero KOMnbrOTEpPAa.

I yBeAOMJ’IEHVIFI O HEKOTOPbIX cobbITNAX He BXO4AT B NepeyncaeHHble rpynnbl U BCerga
NMOKa3bIBAaOTCA NMONb30BaATENHO!

e yCTaHOBKa NPUOPUTETHbIX OOHOBAEHWN, ANA KOTOPbIX TpebyeTcs nepesarpyska;
e repesarpyska 414 3aBeplLleHVa 0b6e3BpexmBaHusa yrpos;

e aBTOMaTMYecKas rnepesarpyska;

e 3aMpoc Ha paspeLleHvie NpoLeccy MoAdUKaLWn 06bekTa;

e yCreLHoe NMOoAKIYeHMe K YaaneHHOMY KOMMboTepy B AHTUBUPYCHOM ceTy;

e aKTMBMpOBaHa NPO6HaA Bepcus, peKoMeHayeTcs NprobpecTu NULEH3NIO;

® MOAK/IHYEHa HOBAA KnaBuMaTypa.

yBeAOMHEHI/IiI, KOTOpPbie€ BbIBOAATCA Ha 3KpPaH

B OkHe HacTpoek yBeZOM/IEHNI BKIKOUMTE COOTBETCTBYHOLLYHO OMLMIO, YTOObI MO/yYaTh
yBeJOMJIEHUs B BUZE BCM/bIBAOLLErO OKHa Haj 3HaykoM Dr.Web W g 06nacTu yBeAOMIeH UM
Windows.

YBeaomneHusa no nourte

UTo6bI NONyUyaTh yBeAOM/IEHUA O COBBLITUAX MO NouTe
1. B OKHe HacTpoek yBeOMJIEHUI BK/IOUMTE ONLUUto BbicblnaTh yBegoMIeHUsA Ha
3/1eKTPOHHYIO NOouTY.

2. B nosBMBLIEMCA OKHe BBeAUTE aApec 31eKTPOHHOM MOYTbI, Ha KOTOPbIW Bbl XOTUTE
nonyyaTb yBegomMaeHus. Vicnonb3oBaHue 310ro agpeca Heobxoanmo byaet noaATBEPANTD
Ha Lare 7.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llentp Bezonacroctn > Hactpoiikn > Yeeaomnenna

OBbHOBAEHWE

CeTb

Camo3zawmTta

Dr.Web Cloud

AHTHMBMPYCHAA

CKaHep

Ajpec 3/1eKTPOHHOW NOouYTbl

_ YKaxuTe aapec 2neKTPOHHON NoYTLl, Ha KOTOPLIA BLl XOTUTE MNOAYYaTs
Obuwwe YBENOMAEHWA

[PE HammnTe, 4TobEl 3aNpETHTD MSMEHEHIA

®

PucyHok 29. YkazaHue aapeca A1 NOUTOBbIX YBeAOMI€HUA

3. Haxmwute Oanee.

4. B OTKpbIBLIEMCA OKHE YKaXknTe AaHHble YY4eTHOWN 3anncu, ¢ KOTOpOoK ByayT OTNpaBAATLCS
yBEJOMIEHUS.

e EC/IM CNMCOK NOUTOBLIX CEPBEPOB COAEPXKMT HEOOXOANMbIN cepBep, BbibepuTe ero, a
3aTeM yKaXkuTe JIOTMH 1 Napob OT BalLei YyY4eTHOW 3anncu.

e EC/IM CNMCOK NOUTOBLIX CEPBEPOB HE COAEPXKUT HEOBXOANMOTO cepBepa, Bbibepute
Yka3zaTb BPYUHYIO /1 B OTKPbIBLUEMCS OKHE 3aMoNHUTE HEODOXOAUMblE NOAS:

Hacrpoliika

Cepep SMTP

MopT

JlorvH

Maposb

Mcnonb3osatb SSL/TLS

NTLM-ayTeHTndrKauma

OnucaHue

Ykaxvte agpec noutoBOro cepeepa, KOTOpPbI JOKeH
ncnonb3osatb Dr.Web ans oTnpaBky NOUTOBbLIX ONOBELLEHWIA.

YKakute nopT NOUTOBOTO CepBepa, K KOTOPOMY AOJIKEH
noakntouatbca Dr.Web gn1s oTnpaBky NOYTOBbLIX OMNOBELLEHWIA.

YKaxxute UMs YUeTHOW 3anncy 4/ NOAKNHOUYEHUS K MOUTOBOMY
cepeepy.

YKaxuTe napoJib y4eTHOWM 3anucu Ais NOAKIHOUEHUs K MOUTOBOMY
cepBepy.

YctaHoBMTe 3TOT Baxok, UTo6bl NpK Nepesaye cOObLLEHWN
ncnosb3oBanocb SSL/TLS wundposaHue.

YcTaHoBMTe 3TOT PAaxoK, UTO6bl aBTOpU3aLya NPOU3BOAMAACE MO
npoTokoay NTLM.

PyKOBO,CLCTBO nosab3oBaTenda
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5. HaxmuTte ccbinky OTnpaBUTbL TECTOBOE cO06LeHne, YTOObI MPOBEPUTb, UTO YUeTHas
3anuncb ykasaHa BepHo. CooblLeHVe NpuaeT Ha TOT agpec, C KOTOPOro AONXKHbI
OTNpPaBAATLCA YBEAOMAEHNA (HACTPOEHHbIM Ha Lware 4).

6. Haxmute Oanee.

7. BBeanTte koA NOATBEPXKAEHUSA, KOTOPbIA NPUAET Ha 3EKTPOHHbIN ajpec, yka3aHHbIV A/s
nony4YeHns yBeJoMIeHUM Ha Ware 2. Ecam ko He npuaeT B TedeHre 10 MUHYT, HaxxMunTe
KHOMKy OTnpaBuUTb KOA NOBTOPHO. EC/1n Bbl He BBeeTe KO NOATBEPXKAEHUS,
yBeOMJIEHVA Ha 3TOT agpec OTNPaBAATbCA He byayT.

YTOObI M3MEHUTL aApec 31eKTPOHHOW MOYTbI U Apyrne napaMeTpbl, B OKHE HacTpoeK
yBEJOMAEHWI (CM. PUCYHOK HacTpolikn yBegomieHUiA) HaxMute M3MeHUTb 1 NoBTOpUTE BCE
AEeNCTBUSA, HaUMHas C Wwara 2.

9.3. Hactpoiikm o6HOBNeHuUS

Hactpovite nepnog nonyyeHns o6HOBAEHNIN N UCTOYHUK OOHOBAEHWI A1 BUPYCHbIX 6a3 n
KOMMOHEHTOB. TakXe Bbl MOXeTe CO34aTb 3epKaso O6HOBNAEHUI ANS MONYyYeHUs OOHOBAEHWN
Ha ApYyrom KOMMbloTepe.

Bbl MOXeTe HacTpouTb cneaytoLime napameTpbl o6HoBAeHMs Dr.Web:

® NepUOANYHOCTb OOHOBAEHUN;
® VICTOYHUK OBHOBAEHWUN;

e OOHOB/ASEMbIE KOMAOHEHThI;

e 3epkaso OOHOBNEHUNA.

YT106bI OTKPLITb HACTPOUKM O6HOBIEHNA

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. Y6eputech, uto Dr.Web paboTtaeT B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM ciyyae HaxxmuTe Ha 3amok LH.

B BerHeVI 4acCT OKHa nporpamMmmbl HaXXMuUTe @

4. OTKpOeTCs OKHO C OCHOBHbIMM HAacTpPONKaMun NporpamMmmMmsbl. B 1eBor yactn okHa Bbibepute
nyHKT O6HOBNEHMe.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE - O X

< Haszag O6HoBAEeHue

Monyuats oBHoBAEHKA
oo

g2z Obwwe kaxasie 30 muHyYT (pekomenayeTten) v

) Yeeaomnenws Mcroununk obHoBASHWIA

~ - Cepeepkl komnaHum «JokTop Beb» (pekomeHnayerca) MzmeHnTE
| 1) Ob6HOBAEHME

s CeTh

@ Camosawmta
& DrWeb Cloud
) AHTMBMpYCHaRA ceTh

Q) Ckanep

A
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA JononHuTensHbIE HACTPORKK @

PucyHok 30. HacTtpoiiku o6HOBeHnsA

MNepuogunuHocTb 06HOBAEHUM

Mo ymon4aHuto ycTaHOBAEHO onTUManbHoe 3HauveHne (30 MUHYT), KOTopoe No3BoaseT
noagepxuBatb MHGOpPMaLMto 06 yrpo3ax B akTyalbHOM COCTOAHUMW. YTOObI M3MEHUTb
NepruoANYHOCTb OBHOBIEHNI, BbibepuTe HEOHXOAMMOE 3HaUYeHNe B BbiNajatoLLEM MEHHO.

ABTOMaTUYeCckoe O6HOB/IEHNE NPOBOANTCA B GOHOBOM pexxmMe. Bbl Takke MoxeTe BbibpaTh
13 BbiNaAatoLLEero Crnmncka 3HaveHne BpyuHyro. B 3Tom ciyyae Bam Heobxoarmo byzet
BPYYHVHO 3anyckatb obHoBneHme Dr.Web.

Hactpoiika ncrouHnka obHoBaeHNI

Mo yMOnYaHUIO B KauecTBe NCTOYHMKa OOHOBAEHMS YKa3aHO 3HaueHVe CepBepbl KOMMaHUU
«[lokTop Be6>» (pekomeHayetcs).

Yr106b1 HacTpOUTb YA06HBIN ANA BaC UCTOYHMK O6HOB/IEHUIA

1. B okHe HacTponkun obHoBAEHMA (CM. pUCYHOK HacTponkn o6HOoBNEeHWSA) B pa3aene
McTouHuk o6HOBAEHUI HaxxmunTe cCbinky M3ameHuTb. OTKpoeTCs OKHO HacTpPOMKu
NCTOYHMKa OBHOBAEHWN.

PyKOBO,CLCTBO nosab3oBaTenda
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aoa

Obuwmne

YeeaoMneHWA

CeTb

Camo3zawmTta

Dr.Web Cloud

AHTHMBMpYCHA

CKaHep

¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE

WNcTouHMK oBHOBAEHUIA

YraxmTe yaobHeIR ANA BAC UCTOYHMK 0OHOBAEHMA

Cepeepbl koMnaHuK «lokTop Beb» (pekomeHayeTca) v

| Micnonezoeate HTTPS-coeaMHEHME, KOTAA 3TO EO3MOXHO

°

PucyHok 31. Hactpoiika ncrounmka o6HoBsieHUA

2. BbibepuTte yaobHbIV ANf BaC MCTOYHMK OBHOBAEHWI 13 BbiNajatoLwero cnucka.

e CepBepbl koMmnaHum «Jlokrop Be6» (pekomeHayetcsa). O6HoBNeHWE byaeT
NPOUCXOAUTL C CepBEPOB KOMMNaHuK «JJoktop Beb» uepes nHtepHert. Ecam Bbl xoTnTe
3arpy>atb 06HOBAeHMA NO 6e30MacHOMY MPOTOKOJY MPW TaKOW BO3MOXXHOCTH,
BkatounTe onunto UcnonbzoBatb HTTPS-coeguHeHmne, Korga 3To BO3MOMXKHO.

¢ JlokanbHasa unu ceteBasn nanka. ObHoBaeHMe ByaeT MPONCXOANTb U3 IOKaSIbHOW UK
CeTeBOW Nanku, B KOTOPYH CKOMMPOBaHbl OOGHOBAEHMSA. YKaXnTe NyTb K Nanke (Haxas
kHonky O630p nan BBeas Nyt Bpy4uHyto B popmate UNC), a Takoke MMs nonb3oBaTens u
naposb, eCAN 3TO HEOH6XOANMO.

e AHTUBMpYCHaA ceTb. OOHOB/IeHMe ByAeT NPONCXOANTL Yepes IOKabHYH CeTb C
KOMMbOTEPA, HAa KOTOPOM ycTaHoBAEeH NpoaykT DrWeb n co3gaHo 3epkano
obHOBNEHWNI. BbibepunTe KOMMbIOTEP, KOTOPBIN BYAET MCMO/b30BaTbCA B KAaUECTBE
NCTOYHWKa OBHOBNEHWN.

3. Haxmute OK, utobbl COXpaHUTb U3MEHEHMS.

il‘-h. Ecnn Ha komnbroTepe yxe yctaHoBaeH npoaykt Dr.Web Bepcumn 12.0, He gonyckaeTcs B
KauecTBe UCTOYHMKa OHHOBNEHUI yKa3blBaTb KOMMNbIOTEP C bonee paHHel Bepcueit
npoJayKTa, MOCKOAbKY 3TO MPUBEAET K KpUTUYECKUM oLinbkam B paboTe cucteMbl.

PyKOBO,ELCTBO nosab3oBaTenda
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[ ononHuTenbHble HACTPOUKMN

Ana nepexoga K AONONHUTENbHbBIM HacTpokaM B okHe O6HOBAeHMe
(cM. prcyHok HacTpoiku 0BHOBAEHMA) HAaXMUTE CCbiIKy JLONMONHUTENbHbIE HAaCTPOKN.

HaC'rpoﬁ Ka 06HOB/AEeMbIX KOMMOHEHTOB

Bbl MOXeTe BbIGpaTh OAMH U3 CNEAYHOLLIMX BAPUAHTOB 3arpy3kn 06HOBAEHWNN KOMMOHEHTOB
Dr.Web:

e Bce (pekomeHayeTca), Npy KOTOPOM 3arpy>atoTcsi 06HOBAEHUS Kak BUPYCHbIX 6a3 Dr.Web,
Tak M aHTUBMPYCHOTO AApa 1 APYrnx NporpaMMHbIx KOMNoHeHToB Dr.Web;

¢ Tonbko BMUpYcHbIe 6a3bl, NPy KOTOPOM 3arpy>KaroTcs TOIbKO OOHOBAEHUS BUPYCHbIX H6a3
Dr.Web v aHTMBUpYCcHOrO aapa; apyrme komnoHeHTsl Dr.Web He obHoBAsArOTCS.

Co3spaHue 3epkana o6HOBNEHUMN

3epkasno 0bHos1eHUl — 3TO Nanka, B KOTOPYH KONMpYrTCcs 06HOBAEeHMA. 3epKanio
OBHOBNEHNI MOXET ObITb MCMOIb30BAHO KaK UCTOYHUK 0bHoBAeHUn Dr.\Web ans
KOMMbOTEPOB B IOKa/IbHOW CETU, KOTOPbIe HE MOAKNHOUYEHbI K UHTEPHETY.

Y106bI HaCTPOUTb Balll KOMNbIOTEP B KauecTBe 3epKaJia o6HOBNEHUI

1. B okHe HacTpoWkun 0bHOBAEHMA (CM. pUCYHOK HacTpoikn 06HOBAEHMSA) HAaXXMUTE CChINKY
[ ononHuTeNbHbIEe HACTPOWKM 1 BKIHOUMTE MCMO/b30BaHMe 3epkana O6HOBAEHWI NpK
nomoww nepekntoyatens @lD. OTKPOETCA OKHO HACTPOWKM 3epkasa OOHOBAEHUN.

PyKOBO,CLCTBO nosab3oBaTenda
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ans  OBuwmne

1 YsegomaeHuA

(g} Camo3zawmTa

Dr.Web Cloud

¥ Llewtp Bezonacrocn > Hactpoiikn > OBHoBNEHNE

Monydats oBHoOBAEHKUA

3epkano obHoBneHWA

MyTb K 2epkrany 0BHOENEHWIA

HOWM CETW, Ha KOTOPLIX

LI AHTMBMpYCHaR ceT

(] CkaHep

Aapec Mopt
0.0.0.0 .| 8080
°
3 W Bun
MameHnTs...

PucyHok 32. HacTpoiika 3epkana o6HoBneHUIA

2. Haxmute O630p 1 BbiOepuTe Nanky, B KOTOPYHO OyAyT KONMPOBaTbCA OOHOBAEHMS.
PekomeHayeTcsa BbIbpaTh MyCcTyto Nanky Wan co3gaTb HOBYHO Manky. Ecam ykasaHa HenycTas
narnka, Bce ee cogep>xunmoe byaeT yaaneHo. Takke Bbl MOXeTe yKa3aTb MyTb K Nanke
Bpy4uHyro B popmate UNC.

3. Ecam Baw koMnbrOTEP BXOAUT B HECKObKO MOACETEN, Bbl MOXKETE yKa3aTb aApec, KOTOPbI
OyAeT AOCTyneH TObKO AN OAHOW U3 NoAceTen. Taikoke Bbl MOXeTe yka3aTb MOpT, Ha
koTopom HTTP-cepBep 6yaeT npuHMMaTh 3anNpoChkl Ha COeANHEHME.

e B none Appec ykasbiBaetca uma xocta nau IP-agpec B popmartax IPv4 naum IPv6.

e B none Mopr yka3biBaetca n1060M cBO6OAHBIN NOPT.

4. Haxxmunte OK, uTo6bl COXpaHUTb M3MEHEHMUS.

ﬂepI/IO,ﬂ,I/I'-IHOCTb 3arpys3kum Ob6HOBNEHWNI Ha 3epKano 6yp,eT coBnadatb C Bbl6paHHbIM

3HaueHVeM Bbinagatolero meHto Monyuatb o6HOBAEHUA.

9.4. Cetb

Bbl MOXeTe HaCTPOWTb NapamMeTpbl COeAMHEHUS C MPOKCU-CEPBEPOM, BKIHOUNTL MPOBEPKY
AaHHbIX, NepesaBaeMbIX MO KPUNTOrpapuueckmm NpoToKoaM, a TakKe 3KCNOPTUPOBATh

ceptndukat Dr.Web ans nocnegyrowiero nMmnopTa B Apyrve nporpammbl.

B 3Tom pasgene:

° HaCTpOI‘/JIKa coeHeHNA C NPOKCK-CEPBEPOM

e | IPOBEPKA AdHHbIX, MEPEeJaBa€MbIX MO KpI/II'ITOFpaqzl/IL-IeCKI/IM NnpoTOKOJIaM

PyKOBO,CLCTBO nosab3oBaTenda
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e JkcnopTt ceptudukaTta DrWeb

YT106bl OTKPbITH HACTPOUKMN CETU

1. Otkpoiite MeHo DrWeb ®# 1 Bbi6epute nyHKT LieHTp 6e30nacHocTy.

2. Y6eauntech, uto DrWeb paboTaet B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NporpaMMbl «OTKPbIT» ). B npoTnBHOM CayYae HaxXMuUTe Ha 3aMOK .

B BerHeVI 4acCTn OKHa NporpaMmMbl HaXXMunTe {E’}

4. OTKpOeTCs OKHO C OCHOBHbIMM HacTpPoOnKaMun Nporpammsbl. B 1eBor yactn okHa BblibepuTte
NyHKT CeTb.

% Llewtp Bezonacrocn > Hactpoiikn > Cets — O X

< Hasag Cetb

HacTpoiite coeavHeHKWe € NPOKCU-CEPEEPOM WM MPOBEPKY 2allMdpoBaHHoro Tpadurka

ass  O6wmre

MNpokcu-cepeep

[\ YeeaomneHws Mcnons20EaTe NPOKCU-CepEED

O o

1) ObHoBAEHME

MpoeepaTs 3aWndPOBAHHEIA TRad WK

O o

B cayyae owmnBrW NpoBepKKA 3aLMILEHHBIX coeAMHeHA (SSL) yeraHoeuTe cepTudmkaT
«[lokTop Bebe pyuHyto.

@ Camosawmta
& DrWeb Cloud
) AHTMBMpYCHaRA ceTh

Q) Ckanep

i
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 33. MNoakntoueHne K NPoOKCcU-cepBepy U NpoBepkKa 3awmnppoBaHHOro Tpadpuka

Ucnonb3oBaHMe npokcu-cepBepa

Bbl MOXeTe BK/IHOUNTL PEXMM UCMOIb30BAaHUS MPOKCU-CEPBEPA U 3a4aTb HACTPONKM
NOAKNFOUEHWNS K HEMY. [Ins 3TOro:

1. BxstounTe onuunto Ucnonb3oBatb NpoKcn-cepBep npu nomoLum nepekntovatens @D,

2. Haxmure CCbIJIKY N3meHnTs, yTOObI 3a4aTb HaCTpOVIKM NoAKNHOYEHUA K MPOKCN-CEPBEPY:

Hacrpoiika OnucaHue
Aapec Ykaxute agpec npokcu-cepsepa.
MopT YKaxkute nopT NpoKcu-cepsepa.

PyKOBO,CLCTBO nosb30BaTena
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Hacrpoiika OnucaHue

Norwh YKaxknTe VMs yUeTHOW 3anncun ANs MOAKIOYEHUs K MPOKCU-CepBepY.

Maponb YKaxkute naposib yY4eTHOM 3amnmcK, UCrnoNb3yeMon ANs NMOAKIOYEHMA K MPOKCH-
cepBepy.

Tun aBTOpM3aummM  Bbibepute TMN aBTOpU3aLWK, TpebyeMblin AN NOAKNOYUEHMS K NMPOKCU-CEPBEPY.

be3onacHble coeguHeHUA

Yto6bl Dr.Web npoBepsn gaHHble, nepesaBaeMbie No Kpuntorpapunyeckmm npotokonam SSL,
TLS nan STARTTLS, BritounTe onuuto MNpoBepaTtb 3awumdpoBaHHbIi Tpaduk. SplDer Mail
6yneT NnpoBepATb AaHHble, NepejaBaemble No npotokonam POP3S, SMTPS, IMAPS, a SplDer
Gate — no npotokony HTTPS.

Ecnm npunoxeHune, ncnonb3yrollee Ans cBoein paboTbl WMPOBaHHbIE COEANHEHUS, HE
obpalyaerca K xpaHuauLy ceptndpnkatos cuctembl Windows, To Heobxoammo
aKcnopTnpoBatb ceptnudmkat besonacHocTn komnaHum «loktop Beb» n nmnoptmnposaTtb
BPYYHYHO B KaXkz0e NpuaoXeHue.

if Cpok genctBus ceptnomkata 6esonacHoctn — 1 roa. Mpu HEOH6XOAUMOCTU UMMOPTUPYITE
cepTMdUKaT KaxabliA ros 3aHOBO.

Uro Takoe ceptudukar 6esonacHocTu

CepTndurkaT 6€30NacHOCTM — 3TO INEKTPOHHbIV AOKYMEHT, MOATBEPXKAAFOLLMIA, UTO
cepTmduumMpoBaHHaa NporpaMmma npoLia NpoBepKy B O4HOM M3 LLEHTPOB cepTuduKaymu.
Tarke cepTndmkaTbl 6e30nacHOCT Ha3biBatoTCA SSL-cepTndurkaTtamMm, MOCKONbKY AA paboThbl
ncnonb3yetca SSL-npotokon (Secure Socket Layer — aHrn. YpoBeHb 3alUmLLeHHbIX COKETOB).
OH obecneunBaerT 3apiLeHHOe WKdGpPOoBaHMEM B3aUMOAENCTBNE MeXAYy Beb-y3namuy,
HanpuMep, KOMMbIOTEPOM NMob30oBaTeNs 1 Beb-cepBepoM.

YcTtaHoBKa (MMMoOpT) B NporpaMmy, paboTatoLyto ¢ UHTEPHETOM, cepTudurkaTa 6e3onacHoOCTU
Kakoro-1mb6o Beb6-y3na rapaHTUpyeT, UTO CBSA3b C HUM OyAeT OCyLLeCTBAATLCA B 3aLUMLLEHHOM
pexunme C NPOBEPKOM MOAJMHHOCTU. B TakoM ciyyae 310yMbilNeHHUKaM ByaeT kpaiHe
TPYAHO OCYLLEeCTBUTb NepexBaT AaHHbIX.

Nmnopt ceptudunkata Dr.Web moxeT notpeboBaTbcsa Ans paboTbl CaeAyroLmX NporpamMm:
e 6paysep Opera;
e 6paysep Firefox;

e rMoyTtoBbIl KAMeHT Mozilla Thunderbird;

PyKOBO,ELCTBO nosab3oBaTenda
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e noytoBbIn kaneHT The Bat! n ap.

UT06bI 3KCMOPTMPOBaTb U UMNOPTUPOBaTb cepTudukaTt 6esonacHoctn Dr.Web

1. Bxatounte onuuto NMposepatb 3awmeppoBaHHbIi Tpaduk NPY NOMOLLM NepekntovaTens @D,
€C/NN KHOMKa IKCNOPT He akTuBHa. [pn 3Tom byaeT creHepupoBaH ceptudunkar
6e3onacHoctn Dr.Web.

2. Haxkmunte KHOMKy IKCNOPT.
BbibepuTe nanky, B KOTOPYHO Bbl XOTUTE COXPaHUTb cepTnudukat. Haxxmumte OK.

4. mnoptupyiite ceptndurkaT B Hy>KHOe npunoxeHue. MNogpobHee o TOM, Kak
MMMOPTUPOBATb CEPTUDMKAT, CM. B CNPaBOYHbIX MaTepmanax K Heob6xoaMMomy
MPUNOXKEHWIO.

| Ecan aktvBupoBaHa onuys MpoBepaATb 3awwmdpoBaHHbIl TPAapUK, /15 KOPPEKTHOW
paboTbl HEKOTOPbIX KIMEHTOB 061auHbIX XpaHuauLY, (Takux kak Google Drive, Dropbox,

Anpekc.Anck n ap.) HEOH6XOAMMO UCKNOUNUTL STU NPUIOXKEHUS U3 MPOBEPKN KOMMOOHEHTOM
SplDer Gate.

9.5. Camo3sawmTa

Bbl MOXeTe HacTpOoUTb NapaMeTpbl 3awmTbl camoro Dr.Web oT HecaHKLMOHMPOBAHHOTO
BO3/eNCTBMA, Hanpumep OT NPOorpamMmmM, BpeJOHOCHOE AeNCTBUE KOTOPbIX HanpaBaeHOo Ha
aHTUBMPYCHbIE MPOrpaMMbl, @ TakKe OT Cly4aliHOrO NMOBPEXAEHUS.

B aToM pasgene:

e BintoyeHve n OTKNHOYEHME CaMO3aLNTDI

e 3anpeT U3MeHEHMs AaTbl U BDEMEHU CUCTEMbI
UT106b1 NepenTn K HacTpoikam Camo3aLnTbl

1. OTkpoiite MeHio Dr\Web % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. Y6eauntech, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il (il
NpOrpaMMbl «OTKPbIT» ). B NpOTMBHOM C/lydae Ha>XXMUTe Ha 3aMOK .
B BepxHen yacT okHa NporpaMmbl HaXXMmnTe &,

4. OTKpOeTCs OKHO C OCHOBHbIMW HacTpOMKaMu NporpaMmMsbl. B neBor yactu okHa BbibepuTe
nyHkT Camo3awura.

PyKOBO,CLCTBO nosab3oBaTenda
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€< Hazap Camo3awmnTta

BratounTts CamozalwmTy (pekomeHayeTca)

e @ o
3anpeLLaTs 3MyNALKMK AeRCTEMIA NONL20EATENA

[l Yeegomnexwn e yRAURE 4
@D s

) O6HOBAEHWE BrAunTe NogaepxKy COBMECTUMOCTI CO CREACTBAMM UTEHWA C 3KPaHa
O omn

s CeTh

[arta n Bpemsa
CamosalmTa 3anpellaTs M3MeHeHMe AaThl U BpeMEHI CUCTeMbI

() an BKAHIYeHHBIX OrpaHMYeHMAY BEpemMeH paﬁOTbl B PoanTensckom KOHTpROME

& DrWeb Cloud

(pexomenayeTca)
Bceraa
) AHTMBMpYCHaRA ceTh
Q) Ckanep
(|
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

¥ Llewtp Bezonacrocn > Hactpoiikn > Camozawyura - O X

PucyHok 34. MapameTtpsbl 3awutbl Dr.Web

Hactpoitkn Camo3awmnThbl

Hactpovika Bkarountbe Camo3awury (peKoMmeHAyeTcsa) No3BoaseT 3alnTuTb Ganinbl 1
npoueccol Dr.Web oT HecaHkunoHnpoBaHHoro goctyna. Camo3alymTa BKIKOYEHa No
ymoaudaHuto. Otkntouatb CamMo3almTy He peKoOMeHayeTCs.

il'i B cnyyae BO3HUKHOBEHWA NPo6aem Mpu UCNo/Ib30BaHUM NporpaMm gedparMeHTaLmm
PEKOMEHAYETCA BPEMEHHO OTKIOUMTL MOAY/ b CaMO3alLluTbl.

YT06bI NPOM3BECTM BO3BPAT K TOUKE BOCCTAHOBJ/IEHMA CUCTEMBI, HEOBXOAUMO OTKIOUNTD
Mogaynb CaMo3aluuThbl.

Hactpoiika 3anpeliatb aMynsLMIi0 AeACTBUA NO/Ib30BaTeNA MO3BOASET NPeLOTBPaTUTDL
n3MeHeHu s B HacTporikax Dr.Web, nponssoanmbie CTOPOHHUMU NPOrPaMMHbIMU
cpeacTBamu. B Tom uncne 6yaet 3anpeLleHo NCNOoAHEHME CKPUMTOB, SMYANPYHOLWMX paboTy
KnaBmaTypbl 1 Mbiwn B okHax Dr.Web (Hanpumep, ckpynToB Ans U3IMEHEHUs HacTpoeK
Dr.Web, yaaneHuns nvueH3nm n Apyrux 4encTBuii, Hanpas/ieHHbIX Ha U3MeHeHVe paboThl
Dr.Web).

HacTtpoiika BkarounTb noaaep>KKy COBMeCTMMOCTM CO CPeACTBaMM UTEHUA C IKpaHa
NO3BOASAET UCMNONb30BaTh MPOrpamMmMbl 3KPaHHOro goctyna, Takme kak JAWS n NVDA, ana
03BYyuUMBaHMA 3nemMeHTOB MHTepderica Dr.Web. 3ta pyHKUMA fenaeT nHTepdpelnc Nnporpammsl
AOCTYMHbBIM 418 NHOAEN C OTPaHUYEHHbIMU BO3MOXHOCTAMMU.

PyKOBO,CLCTBO nosab3oBaTenda
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Aata n Bpems

HekoTopble BpeJOHOCHbIE MPOrpaMMbl HAMEPEHHO U3MEHAIOT CUCTEMHbIE AaTy 1 BpeMs. B
3TOM c/iyyae 0H6HOBEHMS BUPYCHbIX 6a3 aHTUBUPYCHOM MPOrpamMmMbl He MPOUCXOANT MO
YCTaHOBJIEHHOMY PacnNCaHUIO, NLLEH3NA MOXKET ONpeAenaTbCa Kak MPOCpPOYeHHas, 1
KOMMOHEHTbI 3aLUMTbl BYAyT OTK/IHOUEHbI.

HaCTpOVI Ka 3anpeuj,a1'b U3MeHeHue AaTtbl U BpeMeHUN CUCTeMbIl MNOo3BOJIAET 3a610kn poBaTb

py4yHOE N aBTOMaTU4YECKOE N3MEHEHNE CUCTEMHbLIX AaTbl M BPEMEHW, a TaKXKe YaCOBOro nodca.

10 orpaHmnyeHne yctaHaBIMBaeTCA ANA BCEX nosb3oBaTeNer CUCTEMDbI. ﬂ'aHHaﬂ HaCTpOVIKa

MO3BOJINT TOUHEE pa6OTaTb quHKu,l/IVI orpaHMyeHnda BpemMeH” B Mmogyne POAI/ITeJ'IbCKI/II\/'I

KOHTPO/b. Ecane mMoagyne PO,[I,VITGJ'IbCKI/IVI KOHTPOJIb 3a4aHbl OrpaHNYeEHNA BPpEMEHU pa6OTbI
3a KOMMNbHOTEPOM UAN B NHTEPHETE, 3Ta HaCTpOI\/IIKa BK/IHOYAETCS aBTOMaTnUeckn. Bbl moxeTe
HAaCTPOUTb MNoJyYeHune yBeAOMﬂeHI/IIZ B TOM Ciay4dae, eC/in OCyLLeCTB/1IA/1aCb MOMbITKa N3SMEHUTb
CNCTEMHOE BpeMA.

9.6. Dr.Web Cloud

Bbl MOXeTe NoakNtounMTbCs K 061a4HOMY cepBucy komnaHmm «/loktop Beb» 1 nporpamme
ynyudleHna KkayectBa paboTbl npoayktos Dr.Web. O6nauHbiin cepBuc cobrpaet nHpopmaumto
O MOCNeAHUX Yrpo3ax Ha CTaHLUMAX Noab3oBaTenein, baarogapsa yeMy NOCTOAHHO
OBOHOBAAKOTCA BUPYCHbIE 6a3bl 1 3GGEKTUBHO YCTPaHAOTCA HOBeWLMe yrpo3bl. Kpome TOro,
obpaboTka AaHHbIX Ha 061aUHOM CepBUCE MPONCXOANT BbICTpee, YeM NOKabHO Ha
KOMMblOTEpPe NOAb30OBaTeNs.

B 3TOoM pasgene:

e ObnayHbl cepBUC
e [Iporpamma ynyyuweHuns kayecrsa [10

UTto6bbl BiUIoUUTb am otkarountb Dr.Web Cloud

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. Y6eputech, uto Dr.Web paboTtaet B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTh

({7l
NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM cnyyae HaXXMuUTe Ha 3aMOK
B BepxHel yact okHa NporpamMmMbl HaXXMnUTe &,

4. OTKpOeTCs OKHO C OCHOBHbIMM HaCcTpPONKaMun NporpamMmmMsbl. B 1eBor yactn okHa Bbibepute
nyHkT Dr.Web Cloud.

5. Bxatoumte nam otkroumte Dr\Web Cloud npu nomowm nepekntoyatens @D.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llewtp Bezonacrocn > Hactpoiikn > Dr.Web Cloud - O X

< Haszag Dr.Web Cloud

Bl MoxeTe NOAKAKYNTECA K 00Aa4HBIM CcepBMcan. 3TO MOZBCANT KOMMOHeHTam Balled
888 Obwme AHTUMBMPYCHOM 23LUMTEI OCYLUECTENATE NPOBEPKY AaHHLIX MCNOAL3YA HaWOonee CEEXYH

nHbopmaunio ob yrpozax, KoTopana oBHOBAAETCA Ha cepeepax komnaHuu «flokTop Bebs B

pexune peankHoro BpemeHi. MpKn 3TomM Ha cepBephbl KOMMNaHWK ByAyT aETOMAaTUYeCKn
'@' YeeaomneHua OTMPABNATECA CEeAeHKnA o paboTe DrWeb Ha Bawem komneroTepe.

MonyueHHas nHbOPMaUWA HWKOTAa He ByAeT MCNoAL30BATECA ANA BalLel MAeHTUDMKALWKA
WA ANA CBAZK C BamMM.

@D B

1) ObHoBAEHME

s CeTh

MNoAnTuka KoHOUAEHUMANEHOCTH <flokTop Bebs F
@ Camosawmta

| & DrWeb Cloud

) AHTMBMpYCHaRA ceTh

Q) Ckanep

i .'|
[B Haxmute, 4Tobbl 3aNpeTuTs MIMEHEHNA @

PucyHok 35. Noaxkntouenue k Dr.Web Cloud

O6nauHbIN cepBUC

Dr.Web Cloud no3BosnsieT aHTUBMPYCHOM 3aLuMTe MCNOAb30BaTh CBEXYH MHOpPMaLmo 06
yrposax, o6HoBAfieMyto Ha cepBepax kKomnaHun «/loktop Beb» B pexxmme peanbHoro
BpeMeHMU.

B 3aBMcMMOCTM OT HacTpoek obHOBeHNA MHPopMaumsa 06 yrposax, MCnoablyemMas
KOMMOHEHTaMM Balle aHTUBUPYCHOW 3aLLMTbl, MOXET ycTapeBaTb. Vicnonb3oBaHume
061a4HbIX CEPBMCOB NO3BOAAET rapaHTUPOBAHHO OrpaAnTb NOAb30BaTeNEN BaLLEro
KOMMbrOTEPA OT CAaNTOB C HEXENATE/IbHBIM COAEP>XKMMbIM, @ TakKXKe OT MHOULMPOBAHHbIX
darinos.

MNMporpamma ynyuweHnuna kauyecrsa NO

Mpwn yyacTmn B nporpammMe Ha cepepa koMnaHum «Joktop Beb» 6yayT aBTomaTuyecku
oTNpaBAATbCA 0be3nnueHHble cBegeHna o pabote Dr.Web Ha Bawem komnbroTepe, B
YaCTHOCTM, CBEAEHWNA O CO3JaHHbIX BaMu npaBunax bpaHamayspa Dr.Web. MNonyyeHHas
nHpopmauma He ByaeT NCNONb30BaTLCA ANA NAEHTUUKALNM NOAb30BaTENN UAU CBA3N C HUM.

HaxmuTe Ha ccbinky Monautnka koHpuaeHumanbHocTh «Jlokrop Be6», uto6bl 03HaKOMUTLCA
C MONUTUKOM KOHOUAEHUMANbHOCTU Ha odULIMANLHOM caiiTe koMnaHun «/1okTop Beb» [,

PyKOBO,CLCTBO nosab3oBaTenda
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9.7. YaaneHHbin poctyn Kk Dr.Web

Bbl MOXeTe pa3pelunTb yaaaeHHoe yrpaBieHre BallMM aHTUBUPYCOM C APYrMX KOMMbIOTEPOB
NOKaZIbHOM CETU MPU MOMOLLM KOMMOHEHTa AHTUBUPYCHas ceTb. BxoxaeHne B cocTaB
aHTMBUPYCHOW CETU MO3BOASET YAaNl€HHO KOHTPOAMPOBaTb COCTOSSHUE aHTUBUPYCHOW
3aWwmTbl (MpocMaTpmBaTh CTaTUCTMKY, BKAKOYATh M OTKAKOYaTb KOMMNOHeHTbl Dr.Web, nameHsTb
NX HaCTPOWMKK), @ TakKe Nosy4aTb OOHOBAEHUNSA Yepe3 oKaNbHYH ceTb. YTOObI MCNONb30BaTh
KOMMbHOTEP KaK NCTOUYHUK OBHOBAEHUI A/1F APYTMX KOMMbIHOTEPOB aHTUBUPYCHOM CETU, Ha
KOTOpbIX ycTaHOBAEH NpoaykT Dr\Web, Ha HEM HY>XHO HacTpouTb 3epkaso OBHOBNEHUN.

Yr10o6bI paspewnTb N 3anNpeTUTb yaaneHHoe ynpassieHue npoaykrom Dr.Web

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. YbepuTtecnh, uto Dr.Web paboTaeT B pexxume agMmuHucTpatopa (3aMOoK B HUXKHER Yactu
(7l

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnydyae HaxxmuTe Ha 3amok [H.
B BepxHel yacTn okHa NporpamMMbl HaXMUTE &,

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTPOMKaMu NporpaMmMebl. B neBori yact okHa BblibepuTe
NYyHKT AHTUBMPYCHasA CeTb.

5. PaspewunTte nav 3anpetute yaaneHHoe ynpasaeHune npogyktom Dr.Web npu nomoum
nepekntoyatens @D,

¥ Uentp GezonacHoctw > Hactpolikn > AHTMBMpYCHAA CETE - O X

< Hasap AHTMBUpYCHaA ceTb

Bl momeTe paspelunTs yaaneHHoe ynpaenedue npodykton DriWeb Ha sawem
388 Obwme KOMPBHITEPE € APYTUX KOMMEKITEPOE NOKANEHOA CETW, HA KOTOPLIX TAKKE YCTaHOBNEH!
npoaykTel DriWeb. C yaaneHHOro KOMMNLKTEPE CTAHET EOZMOXHO NPOCMATPUEATE

CTATUCTWKY, BKAHOUYATE W OTKAHIYATE KOMMNOHEHTE], 8 TakKe MIMEeHATE MX HECI'pOI;'IKVI.
[l YeegomneHwn
Pazpewuts yaaneHHoe yrpasneHue

1) ObHoBAEHME ‘) Bka.

sy CeTb [nA yaaneHHoro ynpaeneHus aHTMEMPYCOM Ha AaHHOM KOMMLHITEPE MCNOAb2yiTe
YKazaHHBIM Kod. Bl MoxeTe B NHoBOH MOMEHT M3MEHWTE 3TOT KO,

@) Camoszawmta ialalalalalale @

& DrWeb Cloud

| ' AHTMBMpYCHaRA CeThb

Q) Ckanep

A
HaxnuTe, 4Tobbl 33aNpeTUTE MIMEHEHNA @

PucyHok 36. BritoueHue yaaneHHOro ynpaB/ieHUss aHTUBUPYCOM

PyKOBO,CLCTBO nosab3oBaTenda
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Ans yananeHHoro ynpaeneHus Dr.Web Ha Balwem komnbtoTepe HeobxoaMMO byaeT BBOAUTb
KoA. Bbl MOXeTe ncnonb3oBaTth KOA, KOTOPbI aBTOMaTUUECKN FTeHEPUPYETCA MPU BKIHOYEHUM
onuumn, AN 3ajaTb CBON.

YpaneHHoe ynpasaeHue NO3BOAAET NPOCMaTpuBaTh CTaTUCTUKY, BKAKOYATb 1 OTK/IHOYaTb
MOAYAN, a Takke N3MeHATb X HacTporkn. KomnoHeHTbl KapaHTuH, CkaHep, 3awmTa oT
noTepu AaHHbIX 1 AHTUBMPYCHasA CeTb HEJOCTYMHbI.

9.8. NMapameTpbl NnpoBepku painoB

Bbl MOXeTe 3asaTb HaCTPOWMKM paboTbl CkaHepa, a Takke NU3MEeHUTb AeMCTBUA NO YMONYaHWUIO
npu obHapy>eHMM BPesOHOCHbIX 06beKTOB. HacTpolikin nporpaMmbl MO YMOYaHWIO
ABNAKOTCA ONTUMaNbHbIMU A1 BONBLUNHCTBA MPUMEHEHUI, UX He cneayeT U3MeHATb 6e3
HeobXoAMMOCTH.

Yr1o6bI NepenTu K Napamerpam nposepku Ppaiinios

1. Otkpoiite MeHto DrWeb ® 1 Boi6epute nyHkT LieHTp 6e30nacHocTy.

2. Ybeautech, uto Dr.Webpa60TaeT B PEXMMeE aAMUHNCTPATOPa (3aMOK B HUXKHEW YacTu
NPorpamMbl «OTKPbIT» ). B npoTMBHOM ciyyae Ha>XmMuTe Ha 3aMOK .
B BepxHen yactv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOEeTCA OKHO C OCHOBHbIMW HacTpOMKaMu NporpamMmmbl. B 1eBom yact okHa Bbibepute
nyHKT CKaHep.

F LlenTp BezonacHocTn » Hactpoiikn > Ckanep - O X

< Hazap MapameTpbl NPOBEPKU
MpUoCTaHABAMEATE MPOESPKY NPWM MUTAHUM OT AKKYMYAATORE
it Obume Qb omn

Wecnone3oeate 3EYKOBEbLIE OMOBELLEHWA
1 YseaomneHus

D ok
2 ObHoeneHue VMcnonkz0BaHKMe pecypCos KoMMLKTEPa
OnTumansHoe (pekomeHayeTcs) v
s CeTb
Aelictena

@ Camo3zalWmnTa
WMHdWuMpoBaHHkIe

NeuwTs, nepemMellaTts B KapaHTUH HEWINeYnMblie (pEKOME‘H,ﬂ.yE'TCﬂ:] hd

& Dr.Web Cloud
Mogoz PUTEABHBIE
LI AuTneMpycHas ceTb

MepemelLaTs B KapaHTUH (pekomeHayeTca) v

A
[ Haxmure, ytofbl 3aNpeTuTs MIMEHEHNA JononHuTensHble HACTPORKKM @

PucyHok 37. Hactpoiika CkaHepa

PyKOBO,CLCTBO nosab3oBaTenda

83



g
),
A

@

Hactpoiiku nporpammbi

MapameTtpbl NnpoBepkun

B 3TOM rpynne AocTynHbl o6wme napameTpbl pabotbl CkaHepa Dr.Web:

e MpuocraHaBAMBaTb NPOBEPKY NPW NUTAHUM OT aKKyMyAaaTopa. BkaroumTe 3Ty onumio,
yTO6bI NPU NEpexoae Ha NUTaHMe OT akkyMyasTopa nposepka 6bina NnpuoctaHoBaeHa. Mo
YMOJIYaHUWIO OMUMA OTK/IOYEHA.

¢ Nicnonb3oBaTb 3ByKOBbIe ONnoBeLLeHus. Bkatounte aty onuyuto, utobel CkaHep Dr.Web
conpoBoxaan obHapyxeHue n obe3BpexnBaHmne Kaxzaoun yrpo3bl 3ByKOBbIM CUrHaiom. o
YMOAYaHUIO ONLUMA OTKIHOYEHA.

¢ Ncnonb3oBaHune pecypcoB KOMMblOoTEpa. OTa ONUUA yCTaHaBANBaET OrpaHMyeHre Ha
ncnosnb3oBaHMe pecypcoB koMnbtotepa CkaHepom Dr.Web. Mo ymonyaHuto 3agaHo
ONTMMaNbHOE 3HayeHue.

DewvcrBus

B 3Ton rpynne HacTpoek 3agaeTcs peakuna CkaHepa Ha 0bHapyXXeHWe 3apa>keHHbIX UK
no03pUTE/IbHbIX GaiioB U BPELOHOCHbLIX MPOrpamMM.

Peakuus 3afaeTca OTAENbHO ANS KaX0M KaTeropum 06bekToB:

¢ NHdunumpoBaHHble — 06beKTbI, 3apa>KeHHbIe N3BECTHbIM U (MPeAnON0XUTENbHO)
N3N1eUYMbIM BUPYCOM;

e Mopo3putenbHble — 0OBLEKTBI, MPEANONOXUTENBHO 3apaXkKeHHble BUPYCOM UK
coaep>kallume BpeOHOCHbIN 0b6BbeKT;

® pa3nnyHble NOTEHLMNANbHO OMacCHblE 06BbEKTHI.

Mo ymonuaHuto CkaHep NbITaeTCs BbleUnTb daliibl, 3apakeHHble N3BECTHLIM U
NOTEHLMANbHO U3EeYNMMbIM BMPYCOM, OCTaslbHble Hanbosiee onacHble 06beKTbl —
nepemelyaet B KapaHTuH. Bl MoOXeTe nameHntb peakuymto CkaHepa Ha obHapyxeHue
KaXkaoro tmna o6bekToB B 0TAeNbHOCTU. COCTaB AOCTYMHbIX peakuuii Npu 3TOM 3aBUCUT OT
TMNa yrpo3sbl. JericTBus, yCTaHOB/IEHHbIE MO YMOIYAHUIO, ABASHOTCA ONTUMabHbIMU U
OTMeYeHbl Kak PEKOMEHAyeMbIE.

CyLLecTBYHOT Clieytolline AeNCTBUS, MPUMeHseMble K 0OHapy>KeHHbIM 06beKTaMm:

AelicTBne OnucaHue

JNeuwts, BoccTaHOBUTL cOCTOSIHME 06BbeKTa 40 3apaxkeHwa. Ecan BUpyC Hemsneunm mim
nepemeLyaTb B nonbiTka AeyeHns He Hbina ycnewHow, ToO 06bekT byaeT nepemelLeH B KapaHTUH.
KapaHTUH

Heusneummble [aHHoe feincTBMe BO3MOXHO TO/IbKO AN 0H6BEKTOB, 3apa’KeHHbIX U3BECTHbIM

M3NEUNMbIM BMPYCOM, 3@ UCKTIIOUEHNEM TPOAHCKMX MPOrPaMM 1 3apadkeHHbIX
balinoB BHYTPM COCTaBHbIX O6BEKTOB (apX1BOB, GaioOB 3NEKTPOHHOW MOYTLI UK
bannoBbIX KOHTEMHEPOB).

PyKOBO,ELCTBO nosab3oBaTenda
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OnucaHue

BocctaHOBUTL cOCTOSIHME O06beKTa A0 3apa>eHua. Ecan BUPYC HeEnsiednm nan
nonbiTka JeYeHns He bbina ycnew HOIZ, TO 06BbEKT 6yp,eT YAaneH.

[JaHHoe AeicTBMEe BO3MOXHO TOJIbKO AN 06BbEKTOB, 3apadkeHHbIX U3BECTHbIM
M3NEUMMbIM BMPYCOM, 3@ UCKHOYEHNEM TPOAHCKMX MPOrpamMM 1 3apadkeHHbIX
dalinoB BHYTPK COCTaBHbIX O6BEKTOB (apX1BOB, GaIOB 3NEKTPOHHOW MOYTLI UK
balinoBbIx KOHTENHEPOB).

Ypanutb 06beKT.

[ 3arpy304HbIX CEKTOPOB HMKaKUX AeNCTBUIA MPOU3BOAUTLCA He ByaerT.
MepemecTuTb 06BEKT B CrieumanbHyto nanky KapaHtvHa.

[ns 3arpy304HbIX CEKTOPOB HUKaKKMX AEWCTBUA NMPOU3BOAUTLCSA He ByaerT.

Mponyctntb 06beKT 63 BbINONHEHMS KaKMX-1MOO AEeNCTBUIM U He BbIBOAUTbL
onoBeLLeHus.

,ﬂ,aHHOE ,Cl,el‘/lICTBVIe BO3MOXHO TOJIbKO AnAa BPpeAOHOCHbIX NpOorpamMm: peksiamMHbie
nporpamMmmel, NnporpamMmmbl 4O03BOHa, MPOrpaMmbI-LWYTKKX, NOTEHUMA/IbHO OMNacHble
nporpamMmbl 1 NnporpamMmbl B3si0Ma.

| Mpy 06Hapy>KeHWN BUPYCOB WK MOAO3PUTENIbHOTO KOZa BHYTPU COCTaBHbIX 0ObEKTOB

A (apxvBOB, GannoB 3NEKTPOHHON MNOUTbI UK GakNOBbIX KOHTEMHEPOB) AEUCTBMA MO
OTHOLLIEHWIO K YrpO3aM BHYTPU Takvx OH6BEKTOB BbIMONHAOTCA Haj BCEM OOBbEKTOM, a He
TONIbKO Haj 3apakeHHOW ero 4YacTbto.

p,OI'IOIIHVITEII bHbl€é BO3MOXHOCTU

Ana nepexoga K AONONHUTENbHbBIM HacTpoikaM B okHe MapameTpbl npoBepkn
(cM. prcyHoK HacTpoiku ckaHepa) HaxkmuTe CCbiiky JLonosHUTeNbHbIe HacTPOKW.

Bbl MOXeTe OTKAHUNTb NnpoBepPKY MHCTaJIALNOHHbBIX MakKeToB, apXMBOB 1 MOYTOBbLIX ¢alzﬂOB.
Mo YMONYaHWIO NPOBEpPKa 3TUX 06BEKTOB BK/IHOUEHA.

Bbl Takoke MoxeTe HacTpouTb noeegeHne CkaHepa NOCAe OKOHYaHWA MPOBEPKU:

e He npumeHaTb aenctBue. CkaHep BbiBeAeT TabanLy CO CMNCKOM OBHapy>XeHHbIX yrpo3.

e O6e3BpeauTb 06HapYy>KeHHble Yrpo3bl. CkaHep aBTOMAaTUUECKM MPUMEHUT JENCTBUS K
O6HapYy>XeHHbIM yrpo3am.

e O6e3BpeauTb 06Hapy>KeHHbIe Yrpo3bl U BbIK/ILOUYUTb KOMNbIOTep. CkaHep aBTOMaTUYECKM
NPUMEHNT AENCTBUA K OBHApPY>KEHHbIM Yrp0o3aM 1 NOC/e 3TOTrO BbIKIHOUMT KOMMbHOTEP.

PyKOBO,ELCTBO nosab3oBaTenda
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10. ®annbl n cetb
[aHHada rpynna HacTpoek npefocTaBaseT 4OCTyN K NapamMmeTpaM OCHOBHbIX KOMMOHEHTOB
3awmTbl 1 K CkaHepy.

Yr1o6bl NepenTh B rpynny Hactpoek Dainbl u cetb

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

W Lentp 6esonacroctn > Qaiinl n cets - O X
< LeHTp BezonacHocTH & O 0
B odaiinel u cets
SplDer Guard SplDer Gate
E Mpoeepka GalnoBoOH cuCTEMEI ‘) @ KonTtpons HTTP-tpadwmka ‘)
E PEaNLHOM EPEMEHM 1 BAOKMPOEKE EPEACHOCHLIX
obbekToB
Bpanamaysp SplDer Mail
ﬁ KoHTpons ceTeBbix COEAWMHEH WA l‘) E Mpoeepka NouTskl .)
Ha EPEAOHOCHbIE OBBEeKTH! 1 Criam
CkaHep
Q MNpoeepka KOMMNBKOTEPA Ha BMPYCH! W
ApYyTie EpefoHOCHLIE NPOrpamMisl
A
[ Haxmure, ytefsl 2anperuTs MIMEHEHNA @

PucyHok 38. OkHo ®aunbl n ceTb

BxknroueHue n oTk/tOuUeHME KOMMNOHEHTOB 3aliUTbl

Bkarounte nan otkarounte HeO6XO,£I|I/IMbII7I KOMMNOHEHT NP NOMOLUKM NepeknroYvaTena .

Y106bI I'IQPEﬁTM K napamMmeTpamMm KOMMNOHEHTOB

1. Y6eautech, uto Dr.Web paboTaeT B pexxume aaMuHnCTpaTopa (3aMOoK B HUXKHEN YacTu
N A
NPOrpamMMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaxXMuUTe Ha 3aMOK .

2. HaxxmuTe namtky HEOH6X0AMMOro KOMMOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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B aTom pasaene:

e MoHutop darinosoit cuctembl SplDer Guard — KOMMOHEHT, NpoBepAtoLLMIA dainbl BO

BPeMA MX OTKPbITUA, 3aMycka Uau U3MEHEHMS, a TakKe 3anyckaeMble MPOoLEeCChl B pexnme
peanbHOro BPpeEMEHMU.

e VHTepHeT-MoHUTOP SplDer Gate — kKOMNOHeHT, npoBepsatowmii HTTP-Tpaduk.

e [NoutoBbli aHTMBMPYC SplDer Mail — KOMMOHEHT, MPOBEPSAOLLNIA INEKTPOHHbIE MUCbMa Ha
Ha/Jnume BPEAOHOCHbIX OB6BEKTOB M Cnama.

e bpaHaMay3p — KOMMOHEHT, KOHTPOANPYIOLWMIA MOAKIHOUEHMA U Nepesady AaHHbIX MO CeTH,
a Taikoke 610KNPYOLWNIA NOAO3PUTENbHbBIE COEAMHEHMA HA YPOBHE NaKeTOB M NMPUIOXKEHWI.

e CkaHep — KOMMOHEHT, MPOBEePSAOLLMIA 0H6BEKTbI MO 3anpocy UAK MO pacnmcaHuLo.

e Dr.Web ana Microsoft Outlook — moaynb Dr.Web ans Microsoft Outlook.

il'f UYTto6bl 0mK/ItoUUMb Kako-1mbo 13 komnoHeHToB, Dr.Web gonxeH paboTats B pexume

11
agMNHUCTpaTopa. ﬂ,ﬂﬂ 3TOro0 Ha>XMUTE Ha 3aMOK B HWDKHEW YaCTW OKHa nporpamMmbl.

10.1. MNocTrosaHHana 3awmTa ¢an10BOU CUCTEMbI

MoHuTOop darnoson cuctembl SplDer Guard 3awwmilaeT KOMMNbIOTEP B PEXMME peasbHOro
BpeMeHu 1 npesoTBpallaeT ero 3apaxeHue. SplDer Guard 3anyckaeTca npu 3arpyske
ornepauyoHHOM CMCTeMbl 1 MpoBepseT dansibl BO BpeMa UX OTKPbITUA, 3anycka Uan
N3MEHEHWS, a TakoKe OTCIeXNBAET JENCTBMA 3aMyLLEHHbIX MPOLLECCOB.

YT106bI BKIFOUMTb WK OTKJIFOUUTb MOHUTOP ¢aiinoBoI cUCTEeMbl

1. OTkpoiite MeHio DrWeb % 1 Boi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

3. Bruitoumte nam otkarounte MoHmutop dannoomn cuctemol SplDer Guard npy nomotum
nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda

87



Ty
),
A

A
<

®daiinbl U ceTb

% LenTp GesonacrocTn > Qaiinel n cete - O X

€ LleHTp 6ezonacHocTH & 0 L

B odaiinbl u cets

SplDer Guard SplDer Gate
E Mpoeepka GaANOEON CUCTEMBI ‘) @ KonTpone HTTP-Tpadwka ‘)
B peantHoM BpemMeHK 1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
Bpanamaysp SplDer Mail
ﬁ KoHTpone ceteBbix coeguHeHMiA ‘) E Mpoeepka NouTsl ‘)

Ha BRel0HOCHBIE 06beKThl 1 Cram

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 39. BkaroueHune/otiiroueHume SplDer Guard
B atom pasgene:

e OcobeHHocTtn paboTthl SplDer Guard

e [IpoBepKka CbeMHbIX HOCUTENEN

e [leiicTBUA, NpUMeHsaeMble K O6Hapy>XeHHbIM Yrpo3am
e Bhibop pexurma npoBepku moHuTopom SplDer Guard
e /lONONHUTENbHbIE HACTPOUKMN

CM. Takxke:

e VickntoyeHune q;a|7|n0|3 M NanokK 13 NpoBEPKN
e VlcknroyeHume I'IQVIJ]O)KeHVIl\/’I M3 NPOBEPKN

Oco6eHHOocTU paboTbl SplDer Guard

Mpw HacTpoiikax Nno ymonyaHuto SplDer Guard Ha neTy NnpoBepsieT Ha XEeCTKOM ANCKe TONbKO

CcO34aBaeMble NN N3MEHAEMblE q)aﬁﬂbl, Ha Cb€MHbIX HOCUTENAX — BCE OTKPbIBaeMbl€e q)aVIﬂbl.

Kpome Toro, SplDer Guard noCTOSAHHO OTCAEXMBAET AEMCTBMA 3aMyLLEHHbIX MPOLLeCCOoB,
XapakTepHble 418 BUPYCOB, U NPU NX 06Hapy>XeHUN BNOKMpPYET 3TV NPOLLECChI.

| KomnoHeHT SplDer Guard He npoBepseT daiiibl BHYTPY apXMBOB, apXMBOB 3NEKTPOHHOW

A nouThbl 1 GpannoBbix KOHTENHEPOB. Eciv kakor-nMbo dain B apxmee MAM MOUYTOBOM
BJIOXEHUW MHOULIMPOBaH, TO yrpo3a byaeT obHapy>keHa npu n3BaeyeHnn Garina A0
NOSBNEHNA BO3MOXHOCTW 3apadkeHns KOMMboTepa.

PyKOBOACTBO nosb30BaTena
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Mo ymonuaHuto SplDer Guard 3anyckaeTcs aBTOMaTM4YeCKM NPU KaXKAon 3arpyske
onepauyoOHHOM CUCTEMbI, MPW 3TOM 3anyLLEeHHbIN MOHUTOP darnoBon cuctembl SplDer Guard
He MOXeT ObITb BbITPY>XeH B TeUeHMe TeKyLLero ceaHca paboTbl onepaLoOHHON CUCTEMBI.

MapameTpbl MOHUTOpa Painnosou cucremol SplDer Guard

Mpw obHapy>eHnn 3apaxkeHHbIx 06bekToB SplDer Guard NnpuMeHsAeT K HUM AeNcTBUS
COrNacHoO yCTaHOBJ/IEHHbIM NMapameTpam. HacTporiky NporpaMmbl MO YMOJHaHUIO SBASIOTCS
ONTUMaNbHbIMUN Ans BONbLUMHCTBA CNYYaEB, UX HE cneayeT N3MeHATb 6e3 HeobXoANMOCTH.

Yr1o6bl NepenT K NapameTpam KommnoHeHTa SplDer Guard

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTOpa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

2. Haxwmute nantky SplDer Guard. OTkpoeTcs OKHO NapaMeTpoB KOMMOHEHTa.

T Lentp Besonacroctn > Maiink u cets > SplDer Guard - O X

< MaiAnbl U ceTb {5} 6} L
= SplDer Guard

MpoBepka CMCTEME! B PEANEHOM EPEMEHM.

MapameTpbl NPOBEPKK

I'IpoaepﬂTh 00BEeKTEl HA ChEMHBIX HOCUTENAX

@D s

EJ'IOKHPOEETI: dBTO3aNyCK CO CheMHBIX HOCUTENEH

@D s
HeiicTBua
WMHduurpoBaHHsle

NeuwuTs, nepemMellaTts B KapaHTUH HEWINEYMMBbIE (pE‘KUMEH,ﬂyETCH) hd

nO,ﬂ,OEpHTEJ'II:HbIE

MepemelaTs B KapaHTUH (pekoMeHayeTCR) v

A
[ Haxmure, ytefsl 2anperuTs MIMEHEHNA JononHuTensHse HacTROWKK @

PucyHok 40. NapameTpbl MOHUTOpa ¢aIoOBOU CUCTEMBbI

NMpoBepka cbeMHbIX HOCUTeeN

SpIDer Guard no ymonuaHuto npoBepseT dariibl Ha CbeMHbIX HOCUTeNsX MHpopMaLmm
(CD/DVD-aunckax, bnelw-HakonuTenax v T. 4.) Npy CO34aHUN, YTEHUU, U3MEHEHNU U1 3anycke
3TMX dannoB, a Takke 6A0KMpPYyeT aBTOMATUUECKNI 3aMyCK UX aKTUBHOTO COAEPXMUMOro. ITOT
MeToj NoOMOoraeT NpeAoTBPaTUTb 3apaXkKeHne Ballero KOMnbloTepa Yyepes CbeMHble HOCUTENN,

PyKOBO,CLCTBO nosab3oBaTenda
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Tak kak SplDer Guard B pexu1Me peasbHOro BpeMeHu OTcaexmBaeT obpalueHns K GarinoBo
cucTeme 1 610KMpPYeT NCMONHEHWE BPeAOHOCHOTO Koa.

| HekoTopble cbeMHble HOCUTENW (B YaCTHOCTM, MOBUAbHbIE XXECTKME ANCKU C MHTepbeicoM

A; USB) mMoryT npescTaBAsTbCA B CMCTEME KaK >ecTkue Ancku. B atom cnyuae B obnactu
yBegomMaeHuin Windows He oTobpakaeTcs 3Ha4oK «be3onacHoe M3B/eYeHWe YCTPOWCTB U
amnckoB». MNpw uteHnn darina c Takoro aucka SplDer Guard He ocyLLecTBASEeT NPOBEPKY,
€C/n He BbibpaH NapaHouaanbHbIA PeXnM, MNO3TOMY Takve AUCKN PeKoMeHAyeTCs
NpoBepsTb Ha BUPYChI MPY NMOAKIHOUYEHUN K KOMMbOTEPY € NomolLblo CkaHepa Dr.Web.

Bbl MOXeTe BK/IHOUNTL UAK OTKIOUNTL onuun MpoBepAaTb 06beKTbl HA CbeMHbIX HOCUTENAX
1 bnoknMpoBaTb aBTO3aMnyCcK CO CbeMHbIX HOCcUTenel Npu nomMmowym nepekntovatens @D B
rpynne Hactpoek MapameTpbl NnpoBepKu.

ilj B cnyuae BO3HMKHOBEHWS Npobem npu ycTaHOBKe nMporpamm, obpatiarowmxca K epanny
autorun.inf, BpeMeHHO OTKIOUMTe onumio BllokMpoBaTh aBTO3anycK CO CbeMHbIX
HocuTenen.

DencTBua, npumeHsemble K 06Hapy>KeHHbIM yrpo3am

B aTon rpynne HactpoekK Bbl MOXETE HACTPOUTb Ael‘/’ICTBMﬂ, KOTOpPbIE Dr.Web AOJKEH

NPVMEHATb K yrpo3aMm B Cyvae 0bHapyXXeHns nx MoHUTOpoM dannosou cuctembl SplDer
Guard.

% Lentp GezonacHoctn > Qaiine u cets > SplDer Guard

- O e
< Qainbl U CeTb & O L
&= SplDer Guard
MpoBepka CUCTEME! B PEANEHOM EPEMEHM.
AeiictBua -

MH®WUKWPOBaHHEIE

JleunTh, NepemMelliaTs B KapaHTUH Hensfedmmele (peKkomeHayetca) ™
fNleynTh, NepemellaTs B KAPaHTUH HeW3nednMble (peKomMeHayeTcd)
NeunTh, yAanATe HEWZASUMMElE

MNepemeluate B KapaHTWH

YaanaTe
TIEpeMENaTE B Kapan T [PeROMEN Iy ETCH] hd

Mporpammel 402E0HA

MepemMellaTs B KapaHTUH (pEKOMEHLYETCA) v

Mporpammbl-wyTicK

L S

[B Haxmure, utobel 3anpetuts nameHeHna CKpBITE AONOAHWTENEHEIE HACTRORKKA @

PucyHok 41. HacTpoiika AeACTBUIA, NPUMeHAEeMbIX K yrpo3am

PyKOBO,CLCTBO nosab3oBaTenda
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[AencTBnA 3a4at0TCA OTAENBHO ANA KaXA0ro TUMa BPeJOHOCHBIX M MOA03PUTENbHbIX
06bekToB. COCTaB AOCTYMHbIX AEACTBUIA MPM 3TOM 3aBUCUT OT TMMa 06bekToB. Mo ymonyaHuto
YCTaHOBJ/IEHbI PpeKOMeHAyeMble AeNCTBUA A/1A KaXKaoro Tuna o6bekToB. Pe3epBHble KOMnu
0bpaboTaHHbIX 06bEKTOB COXpaHAtoTCA B KapaHTtuHe.

Bo3mo)KHble aencTBms

K yrpo3am MoryT 6biTb NpYMeHEHbI CesytoLine AencTBUS:

AeiicTBue
JNleuuts,
nepemelyaTb B

KapaHTVH
Heunsne4vynmble

NleunTtb, yaanatb
Hensneunmble

Ypanate

Mepemeltatb

B KapaHTWH

VirHopupoBsaTtb

OnucaHue

BocctaHOBUTL cOCTOsIHME O06beKTa A0 3apa>eHua. Ecan BUPYC HeEn3ieunm nan
nonbiTka JeYyeHns He bbina ycnew HOl\;I, TO 06BbeEKT 6yp,eT nepemMeLleH B KapaHTUH.

[JaHHoe AeiicTBMEe BO3MOXHO TOJIbKO AN 06BEKTOB, 3apadkeHHbIX U3BEeCTHbIM
M3NE€UMMbIM BMPYCOM, 3@ UCKHOYEHNEM TPOAHCKMX MPOrpamMM 1 3apadkeHHbIX
dalinoB BHYTPK COCTaBHbIX O6BEKTOB (apX1BOB, GaIOB 3NEKTPOHHOW MOYTLI UK
balinoBbIx KOHTENHEPOB).

BocctaHOBUWTL cOCTOsIHME O6beEKTa A0 3apa>eHua. Ecan BUPYC HEn3ieunm nan
nonbiTka AeYyeHns He bbina ycnew HOl‘;I, TO 06BbEKT 6yp,eT YAaneH.

[JaHHoe AeicTBME BO3MOXHO TOIbKO AN 06BEKTOB, 3apadkeHHbIX U3BEeCTHbIM
M3N1eUYMMbIM BUPYCOM, 3@ UCKIIOUYEHVEM TPOAHCKUX MPOrpPamMm 1 3apaskeHHbIX
dalinoB BHYTPK COCTaBHbIX 06BEKTOB (apX1BOB, GaIOB 3NEKTPOHHOW MOUTLI UK
dalinoBbIX KOHTENHEPOB).

Ypanutbe o6bexT.

s 3arpy304HbIX CEKTOPOB HMKaKUX AeNCTBUIA MPOU3BOAUTLCA He ByaerT.
MepemecTuTb 06BEKT B CrieumanbHyto nanky KapaHtuHa.

sl 3arpy30UHbIX CEKTOPOB HWKaKUX AEUCTBUIA MPOU3BOAUTLCA He ByaeT.

Mponyctntb 06beKT 6e3 BbINONHEHWS KaKMX-1MO0 AeNCTBUIN U He BbIBOAUTbL
onoBeLLeHus.

[laHHOe ZeicTBME BO3MOXHO TOJIbKO AJ/1s BPEAOHOCHBIX MPOrpamMm: pekaaMHbIX
nporpamm, NporpamMmm A03BOHa, MPOrpaMM-LIYTOK, MOTEHLMAIbHO OMaCHbIX
nporpamm v NporpamMm B3Joma.

Pe>xum npoBepkun komnoHeHTom SplDer Guard

,ﬂ'J'IFI AOCTyrMa K3TOMY 1 ciefyrouemMy pasaesiaM Ha>XKMUTe CCbINKY AOHOJ’IHMTeﬂbeIe

HaCTPOMKM.

PyKOBO,CLCTBO nosab3oBaTenda
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B 3TOM rpynne HacTpoek Bbl MOXeTe BbibpaTh pexunm nposepku ¢pannos MoHuTopom SplDer
Guard.

Pe>xnm OnucaHue

OI'ITI/IMafIbeIl‘/’I, ncnonb3syeTca no B AAaHHOM pe>XXume npoeepka nNpomsBoAUTCA TOJIbKO B CaeiyroLlmnx
YMONYaHNIO Ccnydaax:

e AN 06BEKTOB Ha XeCTKUX AMCKax — MpU 3amycke Uan Co34aHnm
balinoB, a TaKkke MombITke 3anMcK B CyLLlecTBytoL e dalinbl nnm
3arpy3ouHble CEKTopa;

e /15 06BEKTOB Ha CbeMHbIX HOCUTENAX — MPU IF060M 06 palleHun
K dbarinam wiv 3arpy304HbIM CeKTopaM (YTEHWK, 3amnmcK, 3anycke).

PeKomer,yeTca MCNONb30BaTb NOCNe NPOBEPKN BCEX XECTKNX ANCKOB
npu nomoun CkaHepa Dr.Web. B atom cnyyae 6yseT nckitoueHa
BO3MO>XHOCTb MPOHUKHOBEHUA Ha KOMMbHOTEP HOBbIX BUPYCOB NN
APYrux BpeAOHOCHbIX MpOorpaMm 4yepes CbeMHblie HOCUTEIN, HO TMPpKY
5TOM He ByeT NPOBOAUTLCA MOBTOPHOM MPOBEPKU YKe
MPOBEPEHHBIX, YNCTbIX, OO BEKTOB.

MapaHouganbHbIN B ZaHHOM pexxume npun Nto60M obpallieHnn (CO34aHUK, YTEHWMN,
3anucK, 3amnycke) NPOW3BOAUTCA NPoOBepKa Bcex GaiioB U
3arpy3o4HbIX CEKTOPOB Ha XEeCTKMX N CETEBbLIX ANCKAX, a TakxKe
Ha CbeMHbIX HOCUTENIAX.

rCl,aHHbII\/II pexum obecneunBaeT MakCUMabHbIN YpOB€Hb 3alunThbl, HO
3HAa4YUTENIbHO yBEJINUMBAET HAarpy3ky Ha KOMMNbHOTEP.

p,OI'IOIIHVITEII bHbl€é BO3MOXHOCTU

B 3TOM rpynne HacTpoek Bbl MOXeTe 3a/aTh NapamMeTpbl MPOBEPKN Ha NeTY, KOTopble byayT
NPUMEHATHCA BHE 3aBUCUMOCTU OT BblIOpaHHOTo pexnma paboTbl MOHUTOpPa $anoBow
cuctembl SplDer Guard. Bl MO>XeTe BKIHOUNTD:

® 1ICMO/b30BaHMNE 3BPUCTUYECKOTO aHaan3artopa;

e MpPOBepKy 3arpy>kaemMbix MPOrpamMM 1 Moayneu;

e NMpPOBepPKy YCTaHOBOUYHbIX Galnnos;

e npoBepky GpalnnoB Ha CETEBbIX ANCKaX (HE peKOMeHayeTcs);

® MPOBEpPKY KOMMbIOTEPA Ha HaZIMUMe PYTKUTOB (pekoMeHayeTca);

e NMpoBepKy cKpMnToB, BbinoaHAeMblx Windows Script Host n Power Shell (ans Windows 10,
Windows 11).

DBpPUCTNYECKUW aHaNIn3

Mo ymonuaHuto SplDer Guard npoBoAMT NPOBEPKY, MCNONb3YA IBPUCTUYECKMNIA aHANN3ATOP.
Ecan onuyma oTkntoueHa, NpoBepka NPOBOANTCA TONLKO MO CUrHATypaM M3BECTHbIX BUPYCOB.

PyKOBO,CLCTBO nosab3oBaTenda
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®doHoBas NpoBepKa Ha 3apa)keHue

Bxoaawmin B coctaB Dr.Web AHTMpPYTKUT No3BOASET B OHOBOM pexrMe NpoBOAUTb
NpoBepKy Ballen onepaLyoOHHON CUCTEMbI Ha HaaNUMe CNOXHbIX Yyrpo3 U Npwu
Heob6XoAMMOCTV NMPOBOANT NeYeHNe aKTUBHOIO 3apaXKeHus.

Mpwn BKAFOUYEHUWN JaHHOW HAacTponkn AHTUPYTKMT Dr.Web 6yaeT NOCTOSHHO HaXOAUTLCS B
namsaTn. B oTanumne ot npoBepku Gpannos Ha neTy, NpoBOAMMOMN koMnoHeHToMm SplDer Guard,
NOWNCK PYTKUTOB MPOU3BOAUTCA B cMcTeMHOM BIOS koMnbroTepa v Takmx KpUTUUeckKmnx
obnactax Windows, kak 06beKTbl aBTO3arpy3ku, 3anyLleHHble NPOLLeCChbl U MOAYM,
onepatuBHasa namate, MBR/VBR aunckos v ap.

OfHVM 13 KIHOYEBbIX KpUTEpUEB paboTbl AHTUPYTKMTa Dr.Web sBnsetcs 6epexHoe
noTpebaeHne pecypcoB onepaLMoHHON CUCTEMbI (MPOLECCOPHOro BpeMeHu, cBoboaHOM
onepaTMBHOM NaMATA U T. 4.), @ TakKe yUYeT MOLLHOCTM annapaTHOro obecneyeHums.

Mpu obHapy>xxeHun yrpo3 AHTUPYTKMT Dr.Web onoBseluaeT Bac 06 yrpose 1 HenTpanamsyet
ornacHble BO3eNCTBUSA.

Mpuv npoBeaeHUV GOHOBOW NPOBEPKM Ha Haanuve PYTKUTOB U3 MPOBEPKU UCKIHOUAOTCA
balnbl 1 Nanky, 3aZaHHble Ha COOTBETCTBYHOLLEN BKIA/KE.

doHoBas npoBepkKa Ha PYTKNTbI BKIKOYEHA MO YMOJIHaHUIO.

10.2. NMpoBepka Be6-Tpadpuka

KomnoHeHT SplDer Gate nposepsaet HTTP-Tpaduk n 610knpyeT nepesady o6bekToB,
coZepkalumx BpegoHOCHble nporpaMmbl. Yepes npotokon HTTP paboTatot 6paysepsl,
MeHeZXKepbl 3arpy3ku 1 gpyrmne npuaoxeHuns, paboratowme ¢ nHtepHetom. SplDer Gate
noAjep>xXunBaeT NPOBEPKY AaHHbIX, NepejaBaeMbIX MO KpUNTOrpapuyecknm npoTokonam,
Hanpumep HTTPS. s 3toro Heobxoanmo BKIOUMTL onuuio NposepaTh 3alingppoBaHHbIN
Tpaduk B pasgene Cetb.

Mpwn HacTpownkax no ymonudaHuto SplDer Gate Takke ocyllecTBaseT GUAbTPaLUIO
HepeKOMeHZyeMbIX CalTOB N CaNTOB, N3BECTHbIX KaK NCTOYHWUKN pacnpOCTpaHeHMA BUPYCOB.
NHbopMmaLmio 0 Takmx caritax cMcTema 3almTbl 6epeT B TOM UMCae U U3 aKTyaslbHbIX AaHHbIX,
XpaHALWmxcsa Ha obnauyHom cepsuce Dr.Web.

SplDer Gate NOCTOAHHO HaxOAUTCSA B ONepaTMBHOW MaMATX KOMMbOTEPA U aBTOMaTUUECKH
nepesanyckaetca npwu 3arpyske Windows.

UT06bI1 BI/IIOUMTDL UM OTJIIOUUTb NPOBEPKY Be6-Tpaduka n punbTpauum
HepeKoMeHAyeMbIX CaUuToB

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

PyKOBO,CLCTBO nosab3oBaTenda
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2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY ®dannbl M ceThb.

3. BruitounTte uam otkatoumTe MHTEpHET-MoHUTOP SplDer Gate npu nomolum nepektovaTens

Lo}
% Lentp BesonacHoctn > Daiinei n cets - O X
€ Uentp Be3onacHoCTH {a} 6} a

B odaiinbl u cets

SplDer Guard SplDer Gate
E Mpoeepka GaANOEON CUCTEMBI ‘) @ KonTpone HTTP-Tpadwka ‘)
B peantHoM BpemMeHK 1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
Bpanamaysp SplDer Mail
ﬁ KoHTpone ceteBbix coeguHeHMiA ‘) E Mpoeepka NouTsl ‘)

Ha BRel0HOCHBIE 06beKThl 1 Cram

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 42. Bknrouenune/otiitoueHume SplDer Gate

B atom pasgene:

e [1poeepka Tpadmka n URL B IM-KaneHTax

e [lapameTpbl 610KMPOBKN CAUTOB

e biokmpoBka nporpamm

e bioKMpOBKa HENPOBEPEHHbIX MW NOBPEXAEHHbIX 06BEKTOB
e [IpoBepKa apxMBOB N MHCTAANALIMOHHbBIX NakKeTOB

e /lcnonb3oBaHWe CUCTEMHbIX PeCYPCOB NPU NPOBEpPKe

e HanpasneHune npoeepaemMoro tpaduka

CM. Takke:

e VickntoueHune CanToB U3 NPOBEPKU
e VickntoueHue NpuUNoXeHM U3 NPOBEPKM

MapameTtpbl NpoBepku Beb-Tpaduka

Hactpotikm SplDer Gate no ymonuyaHuIO ABASOTCA ONTUMaJbHbIMWU B 6ONbLINHCTBE Cy4YaEeB,
NX He cneayeT n3MeHATb 6e3 HeobxoaMMOoCTL.

PyKOBOACTBO nosb30BaTena
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Yro6bl NnepenTu K Nnapamerpam komnoHeHTa SplDer Gate

1. Y6epntecs, uto Dr.Web pabortaet B pexxvme agMUHNCTPATOPA (3aMOK B HUXKHEN YacTn

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3aMoOK i

2. Haxxmute nantky SplDer Gate. OTkpoeTca OKHO napaMeTpoB KOMMOHEHTA.

F Lentp Besonacroctn > Daiine u cets > SplDer Gate - O

() SplDer Gate

KOHTF}OJ’II: BXOA4ALLErO W MCXOAALLero TquJHKE E peanbHOM BREMEHMN.

MapameTpbl NPOBEPKK

Mpoeepate Tpaduk 1 URL B IM-kiveHTax

@D s

[MpoEepka CChINOK W A3HHLIX, MEPEeNABAEMbIX KNAUMEHTAMK CUCTeM OBMEHE MIHOBEHHBIMIW cooBeHnAnK: Mail.Ru
ArenT, ICQ w Jabber-knnenTamu.

HapaMEprl GHOKMPOBKM
Brokwpoeate URL, aobaeneHHsle no obpaweHno npagoobnagatenei
@D s

BroKWpOBaTE HEPEKOMEHAYEMBIE CANTHI

@D s

< @aiinbl W CeTb {g} ‘53’ L

[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA AonofHNTeNEHEIE HACTRORKKA @

PucyHok 43. NMapameTtpbl nposepkn HTTP-Tpadpmka

MNMposepka Tpaduka n URL B IM-knmneHTax

B rpynne HacTpoek MapameTpbl MPOBEPKU Bbl MOXETE BKIHOUNTL MPOBEPKY CCbINOK U
dannos, nepegaBaemMbix KIMeHTaMn cncteM obmeHa MrHOBeHHbIMKU coobuieHnamum (IM-

knneHToB), HanpumMmep Mail.ru ArenT, ICQ, a Takoke KIMEeHTOB, paboTatoLwmx NO NPOTOKONY

Jabber. MpoBepseTtca Tonbko BXoAALWMI Tpaduk. [0 yMonyaHWUIO onums BKAKOYEHA.

PyKOBO,CLCTBO nosab3oBaTenda
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K HanaeHHbIM yrpo3aM NPUMEHSIOTCA cneayrolime AerCTBUS:

O6bekT AeicrBne
MpoBepka ccbiiok

CaiTbl, U3BECTHbIE KaK MCTOUYHUKN PacnpocCTpaHeHus  baokunpyroTcs aBTOMaTUUECKU.
BUpYCOB

HepekomeHgyemble calitbl 1 URL, fo6aBaeHHble Mo BaokupyroTcs cornacHo napameTtpam B rpynne
ob6palLeHuto NpaBoobaasgatens HacTpoek MapameTpbl 610KMPOBKN.

MpoBepka daitnos
Bupycbl BrokupyroTcs aBTOMaTMyeCKM.

BPEAOHOCHbIe nporpamMmbl: EJ'IOKVIpyPOTCﬂ COrnacHoO napameTpam B rpynne

HacTpoek BiiokupoBaTh NporpamMmbi.
e M0OJ03pUTENBHBIE;

® MNOTeEHUMaNbHO OMNacHble;

e MporpamMmbl 4O3BOHa,

nporpamMmbl B3JiOMa;

pexknamMHble NporpamMmmbl;

NporpamMmbl-LUyTKU.

ﬂpl/l NMpoBepPKe CCbIJIOK B NepejaBaeMblX COO6LLI,eHVIFIX TakKKe y4nTblBatoTCA CalThl U
NpunaoXKeHnda, NCKNK4YaeMble U3 MPOBEPKN.

MapameTpbl 610KMPOBKM CalTOB

B rpynne HacTpoek MapameTpbl 610KMPOBKM Bbl MOXETe YCTaHOBUTb aBTOMAaTUUECKYHO
6n1okmpoeky goctyna Kk URL, gobaBneHHbIM Mo obpalleHmto npaBoobiagatens, a Takke K
HepeKkoMeHAyeMbIM cailTaM, M3BECTHbIM Kak HebnaroHagexHble. [1ns 3T0ro BKIOUMUTE
COOTBETCTBYHOLLYH OMLUIO.

YTtobbl paspelmnTb 4OCTYN K HEOHBXOAMMbBIM CanTaM, yKaxXmTe NCKNHOYeHUs B Fpynne HacTpoek
nporpammMbl UckiroueHus.

SplDer Gate no ymosyaHuo 6a0KMpPYET AOCTYN K CaiiTaM, U3BECTHBIM Kak UCTOYHMKM
BUPYCOB WAN BPeJOHOCHBIX MPOrpaMM ApYrvx TMMoB. [pu 3TOM yunTbIBaeTCs COMCOK CaliToB,

NCKNKOYaeMbIX U3 MPOBEPKWN.

BbnokupoBka nporpamm

Ana poctyna K 3TOMy 1 CleAyroLmMM pasjenam Haxmute ccbiiky [LonosHUTeNbHble
HaCTPOMKM.

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT SplDer Gate moxeT 610knpoBaTh cieayroLlime BpejoHOCHbIE MPOrpaMMmbl:

® NOJO3PUTENbHbIE;

e MOTEHLMANbHO OMacHbIE;

e NporpamMmbl A03BOHa3;

e NporpamMmMbl B3/10Ma;

e peknamMHble NporpaMmbl;

e MPOrpamMMbl-LLYTKN.

Y106bI BKAHOUNTL BNOKMPOBKY BPEAOHOCHbIX MPOrpamMm, HaXXMUTe CCbiaKy AONONHUTEIbHbIe
HaCTPOMKM 1 NCMOJb3YNTe COOTBETCTBYIOLLME NepekatoyaTen B rpynne HacTpoek

BnokupoBaTtb nporpammbl. b10KMpPOBKa MOAO3PUTENBbHBIX M PEKIAaMHbIX MPOrpamMmMm, a Takke
nporpamMmm J03BOHA BK/IOYEHA MO YMOAYAHMIO.

BnoknpoBka 06beKToB

SplDer Gate Mo>eT 6710kMpoOBaTh HEMPOBEPEHHbIE UM NOBPEXAEHHble 06bekTbI. 10
YMOJIYaHUIO 3TV ONUMW BbIKAFOUEHbI. 1A 4OCTyna K HacTporikam 610KMPOBKM 06BEKTOB
HaXXMuTe cCbiNky J,0noNHUTEeIbHbIEe HAaCTPOMKM.

p,OI'IOIIHVITEII bHbl€é BO3MOXHOCTU

Hactpolikv MpoBepaTb apxmBbl 1 NMpoBepaTb UHCTaNANALMOHHbBIE NaKeTbl. [10 yMOAUaHUIO
3TV ONUMKN OTK/IFOYEHbI.

Hactpolika YpoBeHb noTpebsieHNss cUCTEMHbIX pecypcoB. B HekoTopbix cayyasx DrWeb He
MOXET OnpeAennTb KOHEYHbIN pa3mep dalina, Hanpumep, Npu ero 3arpyske. B takom cayyae
darin oTnpaBaseTcs Ha NPoOBepKy YacTAMU. T TpebyeT NCNob30BaHNE PecypcoB
KOMnbtoTepa. Bbl MOXeTe HacTPOUTb YPOBEHb MCMNONb30BAHUA CUCTEMHbIX PECYPCOB N TEM
CcaMbIM OnpeaennTb, kak 4yacTto ¢paibl HEM3BECTHOrO pa3Mepa byayT OTNPaBAATLCA Ha
npoBepky. [1py MakcMMaibHOM MCNONb30BaHUM PeCypCOB KOMMbIoTepa davinbl byayt
OTNPaBAATLCA Yallle U NpoBepka GansoB ByaeT NPON3BOANTLCA BbICTpee, HO Harpyska Ha
npoLueccop yBeanumTCs.

HacTtpolika Pexxum npoBepku Tpaduka. [1o yMoa4aHUO NPoBePsAEeTcs TOAbKO BXOAALLMNA
Tpaduk. MNpu HeobxoammocTh Bbibepute TN NnposepsieMoro HTTP-Tpaduka.

Bo Bpemsa npoBepkn Tpaduka yunTbiBatoTCA 3ajaHHble napameTpbl koMnoHeHTa SplDer Gate,

6enbli CONCOK CAaNTOB N NPUNOXKEHWUS, UCK/IFOYaEeMble U3 MPOBEPKMU.

10.3. NMpoBepKa 31eKTPOHHON NOYUTbI

MpoBepka 31eKTPOHHbIN NOYTbI OCYLLECTBAAETCS KOMNOHeHToM SplDer Mail. MouTtoBbIN
aHtTusmpyc SplDer Mail yctaHaBaMBaeTcs NO yMOAUAHUIO, MOCTOAHHO HAaXOAMUTCA B NaMATUA U

PyKOBO,CLCTBO nosab3oBaTenda
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aBTOMATMYeCKM 3aMycKkaeTca npuv 3arpyske onepaumoHHon cucteMsbl. SplDer Mail Takke
MO>eT NPOBEePATb NMCbMa Ha cram ¢ nomoupto AHTUcNama Dr.Web.

SplDer Mail noaaep>xnBaeT npoBepky 3awMPpoBaHHOIro NOYTOBOro Tpadurka No NPOTOKoNAM
POP3S, SMTPS, IMAPS. Insa atoro Heobxoanmo BkatounTb onumto MpoBepaTb
3awmdpoBaHHbIN TpadukK B passgene Cetb.

YT106bI BKIHOUMTL WU OTK/IFOUMUTb NMPOBEPKY 3/1IEKTPOHHON NOUTbI

1. Otkpoiite MeHto DrWeb ® 1 BuiGepunte nyHkT LieHTp 6e30nacHocTh.
2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Painbl U ceThb.

3. Bkatounte nam otkatoumMTe NouToBbIN aHTMBUPYC SplDer Mail npyn nomowwm
nepekntoyatens @D,

% LenTp GesonacrocTn > Qaiinel n cete - O X

€ LleHTp 6ezonacHocTH & 0 L

B odaiinbl u cets

SplDer Guard SplDer Gate
E Mpoeepka GaANOEON CUCTEMBI l‘) @ KonTpone HTTP-Tpadwka ‘)
B peantHoM BpemMeHK 1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
Bpanamaysp SplDer Mail
ﬁ KoHTpone ceteBbix coeguHeHMiA l‘) E Mpoeepka NouTsl ‘)

Ha BRel0HOCHBIE 06beKThl 1 Cram

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 44. BkatoueHune/otknroueHume SplDer Mail

B 3Tom pasaene:

e OcobeHHOCTN 06paboTkM NUcem
e [poBepka NUCeEM APYrMMU CPeACTBAMMU

CM. Takxke:

e [lapameTpbl NpoBEPKM OUCEM
e [lapameTtpbl AHTUCNaMa

PyKOBO,CLCTBO nosab3oBaTenda
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OcobeHHOCTU 06paboTkn Nucem

SpIDer Mail nonyyaet Bce BxoAdALLME NMCbMa BMECTO MOUYTOBOTNO K/IMEHTa N MPOBepPSAET UX.
Mpwn OTCYyTCTBMM YrpO3 NMUCbMO NepesaeTcs NOYTOBOMY KINEHTY Tak, Kak ecam 6bl OHO
NOCTYNMUNO HENOCPEACTBEHHO C cepBepa. AHANOTMYHO UCXOAALLME MNCbMa MPOBEPALOTCA A0
OTMpaBkun Ha cepsep.

Peakuma noutoBoro aHTuBupyca SplDer Mail Ha 0bHapy>keHne NHOULIMPOBAHHbIX U
NOAO3PUTENbHbBIX BXOAALLMX MUCEM, a TakKe NMUCeM, He MpoLueaLwnx NpoBepky (Hanpumep,
MUCEM C Ype3MEpPHO CNOXHOM CTPYKTYPOI1), MO YMONUYAHUIO CiesytoLas:

Tun nucem JeiictBMe

3apa>keHHble M1cbma M3 Takmx nucem ypansetcs BpeJoOHOCHOE COoZep KMMoe (3TO AelcTBue
Ha3bIBaEeTCA JleyeHUeM NMCbMa), 3aTEM OHU JOCTaBASIOTCA 0ObIUHBIM
obpaszom.

Mucbma ¢ MepemellatoTcs B BUAE OTAE/bHbIX $haitioB B KapaHTuH, NOUYTOBOM

NoZLO3PUTENIbHBIMU nporpamMmMe nocblnaeTcs coobLyeHre 06 3ToM (3TO AeNCcTBME Ha3biBaeTCs

obbekTaMum nepemewyeHuem nucbMa). MNMepemeleHHble nicbMa yaanarotca ¢ POP3- nan

IMAP4-cepBepa.

Hezapa>keHHble nucbMa u MepepatoTcs 6e3 M3MeHeHWn (nponyckaromcs).
NMCbMa, He MpoLLeALlvne

npoBepKy

NHPnumpoBaHHbIE AN NOAO3PUTENbHbBIE UCX0OAWUE NUCBMA He TIepeaaroTCa Ha cepBep,
nonb3oBaTesb M3BeLaeTcs 06 oTkase B OTNpaBke coobLeHns (Kak npaBmao, MoYTOBas
nporpamMma npv 3ToM coxpaHaeT MUCbMO).

MNpoBepka nucem aApyrummu cpeacreamm

CkaHep Takke MOXeT 0OHapy>KMBaTb BUPYCbl B MOYTOBbIX ALLMKAX HEKOTOPbIX GOPMATOB,
0oAHaKo noutoBbIn aHTMBUPYC SpliDer Mail nmeeT nepeg HUM pag NPenMyLLECTB:

e He BCe GopMaThbl MOYUTOBbLIX ALUMKOB NOMNYAAPHbLIX NporpaMmm noagep>xvsarorca CkaHepom
Dr.Web; npu ncnonb3osaHum SplDer Mail 3apa>keHHble NMcbMa gaxke He nonajgatoT B
NOYTOBbIE ALLNKN;

° CKaHep npoBepPAET NOYUTOBbIE AWK, HO TONBKO MO 3arnpocy noJib3oBaTtena nan no
pacnncaHno, a He B MOMEHT NOoay4YeHUA MOYThI. Takas npoBepkKa ABAAETCA prﬂ,OGMKOI\/JI 7
MO>ET 3aHATb 3HaUYNTE/IbHOE BPEMA.

10.3.1. NMapameTpbl NpoBepKU Nucem

Mo ymonuaHwuto SplDer Mail nbiTaeTcs BblIeUMTb NMUCbMa, 3aPaXkeHHbIE N3BECTHBIM U
MOTEHLMANbHO U3NEYMMbBIM BUPYCOM. Hensneunmblie n Nojo3puTesibHblE MUCbMA, @ TakKe

PyKOBO,CLCTBO nosab3oBaTenda
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pekaamMHble MPOrpaMmbl ¥ MPOrpaMMbl JO3BOHa nepemMellatotcs B KapaHTtuH. OctanbHble
NMCbMa NepesaroTcs MOYTOBLIM MOHUTOPOM 6€3 nsmeHeHunn (nponyckaromcs). MapameTpel
NpPoOBepPKN NMNUCEM MO YMONYAHMIO ABAAOTCA ONTUMaibHbIMU B HObLUMHCTBE C/lyYaeB, UX He
cneayet U3MeHsTb 6e3 HeOBXOANMOCTH.

B 3Tom pasaene:

o [leiicTBMA, NpUMeHsaeMble K 06Hapy>XeHHbIM Yrpo3am

e Hactpoiika napamMeTpoB NPoOBEPKN MUCEM

e [IpoBepKa apx1MBOB

e [IpoBepka Nucem, nepesaBaeMblX N0 KPUNTOrpaduUecKnMm NpoToKoNam

MapameTpbl NpoBepkn nucem

Hactpowiku SplDer Mail no ymonuaHuto ABAAHOTCA ONTUMaNbHbIMW 418 HaUMHAOLLErO
nosb3oBatens, obecrneurBas MakCMMasbHbI YPOBEHb 3aLUMTbI MPU HaVMEHbLLEM
BMelLaTenbCTBe Nosib3oBatena. [1pu 3ToM, ogHako, 61okmpyeTca paj BO3MOXHOCTEN
MOYTOBbIX MPOrpaMm (HanpuMep, HanpaB/ieHWe NMCcbMa MO MHOTMM aApecaM MOXeT 6bITb
BOCMPUHATO Kak MacCcoBas paccblika, MONyYeHHbI Cram He pacno3HaeTca), a Takke
yTpaurBaeTca BO3MOXHOCTb MOJyYeHNs NONe3HON MHPOPMaLMM U3 aBTOMATUYECKM
YHUUTOXEHHbIX MCEM (M3 He3apa>KeHHOWN TeKCTOBOW YacTu).

YT106bI NPUCTYNUTBL K peAaKTUPOBaHUIO NapaMeTPOoB NPOBEePKU Nucem

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

3. Y6eputech, uto Dr.Web paboTtaeT B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM ciyyae HaxxmuTe Ha 3amok LH.

4. Haxmwute nantky SplDer Mail. OtkpoeTcs okHO NnapamMeTpoB KOMMOHEHTA.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llentp Bezonackoctn > Maiinkl u cets > SplDer Mail

< Qaiinbl K ceTb

B SpiDer Mail

MpoEepka EXOLALLMY W MOXOAALLAY COOBLLEHWIA Ha BPEAOHOCHEIE 0BBEKTEI U CIam.

AHTWUCNam

npOEIEpHTb NoYTY Ha HaandKe cnama

@D s

HeictBusa

WHdwurpoBarHsle cooblieHms

Neuwnts, NepemMeLLlaTe B KapaHTWH Helznednmele (pEKOMEHMETCﬂJ i

MoaozpuTensHble cooBLeHnA

[MepenmellaTs B KapaHTUH (peKoMeHLyeTcA) ~

[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA JononaHUTeNEHEIE HACTROWKK @

T\

PucyHok 45. NapameTpbl npoBepkn nucem

AeicTBnA, npumeHsaemMble K 06Hapy>KeHHbIM yrpo3am

B 3TOW rpynne HacTpoek Bbl MOXETe HAaCTPOUTL AelncTBusA, koTopble DrWeb ponxeH

NPUMEHATb K MUCbMaM B CJ/ly4dae O6Hapy)KEHI/IFI B HUX Yyrpo3bl.

PyKOBOACTBO nosb30BaTena
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¥ Llentp Bezonackoctn > Maiinkl u cets > SplDer Mail - O X

< QaiAnbl U CceTb {5} ‘5} ya
B SpiDer Mail

Mpoeepka BXOAALLMY U MCXOAALLMY COOBLLEHWMIA Ha BPEAOHOCHLIE 0OBEKTEI W Criam.
HeiictBusa -
WHdWurpoBaHHsle cooBlieHma

NeunTs, NepeMeLLaTs B KaPaHTHH HEM3NeUnMele (DeEKOMeHayeTcA) v
NeunTs, NepeMellaTs B KaPaHTWH HEM3NeUnMsle (PeKoMeHayeTCR)
NeunTs, yAaNATE HEWZNEUMMEIE

MNepemellLaTs B KapaHTHH

Yaanate
TIEpEMeaTE B KA aHTHHE [PEROMER IYETTR] o

Mporpamme! 4o03B0HA

MepemellaTs B KapaHTUH (pekoMeHayeTCs) ~

Mporpamel - Ly TKI

Mrunnunnerate Mernmed nvateal ~ i

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA CKpbITE AONOAHWTENBHEIE HACTRORKK @

PucyHok 46. Hactpoiika AeicTBUIA, NpUMeHseMbIX K MTUCbMaM

Bo3mMo)kHble aencTBuA

K yrpo3zam mMoryT 6biTb NpUMEHEeHbI cneayrolime AercTBus:

JeiictBMe OnucaHue

JNleunrts, BocctaHOBUTL cocTOofHME MUCbMa A0 3apaeHunsa. Ecan Bupyc Hensneunm mnn
nepemellaTb B nonbITka NeyeHns He Bblna yCneLwHoW, TO 06BbeKT 6yAeT nepemelleH B KapaHTUH.
KapaHTUH

Heunsneuynmble [JlaHHoe AeiiCTBME BO3MOXHO TONIbKO AN UHOULMPOBAHHbIX MMUCEM, 3apakKeHHbIX

M3BECTHbIM U3/1€UYVMMbIM BUPYCOM, 3@ UCKJIFOUEHWEM TPOSIHCKUX MPOrpamMm, KoTopble
npu 06HapyxeHun yaansatoTtcs. SledeHve GpailioB B apxvBax HEBO3MOXHO BHe
3aBMCMMOCTM OT TUMa BUpYca.

MpuBOAWT K OTKa3y B nepegaye nucbMma.

Neuuts, yaanats BoccTaHOBUTb COCTOSIHME MUCbMA A0 3apakeHus. Eciv BUpYyC Hevzneunm unm
Heusneummble nomMbITKa JeyeHus He Bblia yCrnewHoW, To 06bekT byaeT yaaneH.

ﬂpVIBO,CI,VIT K OTKa3y B nepejaye nmcbma.
}’,a,anmb yﬂ,afll/ITb nnucemo. B atom Cnydae 3N1eKTPOHHOE NMNCbMO He nepecbliaeTcA
nosay4yatento, BMeECTO 3TOro nouyToBOM nporpamMmme nepegaetca COO6LLI,EHM€ o

COBepLUEHHOW onepauymn.

MprBOAUT K OTKa3y B Nepeave nvcbMa.

PyKOBO,CLCTBO nosab3oBaTenda
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AeiicTBMe OnucaHue
Mepemelwatsb MepemecTutb NMMCbMO B crieumanbHyro nanky KapaHtviHa. B 3Tom cayyae nncbMo He
B KapaHTWH nepecbliaeTcs nosydaTtesito, BMECTO 3TOr0 MOUYTOBOW Nporpamme nepesaeTcs

coobLeHne 0 CoOBepLUEHHOWN onepaLn.
MpuBOAWT K OTKa3y B nepegaye nucbMma.

WrHopupoBsaTtb MepeaaTb NUCbMO 6€3 BbIMONHEHVA KakvX-TMO60 AeNCTBUIA Haj, HUM.

Bbl MOXeTe yBe/IMUNTb HAaZEXHOCTb aHTUBUPYCHOM 3aLLMTbl MO CPAaBHEHWUIO C YPOBHEM,
npesycMOTPEHHBIM MO YMOAYaHMIO. [lns 3TOro HaXkmuTe cCbiiky [LonoAHUTEeNbHbIe
HacTpoWku v BbibepuTe B cnvcke HenpoBepeHHble NyHKT Mepemewatb B KapaHTUH. Daiinb
C NepeMeLLeHHbIMY NMUCbMaMK B 3TOM C/lydae peKOMEHAYETCs BMOCNEACTBMN NPOBEPUTD
CkaHepom Dr.Web.

ilj 3aLwuTy oT NOAO03PUTENLHbBIX MUCEM MOXHO OTKIHOUaTh TOJILKO B TOM C/yyae, Korja Ball
KOMNbOTEP AOMOJIHUTE/IbHO 3aluLLeH NOCTOAHHO 3arpy>eHHbIM ¢a|7|n0|3bnv| MOHUTOPOM
SplDer Guard.

HacTtpoiika napameTpoB NpoBepKn nucem

Ana poctyna K napamMeTpam nNpoBePKM NMUCEM HaXMUTe CCbiKy JLonoNHUTeNbHbIe
HaCTPOMKM.

AeiAcTBMA Hag NnucbMamm

B faHHOM rpynne HacTpoek yka3blBatoTCA AOMONHUTENbHbIE AENCTBUSA HaZ NEKTPOHHbBIMMU
nncbMamu, o6paboTaHHbIMU NOYTOBbLIM MOHUTOPOM SplDer Mail.

Hacrpoiika OnucaHue

[lo6aBnaTb 3aron0BOK  YCTaHOB/EHa MO YMOAUAHUIO.

'X-Antivirus'

K coobLLeHVaM Mpv NCNONb30BaHUM aHHOM HACTPOMKN B 3aroI0BOK BCEX MUCEM,
06paboTaHHbIX MOYTOBLIM MOHUTOPOM SplDer Mail, fobaBnsetca
MHPOPMaLMs O NPOBEPKe 3NEKTPOHHOTO coobLeHus 1 Bepcum Dr.Web. Bbl He
Mo>keTe M3MeHUTb GopmaT 4oHaBaAeMOro 3aronoBka.

Ypanate n3MeHeHHble Mpw NCNONb30BaHWUN JaHHOW HAaCTPOVKW BXOAALLME NUCbMA, YAaeHHble UK

nucbMa Ha cepsepe nepemMelLeHHble B KapaHTVH NOYTOBbIM MOHUTOPOM SplDer Mail, yaansatotcs ¢

MOYTOBOrO CepBepa He3aBUCMMO OT HAaCTPOEK MOYTOBOW MPOrpPamMmbl.

PyKOBO,CLCTBO nosab3oBaTenda
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OnTMMM3aLMA NPOBEePKU

Bbl MOXeTe 3aAaTb yCNOBUE, MPU BbIMOJHEHUN KOTOPOTO CIOXKHOYCTPOEHHbIE MUCbMa,
npoBepka KOTOPbIX ABAAETCA Ype3MEPHO TPYAOEMKON, MPU3HAKOTCA HEMPOBepPeHHbIMU. [ns
3TOro BKAtOUMTe onuumto Talm-ayT NpoBepKM NMUCbMa 1 3aZlalnTe MakCMManbHOe Bpems, B
TeyeHne KOTOPOro NMCbMO npoBepseTca. 10 NCTeUYeHNN yka3aHHOro BPEMEHMW MOYTOBbIN
mMoHuTop SplDer Mail npekpaTiT NnpoBepky nucbMa. 1o ymonuyaHuio 3agaHo 3HaveHne 250
CEKYHA,

MpoBepka apxusoB

Bkntoumte onumto MpoBepAaTb apxuBbl, 4uTobbl SpIDer Mail npoBepan coaepxnmoe apxmBos,
nepesaBaeMblX MO 3N1EKTPOHHOW nouTe. MNpy HeOH6XOAMMOCTN BKAKOUMTE CleaytoLme Onumum un
HacTPOWUTb NapamMeTpbl MPOBEPKM apXBOB:

¢ MakcMmanbHbIV pa3mep ¢aiina npu pacnakoBke. ECan pacnakoBaHHbINM apxvB NPEBbICUT
yKa3zaHHbI pa3mep, To SpiDer Mail He ByaeT pacnakoBbiBaTb U NpoBepATb ero. [1o
yMO/l4aHWIo 3a4aHo 3HaveHue 30720 Kb;

e MakcumasibHbI YPOBEHb BJIOXKEHHOCTU B apXMB. EC/11 ypOBEHb BAOXEHHOCTU
npeBbIlaeT 3ajaHHOe 3HaveHue, To SplDer Mail npoBepuT apxmB TONbKO A0 YKa3aHHOTO
ypoBHSA. 1o yMOn4YaHUIO 3a4aH0O 3HayeHWe 64.

i I ‘ OFpaHI/ILIeHVIFI ANnA napaMeTpa OTCYTCTBYHOT, €CAK 3a4aHO 3HayeHune 0.

p,OI'IOﬂHI/ITEIIbeIe BO3MOXXHOCTMA
JTa rpynna HacTpoekK 3ajaeT AOMOIHUTEbHbIE NapaMeTPbl MPOBEPKN SNEKTPOHHON MOYTbI:

® 1CNONb30BaHMeE 3BPUCTUYECKOTO aHanM3a — B JaHHOM peXnmMe UCMOob3yHTCs
cneumasbHble MexaHW3Mbl, MO3BOASIOWME BbISBUTb B 31EKTPOHHOW MouTe
noAo3puTenbHble 06beKTbI, C 6ONbLION BEPOATHOCTbIO 3apa>KeHHbIe ellle HEM3BECTHbIMU
BMpYycamMun. YTo6bl OTKIHOUMTL IBPUCTUYECKMIA aHaN3, BOCMONb3yUTECh MepekaroyaTesem
Mcnonb3oBaTb 3BpUCTUUECKMNIA aHaNU3 (peKoMeHAyeTcA);

e NMpoBepka MHCTANNALMOHHbIX MaKeTOB. Ta HAaCTPOMKa MO YMONUYaHMIO BbIK/IHOYEHA.

Hactpoiika yBegomneHuni

Mocne BbINONHEHUS NpeanucaHHoro aercteus SplDer Mail no ymonyaHuto MOXeT BbIBOANTb
COOTBETCTBYHOLLEE OnoBeLleHne B 0b6nacTb yBegoMmaeHmin Windows. Bbl MoxeTe HacTpouTb
BbIBOJ YBEZAOMJIEHUI Ha 3KPaH WM OTMPaBKY UX Ha 3IEKTPOHHYH NouTy.

PyKOBO,CLCTBO nosab3oBaTenda
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MpoBepka noutbl no nporokonam POP3S, SMTPS, IMAPS

Y1obbl SplDer Mail npoBepsn gaHHble, NnepesaBaeMble MO KPUATOrpapuyeckmm NpoToKoaaMm,
BKItOUMTE onuuto MpoBepaTb 3alwmnppoBaHHbIN Tpadpuk B okHe CeTb.

10.3.2. NMapameTpbl AHTUCNaMa

Hactpoviku no ymonuaHuto SplDer Mail, B TOM uncne n AHTUCNama, ABAAKOTCA ONTMMaibHbIMU
B OO/IbLUMHCTBE C/IyYaeB, UX He caeayeT N3MeHATb 6e3 HeobxXoANMOCTK.

YT106bI BKIIOUNTb UIN OTK/IIOUUTD npoBepKy NouUTbl Ha Ha/inuune cnamMma

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXmuTe NanTKy daiibl U ceThb.

3. Y6epuTecsb, uto Dr.Web paboTaeT B pexxumMe agMuHuUcTpaTopa (3aMOoK B HUXKHER YacTu
(i)
nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxxmuTe Ha 3amMoK

4. Haxmute nantky SplDer Mail. OtkpoeTcs OkHO NnapamMeTpoB KOMMOHEHTA.

¥ Lentp Besonacroctn > Maiink u cets > SplDer Mail - O X
< Qainbl U ceTb CH AN
B4 SplDer Mail

MNpoBepka EXOLALLMY W MCXOAALLAE COOBLLEHWIA Ha BPRAOHOCHEIE 06LEKTEI U Cian.

AHTKCNam

npOElepﬂTh no4yTy Ha Haakdke cnama

@D s

AeiictBua

WMHduumWpoEaHHsle coobueHnA

Neuwnts, nepemMelllaTs B KapaHTUH HeW3nednmble (peKOMEH,ﬂ.yETCH) hd

MoaozpuTensHele cooBlLeHna

MepemelLaTe B KaRaHTUH (pekoMeHayeTCr) v

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA AonofHNTeNEHEIE HACTRORKKA @

PucyHok 47. MapameTpbl NpoBepKM NOYUTbI

5. B pa3gene HacTpoek AHTUCNAM BIJIHOUMTE MW OTKAKOUMTE MPOBEPKY MOYTbI Ha Cnam npwu
MOMOLLM COOTBETCTBYHOLLEro nepekntovatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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Hactpoiika napametpoB pa6oTbl AHTUCNaMa

1. B rpynne HacTpoek AHTUCNaM HaxmuTte kHonky MapameTpbl.

®daiinbl U ceTb

¥ Llentp BesonacHoctn > Maiinki v cets > SplDer Mail

< Daiinbl W CeTb

B SpliDer Mail

[MpoBepka EXOAALLMY W WCXOAALLMY COOBLLEHWMA HA EPEAOHOCHbIE 06BeKTEI 1 Cram.

AHTUCNam

npOEIEpHTb NoudTY Ha Hanudke cnama

@D B

MapameTpki...

HeiicTBua

WMHduuKMpoBaHHsle cooblyeHnA

NeuwTs, nepemMellaTts B KapaHTUH HEWINeYmMble (pQKOMEH,ﬂyETCH) i

MoaozpwTensHele coobleHnA

MepemMellaTs B KapaHTUH (PeKOMEHLYETCR) v

1|
GHMWTE, 4TODBI 3aNPETUTE M3MEHEHWNA LT 2 A
H E, i P ONOAHWTEABHBIE HACTPROWKA

T JRAN

PucyHok 48. N3ameHeHue napameTpoB AHTUCNama

2. B OTKPbIBLLEMCA OKHE ﬂapame‘rpbl AHTMCNama BKIHOUMTE VAW OTKAOUMTE HeO6XO,D|VIMbIe

onunm.

PyKOBO,CLCTBO nosb30BaTena
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¥ Llentp Bezonackoctn > Maiinkl u cets > SplDer Mail - O X

< Dainbl K ceT

B SpiDer

Mpoeepka Bxom;

MpoeepaTs NoY

Bica.

MapameTpbl

MHdmumpoBaHH
Neuwnts, nepe

MoaozpUTensHH|

MNapameTpbl AHTUCNama
PazpewnTe Tekcr Ha Knpuanuue
‘) B,
PazpelunTs TeKCT Ha a3MaTckux AZbIKaX
‘) B
Jobaenats Npedrke K TEME NUCEM, COASPXKALLMX Cram
‘) Bren.
[SPAM]

SplDer Mail goBaennet zaronoeok X-DriWeb-SpamState’ kK npoeepeHHBIM
MACEMaN.

OK ‘ ‘ OTMeHNTE @

PucyHok 49. NMapameTtpbl AHTUCNaMa

[locTynHble HaCTPOMKM NPOBEPKM (BKNHOUEHbI MO YMOAYAHWIO)

Hacrpoiika

Pa3peLu WTb TEKCT Ha
Knpunnuue

PaBpeLLIVITb TEKCT Ha
a3naTCcKmx A3blKax

OnucaHue

[laHHas HacTpolika yka3biBaeT koMmnoHeHTy SplDer Mail 6e3
npeABapuTeNbHOTO aHain3a He NPUYUCAATDL K Cnamy N1Mcbma,
HamMcaHHble B COOTBETCTBUM C YCTAHOBAEHHOW KUPUANNYECKON
KOAMPOBKOW. Ecnmn 3TOT paxkok CHAT, TO Takne nucbMa ¢ 60/1bLLION
BEPOSATHOCTbIO BYAYT OTMeUeHbl GUALTPOM KaK Cram.

[laHHas HacTpoiika yka3biBaeT KOMMNoHeHTy SplDer Mail 6e3
npeABapuTeNbHOTO aHaAn3a He NPUYUCAATL K Cnamy M1Mcbma,
HanMcaHHble B COOTBETCTBUM C Hanboee pacnpocTpaHeHHbIMU
KOAMPOBKaMM a3maTCckmx f3bIkoB. Ecam 3TOT dnaxxok CHAT, TO Takue
nMcbMa € 60/bLIOW BEPOATHOCTbIO ByAyT OTMeYeHbl GUALTPOM Kak
cnam.

[obaBnatb npedukc K Teme B Hayano TeMbl CMAM-MUCEM MO YMOJYaHWIO J06aBAseTCs NoACTPOKa
nucem, cogepxawmx cnam  «[SPAM]». Bbl MOXeTe n3MeHUTb 3TO 3HauyeHue.

[laHHas HacTpoiika yka3biBaeT KOMMNoHeHTy SplDer Mail fo6aBasaTb
yKasaHHbIV npedurKc K TeMam nuceM, pacrnosHaBaemblX Kak cram.

[JlobaBneHvie npedukca NOMOXET BaM cO3aaTb NpaBwia Ans GuabTpaLmm
MOYTOBbIX COOBLLEHMIN, MOMEUEHHbIX Kak ClaMm, B TeX MOYTOBbIX KINEHTaX
(Hanpumep, MS Outlook Express), B KOTOPbIX HEBO3MOXHO HacTPOUTb
bUABLTPLI MO 3arosI0BKaM MUCEM.

3. Haxmute OK, 4to6bl COXpaHUTb HACTPOMKW.

PyKOBO,CLCTBO nosab3oBaTenda
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AononHutenbHaa nHpopmaumsn

TexHonornm avtucnam-¢puabrpa

TexHonornMm aHtTMcnamM-punbtpa Dr.Web coctosT U3 npaBus, KOTOpble YCNOBHO MOXHO
pa3buTb Ha HECKONbKO rpynmn:

e DBPUCTUUECKUI aHANIU3 — TEXHOJIOTUS AIMMUPUYECKOTro pa3bopa Bcex yacTen nncbma:
MoJIf 3aro/oBKa, Tena, CoAepP>KaHus BAOXKEHMS.

° d)lllﬂpraU‘Mil npOTMBOAeﬁCTBMH — TEXHONOINA, KOTOpaAa COCTOUT B paCno3HaBaHNN
YN0BOK, UCMONb3yeMbIX CnamMepaMn ana o6xop,a aHTVICI'IaM-q)I/I}'IprOB.

e AHanus Ha ocHoBe HTML-curHatyp — TexHOn0rms, Npu KOTOPOW coobLeHms, B COCTaB
KoTopbix BXoanT HTML-koA, cpaBHMBarOTCA ¢ obpasuamu 6ubanotekn HTML-curHaTyp
aHTMcnama. Takoe CpaBHEHME, B COYETaHUM C JaHHBIMW O pa3Mepax M30bpakeHnH,
06bIYHO MCNONb3yeMbIX OTNPaBUTENAMM CNama, 3alMLLaeT Noab3oBaTener oT cnam-
COOBLLEHNI, COAEP>KALLMX CCbINKN Ha BEO-CTpaHMLbI.

e CeMaHTUUECKNI aHaNU3 — TEXHOI0TUA, Npn KOTOpOl‘/JI CpaBHeHUME CNOB U Bblpa)KeHI/II‘/JI
COO6LLI,€HVIF| CO cioBaMu N nagnoMmaMu, TMNNYHbIMW AnA CnaMa, Npon3BOANTCA MO
cneunranbHOMY CiOBapho. AHaJ'II/I3y noaBeEPraroTCAa Kak BUAMMbIE, TaK N BU3yaNbHO CKPbITbIE€
cneynasibHbIMU TEXHUYECKUMUN YIOBKaMi CN0OBa, BblpaXeHA N CMMBOJbI.

¢ AHTU-CKaMMMHTI TEXHOJIOTUA — TEXHOOTUA GUAbTPALMM CKAMMUHT- U GapMUHT-
COOBLLEHNI, K KOTOPbIM OTHOCATCS Tak Ha3blBaeMble «HUTepPUNCKME NMUCbMa», COOBLLEHMSA O
BbIUTPbILLIAX B I0TEPELD, Ka3MHO, NOAAeNbHbIe MMCbMa HaHKOB.

e dunbTpauUa TEXHUUECKOro cramMa — TEXHOJIOTMA onpeaeneHmns Tak Ha3biBaeMbix bounce-
COOBLLEHWNI, KOTOPbIE BO3HMKAIOT Kak peakLmsa Ha BUPYCbl UM KaK NPOSBIEHNE BUPYCHON
aKTMBHOCTW. CneunanbHbI MOAYb aHTUCNAaMa OnpeaenseT Takne COObLLEeHNS Kak
HexXenaTenbHble.

O6paboTka nucem cnam-¢puibTpom
KomnoHeHT SplDer Mail gobaBnsiet ko BceM NpOBEepPEHHbIM MMCbMaM CeAytoLme 3aroa0BKu:

e X-DrWeb-SpamState: <3Ha4yeHue>, rae <3HayeHuUe> yKa3blBaeT Ha TO, ABNAETCA /N
MUCbMO cnamom (Yes) No MHEHUIO No4YToBoro moHutopa SplDer Mail nan Het (No);

e X-DrWeb-SpamVersion: <gepcusa>, rae <gepcus> — Bepcus bnbamotekn AHTUCNamMa
Dr.Web;

e X-DriWeb-SpamReason: <pelimuHe cnama>, rae <pelimuHe chama> — nepeyeHb OLEHOK
Mo Pa3JIMYHbIM KPpUTEPUAM MPUHAANEXHOCTU K CMaMy.

Ncnonb3yiTte 3TV 3aronosku 1 npedukc B Teme nucbMa (eciv BelbpaHa COOTBETCTBYHOLLAS
onuma) ANs HacCTPOMKM GuabTpaL MM Cnama Balleill MOYTOBOMW NPOrpaMmon.

PyKOBO,CLCTBO nosab3oBaTenda
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| Ecnv ans nosyyeHns nouToBbIX COOBLLEHMI Bbl UcMosib3yeTe npoTokosl IMAP/NNTP,

A; HacTpoliTe Bally MOYTOBYO MPOrpamMmy TakuMm 06pa3om, UTo6bl NCbMa 3arpy>Kaimnch C
NMoYTOBOTO CepBepa cpasy LeankoM, 6e3 npesBapuTelbHOro NMPOCMOTPa 3aro/IoBKOB. ITO
Heob6Xxo0ANMO ANA KOPpPEKTHOM paboTbl cnam-GuabTpa.

Cnam-dunbTpom obpabaTbiBatoTCs MOYTOBbIE COOOLLEHNSA, COCTaBNAEHHbIE B COOTBETCTBUM
co ctaHgaptom MIME RFC 822.

[ns noBblWeHNsA KayecTBa paboTbl cnam-GuabTpa Bbl MOXeTe coobLaTte kKoMnaHumn «oktop
Be6» 06 owmnbkax pacno3HaBaHMsa crnama.

UcnpaBneHue ownbok pacnosHaBaHUA
Mpwn obHapy>xxeHWK ownbkm B paboTte cnam-buabTpa:

1. Co3panTe HOBOE NMUCbMO U MPUNOXUTE K HEMY HEMPaBUIbHO pPacno3HaHHOe coobLleHMe.
CooblueHunsa, oTnpaBieHHble B TEKCTE MNCbMa, aHaIM3NPOBaTLCA He ByayT.
2. OTnpaBbTe NMUCbMO C BJIOXEHMEM Ha OANH U3 CAeAyoLNX aApecos:

® NMNCbMO, OLIMBOYHO OLEHEHHOE Kak cnaM, — Ha agpec nonspam@drweb.com;
e CMam, Hepacno3HaHHbIN cUCTeMOn uabTpaLmm, — Ha agpec spam@drweb.com.

10.4. bpangmaysp

BpaHamaysp Dr.Web npegHasHaueH ana 3alumThl Ballero KOMNbroTepa oT
HEeCaHKLMOHMPOBAHHOIO AOCTYNa U3BHE M NPefOoTBPALLEHMA YTEUKN BaXKHbIX AaHHbIX MO CeTH.
STOT KOMMOHEHT NO3BOASAET BaM KOHTPOAMPOBaTb MOAKIOUEHME N Nepesady AaHHbIX MO CeTu
n 6G10KMpOBaTh NOAO3PUTENbHbBIE COEANHEHMUA Ha YPOBHE NAaKeTOB U NMPUAOXKEHWN.

BpaHaMay3p npesoctaBaseT Bam caeaytoLive npenmyLLecTsa:

® KOHTPO/Ib N GUAbTPaLMA BCEro BXOAALLEro U ncxoaaiiero tpaduka;

e KOHTPO/Ib MOAKIHOUYEHWNS Ha YPOBHE MPUNOXKEHUI;

CI)VIJ'IpraLl,VIFI MakeToB Ha CETEBOM YPOBHE;

BbICTpOE NepekntoueHre Mexay Habopamu npasus;

e pervcrpaumsa cobbITui.

UT06b1 BKAOUUTBL UK OTKIIOUUTL BpaHamayap

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTKpbIBLLEMCS OKHE HaXXMuUTe NanTky ®aisibl U CeTb.

3. Bkntoumte nam otkatoumTe bpaHamaysp npu nomowwm nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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u LlenTp BesonacHocTr > Daiinel u ceTs

€ LleHTp 6ezonacHocTH

B odaiinbl u cets

SplDer Guard
E Mpoeepka GaANOEON CUCTEMBI ‘)

E pealbHOM BEpeMeHN

Bpanamaysp

ﬁ KOHTPONL CeTeBbIX COBANHEHMI [ @]

CkaHep

Q MpoBepka KOMMBKOTEPA Ha BAPYCH U
APYTHE EPeAOHOCHBIE NPOrpamMmel

3
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA

&

™M

- O X
SplDer Gate
KonTpone HTTP-Tpadwka ‘)
1 BNOKMPOBKE BPeACHOCHBIX
obLeKkToB
SplDer Mail
MpoBepka No4Thl ‘)
Ha BpefoHOCHble 00beKThl 1 cnam

PucyHok 50. BkiroueHnune/otknroueHmne bpanamayspa

B atom pasgene:

e Hactpouka bpaHamayapa

e [lapamMeTpbl ANd NPUNOXKEHUIN
e [lpaBunaa ana NpUNOXEHUN

e HacTpoika napameTpoB NpaBua And NPUNOXKEHUN
e [lapameTpbl ana ceten

o OunbTp NakeToB

e Habop npaBun dunbrpalmm naketTos
e Co3paHune npaBuaa dbuabTpaumun

10.4.1. MapameTtpbl paboTbl Bpanamayspa

B 3TOM pa3zene Bbl MOXeTe HaCTPOUTL CreaytoLlve napaMeTpbl paboTsl bpaHamayaspa:

BblO6paTh pexknm paboThbl NPOrpaMmmsbl;

HACTPOUTb CNMUCOK aBTOPU30BAHHbIX NPUAOXKEHUN;

HACTPOUTb NapaMeTpbl ANA U3BECTHbIX CETEN.

| [nsa poctyna k napametpam bpaHamayspa 3anpaluvBaeTcs Naposib, €CAN B HACTPOMKAX Bbl
BKIOUAIW onumio 3awuwaTtb Hactpoiiku Dr.Web naponem.

PyKOBOACTBO nosb30BaTena
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Mo ymonuaHuto bpaHamaysp He co3gaet npaBuaa Ana U3BECTHbIX MPUNOXKEHNN. BHe
3aBUCUMOCTM OT pexknmMa paboTbl MPOU3BOANTCA perncrpaumsa cobbiTum.

HacTpoWikv nporpaMmbl MO yMOAYaHWUIO ABASIOTCA ONTUMAaAbHbIMU AN 6ONbLUMHCTBA
NPUMEHEHNN, NX He cnesyeT N3MeHATb 6e3 HeobxoaMMOocCTy.

UT06b1 NepeiriTy K BbI6Opy pexxuma paboTbl M NnapameTpam KoMnoHeHTa bpaHgmaysp

1. Y6eantech, uto Dr.Web paboTaeT B pexxume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM cnyyae HaxxmuTe Ha 3amok [H.

2. Haxxmute nantky Bpanamayap. OTkpoeTca OKHO napamMeTpoB KOMMOHEHTa.

¥ Llentp Bezonacrocn > Daiinei u cets > Bpangmaysp - O X

< Qainbl U ceTb & O 0
t Bpanamaysp
KOHTF}OJ’II: 3d NONBITKAMKW COEANHEHWA WM Nepefadn AaHHBIX Ha YPOBHE CeTH WU I'IpHJ'IO)KEHHﬁ.
Pexxum pabotsl
PEEFJELIJETI: COegWMHEHMA ANA A0BeReHHBIX I'IpHJ'IO)KEHHﬁ i

PESpELLIETh NoKaneHbIE COEBAMHEHWMA

") Bra.

MpwrnosxeHWs
YraxuTe npaewna GuMasTpaunmM AnA NpUACXeHnH

Mpaewna ana npunoxkernidn  Vzmednts

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA AonofHNTeNEHEIE HACTRORKKA ®

PucyHok 51. NMapameTpbl Bpanamayspa

Hactpovika PaspewaTtb /ioka/sibHble COeAMHEHUA NO3BO/IAET BCEM MPUIOXKEHNAM
H6ecnpensaTCTBEHHO YCTaHaBAMBaTb IOKa/bHble COeAMHEHNS (C MHTepdelrica nan Ha
nHtepoeinc 127.0.0.1 (localhost)) Ha Bawem komnbtoTepe. Ta ONUMA NPUMEHAETCA NocCae
NPOBEPKN COEANHEHUI Ha COOTBETCTBME 3aZjaHHbIM npaBuaamM. OTKAKOUNTE 3Ty ONLUID, YTOOBI
NPUMEHATb NpaBuia GUabTPaLMM BHE 3aBUCUMOCTU OT TOFO, MPOUCXOAUT N COEAVHEHME MO
CeTU UAN B pamMKax Ballero KoMnbroTepa.

PyKOBO,CLCTBO nosab3oBaTenda
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BbibepuTe 0AnH M3 CneaytoLmx pexmmMoB paboTbl:

Pe>xum pa6oTbi

Pa3pe|.ua'rb coegnHeHuAa ana
AOBEepPEeHHbIX HPMJIO)KEHVIﬁ

Paspewartb Hem3BecTHble
coeAHeHnA

MHTepaKTUBHbI/ peXxum

BnokmpoBaTb HensBecTHble
coeAVHeHunsA

OnucaHue
DTOT PEXMM UCMOJIb3YETCA MO YMONUYAHWIO.

B 3TOM pexxume Bcem f0BepPEHHbIM NMPWIOXKEHUAM pa3peLLaeTcs
[OCTYN K CeTeBbIM pecypcam, Bkitouas nHTepHeT. K 4oBepeHHbIM
MPUNOXKEHNAM OTHOCATCS: CUCTEMHbIE AN UMetoLLLne cepTudumKaTt
Microsoft npunoxeHus, a Takke NPUIOXEHUA C AeNCTBUTENbHOM
uMdpoBon NoanUcbio. MNpasuna Ans TakuxX NPUNOXKEHWIA He
oTObpaxaroTcs B crincke npaswua. Ans Apyrvx NpUAOSKeHWA
BpaHaMayap npesoctaBaseT BaM BO3MOXHOCTb BPYUHYHO
3anpelyatb WAM paspellaTtb HEM3BECTHOE COeAMHEHMe OAHOKPATHO,

a TaKke co3aaBatb ANA HErO NpaBuio.

Mpy 06HapY>KEHWN NOMBITKM CO CTOPOHbI OMNEPALMOHHON CUCTEMBI
WM NOJIb30BaTEbCKOTO MPUAOXKEHUA MONYUUTb JOCTYM K CETEBbLIM
pecypcaM bpaHamaysp npoBepseT, 3ajaHbl M A5 3TUX NpOorpamm
npaswia dunbTpaumn. Eciv npaBuna OTCyTCTBYHOT, TO BbIBOAWTCA
COOTBETCTBYIOLLLIEE MPeAynpeXAeHe, rae BaM npeanaraeTcs
Bbl6paTh MO0 BpeMeHHOe pelleHne, 1Mbo co3haTh NPaBuao, Mo
KOTOPOMY B AajibHellleM noAobHble NoAKIOUEHU ByayT
obpabaTbiBaThCA.

B 3TOM pexxume f0CTyn K ceTeBbIM pecypcaM, BKAOUasA MHTEPHET,
npesoCTaBaAeTCa BCEM HEU3BECTHbIM MPUIOXKEHVAM, AN KOTOPbIX
He 3ajaHbl NpaBwia GuabTpaLwn. Mpu 06Hapy>KeHWUM NOMbITKN
noAktoUeHUs bpaHaMaysp He BbIBOAWUT HUKaKMX COOBLLIEHWIA.

B 3TOM pexkume BaM MpefoCTaBifeTcs MOJHbIA KOHTPOb Haj
peakuueli bpaHamayspa Ha 06HapyKeHVie Hen3BeCTHOro
NOAKNHOUEHUS.

Mpwn o6Hapy>eHUM NOMbITKN CO CTOPOHbI ONePaLMOHHON CUCTEMBI
WM NOJIb30BaTEIbCKOTO MPUAOXKEHUSA MONYUUTb JOCTYM K CETEBLIM
pecypcaM bpaHamaysp npoBepseT, 3ajaHbl M A5 3TUX Nporpamm
npaswia dunbtpaumn. Ecav npaBuna OTCyTCTBYHOT, TO BbIBOAWTCS
COOTBETCTBYIOLLLEE MPeAYyNpeXaeHue, rae BaM npeanaraeTcs
Bbi6paTh MO0 BpeMeHHOe pelleHne, 1Moo co3haTh NPaBuao, Mo
KOTOPOMY B AajibHellleM noAobHble NoAKIOUEHNs ByayT
obpabaTbiBaThCS.

B 3TOM pexknume BCe HeM3BECTHbIE MOAKIOUEHNS K CETEBbLIM
pecypcam, BKItOYas VHTEPHET, aBTOMAaTUUECKM BIOKUPYHOTCS.

Mpv 06Hapy>KeHUN MOMbITKN CO CTOPOHbI OMEPaLMOHHOW CUCTEMBI
WV NONb30BATENBCKOTO MPUIOXKEHMS MONYUUTb JOCTYN K CETEBLIM
pecypcam bpaHamaysp npoBepsieT, 3a4aHbl IV 418 3TUX NPOrpamMm
npaswuna dunbTpaumn. Ecam npaBuna GuabTpaLmm OTCyTCTBYHOT, TO

PyKOBO,CLCTBO nosab3oBaTenda
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Pe>xum pabotbl OnwucaHue

BpaHaMaysp aBTOMaTUuecku 6A0KMPYeT JOCTYN K CETU U He BbIBOAUT
HUKaKUX coobLeHuniA. Eciv npasuna dbunbTpaumm ans 4aHHOTO
NOAKIHOUEHUs 3ajaHbl, TO BbIMONHAOTCA YKa3aHHbIE B HUX AENCTBUS.

MapameTpbl Ana NPUNOKEHNN

®OunbTpauma Ha YPOBHE NMPUNOXKEHWI NO3BONSET KOHTPOANPOBATb AOCTYN KOHKPETHbIX
nporpamMmMm 1 MNPoLECCOB K CETEBLIM pecypcaMm, a TakKe pa3peLwlnTb NN 3aNpPeTUTb 3TUM
NPUIOXEHNAM 3anycK APYrMx NpoLLeccoB. Bbl MoxeTe 3ajaBaTb NpaBuia Kak Ans
MOJIb30BATENbCKUX, TaK U A/1 CUCTEMHbBIX MPUNOXKEHUN.

B saHHOM pa3gene Bbl MoxeTe GOpMUpPOBaTb Habopbl NpaBua GuabTpaLumn, co3saBas
HOBbIE, PeAAKTUPYA CYLLEeCTBYHOLLME UM YAanasn HEHYXXHble npaBua. MNpuaoxeHue

OZJHO3HaYHO MAEHTUOULMPYETCA NOHBIM NyTEM K UCMOAHAEMOMY dainy. [Ans ykasaHus saapa
onepaunoHHou cnuctembl Microsoft Windows (npouiecc system, ana KOTOporo Het
COOTBETCTBYHOLLETO NCNOHAEMOro dalina) NCnosb3yetcs nMs SYSTEM.

/i\ [ns kaxxaon nporpammbl MOXeT HbiTb He 60see ogHOro Habopa npaBwa GUIbTPALIN.
]

Ecav Bbl co3ganv 6iokvpytoLLee NpaBuao A1 NpoLecca WK YCTaHOBWUAN PEXXUM
BrokupoBaTh HEM3BECTHbIE COEAVHEHUs, @ MOTOM OTKIHUMAN BAOKUPYHOLLLEE MPABUIO WK
N3MEHWNN pexnm paboTbl, 610KMpOBKa ByAeT AeNCTBOBATb A0 MOBTOPHOM MOMbITKA
YCTaHOBUTbL COeZMHeHWe MoC/e nepesanycka npoLecca.

MpaBuna ana npnaoXxeHun

UTo6bI Nnepenitn B okHo MpaBuna gnsa npuaoxxeHuin

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Pannbl u ceThb.

3. Y6eputech, uto Dr.Web paboTtaet B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTh
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npoTuBHOM cinyyae HaxXMuTe Ha 3amok LH.

4. Haxmute nantky Bpangmayap. OTkpoeTcs OKHO MapaMeTpoB KOMMOHEHTa.

B pa3aene HacTpoek I1pan1a AanAa anIﬂO)KEHVIﬁ HaxXMmute U3MeHUTb. OTKpoeTCFI OKHO CO
Cnnckom l'IpVIJ'IO)KeHVIVI, ANA KOTOpPbIX 3ajaHbl MpaBua.

PyKOBO,CLCTBO nosab3oBaTenda
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% LlenTp 6esonacHocTn > Qaiinel n cete > Bpangmaysp > MpunoxeHus - O X

< bpaHamaysp & O 4

MpaBuna Ana NpUAOKEHU

Haﬁopbl npaenn ana I'IpV'IJ'IO)KEHV'Iﬁ NOZBONAKIT KOHTROAMPOBEATE AOCTYN Pa3AWYHBIX NPOramMmM W NPoLUeCcCoB K CETEELIM
PEecypCam, a TakKe pazpellate MAK 2anpellaTs 3TUM NPUACKEHWAM 3any ok APYTWE NpoUeccoE.

® @

MpunoxexHne 7] #—' ™ Myt
[ Skypefpp ] ©@  C\Program Files\WindowsApps\Microsoft.Sk...
I IIE HE)KMHTE\. ytabel 3ANPETHTE HIMEHEHNA @

PucyHok 52. MNpaBuna ansa npuaoxxeHnin

6. [ns nepexosa K CO34aHWNIO HOBOro Habopa NpaBua UAK PesakTUPOBaHMIO CYLLECTBYHOLLETO
HaXXMuTe KHOI'IKy@ nAn BblbepuTe NPUNOXKEHNE N3 CNUCKA N HaxkMuTe kHonky \Z/. [lna

MnoncKa HeO6XO,£I|I/IMOFO npasunaa HaXXKMUTE KHOMKY @

AJ’IH npvmo>|<eH|/|17|, KOTOPbIE y>XXe yAasieHbl C Ballero KOMnbrOTEPA, MpaBW/ia He YAaNnArTCA
aBTOMaTMyeckn. Bbl MmoxeTe Y4aJ/INTb Takne npasnna, Bbl6paB MYHKT Yp,anm'b
HeucnoJsibldyemMbie npaBuia B KOHTEKCTHOM MEHKO CMACKa.

PepakTnpoBaHue CyLLeCTBYIOLLEro WU co3AaHne HOBOro Habopa
npaBun

Bbl MOXeTe HacTpouTb AOCTYN MPUNOXKEHUA K CETEBbIM pecypcaM, a TakKe 3arnpetuTb Uau
pa3peLwwnTb 3anycKk ApYyrmx NpuaoxeHnin B okHe HoBbin Habop NnpaBua ANA NPUIOXKEHUA
(nnn PepakTupoBaTbh Habop NpaBUN ANA <UMSA NPUJIOXKeHUA>).

PyKOBO,CLCTBO nosab3oBaTenda
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#F Hoewii Habop Npaswn Ans NpUACHKEHUA x

Yramumte MPWUACEKEHKWE MAK NpOoUecs, AnA KOTOPROro CcoziaeTcq HEEGF} npaenn

O6zop...

¥ 3anpawwBaTe NOATEEXASHWE MPK M3MEHEHMM 00beKTa (pEKOMEHLYETCRA)

4-} 3anycK CETEBLIX MPMACKEHMA

He zananHo W

Q LocTyn K ceTeesIM pecypcan

Pazpewats BCe b

OTMEHWUTE i E |

PucyHok 53. Co3paHune HoBoro Habopa npaBun

3anyck Apyrux npuioXKeHui

YT0ObI paspeLnTb UK 3anNpeTnTb NPUNOXKEHUIO 3aMnyckaTb APYyrve NPUAOXKEHUS, B
BblMajatoLlem cnucke 3anyck ceTeBbiX NPUI0XKEHWUN BbibepuTe:

e Paspeluatb, UTOObI pa3peLlnTb NPUIOXKEHMIO 3aMyckaTb MNPOLECChI;
e bnokupoBatb, UTOObI 3aNpPeTUTb MPUNOXKEHWNIO 3aMycKaTb MPOLLECCh;

¢ He 3apaHo. B 3TO0M cnyyae Ha 3TO NpuUioXeHne ByayT pacnpoCTpaHATbCA HaCTPOMKN
BbiGpaHHOro pexxvma pabotbl bpaHamayapa.

PyKOBO,CLCTBO nosab3oBaTenda
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Adoctyn K ceTeBbIM pecypcam
1. BbibepuTe pexxunm JocTyna K CeTeBbIM pecypcam:

° Pa3peu1a'rb BCeé — BCE COEAUNHEHUA NPUSTOXEHWA 6y,£I,yT Pa3peLlleHbl,

° Bnoxuposa‘rb BCe — BCe COegMHEHNA NMPUSTOXKEHWA 3anpeLLeHbl;

He 3apaHo — B 3TOM C/yyae Ha 3TO NPUIOXKEHUE ByAYT PacnpOCTPaHATLCA HAaCTPOMKN
BbIBpaHHOro pexuma pabotsl bpaHamayspa;

¢ Monb3oBaTeNbCcKuii — B 3TOM peXMMe Bbl MOXeTe co34aTb Habop npasma,
paspeLlaowmx AN 3anpeLatowmx Te Uan Hble COEANHEHUS MPUNOXKEH WS,

2. Ecnv 6bin BbIGpaH Monb3oBaTenbcknii pexxMM JOCTyMNa K CETEBbIM pecypcam, TO HMXe
oTobpasuntca Tabavua c nHdopmMaLmer o Habope NpaBua 41 JAHHOTO NMPUNOXKEHWS.

Mapamerp OnucaHue
BxntoueHo CocTofiHVe npasuna.
[encteure YKa3blBaeT Ha ZleicTBYE, BbIMNOHAeMOe bpaHaMay3poM Mpu NombiTke NporpamMmbi

NOAKNHOUUTBCA K MHTEPHETY:!

° Bnoxuposa‘rb nakeTbl — 6J'IOKI/IpOBaTb NONbITKY NOAK/NTHOYEHNA;

° Pa3pe|.ua1'b nakKeTbl — pa3pewnTb NOAKIHOYEHNE.

Vma npaswna HassaHve npaswuna.

Tun coeanHenns  HanpaBneHue coefnHeHUs:
e Bxopsuiee — npaBuIO NPUMEHAETCA, €CIN COEAVHEHVE MHULMNPYETCA 13 CeTU
K MporpamMMe Ha Ballem KOMMbIoTepe;

e Ucxopsauwee — npaBuno nNpuMeHseTcs, ecin COeAnHEHNE MHULMMPYeTCA
nporpaMMoin Ha BalleM KOMIMbOTEPE;

e Jlroboe — NpaBMIO NPUMEHSETCA BHE 3aBUCMMOCTM OT HanpaB/ieHNs
COeAINHEHMS.

OnucaHve [Monb3oBaTenbckoe onvcaHue npaswvna.

3. Mpun HeoHX0AMMOCTN OTPeAaKTMPYMTE NPesyCTaHOBAEHHbI AN CO3AaliTe HOBbIN Habop
NpaBuA AN NPUNOKEHUS.

4. Ecnn Bbl BbIGpanv co3ZaHne HOBOTO UAN peAakTMpOoBaHMe CyLLEeCTBYHOLLErO NpaBua,
HaCTPOWTE ero napamMeTpbl B 0TO6pa3mMBLUEMCSA OKHE.

5. Mo okoHYaHUKN peaakTMpoBaHus Habopa npaBma HaxmuTe kHonky OK ans coxpaHeHus
BHECEHHbIX U3MEHEHWUN 1AM KHOMKY OTMEHUTb /151 0TKa3a OT U3MEHEHUN. VI3MeHeHus,
BHECEHHble B Habop NpaBuJl, COXPaHAOTCA MPU NePEKNOUYEH NN Ha APYrON PEXUM.

YcTtaHoBuTe dnaxkok 3anpawiMBatb NoATBEpXKAEHNE NPU U3MeHeHUn obbekTa
(pekomeHAyeTcs), eCNN Bbl XOTUTE, UTOOLI NPU U3MEHEHUWN UM OBHOBIEHUU NMPUNOXKEH WU
AOCTYN K CETEBbIM pecypcaM A/ NPUIOXKEHNS 3anpallnBaca 3aHOBO.

PyKOBO,ELCTBO nosab3oBaTenda
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Co3zpaHue npaBun AnA NPUNOIKEHUN U3 OKHa ONOBELLEeHNS
Bpanamayspa

Mpw paboTte bpaHamayspa B MHTEPAKTUBHOM pexunme anbo B pexxmme Paspeluatb
COEAVIHEHUA ANA JOBEPEHHbIX MPUIOXEHWNI, Bbl MOXETe CO34aTb Habop npasBwmA
HenocpeACcTBEHHO N3 OKHa OMOBELLEHNSA O NMOMbITKE HECAHKLMOHMPOBAHHOIO NOAKIOYEHWS.

¥ Uentp GezonacHoctw > Maiinel u cete > Epanamayzp - O X
< QaliNbl U ceTb & O 4
'ﬁ % DrWEB
KoH
o [l BpaHamaysp
OBHapyxeHa CETEEAA AaKTWEHOCTh.
W
OTCyTCTEYET COOTEETCTEYHILLEE CETEEOE NPABMA0 ANA MPUAOMEHMWA.
g CeTeBoe NPUACKEHWME 2aMYLUEHO HEMZEECTHEIM MPOLECCOM.
ViMA npuaoxeHma: [2 Microsoft Edge Content Process
n A MyTe: CA\Windows\SystemApps\Microsoft.Micros..\MicrosoftEdgeCP.exe
Uwndpoean nognuce: +/ Microsoft Corporation
Yeal  pppec: tepy//204.79.197.203
MNpg  MNopm 443 (https)
HanpaeneHue: Woxonsulee
‘ Co3aaTe NPaBUNoO... ‘ | 3anpeTUTE OAHOKPATHO ‘ ‘ PazpeluvTs OHOKPATHO
A
[B Haxmute, ytobel 3anpeTuTs MIMEHEHMA JononaHUTeNEHEIE HACTROWKK @

PucyHok 54. NMpumep npeaynpexaeHus o NonbiTKe AOCTYNa K ceTn

| Mpun paboTe Noj y4eTHOM 3aMMCbiO C OrpaHnYeHHbIMK npaBamu (FocTb) BpaHamayap

A Dr.Web He BblgaeT nosib3oBaTtesnto NpesynpeXxxaeHra O NomnbITkax AOCTyrna K CeTu.
MpegynpexxaeHva 6yayT BblAaBaTbCA MOA YYETHOM 3anMCbio C MPaBaMu ajMUHUCTPAToPa,
eC/I Takas Ceccus akTMBHa OHOBPEMEHHO C rOCTeBO.

Y106bI 3aA4aTb NpaBwia AnAa npunox(el-mﬁ

1. Mpun 0bHapy>XeHUN MOMbITKA MNOAKNFOUEHMSA K CETU CO CTOPOHbI NMPUIOXKEH NS
03HaKOMbTeCh CO C/eayroLLen nHdopmalmen:

Mone OnucaHue

Vimsa HavmeHoBaHVe nporpammbl. YA0CTOBEPLTECH, YTO MyTb K HEMY, YKa3aHHbIV B noJe
MPWIOXKEHNS MyTb, COOTBETCTBYET NPaBUILHOMY PaCcnoNOXEHWUHO NPOrpPaMMbl.

MyTb Mo/IHBIN NyTb K UCMOHAeMOMY daliny NPUIOXKEHWS 1 ero UMs.

PyKOBO,CLCTBO nosab3oBaTenda
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Mone Onucanue

Undposas Lndposas noanmce NpuaoXeHus.

noAnnch

Azpec MpoTokon 1 agpec XocTa, K KOTOPOMY COBepLUAeTCs MOMbITKa NMOAKAHOYEHMS.
MopT MopT, MO KOTOPOMY COBepLUAETCA MOMbITKa MOAKIHOYEHNS.

HanpaBneHme HanpaBneHme coeanHeHua.

2. MpumunTe pelleHre o NOAXOAALLEN ANA JAHHOrO Clyyas onepaumn n Bbibepute
COOTBETCTBYHOLLEE AENCTBNE B HUXKHEW YaCTW OKHa:

e yTOObI OAHOKPATHO 3aMpPeTUTb ObpaLLeHMe NPUIOXKEHNS NO yKazaHHOMY MOpPTY,
BblbepuTe feicTBMEe 3anpeTUTb OA4HOKPATHO,

e YTO6bI OAHOKPATHO pPa3peLUNTb NPUNOXKEHNIO ObpaLleHme No ykazaHHOMY NOpPTY,
BblbepuTe feiicTBMe Pa3pewsntb 0AHOKPATHO;

e 4yTO6bI NEPENTN K PopMe co3aaHma NpaBuaa GuabTpaumm, BoibepuTe geictBrne Co3paThb
npaBuno. OTKPOETCH OKHO, B KOTOPOM Bbl MOXeTe b0 BbibpaTh NpesycTaHOBAEHHOE
npaBmao, NMHO BPYUHYIO CO34aTb MPABMO A MPUNOXKEHWN.

3. Haxmute kHonky OK. BpaHamaysp BbIMOJHUT yKa3aHHYO BaMW orepaLumto, 1 OKHO
onoseLleHnsa byaeT 3akpbITo.

| B HekoToOpbIX cayyasx onepaupmoHHas cuctema Windows He no3BosiseT 04HO3HaUYHO

A UAeHTVOVUMPOBaTL Cyxby, paboTatoLLyto Kak CUCTEMHBIV Mpouecc. Mpu obHapyXeHUn
MOMbITKN MNOAKIOYEHNS CO CTOPOHbI CUCTEMHOTO MpoLiecca, obpaTute BHYMaHVe Ha nopr,
yKa3aHHbIli B CBEJIEHNAX O COeAMHeHUW. Ecm Bbl UCnonb3yeTe NpUioXeHWe, KOTOPOE MOXKET
obpallaTtbCs Mo ykasaHHOMY MopTy, paspeLlumnTe JaHHOe MOAKI0UYeHMe.

Ecnm nporpamma, ocywectsaarowas nonbITKy NOAKAOUEHNS, YXe n3sectHa bpaHamayapy (To
eCTb 419 Hee 3ajaHbl Npasuaa GuabTpaLmMK), HO 3anNyckaeTca APYrMM HEN3BECTHbLIM
NpUAoOXeHneM (poanTeNbCKUM NpoLeccom), bpaHamayap BbIBOAUT COOTBETCTBYIOLLEE

npeagynpexaeHune.

YT106bI 3aaaThb NpaBuia ANA poaunUTe/iIbCKUX npoLueccoB

1. Mpun obHapy>XeHUW MOMbITKA NOAKNFOUEHMA K CETU CO CTOPOHbI MPUIOXKEHWS,
3anyLeHHOro HeM3BeCcTHOW Ansa bpaHamayspa nporpaMmon, 03HaKoMbTeCh €
nHbopmaumen o6 ncnonHaemom darine poaNTENbLCKON NPOrpaMMbl.

2. Korpa Bbl npuMeTe pelueHne O NOAXOAALLEN ANA JaHHOTO C/lyYas onepauuu, BbiMOJHUTE
OAHO V3 C/ieAyoWmni AeNCTBUN:

¢ UTO6bl OAHOKPATHO BAOKMPOBATH MOAKIOUEHNE NMPUNOXKEHUNS K CETU, HAXMUTE KHOMKY
3abnokupoBatb;

® 4TO6bI OAHOKPATHO MO3BOANTb MPUAOXKEHMIO MOAKIHOUUNTLCSA K CETU, HAXKMUTE KHOMKY
Paspewuurs;

PyKOBO,ELCTBO nosab3oBaTenda
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e yTO6bI CO3zaTh NpaBuIo, HaxxMnTe Co3aaTbh NPaBUIO N B OTKPbLIBLLUEMCS OKHE 3ajanTe
HeobxoanMble HAaCTPOMKN ANs POAUTEILCKOTO MpoLiecca.

3. Haxmwute kHonky OK. bpaHaMayap BbINOAHUT yKa3aHHYHO BaMW onepaumio, 1 OKHO
onoBeLlleHns ByaeT 3aKpbITO.

Taioke BO3MOXHa CUTyaLms, NpU KOTOPOW HEU3BECTHOE NPUIOXEHWE 3anycKaeTca Apyrum
Hen3BeCTHbIM NpUAoXeHWeM. B Takom cnyyae B npeaynpexaeHun byaeT BoiBegeHa
cooTBeTCTBYHOLWAA nHPopmaLms, u npu Boibope Co3gatbh NpPaBUIO OTKPOETCA OKHO, B
KOTOPOM Bbl MO>XETe HAaCTPOUTb NMpaBuaa Kak AN NPUNOXKEHUI, TaK U AN POANTENbCKUX
NpoLLeccos.

HacTtpoiika napameTpoB npaBuaa

MpaBuna GuabTpaLMu pPeryampyoT ceTeBoe B3anMOoAenCcTBNE NPOrpaMmbl C KOHKPETHbIMM
XOCTamm ceTu.

YT106bI €03A4aTb WIN OTPEeAaKTUPOBaTb NpaBu1o

1. B nyHkTe locTyn K ceTeBbIM pecypcaM BbibepuTte pexvm Monb3oBaTenbckuii.

2. B okHe PegakTupoBatb Habop npaBua ANa HaxxMuTe KHOI'IKy@ Aans nobaBaeHNs HOBOrO

npasuaa uan Bbibepute NPaBUAO U3 CNINCKa U HAXKMUTe KHonKy@,u,nﬂ peAaKTMPOBaHUA
npasuia.

3. 3agjanTe cneayrowme napamMeTpbl NpaBuia:

Mapametp OnucaHue

O6wee

Vma npasuna Nma cospaBaemMoro/pegaktmpyemMoro npasunia.

Onwcanwve KpaTtkoe onucaHune npaswia.

JevictBre Yka3blBaeT Ha felcTBKe, BbINOAHAemMoe bpaHamayspom npu

NnonbITKE NMpOorpaMmbl MOAKNTHOUUTLECA K MHTEPHETY!

e BbnokmnpoBaTtb nakeTbl — 6/10kMpPOBaTh MNOMbITKY
NoAKNHO UEHNS;

e Paspewartb nakeTbl — pa3peLlunTb NOAKIOYEHNE.
CocTtosiHme CocTosHVe npaswuna:

e BistoueHo — npaBuAO NpUMeHsAETCS;

o OTKNOUEHO — npasBua0 BPEMEHHO HE NPUMEHAETCA.

Tun coeanHeHnA HanpaBneHme coeanHeHunA:

e Bxopsuiee — npaBuno NpUMEHAETCA, €CIN COeANHEHMe
VHVLMMPYeTCA 13 CeTV K MporpaMmMe Ha BalleM KOMMbIoTepe;

PyKOBO,ELCTBO nosab3oBaTenda
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BepeHve xxypHana

Hacrpoiiku npaBuna

MpoTokon

JlokanbHbI agpec/YaaneHHbl agpec

JlokanbHbI NOPT/YAaneHHbIn nopT

4. Haxmute kHonky OK.

®daiinbl U ceTb

OnucaHue

e UNcxopsauwee — npaBuno npuMeHsieTcs, eciv CoeAnHeHne
VHALMMPYETCA NPOrpamMMol Ha Ballem KOMMbIoTepe;

e Jlio6oe — NpaBuIO NPUMEHSIETCA BHE 3aBUCMMOCTM OT
HanpaB/eHUs CoeAnHEHNS.

Pexxiim BeAEHNA XypHana:

e BiloueHo — perncTpupoBaTb cOObITUS;

e OTK/IIOYUEHO — He COXpPaHATb MHGOPMaLMIO O MpaBsue.

MpOTOKOAbI CETEBOTO M TPAHCMOPTHOTO YPOBHSA, MO KOTOPbIM
OCYLLEeCTBAAETCA MNOAKIOYEHNE.

Moazep>XnBarOTCA CNeaytoLe NPpOTOKOJIbl CETEBOTO YPOBHS:

e |Pv4;

e |Pv6;

e |P all — npoTokon IP nto6oi Bepcun.

Moasep>kvBatoTCa cnefyrolme NpoTOKO bl TPAHCMOPTHOTO
YPOBHS:

o TCP;

o UDP;

e TCP & UDP — npotokon TCP nan UDP;

e RAW.

IP-agpec yaaneHHOro xocra, yyacTBYHOLLEro B NOAKIFOYEHNN.
Bbl MOXKeTe yKka3biBaTb Kak KOHKPeTHbI agpec (PaBeH), Tak U
Anana3oH agpecos (B gnanasoHe), a Takoke MacKy KOHKPETHOW

nogcetn (Macka) Wiy Macku Bcex NnoaceTei, B KOTOPbIX BaLl
KomnbtoTep UmeeT ceteBo agpec (MY_NETWORK).

YTo6bl 3a4aTb NPABUIO A8 BCEX XOCTOB, BbIGepUTE BapuaHT
JTroboi.

MopT, N0 KOTOPOMY OCYLLECTBASETCSA NMOAKIOUEHME. Bbl MOXeTe
yKa3blBaTb KakK KOHKpPeTHbI NopT (PaBeH), Tak 1 Anana3oH
noptos (B aAnanasoHe).

YTo6bl 3aaTb NPaBUIO 418 BCEX MOPTOB, BbiIbepute BapuaHT
JTroboi.

PyKOBO,ELCTBO nosab3oBaTenda
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MapameTpbl ana cetTen

®OuabTpaums Ha ypoBHE NMakeToB NO3BOASAET KOHTPOIMPOBATL AOCTYN K CETV BHE 3aBUCUMOCTM
OT NpOrpamMm, MHULUUPYOLWMX NoAKIoUeHWe. [paBraa NPUMEHSIOTCS KO BCEM CETEBbIM
nakeTam onpezeneHHOro Tuna, KoTopble NepPesaroTcs Yepes OAuH U3 CETEBbLIX MHTEpPhencoB
BalLEro KOMMboTepa.

[AaHHbIV BUA GUabTpaumnmn npesocTaBaseT BaM obLmMe MexaHU3Mbl KOHTPOAS, B OTANYME OT

anpraumm Ha YypOBHE I'IQI/IJ'IO)KeHI/II\/II.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3aZaTb Habop NpaBua GUAbTPaLUM NaKeTOB, NepesaroLLmnxca Yepes
onpeaeneHHbI nHTepbenc.

Yro6b1 Nepentu B okHO CeTb

1. Otkpoiite MeHto DrWeb ® 1 Boi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBWEMCA OkHe BbibepuTe pa3aen ®anbl U ceTb.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B npoTMBHOM c/yyae HaXXMuUTe Ha 3aMOK .

4. Haxmute nantky bpanamayasp. OTkpoeTca OKHO napaMeTpoB KOMMOHEHTA.
PackponTe rpynny JLlononHUTe/IbHble HACTPOMKMU.

6. B paszene Hactpoek MapameTpbl paboTbl ANA U3BECTHLIX ceTel HaxmuTe U3MeHuUTb.
OTKpOEeTCs OKHO CO CMUCKOM CeTEBbIX MHTEPPENCOB, A1 KOTOPbIX 3aJaHbl NpaBmaa.

PyKOBO,CLCTBO nosab3oBaTenda
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% LlewTp GezonacHocTn > Daiinel u cets > Bpangmaysp > Cets - O X
< bpaHamaysp & 0 L
CeTb

Bl moxete NOCMOTRETE M MEMEHWTE CyLLLECTEYHOLLWE Haﬁopbl NpPaenn ¢HJ‘IthaL|,HH MakeToe, a Takwe noBaeuTs
HOBbBIE.

| HaGopel npagwua...

YkaxuTe, Kakoid Habop npaewn GUALTRaUMK NPUMEHATE ANA NaKeToE, Nepedatollic Yepes onpedeneHHeIi ceTeEoi

WHTepdelc,
Ceteeol WHTepdeAc Agantep Habop npagwn
Ij Ethernet Intel(R) PRO/1000 MT Desktop Ada... Default Rule v
I IIE' HE)KMHTE, ytabel 3ANPETHTE HIMEHEHNA @

PucyHok 55. Habopbl npaBun gna ceteBbiX MHTEp¢ENcoB

7. Hangute B cnucke MHTEpPeCYOLWMn Bac MHTepdenc n conoctaBbTe eMy COOTBETCTBYHOLLMIA
Habop npasua. Ecam nogxoaswmii Habop NpaBua OTCYTCTBYET B CMUCKE, CO3alNTe ero.

EpaHgmayap NocCTaBsAeTCA CO cnegyrolimMn npegyctaHOBAEHHbBIMA Ha60paMVI npasunn.

¢ Default Rule — npaBuna, onuceiBatowme Hanbosee yactTo BCTpeyarowmecs KoHUrypaymm
CeTU N pacnpoCTpaHeHHble aTakm (MCMONb3YeTCs MO YMOAYAHUIO ANSl BCEX HOBbIX

nHTepdencos);

o Allow All — Bce nakeTbl nponyckatoTcs;
e Block All — Bce nakeTbl 610kMpyroTCA.

Ansa yaobcTBa MCNoAb30BaHMA U BbICTPOro NEPeKNOUEHN MEXAY pexrMamMu GuabTpaumm
Bbl MOXeTe 3a/aTb AOMNOAHUTEbHbIe Ha6OPbI NPaBU.

YTo6bl yBMAETHL BCE AOCTYMHbIE MHTEpPdENnChl nan 406aBnTb B TabANLLYy HOBbIN NHTepdENC,

Ha>XMWNTe KHOMKY @ B oTKpbIBLLIEMCA OKHE Bbl MOXeTe yKa3aTb, Kakme MHTepdenchbl AOMKHbI
Bcerga otobpaxatbcs B Tabamue. AKTMBHbIE MHTEpPdelicbl byayT oTobpaxkaTbcs B Tabanue
aBTOMaTNYeCKM.

HeakTBHble ceTeBble MHTEPdENChl MOXHO YAaANTb U3 OTObpaxkaeMon Tabamubl, Haxas

KHOMKY .

,ﬂ'J'IFI NpPoCMOTpPa NapaMeTpoB CeTeBOroO MHTep¢e|7|ca Ha>XMWTE Ha €ro HasBaHWe.

PyKOBO,CLCTBO nosab3oBaTenda
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Hacrpoiiku naketHoro ¢punabTpa

Ana ynpaeneHuns cywecTeyowmmMm Habopamm npasua 1 JobaBieHNA HOBbIX NepenanTe B
okHO HacTpoWkun nakeTHoro ¢punbTpa, Haxas kHonky Habopbl npaBun.

T LlenTp BezonacHocTn > Daiinsl u cets » Bpangmaysp > Cets - O X
€ bpaH x
HacTtpoikn nakeTtHoro punetpa
Cer
Bol M @
HOBHI
Mo ymoavaHmio | Mma
Ha
(] Default Rule
Yicaxy
1HTeP Allow All
) Block All
Cete
W
¥| BrAKOUMTE AMHamMu4eckyro GrabTpauMio NakeTos
¥ OBpabateiBaTh hparMeHTUPoBaHHbIe IP-nakeTsl
OK | | OTmMeHNTB @

PucyHok 56. OkHo HacTpoiiku nakeTtHoro ¢punabtpa
Ha 3Toi cTpaHuLe Bbl MOXeTe:

e dopmMunpoBaTb Habopbl NpaBua GuabTpaLMK, CO34aBas HOBble, PeAaKTUPYA CyLLEeCTBYHLLNE
WAV yAansa HEHY>KHble NpaBuAa;

® 3aJaBaTb AOMOJIHUTE/IbHbIE MapaMeTPbI gpmanpag,MM.

®opmupoBaHne Habopa npasun
Ans dopmumpoBaHma Habopa NpaBma BbIMOJHUTE OAHO U3 CeAYHOLLMIA AeNCTBUNA:

e 4TO6bI CO3aaTb HabOpP NpaBUA ANA CETEBOrO MHTepdenca, HaxMuTe @;

e UTOObI OTPEAAKTMPOBATL CYLLECTBYHOWMNN Habop NpaBu, BbiIbepuUTe ero B CNUCKe U
HaxxmuTe \Z;

e 4yTO6bI f06aBMTH KOMUIO CyLLECTBYIOLWEro Habopa npasma, HaxxmumTe . Konus
pobaBnseTca nog BeibpaHHbIM Habopowm;

e yTOObI YAaNNTL BbIOPaHHbIN HaboOp NpaBuA, HaXXMKTe .

PyKOBO,CLCTBO nosb30BaTena
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AOHOHHMTeﬂbeIe Hacrpoﬁ Kn

YT106bI 33jaTb AONONHUTENBHbIE HACTPOWNKM GUABTPaLMK NakeToB, B OkHe HacTpoiiku
nakeTHoro ¢puabTpa yCTaHOBUTE ceaytoLime GaaxKu:

dnaxkok

Bkntountb
AVHAMUYeCKyH
dUNbTPaLMIO MakeToB

ObpabartbiBaTh
dparMmeHTMpoBaHHble P
nakeTbl

OnucaHue

YcTaHoBUTE 3TOT P1a>kok, UTOObI yuuTbIBaTH NPY GUAbTPaLWKM coctosaHme TCP-
CcoefMHeHNsa 1 MPOMycKaTb TObKO Te MakKeTbl, COAEPXXMMOe KOTOPbIX
COOTBETCTBYET TeKyLlieMy COCTOAHMIO. B Takom cnyuae Bce nakeThbl,
nepejaBaemble B pamMKax COEAMHEHMsA, HO He COOTBETCTBYHOLLME creumdrKaumm
npoTokona, 610KMpPyTCA. ITOT MeXaHM3M MO3BOIAET JyYlle 3aLMUTUTb Ball
KomnbtoTep oT DoS-atak (0Tka3 B 06cay>x1BaHWM), CKaHMPOBaHWA PeCypCoB,
BHeApeHWs JaHHbIX 1 APYrX 310HaMepeHHbIX onepaLiyi.

Takoke pekoMeHayeTca ycTaHaBAnBaTb 3TOT GAaXKOK MPU UCNONb30BaHUM
MPOTOKOJIOB CO C/IOXHBLIMU anroputMamu nepegadn gaxnoix (FTP, SIP n 1. m.).

CHUMUTE 3TOT dAaxok, YTobbl PuabTPOBaTh NakeTbl 6e3 yueta TCP-coeanHeHMIA.

YctaHoBUMTe 3TOT hAaxok, UTOObl KOpPeKTHO obpabaTbiBaTh Nepesavy 60abLLINX
06bemMoB AaHHbIX. Pazamep MakcumanbHoro naketa (MTU — Maximum
Transmission Unit) 4ns pa3sHbIx ceTeil MOXeT BapbUPOBaThCs, NO3TOMY yacThb IP-
nakeToB Npw nepegave MoxeT bbITb pa3buta Ha Heckonbko GparMeHToB. Mpwu
MCMONb30BaHUW A@aHHOM OMNLMM KO BCeM PparMeHTapHbIM NakeTaM MpuUMeHaeTcs
OJHO M TO XXe AelncTBKe, NPpeayCcMOTPpeHHOe npaBuiammn GuabTpaLmm Ans
roNOBHOrO (NepBOro) naketa.

CHumUTE 3TOT ¢na>|<0|<, yTOObI 06pa6aTbIBaTb BCE MNMaKeTbl MO OTAE/NIbHOCTW.

Haxxmute kHonky OK ans coxpaHeHMs BHECEHHbIX U3MEHEHWUI UAN KHOMKY OTMEeHUTb A5
BbIXOZa 13 OKHa 6e3 CoOXpaHeHUs U3MEHEHNN.

Hab6op npaBun ¢punbrpauum nakeTos

B okHe PegakTupoBatb Habop npaBua oTobpakaeTcs CNMCoK NpaBua GUAbTPaLMN NakeToB,
BXOZAALLUMX B KOHKPETHbIN Habop. Bbl MoxeTe dopmMmpoBaTb CNUCOK, A06aBAASA HOBbIE NN
pefakTMpys CylecTBytoLme npaBuaa GuabTpaumnm, a Takoke U3MeHss NOPAJ0K X
BbIMOAHeHWA. [paBMaa NPUMEHAIOTCA NOCNeA0BaTeNbHO, COTIaCHO 0OYePeAHOCTU B CMUCKE.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Pegaktnposanme nafiopa npasun Default Rule

Default Rule

®

BrnwueHo [eAcTeme

Wima npaewna

Hanpaenenne BeneHwe xypHana

OnucaHwe

d

R

Paz rewate NakeTsl
Paz [PEaTE NakeTk
Paz PellaTek NakeTw
Paz rewate NakeTsl
Paz [PEaTE NakeTk
Paz PellaTek NakeTw
Paz PeLaTk NakeTy

Pazneinath NakeTk

OTMEHWTE

EAPol : Authenticate... =4 OTtiatoueHo Allows to authentica...
PPPoE : Discovery 5t... =4 OTkAoueHo Allows PPPoE Discov...
PPPoE : Session Stage a8 OTknrodeHo Allows PPPoE Sessi...

GRE : Allow to establ... =4 OTtratoueHo Allows to establish V...
ICMPv4 : Ping other... - OrknroueHo ICMPv4 : Ping other...
ICMPv4 : Ping other... « OTknradeHo ICMPv4 @ Ping other...
ICMPv4 @ Traceroute... €« OTknroueHo ICMPv4 : Traceroute...
ICMPw4 : Destinati... €« Ok AyeHn ICMPwA : Destinati... -

PucyHok 57. Habop npaBun ¢punbTpauum nakeTtos

,ﬂ'J'IFI Ka>ao0ro npasunna B Cnncke npejsoctaBndeTca cnejyrolan KpaTka I/IHCI)OpMaLI,VIFII

Mapametp
BrkntoueHo

[JelictBre

Vima npasuna

HanpasneHwve

BeaeHne
>XypHana

OnucaHve

OnucaHue
CocTtosiHve npaBuna.

Yka3blBaeT Ha ZeicTBue, BbinosHseMoe bpaHamayspom npu o6paboTke naketa:

o EIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NnakeT;

. Pa3peu1a'rb nakeTbl — rnepejatb Mnaker.

Vima npaswuna.
HanpasneHve coegnHeHns:

o € — NpaBuviO NPUMEHAETCA, eCa NakKeT NPUHNMaeTCa U3 cety;

o > _ npasuao NpUMeEHAETCA, eC/IN NakeT OTNnpaBAAeTCa C Ballero KoMnbroTepPa,;

=%
o« & npaBuno NpUMeEHAETCA BHE 3aBUCMMOCTM OT HanpaBJieHNA CcoeaNHEHUA.

Pexxnm perncrtpaunmn CcobbITUIA. YKa3biBaeT Ha TO, Kakaf |/|Hc|>opmau,|/|;| AO0JI>KHa ObITb
3aHeCeHa B XypHaJ:

¢ ToNbKO 3aro/1IOBKM — 3aHOCUTL B >KypHan TOIbKO 3aroJIoBKM NakeTos;
¢ Becb naker — 3aHoCUTb B >KypHan nakeTbl UeNVKOM;

e OTKNOUEHO — He COXPaHATb I/IHq)OpMaLI,VII-O O nakerte.

KpaTtkoe onucaHve npasuna.

PyKOBO,CLCTBO nosab3oBaTenda
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UT06b1 OTPEepaKTMpOBaTh UM cO3AaTh Habop NpaBun

1.
2.

I'Ipm HeO6XOAVIMOCTI/I 3a,u,a|71Te nMAa NAn USMEHUTE UMA Ha6opa npaswun.

Cosgarite npaBuaa GuabTPaLUK, UCNONb3YA CesytoLme ONunN:

e YTOObI AO6aBI/ITb HOBOE€ NpaBunaO, HAXMNTE @ I'Ipanmo ,Cl,O6aBJ'I$|eTCFI B Ha4as10 CNUCKa,
e YTOObI oTpeAakTnpoBaTb Bbl6paHHoe npaBnao, HaXXMunTe @,‘

e 4yTO6bI 06aBUTL KOMUIO BbIOPAHHOTO NpaBmaa, HaXXMUTE KHOMKY . Konwus
pobasnseTca nepes BbIbpaHHbIM MPaBUAOM;

e YTOObI Y4aIUTb Bbl6paHHoe npaBnno, HaXXMunTe ,'

e UTOObI HANTK Heo6xop,vuv|oe npaBunno B CINCKE, HaXXMuUTe @

Ecnv Bbl BbIGpann co3gaHne HOBOrO MM PeakTUPOBaHWE CyLLECTBYHOLLErO NpaBmaa,
HaCTPOWUTE ero NapamMeTpsl.

|/|CI'IOIIb3yI7IT€ CTPpeNoYKHM Ccrpaea OT Cnuncka, yTOObI onpeaesintb NOpPAA0OK BbIMOJNHEHUA
npaswu. I'Ipanma BbIMOJIHAKOTCA nNoC/ef0BaTe/IbHO, COrJlaCHO O4epeaAHOCTUN B CMNCKeE.

Mo oKOHYaHUN peaaktmpoBaHMa CNCKa Ha>XXMmMTe KHOMKY OK ANA COXpaHeHMA BHECEHHDbIX
N3MEHEeHUM nn KHOMKY OTMEeHUTDb AnAa OTKa3a OT N3MEHEHWN.

ilf Te nakeTbl, ANA KOTOPbIX HET NpaBua B Habope, aBTomaTnyeckn baokupyrotca. VcknroueHus
COCTaB/IANOT Te NakeTbl, KOTOPble pa3peLlatoTca npaBunamm B Puibtpe NpunoxeHUn.

Hactpoiika napameTpoB npaBuia ¢puabTpaumm

UT06b1 A06aBUTL UM OTPeAAKTMPOBaTb NpaBUIO GUabTpaLUn

1.

B okHe pegakTMpoBaHMa Habopa npaBua As NakeTHOro GUAbTPa HaXMuUTe KHOI‘IKy@

WU KHOMKY @ OTKpoeTca OKHO CO3/aHnA UV peAakTMpPOBaHUA NpaBuIa NakeTHOM
dunbTpaumn.

PyKOBO,CLCTBO nosab3oBaTenda
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W oBaeute nakeTHoE Npaeuno x

WA npasuna: Hoewll Habop npaewn

Onucanpe: OnucaHwe npaewnna

[leiictene; PazpeluaTs NakeTsl v
HanpaeneHwe: BxoaAwee v
BeneHwe xypHana: OTKNOYSHD ~

Kputepun punbtpaunm

Bl moxeTe A063BMTE KPUTEPWKM GUABTPALMK K 3TOMY Npasuay.

JoBaBnTE KPUTEPWA... ‘

oK | ‘ OTMEHNTE @

PucyHok 58. lo6aBneHne npaBuna punbtpaumum

2. 3ajanTe cnegyrowme napaMeTpbl NpaBuia:

Mapametp OnucaHue

Vimsa npasuna Vimsa co3paBaemMoro/pegakimpyemMoro npasunia.

Onwucanve KpaTkoe onucaHve npaswuna.

[Jewnctue Yka3blBaeT Ha felcTBYe, BbiNoJHsemMoe bpaHamayspoM npu obpaboTke naketa:

o Bnomnpoaa'rb nakeTbl — 6}'IOKI/IpOBaTb NnakerT;

o Pa3peu1a'rb nakKeTbl — rnepejatb NMaker.
HanpaBneHme HanpaBneHme coeanHeHnA:

o BXOASILI.I.ee — NpaBWIO NPUMEHAETCA, eCn NakeT NPpUHNMaeTCca 13 CeTu;

° MCXOASII.I.I,ee — NpaBnaO NPUMEHAETCA, €C/IN NaKeT OTNpaBadAeTCcA C Ballero
KOMMbHOTEPA;

e Jllo6oe — npaBWIO NPUMEHSETCS BHE 3aBUCUMOCTM OT HamnpaB/ieHus
coesuHeHMs.

BezeHwue xypHana Pexxum pernctpaumm cobbITuid. YkasbiBaeT Ha To, kakas MHGOpMaLys AosKHa
6bITb 3aHECEeHa B XypHa:

e Becb nakeTr — 3aHOCUTb B >KypHana nakeTbl UENVKOM;

e TosbKO 3aro/IOBKU — 3aHOCUTb B KypHan TONIbKO 3aroJIoBKM NakeTos,;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue
e OTK/IFOUEHO — He COXPaHATb MHPOPMALMIO O MakeTe.
3. Mpwn HeobxoanmocTn gobaBbTe KPUTEPUA GUAbTPALMK, HANPUMEP TPAHCMOPTHbIN UK

CceTeBOM NPOTOKOJ, HaxaB kHomnky [lo6aBuTb kputepuii. OTkpoeTca okHo [lo6aBuTb
KpuTepuii punbTpaLmm:

¥ [obaeuTe NakeTHOE NpaEuo x
WA npaemna:
4
Ol -
[obaBuTb KpUTEpU GUabTPaLUK
e
BribepuTe KpuTEpMA
Hagy |Pv4 v
Beag NokansHelA IP-agpec ToBaii -
Kpl YaaneHHeIA IP-agpec TNaBoii v
Brl
i
oK ‘ ‘ OTMeHNTE ®
1T 1
oK OTMeHUTE

PucyHok 59. lo6aBneHune kputepua ¢punbTpaLum

Bbibepute Hy>XXHbIV KpUTEpPUI B BbiNajaroLemM crnvcke. B 3Tom >e okHe Bbl MOXeTe
HaCcTpouTb NapaMeTpbl 414 BbIbpaHHOro KpuTepusa. Bol MmoxeTe fobasuTb Atoboe
Heobxoanmoe KonnyecTso kputepues. Mpu 3TOM, UTObbI AercTBUE U3 NpaBuaa Hbi10
MPVUMEHEHO K MakeTy, MakeT JO/KEH COOTBETCTBOBATb BCEM KpUTepUAM npasuna.

[na HeKoTOpPbIX 3aroJIOBKOB JOCTYMHbI AONOJHUTEbHbIE KpUTEepuu GuabTpauunu. Bee
AobaBneHHble KpUTEPUM OTOBPaXKaroTCA B OKHE pefakTMpPOBaHWA NakeTHOro npasuia u
AOCTYMHbI 418 peAaKTUpOBaHUA.

4. 1o oKOHYaHWUn pefakTMpoBaHNA HaXKMUTE KHOTMKY OK ANnAa COXpaHeHMA BHECEHHDbIX
N3MEHEHUM NN KHOMKY OTMeHUTb ANA BblXOJa M3 OKHa be3 COXpaHeHuA N3MEHEHUN.

il": Ecav Bbl He go6aBuTe HY OZHOTO KpuTepus GUAbTPaLMK, TO JaHHOe NpaBwio byaeT
pa3pellaTb Wan 610KMpPOBaTh BCe MakeTbl (B 3aBUCMMOCTY OT HAaCTPOVKM B nosie [lelicTBue).

PyKOBO,ELCTBO nosab3oBaTenda
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Ecav B JaHHOM npasuse BHyTpW 3aronoska IPv4 ans napametpos JlokanbHbiv IP-appec v
YnaneHHbit IP-aapec ykazaTtb 3HaueHume JIroboi, npaBuno cpabotaet ana ntoboro nakera,
cofep>kalero 3aronoBok |IPv4 n otnpaBaeHHOro ¢ GmM3nyeckoro agpeca JokajibHoro
KOMMbloTepa.

10.5. NpoBepka komMmnbloTEpa

AHTMBUPYCHasa NpoBepka KOMMbIOTePa OCyLLeCTBAfeTCA KOMNOHeHTOM CkaHep. CkaHep
npoBepseT 3arpy304Hble CeKTopa, NaMaTb, a Takke OTAe/IbHble Ppalbl N 06bekTbl B cCOCTaBe
CNOXHbIX CTPYKTYP (apX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MMCbMa C BAOXeHUAMM). poBepka
NPOW3BOANTCA C UCMOJIb30OBaHNEM BCeX METOA0B 0OHapy>KeHWA yrpos.

Mpwn obHapy>keHUN BpesoHOCHOro obbekTa CkaHep TONbLKO NpeaynpexaaeT Bac 06 yrpose.
OtueT 0 pe3ynbTaTax NPOBEPKM NPUBOAUTCA B TabauLe, rae Bbl MOXeTe Bbibpath
Heobxoanmoe aercTBre aAns 06paboTkn obHapy>KEHHOro BPeLOHOCHOrO Nan
NoAO3PUTENIbHOrO 06beKTa. Bbl MOXeTe MPUMEHUTb AECTBUS MO YMOAYAHUIO KO BCEM
OBHapy>XeHHbIM yrpo3am unau BbibpaTb HEOOXOAMMbIA MeToh 06PaboTKM ANs OTAENbHbIX
061beKTOoB.

[leNcTBNA MO YMONYAHUIO ABAAIOTCA ONTUMaAbHbIMU B 6ONbLUMHCTBE CyYaeB, HO Npu
HEOOXOAMMOCTM Bbl MOXETE N3MEHUTb UX B OKHE HaCTPOWKM NapamMeTpoB paboThbl
komnoHeHTa CkaHep. Ecan gerictBue ans oTaenbHOro obbekta Bbl MOXeTe BbibpaTth Mo
OKOHYaHWW NPoBepKM, TO 0bLLMe HAaCTPOMKM MO 06e3BPEXMBAHNIO KOHKPETHbIX TUMOB Yrpo3
HeobxoAnMO 3aZaBaTb A0 Hayana NPoOBEpPKU.

CM. Takxke:

° I'Iapalvleprl NPOBEPKN gpa|7|ﬂos

e 3anyck 1 pexxMMbl NPOBEPKM
e Obe3BpexvBaHMe 0bHapPYXXEeHHbIX YVIDO3

10.5.1. 3anyck n pe>xumMbl NpPOBEpPKN
Yr106b1 3anycTUTh NpoBepKy ¢ainios

| Mpu paboTe NoA ynpaBaeHvem onepaLyoHHbix cuctem Windows Vista n 6onee no3gHmx

A CkaHep pekoMeHAyeTcs 3amyckaTb C NMpaBaMu agMyHUCTpaTopa. B npoTueBHOM ciyyae Te
balnbl 1 Nanky, K KOTOPbIM MoJib30BaTeNb 63 NpaB agMUHUCTPaTOpa He MMeeT JocTyna (B
TOM YWCNE U CUCTEMHBIE Mankw), He ByAyT MPOBEPEHBI.

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY dainbl u CeTb, 3aTeéM — NANTKY CKaHep.

PyKOBO,CLCTBO nosab3oBaTenda
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iE Takke Bbl MOXeTe 3anycTuTb NPOBePKY $ainnoBs, packpbie B MeHo Myck rpynny Dr.Web v
BblIbpaB nyHkT CkaHep Dr.Web.

3. Bbibepute HEOHBXOAMMbBIA PEXMM NPOBEPKN:

e NyHKT BbicTpas, UTo6bl NPOBEPUTL TONBKO KpUTMUeckne obnactn Windows;

® MYHKT MonHas, yTOObI npoBepunTb BCE q)al7|f|b| Ha N10TMYECKNX ANCKaX N CbEMHDbIX
HOCUTEenAax;

e NyHKT Bbi6opouHasn, 4tTobbl NPOBEPUTL TO/ILKO YKa3aHHble BaMun o6bekTbl. OTkpoeTca
OKHO Bblbopa dannoB ana nposepkn CkaHepoMm.

% Cranep DrWeb - O X

Q CkaHep

BribepuTe pexumM NpoBepKu

O% BblcTpas

Mpoeepka kpuTMueckky obaacred Windows

T} MonHasn
I'IpOElepKa BCex dJaﬁJ'ICIEI Ha NOrYyecKny AUCKax W CheMHbBIX HOCHUTenAX
gf BbibopouHas

Mpoeepka oTAENEHBIX 05BEKTOE

Boibepute AeWCTEME NOCAE 23EEPLUEHWA TEKYLLEHR NPOEEPKM

~
4

’_
(=)

.

PucyHok 60. Bbibop pexxuma npoBepku

Takoke Bbl MOXeTe BbibpaTb AeACTBME NOCAE TeKYLLEro NpoLecca CKaHMPOBAHWA, HaXaB
COOTBETCTBYHOLLYHO CCbINIKY B HUXHEW YacTu OKHa. OTO AeCTBUE He 3aBUCUT OT
BbiGpaHHOro B Hactporikax CkaHepa v He BAMSET Ha obLLMe HaCTPOMKM.

4. HauHeTcs npouecc npoBepkun. YTo6bl NPNOCTaHOBUTbL MPOBEPKY, HaxKMUTe KHonKy May3a,

yYTOObl MONIHOCTLHO OCTAHOBUTD NpPpoBeEpPKY, HAXMNTE KHOMKY Cron.

f | : KHorka Maysa HefocCTynHa BO BpeMs MPOBEPKU OMepaTvBHOM NaMATU U MPOLIECCOB.

Mo okoH4YaHuK npoBepkn CkaHep MHPOPMUpPYeET Bac 06 0O6HapYy>KEHHbIX Yrpo3ax u
npeanaraet nx obe3BpeanThb.

PyKOBO,CLCTBO nosab3oBaTenda
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UTo6bI NPOBEpPUTL KOHKPETHDIN (paiin nan nanky

1. BbI30BUTE KOHTEKCTHOE MEHIO HaXKaTMeM MPaBON KHOMKW MbILY MO nMeHu dainna nan
nanku (Ha paboyem cTose MaM B NPOBOAHMKE onepaLmoHHon cuctembl Windows).

2. BbibepuTte nyHkT MpoBeputb ¢ Dr.Web. lNpoeepka 6yaeT BbinoaHEHa cornacHo
HaCTpoWnKam No YyMOYaHUIO.

OnucaHue PEXXNMOB NMpPoOBEPKN

Pe>xxum nposepku OnucaHue

BbicTpas B ZaHHOM pexxume NMpoBepstoTCs:

e 3arpy3ouHble CEKTOPbI BCEX AUCKOB;

e onepaTMBHas NamsTh;

e KOpHeBas Marnka 3arpy304HOro AMCKa;
e cucTeMHas nanka Windows;

e nanka «Mou JOKYMEHTbI»;

e BpEeMeHHble palinbl;

e TOYUKM BOCCTAHOB/IEHUS CUCTEMBI;

® HaJnyne pyTkUToB (eCﬂI/I npouecc NnpoBepkKn 3anyleH oT UMeHn
aZAMUHKCTpaTOopa).

f I : ApXxuBbI 1 MOYTOBbIE Gaii/ibl B 3TOM PEXMME HE NMPOBEPSHOTCS.

MonHas B AAHHOM peXxnme Npon3BoAMUTCA NMOHaA NpoBeEpPKa OI'IepaTVIBHOl7I namMmaTn n
BCeX XeCTKMX ANCKOB (Bkntouas 3arpysoudHble CEKTOpr), a TakKke
OCyLLecTBNAAeTCA NpoOBEPKa Ha Han4ymne pyTknMToB.

Bbi6opouHas B gaHHOM pexkume MoryT 6biTb NpoBepeHbl Aro6ble Gaitbl U Nanky, a Takke
Takve 06BbeKTbl, Kak onepaTBHaA NamaTb, 3arpy304UHble CEKTOPbI U T. M. YTobbI

806aBUTb 0OBEKTLI B CMNMCOK MPOBEPKM, HAXXMUTE KHOMKY \_/.

10.5.2. O6e3BpexnBaHne o6Hapy>XeHHbIX Yyrpos3

Mo okoHuaHWK npoBepkn CkaHep MHGOPMUPYET BaC 06 OOHAPY>KEHHbIX Yrpo3ax U
npeanaraet nx obesspeamnTb.

& Ecnvn B HacTpolikax CkaHepa Dr.Web Bbi Boibpanun nyHkT O6e3Bpeautb o6Hapy>KeHHble

: yrpo3bl nin O6e3BpeanTb 06Hapy>KeHHbIe Yrpo3bl U BblKJIOUUTb KOMbIOTEP 415
HacTponkun Mocne 3aBepLueHUA NpPoBepPKK, TO 06e3BpexvBaHVe yrpo3 byaeT nponsBeseHo
aBTOMaTUYeCKW.

PyKOBO,CLCTBO nosab3oBaTenda
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%7 BribopouHan NpoBepKa 3aBEpLUEHE - O X

« CkaHep

I'IpcBepl(a 3aBepueHa
MpoeepeHo obswekToE: 2636 OBHapy=eHo yrpoz: 1 OBezepexeHo yrpoz: 0

HacroATensHo pekomeHgyem HeMeaneHHo 00e3BpeanTs ECE YTPO3kL.
Cranep DrWeb npvmeHnT 4eACTEWMA COMNECHO HACTRORKAM.

——

ObbekT Yrpoza OelictEme MyTe

b Apxues! 1 MepemectnTh A

-a)

PucyHok 61. Bbi6op AeiACTBMA NO OKOHUaHUWN NPOBEPKMU

Tabavua c pesynbTataMu NPOBEPKM COAEPXKNT CNEAYIOLLYH MHPOPMaLIMIO:

Cronbey, OnucaHue

Ob6bexT B 3ToM cToN6Ue ykazaHO HavMeHOBaHWe 3apa>ke€HHOro NN NOAO3PUTENLHOTO
obbekTa (MM darna — ecnm 3apaxeH dann, Boot sector B cnyuae 3aparkeHHOro
3arpy3soyHoro cektopa, Master Boot Record B ciyyae 3apaxeHHoro MBR >xectkoro
Ancka).

Yrposa B 3ToM cTON6UE yKa3aHO HanMMeHOBaHWe BMpYca UAM MoavbUKaLmm BUpYCa MO
BHYTpPeHHel knaccudurkaumm komnaHum «loktop Be6». s nofo3puTenbHbIX
06beKTOB yKa3blBaeTcs, UTo 06beKT «BO3MOXXHO, MHOMUMPOBaH» 1 yKa3blBaeTca TUM
BO3MOXHOTO BUpYyca Mo knaccudukaLmm 3BPUCTUUYECKOTO aHaamusaTopa.

[Hewncteure B 3ToM cTonbUe yka3zaHo AencTBre A1A HaAEHHOW Yyrpo3bl COTIaCHO HaCTPONKaM
CkaHepa. C nOMOLLbHO BbiNaZatoLLEero Crvcka Bbl MOXeTe 3aJaTh AeNCTBUE ANS

BbIOpaHHOM yrpo3bl.

MyTb B 3TOoM cTO16LE YKa3aH MOJHbIA MyTb K COOTBETCTBYOLLEMY daiiny.

O6e3BpeXxuBaHMe Bcex yrpo3 B Tabauue

Ansa Kaxzaomn yrpo3bl ykazaHo AeCcTBMe cornacHo Hactpoiikam CkaHepa. YTobbl 06e3BpeanTb
BCE Yrpo3bl, MPUMEHAA yYKa3aHHble B TabanLe AercTBUsA, HaxxMute kKHonky O6es3BpeauTh.

PyKOBO,CLCTBO nosab3oBaTenda
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Y106bI U3MEHUTDb YKa3saHHOe B 'ra6nvu.|,e AEﬁCTBMe ANA yrposbl

1. BbibepuTe 06BEKT MK rpynny 06beKTOB.
2. B ctonbue [enAcTBue B BbiNajaroLLlemM Crvcke Bbibepute Heobxoanmoe aencTeme.

3. HaxmuTte kHonky O6e3Bpeautb. [1pn 3ToM CkaHep HauHeT 06e3BpeXMBaHNE BCEX YTPO3,
yKa3aHHbIX B Tabauue.

O6e3BpexxuBaHue Bbl6paHHbIX yrpo3

Bbl Takoke MoxkeTe 06e3BpeanTb BblOpaHHbIe Yyrpo3bl OTAeNbHO. [ns 3Toro:

1. BbibepuTe 06beEKT, HECKONBKO 0OH6BEKTOB (YyAep>kunBas HaxaTton knasuwy CTRL) nan rpynny
06BbeKTOB.

2. OTKpOMTe KOHTEKCTHOE MEHIO HaXkaTMeM NPaBoOn KHOMKM MbIlWN 1 BbibepuTe
Heobxoanmoe genctBme. CkaHep HauHeT o6e3BpexmnBaHneE TONbKO BbIGPaHHOM yrpo3bl

(yrpos).

OrpaHnueHus npu obesBpexxmBaHUn yrpos

CyLLecTBYHOT CiedytoLime OrpaHNYeHus:

® JieHyeHne Nogo3pnTENIbHbIX 06BEKTOB HEBO3MOXHO,

e nepemeLlleHne NN yaaneHe 0H6bEKTOB, He ABAAIOLLMXCA darinaMu (Hanpumep,
3arpy304HbIX CEKTOPOB), HEBO3MOXHO;

e Ntobble AeVICTBMﬂ ANnAa OTAENIbHbIX c|)a17|nos BHYTPU apXMBOB, YCTAHOBOYHbIX NMakeToB NN B
COCTaBe nncem HeBO3MOXHbI — Ael\/’ICTBl/Ie B TaKNX CydadaxX NPUMEHAETCA TONbKO KO BCEMY
O6'beKTy LLleNMKOM.

OtueT 0 pabote CkaHepa

MoapobHbIN OTYeT 0 paboTe KOMMNOHEHTa coxpaHaeTca B Gai XypHana dwscanner . 1og,
KOTOPbI HaxoaMTCA B nanke $USERPROFILE%\Doctor Web.

10.5.3. lonoaHuTe/IbHbIE BO3MOXXHOCTH

B aToM paszene cosepxunTcs MHGOpPMaLmnsa 0 JOMOJHUTENbHbBIX BO3MOXHOCTAX PaboThl
CkaHepa:

e 3anyck CkaHepa c napaMeTpaMmu KOMaHAHOW CTPOKMU
e KOHCONbHbINM CkaHep
e 3anyck NPOBEPKWN MO pacnnUcaHuUIo

PyKOBO,CLCTBO nosab3oBaTenda
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3anyck CkaHepa ¢ napamMmeTpaMu KOMaHAHOW CTPOKMU

Bbl MoxeTe 3anyckatb CkaHep B pexxvme KOMaHAHOW CTPOKW. Takon cnocob no3sonseT
3a/aTb AOMONHUTENbHbIE HAaCTPOWKM TEKYLLEro ceaHca NpoBepPKN U NepeyeHb NPoBepPAEMbIX
06BEKTOB B KayecTBe napamMeTpoB 3anycka. IMEHHO B TaKOM pexunme BO3MOXKEH
aBTOMaTnyeckmi 3anyck CkaHepa Mo pacnucaHuo.

CyHTaKCUC KOMaHAbl 3anycka cneayroLnm:
[ <nyme_k_npoepamme>] dwscanner [<kao4u>] [<obbekmel>]

Knroyu — napameTpbl KOMaHAHOW CTPOKK, KOTOPbIE 3a4at0T HAaCTPOMKM nporpaMmebl. Ecan
OHM OTCYTCTBYIOT, MPOBEPKA BbIMONHAETCA C paHee COXPaHEHHbIMW HacTporKamMu (Man
HaCTPOMKaMM MO YMONYAHUIO, €CIN Bbl HE MEHAAN NX). KNtoum HaumMHaroTCa € CMMBOAA «/» U,
KaK 1 OCTaNbHble MapamMeTpbl KOMaHAHOW CTPOKM, pa3fensatoTcs npobenamu.

Cnncok 06BbeKkToB NPOBEPKM MOXKET BbITb MYCT UK coAepXaTb HECKOJ/IbKO 31eMeHTOB,
pa3geneHHbix npobenamu. Ecam nytb K 06bekTam NPOBEPKM He yKasaH, MOUCK
ocyLecTBAseTcs B nanke yctaHoBku Dr.Web.

Yale ynoTpebastoTcsa caegytolime BapmaHTbl ykazaHNs 06bEKTOB NPOBEPKU:

e /FAST — nponsBectn 6bICprI-O npoBepKy CNCTEMBI.

e /FULL — NPOW3BECTM MOJIHYIO MPOBEPKY BCEX XXECTKNX AUCKOB N CbEMHbIX HOCUTENeN
(BKNKOYaA 3arpy30YHble CEKTOPHbI).

e /LITE — NPOW3BECTM CTapPTOBYHO NPOBEPKY CUCTEMBbI, MPU KOTOPOW NPOBEPSIOTCS
onepaTvBHas NaMaTb U 3arpy30YHble CEKTOPbI BCEX AMNCKOB, a TakxKe MPOBECTV MPOBEPKY Ha
Ha/snumne pyTKUTOB.

KoHcobHBbIN cKaHep

B coctaB komnoHeHToB Dr.Web Takke BxoanT KOHCONbHBIN CKaHep, KOTOPbIA NO3BOAAET
NPOBOANTb MPOBEPKY B peXnMe KOMaHAHOW CTPOKM, a Takxke npegocrasaset 6onbline
BO3MOXHOCTU HaCTPOMKMN.

f | "_~ KoHconbHbIN ckaHep MoMelLaeT NoA03puTesbHble 06bekThl B KapaHTuH.

Y106kl 3anycTMTh KOHCONBHBIN CKaHep, BOCMOAb3YyWUTeCh CAeaytoLlen KOMaHAOoM:

[ <nyme_k_npoepamme>]dwscancl [<K/a1H4U> ] [ <06bekmol> ]

Kntou HaunHaeTcs ¢ CcMMBOJIa «/», HECKONbKO KroUel pa3genstotcs npobenamu. Cnncok
06BEKTOB NMPOBEPKM MOXKET ObITb MYCT UK COAEpPXkKaTb HECKObKO 3/1€MEHTOB, Pa3Ae/ieHHbIX
npobenamu.

PyKOBO,CLCTBO nosab3oBaTenda
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Cnuncok kntouert KoHCONbHOTO ckaHepa cogepkmnTcs B [1punoxeHun A.

KO[I,bI BO3Bparta:

0 — npoBepka ycnewHo 3aBepLieHa, MHPMLNPOBaHHbIE O6BEKTbl He HalAeHbl
1 — npoBepka ycrnewHo 3aBepLleHa, HanaeHbl MHPULMPOBaHHbIE 06BbEKTbI

10 — yKa3aHbl HEKOPPEKTHbIE KHOUM

11 — kntoueBon danin He HanzeH 6o He noaaep>knBaeT KOHCONbHLIN CkaHep
12 — He 3anyweH Scanning Engine

255 — npoBepka npepBaHa No/ab3oBaTeNemM

3anyck npoBepku B MnaHnnposwmke 3agaHmnin Windows

Mpwn yctaHoBke Dr.Web B ctaHzapTHOM MnaHuposwuke 3agaHnii Windows aBToMaTMyeckm
CO3/aeTca 3ajiaHne Ha NPOBeeHMe aHTUBUPYCHOM NMPOBEPKM (OHO MO YMONYaHUIO
BbIKJIFOUEHO).

[ns npocmoTpa NnapaMeTpoB 3asaHunsa oTkporTe MaHenb ynpaBaeHua (paclupeHHbI BUA)
— ApMUHUCTpUpoBaHue — MaaHnpoBLL MK 3a4aHNN.

B cnucke 3asaHnin BbibepuTe 3ajaHne Ha aHTUBUPYCHYHO NpoBepky. Bbl MoxeTe
aKTMBMPOBAaTb 3aZaHNe, a Takke HaCTPOUTb BPEMSA 3amnycka NPOBepKM 1 3aaTb HEObXoaMMble
napameTpbl.

B HM>XKHeW yacTn OkHa Ha Bki1agke O6uime ykasbiBatoTCa obLwme cBeJeHNa O 3aZaHunK, a Takke
napametpbl 6e3onacHocTu. Ha Bknagkax Tpurrepbl 1 YcnoBUA — pas/ivuHble YCI0BUA, MpU
KOTOPbIX OCYLLeCTBAAETCA 3anycK 3agaHnsa. [IpocMoTpeTb NCTOPUIO COBLITUI MOXHO Ha
Bknagke XXypHan.

Bbl Takke MOXeTe co3jaBaTb COOCTBEHHbIE 3a/jaHNA Ha aHTUBMPYCHYHO NPOBEPKY.
MNoapobHee o0 paboTe C CMCTEMHbBIM PaclnUCaHNEM CM. CMPABOYHYHO CUCTEMY U
AOKYMeHTaLmio onepaunoHHon cuctembl Windows.

| Ecav B cocTaB ycTaHOB/IEHHBIX KOMMOHEHTOB BXOAMT bpaHamMayap, To noc/e ycTaHOBKM

A, nporpammsl Dr.Web v nepBoli nepesarpysku ciyxba cMcTeEMHOTo pacnucaHus 6yzet
3abnokvpoBaHa bpaHamayspom. KomnoHeHT HasHaueHHble 3agaHus 6yzet
bYHKUMOHMPOBATL TOLKO MOC/IE MOBTOPHOM Nepesarpysky, T. K. HEO6X0AVMOe NPaBmUIo
y>xe byaeT co3aaHO K 3STOMY MOMEHTY.

PyKOBO,CLCTBO nosab3oBaTenda
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10.6. Dr.Web ana Microsoft Outlook

OcHOBHble PYHKLLMN KOMIMOHEHTa

Moakntoyaembli Mogynb DrWeb ana Microsoft Outlook BeinonHseT chegyrowime GyHKLMM:

aHTUBMPYCHYHO NMPOBEPKY BIOXKEHHbIX GalioB BXOAALLMX MOYUTOBbLIX COOBLEHWN;

NpoBepKy MOYTbl, MOCTynatoLwer no 3awmndpoBaHHOMY coeanHeHNo SSL;

NPOBEPKY MOYTOBbIX COOBLLEHNI Ha cnam;

obHapyXeHWe N HenTpaan3aumnto BpeJOHOCHOrO NPOrpaMMHOro obecneyeHms;

38p|/|CTI/IH€CKI/II7I aHann3 and AOI'IO]'IHI/ITe]'IbHOI\/’I 3allnTbl OT HEN3BECTHbIX BUPYCOB.

Hactpoitika moayna Dr.Web ana Microsoft Outlook

HacTpoiika napameTpoB 1 NPOCMOTP CTaTUCTMKM PaboTbl MPOrpaMMbl OCYLLECTBAAOTCA B
noytoBoM npuaoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — Bk1aAka
AnTtnBupyc Dr.Web (a1a Microsoft Outlook 2010 B pa3aene ®ain — Mapamerpbl —
Hapacrpowkn Heobxoammo BbibpaTte moaynb Dr.Web ans Microsoft Outlook n HaxaTb KHOMKy
MapameTpbl HAACTPONKN).

f't' Bknagka AHTMBMpYC Dr.Web B Hactpoiikax npunoxeHus Microsoft Outlook goctynHa
TOIbKO MPW HaNMYMK Y MO/b30BaTeNsA MPaB, MO3BOAAOLMX UIMEHATL AaHHbIE HACTPOWKW.

Ha Bkiagke AHTUBMpYC Dr.Web otob6paxkaeTca Tekyllee COCTOSHME 3aLLmMThI
(BK/IOYEHa/BbIK/IOYEHA). KpoMe TOro, oHa npeAocTaBaseT AOCTyN K CAeAyroWwmnM GyHKUNAM
nporpamMmei:

e XKypHan — no3BosIAET HAaCTPOUTb PErncTpaLmio cobbITUIA MPOorpaMmbl;

e [IpoBepKa BIOXEHWUA — NO3BOAAET HACTPOUTb MPOBEPKY IEKTPOHHOW MOYTbI U
onpeaenvTb AeACTBUA NPOrpaMmMbl A8 0BHapPY>KEHHbIX BPeLOHOCHbIX OO bEKTOB;

e AHTMCNAM-OUALTP — NO3BOJIAET ONpPeAeUTb AEeUCTBMA NPOrpaMMbl AJis CNaM-COOBLLEHWN,
a TaKKe co3zaTtb 6eNbll U YepPHbIA CNCKM 31EKTPOHHbIX aZpPecos;

e CTatuCTVKa — NOKa3blBaeT faHHble 06 06bekTax, NPOBEPEHHbIX U 06paboTaHHbIX
nporpaMmMon.

10.6.1. NpoBepka Ha BUPYCbI

Dr.Web ans Microsoft Outlook ncnonbsyet pasanuHblie metoabl 06Hapy>xkeHWsa BUpPycoB. K
HalAeHHbIM BPEAOHOCHbBIM O6BeKTaM MPUMEHSALIOTCA onpeaensiemMble Noab3oBaTenem
AENCTBMA: NporpamMmMa MOXET 1eUnTb MHOULMPOBaHHbIe 0OBbEKTbI, yAaNATb UX UK
nepemelyatb B KapaHTuH Ans nx n3onaumm n 6€30nacHoro XxpaHeHus.

PyKOBO,CLCTBO nosab3oBaTenda
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Mporpamma Dr.Web ans Microsoft Outlook o6Hapy>xmBaeT cneayrolme BpeaoHOCHbIe
06beKTbI:

° I/IHq)VILI,l/I poBaHHbIE O6'b€KTbI;

baninbl-60Mbbl AN apXMBbI-6OMOBI;
e pekaaMHble MPOrpaMmbi;

e NporpamMmmbl B3/10Ma;

e NporpamMmbl JO3BOHQ;

® MPOrpamMMbil-LLyTKY;

e NOTEHLMANbHO OMacHble MPOrpamMmMbl;
e LUMWOHCKNE NPOrpaMmbl;

® TPOAHCKMeE NpOorpammbl;

® KOMMbHKOTEPHbIE YEPBU N BUPYChI.

DewvcrBus

Dr.Web ans Microsoft Outlook no3BosseT 3agatb peakuunto nporpaMmbl Ha OBHapy>KeHune
3apa>keHHbIX AN NOAO3PUTENbHbBIX GaliNoB U BPeAOHOCHbIX MPOrpaMmM npu npoBepke
B/JIOXKEHWNIN NEKTPOHHOW NOYTHI.

Y106bI HACTPOUTL MPOBEPKY BAOXKEHWI N ONpPEAeNnTb 4eACTBUSA NPOrpaMmbl 414
0bHapy>XeHHbIX BPeLJOHOCHbIX 06BbEKTOB, B MOYTOBOM NpuaoxeHun Microsoft Outlook
BbI6epuTe CepBUc — Mapamertpsbl — Bkiagka AHTUBUpPYC Dr.Web (o158 Microsoft Outlook
2010 B pa3zene ®ann — MapameTtpbl - HapcTpoitkm Heob6xoammo BbibpaTh Mmoaynb Dr.Web
ana Microsoft Outlook n HaxkaTb kHonky MapamMeTpbl HAACTPOMKMN) U HAaXXMUTE KHOMKY
MpoBepka BNOXKEHWIA.

I OkHo I'IposepKa BJIOXKEHUMN AOCTYNMHO TOJIbKO MPW HaJMdnn 'y nosib3oBaTtensd rnpas
agMNHUCTPaTOPa CUCTEMBbI.

[na OC Windows Vista n 6on1ee no3aHux BepCuin Npu HaxaTum kHonky MpoBepka
BJIOXKEHUIA:

e [pu BratoueHHoMm UAC: agMuHKcTpaTopy ByAeT BbiAaH 3anpoc Ha NMoATBep>KAeHMe
[eNCTBUIM NporpaMMbl, NMoJib30BaTento 6e3 aAMUHUCTPATUBHBIX NpaB ByaeT BblgaH 3anpoc
Ha BBOJ, yUYeTHbIX AaHHbIX aMUHUCTPaTOpa CUCTEMBI;

o [pw BbikntoueHHoM UAC: aZMUHMCTPATOP CMOXKET U3MEHATb HaCTPOMKM NMPOorpamMmsl,
NoJIb30BaTelb He CMOXET MONYUUTb AOCTYMN K U3MEHEHMIO HAaCTPOeK.

B okHe MNMpoBepKa BNOXXEHUN Bbl MOXeETe 3a4aTb AeWCTBUSA NPOrpaMmMbl A8 Pa3NYHbIX
KaTeropuin npoeepseMbix OObEKTOB, a Takxke ANA Cyyas, Koraa npu NpoBepke BO3HUKIM
owmnbkn. Kpome Toro, Bbl MOXeTe BKIKOUNTL UM BbIKNHOUNTL MPOBEPKY apX1BOB.

PyKOBO,ELCTBO nosab3oBaTenda
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[ns 3ajaHnA 4eACTBUN Haj OOHapY>KEHHbIMY BPEAOHOCHbIMU O6beKTaMu cayXat
cnegyroume HacTpoOnKN:

e BbiNajatowuin cnncok MHpuumpoBaHHble 3ajaeT peakumio Ha 06Hapy>KeHNe 06BbEKTOB,
3apaXkeHHbIX N3BECTHbIMU U (MPEANONOXUTENBHO) U3NEUNMBIMU BUPYCAMU;

e BbiMagarowmin cnucok HeBblsleueHHble 3a4aeT peakLmio Ha OOHapy>KeHe 0H6BEKTOB,
3apa>keHHbIX N3BECTHbIM HEM3JIEUMMbIM BMPYCOM, @ TakxKe Korga npeAnpuHaTas nonbiTka
M3NeYeHna He NpUHeCa ycnexa;

e Bbinajatowmii cnucok MogosputenbHble 3ajaeT peakunto Ha 0bHapyxeHne 06beKTOB,
NPeAnONOXNTENbHO 3apaXKeHHbIX BUPYCOM (CpabaTbiBaHWE 3BPUCTUYECKOTO aHaan3aTopa);

e pa3zen BpegoHoCHble NporpaMmmbl 33JaeT peakunio Ha 06Hapy>KeHue caesyroLero
HexenatenbHoro MO:

o peknaMHble MPorpaMmmbl;
5 MporpamMmbl 403BOHQ;

o MpPOrpamMMbl-LyTKY;

o MporpamMmbl B310Ma;

o MOTEHUMaNbHO OMacHbIE;

e BbiNagatowmin cnmcok Mpu owmnbke npoBepkn NO3BOASET HACTPOUTL AENCTBUSA NPOrpaMmbl
B C/lyuae, eC/IM NpOBepKa BAOXKEHNS HEBO3MOXHA, HaNnpumep, ec/iv OHO NpeAcTaBaseT
Cco60M NOBPEXAEHHbIV UAU 3aLUMLLEHHbIV Napoaem dann;

e Pnaxkok MpoBepATb apXmMBbl MO3BONAET BKIHOUNTL NN OTKNHOUNTL MPOBEPKY BAOXKEHHbIX
dalinoBs, NnpeAcTaBAAOLLMX COOOM apXMBbl. YCTaHOBUTE 3TOT GAAXKOK ANA BKIHOUEHUSA
NPOBepPKN, CHUMUTE — A1 OTK/IFOUEHWA.

CocTaB AOCTYMHbIX peakLu1ii 3aBUCUT OT TUMa BUPYCHOrO COBbITUA.

npeAyCMOTpeHbl cegyrowne AeﬁCTBMﬂ Haj O6Hapy)KeHHbIMI/1 obbekTamu:

¢ Bbineuntb (aeincTBre JOCTYNHO TONALKO ANA NHOULMPOBAHHbIX O6BEKTOB) — O3HauyaeT, YTo
nporpammMa npegnpuMeT NomnbITKy BblA€YNTb MHOULIMPOBAHHbBIV 06bEKT;

e YAanutb — O3HayvaeT, uUto 06bekT ByAeT yaaneH;

° HGPEMECTMTI: B KAPAHTUH — O3HaA4YaeT, 4To 0b6BbeKkT 6yAET N30NNpPOBaH B Nanke KaQaHTI/IHa',

UrHopupoBaTb — 03HauaeT, Uto 06beKkT byaeT nponyLleH 6e3 N3MeHeHWN .

10.6.2. NMNpoBepka Ha cnam

Dr.Web ans Microsoft Outlook npoBepsieT Ha cnam Bce NOYTOBbIE COOBLLEHNSA C MOMOLLBHO
AHTncnama Dr.Web n ocywiectBaseT ¢puabTpaLmnto COOHLLEHNN B COOTBETCTBMM C
HaCTporKamu, 3afilaBaeMbIMU NMOJIb30BaTENEM.

YT106bI HAaCTPOUTL MPOBEPKY COOBLLEHMI Ha cnam, B MOYTOBOM NpuaoxeHnn Microsoft
Outlook BbibepuTe CepBuc — Mapametpbl — Bkiagka AHTUBMpYC Dr.Web (a5 Microsoft
Outlook 2010 B pa3gene ®aiin — Mapametpbl — HagcTpouikn Heob6xoanMO BbibpaTe MOAYNb

PyKOBO,ELCTBO nosab3oBaTenda
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Dr.Web ans Microsoft Outlook n HaxaTb kHoMKy MapamMeTpbl HAACTPOUKWN) 1 HAXKMUTE
kHonky AHTUcnam-punbTp. OTKPOETCS OKHO HacTpoeK AHTUCIaM-buUabTPa.

| OkHOo AHTUNaM-PUABTP SOCTYMHO TONLKO MPU HANNYMK Y MONb30BaTENs NPaB
aAMVHUCTPaTOpa CUCTEMbI.

[na OC Windows Vista n 6o1ee no3gHvx BepCUin Mpy HaXaTum KHOMk1 AHTUCIaM-pUAbTp:

® TpPpW BKIKOYEHHOM UAC: AAMUHUCTPATOPY 6yp,eT BblaH 3arnpocC Ha NoATBep>XAaeHne
AEVICTBMVI nporpamMmmebl, Noab3oBaTesIlo 6es AAMNHUCTPATVBHbIX NpaB 6yAET BblZaH 3anpoc
Ha BBOJ, YY€THbIX JaHHbIX aAMUHUCTPATOpPa CUCTEMBbI;

e npu BbikTtoYeHHOM UAC: aiMVHUCTPATOP CMOXKET M3MEHSTb HAaCTPOWKM MPOrpaMMbl,
MoJIb30BaTe/lb He CMOXET MOYUYUTb AOCTYN K U3MEHEHMIO HAaCTPOEK.

Hactpoitka aHTucnam-¢punbtpa

UTo6bI HACTPOUTL NapameTpbl aHTUCNaM-puabTpa

1. YcraHoBuTe dnaxkok NMpoBepaTb MOUTY Ha cnam ANf akTMBaLMKW aHTUCNaM-GUabTpa.

2. Ecnv Bbl xoTnTe A06aBAATL CNeLmanbHbIA TEKCT B 3aros10BOK COOHLLEHNSA, pacMno3HaHHOro
Kak cnam, yctaHoBute ¢pnaxok [io6aBnatb npedukc B Temy nucbma. lobaBnsemMblii TEKCT
MO>HO BBECTW B TEKCTOBOM MoJje cnpaa oT ¢psaxka. [1o ymonvaHuo gobasnserca
npedukc *SPAM*.

3. MNpoBepeHHble COOHLLEHNA MOTYT OTMEYaTbCA Kak MPOYUTaHHbIE B CBOMCTBAX NucbmMa. ns
3TOro HEOHXOAMMO YCTAaHOBUTL Ga>KoK OTMETUTb MUCbMO KaK NMpouutaHHoe. 1o
yMOlYaHuMo dnaxxok OTMEeTUTb MMCbMO KaK NPOUYUTAHHOeE YCTaHOBJIEH.

4. Takke Bbl MOXeTe HaCTPOUTb benble n YepHble CNCKN ANnA (I)I/IJ'IpraLI,I/IVI nmcem.
ilj Ecan HEKOTOpbIe NMMCbMa 6N HEMNMpPaBWIbHO pacno3HaHbl, caelyeT OTnpaBUTb UX Ha
cneuranbHble NOYTOBbLIE agpeca ANA aHan3a U MNOBbIWeHUA KayvecTBa pa6OTbI cbvmpra:

e MucbMa, OWMBOYHO MPUHATLIE 3a CraM, CaedyeT OTNPaBAATL Ha agpec
nonspam@drweb.com;
e Hepacrno3HaHHble Y NPONYyLLEHHbIE CNaM-COObLLEeHNs cneayeT OTNPaBAATL Ha ajpec

spam@drweb.com.

Bce coobuieHns Heob6XoAMMO BbICbLIaTh TOJIBKO B BUAE BNOXKEHUS (@ He B Tesie MUCbMa).

Benbi N YepHbIA CNUCKN
Benbln n YepHbIV CNUCKN SNEKTPOHHbIX aApecoB cayXaT Ans GuUabTpaLum COobLLEHNA.

Ana npocMoTpa 1 pesakTMpoBaHns 6€10ro NaM YepHOro CNMcKa B HACTPOMKax aHTUCaM -
bunbtpa Haxxmute KHonky benbit cnUcok 1AM YepHbIA CIMCOK COOTBETCTBEHHO.

PyKOBO,CLCTBO nosab3oBaTenda
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UTtobbl fo6aBUTL agpec B 6e/1bIV UM YepPHbIN CNUCOK

1. HaxxmuTe kHonky [Lo6aBuUTb.
2. BBeanTe aneKTpPOHHbBIN aspec B COOTBETCTBYHOLLEE MOe.

3. Haxmute kHonky OK B okHe PepakTnpoBaTb CNMCOK.

Y106bI NI3MEHUTDb aapec B cnucke

1. BoibepuTe agpec B cnncke, HaXmuTe KHOMKY M3MeHUTD.
2. OTpegaktnpynte Heob6Xx0AMMYHO MHPOPMaLUIO.

3. Haxmute kHonky OK B okHe PepakTnpoBaTb CNMCOK.

UTo6bI yAanuTb agpec U3 cnmcka

1. BbibepuTe agpec B cnucke.

2. Haxmute KHONKy Yaanutb.

B okHe benble n YepHbleé CMUCKN Ha>KMUTE KHOTKY OK, yTOObI COXPaHNTb BHECEHHbIE
M3MeHeHNA.

Benbin cnucok

Ecnv agpec otnpaBuTena gobasneH B 6enbii CMMCOK, MMCbMO He NMOABEepraeTca aHaan3y Ha
cozep>kaHune cnama. Metoabl BBOAA:

e yTO6bI O06ABUTL B CMNCOK ONMpPEeAEeNeHHOro OTNpaBmUTeNs, BBEAUTE €ro NMONHbINA MNOYTOBbIN
agpec (Hanpumep, mail@example.net). Bce nucbMa, nonyyeHHble € 3TOro agpeca, 6yayt
fOCTaBNATbCA 6€3 NpoBepkun Ha crnawm;

o K3>K,£l,b|l7| SNEMEHT CNKCKa MOXXET CoAEP>KaTb TOJIbKO OAMNH NMOYUTOBbIN agpec nan ogHy Macky
MOYTOBbIX a4pP€ECOB,

e yTOObI 106aBUTH B CMNCOK OTNPaBUTENEN afpeca ONpPeseNeHHOro BUAa, BBEAUTE MacCKy,
onpezenstoLLyto JaHHble agpeca. Macka 3agaeT WwabaoH ans onpeseneHns obbekta. OHa
MOXEeT BKIHOUaTb OObIUHbIE CUMBOJIbI, JOMYCTMMbIE B MOUTOBbIX ajpecax, a TakKe
CcneunanbHbI CUMBOA «*», KOTOPbIV 3aMeHsAeT Nt06YLo (B TOM uncie NycTyro)
nocnesoBaTeNbHOCTL HOObLIX CUMBOJIOB.

Hanpumep, gonyckarotca cnepyrolime BapuaHTbl:

o mailbox@domain.com

o

*box@domain.com

o

mailbox@dom*
*box@dom*

o

PyKOBO,ELCTBO nosab3oBaTenda
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ﬁ\ 3HaK «*» MOXeT CTaBUTbCA TOJbKO B Havasne Win B KOHUE ajpeca.
]

CumBoN «@» obA3aTeneH.

e yTOObI rapaHTMPOBAHHO MOJlyYaTb MMCbMA C MOYTOBbIX AZAPECOB B KOHKPETHOM JOMEHE,
NCMO/b3YITE CUMBOJ «*» BMECTO MMeHW nosb3oBaTtens. Hanprumep, 4tobbl monyyats BCe
nMcbMa OT OTnpaBuTenen U3 JomeHa example.net, BBeanTe *@example.net;

e yYTO6bI rapaHTUPOBAHHO MOJYyYaTb MUCbMa C MOYTOBbIX aZAPECOB C KOHKPETHbIM UMEHEM
nosib3oBaTens C NH0H6Oro JOMeHa, NCNOAb3ynTe CUMBOA «*» BMECTO UMEHU JOMEHa.
Hanpumep, uto6bl MonyyaTth BCe NMCbMa OT OTMpaBUTesIen C Ha3BaHWEM MOYTOBOTO fALLMKa
«ivanov», BBeAUTE ivanov@x*.

YepHbIN cnncok

Ecan ajpec otnpaButend AO6aBJ'IeH B l-IeprII\/’I CMNCOK, TO NNCbMY 6e3 AONOJIHNTENIbHOIO
aHaan3a npunceamBaeTca CctaTtyC crnam. MeTozabl BBOAA:!

e UTO6bI ZO0OABUTL B CMUCOK ONPEAEEHHOTO OTNPaBUTeSs, BBEAUTE €ro NoJIHbIA MOYTOBbIV
agpec (Hanpumep, spam@spam. ru). Bce nucbma, nonyyeHHble ¢ 3Toro agpeca, byayt
aBTOMATMYEeCKM pacrno3HaBaTbCs Kak cram;

° Ka)KAbIVI S/IEMEHT CMCKa MOXET Coaep>aTb TONIbKO OAUNH NMOYTOBbIV agpec nan ogHy Macky
MOYTOBbLIX aAPECOB;

e yTO6bI 4O0OABUTL B CMNCOK OTMPaBUTENIEN ajpeca ONpeseNeHHOro B1Aa, BBeANTE Macky,
onpezenstoLLytO JaHHble agpeca. Macka 3ajaeT WwabaoH Ans onpeseneHns obbekta. OHa
MOXeT BK/IF0YaTb OBblYHbIE CUMBOJIbI, LOMNYCTMMbIE B MOYTOBbIX agpecax, a Takke
cneumanbHbI CUMBOA «*», KOTOPbIV 3aMeHseT IH0bYH (B TOM Yncie NyCTyro)
nocaepoBatTenbHOCTb JNHOBbIX CUMBOJIOB.

Harlpvuvlep, AONYCKakoTCA cnejyrowie BapmaHTbl:
o mailbox@domain.com
o *box@domain.com
@ mailbox@dom*

o *pox@dom*

/i\ 3HaK «*» MOXeT CTaBUTbCA TOJIbKO B Hauafe Uan B KOHLEe aZpeca.
- %

CumBos «@» obdA3aTeneH.

e YUTOObI rapaHTMpPOBaHHO NMNOMeYaTb KakK CrnaM nMnMcbmMa C NOYTOBbIX aApPeCOB B KOHKPETHOM

LOMEHE, UCMOJIb3YNTE CUMBOJ «*» BMECTO MMEHW Noab3oBaTtens. Hanpumep, 4tobsl
nomMmeyaTb KakK CrnaM BCe nNMiMCbMa OT OTﬂpaBMTeﬂeVI M3 AJOM€Ha Sspam.ru, BBeEAUTE
*@spam. ru;

e yTOb6HI rapaHTMpoBaHHO NOMeEUYaTb KakK crnaM nNUncCbMa C MOYTOBbIX ajpeCcoB C KOHKPETHbIM

NMeHeM nosb3oBaTensa c Nboro AOMEHa, I/ICI'IOJ'Ib3yI7IT€ CUMBOJ «*» BMECTO UMEHMU

PyKOBO,ELCTBO nosab3oBaTenda
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AoMeHa. Hanpumep, utobbl mMOMeyaTb Kak CriaM BCe MMUCbMa OT OTNpaBUTeNen C Ha3BaHNEM
NMOYTOBOrO fAlLMKA «ivanov», BBEAUTE 1vanov@*,

10.6.3. Peructpauusa cobbitni

Dr.Web ans Microsoft Outlook pernctpupyet owmnbkmn n nponcxossaiume cobbiTUsa B
CNenyroLLMX XXypHanax perncTpaLmu:

e XYpHaje perncrpaumnmn cobbltui onepaumoHHon cucremsl (Event Log);
® TEKCTOBOM >XYpPHaje OTAaJKW.

)KypHan onepayMOHHOU CUCTEMBbI

B >xypHan peructpaunn onepauymoHHou cuctemsbl (Event Log) 3aHocuTcs cnegyroLuas
nHpopmMaumsa:

COO6LLI,€HI/IF| O 3anycke M OCTaHOBKE NporpamMmMmbl;

napamMmeTpbl K1touYeBoro dannia: 4eNCTBUTENbHOCTb U HEAEUCTBUTENbHOCTb JNLIEH3NY,
CPOK AENCTBUS ANLEH3MU (MHDOPMaLMA 3aHOCUTCA NPU 3anycke NPorpaMmbl, B mpoLecce
ee paboTbl U Npu 3ameHe kntoueBoro danna);

napameTpbl MOAy/nen NporpamMMebl: CkaHepa, A4pa, BUPYCHbIX 6a3 (MHpopmaLums 3aHOCKTCA
npw 3anycke NporpamMMbl 1 Npyv 06HOBAEHWM MOaynel);

coobLeHne 0 HeAeUCTBUTEIbHOCTU IMLLEH3UN: OTCYTCTBUE KAHOUYEBOTO daia, OTCYTCTBUE B
KntoueBOM daline paspeLlleHns Ha UCMob30BaHMe MOoAyaen NpPorpaMmel, TMLEH3NSA
3a6/10kMpOBaHa, HapyLUeHNe LenoCTHOCTH KatoueBoro dgarina (MHGopmaumsa 3aHOCUTCA Npu
3anycke nporpaMmbl 1 B npoLecce ee paboTbl);

coobueHns 06 obHapy>XeHUN BUPYCOB;

YyBeJOMJIEHUA O 3aBepLUEeHUN CPOKa AeNCTBMA NNLEH3UN (MHDOpMaumsa 3aHocuTca 3a 30,
15,7,3,2 v 1 feHb 4O OKOHYaHWNA CPOKa).

UT06b1 NPOCMOTPETb XKYPHa/l perucTpauum cobbiTuii onepaL,MOHHOW CUCTEMBbI

1.

Otkpotite MaHenb ynpaBaeHUAa onepaLMoHHON CUCTEMBI.

2. Bbibepute pasgen AgmuHucrpupoBaHue — MpocmoTtp CobbiThiA.

3. B neBoi uactn okHa MpocmoTp CobbiTnii BbibepurTe NyHKT MpunoxxeHue. OTkpoeTcs

CMUCOK COBbITUI, 3aperncTpPUPOBaHHbIX B XXypHase NoNb30BaTeENbCKUMU MPUNOXKEHUAMMN.
NcTouHmkom coobueHnin Dr.Web ans Microsoft Outlook sBasietcs npunoxeHve Dr.Web
ans Microsoft Outlook.

TekcToBbIN YXypHaa OTAagKu

B TeKCTOBbIW XypHaN OTAajKuN 3aHOCUTCA caeaytollas MHGopMaLms:

COO6LLI,eHI/Iﬂ o AeVICTBMTeﬂbHOCTM nan HeAeVICTBMTeﬂbHOCTM JINUEH3NW;

e coobueHns 06 obHapy>XeHN BUPYCOB;

PyKOBO,CLCTBO nosab3oBaTenda
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e coobueHns 06 owmnbkax 3anmucm nam uteHnsa Gannos, owmnbkax aHasM3a apxXmMBOB NN
bannoB, 3alMLLEHHbIX MaposieMm;

e NMapameTpbl MOAYy/NeN NporpamMmMbl: CKaHepa, A4pa, BUPYCHbIX 6a3;
e coobueHns 06 3KCTPEHHbIX OCTAaHOBKaxX fApa NpOorpaMmbl;

e yBEJOMEHNS O 3aBEPLUEHUN CPpOKa AeUCTBUA NuLeH3nn (MHPopMaLuma 3aHocuTcs 3a 30,
15,7,3,2 v 1 aeHb 4O OKOHYaHWNA CPOKa).

UTo6bI HACTPOUTHL perncrpawmio cobbiTuii

1. Ha Bknaake AntTnBupyc Dr.Web HaxxmunTe kHonky XKypHan. OTKkpoeTcs OKHO HacTpoek
XypHana.

2. [Ans MmakcMManbHOW AeTann3aumnm perncTpupyemMbix cobblTnin yctaHoBuTe daaxkok Bectn
noApo6HbI XXypHan. [0 yMonuaHWO COBbITUS PErucTpUpyoTca B 0ObIUHOM pexmMme.

| BeseHne noapobHHOro TEKCTOBOFO XXypHasia NporpamMmmbl MPUBOAMUT K CHUXKEHWHO

A ObICTPOAENCTBUA CUCTEMBI, MO3TOMY PEKOMEHAYETCA BK/IHOUATh MakKCMMabHYHO
pPEerncTpaLmio CobbITUIA TONBKO B Cyyae BO3HUKHOBEHWS OLIMOOK paboTbl MPUAOKeHMs
Dr.Web ana Microsoft Outlook.

3. Haxmute kHonky OK ana coxpaHeHWs N3MeHeHWN.

il':. OkHo XKypHan fOCTyMHO TOJ/IbKO MPW HaMUYMK y NOJIb30BaTeNs MpaB aAMUHUCTPaTOpa
CUCTEMBI.

[ns onepaumnoHHol cuctembl Windows Vista 1 6oee no3aHUX BEPCUA NPY HaxkaTUW KHOMKWM
Xyphan:

e npu BrtoveHHoM UAC: agMuHucTpaTopy 6yaeT BbifaH 3anpocC Ha NOATBEP KAEHWe
AeVCTBUIA NporpamMmebl, Noab3oBaTtento 6e3 agMUHUCTPATMBHBIX NpaB 6yAeT BblgaH 3anpoc
Ha BBOJ, YUYeTHbIX JaHHbIX aAMVHUCTPaTOpa CUCTEMbI;

e npw BblktoveHHOM UAC: aiMUHUCTPATOP CMOXET M3MEHATb HAaCTPOWKM NMPOrpammbl,
Mo/Jb30BaTeNb He CMOXeT MOAYUNUTb AOCTYM K U3MEHEHMIO HacTpOeK.

UT06b1 NPOCMOTPETDb XXYypHa/ cO6bITUIA NPOrpaMmMbl

1. Ha Bknagke AHTmBupyc Dr.Web HaxxmunTe kHonky XKypHan. OTkpoeTcs OKHO HacTpoek
XypHana.

2. Haxwmute kHonky Moka3saTb B nanke. OTKpoeTcs narnka, B KOTOPOW XPaHUTCA XXypHa.

10.6.4. Cratctnka npoBepku

B noutoBom npunoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — BkIagka
AnTuBMpyc Dr.Web (a1a Microsoft Outlook 2010 B pa3aene ®@aiin — Mapamerpbl —
Haacrpoiikn Heobxoammo Bbibpats Dr.Web ana Microsoft Outlook 1 HaxaTb kHoMKy
MapameTpbl HAACTPOMKM) COAEPXKMUTCA CTaTUCTMYECKas MHPopMaLma 06 obLLem KoanyecTse
06bEKTOB, NPOBEPEHHbIX 1 06paboTaHHbIX NPOrpPaMmMon.

PyKOBO,ELCTBO nosab3oBaTenda
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O6beKTbl Pa3fenftoTCs Ha ClejytoLye KaTeropun:

MNpoBepeHo — obLLEe KONNUECTBO NPOBEPEHHBIX OB6BLEKTOB U MUCEM;

MH}uumpoBaHHbIX — 0blLLiee KONNUYECTBO 3apakeHHbIX 0O bEKTOB BO BJAOXKEHMAX NNCEM;

¢ Mopo3puUTenbHbIX — KOANYECTBO NUCEM, MPEANONOXNTENBHO 3apPaXKEHHbIX BUPYCOM
(cpabaTbiBaHMeE 3BPUCTUYECKOrO aHannsaTopa);

BblsieueHO — KOIMYeCTBO 0H6BEKTOB, YCMELIHO BblIeYEHHbIX MPOrpaMMols;

¢ HenpoBepeHHbIX — KO/IMYeCTBO 06 BEKTOB, MPOBEpPKa KOTOPbIX HEBO3MOXHA UK NMpu
NpoBepKe BO3HUK/IN OLLNOKY;

* YucrbIX — KONNYECTBO OOBEKTOB U NMUCEM, HE COAepP KaLLMX BPeAOHOCHbIX O6BbEeKTOB.
3aTeM yKa3biBaeTCs KOAMYECTBO OHBEKTOB, K KOTOPbIM OblI MPUMEHEHbI AeACTBUSA:

¢ MepemeleHo — KOIMYECTBO OHBEKTOB, NepemeLleHHbIXx B KapaHTuH;
e YaaneHo — KO/NMYeCTBO OOBbEKTOB, yAaleHHbIX U3 CUCTEMDbI;
¢ MpourHopmpoBaHO — KO/NMYECTBO 06 BHEKTOB, MPONYLLEHHbIX 6e3 N3MeHeHW;

e Cnam-nucem — KO/IMYECTBO MUNUCEM, pacCno3HaHHbIX KaK CrnaMm.

Mo ymMmon4aHUIO CTaTUCTMKa coxpaHsaeTcs B Ganne drwebforoutlook.log, KOTOPbIM
HaxoAuTcA B nanke $USERPROFILES$\Doctor Web.

il": CraTtucTueckas MHGopMaLwsa HakamnaMBaeTca B pamkax OAHOM ceccum. Mocne nepesarpysku
KomrbtoTepa wav npu pectapte Dr.Web Security Space ctatuctvka obHynseTcs.

PyKOBO,ELCTBO nosab3oBaTenda
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11. NpeBeHTUBHaA 3awMTa

B saHHOW rpynne HacTpoek Bbl MOXeTe HacTpouTb peakumto Dr\Web Ha fecTBUS CTOPOHHMX
NPUOXEHNIN, KOTOPbIE MOTYT NPMBECTM K 3apa>KeHWIO Ballero KoMnbtoTepa, 1 BoibpaTtb
YPOBEHb 3aLLMTbl OT 3KCMIOUTOB.

Y106bI NepeniTn B rpynny HacTpoek MpeBeHTMBHaA 3awuTa

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY HPEBEHTMBHaﬂ 3aluTa.

% LlenTp GezonacHocTn > MpeseHTMEHAA 3aLLIMTa - O X
€ LleHTp BesonacHocTH & O 4
anBEHTHBHaH 3alinTa
3awmTa OT BbIMOraTenei MNoBeaeH4eckuid aHannz
3awwTa ¢ainoe oT WrdpoeaHMAa l‘) bBaokupoeka NnogozpuTensHOM ‘)
AKTWEHOCTK MPUACKEHHA
roy  SALUNTA OT 3KCNNOWTOB
1w
1A Baokvpoeka Nporpamm, KoTopeie l‘)
MCMOALIYHIT YASEMMOCTM
MPUAOXEHW A
T
HaxmnTe, 4Tobbl 3anpeTTe M3MEHEHNA @

PucyHok 62. OkHo lNpeBeHTMBHaA 3awWuTa

BkaroueHue n oTkIrOUeHME KOMMNOHEHTOB 3aluTbl

Biirounte nam oTkntoumte HEOHX0AMMbIM KOMMOHEHT NPY NoMoLm nepekntovatens @D,

Y106bI NEepeTn K NapameTpam KOMMOHEHTOB

1. Y6epmntech, uto Dr.Web paboTaet B pexxume agmmHmcTpaTopa (3aMok B HUXXHEeRN yactu

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK E

2. Haxkxmute namTtky Heob6XxoAMMOro KOMMOHeHTa.
B sTom pasaene:

e 3alunTa OT BbIMOraTesieil — napameTpbl 3anpeTa wWndposaHus ¢ainoB Nosb3oBaTeseNn.

PyKOBO,CLCTBO nosab3oBaTenda
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e [loBeseHYeCKMI aHain3 — napaMeTpbl 3anpeTa 4OCTyna NPUIOXKEHUM K CUCTEMHbIM
obbekTaMm.

e 3alllMTa OT 3KCAJONTOB — napamMeTpbl 3anpeTa NCNoJ1Ib30BaHUA yFI3BI/IMOCTeI7I B
NMPUNOXKEHNAX.

ilj Y1066l omkao4UMe Kakor-nnbo 13 koMmnoHeHtos, Dr.Web gonxeH paboTats B pexvime
- agMuHUcTpatopa. [ns atoro Haxmute Ha 3amok LBl B HUKHel YacT okHa nporpamMmsi.

11.1. 3awmTa OT BbiMOrarTesien

KomnoHeHT 3awmTa OT BbiMOratenen No3BoAseT OTC/IeXMBaTb MPOLECChl, KOTOPbIe MbITakoTCA
3awmdpoBaTtb Noab3oBaTenbckme dhaniibl MO N3BECTHOMY airOPUTMY, CBUAETENbCTBYHOLLEMY O
TOM, UTO Takve NpoLecchbl ABNAIOTCA Yrpo3oi 6e3onacHocT koMnbtotepa. K Takum
npoLeccam OTHOCATCA MPOAHYbI-WUPHPo8aIbUUKU. JaHHbIEe BPEJOHOCHbIE MPOrpamMMbl,
nonajas Ha KOMMbIOTeP No/b30BaTens, 6J10KMPYOT AOCTYN K AaHHbIM, MOC/Ie Yero BbIMOratoT
AeHbru 3a pacwmdpoky. OHU ABASIOTCA OAHMMM U3 CaMbIX PacnpOCTPaHEHHbIX
BPELOHOCHbIX MPOrpamMM 1 eXXerofHO NPUHOCAT 6oabLUMe YObITKN Kak KOMMNaHUAM, TakK U
06bIYHbIM Noab3oBaTeNsiM. OCHOBHOWM MyTb 3apaXkeHNs — MOYTOBbIE PaCChIIKK, COAepXKalLme
BPELOHOCHbIN dalnin AN CCbiIKY Ha BUPYC.

Mo cTaTucTMke KOMNaHmn «[loktop Beb» paclwmndpoBka NoBpexaeHHbIX TPOSHLUEM dainioB
BO3MO>Ha Tonbko B 10 % cnyyaeB, noaTomy Hanbonee 3dpPpekTBHbIN MeTos 60pbbbl —
npeAoTBPaTUTL 3apaxkeHure. B nocnesHee BpeMa Yncno nosib3oBartenen, nocTpasaBLumnx oT
AAHHOTO TUMNa BUPYCOB, CHUXXaeTcA. TeM He MeHee, KONMYeCTBO 3arpocCcoB B CyXOy

TEXHWYECKOW NoaAep Kk kKoMnanmu «[loktop Beb» Ha pacwmdpoky gaHHbIx gocturaet 1000
B MecAL,

UT06bI BKJOUMTb WIN OTK/IHOUNTb KOMMOHEHT 3au.|,vn'a OT BbiMoOrartenen

1. OTkpoiite MeHio DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. BwitounTe nam oTkAKOUNTE KOMMOHEHT 3alluMTa OT BbIMOraTene npy NomMoLm
nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X

€ LleHTp 6ezonacHocTH & 0 L

MpeBeHTMBHaA 3aWKTa

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3

Jawwta dainoe oT WKdpoEaHMA BaokWpoEKa NOAOZPUTENEHOR
iy

dKTMEHOCTKH I'IpMIIO)KeHMﬁ

3awmTa oT 3KCNAoOWTOB

1Qw

1:9‘.0 Brokupoeka nporpamm, kotopsie (D
VCMOABZYHIT YAZEMMOCTH
NPUADKEHNA

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PVICYHOK 63. BxitoueHne/oTK/IlOUeHVe KOMIMOHEeHTa 3au.|,vrra OT BbiMoOrareneun

B sTom pasaene:

e Hacrpoika peakummn Ha NONbITKWN NPUNOXKEHWNI 3aindpoBaTte danbl
e /lckntoyeHund U3 NpoBepKu

Peakuusa Dr.Web Ha nonbiTku npuno)keHuin sawmepposatb ¢pann

Y106bI HaCTpoOuUTb NapamMmeTpbl KOMMNOHEHTa 3au.|,vrra OT BblMoOrartenen

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmMuTe Ha 3aMOK .

2. Haxxmute navtky 3awmura ot Bbimorartesnei. OTKpoeTcs OKHO NMapaMeTpOB KOMIMOHEHTa.

3. B BbinagatoweM MeHto BbibepuTe AencTBMe, KOTOpoe byaeT MPUMeHATLCA AN BCeX
MPUNOXKEHNNA.

PyKOBO,CLCTBO nosb30BaTena
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€ anBEHTHBHaﬂ 3dllnTa

brokuposaTte
BrokuMpoeaTs
Crnpawweats

Pazpewats

¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky npuaoxeHunii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

MpunoxeHne Mpaewuno

MyTe

- O X

T\

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA

Crnuncok nycT

PucyHok 64. Bbibop peakunm Dr.Web

e Paspelwiatb — BceM NpuaoxeHUsM byaeT paspelleHo mognbuumpoBaTtb Gannbl

nonb3oBaTend.

e bnokupoBatb — BceM npunoxeHuam byaeT 3anpeLleHo wrdpoBaTb daliibl Noab3oBaTeNs.
OTOT pexuM yCTaHOBAEH MO yMONYaHuto. Mpun nonbiTke NpUaoXeHWs 3awmdposaTtb Gpaibl
nonb3oBaTtens bygeT Noka3aHo yBeAOMIEHUE:

297 Dr\WEB

nonb3oBaTtenei

® PID:
Mpouecc:

Mpoueccy 3anpeweHo M3MeHeHWe daiinoe

o460

Chlsers\Admin\AppD.. A\MyLittleEncoder.exe

PucyHok 65. Mpumep yBegomneHus o 3anpete nusmeHeHus ¢pairioB nosb3oBarTens

e CnpawmBaTb — Npuv NonbITKe NPUIOXKEHWA 3alumMdpoBaTb Galin nonb3osatens byaet
noka3blBaTbCA YBEAOMAEHWNE, e Bbl CMOXETE 3aMnpeTnTb MPUIOXKEHMIO 3TO AENCTBUE UK

MPOUIrHOPUPOBATbL €ro:

PyKOBO,CLCTBO nosab3oBaTenda
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%7 Dr\WEB

Mpouecc neiTaeTcs M3MeHWUTL Gaibl NOAL30OBATENEN

PID: 7984
Mpouecc:  Ch\UserssAdmin\AppD..\MyLittleEncoder.exe

HMcnpaents

PucyHok 66. Mpumep yBegomMaeHUs O NonbiTKe M3MeHeHus ¢aitioB Nosb3oBaTens

o Ecam Bbl HaXkmeTe KHOMKY I/Icnpanrrb, npouecc 6yp,eT 3a6J'IOKI/IpOBaH M 3aHECEH B
KapaHTUH. ,£I,a>|<e npn BOCCTAaHOBJIEHUN NPUNOXKEHUNA N3 KapPaHTUHA OHO HE CMOXKeET ObITb
3anyweHo A0 nepesarpyskmn KoMnbroTepa.

o Ecan Bbl 3aKpOeTe OKHO YBEAOMJIEHUS, MPUNOXKEHME He byaeT 06e3BpeXeHO.

MonyueHue yBegomneHni

Bbl MmoXeTe HAaCTPOWUTb BbIBOA yBG,D,OMJ'IGHI/IVI o rCI,eI\/’ICTBI/IS:IX KOMMNOHEHTa 3au_|,v|Ta oT
BbIMOraTesen Ha 3KpaH 1 OoTnpaBky 3TUX yBeAOMerHI/ll;i Ha 31IEKTPOHHYHKO NMO4Ty.

CM. Takxke:

e YBejgomaeHwus

Cnucok I1pVIJ10)KGHVII7I, NCKJ/TFIOUEHHbIX U3 NMPOBEPKU

Bbl Mo>eTe chopMmnpoBaTh CMUCOK MPUIOXKEHWIA, KOTOPblE BYAYT NCKIHOYEHbI U3 MPOBEPOK
KOMMOHEHTOM 3alumTa oT BbiMoratesnen. Ana paboTbl c 06bekTaMun B CNMCKe AOCTYMHbI
ciefytole 3N1eMeHTbl yrpaBaeHus:

e KHonka @—Ao6asneHme NPUNOXKEHNA B NCKNKOYEHUE N3 MPOBEPKN.

e KHonka —yp,aneHme NMPUNNOXKEHNA U3 CMKCKa NCKNHOUEHWNI.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ LlenTp GezonacrocTn > MpegenTEHaA 3aL4MTa > 33LUMTa OT BEIMOTaTENEH - O X

(—anBEHTHBHaﬂ 3dllnTa {5} 6} lclv

3aluTa OT BbIMOraTenei

Hactpoiite peakuuto DrWeb Ha nonemky npuaoxeHunii 2awmdpoeats dakns nonszoeatenel. OBpaTWTe EBHUMAaHKUE, YTO 3TK
H3CTPOMKK HE PACNPOCTPAHAKITCA HA NMPUNOXKEHWA, YKAZaHHEIE HUXKE.

brokuposate v

Yiaxute NPUACHKEHWA, ANA KOTOPBIX ﬁyﬂqy'l' 2dfaHbl OTAENBHBIE NPABMAA.

®

MpunoxeHne Mpaewuno MyTe

Crnuncok nycT

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 67. UcknroueHnsa us npoBepku 3alLUToi OT BbiIMoraTesen

UT06b1 062BUTL NPUNOIKEHNE B CMUCOK

1. HaxmuTe KHOI'IKy® N B OTKPbIBLUEMCS OKHe BblbepuTe HeobxoaMMOoe NPUNOXKEHNE.
2. Haxmute OK.

UT00bI 3alMTUTb CBOW AaHHbI€ OT HECAHKLMOHNPOBAHHbIX I/I3M€H€HVII7I, Bbl MO>XKeTe Takoke

AO6aBI/ITb gpa|7mb| B CMNCOK 3allinlIIeHHbIX.

11.2. NoBeaeHuUeckn aHanms3

KomnoHeHT [MoBeaeHYeCKMI aHaM3 MNO3BOASET HAacTpouTb peakunto DrWeb Ha gerictBus
CTOPOHHUX MPUIOXKEHWI, HE ABAAIOWMNXCA JOBEPEHHBIMW, KOTOPbIE MOTYT MPUBECTY K
3apa>keHuto Ballero KOMMnbkoTepa, HanpumMep Ha NonbITkM MoanduumposaTb darin HOSTS
AN U3MEHUTb KPUTUYECKN BaXKHble CUCTEMHble BETKN peecTpa. [1pn BKIKOYEHNM KOMMOHEHTa
MNoBeaeHYeCKNn aHann3 NporpaMmMa 3anpeLlaeT aBTOMaTnyeckoe N3MeHeHNe CUCTEMHBbIX
061beKTOB, MOAMPUKaALMA KOTOPbIX OAHO3HAUYHO CBUAETENbCTBYET O MOMbITKE BPEAOHOCHOTO
BO3/eNCTBMA Ha OnepaLMoHHYto cncTemy. [oBeseHYeCcknid aHaam3 3aLmiLaeT cuctemy ot
paHee HeM3BECTHbIX BPEAOHOCHbIX MPOrpamMm, KOTopble CNOCObHbI n3bexaTb 0bHapyXeHuMs
TPAAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKMMUM MexaHn3Mamu. [na onpeseneHus
BPEeAOHOCHOCTUN NMPUAOXEHNIN NCMONb3YHOTCA Hanbosiee akTyanbHble JaHHble 061ayHOro
cepsuca Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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Y106bI BKIHOUNTb U OTK/IIOUNTb KOMMOHEHT nOBEAeHl-IECKVIVI aHaAuns

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBlIEMCA OKHE HaXxMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. Bkntounte uam oTkAOUMTE KOMMOHEHT [ToBeseHYeCKNI A aHaans3 Npy NoMoLLm
nepekntoyatens @D.

T Lentp BezonacHocTn = MpeseHTUEHAA 3aLLMTa - O X
€ UeHTp BGe3onacHoCTU {g} 6} '&

MpeBeHTMBHaA 3aWwmnTa

3almTa OT BbIMOraTenen MoBeaeHYyeckuii aHanua

3awwmTa dainoe oT WdpoeaHua brokwmpoBKa NoA0ZpUTENEHOMR
Friy?

AKTHMEHOCTI I'IpMJ'IO)KeHMﬁ

3alKTa OT 3KCNIOUTOB

1Qe
180 bnokvpoeka nporpamm, KoTopsle .‘)
MCMOABZYHIT YAZEMMOCTH

MPUACXKEHWA

A
HasxranTe, uTobel 33NPETUTE MIMEHEHNA @

PucyHok 68. BkatoueHune/oTknroueHne komnoHeHTa MoBegeHueckuii aHanus
B aTtom pasaene:

o PexxnMmbl paboTbl KOMOOHEHTa
e Co3jaHune 1N n3MeHeHWe OTAeNbHbIX NPaBWUA AN NPUAOXKEHNN
e OnvcaHue 3almuiaeMblX 06beKTOB

MapameTtpbl NoBeaeHueckoro aHaaunsa

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMaAbHbIMWU B OONbLUMHCTBE CyYaes,
WX He cnesyeT U3MeHATb 6e3 HeoHXoANMOCTW.

Yr1o6bl NepenT K NapameTpamMm KomnoHeHTa MNoBeaeHuUeckuii aHann3

1. Y6eanutech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il il
NpOrpaMMbl «OTKPbIT» ). B npoTnBHOM CayYae HaxXMuUTe Ha 3aMOK .

2. Haxmure NJANTKY nOBeAqueCKMﬁ daHaus. OTKpOGTCﬂ OKHO MNMapamMeTpoB KOMMOHEHTAa.

PyKOBO,CLCTBO nosab3oBaTenda
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% LlenTp BezonacHocn > MpesenTreHan 3aLMTa > [oBEAEHUECKII 3HANWE > YPOBEHE 2aLLTHI - O X

OnTumMansHeIR (pekomeHayeTcr) v @
~
Samaemsld o6bekT Pazpewats CrnpalmneaTs BnokuMpoeaTs
LlenocTHOCTE 2anyLLEHHBIX NPMAOXKEHKA ([ ]
®aiin HOSTS (]
HwzkoypoBHEELIH A0CTYN K AWMCKY ([ )
3arpyzka Apakeepos ([ ]
MapameTpsl 2anycka npuaoxerwi (IFEQ) ([ ]
_ [paieepbl MyATUMEAWAHEIX YCTRORCTE ([ ] =
: IE' HE)KMHTE\. yrobel 3ANPETHTE HIMEHEHNA @

(—anBEHTHBHaﬂ 3dllnTa {5} 6} lcl-

NMoBeaeHUeckUiA aHanuns

YpoBeHb zawmntbl  JocTyn npyunoxXeHuin

BrifepuTe ypoBeHE 2alLMTLI, KOTORPLIA onpeaenseT peakuunio DrWeb Ha obpaleHme NpUAOXKEHMA K 23LLMILAEMEIM
obbekTam. OBpaTUTe BHMMAEHKWE, UTO 3TW HACTPOWKK He PacnpoCcTPaHAKITCA Ha NPHUACKEHWUA, NapaMeTpsl KOTOPbIX
HACTPOEHB OTAEALHO.

PucyHok 69. NMapameTtpbl MNoBegeHueckoro aHannsa

Bbl MOXeTe 3aaTb OTAE/bHbIN YPOBEHb 3aLUMTbI 4151 KOHKPETHbIX 06 bEKTOB 1 MPOLECCOB U
06NN ypoBEHb, HACTPOMKN KOTOPOTrO BYAYT MPUMEHATLCA KO BCEM OCTa/lbHbIM MpoLLeccaM.
Ans 3agaHns obLero ypoBHS 3aluMThl Ha Bknajke YPOBeHb 3aluThbl BbibepuTe
HeobXoANMbIV YPOBEHb M3 BblMaAatoWwero crmncka.

YpoBHM 3alUTbI

YpoBeHb 3aLUTbl OnucaHue
OnTUManbHbIN Mcnonb3yetca no ymonvanuto. Dr.Web 3anpelsaeTt aBTomatuyeckoe
(pekomeHayeTcA) M3MEHeHMNEe CUCTEMHBIX 06BEKTOB, MOANDUKALIMA KOTOPbIX OAHO3HAYHO

CBWAETEIbCTBYHOT O MOMbITKE BPEAOHOCHOTO BO3ENCTBMA Ha
onepaupoHHyto cucTemy. Takoke 3anpeLlaroTcs HU3KOYPOBHEBbIM JOCTYM K
ancky n mogudvkaums darna HOSTS npunosxxkeHusim, JeNCTBUA KOTOPbIX
OfHO3HAUHO OMpezenAtoTCs Kak MomnbiTka BPeAOHOCHOTO BO3AENCTBMS Ha
OMepaLyoHHYHO CUCTEMY.

il: EJ'IOKI/Ipy}OTCFI TONbKO ,D,el?lCTBI/IFI I'Ipl/l}'IO)KeHI/II\/’I, KOTOpbIe HE
ABNAKOTCA JOBEPEHHbIMWN.

Cpep,HMﬁ oToT YpOB€Hb 3alUTbl MOXXHO YCTaHOBUTb NpU MOBbILEHHOW OMacHOCTU

3apa>xkeHua. B AAHHOM peXunme JOMNMOJIHUTE/IbHO 3arnpellaeTca OCTyn K
TEM KPUTNYECKNM obbekTam, KOTOpble MOTYT NOTEHLMAIbHO
MCNonb30BaTbCA BPEAOHOCHbIMWU NMporpaMmmMamMn.

PyKOBO,CLCTBO nosab3oBaTenda
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ypOBeHb 3alinTbl OnucaHue

B AaHHOM pexuMe 3aLimTbl BO3MOXHbI KOHIUKTI

& COBMECTUMOCTM CO CTOPOHHUM MPOrPaMMHbBIM
obecneyeHreM, UCMONb3YIOLLMM 3aLLLLaeMble BETKM
peectpa.

MapaHouaanbHbIii ITOT ypOBEHb 3aLLUTbl HEOOXOAUM AJIs MOJIHOFO KOHTPO/IS 3a AOCTYNOM K
Kputnueckum obbektam Windows. B faHHOM pexxvme BaM Takoke byzeT
[OCTyNeH MHTePaKTUBHbIA KOHTPOJb 3@ 3arpy3Kkoi ApaliBepos u
aBTOMAaTMUYECKUM 3amycKOM MPOrpamMm.

Monb3oBaTenbckuii B 3TOM pexume Bbl MOXeTe BblIbpaTh YPOBHM 3aLLKTbl AN KaXKAOTro
ob6beKTa No CBOEMy YCMOTPEHMIO.

Monb3oBaTenbckmii peXxxmm

Bce n3meHeHums B HacTponkax CoxpaHAroTca B [10b30BaTENBCKOM pexnmMe paboTbl. B 3Tom
OKHe Bbl Tak)ke MOXeTe CO3/aTb HOBbIM YPOBEHb 3aLUUTbl AN COXPAaHEHUSA HY>KHbIX HaCTPOeK.
Mpwn ntobbIX HaCTPOMKax KOMMOHEHTa 3alyMLlaemMble 06beKTbl ByAyT AOCTYMHbI ANA YTEHWA.

Bbl MoXeTe BbIbpaTh ofHY U3 peakumii Dr.Web Ha nonbiTkv npuaoxeHnn MoandrUnpoBaTb
3alMLLaeMble OOBbEKTbI:
e Paspelwatb — f0CTyn K 3alpmLiaeMomy o6bekTy byaeT pa3peLleH Ans BCEX MPUNOXKEHWN.

e CnpawmBaTtb — Npuv NOMbITKE NPUNOXKEHUA MOANDULMPOBATb 3alumMLLaeMblii 06BeKT byaeT
NnoKa3aHO yBeZOMJIeHMeE:

297 Dr\WEB

Pazpewwts npoueccy uameHutb dan HOSTS?

PID: 2776
Mpowecc:  Ch\Users\user\Desktop\HIPS_Hosts.exe

Pazpewarts EnokuWpoBate

PucyHok 70. Mpumep yBefOMIeHUA € 3aNpoCcoM AOCTYNa K 3alyuiiaemMomy o6bekTy

e baokupoBaTb — Npu NOMbITKE MPUIOXKEHUA MOAMPULNPOBATL 3aLLMLLAEMbIA 0ObEKT
npuaoXeHuto byaeT oTkazaHo B gocTyne. [1pu 3Tom H6yaeT noka3aHO yBeAOMIEHME:

PyKOBO,ELCTBO nosab3oBaTenda
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%7 Dr\WEB

Mpoueccy 3anpelleH HU3KOYPOBHEBLIA AOCTYN K AWCKY

® PID: 636
Mpowecc:  Ch\Users\us.\PpLowlevelDiskaccessTest.exe
Anck: \Device\HarddiskO\DROD

PucyHok 71. NMpumep yBegoMIeHUA O 3anpeTe A0CTyNa K 3aluuiaeMmomy o6bekry

Yr1o6bI CO3aaTh HOBbI YPOBEHb 3aLLUTbI

1. MpocMoTpuUTE HaCTPOIMKM 3aLLMThI, 3aZaHHbIE MO YMOJYaHWIO 1, MPY HEOBXOANUMOCTY,
OTpesaKkTUpynTe nx.

2. Haxmwute kHonky @
3. B oTKpbIBLLIEMCA OKHE YKaXKuTe Ha3BaHue A58 HOBOro npoduas.
4. HaxmuTte OK.

YT106b1 yAaNUTb YpOBEHb 3aLlUTbI

1. W3 BbINagatoLLero cnucka BolbepuTte CO34aHHbIM YPOBEHb 3aLUMTbI, KOTOPbIA Bbl XOTUTE
yAanuTb.

2. Haxmute KHOMNKy . MpepycTaHOBAEHHbIE NPOPUAN YAANNTD HENb3A.

3. Haxwmute OK, utobbl NnoaTBEPAVTL YAaNEHME.

MonyueHne yBegomnenuni

Bbl MOXeTe HacTPOUTb BbIBOZ YBEAOMAEHUI O AEMUCTBMAX KOMMOHeHTa [NoBeaeHuecknin
aHaNM3 Ha 3KpaH M OTNPABKY 3TUX YBEAOMJIEHUIA Ha 31I€KTPOHHYH MOYTY.

CM. Takxke:

e YBeaomieHus

AocTtyn npunoxxeHnmn

Ytobbl 3a4aTb OTAENbHbIE MapaMeTpbl AOCTYNa 419 KOHKPETHbIX MPUAOXEHWI NeperanTe Ha
BKAaAKy JLocTyn npunoXKeHnn. 34ecb Bbl MOXeTe A06aBMTb HOBOE NPaBMaO And
NPUNOXEHNSA, OTPeAaKTUPOBaTb Y>XKe CO34aHHOe NPaBuaO AN YAaNNTb HEHYXXHOE.

PyKOBO,CLCTBO nosab3oBaTenda
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% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O X

< anBEHTHBHaﬂ 2allnTa {E} 6} ﬁ
NMoBeaeHUeckUiA aHanuns

YpoBeHb zawmtbl  [ocTyn npunoxXeHui

3a34afTe NapamMeTpel AOCTYNA NPUACKEHUA K PaznMuHLIM 00kexTam, 2awmwaemsinv DriWeb, Ha npunoxenna, ana KoTopsix
HEe 234aHbl OTARNLHEIE NapaMeTpel, ByAET pacnpoCTRaHATECA BelBPaHHEIN YPOBEHE 2aLUMThI.

®

MpunoxeHne ™ MyTs
E notepad.exe Ch\Windows\notepad.exe
A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 72. NapameTpbl AocTyna A/ NPUIOXKEHUN
[ns paboTbl c 06BbeKTamMu B TabavLe AOCTYNHbI CAeAyroLmMe 31eMeHTbI YIpaBieHUA:

e KHonka @ — pobasneHve Habopa NpaBuA AN NPUNOXKEHMUSA.

e KHonka @ — pefakTMpoBaHMe CyLLLecTBYOLWMX HabopoB NpaBu.
e KHonka — yaaneHne Habopa npaBu.

B cton6ue £ (Tun npaBuia) MOXET OTOOpaXkaTbCs TPW TMNa NPaBU:

e @ — 3a3zaH0 npasuao PaspelwaTb Bce A/ BCEX 3aLLUMLLAEMbIX OOBEKTOB.
e © — 3az1aHbl pa3Hble NpaBuaa A5 3awmLLaeMblX OO bEKTOB.

e ©— 3ajaHO npaBunao BnOKMpOBaTb BCe 14 BCeX 3alimilaeMblX 06beKkToB.

UT106b1 062BUTL NPABUIO A8 NPUNOIKEHUA

1. HaxmuTte kHonky @

2. B oTKpbIBLIEMCS OKHE HaXXMUTe KHoMKy O630p 1 ykaxkuTe nyTb K UCMOAHAEMOMY daiiny
NPUIOXEHNA.

PyKOBO,CLCTBO nosab3oBaTenda
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% Llewtp Bezonacrocn > MpesenTienan 3awmTa > MoeeaeHueckuii aHanws > JocTyn Npunoxernii - O

I'IpaBmm 4NAa NpuaoXKeHna

Yiamute npuvnoxeHne, AnA KOTOPROMo CO34aeTcA Haﬁop npaenn

~

Sawmulaemsl i obberT Pazpewats Crnpawwreats Brokupoeats

LlenocTHOCTE 2anyLLeHHBIX NPUADKEHWA [ )

®ain HOSTS [ ) L
HW2koypoBHEBLIR A0CTYN K AWCKY [ )

3arpyzka apareepoe L)

MapameTpel 2anycka npuacxeHni (IFEO) L)

T TSy - -

°

PucyHok 73. [lobaBneHne Habopa npaBua ANA NPUIOXKEHUA

3. MpocmoTpuUTe HACTPOMKM 3aLLMTbI, 3aJaHHbIE MO YMOJUYAHUIO U, PN HEOHBXOANMOCTH,
OTpeAaKkTMpynTe mx.

4. Haxmunte OK.

3awuwaemMmblie 06beKTbI

3awmw,aemMbi
ob6beKT

LlenoctHOCTb
3anyLLeHHbIX
NP UNOXKEHNN

®ann HOSTS

Hw3koypoBHeBbI
AOCTYN K ANCKY

3arpy3ka
ApaviBepoB

Kputnueckme
obnactm Windows

OnucaHue

[JaHHaa HacTpolka NMo3BO/IAET OTCAEXMBATb MPOLECChI, KOTOPble BHEAPAIOTCA B
3anyLeHHble MPUNOXEHWA, YTO ABAAETCA Yrpo30i 6e30nacHOCTM KOMMbIoTepa.

®arin HOSTS mncnosnb3yeTcs onepaumoHHON CUCTEMOM A8 YNPOLLLEHWa AOoCTyna K
MHTepHeTy. VI3MeHeHuns 3Toro daiina MoryT 6biTb pesysbTaToM paboTbl BUpYyca vin
Apyroi BpeZOHOCHOW NporpamMmbl.

[aHHas HacTpolika No3BosiseT 3anpeLyatb NPUAOXKEHMAM 3aM1UCh HA XXECTKUI AUCK
MOCEKTOPHO, He obpaLlanch K palinoBoN cucteme.

[JaHHan HacTpoVika No3BoAseT 3anpeLaTb NPWIOXKEHVAM 3arpy3ky HOBbIX WK
HeV3BeCTHbIX ApaliBEPOB.

Mpoure HacTPOMKM MO3BOIAIOT 3alLMLLaTh OT MOAUbUKaLMM BETKM peecTpa (Kak B
cMcTEMHOM Npodune, Tak 1 B Npodunsx Bcex nosib3oBaTenei).

[Joctyn k napameTpam 3anycka npunoxenui (IFEO):

PyKOBO,CLCTBO nosab3oBaTenda
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OnucaHue

e Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
[JpariBepbl My1bTUMENAHBIX YCTPONCTB!

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl o60n0ukm Winlogon:

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell, UlHost,
System, Taskman, GinaDLL

HoTudwukaTtopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck o6onouku Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServicelLib

Accoupaupmm UCronHaeMbix Gaiios:

o Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (K1toum)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile (knroun)
[MoanTukmn orpanHnyeHus 3anycka nporpamm (SRP):

o Software\Policies\Microsoft\Windows\Safer

Mnarunel Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
ABTO3anycK nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

e Software\Microsoft\Windows\CurrentVersion\RunOnce

e Software\Microsoft\Windows\CurrentVersion\RunOnceEx

e Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
¢ Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
o Software\Microsoft\Windows\CurrentVersion\RunServices

o Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3arycK NMOAUTUK:

o Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
KoHpurypaums 6e3onacHoro pexknma:

e SYSTEM\ControlSetXXX\Contro\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl MeHeakepa ceccuii:

PyKOBO,ELCTBO nosab3oBaTenda
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3awmaemMbi OnucaHue
ob6beKT

o System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CuctemHble Cyxobbl:

o System\CurrentControlXXX\Services

| Ecav npu yctaHOBKe BaxkHbIX 06HOBAEHW 0T Microsoft uiv npu yctaHoBke v paboTe
nporpamm (B TOM 4ncie nNporpamm gedbparmeHTaLym) BO3HUKAOT Npo6ieMbl, BpeMeHHO
oTktoumTe MoBeseHYeckuin aHams.

11.3. 3awmTa OT 3KCN/IOUTOB

KomnoHeHT 3awmTa OT 3KCNIOMTOB NO3BOASAET 610KMPOBaTh BPeAOHOCHbIE OO BbEKTHI,
KOTOpble MCMO/b3YHT YA3BMMOCTM B MONYAAPHbIX NpUaoXeHuax. lNpun onpeaeneHnun
BPELOHOCHOCTM 0bbekTa MCNOAb3YHOTCA B TOM YMcCae JaHHble n3 obnauHoro cepsuca Dr.Web.

UT06bI BKAOUMTb WIN OTK/IHOUNTb KOMMOHEHT 3au.|,vrra OT 3KCNJIOATOB

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXXMuTe NanTky NpeBeHTUBHaA 3awmTa.

3. BkntounTte uam OTKAKOUMTE KOMIMOHEHT 3allmTa OT 3KCMIOUTOB NPY MOMOLLM
nepekntoyatens @D.

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

¥ Llentp Bezonacroctn > MpeseHTHEHAA 3aLLMTa - O X

€ LleHTp 6ezonacHocTH & 0 L

MpeBeHTMBHaA 3aWKTa

3awmra oT BbiIMOraTenei MNoBeaeH4YeckUiA aHann3

Jawwta dainoe oT WKdpoEaHMA BaokWpoEKa NOAOZPUTENEHOR
iy

dKTMEHOCTKH I'IpMIIO)KeHMﬁ

3awmTa oT 3KCNAoOWTOB

1Qw

180 Brokupoeka nporpamm, kotopsie (D
VCMOABZYHIT YAZEMMOCTH
NPUADKEHNA

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 74. BkatoueHne/oTiUIlOUeHMe KOMMOHEeHTa 3alLuTa oT 3KCNJIOUToB

Yro6bI NepenTH K NapaMmeTpam KOMMOHEHTa 3aLuTa OT IKCN/IONTOB

1. Y6eaunTech, uto Dr.Web paboTaeT B pexxvme agMrnHUCTpaTopa (3aMoK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npotnBHOM ciyyae HaxxmuTe Ha 3amok LH.

2. Haxmute NANTKY 3auJ,vrra OT 3KCMNJIOATOB. OTKpoeTCﬂ OKHO NMapaMeTpoB KOMMOHEHTAa.

B cooTBeTCTBYIOLEM BbiNaAatoLLEM CMINCKE B OKHE MNapaMeTpoB KOMMOHEHTa BbibepuTe
NOAXOAALLMNA YPOBEHb 3aLUMTbI OT 3KCMIONTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

¥ Llentp BezonacHocTn > MpeseHTEHaA 3aL4MTa > 33LUMTa OT 3KCNNOATOR - O X

(—anBEHTHBHaﬂ 3dllnTa {5} 6} JC‘I.

i3 3awuTa OT 3KCNNONTOB

BrokWpoEka EpeaoHOCHBX 0BBEKTOE, KOTOPEIE MCNOABZYHOT yAzEMMocTM B Adobe Reader, Internet Explorer, Firefox n gpyrux
M3BECTHLIX MporpamMmMax

EJ"IOKIf'IpOEIETb WCNOAHEHWE HEABETORWMI0OBAHHOTO Ko4a hd

EﬂOKHpOEIETb WCNOAHEHWE HEABTOPMI0BAHHOIO KOAd A NOAYUEHNA 1OCTYTE K

VIHTEPEKTMEHEIA pesm

PEBpeLLIETh WMCNOAHEHWE HEAETOPWIOBAHHOND KOAS

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 75. Bbibop ypoBHSA 3aLiuThl

YpoBHM 3alUTbI

YpoBeHb 3aLUTbl OnucaHue

BrokmpoBatb ncnosHeHve [lonbiTka BPeAOHOCHOTO 06beKTa UCMO/b30BaTh YA3BMMOCTM B
HEaBTOPMW30BaHHOMO KOJa MPOrpamMMHOM obecrneyeHur Ans NoayYeHns AOCTyrna K KpUTUUECKUM
obnacTaM onepauUVoHHOW cucTeMbl ByAeT aBToOMaTUyecky 3abaoknpoBaHa.

NHTepakT1BHBIV pexxvm Mpw nombITke BPejOHOCHOTO 06beKTa UCMoJb30BaTh YA3BMMOCTA B
nporpaMMHOM obecrneyeHnn Ans NoJyYeHns AOCTyrna K KPUTUYECKM
obnactam onepaLyoHHon cuctembl Dr.Web BbiBeseT cooTBeTCTBYOLLLEE
coobueHre. O3HaKoMbTECh C MHPOPMaLeEN 1 BbIGepUTe Hy>XHOe AeincTBue.

Pa3pemaTb NCNONHEHNE MonbiTka BPeAOHOCHOTO obbeKkTa UCMNoAb30BaTh yA3BMMOCTU B

HEABTOPM30BAHHOIO KO4da nMNporpaMMHOM obecneueHum ANa noayyvyeHua AoCTyna K KpUtnvecknm
0bnacTAM onepaLMoOHHON cUCTeMbl ByAeT aBTOMAaTUYeCKM pa3pelleHa.

MonyueHue yBegomneHni

Bbl MOXeTe HaCTPOUTL BbIBOJ YBEAOMAEHUIM O AENCTBUAX KOMMOHEHTa 3allmTa OT 3KCMNJIONTOB
Ha 3KpaH W OTNPaBKY 3TUX YBEAOM/IEHUIN Ha 31EKTPOHHYHO MOuTY.

CM. Takxke:

e YBejgomaeHwus

PyKOBO,CLCTBO nosab3oBaTenda
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12. YcTpoucTBa M JIMUHbIE AaHHbIe

YcTpoicTBa U INUHbIE JaHHble

[laHHas rpynna HacTpoeK NO3BOJIIET HACTPOUTb AOCTYN MNPUNOXEHUN K BED-KaMepaMm u
MUKPOdOHaM, MOAKNHOUEHHbIM K BalleMy KOMMbOTEPY, HACTPOUTb 3aLUMTY A8 BaXKHbIX
nanok, a Takke 3abnokMpoBaTh JOCTYN K ONpeAeNeHHbIM Klaccam U LWNHAM YCTPOMCTB.

Y106bI NEeperTn B rpynny HaCTPoeK YCTPOMNCTBa M JINUHbIE AaHHbIe

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY YCTpOﬁCTBa N INYHbIE AaHHbIe.

#F LlenTp GezonacHocTn > YcTpoicTEa M MMUHBIE AaHHbBIE

€ LleHTp BezonacHocTk

& YcTpoWcTBa U INYHbIE A3HHbIE

Beb-kamepnl

@ KoHTpone aoctyna npuaoxeHuid K eed- \Q)

Kamepam

3awmTa oT noTepK AaHHbIX

E 3awmTa GarinoE OT M3MEHEHWA WK ﬂ

YAaneHWAa BpeA0HOCHBIMK NMporpaMmMamMn

T
HasranTe, YTobbl 33aNPETUTE M3MEHEHNA

MukpodoHbl

KoHTpons goctyna npuaoxeHuni

K MUKpodoHam

Ycrpoiicrtea

Hactpoiika npaenn 4ocTyna K yCTpoRcTEam

- o x
& O 4L
@

PucyHok 76. OkHO YcTpoMUCTBa M JINUHbIE AaHHble

YT106bI NEepeiiT K NapaMeTpaMm KOMMOHEHTOB

1. Y6eauntech, uto Dr.Web paboTaet B pexvme agMUHNCTPATOPA (3aMOK B HUXXHEN YacTu
(i)
nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3amMoK

2. Haxmute nantky HeoH6XoANMMOro KOMMNOHEHTa.

B aTtom okHe:

e Beb-kaMepbl — KOHTPOb AOCTyNa NPUNOXKEHNI K BED-Kamepam.

® MUKPODOHbBI — KOHTPOAb AOCTYNa NPUIOXKEHNIN K MUKPODOHAM.

° 3a;|,v|Ta OT NOTEPU AAHHbBIX — AOMNOJIHUTE/IbHAA 3allNTa ANA Ba>XKHbIX Cl)al\/’IJ'IOB M Nanok.

e YCTpoicTBa — ynpasBaeHne 6J10KMPOBKOWN YCTPOUCTB.

PyKOBO,CLCTBO nosab3oBaTenda

161



S
J-" 3
O\

YcTpoiicTBa M IMUHbIE AaHHbIe

12.1. NMapameTtpbl gocTyna k Be6-kamepam

Dr.Web 3awpmuiaet KOHPUAEHLMANBHOCTb Ballel YaCTHOW XU3HW, KOHTPOAUPYS AOCTYN

I'IpI/I}'IO)KeHVII‘/lI K Be6—|<a|v|epaM, NOAKNHOYEHHbIM K BalleéMy KOMMbHOTEPY.

Yr10o6bI NepenTn B okHO Beb-kamepbl

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCS OKHE HaXXMUTe NANTKY YCTPOMCTBaA U JIMUHbIE JaHHble.

3. Y6eputech, uto Dr.Web paboTtaet B pexxurme agMmuHucTpaTopa (3amok B HUXKHEN YacTu

NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM ciyyae HaxXmMuTe Ha 3aMOK

4. Haxmute nantky Be6-kamepbl. OTkpoeTcs OKHO NapamMeTpoB.

#F LlenTp GezonacHocTn > YcTpoicTEa M MMUHBIE AaHHbBIE

€ LleHTp BezonacHocTk

& YcTpoWcTBa U INYHbIE A3HHbIE

Beb-kamepnl

@ KoHTpone aoctyna npuaoxeHuid K eed-
Kamepam

3awmTa oT noTepK AaHHbIX

E 3awmTa GarinoE OT M3MEHEHWA WK
YAANEHWA BPEAOHOCHBIMM MPOorpaMmMani

T
HasranTe, YTobbl 33aNPETUTE M3MEHEHNA

MukpodoHbl

KoHTpons goctyna npuaoxeHuni

K MUKpodoHam

Ycrpoiicrtea

Hactpoiika npaenn 4ocTyna K yCTpoRcTEam

- o x
& O 4L
@

PucyHok 77. loctyn k okHy Be6-kamepbl

B 3Tom pasaene:

e Peakuuns DrWeb Ha obpalieHune npuaoxeHuin k Be6-kamepam

° AOCT}(I’I ANAa OTAe/IbHbIX I'Ipl/l}'lO)KGHI/II7I

PyKOBO,CLCTBO nosb30BaTena
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YcTpoicTBa U INUHbIE JaHHble

Peakuna Dr.Web Ha obpawieHne npuaoxxkeHnin Kk Be6-kamepam

B BbiNagatoLieM MeHto BbibepuTe pexxum AocTyna, KOTopblin ByaeT NPUMEeHATbCA ANs BCeX
NPUNOXKEHWNN:

e Paspewatb — focTyn K Be6-kamepaMm Ana NPUAOXKeHUN ByaeT pa3peLleH. ITOT pexum
BblGpaH Mo ymoa4aHuto.
e baokupoBatb — 0CTyn K Be6-KaMepaM A/ NPUNOXKEHWI ByAeT 3anpeLyeH.

e CnpawmBaTb — Npuv obpaLLeHnn NPUNOXKEHNI K Beb-KaMepaM OTKPOETCS OKHO, B KOTOPOM
Bbl MOXeTe BblbpaTh AasbHelLlee AeCTBUE AN MPUNOXKEHUA: Pa3peLLnTb NN
3ab10knpoBaTh JOCTYN K KaMepe.

F LlenTp Bezonacrocn > YcTpoiicTea u nudHble gaHHbie > Bef-kameps - O X

€ YCTFIIJI:"ICTBEI W TW4YHbIE AaHHbIE {E} 6} ﬂ

©® Be6-kamepbi
Hactporika aoctyna npuaoxeHuni K eed-kamepam
Pazpewate v
Pazpewats
Bnokupoeats

Crnpawneats

MpunoxexHne Hocryn

Cnucok nyct

A
HazmuTe, uTobbl 3aNpETUTE MIMEHEHNA @

PucyHok 78. Bbi6op pexxuma goctyna ana npuaoXKeHuin

[ocTtyn anAa oTaeNnbHbIX NPUIOXKEHN

Y106bI HacTpouTb nNpaBwja Aoctyna AJiA oTAeJibHbIX ﬂpMﬂO)KeHVIFI

1. Haxxmute KHOMKy @

2. B oTKpbIBLIEMCA OKHE HaxXMmuTe KHoMnKy O630p v BbibepuTe NPUIOXKEHNE, AN KOTOPOTO
Bbl XOTUTe CO34aTb MNPaBUIO.

3. B Bbinagatowem cnuncke BbibepuTte pexxmm focTyna Kk Beb-kamepam.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoiicTBa M IMUHbIE AaHHbIe

¥ LlenTp BezonacHocTn > YcTpoicTea u nuuHeIe faHHbie > Bef-kamepe - O

(-Sfcrpoﬁcraa W TIWYHBIE AdaHHBIE

© Be6-kamepbl

Hactpoiika poci

Pazpelwats

HoBoe npasuno

(=]

Bl MOXETE Hac)

MpunoxeHne
MpunoxeHune Aocryn
B | Crnpawmreats v W

OTMEHNTE

PucyHok 79. Co3gaHue npaBuia AocTyna Asis NPUIOXKeHUs

4. Haxmunte OK.

Pabota co cnMckoM NpuIoKeHU
Bbl moXeTe OoTpeAaKTnpOoBaTb NMpaBuMia 4OCTyNa ANnA ﬂpVIﬂO)KGHVIVI.

e YT06bI M3MEHUTb NPaBUIO AOCTYNa AN KOHKPETHOrO NPUIOXKEHUS, BbIbepUTe HOBOE
3Ha4YeHVe 13 BbiMaZatoLLErO MEHHO /151 3TOFO MPUIOXKEHUS.

e YTObbI Y4aanTb NpPaBuao, Bbl6epVITe Heo6xop,|/||v|oe NPUNOXKEHNE N HAXKMUTE KHOMKY .

Ha>xxmute kHonky OK, utobbl noaTBEPANTL YaaNEeHHME.

MNonyueHne yBepomneHui

Mpwn 610KMpPOBKE AOCTyMa nNpoLecca K Beb-kamepam oTobpaxaeTcs yBegomaeHue. Bol
MOXeTe HaCTPOUTbL OTOBpaXKeHWe BCMbIBaOWMX YBEAOMAEHWI Ha 3KpaHe Uan OTnpaBKy
yBeZOMJ/IEHWI Ha aZpec 31eKTPOHHOW MOoYTbI.

12.2. Napametpbl gocTyna K MUKpodpoHam

Dr.Web 3awmuiaet KOHPUAEHUNANBHOCTb BalLel YaCTHOM XMU3HW, KOHTPOAMPYS JOCTYM
NPUNOXKEHNN K MUKPODOHAM, MOAKIFOUEHHbBIM K BalLeMy KOMMbHOTEPY.

PyKOBO,CLCTBO nosb30BaTena
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Yr10o6bI Nnepenty B okHO MUKpo@dOoHbI

YcTpoicTBa U INUHbIE JaHHble

1. OTkpoiite MeHto DrWeb % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTKpbIBLIEMCA OKHE HaXXMUTe NINTKY YCTPOMCTBa U INUHbBIE AaHHbIE.

3. Y6eautecsb, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu

Il 1]
NporpaMMbl «OTKPbIT» ). B npoTMBHOM Cnyyae HaxkmMuTe Ha 3aMOK .

4. Haxmute nantky MukpodoHbl. OTKpoeTcs OKHO NapaMeTpoB.

% Lentp GezonacHocTi > YcTpoiicTBa M IMYHBIE JaHHBIE

€ LleHTp bezonacHocTk

& YcTpoWCTBa U NINYHbIE AaHHbIE

Beb-kamepnl

@ KoHTpone goctyna npunoxeHni K eeb-
Kamepam

3awmTa oT NOTEPW AaHHbIX
E 3awmTa Gannoe oT MIMEHEHWA WK

YAaneHWA BpeA0HOCHBIMK MporpaMmMammn

T
HasranTe, YTobbl 33aNPETUTE M3MEHEHNA

I

& O 4

MukpodoHbl

KoHTpoik 4ocTyna npuaoxeHui
K MUKpodoHam

Ycrpoiicrtea

Hactpolika npaenn gocTyna K ycTpoRcTEamM

PucyHok 80. loctyn kK okHy MukpodgoHbl

B 3Tom pasaene:

e Peakuuns DrWeb Ha obpaleHne npuaoxeHnin K MUKpodoHam

o AOCTyI’I ANnAa oTAe/ibHbIX I'IpI/IJ'IO)KeHI/II\/II

Peakuna Dr.Web Ha obpalieHne npunaoxkeHnin K MukpodgoHam

B BblMadakroWeEM MEHHO Bbl6epVITe pexunm AoCTyna, KOTOprl\;I 6yp,eT NMPUMEHATBCA A/1A BCEX

NPUNOXKEHWNN:

e Paspewartb — f0CTyn K MUKPOdOHaM A/ MPUNOXKEHWUIA ByAeT pa3peLleH. ITOT Pexum

BbIOpaH No yMo/4aHuMto.

¢ baokupoBatb — f0CTyn K MUKPOdOHAM A8 MPUNOXKEHWNA ByAeT 3anpeLLeH.

e CnpawmBaTb — Npuv 06paLLeHNN NPUNOXKEHNIN K MUKPODOHAM OTKPOETCS OKHO, B KOTOPOM
Bbl MOXeTe BblbpaTb AaNbHENLIEN AENCTBUE AN MPUNOXKEHMA: pa3pewwinTb Nan

3a6/710kMpOBaTh AOCTYN K MUKPODOHY.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoiictBa v IMUHbIe AaHHble | 166

¥ Llewtp GezonacHocTn > YeTpoiicTea u nuumele aanmesie > MukpodoHs:

€ Ycrpoﬁcraa W NTW4YHBIE AaHHBIE

8 MukpodoHsl

Hactpolika goctyna npuaoxeHuii K MukpodoHanm
Pazpewats

Pazpewats

BrokuMpoeaTs

Crnpawweats

T\

MpunoxeHne

Hocryn

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA

Crnncok nycrt

PucyHok 81. Bbi6op pexxuma goctyna ans npuaodXXeHun

[octyn ana oTaeNnbHbIX NPUIOXKEHN A

Y106bI HacTpouUTb NpaBwja AocTtyna A/Aa oTAeJibHbIX ﬂpMﬂO)l(EHVIFI

1. HaxmuTte KHonky @

2. B oTKpbIBLUEMCS OKHE HaxXMuTe KHorKy O630p v BbibepuTe NPUAOXKEHWE, 418 KOTOPOTo

Bbl XOTUTE CO34aTb MPaBUO.

3. B BbinagatolLem cnncke BbibepuTe pexmnm Aoctyrna K MUKPODOHaM.

PyKOBO,CLCTBO nosab3oBaTenda



)
_l"i

A
<

YcTpoicTBa U INUHbIE JaHHble

¥ Llewtp GezonacHocTn > YeTpoiicTea u nuumele aanmesie > MukpodoHs: - O

(-Sfcrpoﬁcraa W TIWYHBIE AdaHHBIE

8 MukpodoHsl

Hactpoiika poci

Pazpelwats

HoBoe npasuno

(=]

Bl MOXETE Hac)

MpunoxeHne
MpunoxeHune Aocryn
B | Crnpawmreats v W

OTMEHNTE

PucyHok 82. Co3gaHue npaBuia AocTyna A NPUNOXKEeHUs

Paborta co cnnckom Npu/Io)KeHUn
Bbl MOXeTe oTpesakTMpoBaTb NpaBKaa AOCTyna A1s NPUAOKEHWNA.

e YTOObI N3MEHUTbL MNPaBUIO AOCTyNa AN KOHKPETHOIO MPUIOXEHUS, BblbepuTe HOBOE
3HaueHMe 13 BbiNajaroLLlero MeH A5 3TOr0 NPUNOXKEHUS.

e Yt06bI YAaNIMTh NPaBuUIo, BbibepnTe HEOBXOANMOE NMPUNIOXKEHNE N HAXKMUTE KHOTMKY .

Haxxmute kHonky OK, utobbl noaTBEPANTL YAaNEeHMe.

MonyueHue yBegomneHni

Mpwn 6a0kMpOoBKe fOCTyNa Npouecca K MukpopoHam oTobpaxkaetca ysegomaeHue. Bol
MO>eTe HaCTpOUTb OTOBpaXkeHne BCMJbIBAOLMX YBEAOMAEHWUN Ha 3KPaHe UaK OTNpaBKy
yBeZIOM/IEHWI Ha aZpec 3N1eKTPOHHOW MOoYThI.

CM. Takxke:

e YBeaomieHus

12.3. 3awmTa oT NoTepmn AaHHbIX

3awjuma om nomepu 0aHHbIX — GYHKLMSA, KOTOpas obecneunBaeT 3aLUUTY COAEPXKMMOTO
BaXXHbIX NMNanokK oT U3MeHEeHWN BPeAOHOCHbIM NpOrpaMMHbIM obecneveHnem. Bl MmoxeTe
cBO6OAHO NpocmaTpurBaTh 1 A06aBAATb Galiibl B 3aLUMLLEHHYHO Manky, O4HaKo ntobas

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

MoandukaLma Gannos B HEW UK yaaneHme 3anpeLyeHbl. YTobbl pa3pelumTb NPUAOXKEHUAM
AOCTYN K Nanke, MOXHO f06aBnTb HEOBXOAMMble MPUNOXKEHNA B NCKNtOUEHMA. Takoke Bbl

MOXeTe BOCCTaHOBUTb paHEE COXPaHEHHbIE KOMnn.

YTo6bl NepeiTu B OKHO 3awiuta oT NOTepu AaHHbIX

1. Otkpoiite MeHto DrWeb ® 1 BuiGepunte nyHkT LieHTp 6e30nacHocTh.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY YCTpOﬁCTBa N INYHbIE AaHHbIe.

3. Y6epuTecsb, uto Dr.Web paboTaeT B pexxumMe agMuHuUcTpaTopa (3aMOK B HUXKHER YacTu

[
nporpamMmmbl «OTKPbIT» 'h) B NPOTMBHOM CnyYae Ha>KMUTE Ha 3aMOK

4. Haxmute navTtky 3awiurta oT NnoTepu AaHHbIX.

F LlenTp BesonacrocTn > YcTpoicTEa U MUHHBIE AaHHBIE - O X
< LleHTp BezonacHocTH & O 0
@ YcTpoWCTBa M NYHbIE JaHHble
Beb-kamepbl MwukpodoHbi
@ KoHTpone goctyna npuaoxeHuid Kk eet- \:'O_J KoHTpons goctyna npuaoxeHuid
Kamepan K MUKpodoHam
3awwnTa OT NoTEPU AaHHbIX Ycrpoiicrea
E 3awmTa Galnoe oT MEMEHEHWUA MK ﬂ Hactpolka npaewn AocTyna K ycTporcTEam
YAANEHWA EPEAOHOCHBIMI MPOrPaMmania
A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA @

PucyHok 83. [loctyn K OKHY 3awuTa oT NoTepu AaHHbIX

B 3TOoM pasgene:

e OcobeHHOCT pabOoThl NPU HANNYMK COXPAHEHHbIX KONWK GannoB

e YnpaBneHue 3auimuiaeMblMK Nankamm
e /lcknroyeHuns

e BoccraHoBneHUME U vaaneHne COXpaHeHHbIX Konui

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

Ocob6beHHOCTU paboTbl NPU HaJIMUUU COXPaHEHHbIX Konuni ¢painnos

HaunHasa c Bepcun 12.0 nporpaMma He No3BOASET COXPAHATL Konun Garinos. Bmecto
COXpaHEeHWs KOMWUIN Tenepb UCMOb3yeTcs onuma obaBaeHma Nanok B CMMCOK 3aLLMLLEHHbIX.

MockonbKy NpUHLMA paboTbl KOMMOHEHTa M3MEHWIICA, HEOHXOANMO HACTPOUTb 3aLUUTY
nanok 3aHoBo. Manku, Ana KOTOpbIX 6biNa BKAKOUYEHa 3alumMTa B NpeablAyLUnX BepCuax
nporpaMmmbl, KOMUPYHOTCA B CMNCOK 3aLUMLLEHHbIX Manok BHe 3aBUCUMOCTU OT HaAnuuns
COXPaHEHHbIX KONWK 3TUX Nanok. [py nepBom 3anycke NnporpamMmmMbl Nocae o6HOBAEHNUA A0
Bepcun 12.0 nosBaseTcs yBeAOMIEHNE O Nepexoe oT GYHKLMU COXPaHEHMA KOMUN GpannoB K
3amTe BbIGpaHHbIX Nanok:

% Dr\WEB

T 3awmra ot noTepm AaHHbIX

JawmTa ¢aﬁJ1CIE OT MIMEHEHWA WK YAaNEeHWA EREeLOHOCHBIMKW NDOrPRamMmManiA.

B nocnegrei eepovm DrWeb HeT aeTomaTtueckoro cozgaHna Konnin dainoe 1 nanok. Teneps Bel MOXETE
230N0KMPOBATE MEMEHEHWE COASPAMMOTo MarnKk ANA NPUAOXKEHKEA,

3ELLI,HLLI,EE'MI:-IE fIJEﬁJ'IbI W NankW, 4nA KOTOPEIX paHee COZNaBanvck KOMWK, YKaZaHbl HMXe, Ecnn ebl xoTHTE
EO200HOBMTE WX SAATY, 3E,ﬂ,EﬁT& HOEEI2 HELTpOﬁKIf‘I E pazgene 3au.w|Ta OT NOTERW AaHHBIX

Dalnbl KU Nankm

Cihtest
= CA\Windows\explorer.exe

Ch\System Volume Information

oK

PucyHok 84. YBegomneHne 06 usmeHeHuu npvHumna paborbl KOMNOHeHTa

TaMm >e yka3aH CMMCOK BCEX HaWAEHHbIX MNanok 1 ¢GanioB, ANa KOTOpbIX Oblna BKIOUEHA
3awmTa. Ecam nanka He moxeT bbITb JobaBneHa B 3alMLLEeHHbIe, OHa byaeT oTobpaXkaTbCs B
cnuncke co 3HaukoMm * . He MoryT 6bITb J06aBAEHbI MOZ 3aLUUTY CUCTEMHbIE KaTaaoru 1 Nanku,
AOCTYN K KOTOPbIM Obln 3anpeLleH B passgene PoOanTenbCkMin KOHTPOb, @ TakKe OTAeNbHble
daninbl.

Mo ymonuyaHuWio 3amMTa Nanok, MePeHECEHHbIX B CMMCOK 3aLlMLLAEMbIX U3 NPEeAblAyLLIMX
BepCUI, OTKNOUeHa. YTo6bl BKIOUMTL 3aLUMTY, NepermTe B OKHO 3aliuTa oT NoTepu AaHHbIX
N OTMETbTE HY>XXHble Manku B cTonbue Bknarountb 3awury.

COXpaHEHHbIe B npeablayumnXx BepCcnax Konnm d)aVIﬂOB AOCTYNHbl ANA BOCCTAHOBAEHWA.

PyKOBO,CLCTBO nosab3oBaTenda
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YBepomneHuns

Mocne o6bHoBAEHMS NpoaykTa Ao Bepcun 12.0 nporpamma nHGoOpMMpyeT Noab3oBaTeNs O
M3MEHEeHWW NpuHLMMa paboTbl KOMMNOHEHTa 3aLiMTa OT NOTEPU AAHHbIX:

e Cpasy nocne nepesarpysku B cepeavHe 3KpaHa NokasbiBaeTcs yBejoMaeHne 06
M3MEeHEeHMM NpuHLMNa paboTbl KOMNOHeHTa. CM. pycyHoOK 84.

e B JleHTe yBeAOMﬂeHMIZ 0T06pa>|<aeTc;| yBegomaeHne 06 n3meHeHnn MeTO/Ja 3alliNThbl Marnok.

UTO6bI NEPENTM K HOBBIM HacTPOMKaM 3aLUTbl Manok, HaxmuTe kHonky Hactpoutb
3awmty. [ocne nepexosa K HaCTPONKaM 3aLLUMLLIEHHbIX NAaNoK JaHHOe yBeJOMAeHNe
MCYE3HET U3 NIeHTbl YBEAOMIEHWN.

R LenTp GesonacHocTn > YeeqomneHna - O X

€ LleHTp 6ezonacHocTH o P

L\ Nenta yBegoMneHwii

HacTpoiiTe 3aluMTy HEeKOTOPLIX NanoK X

MeToa 3alKTel 0T NOTEPKW AaHHbLIX U3MeHWACA. HTobBkl BO306HOBWTE 3aLMTY Nanok, 4AA KOTOPLIX paHee CO34aBanvch
KOMWK, 2343ATe HOBbIE HACTPORKM.

HacTpouts 3awmty

10/9/2018 5:01 AM

=
[=a)
e

PucyHok 85. YBepomneHue B /ieHTe yBeAOMJIEHUIA

e [Tpy NepBOM OTKPbLITUM OKHa 3aLuUTa OT NOTEPU AAHHbIX NOABAAETCA YBEeJOMIEHNe CO
cnnckom darnoB 1 Nanok, KOTopble He MOryT H6bITb Ao06aBAEHbI B CMNCOK 3aLLMLLEHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *
€ Yerg %
= Bo306HOBUTL 3aLLWUTY NanoK

3ELLI,HLLI.BEMbIE MNankW, AnA KOTOPbIX paHee CO34aBanvch KOMWK, BN ABETOMATHUMECKN

1 £0BaEfeHEl B CIMCOK 2almiuaensix nanok. MNpyu HeoBXoAMmMOoCT BKAKUNTE MX ZALLLATY.

] OaHako creaytolme nankl (Mo bains) He moryT BeiTe A00aEAEHE], NOCKOABKY DAOKWMPOBKA

n WEMEHEHWA WX COLEPMMMOro MOXET MPWBECTH K CEPhe3HbIM oLWWMBKAM. €
5

| Dafns 1M Nanku

*  C\Windows\explorer.exe

PldcyHOK 86. YBeAOMIIEHVIe npu nepBom nepexoage B OKHO 3au.|,vrra OT noTtepu AaHHbIX

3awmuaemMbie nNanku

Ans Kaxao nanky Bbl MOXETE HACTPOUTL NapaMeTpbl 4OCTyNa AN NPUNOXKEHUIA.
3awmiLeHHan nanka byaeT AoCTynHa 418 NPOCMOTPa U KoNnpoBaHusa. Takxke byaeT 4OCTYNHO
CO3/jaHMe HOBbIX 3/1IEMEHTOB B Narnke n Ux MoaMduKaLums npoLeccammu, Co34aBLINMM HOBbIe
3/1eMeHTbl, 4O TeX Mop, Noka 3T NpoLLecchl He 3aBepLleHsbl. [py obpalleHnn NPUNOKEHWNI K
nanke 6yAeT Noka3biBaTbCs YBEAOMJIEHNE O 3anpeTe AocTyna.

il‘-\ B cnyuae obHapy>xeHUs yrpo3bl AOCTYN K YAaNE€HUO 1 MoAVdUKaLmn dalinos B
3alUMLLLeHHbIX Mankax octaeTca Toabko y Dr.Web.

Mpu fob6aBAeHUM Nankn B CMUCOK 3alUMLLEHHbIX AEUCTBYET MPaBUAO MO YMOJYAHUIO —
3anpet Ha nrobble MoandUKaLMK 1 yaaneHne COAEPXKMMOro nankm BCEM MPUNOKEHUAM,
KpOMe MPUAOXKEHWNI U3 CnrcKa JoBepeHHbIX. CO CMUCKOM AOBEPEHHbIX MPUAOXEHUN MOXHO
03HaKOMMUTbCA Ha canTe https://products.drweb.com/services/data_protection/. Cnncok
BK/ItOYaeT Hanbonee NonynsipHble NPUAOKEHUS, TakMe Kak HEKOTOPbIE MPUIOXEHMA
Microsoft n Adobe. CucteMHble Npouecchl, TakMe Kak explorer . exe, He BXOAAT B CMUCOK
[OBEPEHHbIX, MOCKONbKY MOTYT 6bITb MCMO/b30BaHbl BPeAOHOCHbIMUW 0bbekTaMu A8 aTak Ha
cncTemy.

i | 2 He ponyckaetcs fobaBneHne cUCTEMHbIX MAanoK B CAMCOK 3aLLULLAaeMbIX, MOCKOJbKY 3TO
MOXET MPMBECTU K KPUTUYECKUM OLLMbKaM B paboTe cucTembl.

PyKOBO,CLCTBO nosab3oBaTenda
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3alwuTa oT NoTEPU AaHHbIX PacnpOCTPaHAeTCcs TOIbKO Ha okaabHble (PacnoaoXeHHble
du3nueckm Ha Balem ycTpoiicTee) daiinbl 1 Nankv B pamkax TOW e ornepauMoHHOW
CUCTEeMBI, Ha KOTOPOW HacTpamBaeTcs 3almta. [py HaanumMmM Ha OAHOM KOMMbIOTEpE
HECKOJIbKMX OMepaLMOHHbIX CUCTEM 3aLLWUTy OT MOTEPM AaHHbIX HEOBXOAMMO HacTpauBaThb
OTAENbHO Ha KaXzon cucteMe. 3aluuTta CETEBbIX AUCKOB M Manok HeBO3MOXKHA.

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *

(—ytTpDﬁCTBaHJ‘IH‘-IHbIE‘.ﬂ.aHHbIE {5} 6} Jc:.

T 3awwmra ot notepu aaHHbIX

3awmuaemMble Nanku COXpaHEHHbIE Konuun

JNobaesTe NankM nog 2ALLLATY, uTobw 2aNpeTiTe WZMEHEHWME WAKW YaaneHWe WX CoOA X UMaro. Bbl MOXEeTe NOAHOCTEID
SEﬁJ'IOKHpOEIETI: WMeHeEHWEe COASDAMMOro Nanky, caenate WCKAKYeHrne 408 A0BepeHHBIX annoerHﬁ Dr.Web wan YKa3aTb
HE‘OﬁXO,ﬂ.HMbIE‘ NPMAOKEHWA,

®

JawMuaeman nanka [loeepeHHsle NpUAOKEHWA Monb30BaTENbCKME MCKAKIYEHKMA BRAUYKTE 2aLKTy
ChUsers\Public\Documents o 1 npunoxeHne v
&s ChUsers\Public\Downloads o bez wokaroyeHMiA
I-'|
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 87. 3awmuiaembie nanku

B Tabauue BbIBOAUTCA MHPOPMaALMA O:

* 3alMLAEMOM OOBEKTE;
e KOJINYECTBE UCK/IHOUYEHWI 13 0bLLEero NpaBsmna;

e CTaTycCe 3aluThbl.

Ana aktmBaummn GyHKUMM 3almTbl O6BbeKTa YCTaHOBMUTE Gaxkok B cTonbue Bkarountb 3awury
HanpoTMB HeobxoanMMoro obbekTa. [pu cHATUK daaxkka 3aLmTa C Nanky NOAHOCTbHO
CHMMaeTCs M nanka otobpaxkaetcs co 3Hakom &,

,ﬂ'J'IFI pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sneMeHTbl yrpaB/leHNA:

e KHonka @ — fobaBsieHVe 06bekTa B CNMCOK 3aLLUMLEHHbIX;
e KHonka @ — pefaKkTMpoBaHMe 31eMEHTOB B TabaunLe;

e KHonka — yAaneHune obbekTa U3 cnmucka 3alnMLLEHHDbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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UT06b1 062BUTb NaNKy B CMUCOK 3allULLLaeMbIX

1. HaxxmuTte kHomnky @ B oTkpbiBLIEMCA OKHe BbibeprTe HEOBXOAMMbI 06BEKT, HaxaB
kHonky O630p.

2. I'Ipm H€O6XOAVIMOCTI/I BKJTHOUNTE UN BbIKNHOYMTE JOCTYN K Nanke 4OBEPEHHbBIM
NMPUIOXKEHUNAM. Mo YMOJYaHMIO Onuna BKAKOYEHa.

3. Bbl Takke MoOXeTe yKazaTb NPUIOXKEHWNS, KOTOPble BYAYT UMETb MOAHbIV AOCTYN K 06beKTy
BHE 3aBUCMMOCTU OT OBLLMX HACTPOEK.

W LlenTp BesonacHocTi > YCTPORCTEE W MMYHBIE JaHHEIE > 33LLMTA OT NOTEPK JaHHBIX > 33LLMLLAEMEIE NANKW — O *

X p

+
=
sl

[o6aBuTh 3almLLaemMyto nanky

ol

EJ'IOKHF)OEISTI: WEMEeHeHWe COAepXMMOoro Nankk 4na I'Ipr'IJ'IO)KEHIf'Iﬁ

4 WA

EE| v| PaspeluaTs M3MEHEHME COLEPXKMMOrQ Nankn A0EepeHHEIM npuaoxeruam DrWeb 7 gtk

-

WMcknroueHwms

YieawmTte NPWUACHEeHWA, KOTOPBIM E:y,u,er pazpelleHo MEMeHeHWe CogepXMoro Nanky

T T

Mpunoxexne

J S = I - ¥
T

OTMeEHUTE @

PucyHok 88. [lo6aBneHue 3awmiaeMoit nankm

UcknroueHna

KonnyectBO NpUAOXKEHW, UMEIOLLMX MOAHBIN AOCTYN K 3alUMLLAEMON Nanke, ykazaHo Ha
rNaBHOM OkHe 3alnTbl OT MOTEPU AaHHbIX B cToN6Le Monb3oBaTenibckne UCKAIOUEHUS.

Y106bI AOGaBVITb npuaoxxeHve B UCK/J1roueHusA

1. B okHe 3aluTa OT NOTEPU AaHHbIX HaXMUTE @ 4yTO6bI 406ABMTL HOBYIO NanKy B CNMCOK
3alMLLAeMbIX.

2. B OTKpbIBLIEMCSA OKHE HaXXMuUTe @ Bbibepute npmunoxeHue, KOTopoe byaeT UMeTb
MOJIHbIA AOCTYN K 06bekTam B 3alUMLaeMon nanke.

3. HaxmuTte OK.

PyKOBO,CLCTBO nosab3oBaTenda
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Y106b1 U3MEHUTb CMUCOK UCKIIOUEHUI ANA 3alaeMbiX nanok

1. BbibepuTe nanky U3 CNmcka n HaXxxMuTe @

2. B HWXKHEW YacT OTKPbIBLUErOCH OKHa B TabanLe yka3aHbl BCe MPUNOXKEHUS, KOTOPble
MMET MOJIHBIN AOCTYN K BblOpaHHOWM nanke.

e YTObObI AO6aBI/ITb HOBOE NPUNOXKEHNE, HaXXKMNTE @

e YTOObI YAanNTb MPUNOXKEHME N3 CNINCKA UCKIKOYEHWNI, HaXXMUNTe .
3. Haxmute OK.

CoxpaHeHHble Konuu

BKJ'IaAKa AOCTYyMHa, TOJIbKO €CNant OCTaJIMCb COXPaHEHHbIE B NMpeAblayLnX BEPCNAX NPOrpamMMbl
Konun q)a|7|nos. (DyHKLl,I/IFI NO3BONAET BOCCTAHOBUTb AW YAa/INTb COXPaHEHHbIE KOMUK, HO
COXpaHeHUne HOBbIX KOnuni HELOCTYMHO.

¥ Lentp GezonacHocTi > YCTPOICTER M IMYHEIE AaHHBIE > 3ELLMTE OT NOTEPH A3HHBIX > COXpaHEHHBIE KOMN - O X

(-YCTFIDﬁCTBaHJ‘IH‘-IHbIE.ﬂ.aHHbIE {5} 6} ‘clv

T 3awwmra o1 notepm aaHHbIX

3awmMwaemMble nanku COXP&HEHHbIE Konwnwn

Bel moxete YA3NUTeE AW BOCCTAHOBWTE CO24dHHEIE DaHee KOMKWK

[Nata cozgaHma OnucaHwe

9/21/2018 3:36:03 AM 1

9/20/2018 6:35:03 AM 1

i
[B Haxmure, urofel 3anpeTuTe M3MEHEHIA @

PucyHok 89. Cnncok coxpaHeHHbIX KONun

YpaneHue co3gaHHbIX KONUIA

Bbl MOXKeTe yaannTb CyLLeCTBYOLME KOMUM, YTOObI OUNCTUTL MECTO Ha AMCKe (Ha camumx
dbarinax yaaneHve Konuin He otpasnTtcs). ns 3toro Bbibepute HEOHXOAMMYHO KOMUIO U

Ha>XMUTE KHOTMKY .

PyKOBO,CLCTBO nosab3oBaTenda
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BoccraHoBnieHue ¢Paitnos

B cnyuae ecnm Bawwm daiinbl 66111 NOBPEXAEHDI, Bbl MOXETe BOCCTAHOBUTbL MX KOMWM 3a
onpeaeneHHyto aaty. s 3Toro:

1. BbibepuTe HeObXOAMMYHO KOMUIO (faTa COXPaHEHUs KONMUK ykasaHa B ctonbue cnesa) u
HaXXMUTe KHOMKY \/.

2. B oTKpbIBLIEMCS OKHE yKaxuTe NyTb K nanke, KyAa 6yayT BOCCTaHOBAEHbI Gainbl.

12.4. brokupoBKa yCTPOMUCTB

B okHe YcTpoMcTBa Bbl MOXETE OrpaHNunNTb AOCTYN K OnpeseneHHbIM YCTPOUCTBaM MK
LWNHAM YCTPOWUCTB N HAaCTPOMUTb CMMCOK pa3peLleHHbIX YCTPONCTB.

f I : MapameTpbl AOCTyNa K YCTPOCTBaM NMPUMEHSIOTCA A1 BCEX yUeTHbIX 3anmcein Windows.

Yr1o6bI NEepenTH B OKHO YcTpoUcTBa

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJNTKY YCTpOﬁCTBa N INYHbIE AaHHbIe.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEWN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

4. Haxmute nanTky YcTpoucrBa.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoiicTBa M IMUHbIE AaHHbIe

¥ LlenTp BezonacHocTn > YcTpoRCTES U MUUHBIE AaHHBIE

€ LleHTp 6ezonacHocTH

@ YcTpoWcTBa U NINYHbIE AAHHbIE

Beb-kamepbi

@ KoHTpone gocTyna NpuioxeHui Kk eeb- \9:

Kamepam

3awmTa oT noTepun daHHbIX

E 3awmTa Garinoe oT MIMEHEHWA WK ﬂ

YaaneHWAa ERegOoHOCHBIMA NPOroamMmMamia

A
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA

MukpodoHbl

KoHTpoae f4oCTyna NpUAoXeHWA

K MukpodoHam

YcTpoiicTea

HacTpoika npaenn AocTyna K yCTporRcTEam

T\
@

PucyHok 90. loctyn K OKHY YcTpoucTBa

B atom pasgene:

o OCHOBHbIe NnapaMeTpbl 6}'IOKI/IQOBKI/I
° EJ'IOKI/IQOBKa LUINH W KNaCCoB yCTQOD’ICTB
o @opMmposaHme CnurcKa paspeleHHbIX yCTpOI\/JICTB

OcHOBHbIe NapameTpbl

Bbl MOXeTe BKIHOUNTL COOTBETCTBYHOLLME ONMLUNN, yToObbI:

e 6/10KMpOBaTh Nepegauy 3aZlaHnl Ha Nneyats;

e 610KMpOBaTh Nepeayy AaHHbIX MO NOKaNbHbIM CETAM U MHTEPHETY.

PyKOBOACTBO nosb30BaTena
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- O X

¥ LlenTp BezonacHocTn > YcTpoicTEa 1 MuuHBIE AaHHBIE > YCTpoicTEa

(—ytTpDﬁCTBaHJ‘IH‘-IHbIE‘.ﬂ.aHHbIE {5} 6} Jc:.

8 Ycrpoiictea

Bol moxeTe 2anpeTuTb MAK paspellnTs A0CTYN K onpegeneHHbIM ycrpoﬁcrEaM, d TAKKe 2anpeTuTe Nepedady AaHHbIX NO CeTH.

BAoKWpOBaTE OTNPEEKY 23AaHWA Ha NPUHTER
3anpeluats Nepeaady AaHHLIX N0 CeTW (TOKaNEHLIM CETAM W MHTEPHETY)

OrpaHun4veHns

EJ'IOKHpOEIETh NONBZ0EATENAM KAACCHI yCI'pOﬁCI'EI W WWHBI

@D s

3ajaHbl NONBLIOBATENLCKWME OTPaHMYeHna  ViznveHnTs

Mpeaynpexaats of yorpoicTeax ¢ yazermoctso BadUSE, koTopeie onpeaenfroTcA Kak KNaEMaTypa
") Bra.

PazpelwleHHble ycTpoiicTBa

1 pa3pelsenHoe ycTporcteo  VzmeHnTs

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 91. MapameTpbl 610KNPOBKN YCTPOUCTB

Mo YMONYaHWIO BCE OMLUMUN OTKNHOYEHDbI.

| Onuus bnokMpoBaTb CbeMHble HOCUTENN JOCTyMNHa TO/NbKO TeM NoJib30BaTeNaMm, y

A KOTOpbIX OHa Hblna BKIHOYEHA 4O OOHOBAEHMS KOMMOHEHTOB NpoaykTa oT 02.02.2022. Ecan
Bbl HE MOJIb30Ba/INCb 3TOW OMLMEN iKW yCTaHaBAMBaEeTe NPOAYKT BNEPBble, BOCMO/b3yNTeCh
onuveli broknpoBaTb Nob30BaTeNIAM K/1acCbl U LUMHbI YCTPOMUCTB, YTOObI 3anpeTuTb
JOCTYN K A@HHbIM Ha CbeMHbIX HOCUTENAX.

OrpaHuueHus

MapameTpbl 6/10KMPOBKMU YCTPOMCTB

®yHKUMA BNOKMPOBKMN YCTPOMCTB NO3BONAET Kak 3a610KMPOBaTh OAMH UAN HECKOBbKO
KNacCoB YCTPOMCTB Ha BCEX LUMHAX, Tak M 3abN10KMpPOBaTb BCE YCTPONCTBA, MOAKIHOUEHHbIE K
OAHOW WAV HECKONbKUM WKHaM. [oa kaaccamu ycmpolicme NOHUMaKOTCA YCTPOUCTBaA,
BbIMOJIHAOLLME OAMHaKOBble GYHKLMN (Hanpumep, ycTponcTea ansa neyatw). MNoa wuHamu —
NOACUCTEMbI Mepesayun JaHHbIX Mexay GyHKLMOHaNbHbIMW 610KaMu KOMMbLOTepa
(Hanpumep, wnHa USB).

UTo6bI 3a610KMpPOBaTh A40CTYN K BbIGPaHHbIM KJ1accamM YCTPOWUCTB U LUMHaAM

1. Bratounte onuuio baokupoBaTtb Nosib3oBaTe/IIM KJ1aCCbl U LWMHbI YCTPOUCTB Mpu
MOMOLLM COOTBETCTBYHOLLEro nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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2. HaxxmuTte ccblniky U3MeHUTb.

3. B oTkpbIBLIEMCA OKHE Bbl MOXeTe BblbpaTb K1acChl YCTPOUCTB UM LIKHbL, AOCTYN K
KOTOPbIM XOTUTe 3ab10KMpOBaTh.

MpeaynpexxaeHne 06 ycrpoincrBax ¢ yasBumoctbio BadUSB

HekoTopble nHmunposaHHblie USB-ycTporicTBa MOryT OMO3HaBaTbCA KOMMbIOTEPOM Kak
knaBmatypa. Ytobbl nporpamma Dr.\Web nposepsna, 4eCTBUTENBHO M NOAKNHOUYEHHOE
YCTPOWCTBO ABAAETCA KNaBmaTypou, Bitounte onuuto MpeaynpeXkaatb 06 ycrpoiicTBax ¢
yasBumocTbio BadUSB, koTopblie onpegensatorca kak knaBuatypa. B stom cnyyae npwu
NOAKNFOUYEHNIN KNaBMaTypbl OTKPOETCA OKHO pa3b10KMpPOBKN. BaM HY>KHO HaXkaTb yKa3aHHble
KHOMKW Ha KiaBmnatype.

¥ MNoaknrouerine HoBoi KnaswaTypeil *

MNoaknoueHe HOBOW KnaBuaTyphbl

HekoTopeie nHGUUMpoeaHHse USB-ycTpoAcTEa MOTYT ONPeasnATECA KOMMEKITEPOM KaK KA3BMATYRa W NPeLCcTaENATE
ONacHOCTb AAA CUCTeMbl.

I'Io,n,mep,u,me, YTO Bbl ,ﬂ.EﬁCI'EHTEJ'IhHO NOAKAKMYWUAK KNaBUaTy Ry, ,ﬂJ’IH 3TOMD Ha NogKAoYaemMom yCI'pOﬁCI’EIE HaXMWUTe

KOM@HHSL{HK} KASBKL, YKAZaHHYHD Ha KapTUHKE. B APOTUEHOM CyuUae 3aKpoﬁTe 3TO OKHO W OTCOEdMHHTE ycrpoﬁcrso.

Ctrl Alt

=
(=)
e

TexHWUeckan WH@QOPMAaLIMA

PucyHok 92. OkHO pa36/10KMpPOBKM K/1aBMaTypbl

Mpwn HaxaTnn ccbinkn TexHnueckas MHPOpPMaLUA OTKPOETCA OKHO C MoAPOBHON
nHdopmaumen ob yctponcree.

Pa3pelueHHble ycTponcTBa

Ecnv Bbl orpaHnumnam focTyn K KakuM-anbo Knaccam yCTPOMCTB UAK LWMHAM, Bbl MOXeETe
OTAENbHO pa3peLwnTb JOCTYN K ONpeAeneHHbIM YyCTPOUCTBaM, 406aBMB UX B CMMCOK
pa3peLUeHHbIX YCTPOUCTB. TakKe B CMUCOK MOXHO 406aBUTb KOHKPETHOE YCTPOMCTBO, YTOObI
He NpoBepATb ero Ha Haanune BadUSB-ya3BumocTy.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

Ans pobaBneHus yCTPOMCTB B CMMCOK Pa3peLleHHbIX B onuuy Pa3pelueHHble yCTpPOMCTBa
HaxkMnTe M3MeHUTb (CCbiika CTAaHOBUTCS akTUBHA, €CNN 3ajaHbl OrpaHnyeHns). B

OTKPbIBLUEMCA OKHE Bbl MOXeTe chOopMMPOBaThL CUCOK YCTPOUCTB, Ha KOTOpble He ByayT
pPacrnpoCTpaHATLCA OrpaHNYeHns JOCTyna.

12.4.1. bhokmpoBKa WWNH U K1acCOB

UTo6bI NnepenTn B okHO Knacchbl 1 LUNHbI YCTPOICTB

1. OTkpoiite MeHio Dr\Web % 1 Boi6epuTe nyHkT LieHTp 6e30nacHocTy.
B OTKpbIBLIEMCSA OKHE HaXXMUTe NANTKY YCTPOMCTBA U INUHbIE JaHHbIe.

B oTKpbIBLIEMCSA OKHE HaXXMUTe NANTKY YCTPOMCTBa.

M W

B rpynne HacTpoek OrpaHunueHus BIHOUMTE onuuto baokupoBatb nonb3oBaTenam
KJ1aCCbl M LWMHbI YCTPOWUCTB Npu nomoLy nepekntoyatens @D,

u

Ha>xxmute ccbiiky U3mMeHuUTb.

6. B OTKpbIBLLIEMCS OKHE Bbl MOXeTe BblOpaTh LWMHbI UK KNacCbl YCTPOWUCTB, ZOCTYN K
KOTOPbIM XOTUTE 3a610KMPOBaTh.

OKHO cozep>XUT TabanLy ¢ MHGopmMaumen o 3abNOKMPOBaAHHbBIX LLMHAX W Klaccax YCTPOMCTB.
Mo ymonuaHwuto Tabanua nycras. B Hel 6yayT oTobpaXkaTbCa WMHbI U KAacCbl Npu
A06aBNEHNN X B CMUCOK 3a6N10KMpPOBaHHbIX. [1py 3TOM B CTPOKe C 3a610KMPOBaHHOW LUMHOM
oTobpa>katoTcs Bce 3ab610KMpPOBaHHbIE Ha Hel KnaccChbl YCTPOMUCTB.

¥ Lentp GezonacHocTi > YCTPOICTER M IMYHEIE AaHHBIE > Y CTpoiicTEa > Knacce! u WWHE yCTpocTE - O X

€ YcTpoiictea & O 4

Knaccbl 1 WWHBI YCTPOWCTB

Bel moxete EEﬁﬂoKHpOEETh AOCTYN K YKaZaHHEIM KnacCam ycrpoﬁcm W WHHamM MaK 336J’IOKH[}OEIETI: WKHHY NOAHOCTEHD. Lns
3TOrO ,ﬂ.DﬁaElhTE KAacCbl AW LWWHBI B CNMCOK.

®

brokvpyemele WUHE Brokvpyemele Knaccksl
Yerpoiictea USB 3abnokMpoeaHo 2 knacca >
Anantepe PCMCIA LwHa 2a6n0KMpPOBaHa NONHOCTEHY
A
[B Haxmute, ytobel 3anpeTuTs MIMEHEHMA ®

PucyHok 93. 3a610kMpoBaHHbIe WKWHbI U K/1acCbl

PyKOBO,CLCTBO nosab3oBaTenda
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B ctonbue bnokmnpyembie knaccbl oTobpa>kaeTca KOM4YeCcTBO 3a610KMPOBAHHbBIX K1aCCOB Ha
COOTBETCTBYHOLLEN WKHe. Ecan Ha ofHON WnHe 3a610KMPOBaHO HECKObKO K1acCoB, OHM
oTobpaxkatoTca B BbiMajatoLeM Crmncke.

CepbIM LBETOM BblAe/IeH Kiacc, 3ab610KMPOBaHHbIN Ha BCEX LUMHAX.
Ana paboTbl c 06bekTamu B TabavLe AOCTYMHbI CAefyroLlme 3AeMeHTbl YpaBaeHnA:

e KHonMka @ — AO6aBﬂeHVIe ob6bekTa B CMUCOK 3a6ﬂOKVIpOBaHHbIX.

e KHoOMKa @ — pejakTMpoBaHMe HacTpoek 610KMPOBKN Anst BbiIbpaHHOro obbekTa B
Tabavue.

e KHonMka — yAaneHune Bbl6paHHOFO obbekTa U3 cnmcka Ba6ﬂOKVIpOBaHHbIX.

Bbl MOXeTe npocMoTpeTb NoApobHYH nHbopmMaumto 0 3ab610KMPOBAaHHOM LUNHE U
3a6/10KMPOBaHHbIX Ha HEW Knaccax YCTPONCTB. [ns 3Toro Bbibepute HEOHXOANMYHO CTPOKY Y

Ha>XMute @

BbnokupoBka LWWHbDbI

1. YTo6bl 3a610KMpPOBaTL WNHY MOJHOCTBLIO UM HEKOTOPbIE YCTPOWCTBA Ha ONpeaeNeHHOoM

LWLIMHE, HAXKMUNTE KHOMKY .

2. W13 BbinagatoLlero cnucka Bbibepmte 06bEKT, KOTOPbIN Bbl XOTUTE 3abnoknpoBaTh: LuHa.
Haxxmunte Aanee.

W LenTp 6esonacrocTn = YeTpoiicTsa u AMYHBIE AaHHbIE > YCTpoiicTea > Knaccsl Wb ycTpoiicTe - O X
x |
BaoknpoBaTh KNaccbl YCTPOWCTB U WMWHBI
BrifepwTe 06LeKT AnA BAOKMPOBKM
WwHa v
lanee ‘ ‘ OTMEHUTL @

PucyHok 94. Bbi6op o6bekTa ansa 6/10KMPOBKU

3. Bbibepute TMN WuHbl. Haxxmute fanee.

PyKOBO,ELCTBO nosab3oBaTenda
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YcTpoiicTBa M IMUHbIE AaHHbIe

R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

Y

BaokmpoBaTh Kiacchl YCTPOWCTB U WKHBI

BriBepuTe 0BbekT ANA BAOKMPOEKU

BriBepuTe TN WIKHEI

Yerpoicrea USB

| Hazap | ‘ Nanee ‘ ‘ OTMEHUTE ‘

PucyHok 95. Bbi6bop Tvna WWHbI

4. BblbepuTe TMN 6N1OKMPOBKM U HaxkmuTe Manee:

¢ MonHocTblo — GyayT 3a6N10KMPOBaAHbI BCE KNACChl YCTPONCTB Ha JaHHOW LUMHE;

e YacTMUHO — OTKPOETCA OKHO BblbOpa KNacCcoB YCTPONCTB A5l 6NOKMPOBKM Ha AAHHOW

LNHE.

% LlenTp 6esonacHocTn > YCTpoiicTea W AMYHBIE AaHHbIE > YCTpoiicTea > KAaccs! u Wb ycTpoiicTe

BaokupoBaTh Knacchl yCTPOACTB U WNHbI

HacTpoliki Hike NpUMeHAKITCA K WikHe YeTpolicTea USB
BribepwTe MeToa BNOKWPOEKK LWWMHEI

YactmuHo

| Hazan | ‘ Hanee ‘ ‘ OTMEHNTE

PucyHok 96. Bbibop meToaa 6/10KMPOBKMU LWMUHbI

PyKOBOACTBO nosb30BaTena
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5. Ecau Bbl Bbibpann onuunto YacTUUHO, B OTKPLIBLLUEMCA OKHE OTMeTbTe paaxKkamu Te Knacchl
M3 Cnuncka, KoTopble Bbl XOTUTE 3abnoknpoBaTb. Haxkmute BaokupoBars.

W LenTp 6esonacrocTn = YeTpoiicTsa u AMYHBIE AaHHbIE > YCTpoiicTea > Knaccsl Wb ycTpoiicTe - O X

EJ"IOI(HPOBaTb Knacchl YCTPOﬁCTB M WKHbI
Knacew! ycTpoiicTe, koTopele GyayT 2a610KMPOBaHLI HA AaHHOR WKHe

Knacc []

USB-ycrpoicrea Windows CE

MpuHTeps! (PNP) v
MpuHTeps! (DOT4) v
MpuHTepsl (DOT4 PRINT)

DVD w CD-ROM aWckoeoabl

Jwckoebie ycTpoicTea

KnaemaTypsl
MyasTUMeaWAHBbIE VCTPOMCTEA v
| Hasan | ‘ Bnokupoeate ‘ | OTMEHWTL @

PucyHok 97. Bbi6op K/1accoB YCTPOMUCTB Ha LUMHE

BnoknpoBka Knacca yCTponcTB

1. YTobHbI 3a6fIOKI/IpOBaTb OAVH NN HECKOJIbKO KnacCoB yCTpOIZCTB, Ha>XMUTE KHOTMKY @

2. V13 BbinagatoLero cnmncka Bolbepute 06bEKT, KOTOPbINA Bbl XOTUTE 3abaokmpoBaTs: Knacc.
Haxxmunte Aanee.

PyKOBO,CLCTBO nosab3oBaTenda



Ty
),
A

A
<

YcTpoiicTBa M IMUHbIE AaHHbIe

R LlenTp GesonacHocTn > YoTpoiicTea u MUHBIE A3HHbIE > YCTpoiicTEa > Knaccsl 1 LWWHE ycTpoiicTe

BﬂOKHpOBaTb Knacchbl yCTpOIT'ICTB M WKHHbI
BriBepuTe 0BbekT ANA BAOKMPOEKU
Knace

WnHa

Knacc

Nanee ‘ ‘ OTMEHUTE

PucyHok 98. Bbibop o6bekTa gnsa 6/10kMpoBKU

3. OtmetbTe d1axkkaMum Te Knacchl U3 CMMCKa, KOTOPbIE Bbl XOTUTE 3abaoknposate. HaxxmuTte

Bnokuposarsb.

% LlenTp 6esonacHocTn > YCTpoiicTea W AMYHBIE AaHHbIE > YCTpoiicTea > KAaccs! u Wb ycTpoiicTe

BaokupoBaTh Knacchl yCTPOACTB U WNHbI

BriBepuTe 00LeKT ANA DAOKMPOBKM

Knacc ycrpoiicre, koTopeid Gyaet 2abnokmposaq

Knaccwl

USB-ycrpolictea Windows CE
MpwHTeps! (PMP)

MpwuHTeps (DOT4)
MpwuHTeps (DOT4 PRINT)
DVD w CD-ROM awckoeoabl

[wvckoBsle ycTpoAcTEa

PucyHok 99. Bbibop k1accoB ycTpoucTB

PyKOBOACTBO nosb30BaTena
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YcTpoicTBa U INUHbIE JaHHble

i | E Mpu akTMBaLMM B1OKMPOBKM Y>Ke MOAKIHOYEHHOTO YCTPOICTBa TpebyeTcs IGO0 MOAKIHOUNTL
YCTPOICTBO 3aHOBO, NGO Mepesarpy3ntb KommbtoTep. bioknpoBka paboTaeT TONLKO ANs
YCTPOWCTB, NOAKIIOUEHHBIX MOCAE aKTUBALMN DYHKLIN.

Mpu 610knpoBke WrHbI USB knaBraTypa 1 Mbillb BHOCATCA B UCKIHOYEHMS.

MonyueHue yBegomneHni

Bbl MOXeTe HacTPOUTL BbIBOZ YBEAOMAEHUI O BNOKMPOBKE YCTPONCTB Ha 3KPaH 1 OTMpaBKy
3TUX YBEAOMAEHWNIN Ha SNEKTPOHHYIO MOYTY.

12.4.2. Pa3peLueHHble yCTPOMUCTBA

Yr1o6bI NepeiiTu B okHO Pa3pelueHHble YCTPOMCTBa

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.

2. B OTKpbIBLLEMCA OKHE HaXXMUTe MINTKY YCTPOACTBa U /INUHbIE JaHHble.
3. B OTKpbIBLLEMCS OKHE HaXXMuUTe NanTKy YcTpoiicTBa.

4. B rpynne HacTpoek Pa3pelueHHble YCTPOMUCTBA HaXXMUTE CCblKy M3MeHUTD.

OkHO Pa3pelueHHble YCTPOUCTBa COAEPXUT MHOpPMaLuto 060 Bcex yCTPOMCTBaX,
A06aBNEHHbIX B CMUCOK pa3peLLeHHbIx. OTa MHGopMaLms npeactasaeHa B Tabanye:

% LenTp 6esonacHocTn > YeTpoicTea M IMUHBIE A3HHbIE > YeTpoiicTea > PaspeluenHsle yeTpoiicTea - O X

€ YcrpolicTBa & O 4

Pa3spelleHHble yCTPOWUCTBa

YcTaHoeWTE npaenna gocryna Ana yCI'pCIﬁCI'EI. ,D,J'Iﬂ HEKOTOPLIX TMNOE yCI'pOﬁCI’EI noonep*eatoTCcA MHAWMEWAYanEHbBIE
HECI'pOﬁKP‘I ANA Kaxmoro NoAe20EaTenNA.

®

H YerpoicTea

o VBOX HARDDISK

A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA @

PucyHok 100. PaspelueHHble ycTpoicTBa

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

Ana paboTbl ¢ 06bekTamum B TabaunLe 4OCTYMHbI Cieaytolme SNeMeHTbl YIpaBaeHUA:

e KHonka @ — pobaBneHne Habopa NpaBu ANs YCTPOMNCTBA;

e KHonMka @ — pejakTnpoBaHue Habopa npaBua A8 YCTPOMCTBa;

e KHonka — yfaneHne Habopa nNpaBua Ans YCTPOMCTBA.

Bbl MOXeTe NpocMoTpeTb NoapobHyr nHdopmaymo ob yctporictse, L06aBNEHHOM B CMMCOK
pa3peLueHHbIX. [1a 3Toro Boibepute HEOOXOAMMYHO CTPOKY U HaXXMUTe @

B cton6ue ¥ (Tun npaBuna) oTo6pakaeTcs ABa TMNa NpaBwa:

e @ — 3agaHo npasuio Paspelwsatb Bce.

° — 3aj4aHo npasnno TonbKo uteHue.

Y106bI AOGaBMTb YCTPOFICTBO B CMUACOK pa3pelleHHbIX

1. Y6eantech, UtTo YCTPOWCTBO NMOAK/IHOUEHO K KOMMbIOTEPY.

2. Haxxmute kHoMKy @ B OTKpbIBLLEMCS OKHE HaXXmuTe KHOoMKy O630p 1 BbibepuTe HYXXHOE
YCTPONCTBO. Bocnonb3yntech GuabTPoOM, UTobbl B TabanLe oTobpasmamnch ToNbKO
NOAKIHOUEHHbIE UAN TONbKO OTK/IOUEHHbIE YCTpolicTBa. Haxxmute kHonky OK.

% Llentp BesonacHocTn > YeTpoicTsa W MYHBIE AaHHbIE > YeTpoiicTea > PaspewenHsie yeTpolicTea - O X

[lo6aBuTb ycTpOWCTBO

DUNLTP YCTPOWCTE

MoakArYeHHEIE YCTRORCTES w

Yerpoidctea CocToAHKe

v Print queues

Root Print Queue BraroueHo
Microsoft ¥XPS Document Writer BinroueHo [
Fax BraroueHo
Microsoft Print to PDF BraroueHo

Y7100k HACTRPOMTE NMPaEWAa ANA HECKOALKKX YCTROMCTE Cpazy, 2agaiTe Macky ANA MAEHTMOWKATOPOE 3TWX
YCTPOWCTE € MOMOLLBK) CMMEOAa *. Bel Takoke mMoxeTe BeIBpaTs OAHO W3 YCTPONCTE M MCMONL20BaTE €10
WAEHTUOWKATOR ANA CO3LAHWMA MAcKW.

°

F
_|EDK'NW'ITE\. HTOOET 3aNpETATE M3MERERTH

PucyHok 101. lo6aBneHue ycTpOMCTBa B CMUCOK pa3peLleHHbIX
3. [ns yctponcts ¢ GpansioBOl CUCTEMON Bbl MOXETE HaCTPOUTb NpaBuaa Joctyna. s 3Toro
B cton6ue MpaBuno BoibepunTe OANH 13 pexxumoB: Paspelwatb Bce 1y TONbKO UTeHue.
Uto6bl ,O06aBUTL HOBOE MPABUIO A5l KOHKPETHOMO NONb30BaTENS, HAXMUTE @ YTo6bI
yAANNTb NPABUAO, HAXMUTE .

PyKOBO,ELCTBO nosab3oBaTenda
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YcTpoiicTBa M IMUHbIE AaHHbIe

% LlenTp GesonacHocTn > YCTpoicTea W IMUHBIE AaHHbIE > YCTpoiicTEa > PaspeluenHsle ycTpoiicTea

[ob6aBuTb yCTPOMCTBO

BuibpaHHoe yCTRoWCTED

VBOX HARDDISK
Monszo0BaTenE Mpaewnno
Bce Pazpewats Bce v
Pazpewats Bce
Toneko uTeHwWe
‘ OK ‘ | OTMEHHTE

®

n" ¥

TRMATE, STODE SaNPETATE M3MEREHAH

PucyHok 102. Bbi6op npaBuna Ans KOHKPETHOro nosib3oBatens

4. YTo6bl COXpaHUTb M3MeHeHMs, HaxxMmuTe OK. YTo6bl BbINTU 13 OKHa, He COXpaHAA
M3MeHEeHWI, HaxkmunTe OTMeHUTb. Bbl BepHeTech K CMUCKY pa3peLLeHHbIX YCTPOMCTB.

PyKOBOACTBO nosb30BaTena

186



Ty
),
A

A
$

PoayitenbcKuii KOHTPO/Ib

13. Poantenbcknini KOHTPOIb

Mpn NoMoLLM KOMMOHeHTa POANTENBCKNI KOHTPOb Bbl MOXETe YyNpaBasaTb JOCTYNOM
nonb3oBaTesnen kK cantam, Ganam v nankam, a Takke KOHTPOIMPOBaTb BpemMs paboTbl B
NHTEPHETE M 3a KOMMbIOTEPOM.

Mo ymonuaHuto PoanTenbCcknini KOHTPOAb BKAFKOUEH A8 KaXKA0W yYeTHOW 3anucn n paboTaet B
pexxnme bes orpaHmueHnn.

Y106bI BKIFOUMTb WM OTKHOUNTD POAVITeI'IbCKVIﬁ KOHTpPOJ1b

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTKpbIBLIEMCS OKHE HaxXMuTe NanTky Poantenbckmnini KOHTPoab. OTKPOETCA OKHO
Poautenbcknii KOHTPO/Iib.

% Uentp GezonacHocty > PognTenscknii KoHTponk - O X
€ LlenTp BezonacHoctu & O 4
{% PoauTenbckuii KOHTpO/b
user
O AgMWHWCTRATOR ‘)
I IIE HE)KMMTE\. yToBkI 3ANPETUTE M3MEHEHWA @

PucyHok 103. Pogutenbcknii KOHTPO/Ib
3. Y6eautecsb, uto Dr.Web pabotaet B pexxume agMnHNCTpaTopa (3aMOK B HUXKHEW YacTu

il
nporpamMmmbl «OTKPbIT» 'h) B NPOTMBHOM C/nyYae Ha>KMUTE Ha 3aMOK

4. Bknrounte nam otkatoumTe PoanTtenbCckmii KOHTPOAb Ald HeEOHXOAMMOro Noab3oBaTeNs nNpu
MOMOLLM COOTBETCTBYHOLLEro nepekntovatens @D,

i'l'f HoBble nosb3oBaTenn OTO6pa)KaI-OTCﬂ B CrnCKe TOJIbKO MOcCae TOro, Kak BbINMOJIHAT ﬂepBbII7I
BXOJ B CBOHO YYE€THYHO 3anucChb.

PyKOBO,CLCTBO nosab3oBaTenda
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PoayitenbcKuii KOHTPO/Ib

I'Iapame'rpbl POAVITEHbCKOTO KOHTpPO/IA ANA OTAE/IbHOro noJjib3oBartesif

Mepes HaCTPOMKON OrpaHNUUYEHNI ANs NOAb30BaTENS YOeaMTeCh, UTO AaHHbIN NOb30BaTENb
He obnasaeT npaBaMu agMUHKUCTPaTopa. B npoTnBHOM ciyyae nonb3oBaTesib CMOXET
N3MEHATb MapaMeTpbl KOMMOHEHTa POANTENBCKUI KOHTPOIb U OTKAHOUNTL OFpaHnYeHms
AocTyna.

YrobbI NnepeiiTu K Nnapamerpam Poanrenbckoro KOHTpons

1. Y6eautech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
Il (3
nporpaMmbl «OTKPbIT» ). B npotmBHOM Ciyyae HaXXMuUTe Ha 3aMOK .
2. B okHe PoanTenbckoro KOHTPOAsA (CM. pPUCYHOK POANTENbCKMIA KOHTPOJIb) HaXMUTE NANTKY

C UMEeHEM MOoJib30BaTeNA, ANid KOTOPOro Bbl XOTUTE HACTPOUTb PO,CI,I/ITeIIbCKVIr/’I KOHTPO/b.
OTKpoeTCﬂ OKHO NMapamMeTpoB POAVITeJ'IbCKOI'O KOHTPOIA ANA Bbl6paHHOFO nonb3oBaTenAd.

- O X

% Lentp GezonacHocty > PognTenecknii koHTpone > user > MHTepHer

€ PoauTensCkniA KOHTPOb & O 4

€ user

WMutepHer Bpema  daiinbl  nankm

Hacrpoiite pexvm goctyna K cadTam, a Takke 2a/aiTe Genblid v YepHbIA CNMCKK pecypcos

onEHIr‘IL-WIEIETh AOCTYN NO KaTeropnam W
Kateropwmu caiitos
Hactpoiikn no ymonuanmeo  VzmeHnTs
benbiin u YepHBIR cNKnckn

Crnwckn nyctel Mznmednts

BezonacHbIi nowuck

ABTOMATUYECKM BKNHOYATE ¢Iy'HKL|,HPCI Be20NacHOND NOWCKA B NOWCKOBLIX CUCTEMAX

@D s

)
[B Haxmure, urobel sanpetute usmeHeHnA @

PucyHok 104. NMapameTtpbl Pogurenbckoro KoHTpons

3. BbibepuTte Hy>XHY BKIaAKY A8 U3IMEHEHWA NapamMeTpoB PoANTEeNIbCKOrO KOHTPOIA:

e NiHTepHeT — napameTpsbl 4OCTyNa K MHTEPHET-pecypcam. No3BonseT orpaanTb
nosib30BaTesie OT MOCELLEeHUs HexXeaTeslbHbIX CAuTOB (CAaTOB, MOCBALLEHHbIX
HaCUANIO, @3apTHbIM UrPaM U1 T. M.), @ TakKKe pa3peLllnTb NnocelleHme ykazaHHbIX CanToB.

Cm. pasgen [octyn K MHTepHeT-pecypcam.

e Bpemsa — napameTpsbl 4OCTyNa K KOMMbIOTEPY U MHTEpHETY. [103BOASET OrpaHNUnTb
Bpems paboTbl NO/Ib30BaTENS B ONpPeAeNeHHble Yacbl U AHN Hegenn. Cm. pasgen

OFQaHI/Il-IeHI/Ie Nno BPEMEHMW.

PyKOBO,CLCTBO nosab3oBaTenda
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e daiAinbl M NAaNKM — napameTpbl 4OCTyna K pecypcam dainnosor cuctemel. [ossonset
OrpPaHNUMTL AOCTYN K OTAENbHbIM daifaM U Nankam LeankoMm (Ha JIoKaibHbIX AMCKaxX U

Ha CbEMHbIX HOCUTENAX). Cwm. pasaen AOCT;{I’I K gpa|7|ﬂa|v| W NanKaM.

ilf Ecnv nonb3oBatenb ncnonb3yet yyeTHyto 3anuce Windows ¢ npaBamu agMyHUCTpaTopa,
ee TUMN HeoBXOoAMMO U3MEHUTb Ha CTaHAAPTHBIN.

N3meHeHMe TvNa y‘-IETHOﬁ 3alMMCN NoJib3oBaTenda
Ha Windows XP

1. Otkpoute meHto Myck, sanee HaxmuTe kHonky MaHenb ynpaBaeHus 1 Bbibepnte YueTHble
3anucu nosib3oBaresien.

2. BbibepuTte yyeTHyro 3anuncb, TUM KOTOPOW Bbl XOTUTE N3MEHUTb, U HaXXMUTe M3MeHUTb TUN
YUYETHOM 3anucum.

Bb|6ep|/|Te T™Mn yl-IeTHOi/JI 3annmncum nonb3oBaTtend — OrpaHquHHaﬂ.

4. Haxmute U3meHUTb TUN yueTHOM 3anucy, YTobbl COXPaHUTb U3MEHEHWA.

Ha Windows Vista n Windows 7

1. OtkpowTe meHto Myck, fanee HaxxmuTe kKHoMnky MaHenb ynpaBneHus v BbibepunTe YueTHble
3anvucu noJsib3oBartesieu.

2. [lna n3ameHeHns TMna y4eTHOM 3anncn HaxxMmuTe YnpaBaeHue Apyrovi yueTHOW 3anuchblo.

3. BbibepuTe yyeTHyro 3anunch, TUM KOTOPOW Bbl XOTUTE U3MEHUTb, U HaXXMUTe M3MeHUTb TUn
YyUeTHOM 3anucum.

4. BblbepuTe TMN yUeTHOM 3anncu nonb3oBatens — CraHgapTHas.

Haxxmnte MameHuTb TN yquHOﬁ 3anucu, yTOObI COXPaHWUTb NSMEHEHUNA.

PyKOBO,ELCTBO nosab3oBaTenda
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Ha Windows 8

1. OtkpowTe MaHenb ynpaBaeHns 1 BbibepnTe YUeTHble 3anucu noJsib3oBaTtesneil 1
cemeliHaa 6e30nacHOCTb.

2. HaxmuTe KHOMKy YnpaBaeHue Apyroi y4eTHOM 3anmchbio.

3. BbibepuTte yueTHyO 3anncChb, TUM KOTOPOW Bbl XOTUTE U3MEHUTb, N HaxXxMunTe M3mMmeHUTb TMN
yUueTHOM 3anuncu.

4, Bbl6epVITe T™Mn yl-IeTHOl\;I 3annmcum nonb3oBaTtend — C'raHp,ap'rHaﬂ.

Haxxmunte ameHuTb TN yHETHOﬁ 3anunucu, yTOObI COXPaHUTb USMEHEHUA.

Ha Windows 8.1

1. NMepemecTuTe yKkazaTenb MblLUM B MPaBbl HUXKHWUIN YroN 3KpaHa, 3aTeM BBEPX M HaXXMUTe
kHonky Mapametpbl, 3aTem BbibepuTe M3MeHeHne NnapameTpoB KOMMblOTEpa.

2. Bbibepute anemeHT YueTHble 3anucK, 3atem — Jlpyrue yueTHble 3anucum.

3. BbibepuTe yyeTHyro 3anunch, TN KOTOPOW Bbl XOTUTE N3MEHUTb, U HaXXMUTe M3MeHUTb TUN
YyUYeTHOM 3anucum.

4. BblbepuTe TMN yYeTHOM 3anncu nonb3oBatens — CraHgapTHas.

Ha>xmunte OK.

Ha Windows 10

Haxxmute kHonky Myck, ganee Haxxmute kHonky Mapametpbl.
B oTkpbiBLIEMCA OKHe BbibepnTe YUueTHble 3anucu.

B neBow yact okHa Bbibepute Cemba M Apyrue nosib3oBaTenu.

M w N o=

Ha>XMuTe NKOHKY YY4eTHOM 3anncu, TN KOTOPOWN Bbl XOTUTE NU3MEHUTb, M HaXMUTe
MN3mMeHUTb TMN yUYeTHOM 3anucw.

v

BbibepuTte TMN yueTHOM 3anuncK nonb3osatens — CraHaapTHas.

6. HaxmuTte Ok.

Ha Windows 11

1. Haxmute kHonky IMyck, sanee Haxxmute kHonky MapameTpbl.
B oTkpbiBLLIEMCA OKHe BbibepuTe YUueTHble 3anmcw.

B LLEHTpaﬂbHOVI YacCTh OKHa Bbl6epI/ITe Cembsa n ApPyrve noJjibsoBaTtenun.

W

Ha>XMnTe MKOHKY YY4eTHOM 3anncu, TN KOTOPOWN Bbl XOTUTE U3MEHUTb, M HaXXMUTE
M3MeHUTb TN yueTHOM 3anucu.

5. Bbl6epVITe T™Mn yl-IeTHOl\;I 3annmcum nonb3oBaTtend — C'raHp,ap'rHaﬂ.

PyKOBOACTBO nosab3oBaTenda
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6. HaxmuTte Ok.

Mpn HaAMUMKM Ha KOMMbIOTEPE TONBKO OAHOW YYETHOW 3aMnCK Bbl HE CMOXETE U3MEHUTb ee
TWN Ha CTaHAapPTHbIN. Bonee NoapobHyro NHGOPMaLMIO Bbl MOXETE HaNTK Ha canTe C1yKObI

TEXHNYECKOW noAAePXKN KOMMaHUN Microsoft :]

MonyueHne yBepomneHuu

Bbl MOXeTe HacTPOUTL BbIBOA YBEAOMIEHNI O AENCTBUAX KOMMOHEHTa PoanTeNnbCKunin
KOHTPO/b Ha 3KpaH 1 OTNpPaBKy 3TUX YBEAOMIEHWI Ha SNEKTPOHHYIO MOUTY.

13.1. Aoctyn K NHTepHeT-pecypcam

Ha Bkiagke IHTepHeT Bbl MOXeTe OrpaHnyYnTb NOJIb30BaTENtO NMOCELEHME HeXeNnaTeNbHbIX
CalToB (CalTOB, MOCBALLEHHbIX HACUNIO, @3aPTHLIM UrPam U T. MN.), @ Takke pa3peLmnTb
noceLleHve ykazaHHbIX canToB. [0 yMONYaHWIO ANS BCEX MONb30BaTENEN YCTAaHOB/IEH PEXUM
Bes orpaHuueHui. Takxke JOCTYMHbI CeAytoLne PeXUMbI:

° orpaHVI‘-IVIBaTb AOCTYyN MO KaTeropmam

e Pa3spelwatb gocTyn TONbKO K caiTam u3 6es10ro cnucka

T LlenTp BezonacHocTn > PoguTensckuii KOHTpone » user > MHtepHer

< PoauTenbcKuii KOHTPO/ib IR AN

€Y user

WMuTteprer Bpema ®Painbl n nanku

Hacrpoiite pexnm AocTyna K cadTam, a Takoke 3ajaiTe Benblii 1 YepHbIf CNUCKK pecypcos

OFpEHHMHEETb AOCTYN NO KaTeropuam A

Bez orpaHuueHmia
OrpaH14MEaTE AOCTYN MO KAaTEropMAM

PEEpELLIETI: AOCTYN TONBKO K caiTam w3z Benoro cnvcka

Benbiii u YepHbBIA cnyckn

Crwmckn nyctel  MzneHunts

BezonacHbINM nowuck

ABTOMATUYECKM BKAKIYATE (IJyHKLWIPCI He20MacHOro NoOWCKa B NOWCKOBLIX CMCTEMaX

@D s

A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA @

PucyHok 105. Bbi6op pexxvma pa6oTbl Poautenbckoro KOHTpons

PyKOBO,CLCTBO nosab3oBaTenda
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Pe>xum orpaHVI'-IVIBaTb A0CTyn No Kateropmnam

B 3TOM pexxunme Bbl MOXeTe yKa3aTb KaTeropumn pecypcos, AOCTYM K KOTOPbIM XOTUTE
orpaHnumTb. OANH 1 TOT XKe CalT MOXET BbITb OTHECEH CPa3y K HECKOAbKUM Pa3fvyHbIM
kaTeropusam. B aTom cnyuae PoanTenbckunini KOHTPOAb BAOKMPYET JOCTYN K CalTy, eCIN OH
nonagaet xoTa 6bl B O4HY U3 3anpeLleHHbIX kaTeropuid. [pu onpeseneHnn kateropun camta
MCMONb3YOTCA B TOM Uncae gaHHble U3 obnayHoro cepsuca Dr.Web.

Takoke B 3TOM pexnmMe Bbl MOXETE CaMOCTOATENbHO YKa3biBaTb CaiiThbl, JOCTYN K KOTOPbIM
byaeT 3anpeLleH nan paspeLueH BHe 3aBUCUMOCTU OT APYrMx orpaHuyeHunin. [ins atoro

Mcnosb3ynTe 6enblli N YepHbIA COUCKN CAaUTOB.

/i\ Mepes BKIHOYEHWEM OFpaHNYEHWIA MO KaTeropusm HEOBXOANMO OUUCTUTL Kelll Bpay3epa.
- ]

Ecnv BbikitoyeHa onuvs MpoBepaTb 3awmMdpoBaHHbIW Tpaduk B pasgesne CeTb HaCTPOEK
nporpamMmsl, TO aHaiu3 Tpadurka CanmToB, UCMONb3YHOLWMX WNdpPOBaHMe (Hanpumep,
npotokosn HTTPS), ocywectBaaTbcs He ByaerT.

UT06b1 3aNpeTUTb UM paspeluunTb AOCTYN K Be6-pecypcam Tpebyemoii kateropum

1. B rpynne HacTpoek KaTeropum caiitoB HaxkmuTe ccbiiiky MU3meHnTb. OTKpoeTcs OKHO
napameTpoB 610KMPyeMbIX KaTeropuia.

% Lentp GezonacHoctn > PognTenecknii konTpone > WHTepHeT > user > OrpaHn4MEaTE 40CTYN NO KATEMCPUAM - O X

€ user {g} 6} '&

Kateropuw cantos

Bul moxeTe EEIBPATE KATEFOPUW, AOCTYN K KOTOPLIM BYAeT OrpaHudeH.

[B Haxmure, utobel 3anpetuts nameHeHna

v CaliTel ANA B2pOCAbIX +| Teppopuzm

¥ Hacuane v HeueH2ypHan nexcrka

v Opyxwme HaTsl

v AZapTHbIE Wrpkl Mouta

¥ HapkoTtukn CoumlancHsle ceTr
OHAGAH-Krpbl AHOHWMEH2EPBI
MyAbl AnA A0BBIYM KPUMTOBANHOT BaxkaHcmm

PucyHok 106. Kateropuu 610kmpyemMbix caitoB

2. YcTaHOBUTE MAN CHUMUTE GAaXoK, YTOObI 3aNpeTUTb UK pa3peLlnTb AOCTYN K BeO-

pecypcam Tpebyemown KaTeropum.

PyKOBO,CLCTBO nosab3oBaTenda
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Kareropum nHrepHer-pecypcoB

Kateropusa

CaliTbl Ans B3pOC/bIX

Hacunnve

Opyxve

A3apTHble Urpbl

HapkoTtuku

OHnavH-urpsl

Teppopuzm

HeueH3ypHas nekcvika

Yartbl

DNeKTpOHHas nouta

Co UMaibHblE CETU

AHOHVMan3epbl

Mynbl ans 4o6bIUM

KPpUNTOBaiOT

BakaHcum

OnucaHue

CalTbl, cosepkalle Matepurasbl MOPHOrpaduUeckoro Wiv 3poTUHECKOro
Ccofep>KaHus, calTbl 3HAKOMCTB U T. 4.

Cal)’ITbI, cojepi>kawme npusbliBbl K HACUANKD, MaTepUaibl O Pas3aNYHbIX
npouncwecTBmAax ¢ YenoBeYeCKMMU XepTBaMnn N T. A.

Cal\;ITbI, NoCBALLEHHbIE OPY>XXNHKO 1 B3pPbIiBYaTbIM BELLECTBAM, a TakKXKe MaTepuanbl
C OnncaHnem UxX N3roToBaeHUA U T. 4.

CaiTbl, Ha KOTOPbIX pPa3MelLeHbl OHAAMH-UTPbl Ha AeHbrY, UHTEePHET-Ka3unHO,
ayKLVMOHBI, @ Takoke MPUHMUMatoLW e CTaBku U T. A.

CawTbl, NponaraHampyoL e ynotpebaeHve, U3roToBaeHne Uim
pacnpocTpaHeHne HapKOTVKOB U T. J.

CalszI, Ha KOTOPbIX pa3MeLleHbl Urpbl, NCNOb3YyHOLWKME NOCTOAHHOE
coeanHeHne C NHTEPHETOM.

CaWitbl, cosepiKalle MaTepvalibl arpeccMBHO-arnTaLMoOHHOTO XapakTepa,
OMMCaHVs TEPAKTOB U T. A,

CaWiThbl, Ha KOTOPbIX COAEPKUTCA HELIEH3YPHas iekcuka (B Ha3BaHUAX pPa3jenos,
cTaThax v np.).

Cautbl ana obMeHa COO6LLI,eHI/IﬂMM B peXnmMme peasbHOro BpeMeHN.

CaiiTbl, NpefOCTaBAAIOLLME BO3MOXHOCTb HecnnaTHOW permcrpaLmm
3N1eKTPOHHOTO MOYTOBOTO ALLMKA.

COLI,VIaJ'IbeIe cetm O6UJ,EI'O XapakTtepa, AeN0oBble, KOpnopaTtBHbIE U
TeMaTn4eCKMe coumanbHble CETK, a TakKKe TeMaTndeckmne CaWiTbl 3HAKOMCTB.

CaliTbl, NO3BOJIAIOLLME MOb30BATENHO CKPbIBATh CBOKO JIMUHYHO MHGOPMALMIO U
npesocTaBaftoLWMe JOCTyn K 3a6/10KMPOBaHHBIM CaiTaM.

Caitbl, NpesocTaBaAstoLLME JOCTYN K CEPBUCAM, OO BEANHAOLWM
noNib30BaTeNel C LUesbto f00bIUM (MaliHWHIA) KPUMTOBAIOT.

Cal‘;ITbI, KOTOPbIe NCNOJIb3YHOTCA AJ1A pa3MeLleHnA BakaHCUI 1 Mowucka pa6OTbI.

Pe>xum Paspeluatb AoCTyn To/IbKO K cauTam us 6enoro cnmcka

B 3TOM pexunme 3anpeLlaeTcs AOCTyN KO BCEM Beb-pecypcam, KpoMe ykazaHHbIX B 6es0M

CMMCKe CanToB.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpu BoIbOpe pexuma Paspelsatb J0OCTyN TONBKO K caiiTam u3 6es0ro cnucka Takve
CaTbl MOTYT OTO6paxkaTbCsl HEKOPPEKTHO. baHHEpPbI 1 Apyrue aNeMeHThI caitTa,
MHTErpUPOBaHHbIE C BHELLHUMUW pecypcamMu, oTobpaaTbcs He ByayT.

Benbii N YepHbIA CNUCKU CaNTOB

Bbl MmoXeTe 3a4aTb 6enbii n l—IeprII‘/’I CMUCOK CaNTOoB, AOCTYyNn K KOTOPbIM pa3peLwlaeTca nanm
6ﬂOKVIpyeTCF| BHE 3aBUCMMOCTU OT OCTa/IbHbIX MapaMeTPOB Poantenbckoro KOHTpPOAA.

i"j Mepep fnobaBneHveM calita B YepHbI Uan 6enbii CNMCOK HEOHXOAMMO OUUCTUTL KeLl
6pay3epa, ecv caut paHee OTKpbIBaaCA B 3TOM bpay3epe.

Hacrpoiika 6e10ro 1 UepHOro CNUCKOB cauToB PoauTeIbckoro KOHTpons

1. B rpynne HacTpoek benbii n uepHbIA cNUCKM HaxxmuTe ccbiaky Mamenutb. OTkpoeTca
OKHO HacCTpoukun 6es0ro n YepHOro CMCKOB.

% Lentp GezonacHoctn > PognTenecknii konTpone > WHTepHeT > user > Benwlii v yepHeIi cinckn - O X
€ user {g} 6} '&
Benbin 1 yepHbIN CNUCKK
BHe 3aBMCMMOCTI OT HacTpoeK orpaHMYeHWi, 4oCTyN K cadTam 1z Genoro Cnicka paspeLueH.
Joctyn K caldTam M2 YepHoro cnucka BeccpodHO OrpaHUYeH.
Benbiii cnucok UepHbIi cnrcok
Crncok nycr Crnncok nycr
T
[B Haxmure, utobel 3anpetuts nameHeHna @

PucyHok 107. Hacrpoiika 6enoro u uepHoro cnuckos Poaurenbckoro KoHTpons

2. BHecnTe o6bekT B none benbi cnncok, utobbl paspewnTb JOCTYN K Beb-pecypcy. BHecuTte
06bekT B nosie YepHbIi cnnucok, utobbl 3anpeTuTb AOCTYN K Beb-pecypcy. BHeceHne
obbekTa B 6€/1bI AN YepPHbIV CMMCOK BO3MOXHO B dopmaTte Mackv, JOMeHa Uan ajgpeca

(Ha yposHe URL):

e YT0bbl #06aBUTb B CNMCOK OMNpeseieHHble CailTbl, BBEANTE ONpPeAens oLyt NX MacKy B
none BBoAa. [lonyckaeTca NCcnonb3oBaHue HykB, LMdP, CUMBOIOB «», «/», «-», «?»

PyKOBO,CLCTBO nosab3oBaTenda
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n «*». Mackun gobasnstotcsa B opmate: mask://. ..
Macka 3asaeT 06Lyt0 YacTb UMeHU obbekTa, Npu 3TOM:

9 CMMBOJ «*» 3aMeHAeT N6y, BO3MOXHO NMYCTYHO, MOCNeA0BaTeIbHOCTb
CUMBONOB;

5 CUMBOA «?» 3aMeHsAeT Ntobo1, B TOM YnC/ie NYCTOM, HO TOIbKO OANH CUMBOJI.
[Mpumepsi:
o mask://*.ru/ — 6yayT obpabaTbiBaTbCA BCE CalTbl B 30HE . ruy;

o mask://mail — 6yayT obpabaTbiBaTbCs BCE CaliThbl, B KOTOPbIX COAEPXKNTCS
CNOBO «Mail»;

o mask://?2?.ru/ — 6yayT o6pabaTbiBaTbCA BCE CalTbl 30HbI . ru, UMEHa
KOTOPbIX COCTOAT M3 TPEX UM MEHEee 3HAKOB.

e YT06bI #06aBUTb B CMMCOK OMNpeseeHHbIN AOMEH, YKaXXUTe MMA OMeHa C
CUMBOJIOM «.» UK 6e3 Hero B KOHUe agpeca. [lonyckaetcs ncrnosib3oBaHue H6yks, LUp
N CMMBOA «/»,

Mpumepsi:

o example.com— byzeT o6bpabaTbiBaThCa CaM example.com, a TakKKe ero
nogAOMEHbI *example. com,;

o example. — 6yayT obpabaTtbiBaThbCA NOAAOMEHDI *example . com, HO HE CaM
example.com

o ru. — 6yayT obpabaTbiBaTbCA BCE MOAAOMEHbI 30HbI . ru (Hanpumep,
example.ru WIN www.test.ru).

e Y1066 406ABUTL B CMMCOK TE CalThl, B afpece KOTOPbIX COAEPXKUTCA OnpeaeneHHbIN
TEeKCT, BBeAMTe B MoJie 3TOT TeKcT. [lonyckaeTca ncnosib3oBaHune 6yks, Lmdp, CUMBOIOB

((/)) N «-»,
[Mpumepsi:

o example.com/test — BygyT obpabaTbiBaThCA Takve agpeca Kak
example.com/testll, template.example.com/test22 nT. N,

o example — byayT obpabaTbiBaTbCA Takmne agpeca kak example . com,
example.test.com test.com/example, test.example?222.com U T. M.

BBeseHHasa cTpoka npu fobaBaeHMn B CMMCOK MOXET BbITb NpeobpasoBaHa K
yHuBepcanbHoMy Buay. Hanpumep agpec https://www.example.com byaeTt
npeobpa3oBaH B 3anncb example. com.

il‘_h. MNpuv BBOAE Macky, ;OMEHa 1 afpeca He yUnUTbIBaeTCA PerncTp CUMBOJIOB. ITO O3HayaeT, YTo
3anucn example . com n ExAMple . COM 6yayt obpabatbiBaThCa OANHAKOBO.

3. Haxmute kHOnKy @ yTO6bl JO6ABUTL aZpec B CMUCOK.

4. YT006HbI Y4annTb ajgpec n3 Crmncka, Bbl6epI/ITe €ro B Crncke U Ha>XkKMu1Te KHOMKY .

5. Mpwn HeobxoaAMMOCTN NOBTOPUTE Waru 2 n 3 Ans Job6aBAEHUSA APYTUX PeCypCoB.

PyKOBO,ELCTBO nosab3oBaTenda
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Bbe3zonacHbIX NOUCK

Onuua besonacHbIN NOUCK BANSAET Ha BblAauyy pPe3y/ibTaTOB MONCKOBbLIX CUCTEM. ITa GYyHKLMA
NO3BOJIAET UCKNHOUNTL HEXeNaTeNbHble pecypcbl U3 pe3ynbTaToB NOMCKA, NCNOAb3yA CpeacTBa
MOWCKOBBIX CUCTEM.

Ans aktmBaumn GyHkunm besonacHbIM nouck yctaHoBuTe nepekitovatens @D B cocTosiHne
Bkn..

13.2. OrpaHuuyeHune BpeMmeHn paboTbl 3a KOMMNbIOTEPOM U B
UHTEepHeTe

Ha Bknagke Bpems Bbl MOXeTe OrpaHnumMTb Bpems paboTbl Mob30BaTeNelr 3a KOMMbHOTEPOM
n B MHTepHeTe. [1o yMOoAauaHu1Io A5 BCeX NOJb30BaTesel YyCTaHOBAEH pexrm bes
OrpaHNYeHun.

Bbl MOXeTe Ha3HaUMTb OrpaHUYeHE NO BpeMeHn paboThbl 415 NoNb30BaTeNen, Kak
MCNonb3ys TabanLy C BpEMEHHbIMM KBagpaTaMiu, Tak U PEXUM HAaCTPOMKN MHTEPBabHOIO
OrpaHNYEeHNs BPEMEHMN.

il'i Mpu BKAOUEHWUN OTPaHWNYEHUA BPEMEHW PaboTbl 38 KOMMbIOTEPOM WK B UHTEPHETE,
aBTOMaTM4yeCKn BKJIKOYaeTCca onunsa 3anpeuj,a1'b U3MeHeHue gatbl U BpeMeHN CUCTteMbl B
okHe Camo3allinta OCHOBHbIX HAaCTPOeK.

Ta61mu,a orpaHnyeHnAa BpemMeHu paGOTbI 3a KOMMNbOTEPOM N B MHTEpPHeTe

Tabavua goctynHa B pexxume PoanTenbckoro koHTpons bes orpaHuueHwmid. MNpun BHeceHWn
n3MeHeHul B Tabanuy npodunb bes orpaHnueHunin HyseT aBTOMATUUYECKM 3aMEHEH Ha
Monb3oBaTeNnbCKuUii.

C nomMoLLbto TabanLbl MOXHO yKa3aTb AHW HEAENN N Yacbl, KOr4a NoAb30BaTe/lb MOXeT
paboTaTtb 3a KOMMbKOTEPOM, a TakKe B MHTepPHeTe. [1pn HacTyn/IeH BpeMeHU OrpaHnyeHms
A0CTyna K KoMnbtoTepy byaeT nponsBeseH aBTOMaTUYECKNIA BbIXOA M3 cucTembl. MNoka
AEVCTBYIOT OTPaHNYeHMa ANA ONpesesieHHON yYeTHOW 3anuncuy, BOUTH B 3Ty YYETHYHO 3anncb
Henb3s. Bo BpemMa aenctBma orpaHnYeHnin Ha paboTy B UHTEPHETE BECb MHTEPHET-KOHTEHT
nepecTaHeT 3arpyXarbCs.

Bpems, ocTaBlueecs A0 BKAOUYEHNSA OFPaHUYEHUN AOCTYyNa, MOXHO NOCMOTPETb B MEHHO
Dr.Web, HaxaB Ha nantky OrpaHuueHue BpeMeHW.

PyKOBO,CLCTBO nosab3oBaTenda
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PoayitenbcKuii KOHTPO/Ib

YT106bI OrpaHNunTL Bpems paboTbl B peXxume Tabauubl

1. BbibepuTe AHM Heaenn 1 yachbl, Korga TpebyeTcs 3anpeTuTb NOJb30BATENO BbIXOA B
WHTEPHET, N BblAENTe COOTBETCTBYHOLLME BPEMEHHbIE SUENKN CUHUM LIBETOM:
e 4TO6bI BbIAENNTL OAHY AAUENKY, HAXXMUNTE Ha Hee ONH pa3 NeBOW KHOMKOW MbILLW;

e 4TOObl OAHOBPEMEHHO BbIAE/NINTb HECKO/IBKO PACMOOXKEHHbIX PAAOM A4Yeek, OAMH pa3
HaXXMUTe NEeBOI KHOMKOW MbILLW Ha MEePBYIO AYENKY U, yAEP>XKMBAA KHOMKY HaXaTow,
BblJe/IMTe BECb HEOOXOAMMBI NEPUOA,

2. Boibepute gHM Hegenn n yackl, korga TpebyeTcs 3anpeTuTb NoAb3oBaTeNto paboTy 3a
KOMMbIOTEPOM, N BblAENNTE COOTBETCTBYHOLLME BPEMEHHbIE AUENKN KPaCHbIM LIBETOM:

e YTOObI BblAENNTb OAHY HMEVIKy, ABa>XAabl HAKMUNTE Ha Hee NeBO KHOMKOWN MblLLW;

e UTO6bI OAHOBPEMEHHO BbIAENNTb HECKOBKO PACMONOXEHHbBIX PAAOM AUeeK, ABaXKAbl
HaXXMUTe NEeBOM KHOMKOM MbILUM Ha MEPBYHO AUENKY 1, YAEeP>KMBas KHOMKY HaXaTow,
BblAeNNTe BECb HEOOXOANMBIN MEepPUOA.

< Poautenbckuii KOHTpOb & & L

€Y user

WMntepHer Bpema ®ainbl n nankm

MonbzoBaTENBCKWIA PEXIM W @

o0 o1 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 2 22 23 24
MH
Br L[] SR | | [ [ [ ]
Cp [ (P | [ | [ [ ]
4 AEEEEEEENENENEREENNEEEEN
M

bez arpaHuMJeHnia

l OrpaHu4nTe 4OCTYN K MHTEPHETY
l OrpaHu4nTE 4OCTYN K KOMMBHTERY

A
[BH Haxmure, 4Tobel 3anpetuTe M3MEHEHNA @

¥ LlenTp Besonacrocn > PoguTensckuii konTpons = user > Bpems - O X

PucyHok 108. Tabavua BpeMmeHU paboTbl 3a KOMNbLIOTEPOM U B UHTEPHETE

Bbl MOXeTe Takke co3gaBaTb pa3Hble HACTPOMKM AN OAHOTO NOAb30BaTeNS, COXPAHASA UX B
npodunn. laHHaa onuus byaeT yaobHa, eciv BaM NOHAZ06MTCA Nepruoanyeckm MeHATb
HaCTPOVKM Ha Apyrue npeAonpeaeneHHble 3Ha4eHna (HanpumMep, 3ajaBaTb pa3Hble
OorpaHunyeHus BO BpemMs y4ebHOro roga v WKOAbHbIX KaHWKY).

PyKOBOACTBO nosb30BaTena
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PoayitenbcKuii KOHTPO/Ib

CoxpaHeHue n yaaneHue npoduns HacTpoek

e YT06bI CO34aTb MPOdUAL HACTPOEK, HAXXMUTE KHOMKY @ Mpw 3TOM B Npoduae coxpaHaTca
HacToALMe HaCTPONKN Tabanupbl. B ganbHenweM Npu n3MeHeHn HacTpoek NPOdUAA OHU
OyAyT aBTOMaTUYECKM COXPaHATLCA.

e YTOObI yaanuTb Npoduab HacTPOekK, HaXKMUTe KHOMKY .

NHTepBanbHoe orpaHMuyeHne BpemMeHu paboTbl 3a KOMMbIOTEPOM

Bbibepute pexxvum MIHTepBanbHOe orpaHMuYeHne BpeMeHM, eC/in Bbl XOTUTE yKa3aTb, CKOJbKO
BPEMEHMU B IeHb MOXHO paboTaTth 3a KOMMbOTEPOM. baarogaps TakoMy pexxumy
noJsib30BaTe/lb CaM CMOXET pacnpesensitb BpemMs 3a KOMMbOTEPOM B TeueHue aHdA. Obpatute
BHMMaHWe, UTO B 3TOM pexXunme, B OTIMUME OT pexnma Tabanubl, HeNb3s 3a4aBatb
orpaHuyeHne BpeMeHu paboTbl B UHTEPHETE.

¥ LlenTp Besonacrocn > PoguTensckuii konTpons = user > Bpems - O X

< PoauTensCKuid KOHTpOb & & L

€Y user

WMntepHer Bpema ®ainbl n nankm

MHTEpBEﬂhHOE orpaHyuYeHre epemMeHn hd

NMoHeaenbHWK — NATHWLA

OFpaHHHHTh WMCNONL30EaHWE KOMNBHOTEPRA 40!

Cyb6b6oTa 1 BockpeceHbe

OFpaHHHHTh WMCNONL30BEaHWE KOMNBHOTEPRA 40!

MNepepbiBbl

OrpaHu4nTE AMMTENEHOCTE HEMPEPLIEHOA paboTkl 2a
KOMMBKITEPOM A0

[AnTensHOCTE NepepsIBa MEXAY WHTEPEANaMM
paboTs:

A
[ Haxmure, ytefel 2anperuts HIMEHEHNA JononHuTensHble HACTPORKK @

PucyHok 109. HacTpoiika HTepBasibHOro OrpaHUYeHUA BPEeMeHU

Bbl moxeTe 3a4aTb OrpaHNYeHnE No KOJIMYeCTBY HaCoB B A€Hb A4 ChejyrownX nepmnojoB:

® C NOHeAe/IbHMKa Mo NATHULY;

e B cy660Ty 1 BOCKpeceHbe.

B rpynne HacTpoek MepepbiBbl Bbl MOXETE YCTaHOBUTb MPOAO/IKNTENBHOCTb HEMPEPbLIBHOW
paboTbl 32 KOMMBIOTEPOM U MPOAOIKUTENBHOCTb MEPEPBLIBOB MeXAY NHTepBanamm paboTbl.

PyKOBO,CLCTBO nosab3oBaTenda
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B rpynne HacTpoek HouHoe Bpems, KoTopas CTaHOBUTCA AOCTYMHOM NPU HaXaTUK Ha CCbIIKY
[ ononHutenbHble HACTPOUKK, Bbl MOXETE 3aMpeTuTb AOCTYN K KOMMbIOTEPY B HOUHOE BpeEMS
He3aBMCUMO OT OBLLEero KoOMYeCTBa pa3peLleHHbIX YacoB.

13.3. Aoctyn Kk ¢paitnam u nankam

Ha Bisiagke @ainbl M Nanku Bbl MOXETE OrPaHNUMTb MNOAb30BaTENAM AOCTYN K dannam m
nankam. Mo yMoa4aHWo orpaHnyeHms Ha JOCTynN K dariiam 1 nankam OTCYTCTBYHOT.

YT06bI BKAKOUNTL MAM OTKIHOUNTL OrpaHuUYeHne Joctyna kK dainnam n nankam ans
noab30BaTens, UCMob3ynTe nepekitovatens @D,

#F Llentp GezonacHocTn > PoguTenscknii koHTpone > user > Daiinsl  nankw

< Poautenbckuii KOHTpO/ib IR AN

€ user

MHTepHer Bpema @ainsi n nankm

Baokupoeka goctyna: m B

OBpatiTe EHMMAaHWE, YTC BAOKWPOBKE AOCTYMNA HE FapaHTWRYETCA MPK JarpyaKe KOMMEKTERE C BHELIHWX HOCUTEN R MAK
oBpaLLeHW K HEMY W2 APYTUX ONEpalnoHHLIX CUCTEM.

®

ObbexkT

Locryn
ChUsers\user\Documents ToNeKO YTEHME v
I:I CA\Windows\notepad.exe ToNLKO YTeHME v
T
[B Haxmure, 4tobel s3anpetuts usmereHna @

PucyHok 110. YnpaBneHue aoctynom K ¢aiiziam u nankam

il'j Orpan-leHme A4OCTyMNa He rapaHTUpyeTCa npwu 3arpy3ke KoOMrnbroTepa CO CbeMHbIX HocuTenen

nan O6pa|.|.l,eHVII/1 K 3a4aHHbIM obbekTam 13 ApYyrnx onepaunoOHHbIX CUCTEM, YCTaHOBJIEHHbIX
Ha KOMMbHOTEPE.

UTo6bI OrpaHNunTbL AOCTYN K panam U nankam

1. Bratounte 610KMpPOBKY AOCTyna K daniam 1 nankam, Mcnoab3ys nepekntovatens @lD.

2. YT106bI fO06aBUTL O6BEKT B CMUCOK, HAXXMUTE KHOI'IKy@ 1 BbibepuTe HYXHbIA dann nam
nanky.

3. BbibepuTte pexum goctyna ans sobaBneHHoro obbekra:

¢ 3abnokupoBaH, UTOObl MONHOCTbHO 3a6/10KMPOBaTh AOCTYN K BblIOpaHHOMY 06 beKTy.

PyKOBO,CLCTBO nosab3oBaTenda
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e Tonbko uTeHue (BbI6paHO MO YMOAUAHUIO), UTOObI pa3peLlnTb YTeHNe BbiIOpaHHOro
obbekTa (Hanpumep, NPOCMOTP AOKYMeEHTa, M306pa>keHns, 3anyck NCNOAHAEMOTrO
dawina), npn 3ToM BbIBpaHHbIN 06BEKT HEeNb3a ByaeT NnepemMecTuTb, yAaauTb, a TakKe
N3MEHUTb ero CoAepXXnumMoe.

Y106kl yaannTb 06beKT, BbibepuTe ero B CMCKe N HaXXKMUTe KHOMKY .

PyKOBO,ELCTBO nosab3oBaTenda
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14. NHCcTpyMeHTbI

B 3TOM OkHe nNpeaocTaBAfeTCs A4OCTYN K AOMONHUTENbHBIM UHCTPYMEHTaM yrnpaBaeHums
npogayktom Dr.Web.
Yr1o6bI Nnepentn B rpynny Hactpoek MHcTpymeHTbI

1. OTkpoiite MeHio Dr\Web % 1 Bbi6epute nyHkT LieHTp 6e3onacHocTy.

2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKy UHCTpYMeHTbI.

W Lentp 6esonacrocTn > WHcTpymenTsl

€ LleHTp GezonacHocTH & O 0

A VHCcTpyMeHTh

% MeHeaep kKapaHTUHa AHTUBMpPYCHas ceTb

MpocMoTp K YyNpaEneHe oBHaPYREeHHbIMK _:l Ynpaenenwe npogykramu DrWeb Ha
YTPOZamMM APYTUX KOMMEKITEPAX CETH

MeHeaxep nuueHzun

VHdopmauwa o TeKyLLER AMLEHZMM,
MPOANEHME MK MOKYMKA HOBOR AMLEH3ZMM

30

A
[ Haxmure, ytefsl 2anperuTs MIMEHEHNA @

PucyHok 111. OkHo IHCTpyMeHTbI
Ana nepexosa K HEOHXOAMMOMY NHCTPYMEHTY HaXXMUTE COOTBETCTBYHOLLYHO MANTKY.
B 3Tom pasaene:

e MeHezxep KapaHTUHa — CMUCOK N30MPOBAHHbIX GaliioB N BO3IMOXHOCTb UX
BOCCTaHOBJ/IEHUA.

o AHTMBMPYCHasA CeTb — YAANEHHbIN JoCTyn K npoaykTam Dr.Web, yctaHoBAeHHbIX Ha Apyrux
KOMMbtOTEPAX BHYTPU BalLen ceTu.

e MeHezaXep NNLLEeH3NN — I/IHq)OpMaLI,VIFl O IMUEH3NN, NoaydeHne HOBOW NUEH3NN.

PyKOBO,CLCTBO nosab3oBaTenda
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14.1. MeHep)Kep KapaHTUHa

WNHcTpymeHTbI

MeHezxep KapaHTMHa — MHCTPYMEHT, MO3BOAAIOLLMIA YNPaBASATb N30JUPOBAHHBIMY
davinamu. B kapaHTMHe cogep>kaTtca daiibl, B KOTOPbIX Oblan 06Hapy>XeHbl BpeAOHOCHbIEe
061bekTbl. Takke B KapaHTUH NOMELLAIOTCSA pe3epBHble Konuu ¢pannos, 06paboTaHHbIX
Dr.Web. MeHepxep kapaHTUHa NpefOCTaBAAET BO3MOXHOCTb YAaNeHUs, MepenpoBepkn 1

BOCCTAHOBJ/IEHWSA M30ANPOBaHHbIX GanoB.

Yro6b1 Nepentn B okHO MeHemKep KapaHTUHA

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIBLIEMCS OKHE HaxxmMuTte nantky MHCTpymeHTbl.

3. Haxmute nantky MeHegkep KapaHTUHa.

F LenTp BezonacHocTn > VIHCTpyMeHTl > MeHegep KapaHTUHE

€ VIHCTpYMEHTBI

4 MeHeaxep KapaHTUHa

WMHdopmauns o M20nMpoBaHHeIX Galinax M BOCCTAHOBABHWE PEe2epREHEIX KOMWA,

©

ObbekTsl Yrpoza Nata poBaeneHMA

- | NMyts

|:| cloudcar[1].exe CLOUD:AMTSO.Test Mirus 372472023 8:56 AM

A
[BH Haxmure, 4Tobel 33npetuTe MSMEHEHNA

CA\Users\user\AppDataiLoc...

PucyHok 112. O6bekTbl B KapaHTUHe

B ueHTpanbHOM YacT okHa oTobpaskaeTca Tabavua ¢ nHGopmaLmen o COCTOAHUM

KapaHTUHa, BKAKOYaoWana chegyrome nona:

e O6beKTbl — CMUCOK MMEH O6'beKTOB, HaXo4ALWMXCA B KAPAHTUHE,

e ¥rposa — kiaccudukaums BpejOHOCHOW nporpammsl, onpegensemas DrWeb npu

aBTOMaTn4eCKOM nepemMeLLeHnmn obbekTa B KapaHTUH,;

e [laTa pobaBneHns — AaTa, KOraa o6bEKT Obll NepeMeLLEH B KapaHTUH;

e MyTb — NO/HBIN NYTb, MO KOTOPOMY HaXOAWUNCA O6BEKT A0 NepeMeLLEeHNs B KAPaHTUH.

PyKOBO,CLCTBO nosab3oBaTenda
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WNHcTpymeHTbI

I B okHe MeHep,>Kepa KapaHT/Ha cba|7u1b| MOTYT BUAETb TONIbKO T€ NO/Nb30BaTe/In, KOTOPbIEe
MMEKT K HAM AO0CTyT. YT06bI OTO6paBVITb CKpbITble 06BbEKTHI, HeO6XOAI/IMO MMEeTb MNpaBa
agMNHUCTpaTopa.

Pe3epBHb|e Konunn, nepeMelleHHble B KapaHTUH, MO YMOJIYaHUKO He 0T06pa>|<a+0Tc;| B

Ta6J'IMLI,e. YT0b6bI BNAETb UX B CMNCKE O6'beKTOB, Ha>XMuTte KHOI'IKy@ 1 B BbllMadakoLiem
cnuncke Bbl6epI/ITe MYHKT MokasbiBaTh pe3epBHblIe KONMUA.

Paborta c o6bekTamn B KapaHTUHE

B pexxume aamMuHucTpaTopa A KaXkA0oro o6bekTa AOCTYMHbI CleaytoLye KHOMKN
ynpaBaeHus:

e KHorka @ (BocctaHOBUTb) — NepeMecTUTb OANH NN HECKOJIbKO BbIBpaHHbIX 06BbeKTOB B
HY>KHYHO Mnarky.

i‘f Ncnonb3yiite gaHHyto QYHKLMIO TOIbKO B TOM C/yyae, eCau Bbl yBepPeHbl, YTO 00bekT
6e3onaceH.

e KHOMkKa @ (MepenpoBepunTb) — MNOBTOPHO NPOBEPUTL OOBEKT, NepeMeLLeHHbIN B
KapaHTUH.

e KHOMka (Yaanutb) — yaanvTb OANH NN HECKONbKO BbiIOpPaHHbIX 06BEKTOB 13
KapaHTUHa U N3 CUCTEMBI.

DTV AeNCTBMA AOCTYMHbI Tak)Ke B KOHTEKCTHOM MEHIO MPU HaXkaTumM NPaBOM KHOMKOMW MbiLUIN
Ha OAWMH UM HECKOIbKO BbIGpaHHbIX 06 BbEKTOB.

Yto6bl yaanuTb cpa3y Bce 06BbEKTbI U3 KapaHTMHA, HaXXKMUTE KHOMKY @ " B BblMagatowem
cnucke BbibepuTe NyHKT YAanuTb Bce.

AononHntenbHoO

[na HaCTPOWKM ONUMIA XpaHEHMA N aBTOMATUYECKOrO yAaneHns 3anncen B KapaHTUHe
nepenanTe B HacTpokn MeHezxepa KapaHTUHa.

14.2. AHTUBMpPYCHaA ceTb

JTOT MHCTPYMEHT MO3BOJIAET yNpaBaaTb nporpammamu AHTuemnpyc Dr.Web ana Windows,
AHtneupyc DrWeb ans cepsepoB Windows 1 Dr.Web Security Space B pamkax ogHOM Bepcum
NpoAyKTa Ha APYrnx KOMMbOTepax B npesesnax OAHOM J0KaAbHON CeTw.

PyKOBO,CLCTBO nosab3oBaTenda
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WNHcTpymeHTbI
YT06b1 NEpeTM B OKHO AHTMBMpPYCHaA ceTb
1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKY UHCTpYMeHTbI.
3. Haxmute nantky AHTUBUPYCHaA CeTb.
W LlenTp BezonacHocn > VIHCTpymMeHTEl > AHTUBNPYCHAA CETE - O X
€ NHCTpYMEHTbI & O 4

Ch AHTUBUMpYCHas ceTb
B TEﬁJ'IHLLE‘ nepedrucnedbl 4OCTYNHBIE YAaneHHBIE KOMNBHOTEDDLI, Ha KOTOPbLIX YCTaHOBNEH DrWeb. Bul moxeTe MNpPoCMaTpUMEaTh

WHbopmaumko o DriWeb Ha BpIBpaHHOM KOMMBKITEPE, NOAKNKIUMTECA K HEMY WM YNPAEAATE HACTPOAKAMKM NPOLYKTA,
BKIOYATE M OTKAKYATh KOMMOHEeHTBI 2aLLUMTLI.

GD  Dpeskrop-rP75CL9 IP-agpec: 10.0.2.15 v

PucyHok 113. KomnbloTepbl aHTUBMPYCHOW ceTU

KomMnbtoTepbl B 1OKaibHOM ceT oTobpa>katoTca B CMUCKE TO/bKO B TOM C/lyYae, ecau B
YCTaHOBNEHHOM Ha Hux npoaykte Dr.Web pa3pelueHo yaaneHHoe ynpasaeHue. Bol moxeTe
pa3pewmnTb noakatoyeHme k DrWeb Ha Bawwem KkoMnbroTepe B OKHEe HaCTpoeK AHTUBNPYCHOWN
ceTu.

Ecnm HeobxoaMMbIN KOMMNbIOTEP He OTOHpaxkaeTca B ceTn, NnonpobyinTte 406aBUTb €ro

BPYYHYH0. [Inf 3TOro HaXXmMuTe KHOMKY @ n BeeauTe IP-agpec B dopmate IPv4 naum IPv6.

ilj Ecam Ha CTaHUMWN OTKNHOYEH KaKoM-1Mbo 13 KOMMOHEHTOB, NOABASETCS MHAVKaUMA B BUAE
BOCKNMLATE/IbHOTO 3HaKa.

PyKOBO,CLCTBO nosab3oBaTenda
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MapameTpbl pa6oTbl AHTUBUPYCHOW CeTU

B xoze paboTbl aHTMBMPYCHON ceTn ncnonb3ytotcs multicast 1 UDP-3anpocel co
cneayoLVMn napaMeTpamu:

MapameTpbl ana multicast:

e |P-agpec: 239.194.75.48 nnwn ff08::28 ans IPv4 n IPv6 cooTBETCTBEHHO
e [lopT: 55566

e VIHTepsan onpoca: 2000 mc
Mapametpsl ana UDP-3anpoca:

e [lopT: 55566

e VIHTepsan onpoca: 2000 mc

UT06b1 NOAKNIOUNTLCA K YAAA/IEGHHOMY aHTUBUPYCY

1. BbibepuTe HY>HbI KOMMNbIOTEP M3 CNUCKa. B packpbiBLUuelics cTpoke oTobpa3mTcs
noapobHas nHopmMaumsa o cTaTyce KOMMOHEHTOB Ha CTaHLMM U O NOC/eAHEM
OBHOBAEHUWN.

2. Haxxmute kHonky MogkntounTtbes.

3. BBeguTe KOA, 3alaHHbIV B HAaCTPOMKaXxX yAaleHHOro aHTuBMpyca. B obnactv ysegomaeH W
Windows Ballero komnbtoTepa NOABUTCA 3HAUOK YAANEHHOTO aHTMBMPYCa W, a Takoke
6yzeT NokaszaHO yBejOMIeHMe 06 YCnewHOM NOAKIHUYEHUN.

il": Bbl MOXETE YCTaHOBUTb TO/IbKO OZHO COEAMHEHME C yaaneHHbIM npogyktom Dr.Web. Mpwn
Ha/IMUMM YCTaHOBJIEHHOTO COeAMHEHUs KHOTKa MoAKAoUMTbCA HeZOCTyMHa.

Bbl MOXeTe npocMaTpuBaTh CTaTUCTUKY, BKIKOYATb M OTK/IHOYaTb MOAY/IN, @ Takke U3MEHATb NX
napametpbl. AHTUBMpPYCHaA ceTb, KapaHTuH, CkaHep v 3awmTa OT NoTepu AaHHbIX
HeZOCTYMHbI.

Takke BaM focCTyneH nyHKT OTcoeanHUTBLCA, Npu BbiIbOpe KOTOPOro 3aBepLuaeTca
YyCTaHOBJIEHHOE COeAVMHEHWE C YAaNeHHbIM aHTUBUPYCOM.

14.3. MeHepyKep nnLeH3nin

STOT UHCTPYMEHT MO3BOIAET MPOCMOTPETb MHPOPMaLmMto 060 Bcex anLieHsnax DrWeb,
XPaHALWMXCA Ha BalleM KOMMbIOTEpPE, a Takoke N3MEHUTb TEeKYLLYHO NNLEH3UIO, MPOANUTL ee
NN KYNWUTb HOBYIO W aKTUBMPOBATb ANA NCMONb30BaHMUA.

PyKOBO,CLCTBO nosab3oBaTenda
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UTo6bI Nnepenitn B okHo MeHepkep nuueH3uii us LieHTpa 6e3onacHocTn

1. Otkpoiite MeHto DrWeb ®# 1 Bbi6epute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXMuUTe NANTKY UHCTpYMeHTbI.

3. Haxxmute nantky MeHegpKkep NULLEH3NMNA.

UT06b1 NepeiiTn B okHOo MeHemkep nuueH3nit 3 MeHro nporpammbi

1. OTKpoiiTe MeHo DrWeb .

2. Bbibepute nyHKT JINL,eH3UA.

W Lentp Bezonacroctn > Vncrpymentsl > Menegkep anueHsni - O X

€ VNHCTpyMeEHTbI & O 0
Q MeHeaxep AULEH3UA

TEKYLI.I.aFI JMUEH3NA

MpoaykT: Dr.Web Security Space
CepuiiHbIA Homep:  25A3-4T4Q-F*=.Fx=x
Ocranoce: 269 aHen

MoapobHee

AKTMBMPOBaTb MM KYNMUTe HOBYH JUUEH3WMH

[nA 2aumTsl KOMNBHITERE HYXHO I'IpHOﬁF)ECI’H W aKTUEWPOBATE AULIEHZWHD, KyI'IHTE HOBYHY WAW NpOoAnNTE CEOKD Ha caiiTe no
KHOMKE Hi#e, Take Bl MOXETE AKTHMEWPOEBATE e KYNAeHHYH AMLEHIWMHD.

NuuensmonHoe cornalenme CF ®

PucyHok 114. MeHep)xep VL, eH3UN

UT06bI NOCMOTPETH MOAPOOHYIO MHOOPMALMIO O TEKYLLEW NLIEH3UN, HAXKMUTE
kHonky Moapo6Hee.

UTo6bI NpocMoOTpeTb MHGOPMALLMIO O /INLLEH3UN, KOTOPasA Ha AAaHHbIA MOMEHT He
ABNAETCA TeKylen

1. HaxmuTe kHonky MogpobHee. OTkpoeTcs OkHO CBEAEHWI O MNLEH3UN.

2. B BbiMagatolem cnncke BbibepuTe NOAXOAALLYHO TULEH3MIO.

Ecaun pelictBMe MNLEH3UN PacnpOCTPaHAETCA Ha HECKOIbKO MPOAYKTOB, CMINCOK NMPOAYKTOB
AOCTyrNeH B packpblBatoLLeMcs crincke no ccbinke Ewe.

PyKOBO,CLCTBO nosab3oBaTenda
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| Ecnv akTMBMpoBaHO HECKOBbKO AEMCTBYHOLLMX JIULEH3UA OAHOBPEMEHHO, CPOK AEUCTBUA

A; KaXkzon nnueH3mm byaeT nctekaTb. YTo6bl 3TOr0 He NPOM3OLLNO, MPY aKTUBALMK HOBOW
JNINLEH3UN YKaXWUTE CepUiHble HOMepa NpeAblAyLLMX aKTUBUPOBAHHbIX AULEH3WA. Torga
CPOKWN AEVCTBUA JINLEH3NA CyMMUPYHOTCS.

UT06b1 yAANUTD NLLEH3UIO

1. Y6eautech, uto Dr.Web paboTaeT B pexume agMuHMUCTPaTOPa (3aMOK B HUXKHEN YacTu
| [l
nporpaMmbl «OTKPbIT» 'L). B NpoTMBHOM Cnyyae HaXXmuTe Ha 3aMOK .

2. Haxxmute kHonky Moapo6Hee. OTkpoeTcs okHO CBEAEHUI O INLEH3UN.

3. Bb|6ep|/|Te M3 BblNajatowero Crnmcka AnMueH3nto, KOTOPYHO Bbl XOTUTE YAaNUTb, N HAXKMUTE

KHOMKY . O6paTI/1Te BHUMaHWME, YTO NOC/IEeAHHOHO AeVICTByI-OLLI,y}-O JINLUEH3NKO YAaNNTb
Henb3qa.

Y106bI HA3HAUUTDL TeKywyro JInyeH3unro

1. Y6eantech, uto Dr.Web pabotaeT B pexxume agMuHncTpaTopa (3aMmok B HUXKHEW YacTu
nporpaMmbl «OTKPbIT» 'h) B NpoTMBHOM C/lydae HaXXMuUTe Ha 3aMOK

2. Haxxmute kHonky MoapobHee. OTkpoeTcs okHO CBeAEHMI O ANLEH3NN.

3. BbibepuTe 13 BbiNajatoWwero cnmcka JMLEH3nto, KOTOPYHO Bbl XOTUTE Ha3HaUNTb TEKYLLEN, U
Ha>XMWUTe KHOMKY

Mpwn HaxaTnn kHonkv Kynutb nporpamma oTKpoeT CTpaHuLy Ha caTe KomnaHuu «Jloktop
Beb6», rae Bbl MOXeTe KynuTb WAV NPOAAUTL JINLLEH3UIO.

e Ecnny Bac HeT akTMBMPOBAHHOW ANLLEH3UK, MPOrpaMMa OTKPOEeT CTPaHMLYy NOKYMKM
nueHsnn. Chegynte MHCTPYKLMAM Ha canTe, YTobbl NprMobpecTt HOBYO NLIEH3NIO U
aKTMBMpPOBAaTb €e.

e Ecnn y Bac y>ke ecTb akTMBUPOBAHHAasA JIMLIEH3MA, MPOrpaMMa OTKPOET CTPaHuULy NpoaneHms
JNLEH3UN, Ha KOTOpYLo ByayT nepeAaHbl NapameTpbl MCNOAb3yeMon nnueHsnmn. Cnegynte
WHCTPYKUMAM Ha caliTe, UTobbl MPUOBPECTU 1 aKTUBUPOBATb NPOAJIEHNE AeACTBUA
nnuensun. NoapobHee o Npog/ieHnn cM. B pasgene [1posneHne IMLIEH3NN.

I_lpl/l Ha>aTlnn KHOMKW AKTI/IBVIpOBaTb OTKPOETCA OKHO, B KOTOPOM Bbl MOXXeETE aKTMBMNPOBAaTb
HOBYHO JUUEH3WIO.

AononHurenbHo

Ccbinka /luLieH3noHHoe cornatenvie & oTKpbIBaeT TeKCT COralleHns Ha caiTe KOMMNaHuw
«[lokTop Beb».

PyKOBO,CLCTBO nosab3oBaTenda

207


https://license.drweb.com/agreement/

AT L4
K

-
.

A}

UcknroueHnsa

15. UcknroueHuns

B saHHOW rpynne HacTpoek Bbl MOXETE HaCTPOUTb MCKIHOUYEHWNS N3 MPOBEPOK KOMMOHEHTaMK
SpIDer Guard, SplDer Gate, SpIDer Mail n CkaHep, a Takke f06aBUTb agpeca OTnNpaBuTeNeN B
YepHbIV UM Benblii CNUCKK, YTOBbI MMCbMa OT HUX He MPOBEPAIMCL Ha CMaM.

Y106bI NepenTn B rpynny HacTpoek MckaroueHns

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY NcknroueHns.

% LlenTp 6esonacrocTn > Mcknrodenna - O X
€ LleHTp BesonacHocTH & O 4
oo
om Wcknrouernns
CaiiTbl Paiinel U Nanku
@ focTyn K caifTam, HepeKoMeHayemeIM D WMcknoueHme yrkazaHHelx dainoe u nanok
Dr.Web M2 NPOEEPKK
MpunoxeHusa AHTucnam
VickaroueHme yrKazaHHEBIX NPUA0XEHHUA E WckaroueHme coobuieHui oT yKazaHHeIX
M3 MPOBEpKK OTMPaEMTENEA M3 NPOBEPKW Ha cnam
T
HaxmnTe, 4Tobbl 3anpeTTe M3MEHEHNA @

PucyHok 115. OkHo Uckntouenns

Yro6bl NeperTu K NapameTpam UCK/IFOUEHUN

1. Y6eauntech, uto Dr.Web paboTaet B pexvme agMUHNCTPATOPA (3aMOK B HUXXHEN YacTu
(i)
nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3amMoK

2. Haxxmute nanTKy COOTBETCTBYHOLLEro paszena.
B 3Tom pasgene:

e CalTbl — NapamMeTpbl OCTyNa K caTaM, KOTOpble He PEKOMEHAYHOTCS K MOCELEeHNHo
koMnaHwuen «oktop Beb».

e Dalinbl n nankv — nckNrOYeHVEe onpeseneHHbIX GalriioB 1 Manok U3 NPOBEPKM
komnoHeHTamu SplDer Guard n CkaHep.

PyKOBO,CLCTBO nosab3oBaTenda
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e [pUIOXeHNS — UCKIHOYEHME ONpPeseNeHHbIX MPOLLeCCOB U3 MPOBEPKN KOMMOHEHTAMM
SpIDer Guard, SplDer Gate n SpIDer Mail.

e AHTMCaM — NapamMeTpbl MPOBEPKM MMCEM Ha craM KomrnoHeHToM SplDer Mail.

15.1. Cauitbl

Bbl MOXeTe 3aZaTb CMMCOK CAaUTOB, JOCTYN K KOTOPbIM ByzeT pa3peLleH BHe 3aBUCMMOCTM OT
napameTpos nposepkn HTTP-Tpadunka komnoHeHTOM SplDer Gate. Ecav B napametpax SplDer
Gate BK/toueHa onuma baokupoBaTb HepeKOMeHayeMble CaliTbl, Bbl MOXeTe pa3peLlnTb
AOCTYyN K onpeAeneHHbIM cartaM, 206aBUB MX B CMNCOK NCKIOYeHWI. [locTyn K cantam 13
cnuncka byaeT paspeLleH, o4Hako aHTMBUPYCHaA NpoBepka 3TUX CauToB ByAeT coxpaHeHa.

UT06bI HACTPOUTHL CMIUCOK CAUTOB, AOCTYN K KOTOPbIM 6yaeT paspelueH

1. Otkpoiite MeHo DrWeb ® 1 Bbi6epute nyHKT LieHTp 6e30nacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXxMuTe NanTky UcknroueHums.

3. Haxmute nantky CauTbl.

% Llentp Bezonacroctn > Wckntouerna > Caiitel

€ McknroveHuna {§} 6} f)l
@ Caitol

Bel mMoXeTe pazpelunTs GOCTYN K CAATaM, HepekomeHgyembin DriWeb, AHTMBMPYCHAA NPOBEPKE TAKWX CAMTOE COXPAHAETCR,

©

OfwekT SplDer Gate

Crnuncok nycT

T
HasranTe, YTobbl 33aNPETUTE M3MEHEHNA ®

PucyHok 116. Cnucok uckirouaemMbiX cauToB

Mo ymonuaHwuto cnmncok nyct. Ecam agpec cavta gobaBneH B CNMCOK UCKAKOYEHWIA, TO JOCTYN K
HeMy ByAeT NpesoCTaBAATbCA BHE 3aBUCUMOCTM OT Apyrux napameTpos SplDer Gate.
ObpaTtnTe BHMMaHMe, eCan TakoW canuT jobaBaeH OAHOBPEMEHHO W B YEPHbIA CIMCOK MOAYNSA
PoANTENbCKNIA KOHTPOJIb, U B UCKNKOUEH WS, AOCTYN K HeMY ByaeT 3a6N10KMpOBaH.

PyKOBO,ELCTBO nosab3oBaTenda
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UT06b1 06aBUTb JOMEHHbIE agpeca B CNMUCOK UCK/TFOUEeHUI

1. B none BBOJa YKaXXmnte JOMEHHOE UMA UAN YaCTb JOMEHHOIo MMEHN ca|7|Ta, A4OCTYyn K
KOTOPOMY Bbl XOTUTE pa3peLllnNTb BHE 3aBUCUMOCTM OT APYrmnX orpaHquHvuZ:

e yTO6bI J06ABUTL B CMUCOK ONpeseNeHHbIV CaliT, BBeAWTe ero agpec (Hanpumep,
www . example. com). [lOCTyn KO BCEM pecypcam, pacnoNoXeHHbIM Ha 3TOM canTe, byaeT
pa3peLueH;

e UTOObI paspeLmnTb AOCTYN K TEM calTaM, B ajpece KOTOPbIX COAEPKUTCA OnpeseneHHbI
TEKCT, BBeAMTe B Moje 3TOT TeKcT. [Tpnumep: ecam Bbl BBegeTe TeKCT example, TO JOCTYN K
agpecam example.com, example.test.com test.com/example,
test.example222.ru 1 T. N. byaeT paspeLleH;

e UTOb6bI paspeLwmnTb AOCTYN K ONpeAesIeHHOMY AOMEHY, YKaX1Te MMA AJOMeHa C CUMBOJIOM
«.». B Takom cnydyae AOCTyn KO BCEM pecypcaM, HaxOAALWMMCS B 3TOM AOMeHe, byaeT
pa3pewleH. Ecan npuv ykasaHnu JoMeHa NCrNoib3yeTca CUMBOA «/», TO Ta 4YacCTb
NOACTPOKM, UTO CTOUT CNEBA OT CMMBOJIA «/», ByAeT CUNTaTbCA LJOMEHHBIM UMEHEM, a
4YacTu cripasa OT CMMBOJIa — YacCTbHO Pa3peLleHHOro Ha JaHHOM JOMeHe ajpeca.
MpumMep: ecan Bbl BBeAETE TEKCT example.com/test, TO OyayT pa3peLleHbl Takue
ajpeca Kak example.com/testll, template.example.com/test22 N 1. N,

e yTO6bI 106aBUTb B UCK/IFOUEHUA OMNMpPeAeNeHHble CaliTbl, BBEAMNTE OMPeAENtoLLYHO UX
Macky B nosae BBoga. Mackn gobasnsatorcs B popmate: mask:// . ..

Macka 3agaeT 06LLyto YacTb UMeHU 0bbekTa, Npu 3TOM:

o CUMBOJ «*» 3aMeHseT NtobyLo, BOSMOXHO MYyCTYto, NOCAeA0BaTebHOCTb CUMBOJIOB;
o CMMBOJ «?» 3aMeHAEeT Nt060K, B TOM UMCae NYCTOW, HO TOIbKO OAWH CUMBOJ.
Mpumepsi:

o mask://*.ru/ — 6yAyT OTKPbIBaTbCA BCE CallTbl B 30HE . ruy;

o mask://mail — ByAyT OTKPbIBATLCA BCE CANTbI, B KOTOPbIX COAEPXKMTCA CIOBO
«mail»;

o mask://???.ru/ — OYAyT OTKPbIBATbCA BCE CallTbl 30HbI . ru, UMEHA KOTOPbIX
COCTOAT M3 TPEX AN MEHee 3HAKOB.

BeeseHHas ctpoka npu gobaBieHnn B CNNCOK MOXeT H6biTb NMpeobpasoBaHa K
yHMBepcanbHoMmy Buay. Hanpumep agpec http://www.example.com byaer
npeobpa3oBaH B 3aNUCb www.example . com.

2. Haxmure KHOI'IKy@ nnm kHonky ENTER Ha knaBmaType. YkazaHHbIN agpec NosBUTCA B
crnucke.

3. Mpwu HeobxoanmocTn noBTopuTe Warn 11 2 ans fo6aBAeHNA APYrUX ajpPecoB.

PyKOBO,ELCTBO nosab3oBaTenda
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Pabota c 06bekTamMu B cnucke

,ﬂflﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sNeMeHTbl yrpaB/eHUA:

e KHonka @ — fobaBneHuVe ajpeca calrita B CMUCOK UCKNtoUeHnn. CTaHOBUTCA AOCTYMHa,
€C/IN B TEKCTOBOE MOJie BBEAEHO Kakoe-1Mbo 3HaueHue.

e KHonka @— peaakTMpoBaHMe BbIBPaHHOTO ajapeca calTa B CMUCKE NCKIHOUYEHWN.
e KHonka —y,qaneHme BbIBpPaHHOrO agpeca calita U3 Cnucka UCKIYEHU.

° I'Ipm Ha>XaTn KHOMKU @AOCTyI'IHbI cegyrouime AeIZCTBMHZ

o DKCMOPT — 3Ta OMNLUMSA NO3BOAAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWIA, UTOOBI
MCNO/Ib30BaTh €ro Ha APYroM KOMMbOTEPE, Ha KOTOPOM YycTaHoBaeH Dr.Web.

s UMmnopTt — 3Ta onuma No3BOASET NCMO/b30BaTh CMNCOK UCKIKOUYEHWUIN, CO34aHHbIN Ha
APYrom KommbtoTepe.

= OyncTUTb BCEe — 3Ta onuua No3BoaAET yaalnTb BCE 06beKTbl M3 CNUCKA NCKAHOYEHN .

[eAcTBNA yaaneHns nan pesaktMpoBaHns obbekTa AOCTYMHbI Tak)Ke B KOHTEKCTHOM MEHHO
NpW HaXaTuu NPaBON KHOMKOW MbILWN Ha OAWH UAN HECKOJIbKO BblIBpPaHHbIX OO BEKTOB.

15.2. ®anibl U Nanku

Bbl MOXeTe 3agaTb cnncok GanioB 1 Nanok, KOTopble NCKNHOYAOTCA U3 aHTUBUPYCHOM
npoBepKn cuctembl kKomnoHeHTamu SplDer Guard 1 CkaHep. B Takom KayectBe MoryT
BbICTyNaTb Nanku kKapaHTUHa aHTUBMpPYCa, paboune nankv HEKOTOPbIX MPOrpamMm,
BpeMeHHble dpannbl (Gariabl NogKaukm) 1 T. n. Bbl Takoke MOXeTe UCKNHOUMTL U3 MPOBEPKM
dalinbl, HaxoAALWMeCs BHYTPU apXMBOB.

UT06bI HACTPOUTDL CMUCOK UCKIOUYaeMbIX ¢paiIoB M Nanok

1. Otkpoiite MeHto Dr.Web ® 1 sribepute nyHkT LieHTp 6e30nacHocTy.
2. B oTkpbIBLIEMCS OKHe HaxmuTe nanTky MckaroueHus.

3. Haxmute nantky ®daiibl u nankm.

PyKOBO,CLCTBO nosab3oBaTenda
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W Llentp Bezonacroctn > Wcknrouerna > Daiins u nanku - O X

€ VcknroveHun {5} ‘5} ya

B3 daiinbl v nanku

Bbl MoOXETE MCKIKIUWTE onpegeneHHbIE tIJBﬁJ'IbI W Nanky U3 NpoBepkKK KOMNOHEHTaMK 3aLLWThI.

® ©

Ofsekt SplDer Guard CraHep

Crnucok nyct

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 117. Cnucok ucknrouaembix ¢painioB 1 nanok

Mo ymonuaHmto cnmcok nyct. lobaBbTe K UCKIOUEHUNAM KOHKPETHbIE Nanku n Ganabl nim
MCNO/Ib3yMTe Macku, YToHbl 3aNpeTUTb NPOBEPKY OnpeaeneHHOM rpynnbl darnos. Kaxapli
Aob6aBnseMblii 06bEKT MOXHO UCKNHOUMTL M3 MPOBEPKM Kak 0BOMX KOMMOHEHTOB, Tak U
KaXk4oro B OTAeNbHOCTU.

UT06b1 f06aBUTHL aiinibl U NANKN B CNUCOK UCKTFOUEHUIA

1. YTt06bI fO6aBMTL Nanky nam Gana K CNMCKY NCKIKOUYEHWI, BIMOAHUTE OAHO U3 CeyoLwmMX
NeNCTBUIA:

e 4TO6bI YKa3aTb KOHKPETHbIN CyLLEeCTBYOWMIA alin Man nanky, HaXxKmMmnTe KHOMKY @ B
OTKPbIBLUEMCSI OKHE HaxXMuTe kHorky O63op, uto6bl BbibpaTb nanky nam eai. Boi
MOXKeTe BPYUHYH BBECTV MOJHBIN NyTb K Gaiy nan nanke B nose BBOA], a Takke
OTpeAakTMpoBaTh 3aMnCb B MoJe BBOAA Nepes AobaBieHneM ee B cnvcok. Hanpumep:

o C:\folder\file.txt — nckntoyaet n3 nposepkn ¢ann file.txt B nanke C:
\folder.

o C: \folder — WCKNKOYaeT U3 NpPOBEPKKM BCE nMoAnankm m c|>a|7|nb| B nanke C:
\folder.

e YTOObI NCKNHOUNTL M3 MPOBEPKN Palia C onpeseneHHbIM UMeHeM, BBeanTe nma dainna,
BKJ/IHOYAA pacluMpeHmne, B Mosie BBOAA. YKa3biBaTb NyTb K pariay npu 3ToM He TpebyeTcs.
Hanpumep:

s file.txt — WUCKIrOYAET U3 NPOBEPKM BCe Paisibl C UMeHeM file M pacliMpeHnEM
. txt BO BCEX Nankax.

PyKOBO,CLCTBO nosab3oBaTenda



g
),
A

MAT
&:

UcknroueHnsa

s file — WCKAOYAET U3 NpOBepku Bce dainbl C UMeHeM file 6e3 paclumpeHus BO
BCeX narnkax.

e UTOObI UCKIHOUUTL U3 npoBeEPKK q)al;llﬂbl WA nankn onpeseneHHoOro snja, sBegnte
onpeaenAarLwyro nx Mmacky B noje sesoja.

Macka 3asaeT 06Lyt0 YacTb UMeHU oHBbekTa, Npu 3TOM:

[m]

o

CUMBON «*» 3aMeHAET t00YL0, BO3MOXHO MYCTyo, MOCe40BaTeNbHOCTD
CUMBONOB;

CUMBOJ «?» 3aMeHsAET Nt060M, HO TONIbKO OANH CUMBOJ;

[Mpumepsi:

o

oTueTr* .doc — Macka, 3agarowas Bce JokymeHTbl Microsoft Word, HazBaHMe
KOTOPbIX HAYMHAETCA C MOACTPOKM «OTUET», HanpumMmep, aliabl orueT-
besBpanb.doc, orueTr121209.doc U T. A,

* .exe — MackKa, 3ajatoLan Bce ncnosHaemble Gpannbl ¢ pacwmnperHnem EXE,
Hanpumep, setup.exe, iTunes.exe N T. 4,

photo?22?209.jpg — Macka, 3agatolian Bce pannbl n3obpaxeHnn popmarta
JPG, Ha3BaHMe KOTOPbIX HaUMHAETCA C MOACTPOKM «photo» 1 3akaHUMBaeTCA
noacTpokou «09», npu 3ToM Mexay ABYMA 3STUMW MOACTPOKaMUN B Ha3BaHU
darina CcTouT POBHO YeTblipe NPON3BOIbHbLIX CMMBOA, HaNnpuMep,
photol21209. jpg, photomamal9. jpg Manm photo----09. jpg.

file* — nckroYaeT U3 NpoBepkm Bce dalibl C N0ObIMU pacLUMPEHUAMU, UM
KOTOpPbIX HauMHaeTca ¢ £ile, BO BCeX mankax.

file.* — nckntoyaeT U3 NpoBepkm Bce darinbl C UMeHeM £ile 1 NO6bIM
pacliMpeHnem BO BCeX Marnkax.

C:\folder\** — nckitouaeT U3 NPOBEPKM BCe Nognanku n danabl B nanke C:
\folder. B nognankax ¢annbl 6yayt npoBepaTbCa.

C:\folder\* — nckno4aeT 13 NpoBepkun Bce Garinbl B nanke C:\folder un
BCEX MoAnankax Ha 1F060M ypOBHE BIOXXEHHOCTH.

C:\folder\*.txt — nckatouaeT U3 NpoBepkn dannbl * . txt B nanke C:
\folder. B nognankax ¢anabl *.txt 6yayT npoBepaTbCA.

C:\folder\*\*.txt — nckNtoyaeT N3 NpoBepkn darabl * . txt TONbKO B
nonarikax nepBoro ypoBHA BNOXEHHOCTM nanku C:\folder.

C:\folder\**\*.txt — MCKIKOYaET N3 NPOBePKN Ganbl * . txt B nognankax
Ntoboro ypoBHS BAOXeHHOCTN Nankn C: \folder. B camon nanke C:\folder
dannbl * . txt 6yayT npoBepATbCA.

2. B okHe fob6aBneHusa dpaina nam nankm ykaxkmTe, Kakme KOMMOHEHTbI He AOXKHbI
NPOBOANTb MPOBEPKY BbIOPAaHHOIro 0b6bekTa.

3. Haxwmute kHonky OK. BeibpaHHbIi dalin nam namnka nosBMTCA B CNINCKe.

4. Tpw HeobxoanmocCTM noBTopuTe Warn 1-3 ana gobasneHusa apyrux Ganaos uav nanox.

PyKOBO,ELCTBO nosab3oBaTenda
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Pabota c 06bekTamMu B cnucke

,ﬂflﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sNeMeHTbl yrpaB/eHUA:

KHonka @ — pobaBneHne obbekTa B CNMUCOK UCKIHOUEHWN.

KHonka @ — pejaKktnpoBaHune Bbl6paHHOFO obbekTa B CNUCKe NCKNHOUEHWNA.

KHonka — yAaneHune Bbl6paHHOFO ob6BbeKTa U3 Cnmcka NCKIHYUYEHNN.

DTV feNCTBMA AOCTYMHbI TaKKe B KOHTEKCTHOM MEHIO MPW HaXaT NpaBon KHOMKOW MblLLM
Ha OAWMH MU HECKOIbKO BblOpaHHbIX 06 BEKTOB.

e [pu HaXkaTUK KHOMKM @AOCTyI‘IHbI cneayrolme fencTBmS:

o JKCMOPT — 3Ta OMNLMSA NO3BONASET COXPaHUTb CO3A4aHHbIN CMUCOK UCKIHOYEHUIA, UTOBbI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMﬂOpT — 3Ta OonuMAa No3BOJIAET NCMOJIb30BaTb CMNCOK VICKI'II-O‘-IGHI/II?], CO3AaHHbII\/JI Ha
APYyromMm KomMmnbroTEpPE.

= OUnCTUTb BCEe — 3Ta onuua no3BoaAeT yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOUYEHN.

15.3. NMpunoxxeHuns

Bbl MOXeTe 3aaTb CNMCOK NPOrpamMM M NPOLECCOB, aKTMBHOCTb KOTOPbIX UCK/IOYAETCs U3
nposepkun GpannoBbiMm MoHUTopoM SplDer Guard, nHTepHeT-moHUTOpOM SplDer Gate n
noytoBbIM aHTMBMUPYcoM SplDer Mail. Vickitouatotca n3 npoeepku 06BbEKTbI, U3MEHsAEeMblIe B
pe3ynbTaTe PaboTbl AaHHbIX MPUNOXKEHWNI.

UT06b1 HACTPOUTb CNNCOK UCK/TFOYAEMbIX NPUIOXKEHUI

1. OTkpoiite MeHio DrWeb % 1 Boi6epuTe nyHkT LieHTp 6e3onacHocTy.
2. B oTkpbiBLIEMCA OKHE HaXxMuTe NanTky UcknroueHums.

3. Haxmute nautky MpunoxxeHuns.

PyKOBO,CLCTBO nosab3oBaTenda
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€« McknroueHun LR\

Mpunoxexus

Bbl MoOXETE MCKIKIUWTE onpegeneHHbIE NPOrpamMmMbl W NPpoUeccsl M2 NPOBEPKK KOMNOHEHTAMKW 3aLLIMThI BozmoxHo, 310
YEENWYWMT CKOPDOCTE NPOEEPKKA, HO Gez0nacHoCTL KOMNBHITEDS MOXET BhbITe Mo yl’p030ﬁ.

® ©

OfwekT SplDer Guard SplDer Gate SplDer Mail

Crnuncok nycT

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 118. Cnncok nckiroyaembiX NPUIOXKeHUN

Mo YMONYaHNIO CMUCOK MYCT.

Y106bI AOGaBMTb npuaoXXeHua B UCK/IroueHunsA

1. YT06bI 4O6ABMTE NPOrPamMMy UAM NPOLLECC K CMIMCKY NCKTFOUEHUI, HaXKMUTe @
BbimosHUTE OAHO M3 CAeayrOLLMX AeUCTBUNA:

e B OTKPbIBLUEMCS OKHE HaXXMuTe KHomnky O630p, uTo6bl BbIGpaTh NpuaoxeHme. Bol
MOXeTe BPYUHYIO BBECTM MONHbIA NyTb K MPUAOXEHMIO B NOJie BBOAA. Hanpumep:

C:\Program Files\folder\example.exe

e YTOObI NCKNHOUNTL NPUNOXKEHWE N3 NPOBEPKM, BBEAMTE €r0 UMA B NOJE BBOZAA.
YKa3biBaTb NOHbIV NYTb K MPUIOXEHUIO NPU 3TOM He TpebyeTca. Hanpumep:

example.exe

e YTOObI UCKNHOUNTD U3 MPOBEPKN NMPUIOXKEHNSA ONpeaeseHHOro Buja, BBeanTe
OnpesensoLLyto UX Macky B NoJie BBOAA.

Macka 3ajaeT O6LLI,yFO YaCTb UMEHN O6'beKTa, npn 3TOM!:

o CUMBOJ «*» 3aMeHseT NH06YH0, BO3MOXHO MyCTYHO, MOC/e40BaTeNbHOCTb
CMMBOJOB;

9 CMMBOJ «?» 3aMeHseT 060N, HO TONbKO OANH CUMBOJT;
MpuMepsbl 3a4aHNA UCKITOYEHWNIA:

o C:\Program Files\folder\*.exe — NCKIIOYAET U3 NPOBEPKU NPUIOXKEHNA
B nanke C:\Program Files\folder.B nognankax npuaoxeHunsa 6yayt
npoBepATbCA.

PyKOBO,CLCTBO nosab3oBaTenda
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o C:\Program Files\*\*.exe — UCKNOYAET U3 NPOBEPKM NPUNOXKEHNSA
TO/IbKO B NMOZMarnkax nepBoro ypoBHA BJOXEHHOCTN nanku C: \Program Files.

o C:\Program Files\**\*.exe — UCKIKOYAET U3 MPOBEPKN MPUIOXKEHMNA B
nognankax st060oro ypoBHA BAOXKEHHOCTN Nankn C: \Program Files.B camow
nanke C:\Program Files npuaoxeHusa 6yayT npoBepATbCA.

o C:\Program Files\folder\exam*.exe — UCKIOYaAET N3 NPOBEPKM Nt0bbIE
npuaoxeHus, s nanke C: \Program Files\folder, Ha3BaHNA KOTOPbIX
HauMHatoTCcA ¢ exam. B mognankax aTv npuaoxeHua 6yayT NpoBepATbHCS.

o example.exe — UCK/IHOYAET U3 MPOBEPKM BCE MPUTOXKEHUSA C UMEHEM example
N paclUMpPEHNEM . exe BO BCEX Marnkax.

B example* — NCKIHOYAET U3 NPOBEPKN MPUIOXKEHNSA noboro TMna, NMeHa
KOTOPbIX HAUMHAIOTCA C example, BO BCEX Markax.

o example.* — UCKNKOYAET U3 NPOBEPKM BCE MPUNOXKEHUSA C UMEHEM example U
NHO6BIM paclIMpeHremM BO BCeX Marnkax.

® Bbl MOXeTe NUCKIOUYNTb U3 MPOBEPKN NMPUIOXKEHWNE MO MMEHU NepeMeHHON, ecan B
HACTPOMKaxX CUCTEMHbIX MepeMeHHbIX 3aaHO UMSA N 3HAYEeHNe 3TON NepeMeHHOMN.
Hanpumep:

$SEXAMPLE PATHS$\example.exe — WUCKIOYAET U3 NPOBEPKM NMPUIOXKEHNE MO
MMEHU CUCTEMHOM NepemMeHHOW. VIMs cMcTeMHOM nepeMeHHOW 1 ee 3HaYveHune
MO>XHO 3aZaTb B HaCTpPOMKax onepaLnoHHON CUCTEMBI.

Ons onepaumoHHon cnuctembl Windows 7 1 Boiwe: MaHenb ynpaBaeHua — Cucrema
— [lononHuTenbHble NapamMeTpbl cMcTeMbl — [lonosaHuTtenbHO — MNepemMmeHHble
cpeabl —» CUCTEeMHbIe NepeMeHHbIe.

Nms nepeMeHHOW B npumepe: EXAMPLE PATH.

3HaueHne nepeMeHHON B npuMepe: C: \Program Files\folder.

2. B okHe HaCTpOIZKI/I YKaXXUTe, KakKne KOMMNOHEHTblI HEe AOJI>KHbl MPOBOANTb NMPOBEPKY
Bbl6paHHOFO NpUNoXeHNA.

PyKOBO,ELCTBO nosab3oBaTenda
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UckntoueHuns
W Llewtp BezonackocTn > Woknrouerina > Mpunoxkenus - O X
€ WcknodeHu x

] 06aBUTb NpUNOXKeHUe

Mpwnl A P

:.: :\e_-e ual MOXHOD, 3TO

YEEAMUMKT ckopl

i MeknioumTe M2 npoeepk KomnoHedTom SplDer Guard
McknioumTe M2 npoeepkk KomnoHenTamy SplDer Gate n SplDer Mail |
Obnekt Mail
o

: *3MPETUTE MIMEHEHNA

PucyHok 119. lo6aBneHve npuno>KeHn B UCKJIFOUEHUA

3. [na o6BEKTOB, NCKOYaeMbIX U3 NpoBepkn komnoHeHTamu SplDer Gate n SplDer Mail,

YKaXXnte 4ONOJHNTENbHbIE YCNIOBUA.

Mapametp OnucaHue

HesaBucumo ot Boibepwte 3Ty HacTPOWiKy, eCam NPUIOXKeHWe AOMKHO ObiTb UCKIOYEHO U3
HaM4ms NPOBEPKN BHE 3aBUCKMOCTU OT HaIMUMA y Hero AencTBUTeNIbHOM LMGPOBOI
LMbpoBOM noAnmcu.

noanmcu

npUIoXeHNs

Mpwn Hannunm Boibepwte 3Ty HacTpOWiKy, eCam NPUIOoXKeHWe AOMKHO ObiTb UCKIOUEHO U3
AeNCTBUTENbHON NPOBePKM TOIbKO MPU HaVUUK AeACTBUTENbHOW LMPPOBOI NOAMUCK
umdpoBo NpUNOXeHWs. B NpoTYBHOM cayyae npunoxeHve 6yaeT NpoBepeHo
noznmcu KOMTMOHeHTaMMW.

npUIoXeHNs

Nroboni Tpadpuk Bbibepute 3Ty HaCTPOWKY, YTOObI UCKAKOUUTL U3 MPOBEPKN U 3alLlndPOBaHHBIW, U

He3aLlMPPOBaHHbIV TPadUK NPUIOKEHNS.

3awmdpoBaHHbI  BbibepuTe 3Ty HAaCTPOIKY, YUTOObI UCKIOUNTL 13 MPOBEPKM TObKO

Tpadpuk 3alWVPpoBaHHbIV TPadUK MPUNOXKEHUS.

Mo Bcem IP- BbibepuTte 3Ty HaCTPOWKY, UTOBbI UCKNOUUTL U3 MPOBEPKM TPadUK,
ajpecam u nepezaBaembli Ha Ntobble IP-agpeca 1 nopTbl.

noprtam

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

Mo ykasaHHbIM IP-  Beibepute 3Ty HacTpowiky, Utobbl ykasaTb IP-agpeca nnun nopTbl 48 UCKAIOUYEHMS

ajpecam u 13 NPOBepKM NepesaHHOro ¢ HUx Tpaduka. Tpaduk, nepesaHHbIi C OCTanbHbIX
noptam IP-agpecoB nav nopToB, HyseT NpPoBepeH (eCan He UCKNKOUEH APYrUMU
HacTpoMKamm).

3asaHve agpecoB a8 TOHKOW HAaCTPOWMKMU UCKIHOYEHWIA UCMONb3YIATE Cesytolme pekoMeHAaLum:

1 nopTos .
e 4TOObI UCKIOUNTL U3 MPOBEPKN OMpe/esieHHbIl JOMEH Mo onpeaeseHHOMY

nopTy, yKaxkute, Hanpumep, site.com:80;

e /1 UCK/IIOYEHMA 13 MPOBEPKM Tpaduka MO HecTaHAZapPTHOMY MOPTY
(Hanpumep, 1111) HeobxoaMMO ykasaTtb: *:1111;

e ANA UCKIOYEHWS 13 NpoBepky Tpadurka OT JoMeHa no ntobomy nopty
yKaxute: site: *

4. HaxxmwnTte kHonky OK. BbibpaHHOe npuioXeHne NoSBUTCA B CNMCKE.

5. Mpn HeobxoANMOCTN NOBTOPUTE AENCTBUA ANA f06ABAEHUA APYTUX NPOTrPaMMm.

PaboTta c o6beKkTamMu B cnucke

[ns paboTbl c 06BbeKTamMu B TabauLe AOCTYMHbI CeAyHoLMe 31eMEHTbI YIPaBAeHUs:

e KHonMka @ — jfobaBsieHne 06bekTa B CNMCOK UCKTHOUEHUN.
e KHOMkKa @— pefakTMpoBaHMe BbIbpaHHOro o6bekTa B CNUCKEe NCKIHOUEHUN.

e KHonka —y,a,aneHme Bbl6paHHOFO 0b6BbEKTa U3 CNUCKA UCKIHOUEHNA.

DTN AelCTBMA JOCTYMHbI Takoke B KOHTEKCTHOM MEHHO NMPU HaXkaTn NpaBoM KHOMKOW MbILLN
Ha OAWMH MAN HECKONbKO BblOpaHHbIX 06 BEKTOB.

e [pn HaXkaTUM KHOMKM @AOCTyI‘IHbI cnesyrolime fencTBUS:

o DKCNOPT — 3Ta OMNuMA NO3BONAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWI, YTOOBI
MCNONb30BaThb €ro Ha APYroM KOMMbHOTEPE, HAa KOTOPOM ycTaHoBeH Dr.Web.

o MMnopt — 3Ta onuua no3BosifeT NCMOb30BaTh CMMCOK UCKIOUEHWUI, CO3AaHHbIN Ha
APYroM KoMmbtoTepe.

= OuncTnUTb BCE — 3Ta onuuda No3BONAET yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOYUYEHUA.

15.4. AHTUCcnam

Bbl MOXeTe 3aaTb CMUCKMU OTNPaBUTENEN, MUCbMaA KOTOPbIX BYAYT NCKAKOUEHbI U3 MPOBEPKM
Ha cnamM. AHTUBMPYCHas NPOBepKa TakMX MMCEM COXPaHAETCS.

YT06b1 HACTPOUTb UEPHbIA U 6enbIv CNUCKN aapecoB

1. Otkpoiite MeHto Dr.Web ® 1 Bri6epute nyHkT LieHTp 6e30nacHocTy.

PyKOBO,CLCTBO nosab3oBaTenda
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2. B OTKpbIBLLEMCA OKHE Ha>XMUTE MJINTKY UcknroueHns.

3. Haxxmute nantky AHTUCNaM.
Peakuwns komnoHeHTa SplDer Mail Ha nucbMa oTnpaBuTenen U3 YepHoro n 6enoro CNMCKOB:

e Ecv agpec otnpasuTens jo6asieH B 6eblil CIMCOK, TO MUCbMO cUMTaeTcs 6e30mnacHbIM U
He NOoABepraeTcs aHaAM3y Ha cofep>kaHue cnama.

e Ecv agpec otnpaButens gobaBneH B YepPHbIM CMUCOK, TO MMCbMY 6€3 4ONONHUTENBHOTO
aHanu3a npucBamBaeTcs CTaTyc cnama.

T Lentp Bezonachoctn > Wekntouerua > AHTicnam - O X
€ VcknroveHusa {§} 6} JA\
™M Antucnam
Bel moxete gobaeunTe aapec B Benbli cvcok, v Bce cooBLLeHMA 0T 4aHHOIo OTNPAEWNTeNA DyayT CUMTaTECA BezonacHeIMM,
Ecau Bnl goBaenTe aapec B YepHbliA CWcoK, Bee cooBLleHWA ByayT aETOMATMUEcKM OTMEUeHb! K3k cram.
Benwbiii cnucok UepHbii cnncok
Crncok nyct Crnncok nyct
A
HaxcmnTe, uToBel 3aNpeTTe MSMEHEHNA ®

PucyHok 120. YepHbiii 1 6enblii cNUCOK aapecoB

Mo ymonuaHuto oba cnucka nycTbl.

UYT06b1 062BUTL NOUTOBbIE aApeca B UCK/IIOUEHUNSA

1. BBeanTe B Nose BBOZa MOYUTOBbIV aZpec OTNPaBUTENS MW MACKY, 3aZatoLLyHO MOYTOBbIE
ajpeca oTnpaBUTENEN, YbM NUCbMA Bbl XOTUTe 0bpabaTtbiBaTb aBTOMaTnUecku 6e3
npoBejeHns aHanm3a. MeTozbl BBOAA:

e yTO6bI 106aBUTL B CMUCOK ONPEAENEHHOTO OTNPABUTENS, BBEAMTE €ro NOJHbIA MOYTOBbIN
ajpec (Hanpumep, name@pochta.ru). Bce nucbMa, nonyueHHble ¢ 3TOro agpeca, byayt
obpabaTtbiBaTbCa 6€3 aHann3a;

e yTO6bI 06ABUTL B CMMCOK OTMPABUTENEN, NCMONb3YHOLMX MOXOXME ajpeca INEeKTPOHHOM
MOYTbl, NCMOIb3YNTE CUMBOJIbI «*» U «?», YTOObl 3aMEHUTb OT/IMYAOLLYHOCA YacTb ajpeca.
Mpw 3TOM CMMBOJ «*» 3aMelLaeT Ntobyr Nocies0BaTeENbHOCTb CUMBOJIOB, @ CUMBOJ
«?» — OAMH (ntoboi) cumeon. MNpumep: ecan Bbl BBeZeTe agpec name*@pochta.ru, TO

PyKOBO,ELCTBO nosab3oBaTenda
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nncbMa OT OTNpaBUTeNen ¢ agpecaMu BuAa name@pochta.ru, namel@pochta. ruy,
name moj@pochta.ruun T. n. 6yayT obpabaTbiBaThca 6€3 aHann3a;

e yTOObI rapaHTMPOBAHHO NOJyYaTb AN BIOKMPOBATL MUCbMa C NMOYTOBbIX aPECOB B
KOHKPETHOM JJOMEHeE, NCMO/b3YyITe CUMBOJ «*» BMECTO MMeHW nosb3osaTtens. Mpumep:
yTOObl 3aaTh BCE MUCbMa OT OTNpaBuTeNen U3 JomeHa pochta.ru, BBegnTe *@pochta. ru.

2. Ytob6bl f06aBNTb BBEAEHHbIN aApec B CMUCOK, HAaXXMUTE KHOMKY @ nnn kHonky ENTER Ha
Knasuarype.

3. Mpu HeobxoamMmocTn nosTopuTe Warn 11 2 ans gobaBneHns Apyrux ajpecos.

PaboTta c o6beKkTamMu B cnucke

,ﬂ'flﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI CeAyroumne sneMeHTbl yrpaB/eHNA:

e KHonMKa @ — pobaBieHne NoYTOBOro ajpeca B cnmcok. CTaHOBUTCA AOCTYMNHA, eCan B
TEKCTOBOE MoJie BBEAEHO Kakoe-IMbo 3HaueHme.

e KHonMka — yAaneHune Bbl6paHHOFO NMOYTOBOro ajpeca M3 Crincka.

e [Tpn HaXkaTUM KHOMKM @AOCTyI‘IHbI cneayrolme fencTeums:

o U3aMeHUTb — 3Ta Onums No3BoAsSET OTPEAAKTMPOBATL BbIBPAHHbIN 13 CMCKa NOYTOBbI
ajApec.

o JKCMOPT — 3Ta OMLMA NO3BONASET COXPaHUTb CO3A4AaHHbIN CMUCOK UCKIHOYEHUIA, UTOBbI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMﬂOpT — 3Ta onuMAa No3BOJIAET NCMOJIb30BaTb CMNCOK VICKI'II-O‘-IGHI/II?], CO3AaHHbII\/JI Ha
APYyromMm KomMmmnberoTEpPE.

= OunCTUTb BCe — 3Ta onuua no3BoaAeT yaananTb BCE 06beKTbl U3 CNUCKA UCKIHOUYEHN.

ﬂ'eVICTBMH YAaneHnAa Uan pefaktmpoBaHNA obbekTa AOCTYMHbI TaKXXe B KOHTEKCTHOM MEHHO
npwn Ha>atnn npaBO|7| KHOMKOW MbILIN Ha OAVH NN HECKOJIbKO Bbl6paHHbIX 06BEKTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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16. Cratuctnka paboTbl KOMNOHEHTOB

CratucTKa paboTbl KOMMOHEHTOB

Y Bac ecTb BO3MOXHOCTb npocMaTpmBaTb CTaTUCTUKY pa6OTbI OCHOBHbIX KOMIMOHEHTOB

Dr.Web.

Y106bI nepei/'n'u K MPOCMOTPY CTaTUCTUKUN NO Ba)XKHbIM cobbiTaAM B pa60're KOMMOHEHTOB

3aLUThbI

1. Otkpoiite MeHto Dr.Web ® 1 sri6epute nyHkT LieHTp 6e30nacHocTy.

2. B oTkpbIBLIEMCS OKHe BbibepuTe BK1aaky CTaTUCTUKa.

3. OTKpOGTCFI OKHO MPOCMOTpPa CTaTUCTUKKN, U3 KOTOPOTO AOCTYMNHbI OTUETbLI ANA CAefyHoLWnX

rpynn:

e [10ApPO6HbIA OTYET

e PosnTenbckmii KOHTPOAb
e Yrpos3sl

e bpaHamayap

¥ Lentp GezonacHocTn

LleHTp 6esonacHoctn  CraTtuctuka

MoapobHbIii oTyeT

il
Otuet 0 coBbITMAX B paboTe KOMMNOHEHTOR 6%

¥rpozbl

% CeroaHa 30 aHeid Bce epemna ﬁ

1 1 1

A
HaxemnTe, yToBbl 3aNpeTuTh MIMEHEHNA

- O X
Poautennckuia KOHTpONb
OTyetsl 0 cobuiTWAx Pogurensckoro
KOHTROAA NO KaXA0MY NONBZ0OEITENHD
bpanamayap
OTueT 06 aKTMBHLIX NPUAOKEHWAY, XYPHAN
MPWUAOXEHUA, XYPHAN NakeTHoro duALTPa

PucyHok 121. Cratucrtuka pabotrbl KOMNOHEHTOB

4. BbibepuTe rpynny Ans npocMoTpa OTYETOB.

PyKOBO,CLCTBO nosab3oBaTenda
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Moapo6HbIV oTueT

CratucTKa paboTbl KOMMOHEHTOB

B 3TOoM OokHe cobupaetcs nogpobHas nHdopmMaumna 060 Bcex CObbITUAX 3a BCE BPEMSA

paboTbl.

€ CTaTUCTNKa

)

fara

¥ Lentp GezonacHoctw > Cratnctvka > MogpoBHeii otyer

MoapobHbIiA oTueT

KomnounenT

CobriTne

3/24/2023 9:30 AM
3/24/2023 8:56 AM
3/24/2023 8:56 AM
3/24/2023 8:56 AM
3/24/2023 8:55 AM
3/24/2023 8:55 AM
3/24/2023 8:54 AM

3/24/2023 8:54 AM

TIVA AN DLAN ARA
A

0 Mogyns oBHOEAEH..,
= SplDer Guard
B Bpanamayap
B Bpanamayap
B Bpanamayap
B Bpanamayap
B Bpanamayap

B Bpanamayap

[ L Y P

[B Haxmute, ytobel 3anpeTuTs MIMEHEHMA

OBHoENEHWE Z3EEPLUEHO
OBHapyxeHa yrpoza

CoegWHEHWE PAZPELLEHD
CoegWHEHWE PAZPELLEHD
CoefWMHEHWE PAZPELLEHD
CoefWHEHWE PA3PELLEHO
CoefWHEHWE PA3PELLEHO

CoeaWHEHWE pazpeLLeHO

P im e m e m—————— -

- o x
& & L

©
@

PucyHok 122. OkHo noapo6Horo otueTa

B oTueTe dpukcnpyroTca ciepyrolime cBeAeHunsa:

° Aa‘ra — AaTa 1 BpeMAa CO6bITVIF|;

o KOMMNOHEHT — KOMMOHEHT UK MOAYy/b, K KOTOPOMY OTHOCUTCA CO6bITI/Ie,'

e CobbITHe — KpaTKoe onncaHmne cobbITUA.

Mo ymonuaHMio 0ToHpaxkatoTcs BCe COObITUS 3a BCe BpeMms.

[na paboTbl c 06bekTamu B TabanLie NCNONL3YHOTCA /1eMeHTbl yNpaBaeH s @ @ @

,ﬂflﬂ 0T6opa CO6bITUI MOXHO BOCNO/Ib30BaThCA AO0NOJIHATENbHbBIMW QDI/IJ'IpraMI/I.

Poputenbckmnini KOHTPOIb

B rpynne Poautenbckmnii KOHTPOJIb OTPaXaeTca CcTaTucTnka 3abnoknpoBaHHbix URL ans
Ka>kKZLoW yYeTHOM 3anuncuy.

PyKOBO,CLCTBO nosab3oBaTenda
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CratucTKa paboTbl KOMMOHEHTOB

R LenTp GesonacHocn > CTaTncTika > PoguTensckuii KOHTpons > user - O X
€ CraTucTuka {5} ‘5} Q
€ user
Data 3abnokMpoBaHHEIR pecypc MpuumHa BAOKMPOBKK
3/24/2023 8:55 AM  www.youtube.com CaiTel 4NA B2pOCLIX
3/24/2023 8:55 AM  www.youtube.com CaidTel ANA B2pOCALIX
3/24/2023 8:55 AM  www.youtube.com CaidTel ANA B2pOCALIX
3/24/2023 8:55 AM  www.youtube.com CaidTel AnA BIpOCILIX
(i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 123. OKHO cTaTUCTMKM POANTENIbCKOrO KOHTPOASA

B oTueTe dukcmpytoTca caeyrolime CBeAEHMSA:

e lata — faTa 1 BpeMs 610KNMPOBKY;
¢ 3a610KkMpOBaHHbIA pecypc — CCblika Ha 3abN0KMPOBaHHbIN pecypc;

¢ MpuunHa 610KMPOBKM — KAaTErOPUSA UAN CMUCOK UCKTOYEHUIA, K KOTOPbIM OTHOCKTCA
3a6/10KMpOBaHHbIN pecypc.

Mo YMONYaHWIO OTO6pa>KaI-OTCﬂ BCe cobbITUSA 3a BCe BpeMA.

ﬂ'ﬂﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e MCMNONb3YHOTCA 31IEMEHTBI YNPaBAEeHWA @, @, @

ﬂ'flﬂ 0T6opa COBbITUI MOXHO BOCMNO/Ib30BaThCA AOMNOJIHNTENbHbBIMW le/lflepaMVI.

I B CTaTUCTUKY NOMaJatoT TakKXKe MHTErpupoBaHHbIE C APYTMU CTPaHNUAMW BHELLHNE pecypChbl,
HanpumMmep BCTPOEHHbIE BUAXKETDI. I'Iona,u,aHme MX B CTaTUCTUKY HE O3Ha4aeT, UTo
NnoJib3oBaTe/ib HAMEPEHHO MNbITaNCA NMOCETUTb AaHHbIEe CauTbl.

Yrpos3bl

B OCHOBHOM OKHe MPOCMOTpPa CTaTUCTUKN Ha NAUTKe Yrpo3bl cobpaHa MHPopMaLus o
KOJIMYeCTBe yrpo3 3a onpegeneHHbli MPOMEXYTOK BPEMEHM.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpw BbIGOpE 3TOM onuumn oTkpoeTcs okHO MoapPOo6HbIN oTueT C NpeayCcTaHOBAEHHbIMY
duabTPaMun No BCEM yrpo3am.

¥ Llewtp BezonacrocTn > Catuctuka > MoapoBHelii oTuer - O X

€« CratncTnKa & 0 L
MoapobHbIi oTueT

® ¥rposa sabnoknposana, O6wexT 3abnoknposan, DBrapyxeHa yrposa, 3abnokuposaHo MCNONHEHWE HEABTOPW30BA...

Hata KomnoweHnt CobkiThe

3/24/2023 8:56 AM = SplDer Guard OBHapyxeHa yrpoza

i
[B Haxmute, ytobsl 3anpeTuTs MIMEHEHMA @

PucyHok 124. OKHO CTaTUCTUKU NO yrpo3am

B oTueTe dukcMpytoTca cneayrolime CBeAEHMSA:

e lata — AaTa 1 BpeMs O6Hapy>XeHWUs yrpo3bl;
e KOMMOHEHT — KOMMOHEHT, 06HaPYXXMNBLLWI Yrpo3y;

e Cob6bITe — KpaTKoe onvcaHune cobbITus.

Mo ymonuaHMio oToHpaxkatoTcs BCe COObITUS 3a BCe BPeMs.

[ns paboTbl c 06BbeKTamu B TabaMLLe NCMONb3YHOTCA /1eMEHTbl YNpaBAEH NS @ @ @

ﬂ'ﬂﬂ 0T6opa CO6bITUI MOXHO BOCMO/Ib30BaThCA AO0NOJIHATENBbHbBIMW QDVIIIpraMVI.

CeTteBasa aKTUBHOCTDb

Ecaun yctaHoBneH bpaHamayasp Dr.\Web, Bam foCTyrneH oT4eT No ceTeBOW aKTUBHOCTY.

Bbl MOXeTe yBMAETb AaHHbIE MO aKTUBHbBIM MPUAOXEHUAM, XXYPHaNy NPUAOXKEHWUR, XXypHany
nakeTHoOro epuabTpa. [na 3Toro BolbepuTe HYXHbIN 06BEKT B BbiMajatoLLEM CNMCKE.

PyKOBO,CLCTBO nosb30BaTena
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W LlewTp GezonacHocn > Cratnctika > Bpangmaysp > AKTBHEIE NPIICKEHUA - O X
€« CratncTnKa & 0 L
T Bpanamaysp
AKTUEHBIE MPUNOXEHWA v
ZIYE] Hanpaen.. MpoTtokon NokansHelA aap.. YaaneHHsIA aap.. Otnpaen... Monyd.. -

b am SYSTEM:4 8 coeamHeHWH

+» [#E] SearchUle.. 1 coeguHeHwne
Mcxoanuee TCPw4 10.0.2.15:49786  13.107.21.200:443 0 6Gait 0 Gawr
» @ dwarkdae.. 1 coeguHeHue
v [®E dwservice... 7 coeAMHEHWIA
v [0 Isass.exef.. 2 coeMHeHMWA
v [mE] services.e.. 2 coegMHEeHWA
» B spoolsv.e. 2 coeAnHeHWA
IHIIE' HE)KMHT&. HTDEbISEI‘IpETMTh H3IMEHEHWA @

PucyHok 125. OKHO cTaTUCTUKM ceTeBOW aKTUBHOCTHN

,ﬂ'J'IFI Ka>A0ro akTMBHOIO NMNpuUao>XKeHnA 0To6pa>|<ar0Tc;4 cnegyrouine JaHHble:

HanpaBaeHne nepefaydn aHHbIX;

NpoTOKO/ PaboThl;

NOKaNbHbIN ajpec;

yAaNeHHbIN ajpec;

pa3Mep OoTnpaBAE€HHONO NMakeTa AaHHbIX;

® pasmMep NoJy4eHHOro naketa AaHHbIX.

Bbl MOXeTe 3a610kMpoBaTh OAHO U3 TEKYLLUX COEANHEHUIN MW Pa3peLUUTb paHee
3a6/710kMpOBaHHOE coeanHeHne. [lns 3Toro Bbibepunte HEOOXOAMMOE COeAVHEHNE N HaXXMUTE
npaBoi KHOMKON MbIwK. JOCTyNHa TObKO OZHa OMNuus, 3aBMUCALLAs OT CTaTyca COeAMHEHWS.

B >XypHane npuioxeHui oTobpakatoTcs cneaytolime jaHHble:

e BpeMs Hayana paboTbl MPUNOXKEHUS;

® /IMA NPUNOXEHNA;

MMs NpaBuaa 06paboTkM NPUNOXKEHWS;

HanpaB/ieHVe nepesaun AaHHbIX;
e JleiicTBUE;

e Lle/IeBOV ajpec.

PyKOBO,CLCTBO nosab3oBaTenda
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Bk1OUMTb 3annCh XXypHana NPUAOXEHUN MOXHO B OKHe J06aB/ieHNs Uan peaakTmpoBaHus
npaBuaa Ana NPUNOXeHUs B pa3gene bpangmayap. MNogpobHee cMm. B pasgene Hactporika

napaMeTpoB Npasuia Aas NPUIOKEHUN.
B >ypHane nakeTHoro ¢punbtpa otobpakatoTca cneAyrolime AaHHble:

® BpeMA Ha4ana o6pa60T|<|/| NMakeTa AaHHbIX;

e HarpaBJeHUNe nepegayn nakeTa JaHHbIX;

Uma npasuna obpaboTky;

NHTepdENC;
® COAEpPXMMOe nakeTa.

BK/IlOUMTbL 3aMmnChb XypHana NakeTHOro GpuabTpa MOXHO B OKHe Jo6aBAeHUs Uan
pesakTMpOBaHUA NakeTHOro npaewaa B pasgene bpanamayasp. MogpobHee cm. B pasgene

Ha6op npasua qgl/lﬂbTQau'I/Il/l MakKeToB.

Mpw KAVKe Ha Kakon-1mbo 13 cTonbuoB CObbITUA COPTUPYIOTCA B CTO/IOLIE NO YObIBaHWIO UK
BO3pacTaHuIo.

dunbTpbl

YT1o6bl NOCMOTPETL B CNUCKE TONLKO Te€ COObITUA, KOTOPble COOTBETCTBYHOT OMpPeAeIEHHbIM
napameTpam, BOCNoab3ynTecb GuabTpamu. lna Bcex OTYETOB MMELOTCA NpeAyCcTaHOB/IEHHbIE

GUNBLTPbI, KOTOPbIE JOCTYMHbI MO HaXaTuto @ Taioke Bbl MOXeTe co3/laBaTb COOCTBEHHbIE
dUNbTPLI COBBITUN.

KHonkw ynpaBaeHna aieMeHTaMn B Ta6m/||.|,e:

° I'Ip|/| Ha>aTn KHOMKU ®AOCTyI'IHbI cnegyrouime ,D,el‘/’ICTBI/IFII

o Bbibop nNpeaycTaHOBAEHHOTO GUIbTPA 3@ YCTAHOB/IEHHbIV MEepUOj BPEMEHN NN
dunbTpa No cobbITMIO OOHOBAEHMUS.

o COXpaHeHI/Ie TEKYLLEro noJib30BaTe/IbCKOTO q)vmpra. Takke BO3MOXHO YAasleHne yxe
CO34aHHOTO NOJIb30BaTE/IbCKOIO CI)VIﬂpra.

o yAaneHme BCEX YCTAHOBAEHHbIX Ha AaHHbIVI MOMEHT q)I/IfIprOB.

e [pn HaXkaTUM KHOMKM @AOCTyI‘IHbI cnesyrolume fencTBUS:

o KonupoBaTtb BblgeneHHoe — NMo3BOJSEeT CKOMMPOBaTh BblAENIEHHYH CTPOKY (CTPOKM) B
6ydep obmeHa.

o JKCMOPTUPOBAaThb BblAe/IeHHOe — MO3BOJIAET 3KCMOPTUPOBATb BblE/IEHHYHO CTPOKY
(CTpOKM) B 3aZ,@HHYO nanky B popmare .csv.

o KCMOPTUPOBATb BCe — MO3BO/IAET IKCMOPTUPOBATb BCE CTPOKN TabanLbl B 3afaHHYHO
nanky B opmate .csv.

o YAaI'IVITb BblAesieHHOoe — MNO3BOA€ET yAa/InTb BblAe/IeHHOE cobbiTne (CO6bITMﬂ).

PyKOBO,ELCTBO nosab3oBaTenda
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CratucTKa paboTbl KOMMOHEHTOB

o Yp,anvn'b BCe — MO3BOJIAET yAannUTb BCE cobbiTna n3 Ta6J1VILI,bI CTaTUCTUKWN.

e [1py HaXaTum KHOMKM @ oTobpakaetca nogpobHaa nHdopmauma o cobbiTnm. loctynHa

npuv Bblbope kakon-nnbo cTpoku. [OBTOpPHOE HaXkaTue 3TON KHOMKM CKPOeT NoApobHble
JaHHble 0 cobbITN.

UT06b1 3aaTh NONb30OBaTE/IbCKUIA GUALTP

1. [na copTMPOBKM NO ONpeseNeHHOMY NapaMeTpy Ha>KMUTE Ha 3aroI0BOK HEOHBXOANMOro
ctonbua:

e CopTmpoBka no gaTte. Bbl MoxeTe BbIbpaTh OAVH U3 NPeyCTaHOBNEHHbIX NEPUOAOB,
yKa3aHHbIX B 1€BOM YaCTV OKHa, AW 3ajaTb CBOW. YTOObI 3asaTb HEOHXOANMBI Mepros,
BbIbepuTe B KaneHAape AaTy Havana 1 gaTy OKOHYaHWs nepuoga, 1Mbo ykaxute aaTbl B
ctpoke Mepuopa,. Takke AOCTyNHa COPTUPOBKA MO AaTe NO BO3PaCTaHWUIO UaK YObIBaHMIO.

¥ Lentp Besonacroctn » Cratnctuka > MoapoBHeiii oTuer - O X

€« CratmcTuka & O 4
MoapobHbIi oTueT

® ©

Nata Komnonent CobbiTHe

CoptupoBate: e @

Nepuoa: 02/14/2023 400PM | — | 04/11/2023 5:00 PM
CerogHa

_ Deppans 2023 Mapr 2023 Anpene 2023
7 AHeii HBr CpUr Mt C6  BelMuBr CpUr MrC6&  BclMu Br Cp Ut I
30 aHeR 12 3 4 12 3 4
. 57 8 91011 56 7 8 910N 23 456 7

s < 131415161718 121314151617 18 9 1011 12 13 14

YkazaHHBI nepuog 00212223 2425 192021 22332425 161718 19 20 21
R 7 28 26 27 28 29 30 3 23 24 35 26 27 28

30
T v ®

PucyHok 126. CopTtupoBka no gare

° COpTI/IpOBKa NO KOMMOHEHTY. Bbl MOXeTe OTMETUTb Te€ KOMMOHEHTDI, I/IHCI)OpMaLI,MH oT

KoTOopbIx byaeT oTobpaxkaTbca B OTUETE, IMOBO OTCOPTMPOBATL 3aNMCK MO BO3PaACTaHWIO
nan ybbIBaHMIO.

e CopTMpoBKa No cobbITUIO. Bbl MOXXeTe OTMETUTb COBbITUA AN OTOBpPaXXeHUs B oTyeTe
NM6BO OTCOPTMPOBATL 3anMnCK NO BO3pacTaHMIO AN yObIBaHMIO.

[ns cTaTMCTMKM PoanTEeNbCKOrO KOHTPOS KPOME COPTUPOBKM MO AaTe AOCTYMHbI
cnesyrolime napameTpsbl:

e CopTrpoBka No 3abnoknpoBaHHOMY pecypcy. Bbl MoXxeTe oTcopTMpoBaTh 3aNnCK TONbKO
no BO3pacTaHMIo nan ybbiBaHMIO.

PyKOBO,CLCTBO nosab3oBaTenda
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MAT
&:

e CopTMpoBKa No npuymHe 610KMPOBKN. Bbl MOXETE OTMETUTb MPUUMHBI HOKMPOBKMN ANs
oTObpaxkeHns B oTyeTe IMBO OTCOPTUPOBATL 3aNNUCKU MO BO3PACTaHWIO MK YObIBaHUIO.

2. Mocne Bbibopa napameTpoB PuabTpaLmnm Haxkmute NMPUMeHnTb. BoibpaHHbIe 3n1eMEHTI
6yayT oTobpaxkaTbca Haj Tabanuen.

UTO6bl COXPaHUTL GUALTP, HAXXMUTE @ 1 BblbepunTe CoXpaHUTb GUALTP.

4. B OTKpbIBLIEMCS OKHE YKaXkuTe Ha3BaHWe HOBOro ¢punbtpa. Haxkmumte CoxpaHuUTb.

PyKOBO,ELCTBO nosab3oBaTenda
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17. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCa 3a MOMOLLBIO B CAYXKOY TEXHNUYECKOW NoAAepP>KKN, MonpobyrTe HanuTh
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTECb C NOCAEAHNMUN BEPCUMAMU OMUCAHWI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NpouvnTalite paszen 4acto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHuu «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dGopMy B COOTBETCTBYIOLLEN Cekumu pasgena https://support.drweb.com/;

e No3BoHMUTe No TenedoHy B Mockse: +7 (495) 789-45-86 nan no becnnaTHOM TMHWMK AN1A BCeW
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

17.1. Momowb B peweHnn npobaem

Mpu obpalieHunn B cayx6y TEXHUUECKON NoAAePXKM KoMNaHuUW «JokTtop Be6» f Bam moxeT

noTpeboBaTbcAa cGopMmMpPOBaTL OTHET O Ballel onepaLnmoHHON cucteme n pabote Dr.Web.

Y106bI €o3AaTb OTUET Npu nomMoLlun Macrepa oT4yeToB

1. OTkpoiite MeHto DrWeb ® n Bbi6epute nyHkT Moaaepika.

2. B oTkpbiBLIEMCS OKHe HaxxMuTe kHonky MepeiiTtn kK MacTepy oTueToB.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXkaB Ha KHonKyQ B NpaBOW BepxHen yacTu okHa
LleHTp 6e3onacHocTw.

PyKOBO,CLCTBO nosab3oBaTenda
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W Llentp BezonacrocTn > Mogaepskxa - O X

€« Hazap, LI\
£} Moanepsxka

MpK BOZHWKHOBEHMMW CNOXHOCTER 06paTTecs B cayxBy TexHWYeckol NogaepxKy KoMnaHuy «JokTop Bebs, [nA sToro
COzAaiTe OTUET € MHGOPMALMEA O E3LLEH ONePaLUMOHHON CUCTEME 1 MPUKPENUTE €ro K 2anpocy.

Mepeiitn k MacTepy oTyeToB

@ o nporpamme

MpoaykT: Dr.Web Security Space
Bepcua: 12.0
ObHoeneHwme: 372472023 8:39 AM (-08:00)

PucyHok 127. Noaaepixka

3. B oTkpbiBLlIEMCA OKHe HaXXMuTe KHomnky Co3aaTb oTUerT.

F LenTp Bezonacroctn > Mogaepsxxa > Mactep oTuetos - O X

< Mopaepxka & O 4

MacTtep oTueToB

Macrep oTueToe cobepeT gaHHele AnA clyxbbl TEXHWYECKON NoagepxK KomMnaHun «JokTop Beb», Heobrxoanmele 4nA
pelenua eawel npobnemsl. OTuet ByaeT cogepxats HdopMmauwio of 0BopYACEaHUM, KOHDHUIYPaUMKM CUCTEMEI 1
YCTAHOBNEHHEIX MPOrPaMMaK Ha 3TOM KOMMbKITERE.

Co3path OTUYeT

MoanTuka konduaeHumansHocTy «floktop Bebs O @

PucyHok 128. Co3pgaHue oTueTa A1 TEXHUUECKON NMOAAEPIKKU

4. HauHeTcAa co3aHume oTyeTa.

PyKOBO,CLCTBO nosab3oBaTenda
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COBAaHMe oT4yeTa npv noMmoLlu KOMaHAHOFI CTPOKM

YTo6b1 cPOpMMpPOBaTL OTHET, BOCMOJ/Ib3YNTECH CeAytoLen KOMaHAON:
/auto, Hanpumep: dwsysinfo.exe /auto
Takke Bbl MOXeTe UCMNOAb30BaTb KOMaHAy:

/auto /report:[<nosHelli_nyme_k ¢paliny omuema>], HanpumMmep: dwsysinfo.exe /auto
/report:C:\report.zip

OtueT 6yneT coxpaHeH B BUAe apxvBa B nanke Doctor Web, pacnonoxeHHoM B nanke
npodunsa nonb3osatena %USERPROFILE%. Bbl MoXeTe noayunTb JOCTYN K apXuUBY, HaXkaB
KHOMNKy OTKpPbITb NanKy Noc/e 3aBepLlleHns Co34aHnsa apxmea.

MHdopmauma, koTtopas BK/IlOUAETCA B OTUET

B oTtueT BrAtOUaeTca cneayrowan MHGoOpMaLna:

1. TexHunyeckas nHopmaLma 06 onepaLMOHHON cucTemMe:

e 0OLLMe CBeAEHMA O KOMMbIOTEPE,

MHPOpPMaLMA O 3anyLLEHHbIX NpoLeccax,
e MHPOpPMaLMA O 3anMNaHNPOBAHHbIX 3aJaHNAX,
e nHbopMauma o cayxbax, Apaneepax,
e nHdopmauma o bpaysepe NO yMOAYAHUIO,
e nHbopMaLma 06 ycTaHOBAEHHbIX MPUTOXKEHUAX,
e MHbOPMaLMA O MONNTMKAX OFPaHUYEHWN,
e nHdopmaumsa o dpanne HOSTS,
e Hpopmauma o cepsepax DNS,
® 3aMMNCN CUCTEMHOTO XYypHana cobbITniA;
e nepeyeHb CUCTEMHbIX KaTaaoros;
e BETBW peecTpa;
e nposangepbl Winsock;
e ceTeBble COeANHEHMS;
e OT4eThbl OoTnaaumka Dr. Watson;
® NHAEKC NPON3BOANTENBHOCTM.
2. Nndopmauma o6 yctaHoBneHHOM npogykte Dr.Web:
e TVM 1 BEPCUSA YCTaHOBNEHHOro npoaykta Dr.\Web;
e MHPOPMaLMA O COCTaBe YCTaHOB/IEHHbIX KOMMOHEHTOB; CBeAeHNsA 0 mogynax DrWeb;

e HaCTPOWKM 1 NapameTpbl KOHOUrypaumnm npogykra Dr.Web;

PyKOBO,CLCTBO nosab3oBaTenda
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° I/IHq)OpMaLI,VIH O TNUEH3NN;

e XXypHanbl pabotbl Dr.Web.

NHdopmauma o pabote Dr.Web HaxoanTtcs B XXypHane cobbiTvin onepaunmoHHON CUCTEMBI
Windows, B pa3gene XXypHanbl npunoxxeHuni n cny>6 — Doctor Web.

17.2. O nporpamme

BEnok O nporpamme cofep>XnT MHGOPMaLMIO O:

e BEPCUW NPOAYKTa;

® faTe M BpeEMEHU nociegHero obHOBNEHUA.

NHpopmMaLmo 0 BEpCMM YCTaHOBIEHHbIX KOMMOHEHTOB 1 aTe 06HOBIEHUS BUPYCHbIX 6a3 Bbl
Mo>eTe HanTu B okHe O nporpamme Dr.Web.

UT06b1 NEpenTH K 3TOMY OKHY

1. OTKpOVTE OCHOBHOE MEHHO W BbibepuTe nyHKT Moapepikka.

2. B oTkpbIBWEMCA OKHe HaxxmuTe kHornky Moapo6Hee.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXaB Ha KHonKy@ B NpaBOl BEPXHEW YaCTU OKHa
LleHTp 6e3onacHocTw.

¥ Uentp GezonacHoctn > Mogaepxka — O X

€ Hazan {5} ‘} ﬂ-
@ Moapepxka

MpK BOZHWKHOBEHMW CNOXHOCTER 0BpaTTeck B cnyxBy TEXHWYECKOW NOAASPKKY KOMNaHWY «JokTop Beb». [nA sToro
cozdaiTe oTUYET ¢ MHGOPMAUKWEA O E3LUEN OMNepPaUnoHHON CUCTEME 1 MPWKPENKUTE €ro K 2anpocy.

| Mepeiitn k MacTepy oTyeToB

@ o nporpaMmme

MpoaykT: Dr.Web Security Space
Bepcwma: 12.0
ObHoeneHwe: 372472023 8:39 AM (-08:00)

MoapobHee

PucyHok 129. floctyn k okHy O nporpamme Dr.Web

PyKOBO,CLCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

18. Mpuno>keHne A. lononHnTe/IbHbIe NapaMeTpPbl KOMaHA4HOW

CTPOKM

MNapameTpbl KOMAHAHOW CTPOKM MCNOAb3YHOTCA ANS 3a/jaHNA NapaMeTpoB NporpaMmmanm,
KOTOpble MOTYT ObITb 3anyLleHbl MyTEM OTKPbITUA Ha BbIMOJAHEHWE MCMOHAeMOoro darna. 1o
oTHocuTcs K CkaHepy Dr.Web, KoHconbHOMY ckaHepy 1 kK Moaynro aBTOMaTnyeckoro

OoBbHOBNEHUA.

Kntoun HaumHatoTca ¢ cuMBOIa «/» W, Kak U OCTalbHble NapaMeTpbl KOMaHAHOW CTPOKM,

Pa3fenaroTca npo6enaM|/|.

18.1. NMapametpbl an

Knrou

/AR

/AC

/BAFS

/AR

/ARC : <K03hhuyueHm_cxamusi>
/ARL : <ypo8eHb_8J/10XKeHHoCmu >
/ARS : <pasmep>

/BRT : <pasmep>

/ARX: <pasmep>

/BI

A CkaHepa n KoHconbHoro CkaHepa

OnucaHue

ABTOMaTUUECKM MPUMEHSATb AEUCTBUA K OOHapY>KeHHbIM yrpo3am.
(Tonbko ans CkaHepa).

ﬂpOBepﬂTb MHCTaNNAUNOHHbIE MaKeTbl. Mo YyMOYaHMKO OonuuA
BK/IKOY€EHa.

Mcnonb3oBatb ﬂpﬂMOI7I cnew npu ykasaHMmM BAOXKEHHOCTU BHYTPU
apxuea. Mo YMOYaHUKO OnumA OTKNHOYEHA.

[MpoBepATb apxmBbl. [10 yMONUYAHUIO OMNUMA BKIKOYEHA.

MakciManbHbI ypoBeHb cxkaTus. Eciv ckaHep onpezensieT, uto
KO3QOULMEHT CKaTWs apXmBa MPeBbILLAET YKa3aHHbIW, pacnakoBka U1
npoBepka He Npoun3BoAMTCcA. Mo yMoaUaHWio — 6e3 orpaHuUeHuit.

MakcrManbHbIN YpOBeHb BJIOXEHHOCTM NpoBepsemMoro apxuea. o
yMOUaHWO — 6e3 orpaHuyeHui.

MakcvMasibHbIN pa3Mep NMPOBEPSEMOTro apxuBa, B kinobaitax. Mo
YMOJIYaHWo — 6€e3 orpaHuyeHun.

Mopor npoBepky ypOBHA CKaTua (MUHUMabHBIN pa3mep daina
BHYTPM apXvBa, HauMHas C KOTOporo 6yaeT NPOU3BOAUTLCA
npoeepka koadpduumeHTa cxkatus), B kunobartax. Mo ymonuaHmo —
6e3 orpaHnyeHu.

MakcvMaibHbIY pa3Mep NpoBepseMbix O6bEKTOB B apXuBax, B
kunobartax. o ymonyaHuo — 6e3 orpaHUYeHuN.

BbiBecTv nHbGOpMaLmio o BUPYCHbIX 6a3ax. Mo ymMoauaHwo onuys
BKJIFOUEHA.

PyKOBO,CLCTBO nosab3oBaTenda
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/CUSTOM

/CL

/DCT

/DR

/E : <K0/1U4ecmeo_nomokos >

/EFAST

/FL: <umMms_cpaina>

/EM: <mMmacka>

/ FR: <pezy/ispHOe_8blpaxkeHue>

/FULL

/FX: <macka>

/GO

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

3anyctutb CkaHep Ha CTpaHwuLe BbIGOPOYHON NpoBepku. Ecam npu
3TOM 3a/jaHbl JOMNONHUTE/IbHbIE NapamMeTpbl (HanpumMep, 06 beKTbI
A8 MPOBepKu UAn napameTpsl /TM, /TB), TO 6yaeT 3anyLleHa
BbIOOPOUYHas NpoBepka yka3aHHbIX 06bekToB. (TONbKO ANis
CkaHepa).

Vcnosb3oBaTte ob6auHbiin cepsuc Dr.Web. Mo ymonyaHuo onuus
BkAtoyeHa. (Toabko ana KoHconbHoro CkaHepa).

He otobpaxaTb pacueTHoe Bpems npoeepku. (TosbKo Ans
KoHconbHoro CkaHepa).

PekypcrBHO npoBepATb nanku (NpoBepATb nognanku). Mo
YMONYaHWIO OMNUMA BKIKOYEHA.

I'lposecwl NPoOBEpPKY B YKa3aHHOE KOJINYECTBO MNMOTOKOB.

Mpow3BecTn HbICTPYO NPOBepKy cucteMbl. Ecam npu 3TomM 3agaHsbl
[OMOJIHUTENIbHBIE MapaMeTpbl (HanpuMep, 06BbEKTbI AN MPOBEPKM
iy napameTpbl /TV, /TB), TO yKa3aHHble 06beKTbl Takke OyayT
nposepeHsbl. (Tonbko ansa CkaHepa).

MpoBepATb NyTH, yKasaHHble B paline.

MposepAaTb ¢ainbl No macke. Mo ymonuaHuo npoeepke
nogBepraroTcs Bce dainbl.

MpoBepsTb dalinbl MO peryaspHOMy BbipaXeHuto. Mo ymonuaHuo
npoBepke nojsepratoTcs Bce dannbl.

[Mpouv3BecTV NOAHYHO NPOBEPKY BCEX XKECTKMX AUCKOB N CbEMHbIX
HocuTesen (BKItOYan 3arpy3ouHble cektopbl). Ecam npu atom
3a/,aHbl AOMNONHWTEIbHbIE NapamMeTpbl (HanpyMep, 06beKTbl ANs
npoBepKku Uan napameTpsl /TM, /TB), TOo byAeT Npon3BeseHa
6bICTpas NPoBepKa 1 NPOBeEpPKa yka3aHHbIX 06bekToB. (TOAbKO A/s
CkaHepa).

He npoBepaTb dannbl, cootBeTcTBYrOLW e Macke. (TOAbKO Ans
KoHconbHoro CkaHepa).

Pe>xxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCH,
nojpasymeBatoLive oXnaaHne oTBeTa OT NoJib30BaTesis,
npornyckatoTcs; peLleHus, TpebytoLire BbiIbopa, MPUHMMaKOTCS
aBTOMaTUYeCKW. ITOT PEXMM MOJIE3HO UCMOJ/1b30BaTh AJis
aBTOMaTUYeCcKoW NpoBepkun $GalinoBs, HanpuMep, Npu exesHeBHOM
UK exeHeaebHON NPOBepKe XeCTKOro Aucka. B komaHaHoM
CTpoke HeobxoAMMO yka3aTb 06BbeKT Ana nposepkun. Bmecte ¢
napameTpom /GO Takxke MOXHO UCMO/b30BaTh

napameTtpbl /LITE, /FAST, /FULL. B 3TOM pexuvme npu nepexoje
Ha paboTy oT 6aTapen npoBepKa NpekpaLyaeTcs.

PyKOBO,CLCTBO nosab3oBaTenda
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/H namu /7

/HA

/KEY : <kro4yesoli_¢paiin>

/LITE

/LN

/LS

/MA

/MC : <4UC10_NON6IMOK >

/NB
/NI[:X]
/NOREBOOT
/NT

/OK

/P : <npuopumem>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

BbIBECTU Ha 3KpaH KpaTKyto cripaBky o paboTe ¢ nporpamMmor.
(Tonbko ans KoHconbHoro CkaHepa).

Mpowv3BOANTL 3BPUCTUUECKUIA aHaNM3 GaiiIoB M MOUCK B HUX
HeM3BEeCTHbIX Yrpo3. Mo yMoAYaHWIo onums BJOYEHa.

Ykazatb nyTb K k1toueBomy dainy. MNapaMeTp HEOOXOAVM B TOM
cnyyae, eCv KIto4eBOM daiin HaXOANTCA He B TOW Xe Marke, YTo U
ckaHep. Mo yMmonyaHUto ncnonb3yeTca drweb32 . key WK Apyron
noAxoAsLWnA 13 nankn C: \Program Files\DrWeb\.

Mpowr3BeCcTM CTapTOBY NMPOBEPKY CUCTEMBI, MPU KOTOPOM
NMpOBepPAOTCA onepaTMBHAA MaMATb W 3arpy30YHble CEeKTOPbI BCEX
[MCKOB, a Takoke MPOBECTN MPOBEPKY Ha Haanuve pyTkuToB. (ToNbkO
ansa CkaHepa).

MpoBepsTb dalinbl, Ha KOTOPbIE YKa3biBatOT sApbIkL. 1o
YMOJTUaHWIKO OMUMs OTK/IHOYEHa.

MpoBepaTb Nog yueTHoM 3anucbto LocalSystem. Mo ymonyarHuo
onuya oTKIrOYeHa.

MpoBepsTb NouToBble Gaiibl. [0 yMOAYaHMIO OMNUMS BKIFOUEHA.

YCTaHOBUTb MaKCMMasibHOe UYMCIO MOMbITOK BblieunTs daiin. Mo
yMOYaHWo — 6e3 orpaHuyeHuin.

He co3paBaTtb pe3epBHble KOMUM BblieYeHHbIX/yAaneHHbIX Gainos.
Mo ymonyaHWio onums OTKNFOYeHa.

YpOoBeHb MUCMOJIb30BaHWs PeCypCcoB CUCTEMBI, B MPOLEHTax.
OnpegensieT KOANYECTBO NaMATK, UCMOb3YEMON A/is MPOBEPKN U
CUCTEMHBIN NpuopuTeT Nposepku. Mo ymoavaHuo — 6es
OrpaHnNYeHun.

OTmMeHseT nepesarpysky 1 BblkItOUeHWe nocae npoeepku. (Tonbko
ans CkaHepa).

MpoBepats NTFS-notoku. Mo ymonyaHuo onuma BKAKOYEHa.

BbIBOAUTL MOJIHBIV CMINCOK MPOBepPsieMbIx 06BbEKTOB, CONPOBOXAas
He3apa>keHHble NomeTkou Ok. 1o yMOYaHWMIO OnuMa OTKAtOYeHa.

MpuopuTeT 3anyLweHHOM 3aja4n NPOBEPKM B 06LLLelN ouepesm
3ajlay Ha NpoBepKy:

0 — HU3LW KA.
T, — HU3KWNA.
N — 06bIUHbIV. [propUTET MO YMONYAHMIO.

H — BbICOKUN.

PyKOBO,ELCTBO nosab3oBaTenda
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/PAL : <yposeHb_8/10keHHOCMU >

/QL

/ QL : <UMS_/102U4ecko20_0ucka >

/ONA

/OR[:[d] [:p]]

/QUIT

/RA: <ums galina>

/REP

/RK

/RP: <ums ¢alina>

/RPC: <ceKk>

/RPCD

/RPCE

/RPCE : <yenesol_adpec>

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue
M — MaKCUMabHbIN.

MaKcvMaibHbIN YPOBEHb BJIOXEHHOCTU YNakoBLLMKOB
ncnonHsemoro danna. Ecam ypoBeHb BAOXEHHOCTU NpPeBbILLIAET
yKa3saHHbIV, MpoBepka 6yaeT Npomn3BOAUTLCA TONbKO 0 YKa3aHHOroO
YPOBHA BAOXeHHOCTW. Mo ymonuanuo — 1000.

BbiBecTu cnncok Bcex $Gannos, MOMELLLEHHbIX B KapaHTUH Ha BCeX
avckax. (Tonbko ana KoHconbHoro CkaHepa).

BbiBecTn cnmcok Bcex ¢alinos, MOMeLLEHHbIX B KAPaHTWH Ha
yKa3aHHOM siornuyeckoM aucke. (Tonbko ans KoHconbHoro
CkaHepa).

BbIBOAWTL MyTW B BOMHbIX KaBbluKaXx.

Yaanutb daisbl C ykazaHHOrO Ancka <d> (MMSi_NOrM4eckoro_awmcka),
HaxoZslme B KapaHTUHe JoJblle <p> (KOJMYeCTBO) AHen. Ecim
<d> 1 <p> He yKa3aHbl, To 6yayT yaaneHbl Bce Gainbl,
HaxoAALLMecs B KapaHTWHe, CO BCeX NOTMYecKux AnckoB. (ToNbko
ans KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocne NpoBepPKM (BHE 3aBMCMMOCTU OT TOTO, BbIN
2N NPUMEHEHbI AeNCTBUA K 0H6Hapy>KeHHbIM yrpo3am). (Tonbko Ans
CkaHepa).

[JonucaTb oTyeT 0 paboTe Nnporpammebl B ykasaHHbIl daiin. o
YMOJIHaHWIO 3annch B daiin XXypHana He npousBoautca (npwu
3anycke CkaHepa 13 KOMaHZAHOM CTPOKW).

I'IposepﬂTb Mo CUMBOJIbHbIM CCbhlIKam. 1o yMOAYaHVKO onunA
OTKNHOYEHa.

MpoBepka Ha Hannuve pyTKUTOB. 10 YMONYaHWIO ONUMA OTK/IOYEHa.

3anucaTb oTyeT 0 paboTe NporpaMmsbl B ykasaHHbI daiin. Mo
YMOJIYaHWIO 3anu1cb B Gaiin XypHasia He Npou3BOAUTCA (Mpw
3anycke CkaHepa 13 KOMaHAHOW CTPOKW).

TalM-ayT COeAMHEHNS CO CKaHMPYOLWMM aapoM Scanning Engine, B
cekyHaax. Mo ymonuanuro — 30 cekyHg,. (Tonbko ans KOHCoONbHOro
CkaHepa).

Vcnonb3osate anHamuueckuin ngeHtndukatop RPC. (Tonbko ans
KoHconbHoro CkaHepa).

Vicnosb3oBaTth AgnHamuueckuii Lenesoit agpec RPC. (Tosbko ans
KoHconbHoro CkaHepa).

Vicnonb3oBaTb ykasaHHbIV LeneBoi agpec RPC. (Tonbko ans
KoHconbHoro CkaHepa).

PyKOBO,ELCTBO nosab3oBaTenda
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/RPCH : <ums_xocma>

/RPCP : <npomokos>

/sCC

/SCN

/SLS

/SPN

/SPS

/SST

/ST

/TB

/TM

/TR

/W:<cek>

/WCL

/X:S[:R]

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Vcnonb3oBaTb ykazaHHOe nMa xocTta and BbizoBoB RPC. (Tosnbko
ana KoHconbHoro CkaHepa).

Vcnonb3oBatb ykazaHHbI npoTokos RPC. Bo3moxHO
MCNo/ab30BaHMe NPOToKoNOoB: Ipc, np, tcp. (Tonbko ans
KoHconbHoro CkaHepa).

BbIBOAVITb coepP>XXMMoe COCTaBHbIX obbekToB. o YMOYaHUIO
onuuAa OTKAKOYEHa.

BbIBOAMTb Ha3BaHWEe NHCTaANAUMOHHOTO MakeTa. Mo YMOANYaHNIO
onuuAa OoTKAKYeHa.

BbiBOAUTL NOTM Ha 3KpaH. 1o yMOa4aHMo onumsa BKIKOYeHa.
(Tonbko ans KoHconbHoro CkaHepa).

BbIBOAVITb Ha3BaHWe ynakoBLVKa. Mo YMOANYaHNIO onunA
OTKNHOYEHa.

OTtobpaxaTb npoLecc npoBejeHns Nposepku. Mo ymoavaHuo
onuma BrkatoueHa. (Tosbko ana KoHcosnbHoro CkaHepa).

BeiBOAUTL BpeMs npoBepku 06bekTa. Mo ymMonuaHuo onums
OTKNtOYEHa.

3anyck CkaHepa B GoHOBOM pexume. Ecim He 3asaH

napameTp /GO, TO rpaduryeckmin pexmm oTobparkaeTca TONbKO Mpu
obHapy>xeHUn yrpos. B aTom pexxume npu nepexoge Ha paboty oT
6aTtapeun npoBepka npekpatyaeTcs.

BbINo/IHATE NPOBEPKY 3arpy304HbIX CEKTOPOB U M1aBHbIX
3arpy30u4HbIx cektopos (MBR) >ectkoro amcka.

BbINONHATb MOWCK YrpoO3 B ONepaTMBHON NamMsATh (BKItOYas
cucteMHyro obnacte Windows).

npOBepﬂTb CUCTEMHbIE TOUKM BOCCTAaHOBJIEHUA.

MakcumManbHOe Bpems MPOBEPKY, B cekyHaax. [1o ymMonyaHuo —
6e3 orpaHNYeHuI.

BbiBoA, coBMecTUMbIN ¢ drwebwcel. (Tonbko ang KoHconbHOro
CkaHepa).

Mo oKOHYaHUM NMPOBEPKUN MEPEBECTU MALLUUHY B YKa3aHHbIA PEXUM:
BbIK/tOUEHVEe/Nepe3arpyska/>KayLL i pexXM/Crswuin pexxmm.

PyKOBO,ELCTBO nosab3oBaTenda

237



A7

-
¢

g
),
A

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

3asiaHre AeNCTBUI C pa3NnUHbIMK 06bekTaMm (C — BbIIEUNTb, Q — NEPEMECTUTbL B KapaHTUH,
D — yAanuTb, I — UFHOPUPOBATb, R — MHPOpPMUpoBaTh. [leNcTBne R BO3MOXHO TONbKO A4
KoHconbHoro CkaHepa. o ymonyaHuio ana Bcex — MHPOPMMpoBaTh (Takke TObKO ANd
KoHconbHoro CkaHepa)):

AeiicTBue

/AAD:
<delicmsue>

/AAR:
<delicmsue>

/ACN:
<delicmsue>

/ADL:
<delicmsue>

/AES:
<Odelicmsue>

/AHT:
<delicmsue>

/AIC:
<delicmsue>

/AIN:
<delicmsue>

/AJK:
<Odelicmsue>

/AML:
<delicmsue>

/ARW :
<delicmsue>

/ASU:
<delicmsue>

OnucaHue

,CI,EI\/’ICTBVIFI ANA peKNaMHbIX NpOorpamMm (BO3MOXHbIE AEVICTBMHI DQIR)

AeNCTBYA C MHOULMPOBAHHBIMU apXMBamu (BO3MOXHbIE AeicTBYA: DQIR)

AGIZCTBVIFI C I/IHCI)I/ILI.I/IpOBaHHbIMI/I MHCTaNNAUMNOHHbIMW NMaKeTaMun (BO3MO)KHbIe AGIZCTBI/IHZ

DQIR)

,CI,EI\/’ICTBVIFI C nporpamMmMamMm A03BOHa (BO3MOXHbIE AEVICTBMHI DQIR)

AelzCTBMﬂ C yA3BMMbIMW NMporpaMmMmamm (BO3MOXKHbIE AeﬁCTBMﬂI IR)

[eVicTBUA C NporpaMMamu B3ioMa (BO3MOXKHble AencTBmA: DQIR)

LeVcTBUS € HemseummbiMU Gainamu (BO3IMOXKHbIe AeNCTBKA: DOR)

AeVCTBUS C MHOULMPOBAHHLIMK dannamMu (BO3MOXKHbIE AeNCTBUA: CDOR)

[eNCTBYA C NpOorpamMMamMu-LIyTKamMm (BO3MOXHbIE AeicTBMA: DOIR)

AeVcTBUA C MHOULMPOBAHHBIMW MOYTOBbLIMU Galinamm (BO3MOXHble AelcTBUA: QIR)

[eVCTBUS C NMOTEHLMANbHO OMnacHbIMU dainamm (BO3MOXKHbIe AencTBMA: DOIR)

AEUCTBMA C NOAO03PUTENIbHBIMU halinaMu (BO3MOXKHbIE AeCTBUA: DOIR)

HekoTopble katoun MOryT MMeTb MOANGUKaTOPbI, C MOMOLLIbHO KOTOPbIX PEXMM fBHO
BK/ItOYaeTca mMbo oTkntovaetca. Hanpumep:

/AC-

/AC, /AC+

pexXnmMm ABHO OTKAKOYaeTCA

pexnm ABHO BKAKOYaeTCA

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxxeHue A. lononHnTenbHble NapaMmeTpbl KOMaHAHOW cTpoku | 239

Takasi BO3MOXHOCTb MOXeT ObITb MoJIe3HA B C/IyYae, eC/IV PEXUM BKIOUEH/OTK/IHOUEH MO
yMonyaHuo. CNUCOK KIKOYEN, JONYCKaKOLWMX MPUMEHEHWE MOANPUKATOPOB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /ONA,
/REP, /Scc, /scN, /sLs, /SPN, /SPs, /ssT, /TB, /TM, /TR, /WCL.

Ana kntova /FL MOAMPMKATOP «—» O3HAYaEeT: MPOBEPUTb NMYTU, NEPEUYNCNEHHbIE B yKa3aHHOM
davine, n ysanutb 3T0T dan.

[na xntouenr /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3Ha4yeHune napamMeTpa «0» O3Ha4aeT, YToO NapamMeTp UCNonb3yeTca be3 OrpaHquHMVI.

Mpumep ncnosb3oBaHuWs Kitouer npu 3anycke KoHconbHOro ckaHepa:

[<nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb Bce daibl, 3a UCKIHOYEHMEM apXMBOB, Ha aucke C, MHONLMpoBaHHbIe Ganbl
NeyunTb, Hen3aneunmMble NOMeCTUTb B KapaHTuH. [lna aHanornuHoro 3anycka CkaHepa ans
Windows HeobxoamMmo BMecTo dwscancl HabpaTb UMSA KOMaHAbl dwscanner.

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

18.2. NMapametpbl gna Moayna o6HoBAeHUA

06w 1e napameTpbl:

Mapametp
-h [ --help ]

-v [ --verbosity ] arg

-d [ --data-dir ] arg
--log-dir arg

-r [ --repo-dir ] arg
-t [ --trace ]

-c [ --command ] arg
(=update)

-z [ --zone ] arg

OnucaHue
BbiBecTv Ha 3kpaH KpaTkyto crpaBky o paboTe ¢ nporpamMmol.

YpoBeHb AeTanmsaumm xypHana: error (CTaHAaPTHbIN), info
(pacwmpeHHbIl), debug (OTAaZ0YHBIN).

Manka, B KOTOPOW pa3mMeLleHbl PENO3UTOPUIA U HACTPOMKM.

Manka, B KOTOPOW ByAeT COXpaHeH XypHa.

Manka peno3utopwus, (Mo ymonuaHuo <data_dir>/repo).

Bratountb TpaccnpoBky.

BbimnonHaeman KOMaHga: getversions — MOAYYUTb BEPCUN,
getcomponents — MONYYNTb KOMMOHEHTbI, update — 0b6HOBNEHNE,
uninstall — yAanutb, exec — BbINOJHUTb, keyupdate — OBHOBUTH

KN4, download — ckayaTb.

Cnncok 30H, KOTOPbIV ByAeT UCMONb30BaTLCA BMECTO 3aJaHHbIX B
KOHPUrypaLmoHHoM daiine.

MapameTpbl KOMaHAbI 06HOBAeHUA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

OnucaHue

HasBaHwve npogaykta. Eciv Ha3BaHWe ykasaHo, TO 6yAeT NPOn3BeseHO
06HOBJIEHMEe TO/IbKO 3TOro NpoaykTa. Ecam npoaykT He ykasaH 1 He
yKa3aHbl KOHKPETHble KOMMOHEHTHI, 6yAeT NPOu3BeseHO O6HOB/IEHME BCEX
npoAykToB. ECv ykasaHbl KOMMOHeHTbI, 6yAeT npousseseHo 06HOBIEHWE
yKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMOHEHTOB, KOTOPble HEOH6XOANMMO OHHOBUTL A0
onpezeneHHon MogndrKaLmm.

®opmart: <name> , <target revision>.

Mepe3anyck nocne obHoBAeHWs Mogyns o6HoBAEHMs. o yMOAYaHWUO
3HaueHve yes. Ecnm ykazaHo 3HayeHve no, TO BbIBOAWTCA
npegynpexaeHve o HeobXoAMMOCTN Nepe3sarnycka.

Monyuntb cnncok IP-agpecoB update.drweb.com nepes 0OHOBAEHVEM.

Mo>eT 6biTb OAHUM W3 CIEAYHO L WX

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

e reset-all — NpuHyaUTENBHOE OOHOBNEHWE BCEX KOMMOHEHTOB;

e reset-failed — cHpOCUTb BCE M3MEHEHUS /151 MOBPEXAEHHbIX
KOMMOHEHTOB;

e normal-failed — nonbiTaTbCA OOHOBUTbL KOMMOHEHTbI, BKJIFOYas
MOBPEXAEHHbIE, O NOCAesHeln NMBO A0 yKazaHHON BepCuy;

e update-revision — OHBHOBUTb KOMMOHEHTbI B Mpejenax TekyLien
peBv3uY;

e normal — OH6HOBUTb BCE KOMMOHEHTBI.

-g [ --proxy ] arg Mpoxkcu-cepBep ana 06HOBAEHWA B dopmMaTe <adpec>: <nopm>.
-u [ --user ] arg Vimsa nonb3oBatens npokcu-cepsepa.

-k [ --password ] arg Maponb nonb3oBaTens NPoKcK-cepBepa.

--param arg MepesaTb AOMONHUTENbHbIE MAPaMETPbl B CKPUMT.

dopmat: <umAa>: <3HayeHue>.

-I [ --progress-to-console ]  BbiBeCTv Ha KOHCONb MHGOPMALMIO O 3arpy3ke W BbIMOJHEHUN CKPUMTa.

MapameTpbl KOMaHAbI NOJIyYeHU KOMMOHEHTOB (getcomponents):

Mapametp OnucaHue
-s [ --version ] arg Homep Bepcun.
-p [ --product ] arg Ykaxkute uMsa npogykTa, 4tobbl yBUAETb, Kakne KOMMOHEHTbI OH BKIFOYaEeT.

Ecnn npoaykT He ykasaH, 6yAyT BbiBeAeHbl BCE KOMMOHEHTbI 3TOW BepCun.

MapameTpbl KOMaHAbI NOJy4YeHUA usMeHeHun (getrevisions):

Mapametp OnwucaHue
-s [ --version ] arg Homep Bepcum.
-n [ --component ] arg Vima KomMnoHeHTa.

MapameTpbl kKOMaHAbI yaaneHus (uninstall):

Mapametp OnucaHue

-n [ --component ] arg MIMA KOMMOHeHTa, KOTOPbIi HEO6XOANMO YAANUTD.

PyKOBO,ELCTBO nosab3oBaTenda

241



A7 L4
X

-
¢

Mapametp
-I [ --progress-to-console ]

--param arg

-e [ --add-to-exclude ]

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue
BbiBecT MHGOPMaLMIO O BbIMOJHEHWUN KOMaHAbl Ha KOHCOb.

MepesaTb AOMONHUTENbHbIE MAPaMETPbl B CKPUMT.
dopmat: <umAa>: <3HayeHue>.

KomnoHeHTbl, KoTopble BYAYT yaaneHbl U UX 06HOBAEHUE NPOU3BOAUTLCS
He byzer.

MapameTtpbl kKOMaHAbI aBTOMaTUUeckoro o6HoBaeHus katoua (keyupdate):

Mapametp
-m [ --md5 ] arg
-0 [ --output ] arg

-b [ --backup ]

-g [ --proxy] arg
-u [ --user ] arg
-k [ --password ] arg

-| [ --progress-to-console ]

OnucaHue
KoHTposibHas cymma md5 ctaporo katoueBoro daiina.
Nms dainna.

Pe3epBHOEe KOMMPOBaHWe CTaporo KAoueBoro daiina, ecav oH
CyLLecTByerT.

Mpokcu-cepBep AN 06HOBAEHNS B dopMaTe <adpec>: <nopm>.
ms nonb3oBaTtens Npokcu-cepeepa.
Maponb NMoab3oBaTens NPOKCK-cepBepa.

BblBECTM Ha KOHCOJIb MHOPMaLMIO O 3arpyske KatoueBoro daiina.

MapameTpbl KOMaHAbl ckaunBaHua (download):

Mapametp

--zones arg

--key-dir arg

-I [ --progress-to-console ]
-g [ --proxy ] arg

-u [ --user ] arg

-k [ --password ] arg

-s [ --version ] arg

-p [ --product ] arg

OnucaHue

®aiin, cosepkallmii CrINCOK 30H.

Manka, B KOTOPOW HaxoAuUTCA Kito4eBon dain.

BbiBecTt MHGOPMaLMIO O BbIMOJHEHWUN KOMaHAbl Ha KOHCOb.
Mpoxkcu-cepBep A1 0OHOBAEHMs B dopmMaTe <adpec>: <nopm>.
Vimsa nonb3oBatenis npokcu-cepsepa.

Maposnb Nonb3oBaTens NPokKcu-cepeepa.

Vima Bepcun.

Ha3BaHue npogykTa, KOTOPbIA HEOHXOAMMO CKauaTb.

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

18.3. Koabl Bo3BpaTa

Bo3MOXHbIe 3HaueHus KOJa BO3BpaTa N COOTBETCTBYHOLLNE UM CcobbITUSA cnegyrowine:

Kop, Bo3Bparta

0

16

32

64

128

CobbiTHe

B1pycoB Mnn Nof03peHNI Ha BUPYCbl He 06Hapy>KeHO.

O6Hapy>KeHbl M3BECTHbIE BMPYCHI.
O6Hapy>keHbl MOAVPYVKALMN N3BECTHBIX BUPYCOB.

ObHapy>xeHbl NOAO3pUTENbHbIE HA BUPYC 0OBbEKTDI.

B apxuBe, KOHTEVHEPE NN MOUYTOBOM ALLKKE OBHaPY>KEHbI U3BECTHbIE BMPYCHI.

B apxuee, KOHTEVIHepe Wi NOYTOBOM fALLMKE 06Hapy>|<eHb| MO,CI,VIq)VIKaLI,VIVI M3BECTHbIX

BMPYCOB.

B apxuee, KOHTel‘aHepe Wi NOYTOBOM fALLNMKe O6Hapy>KeHbI noao3putesibHble Ha BUPYC

0BbeKTbI.

YcneLwHo BbIMOJIHEHO JleyeHVie XOTA Bbl OAHOTO 3apakeHHOTo BUPYCOM obbekTa.

BbinosHeHo y,a,aneHVle/nepeVlmeHoBaHme/nepelvleu.l,eHme XOTA Obl OAHOTO 3apa>eHHOoro

davina.

Pe3ynbTupytowmin Koz Bo3BpaTa, GopMUpyemMblii MO 3aBepLIEHMIO MPOBEPKN, PaBEH CyMMe
KOZOB TeX COObITUI, KOTOPbIE MPOM3OLLIN BO BPEMSA NPOBEPKM (MU €ro cnaraemble MOryT
OAHO3HAYHO 6bITb MO HEMY BOCCTAHOB/EHDI).

Hanpumep, kog Bo3BpaTa 9 = 1 + 8 03HavaeT, UTo BO BpeMs NPoBepKN 0BHapy>KeHbI
N3BECTHbIE BUPYChI (BUPYC), B TOM UMCAE B apxunBe; obe3BpexnBaHne He MPOBOANIOCH;
6onbLIe HMKaKNX BUPYCHbBIX COBbITUIA He Bblno.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpuno>xeHue b. Yrposbl n cnocobbl ux o6e3BpexuBaHUA

19. Mpuno>keHne b. Yrpo3sbl n cnocobbl nx o6esBperxnBaHuA

C pa3BuTUEM KOMMbIOTEPHbBIX TEXHONOTMIA N CETEBbIX peLleHnn Bce Hosbliee
pacrnpocTpaHeHne Noay4aroT pasNMyHble BPeLOHOCHbIE MPOrpamMMbl, HarnpaB/ieHHble Ha TO,
yTO6bI TaK NN MHAYe HAHECTUN Bpes Nosib3oBaTenaM. Vix pa3Bmtne Hauyanoch elle B 3noxy
3apOXAEHNA BblUMCANTENbHOW TEXHUKW, N NapaaieNlbHO pa3BMBaINCh CPEACTBA 3aLlUUTbl OT
HUX. TeM He MeHee, O CUX NOpP He CYLEeCTBYET eANHOM KnaccudurKaLmm BCeX BO3IMOXKHbIX
Yrpos, 4To CBA3aHO, B MEPBYHO oYepelb, C Henpeacka3yeMblM XapakTepoM UX Pa3BUTUSA U
NOCTOAHHbLIM COBEPLLUEHCTBOBAHMEM MPUMEHSAEMbIX TEXHOOTUIA.

BpesoHOCHbIe MporpamMMbl MOTYT PacipOCTPaHATLCA Yepes UHTEPHET, I0KaNbHYH CeTb,
3/IEKTPOHHYHO NMOYUTY U CbEMHbIE HOCUTENN MHDOPMaLMK. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb N HEOMbITHOCTb MOb30BATENA U MOTYT AEACTBOBATb MOJHOCTHHO
aBTOHOMHO, ApYyrve ABAAFOTCA NLWb UHCTPYMEHTaMU NOA ynpaBaeHMeM KOMMbOTEPHbIX
B3/IOMLUMKOB U CMOCOOHbI HAaHECTN Bpes Aaxe HaZeXHO 3alMLLEHHBIM CUCTEMAM.

B saHHOW rnaBe npeacTaBieHbl ONMCaHNA BCEX OCHOBHbIX M Hanbonee pacnpocTpaHeHHbIX
TUMOB BPEAOHOCHbIX NPOrpaMm, Ha 60pbOY C KOTOPbIMU B MEPBYHO OYepesb U HanpaBs/eHbl
pa3paboTtkun komnaHmn «[Joktop Beb».

19.1. Buabl KOMNbIOTEPHbIX Yrpos3

MNoa TepMUHOM «yepo3a» B AaHHOM Kiaccudurkaumm cresyeT NnoHMMaTh toboe nporpaMMmHoe
CPeACTBO, KOCBEHHO WM HaMNpPAMYH COCOBHOE HaHecTH yllepb KOMMbIOTEpY, CETH,
MHbOpPMaLMK AN NpaBaM MONb30BaTeNsA (TO eCTb BPEAOHOCHbIE U MPOUNE HEXENATe/IbHbIe
nporpammel). B 6onee WMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXKET 03HauaTh /10Oy
NOTEHLMaNbHY OMacHOCTb ANS KOMMbOTEPA UK CETU (TO ECTb ee Y3BUMOCTb, KOTOpas
MOXEeT 6bITb NCNOJIb30BaHa A/ MPOBEAEHNS XaKePCKMX aTak).

Bce Tvnbl NnporpaMm, onucaHHble HUXKE, MOTEHLMANbHO 061a4at0T CNOCOBHOCTLIO
NOZABEPrHYTb OMACHOCTM AaHHble NOJAb30BaTENS UAN UX KOHOUAEHLMANBHOCTL. [porpammel,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CMCTEMe (Hanpumep, HEKOTOPbIE MPOrpaMmbl
A/19 PacCblIKM Cnama UM aHanmsaTopbl Tpaduka), 06bIUHO He MPUHATO NPUUMCAATD K
KOMMbIOTEPHBIM Yrpo3am, XOTs Npu OnpeAeseHHbIX 0BCTOATENbCTBAX OHWN TakxkKe MOTyT
HaHeCT! Bpes NoJib30BaTeNto.

KomnbrotepHble BUPYCbI

[aHHBIA TN KOMMBIOTEPHbIX YIPO3 XapaKTepm3yeTcs CNOCOOHOCTbIO BHEAPSATh CBOWN KOA B
NCMONHAEMBIN KO APYrUX Nporpamm. Takoe BHeApeHWe Ha3biBaeTca UHguUyuposaHuem. B
60/1bLUINHCTBE CNyYaeB NHPMLIMPOBaAHHbBIN dalin camM CTaHOBUTCSA HOCUTEIEM BUpYCa, a
BHEAPEHHbIV KOJ He 0653aTe/IbHO MONHOCTLHO COOTBETCTBYET OpUrnMHany. bonbluas yacTtb
BMPYCOB CO3JaeTcs AN NOBPEXAEHMA AN YHUUTOXEHUA JaHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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Mpuno>xeHue b. Yrposbl n cnocobbl ux o6e3BpexuBaHUA

B komnaHuu «[loktop Beb» BMpycbl Aenat no tuny Gpannos, KOTOPble OHU MHOULIMPYIOT:

e Qalinossle 8Upycobl NHOULMPYHOT Gainbl ornepaLMoOHHOM cucTeMbl (06bIYHO MCMONHSAEMble
bannbl n AMHaMunyeckme 6GUBANOTEKM) N aKTUBU3NPYIOTCA NPW o6 paLLeHnm K
NHOULMPOBaHHOMY danny.

e Makpo-gupycel VTHOULMPYIOT JOKYMEHTbI, KOTOPble NCMONb3YHT MPOrpaMMBbl U3 NnakeTa
Microsoft Office ( apyrne nporpaMmbl, KOTOPble UCMONb3YOT MakpOChl, HaNNCaHHbIE,
Hanpumep, Ha a3bike Visual Basic). Makpocsl — 3TO BCTPOEHHbIe MPOrpamMMbl, HalMMcaHHbIe
Ha MOJIHOLEHHOM A3bIKe NPOrpamMMUpPOBaHUNA, KOTOPblE MOTYT 3amnyckaTbca Npu
onpezeneHHbIx ycnosuax (Hanpumep, B Microsoft Word makpocbkl MOryT 3anyckaTbca npu
OTKPbITUW, 3aKPbITUM UAN COXPAHEHUU AOKYMEHTA).

o Ckpunm-supycbl NNLLYTCA Ha A3blKax CLleHapueB (CKPUNTOB) 1 B HONbLUNHCTBE Clyvaes
MHOUUMPYHOT Apyre dannbl cueHapues (Hanpumep, ciyxxebHble dpalinbl onepaLyioHHOM
cncteMbl). OHM MOTyT MHGMLMPOBaTL TakKe Apyrne Tunbl Gannos, KOTOpbie NOAAEPKMBALOT
MCMONHEeHWNe CLeHapreB, NONb3YACh YA3BUMbIMU CLEeHapUAMU B BEO-MPUITOXKEHNAX.

e 3azpy304Hbie 8UPYCbI MHOULMPYIOT 3arpy304UHble CeKTopa ANCKOB U pa3fenos, a Takxke
rNaBHblE 3arpy30YHble CEKTOPA XECTKMX ANCKOB. OHN 3aHUMAOT OYeHb Masio NaMaTh U
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nuim 3aBepLieHune paboTbl CMCTEMBI.

BonbLIMHCTBO BMPYCOB 06/1aaeT onpeAeNeHHbIMM 3aLLUTHBIMU MeXaHM3MaMmn NpoTUB
obHapy>xeHus. MeTozbl 3aLUMTbl OT 06HaPYXXEHNA NOCTOSHHO YAyYLLAOTCA, MO3TOMY ANs
aHTVBUPYCHbIX NPOrpaMm pa3pabaTtbiBatoTCsi HOBblE CMOCO6bI MPEOAONEHNS STOM 3aLUMThI.
Brpycbl MOXHO pa3genvTb MO NPUHLMMY 3aLuTbl OT OBHapPY>KEHUA:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXi0M HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMNAsApP TaKoro BMpYyCa COAEPXKUT TONbKO KOPOTKUI 0bLWwmin dparMeHT (Mpoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUTHATYpPbI.

e [TonumopghHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLnanbHyo NpoLesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJsipe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPeANPUHMMALOT CreLnanbHble AeNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

BVIpbeI TakKoke MO>XXHO K.ﬂaCCI/Iq)VILI,VIpOBaTb no A3blKYy, Ha KOTOPOM OHW HanucaHbl
(6OJ'IbLLII/IHCTBO NNWYTCA Ha A3blKe acceM6nepa, HO MMEKOTCA TakKXe N BUPYCbl, HaNNCaHHbIE Ha
BbICOKOYPOBHEBbIX A3blKaX NMPOrpaMMmnMpoOBaHNnA, A3blKaX CLLeHapMeEB U T. 4.) nno
MHCI)I/ILI,I/IpyEMbIM MMK onepatMoHHbIM CUCTEMAM.

PyKOBO,ELCTBO nosab3oBaTenda
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KomnbloTepHbie uepBu

B nocneaHee BpeMs BpesOHOCHbIE MPOrpaMMbl TUMNa «KOMMbIOTEPHbIA YepBb» CTanu
ropasgo 6osiee pacnpocTpaHeHbl, YeM BUPYCbl 1 MPoYMe BpesOHOCHbIE NporpaMmbl. Kak v
BMPYChbI, Takne NporpamMmMbl CMOCO6HbI co34aBaTb CBOM KOMWUK, HO MPW 3TOM OHU He
NHOULMPYHOT Apyrne o6bekTbl. YepBb NPOHMKaeT Ha KOMMbOTEP U3 CeTH (Yalle BCero kak
BJIOXKEHME B COODLLEHMAX 3NEKTPOHHOW NOYTbI UM Yepe3 MHTEPHET) N paccCbiliaeT CBOU
OYHKUMOHaNbHbIE KOMWU Ha Apyrue KoMMbtoTepbl. [Ina Havana pacnpocTpaHeHUs YyepBu
MOTYT MCNOb30BaTh KaK AeVCTBUA NOb30BaTeNs, Tak U aBTOMAaTUUYECKNIA PeXXMM Bblbopa U
aTaku KomnbroTepa.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0aHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TakK Ha3blBaeMasa NMHPEKLMOHHaA YacTb (Lenn-Koa), KoTopas 3arpyxaercs B
ornepaTMBHYHO NaMATb KOMMbIOTEPA U «AOrpy>KaeT» Mo CeTU HenoCPeACTBEHHO CaMO Teno
yepBsa B BUAE UcnonHaemoro darina. lNoka B cucteme HeT Tesla YepBs, OT HErO MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpu KOTOPON NPOUCXOAMNT COPOC onepaTMBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNo YepBs, TO CNPaBUTLCA C HUM MOXET TOJIbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEeHMA YepBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CeTH,
Aa>Xe ec/I OHW He HeCyT HMKakoW MONe3HOW Harpy3ku (He HaHOCAT NPAMOW Bpes cUcTeMe).

B komnaHuu «[Joktop Beb» uepBei fenat no cnocoby (cpese) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpoOCTPaHAOTCA NOCPEACTBOM Pa3NNYHbIX CETEBbIX MPOTOKONO0B U
NpOTOKO/I0B 06bMeHa dannamu.

e [Toumossle Yepgu PacnpPoCTPaHAOTCA NOCPEeACTBOM NOYTOBbIX NpoTokonos (POP3, SMTP n
T.A.).

e Ham-uepsu pacnpoCcTpaHAKTCA, UCMOJb3ya NOMNYAAPHbIE MPOrpamMmbl AN NepecblIKu
MFHOBEHHbIX coobuieHnn (ICQ, IM, IRCn . a.).

TposiHcKkue nporpaMmmbl

ITOT TN BPEeAOHOCHbIX MPOrpaMM He cnocobeH kK camopenamnkaummn. TposHckMe nporpamMmmbl
NOAMEHSIOT Kakyto-Mbo M3 YacTo 3anyckaemblX MPOrPaMm U BbIMOAHAOT ee GyHKLUMMK (MAn
UMUTUPYIOT UCMONHEHWE 3TUX QYHKLIMIA), OfJHOBPEMEHHO NPON3BOAA KakMe-1mbo
BPEAOHOCHbIE AeACTBUA (NOBPEXAEHWE N yaaneHne JaHHblX, Mepecblka KOHOUAEHLMaNbHOW
MHPoOpMaL MM 1 T. 4.), NM60 Aenas BO3IMOXHbIM HEeCaHKLMOHNPOBaHHOE NCMONb30BaHNe
KOMMbHOTEPA 3/10yMbILLIEHHUKOM, HanpuMep, A8 HaHeCeHUs Bpea TPeTbUM AnLaM.

3TM nporpamMmbl 061a4ak0T CXOXUMU C BUPYCOM MaCKMPOBOUYHBIMU U BPEAOHOCHBIMMU
bYHKUMAMY 1 faxke MOTyT OblTb MOZYNEM BMPYCa, HO, Kak MPaBUa0, TPOAHCKME NPOrpaMmbl
PacnpoCTPaHAIOTCA Kak OTAeNbHbIE CMOoNHAeMble daiinbl (BbiknajblBatoTcA Ha GarinoBble
cepBepa, 3annCbiBatOTCA Ha HOCUTENN MHPOPMAaLMKN UK NEPEChINAtOTCA B BUAE BIOXEHUN B
COOBLEHNAX INEKTPOHHOM MOYTbI), KOTOPbIE 3anyckatoTca IMbo caMuMm noab3oBaTteneMm, Mbo
onpeaeneHHbIM NPOLECCOM CUCTEMBbI.

PyKOBO,ELCTBO nosab3oBaTenda
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATL APYrue TUMbl Yrpo3, MPUHATO NPUMNCLIBATL TONbLKO TPOAHCKUM
nporpaMmmam. Huxe npvBeseH CNNCOK HEKOTOPbIX TUMOB TPOSHCKUX MPOrpaMm, KOTopble B
koMnaHuu «loktop Beb» BblAenstoT B OTAENbHbIE KNACChI:

e b5k00pbl — 3TO TPOAHCKME NPOrpaMMbl, KOTOPbIE MO3BONAOT NOAYYaTb
NPVBUAETMPOBaHHBIM JOCTYN K CUCTEME B 06X0J CyLLeCTBYHOLLLEro MexaHn3mMa
npeaocTaBAeHNA AOCTyNa v 3awmTbl. bakaopbl He MHGMLMPYHOT Gaibl; OHM NPONUCbIBAtOT
cebsa B peectpe, MOANOULINPYS KAHOUN.

e Pymkumel NnpefHa3HayeHbl 414 nepexsBaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Le/Ibio COKPbITUA CBOEro NPUCYTCTBUA B cucTemMe. KpomMe TOro, pyTkUT MOXEeT MackMpoBaTb
npouecchbl Apyrnx NporpamMmmM, pasinyHble KNKUM peectpa, nanku, danbl. PyTkuT
pacnpoCTpaHAeTca Kak caMoCToATeNbHAsA NPOrpaMma Uan Kak JONOAHNTENbHbIN
KOMMOHEHT B COCTaBe APYrov BpejoHOCHOMW nNporpaMmbl. 1o npuHumny ceoen paboTsl
PYTKUTbI YCIOBHO Pa3jenatoT Ha ABe rpynmnbl: PyTKMTbI, paboTatoLme B pexmme
nosnb3oBaTens (nepexsaT GyHKLMM BUBANOTEK NoAb30BaTeNbCKOrO pexuma) (User Mode
Rootkits — UMR), n pyTkuTbl, paboTatowme B pexxmme aapa (nepexeaT GyHKLUMA Ha YpOBHE
CUCTEMHOTO AZPa, YTO 3HAUNTENIbHO YCNOXHAET 0bHapyxXeHne n obesspexnsaHune) (Kernel
Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (Kelis02eepel) NCNOAb3YHTCA Ans cbopa AaHHbIX, KOTOPbIe
no/sb30BaTe/lb BBOAUT MPW MOMOLLM KnaBmnaTtypsbl. Lienbto Takmx 4encTBMA ABASETCA KpaXa
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT. A).

e Knukepol nepeonpeaensatoT CCbIIKM MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA pPeKNaMHOro Tpaduka
Be6-CcalTOB MM 419 OpraHu3aumm pacnpejeneHHblx atak oTkasza B obcnyxunsaHmm (DDoS-
aTak).

° npOKCU—mpOﬂHbI npeasocTaBaArOT 3/I0YMbILWNEHHUKY aHOHMMHbIV BbIXO/J B UHTEPHET Yepes
KOMMNbHOTEP XEPTBbI.

Kpome nepeuncneHHbIx Bbille, TPOSSHCKME MPOrpamMMbl MOTYT BbIMONHATb U Apyrue
BPeAOHOCHbIE JeNCTBMA, HanNprMep, N3MeHATb CTapTOBYHO CTpaHuLUy B Beb6-bpay3sepe nam
yAanaTe onpegeneHHble daninbl. OgHaKo TakmMe AeNCTBUS MOTYT BbIMOJHATHCA U yrpo3amMu
APYTUX TUMOB (Hanpumep, BUpycaMu 1 4YepBaMu).

Mporpammbl B3/10Ma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B310MLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbBIX MPOrpaMm SIBAAKOTCSA CKaHepPbl MOPTOB, KOTOPbIE MO3BOASHOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (bariepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunBaroLLmx 6e3onacHOCTb KoMnbtoTepa. Kpome xakepoB, Takumm
WNHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI 418 MPOBEPKN HAAEXHOCTU CBOMNX

PyKOBO,ELCTBO nosab3oBaTenda
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Mpuno>xeHue b. Yrposbl n cnocobbl ux o6e3BpexuBaHUA

ceTten. IHorga kK nporpammMam B3loMa OTHOCAT NPOrpaMmbl, UCMOAb3YHOLLME METOAbI
couManbHOW NHXEHEPUN (31E€MEHTbI COLIMOTEXHUKMN).

PexnamHble nporpamMmmbl

Yale Bcero nog 3TMM TEPMUHOM MOHUMAKOT MPOrPaMMHbIA KOJ, BCTPOEHHbIV B pa3/iMyHOe
6ecniatHoe NporpaMMHoe obecneyeHmre, NPy NCNOJIb30BaHNM KOTOPOTO MOJb30BaTeO
NPUHYAMTENIbHO NOKa3biBaeTCs peknama. Ho MHoraa Takor Koz MOXET CKPbITHO
pPacnpoCTPaHATbCA MOCPEACTBOM APYrMX BPEeAOHOCHbIX MPOrpaMmM 1 AeMOHCTPUPOBATb
peknamy, Hanpumep B Beb6-6paysepax. 3auacTyto pekiamHble NporpaMmMbl paboTaroT Ha
OCHOBaHMM AaHHbIX, COBPaHHbIX LWMNMOHCKMMM NpOrpamMmmMamu.

MporpamMmmbi-wWwyTKN

OTO TN BPEAOHOCHbIX MPOrpaMm, KOTOpble, Kak ¥ peknaMHble NPorpaMMbl, HE HAHOCAT
NpsAMOro Bpesa cvcteMe. Yallie BCEro OHW FrEHEPUPYHOT COOBLLEHNS O HECYLLECTBYHOLLMX
oLINBKaX M YrpoXKatoT AENCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWNIO AaHHbIX. VX
OCHOBHOW GyHKUMeW ABASETCA 3anyrMBaHue noab3oBaTtess, iMbo HaBA3UMBOE ero
pasgpaxeHue.

Mporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMsbl, pa3paboTaHHble 414 CKAaHWPOBAHWUSA HEKOEro
Anana3oHa TesiedoHHbIX HOMEPOB A1 HAaXOXAEHNSA Takoro, Ha KOTOPbIA OTBETUT MoeM. B
faNbHeNLWeM 3/10YMbILUNEHHUKN NCMONb3YIOT HaJeHHble HOMepa A5 HaKpyYMBaHUSA onaThbl
3a TenedoH UAK 4NA He3aMeTHOTO NOAK/IOYEHNA NOb30BaTeNs Yepe3 MOJEM K
AOPOroCTOAWMM NAaTHbIM TenedOHHbIM Cy>KbaMm.

MoTteHuMazibHO onacHble NMPOorpamMmbl

™1 NporpamMMbl He CO3AaBannCh ANA HaHECEHMA Bpeaa, HO B CUJY CBOMX OCOBeHHOCTew
MOTYT NPeACTaBaATb Yrpo3y Ana 6e3onacHocTu cuctembl. K Takmm nporpaMmam OTHOCATCA He
TONbKO T€, KOTOPbIE MOTYT CIy4YaiHO NMOBPEAUTb AW YAANUTb AaHHbIe, HO U Te, KOTOPble MOTyT
MCNONb30BaTbCA XakepaMun Uan ApyrumMmu nporpaMmamMu Ansa HaHeceHua speja cucteme. K
NOTeHUMaAbHO OMacHbIM MNPOrpamMmmMam MOXHO OTHECTU pasJ/inyHble MPOrpamMmbl yaaieHHOro
obweHns 1 agMuHucTpupoBaHusa, FTP-cepBepbl U T. 4.

nOAOBPMTeﬂbeIe 06BbeKTbl

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YrPO3bl, OOHapPY>XEHHbIe
NPV MOMOLLY 3BPUCTUYECKOTO aHan3a. Takve 06bekTbl MOTYT ABAATLCSA JHOObIM TUMOM
KOMMbOTEPHBIX YTPO3 (BO3MOXHO, Aaxe HEN3BECTHbIM A/ CNEeLManncToB no
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs He30MacHbIMU B ClyYae JIOXKHOTo
cpabaTbiBaHMA. Palinbl, cogepxaliye NoAo3puTenbHble 06beKTbl, PEKOMEHyeTCs NnomMeLlaTb

PyKOBO,CLCTBO nosab3oBaTenda
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
KomnaHmn «/loktop Beb».

19.2. AencTBua pna ob6e3Bpe)KxnBaHnA yrpos

CyLiecTByeT MHOXECTBO Pa3/iMUHbIX MeTOA0B 60pbObl C KOMMBIOTEPHbLIMYK Yrpo3amu. ns
HaAe>XXHOW 3alUMTbl KOMMNbHOTEPOB U CETEN MPOAYKTbI KOMMaHUK «/lokTop Be6» 06beanHsoT B
cebe 3T MeTOAbl MPU MOMOLLY TMOKMX HAaCTPOEK N KOMMJIEKCHOTO NOAXoAa K obecneyeHunto
6e3onacHocT. OCHOBHbIMU AEUCTBUAMU ANs 06e3BpeXMBaHNSA BPEAOHOCHbLIX MPorpamMm
ABNAOTCA:

1.

NeueHue — feinicTBME, NPUMEHAEMOE K BUPYCaM, YepBsiMm 1 TpositHaM. OHO nogpa3ymeBaeT
yAaneHne BPeJOHOCHOrO KoAa 13 3apakeHHbIX GainnoB mbo yaaneHne GyHKLMOHaNbHbIX
KOMWI BPEAOHOCHbIX MPOrpamMm, a Takxke, Mo BO3MOXHOCTU, BOCCTAHOBNEHME
paboTocnocobHOCTN MOpaxKeHHbIX O6BEKTOB (T. €. BO3BPaLLEeHWe CTPYKTYpPbl U
dyHKLMOHaNa NporpaMmbl K COCTOSIHUEO, KOTOPOe ObIN0 A0 3apa>keHuns).

MepemeleHre B KapaHTUH — JeCTBUE, NPY KOTOPOM BPEAOHOCHbI 06BbeKT
nomMeLLaeTcs B creuunanbHyro nanky, rae U3oaMpyeTcs OT OCTasbHOWM cucteMsl. JaHHoe
AencTBMNE ABAAETCA NPEeANOYUTUTEIbHBIM NMPU HEBO3MOXHOCTU JIeYeHUS, a TakKe 411 BCeX
nofo3puTenbHbIX 06bekToB. Konuu Takmnx dpannos xenatenbHO nepecbinatb Aas aHanv3a B
aHTUBUPYCHYIO nabopatopuio «[Joktop Beb».

. YpaneHnune — 3ddektnBHOe genictBre ansa 60pbbbl ¢ KOMMAbIOTEPHBIMY Yrpo3aMmu. OHO

NPUMEHUMO Ans NH6Oro TMna BpeAoHOCHbIX 06bekToB. CieayeT OTMETUTb, UTO MHOTAA
yaaneHune byaet npMMeHeHO K HeKOTOpbIM darnam, aia KOTopbix 6b110 BbIOpaHO feyeHme.
OTO NPOUCXOANT B CNyyae, KOrZa BeCb Galin LeIMKOM COCTOUT 13 BPeAOHOCHOTO KoJa U He
COZEP>XKUT HUKaKOWN Nosie3HON nHbopMaLmmn. Tak, Hanpumep, Mo eYeHnem
KOMMbIOTEPHOrO YepBs NoApa3yMeBaeTcs yAaneHne Bcex ero GyHKLUMOHaNbHbIX KOMUMA.

BnokupoBka — 3T0 Takxke AelCTBMe, NO3BO/IAIOWEee 06e3BpeAnTb BPELOHOCHbIE
nporpamMmsl, NPy KOTOPOM, OZHaKO, B GpainioBOM CUCTEME OCTAKOTCA UX MONHOLLEHHbIEe
Konuu. baokmpyrotcs Atobble NOMNbITKM O6paLleHns OT U K BpeAOHOCHOMY O6BbekKTy.

PyKOBO,ELCTBO nosab3oBaTenda
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20. NMpunoxxenne B. NMpnHUUNbI MeHOBaHUA Yyrpos3

Mpw 0bHapy>XeHnn BUPYCHOro Koga kKomnoHeHTbl Dr.Web coobuwatoT noab3oBatento
cpeacTBaMu nHTepdenca n 3aHOCAT B dai oTyeTa MMS BUpYCa, MPUCBOEHHOE eMy
cneymanmctaMun komnaHum «JJoktop Beb». 3t nMeHa CTpoaTCca No onpeseneHHbIM
NpUHLUMNaM 1 OTpaXkakoT KOHCTPYKLMIO BUPYCa, KNacchl YA3BMMbIX OObEKTOB, Cpeay
pacnpoctpaHeHunsa (OC n npuknagHble nakeTbl) U paj APYrux ocobeHHOCTen. 3HaHne 3TUX
NPUHLUWMOB MOXET ObITb MONIE3HO A1 BbISIBJEHMA MPOrPaMMHbIX M OPraHnN3aLnOHHbIX
YA3BMMOCTEN 3alpLiaeMor cucteMbl. Huxe gaetcs kpatkoe U3NoXeHne NPUHLUNOB
MMEHOBaHWNA BUPYCOB; bonee NoaHas U NOCTOSHHO OOHOBAEMas BepCMa OnmcaHuna

AOCTynHa no aapecy https://vms.drweb.com/classification/.

JTa kKnaccndmkauma B psaje cyyaeB YCNOBHA, MOCKO/IbKY KOHKPETHbIE BUAbl BUPYCOB MOTYT
ob6sasaTb OJHOBPEMEHHO HECKO/IbKMMMW MPUBEAEHHbIMU Mpu3Hakamu. Kpome Toro, oHa He
MOXET CUMTaTbCs MCUEPMbIBAOLWEN, MOCKO/bKY MOCTOAHHO NOSABASAIOTCA HOBblE BUAbI
BMPYCOB U, COOTBETCTBEHHO, MAET paboTa Mo YTOUHEHMIO KnaccnudukaLlmm.

MonHoe nma Bnpyca COCTOUT U3 HECKOJIbKNX 31eMEHTOB, pa3je/ieHHbIX ToukaMu. [1pm 3Tom
HeKOTopble 3N1eMeHTbl, CToALME B Hayane NOHOrO MMeHU (NMpedurKcbl) U B KOHLLE
(cyddukcbl), ABAAKOTCA TUMOBbLIMW B COOTBETCTBUM C MPUHATOM Knaccudukaumen.

OcHoBHble npedUKChbI

Mpedukcbl onepauMoHHON CMCTEeMBbI

Hwuxecnegyrowme npedurkcbl MPUMEHAOTCA ANA Ha3biBaHMA BUPYCOB, MHOULMPYIOLLNX
ncnonHsemole darnbl onpegeneHHbix naatdopm (OC):

e Win — 16-pa3pagHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psaaHblie nporpammbl OC Windows 95/98/Me;

e WinNT — 32-pa3pasHble n 64-paspsagHble nporpammbl OC Windows
NT/2000/XP/Vista/7/8/8.1/10;

e Win32 — 32-pa3psagHble nporpammbl pasamuHbix cpeg OC Windows 95/98/Me n OC
Windows NT/2000/XP/Vista/7/8/8.1/10;

e Win64 — 64-pa3psasaHblie nporpammbl OC Windows XP/Vista/7/8/8.1/10/11;
e Win32.NET — nporpammbl B OC Microsoft .NET Framework;

e 0S2 — nporpammbl OC OS/2;

e Unix — nporpammebl pasanuHbix UNIX-cucrem;

e Linux — nporpammsbl OC Linux;

e FreeBSD — nporpammbl OC FreeBSD;

e Sun0S — nporpaMmmbl OC SunOS (Solaris);

PyKOBO,CLCTBO nosab3oBaTenda
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e Symbian — nporpammbl OC Symbian OS (MmobunbHas OC).

3amMeTuM, UTO HEKOTOpPbIE BUPYChl MOTYT 3apaXkaTb NPOrpaMmMbl OAHOM CUCTEMBI, XOTSH CaMu

AEVCTBYIOT B PYroOW.

Bupychbl, nopax<atowme ¢aiinbi MS Office

Mpynna npedurkcos Bnpycos, nopaxarowwmx obbektel MS Office (yka3aH A3bIk MakpOCOB,

nopa>aeMbIX 4aHHbIM TUTTOM BVIpyCOB)I

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBA5 (MS Word 8.0), VBA6 (MS Word 9.0);
e Xx97M — VBAS5 (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PPO7M — dannbl-npeseHTaunm MS PowerPoint;

e 097M — VBAS (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaet dpaninbl bonee yem

oAHoro komnoHeHTa MS Office.

Mpedukcobl a3bika paspaboTku

lpynna npedukcos HLL NpUMeHAeTca N9 UMEHOBaHMA BUPYCOB, HaNMCaHHbIX Ha A3blKaxX
nNporpaMMmnpPOBaHNS BbICOKOTO YPOBHS, Takux kak C, C++, Pascal, Basic n gpyrue.
Ncnonb3ytotca MmoandukaTopsbl, ykasbiBatowme Ha 6a30Bbii anroputM GyHKLMOHNPOBAHWSA, B

YaCTHOCTW:

e HLLW — yepBu;
e HILLLM — NMOYTOBbIE yepsBu;
e HLLO — BUPYChbI, Nepe3arnmncbliBakolwne Koh MporpaMmbl XepTBbl;

e HLLP — BMPYCbl-NapasuTbl;

HLLC — BUPYCbI-CAYTHUKW.
K rpynne npedunkcos s3bika pa3paboTkn MOXHO TakKe OTHEeCTH:

e Java — BMPYCbl ANA Cpefbl BUPTYyaabHOM MalUMHbI Java.

TposHckme nporpamMmmbl

Trojan — obLlee Ha3BaHWe ANA Pa3NNYHbIX TPOAHCKMX NporpaMm (TposHLeBs). Bo MHoOrmx
cnyyaax npedurKCbl 3TOW rPynmbl NCMONb3YOTCA COBMECTHO C npedukcom Trojan.

e PWWS — TPOSIHELL, BOPYHOLLMIA Naponu;

e Backdoor — TposiHel, ¢ RAT-pyHkumen (Remote Administration Tool — yTnanta

yAANEHHOro aAMUHNCTPUPOBAHNA);

PyKOBO,CLCTBO nosab3oBaTenda
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TRC — TpOsiHeL, MCMOJIb3YHOLMI ANs CBOEro GyHKLMOHMpPOBaHUA cpedy Internet Relayed
Chat channels;

DownLoader — TPOsiHeL, CKPbITHO OT MNO/b30BaTeNsA 3arpy>KaroLnii pa3anyHble
BPEAOHOCHbIE daliNbl U3 UHTEPHETA;

MulDrop — TPOsiHEL, CKPbITHO OT MOJIb30BaTeNA 3arpy>KatoLLmMii pa3nnyHble BUPYCHI,
coAep>Kallmecs HenmoCpPeACTBEHHO B ero Tene;

Proxy — TPOAHeL, NO3BONAOWMI 3/10yMbILUNEHHUKY paboTaTb B MUHTEpPHETE aHOHUMHO
yepes Nopa>keHHbI KOMMbIOTEP;

StartPage (CMHOHUM: Seeker) — TPOsiHEL, HECAHKLUMOHNPOBAHHO NOAMEHAOLLNIA aapec
CTPaHULLbI, yKazaHHOW Bpay3epy B KayecTBe JOMaLUHEeN (CTapTOBOM);

Click — TpOsAHeL, OpraHM3yrLWMin NepeHanpasBaeHe NoAb30BaTebCKUX 3aMpoCcoB
6pay3epy Ha onpeaeneHHbI CanT (MK CanTbl);

KeyLogger — TPOAHEL-LUMNNOH; OTC/IEXXMBAET N 3aMNNCbIBAE€T Ha>aTna Kl1aBULL Ha
KlnaBuaTtype;, MOXeT nepnogmyeckm nepecblnatb C06paHHbIe AaHHbI€ 3N10yMbILUNEHHWKY;

AVKill — ocTaHaBAMBaeT paboTy NporpaMmM aHTUBMPYCHOW 3aLUuThl, CETEBbIE SKPaHbl U
T. M.; TAKOKE MOXKET yAansTb 3T NPOrpaMmMbl C ANCKa;

KillFiles, KillDisk, DiskEraser — yAansfitoT HEKOTOPOE MHOXeCTBO darnnos (dbannbl
B onpejeneHHbIX Katanorax, Garabl Mo Macke, Bce Gparinbl Ha AUCKE U T. M.);

DelWin — yaanseTt Heobxoanmble ans paboTbl onepauynoHHon cuctembl (Windows) dannbl;

FormatC — popmatumpyeT gnck C: (C(MHOHMM: FormatAll — dopMaTnUpyeT HECKONbKO UK
BCE ANCKWN);

Kil1MBR — MOPTUT UAN CTUPAET COAEPXMMOe r1aBHOro 3arpy3oyHoro cektopa (MBR);

Ki11CMOS — nopTuT uam ctupaet cogepxxmmoe CMOS.

CpeacTBO MCNO/b30BaHUA YA3BUMOCTEN

Exploit — CPeACTBO, UCMOJIb3YHOLEE N3BECTHbIE YA3BMMOCTN HEKOTOPOWN OnepaLMoOHHON
CUCTEMBI UV MPUNOXKEHUSA AN BHEAPEHUSA B CUCTEMY BPEAOHOCHOTO KOZa, BUpYyca uau
BbIMOJIHEHNS KaKUX-TMBO HECAHKLMOHUPOBAHHbIX A€ACTBUNA.

Cpep,CTBa ANA CeTeBbIX aTakK

Nuke — cpeacTBa A5l CETEBbLIX aTaK Ha HEKOTOPbIE N3BECTHbIE YA3BMMOCTWN OmnepaLMOHHbIX
CNCTEM C LLEJIbHO BbI3BaATb aBapMVlHoe 3aBepLlieHune pa6OTbI aTaKyeM0|7| CNCTEMDI,

DDoS — nporpaMmMa-areHT Ans NpoBeAeHMA pacnpeseieHHbIX CeTeBbIX aTak TUMa «OTKa3 B
obcnyxumBaHum» (Distributed Denial Of Service);

FDOS (cuHoHuM: Flooder) — Flooder Denial Of Service — nporpaMmbl 4ns pa3Horo poaa
BPEAOHOCHbIX AercTBUN B CeTn, Tak MAN MHaYe MCMONb3YHOLLME e aTaky TUMa «OoTkas B
obcnyxxmBaHum»; B otamume ot DDoS, rae npotne o4HOW Lenn 04HOBPEMEHHO
MCNONb3yeTCA MHOXECTBO areHToB, paboTaroLmx Ha pa3Hbix koMnbroTepax, FDOS-
nporpaMmma paboTaeT kak OTAeNbHas, «CaMOA0CTaTOYHaA» NporpamMma.

PyKOBO,ELCTBO nosab3oBaTenda
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CkpunT-BUPYCHbI
ﬂpe(l)l/lKCbI BUPYCOB, HAaNMMCaHHbIX Ha Pa3/IMYHbIX A3blKaX CUEHAPUEB!:

e VBS — Visual Basic Script;

JS — Java Script;

e Wscript — Visual Basic Script u/vau Java Script;

Perl — Perl;
PHP — PHP;

BAT — A3bIk KOMaHAHOro nHTepnpetatopa OC MS-DOS.

BpepoHocHble nporpamMmmbl

MNpedurkcbl 06BEKTOB, ABAAOLIMXCA HE BUPYCAMU, @ UHBIMW BPEAOHOCHBIMUW NPOrpaMmMamMu:

Adware — pek/jaMHas nporpamMmma;

Dialer — nporpamma J03BOHa (NepeHanpasastoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMUpPOBaHHbIV NAaTHbIA HOMeP WAN NAATHbIN pecypc);

Joke — nporpamMmma-LuyTKa;

e Program— MOTEHLMaANbLHO ONacHas nporpamma (riskware);

Tool — nporpamMmMa-mHCTpyMeHT B3soma (hacktool).

Pa3Hoe

Mpedukc generic ncnonbyetcs nocne gpyroro npedukca, obosHavatoLero cpesy nam
MeToJ pa3paboTku, AN 0603HaYEHNA TUMMYHOTO MPeACTaBUTENA 3TOTO TUMa BUPYCOB. Takow
BMPYC He 061aZaeT HUKaKMMU XapakTepHbIMUW NMPU3Hakamu (Kak TEKCTOBbIE CTPOKY,
cneymnanbHbie 3PeKTbl U T. 4.), KOTOpble MO3BOANAM 6bl MPUCBOUTL EMY KaKoe-TO 0CObeHHoe
Ha3BaHue.

PaHee ans UMeHOBaHMA NPOCTENLLNX HE3MKMX BUPYCOB MCMOb30BaNcs npedukc Silly ¢
pPa3NNyYHbIMU MOANPMKaTOPaMK.

CydPpukcbl

qu)q)l/IKCbl MCMNONBb3YHOTCA ANIA MMEHOBaHNA HEKOTOPbIX CI'IeLI,VIq)VI‘-IeCKVIX BUPYCHbBIX 061BbEKTOB:

e generator — OHBEKT ABNAETCA HE BUPYCOM, @ BUPYCHbIM FrEHepaTopoMm;

¢ based — BMpYC pa3paboTaH C MOMOLLbIO YKa3aHHOTO BUPYCHOrO reHepaTopa uan nytem
BUAOV3MEHEHWNS yKa3aHHOro BMpyca. B obomx cayyasx MMmeHa 3Toro Tvna sBastoTCA
POAOBBLIMMN 1 MOTYT 0603HaYaTb COTHU U MHOTAA Aa>e TbICSYN BUPYCOB;

e dropper — yKa3blBaeT, YTO OBBEKT ABAAETCA He BUPYCOM, @ MHCTaNNATOPOM yKa3aHHOro
BUpYCa.

PyKOBO,CLCTBO nosab3oBaTenda
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21. NMpunoxxeHne . OCHOBHbIE TEPMUHbI U MOHATUA

A

AHMUBUPYCHAA CemMb — COBOKYMHOCTb KOMMbIOTEPOB, Ha KOTOPbIX YCTAHOBAEHbI MPOAYKTbI
Dr.Web (AHTMBMpYyc Dr.Web ana Windows, AHTuBupyc Dr\Web ans cepsepos Windows u
Dr.Web Security Space) n koTopble NOAK/IOYEHbI K OAHOW N0KaNbHOW CETH.

a

ZlosepeHHsle npunoxeHus — NPUNOXEHWS, MOAMMUCU KOTOPbIX J06aBieHbl B CMMCOK
AoBepeHHbix B drwbase.db. K soBepeHHbIM NpuaoxeHnamM otTHocuTca nonyaspHoe MO,
Takoe kak Google Chrome, Firefox, npunoxenuna Microsoft.

3

3epkasno obHos1eHUl — Nnarka, B KOTOPYH KONMpyroTcst 06HOBNeHMA. 3epkano OOHOBNEHWI
MOXeT 6bITb NCMOb30BaHO Kak UCTOYHMK 06HOBAeHNI Dr.Web ans komnbtoTepos B
NOKaNbHOW CETH, KOTOPble He MOAKNOUEHbI K MHTEPHETY.

K

Knaccel ycmpolicme — yCTpOWMCTBA, BbIMOAHAIOLWME OANHAKOBbIE PYHKLMM (Hanpumep,
yCTPOWCTBaA ANA nevaTw).

M

Modugukayus supyca — KOA, MONYYEHHbIA TaKUM M3MEHEHWEM U3BECTHOTO BUPYCa, YTO Npw
3TOM OH OMO3HaeTCcs CKaHepPOM, HO aJIrOPUTMbl IeUYEHMSA UCXOAHOIO BMpPYCa K HEMY
HenpUMeHUMBbI.

P

Pexxum aomuHucmpamopa — pexxum Dr.\Web, B koTopoM npesocTaBaseTcs JOCTYN KO BCEM
napameTpamM KOMMOHEHTOB 3alyTbl M HacTpokaM nporpammsl. ns nepexosa B pexxum

[l
AAMUNHNCTPAaTOpPa HeO6XOAVIMO Ha>XaTb Ha 3aMOK .

PyKOBO,CLCTBO nosab3oBaTenda

254



g
),
A

@

MpunoxxeHune . OCHOBHble TEPMUHbI U NMOHATUSA

C

CueHamypa (8upycHas 3anuce) — HernpepbIBHasA KOHeYHas NoC/ieA0BaTENbHOCTL HalT,
HeobxoanMas 1 OCTaTOYHAA ANS OAHO3HAYHOW NAEHTUdMKALMN YrPO3bl.

X

Xew-cyMMa — yHVKanbHbIN naeHTndbukatop dania, NnpeacTaBAfrOWMIA cOHOM
nocnefoBaTeNbHOCTb LGP 1 ByKB 3asaHHON ANMUHbI. Icnonib3yeTca Ans NpoBepKu
LLeSIOCTHOCTU JaHHbIX.

L

LUuHbl ycmpolicme — NoACUCTEMbI NMepesaun faHHbIX MexXay GYHKLUMOHaNbHbIMK B10KaMu
KoMnbtoTepa (Hanpumep, wuHa USB).

C]

Sspucmuka — NpeAnoNoXeHMe, CTaTUCTMYECcKas 3HaUMMOCTb KOTOPOro NOATBEPXAeHA
OMbITHBIM MYyTEM.

Skcnnolim — nporpamma, GparMeHT Koja Uan NociesoBaTeNbHOCTb KOMaHA, NCMOb3yLoLne

yS3BUMOCTM B MPOrpaMMHOM obecrneyeHnmn 1 NpUMeHseMble 418 NPOBEeAEeHNS aTaku Ha
cncTemy.

dnekmpoHHas yugpposas noonuce (L) — peKBU3INT 3NEKTPOHHOTO LOKYMEHTa,
npeAHa3HaYeHHbIN ANS 3aLLMTbl JAaHHOTO 3IeKTPOHHOrO JOKYMEHTa OT MOAAENKMN.
MOJlyYeHHbIN B pe3y/bTaTe KpUnTorpapuueckoro npeobpasoBaHuns nHGopmaLmm c
MCNOb30BaHNEM 3aKPbITOrO KJOUYa 3N1EKTPOHHON LMGPOBOM MOAMNCK N MO3BOAAOLLNM
naeHTMONLMpPOBaTh BNaZesbla cepTudmkaTa Karoua NoANMUCK, a Takke YCTaHOBUTb
OTCYTCTBUE UCKaXXeHUS MHPOPMaLMN B I1€KTPOHHOM JOKYMEHTe.

Smynayus — nMmuTaums paboTbl OAHON CUCTEMbI CPeACTBaMU Apyroin 6e3 notepwu

bYHKLMOHaNbHbBIX BO3MOXHOCTEN U UCKaXXeHWN pe3yabTaTOB NOCPEACTBOM NUCMONb30BaHNSA

cneunanbHbIX NPOrpaMmMHbIX CPEACTB.

PyKOBO,ELCTBO nosab3oBaTenda
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